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1 BBEAEHUE

Cetb GPON oTHOCUTCA K OAHOW M3 Pa3sHOBMUAHOCTEM MacCMBHbIX onTuuyeckux ceteir PON. 310 oaHo u3
CaMbIX COBpPEMEHHbIX W 3PGEKTUBHbIX PELEHU 3agay «nociefHeld MUAM», MO3BO/AOWEE CYLLeCTBEHHO
3KOHOMWTb Ha KabenbHON MHPPACTPYKTYpPE N obecneuymnBaroLLLee CKOPOCTb Nepeaayn nHbopmaumm go 2.5 Gbps
8 HanpasneHun downlink n 1.25 Gbps 8 HanpasneHun uplink. Mcnonb3oBaHne B ceTAX AOCTyNa peweHuin Ha
6ase TexHosormn GPON pgaeT BO3MOXKHOCTb MPeAoCcTaB/iATb KOHEYHOMY M0/1b30BaTeNto AOCTYN K HOBbIM
ycayram Ha 6ase npotoKkona IP coBMeCTHO ¢ TpaaMUMOHHbBIMU CEPBMUCAMMU.

OcHoBHbIM NpeumyulectBom GPON fABnsieTcA MCNo/ib30BaHUE OAHOrO CTaHLUMOHHOro TepmuHana (OLT)
019 HEeCKONbKUX aboHeHTcKMx ycTpoicts (ONT). OLT saBnseTca KoHBepTOpomM MHTepdeicos Gigabit Ethernet u
GPON, cayxawmm pgns cesasm cetu PON ¢ cetAmn nepegaym pAaHHbIXx 6osiee BbICOKOro ypoBHs. ONT
npegHasHavyeHo ANsa MOAKAOYEHUA K YCAyraM LIMPOKOMOJIOCHOIO AOCTyna OKOHeYHoro o60opyaoBaHuA
KNMEHTOB. MOXeT NPUMEHATLCA B KWUJIbIX KOMMJIEKCax U BU3Hec-LeHTpax.

NunHelika obopynosaHmna ONT NTU npousBoactea «/ITEKC» npeactasneHa TepMUHANAMK:

—  NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, KoTopble paccymTaHbl Ha YeTbipe UNI
nHtepderica 10/100/1000Base-T n noaaepxky nHrepdeiicos FXS, Wi-Fi, USB, CaTV1.

B HacTOAlWemM pyKOBOACTBE MO 3KCMJ/yaTaUMW WU3N0XKEHbl Ha3HayYeHWe, OCHOBHblE TeXHWYecKue
XapaKTePUCTUKM, MpaBuaa KOHOUIYpUPOBAHUA, MOHUTOPWUHIA M CMEHbl MNPOrpammHoro obecrnevyeHuns
onTuyeckmx TepmmnHanos cepumn NTU-RG.

! fins yerpoiictea NTU-RG-1421GC-Wac
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2 ONUCAHUE N3OENUA

2.1 HasHaueHue

Yctpoiictea NTU-RG GPON ONT (Gigabit Ethernet Passive Optical Network) — BbicokonpounsBoguTenbHble
abOHEHTCKME TepMWHanbl, NpeAHasHayeHHble A8 CBA3M C BblWeCToAWMM 060pya0BaHMEM MACCUBHbIX
ONTUYECKMX CETEM M NPefoCTaBAEHUA YCAYT LMPOKONOJIOCHOrO A0CTyNna KOHEeYHOMY Mosib3oBaTento. CBA3b C
cetamn GPON peanusyetca nocpeactsom PON-uHTepdeiica, gns NogKkNtoYeHns OKoHeyHoro obopyaoBaHuMs
KAWEHTOB CNyKaT MHTepdeicol Ethernet.

Mpenmywectsom TexHonormn GPON aBnaetTca onTMMasbHOE MCMO/Ib30BAaHME MOAOCHI NPOMYCKaHWUA. ITa
TEXHONOMNA ABNAETCA C/eAYOWMUM Warom aaa obecneyeHns HOBbIX BbICOKOCKOPOCTHbIX MHTEPHET-NPUNOKEHWUI
noma 1 B opuce. PaspaboTaHHble g5 pa3BePTbIBAHMA CETU BHYTPU AOMa UAWN 34aHUA, AaHHble ycTpoictBa ONT
obecneuynBaloT HadeKHOE COeAMHEHME C BbICOKOM NMPOMYCKHOW CMOCOOHOCTbIO Ha AanbHME PacCToAHMA Ann
NoNb30BaTeNEN, }KUBYLLNX U pabOTaOLNX B YAANEHHbIX MHOFOKBAPTUPHbIX 34aHUAX U BU3HEC-LeHTpaXx.

bnarogapa BCTPOEHHOMY MapLUPYTU3aTOPY, YCTPOMCTBa 06ecneymBaloT BO3MOXKHOCTb MNOAK/IOYEHUA
060pyA0BaHNA /IOKA/NIbHOM CEeTU K CeTM LUIMPOKOMNOMOCHOrO Aoctyna. TepmuHanbl obecneymsaloT 3aluty
MeXKCeTeBbIM 3KPaHOM 417 KOMMbIOTEPOB B CeTU OT aTak DOS M BMPYCHbIX aTaK, OCYWECTBAAIT GUAbTPALUIO
NakeToB ANA  OCYLWECTB/IeHUA ynpaBAeHMs AOCTynoM Ha ocHoBe noptoB U MAC/IP-agpecos
WCTOYHMKa/Ha3HaueHua. Monb3oBaTeNIM MOryT HAacCTPOUTb AOMALWHUN Uan odpucHblii Web-caitt, no6asus oguH
n3 LAN-nopTtoB B 30Hy DMZ. ®yHKUMA «PoanTenbcknini KoHTponb» obecneunsaet ¢ounbTpauuio Web-caliTos ¢
HexenaTeslbHbIM COAepP*KMMbIM, BNOKMPOBKY AOMEHOB WM MO3BOAAET 334aBaTb pacnMcaHMe WCMO/b30BaHMA
MHTepHeTa. BupTyanbHana uvactHaa ceTb (VPN) npepoctaBnseT mMobuibHbIM MNoMb30BaTenam U ¢puananam
3aLLUMLLEHHbI KaHan CBA3W ANA NOAK/IOYEHNA K KOPNOPaTUBHOM CeTH.

MopT FXS nosBonseT nosb3oBaTbca ycnyramu |P-TenedoHUn, NpefocTaBAAs MHOMKECTBO MNOJE3HbIX
bYHKLMIM, TaKMX KaK oTobpaxkeHne naeHTMdMKaTopa 3BOHALLETO, TPEXCTOPOHHIOK KOHdEpPEHLMIO, TenedpoHHY
KHUrY, YCKOpPEeHHbIt Habop. Bce aTo obecneumBaeT yao6cTBO nosnb3oBatena npu Habope Homepa WM nNpueme
TenedOoHHbIX 3BOHKOB.

MopTbl USB moryT ucnonb3oBaTtbes gns noakaodeHuna USB-ycTpolicte (USB-daeww-Hakonutenb, BHELLHWIA
HDD).

AboHeHTCKMe mapuwpyTtusaTopbl NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac
Nno3BOAIOT NOoAKAYaTb KaneHToB Wi-Fi no ctaHaapty IEEE 802.11a/b/g/n/ac. Mogaepskka ctaHaapTa 802.11ac
obecneumMBaeT CKOpPOCTb Nepedauy JAaHHblx A0 1,3 [6uT/c M NO3BONAET AOCTaBAATb COBPEMEHHbIE
BbICOKOCKOPOCTHblE CEPBUCHI  KIMEHTCKOMY obopyaoBaHuto Mo 6ecnpoBogHoOW ceTu. [lBa BCTPOEHHbIX
KoHTponnepa Wi-Fi cetn nossonstoT obecneuntb paboTy yCTPOMCTBA OAHOBPEMEHHO B ABYX YACTOTHbIX
ananasoHax—2,4 My un 51Ty,

Ycrponcteo NTU-RG-1421GC-Wac umeeT BCTPOEHHbIN RF-BbIXo4, K KOTOPOMY MOAKAOYAETCS TeNeBM3op
A/1A NPOCMOTPA aHaN0roBoro Uan UMGpPoBoro KabesbHOro TeneBnaeHMsa (Mpu yCaoBMM NPeaoCcTaBieHUs yCayrm
onepaTopom).
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2.2 BapuaHTbl UICNOJIHEHUA

YctpoiictBa cepuit NTU-RG otanyatotca Habopom mHTepdeincoB U GyHKLMOHANABHBIMU BO3MOMXKHOCTAMM,

Tabnuua 1.

Tabnunua 1 — BapmaHTbl UCNONHEHUSA

HaumeHoBaHUue Wi-Fi Wi-Fi

Mozeny WAN LAN FXS RF 802.11 802.11 b/g/n/ac usB

b/g/n

NTU-RG-1421G- | 1xGPON | 4x1Gigabit 1 - + 802.11n, 2*2 -300Mbps —2,4GHz 2
Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz+
NTU-RG-1431G- | 1xGPON | 4x1Gigabit 1 - + 802.11n, 3*3 -450Mbps - 2,4GHz 2
Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz
NTU-RG- 1xGPON | 4x1Gigabit 1 1 + 802.11n, 2*2 -300Mbps —2,4GHz 1
1421GC-Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz+

2.3 XapaKTepuCTUKa yCTpOMCTBa

Ycmpoiicmeo umeem cnedyrowue uHmepgelicoi:

e [opt RJ-11 ans nogKntoueHUa aHaNoroBbix TesedpOoHHbIX annapaToBs:

— 1 nopt RJ-11;
e 1 nopt PON SC/APC ana noaKaloyYeHMs K CETU onepaTopa;
e [opTbl Ethernet RJ-45 LAN a4 NnoaKAt0YeHUA CETEBbIX YCTPOMUCTB:

— 4 nopra RJ-45 10/100/1000Base-T;
o [Mpuemonepepatunk Wi-Fi 802.11a/b/g/n/ac;
o 2'nopta USB2.0 ana noaKNtoYeHUA BHeLWHUX HakonuTenei USB uam HDD;
e [lopT Ansa nogxno4eHus kabenbHoro TenesngeHunsn (CaTv):

— [Ona NTU-RG-1421GC-Wac: 1 nopt RF.

MuTaHMe TepMUHana OCYLLECTBAETCA Yepes BHeLLHWI aganTep ot cetn 220B/12B.

Ycmpoliicmeo noddepircueaem cnedyroujue hyHKYuu:

e cemegble (PyHKYUU:

—  paboTa B pexxnume «MOCTa» UaK «MmapLupyT1U3aTopa;
- nopaepxka PPPoE (PAP, CHAP, MSCHAP-aBTOpM3auus);
- noanepxKa cratudeckoro agpeca M DHCP (DHCP-knmeHT Ha ctopoHe WAN, DHCP-

cepsep Ha cTopoHe LAN);
- nopaaepxka UPnP;
- nopaepxka IPSec;
- nopaaepxka NAT;

- nopaaeprkka Firewall;

- nopaepxka NTP;

- nogaeprXKka MexaHM3MoB KayecCTBa O6Cﬂy)'KVIBaHM‘r'I QosS;

- nopgaepxka IGMP-snooping;
- nopgaepxkKa IGMP-proxy;

- nopaaep:kka ¢yHKumum Parental Control;
—  nopgeprkka GpyHKUMK Storage service;
- nopgaepxka UPNP, SMB, FTP, DLNA, Print Server;

L Yerpoiicteo NTU-RG-1421GC-Wac nmeet 1 nopt USB2.0

AboHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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o Wi-Fi:
e IP-menegpoHus:

e yHKYuu ABO:

VLAN B cootBetctBuM c IEEE 802.1Q.

noaaepskka craHgaprtos 802.11a/b/g/n/ac;
oAHOBpeMeHHas paboTa B ABYX AManasoHax: 2.41Tu n 5MTwu.

noanepxka npotokona SIP;

ayamnokogeku: G.729 (A), G.711(A/U), G.723.1;

ToS ana naketos RTP;

ToS ana naketos SIP;

3X0 KomneHcauma (pekomeHaauum G.164, G.165);
AeTeKTop TUwwuHbI (VAD);

reHepaTop KOMPOPTHOrO LWYyMa;

obHapyrKeHue n reHepupoBaHue curHanos DTMF;
nepepayva DTMF (INBAND, RFC2833, SIP INFO);
nepepaya dakca: upspeed/pass-through. G.711, T.38.

yaep»xaHue BbizoBa — Call Hold;

nepepaaya BbizoBa — Call Transfer;

yBe4oMNeHWe O NOCTYNNeHnM HoBoro Bbi3oBa — Call Waiting;
6e3ycnoBHan nepeagpecauma - Forward unconditionally;
nepeagpecaums no Heotsety - Forward on "no answer";
nepeagpecaums no 3aHsToctu — Forward on “busy”;
onpegenutenb Homepa Caller ID no ETSI FSK;

3anpert Bblaaun Caller ID (aHOHMMHBIN 3BOHOK) - Anonymous calling;
Tennas aMHua - Warmline;

rTMBKNIN NNaH HYMepauuu;

WHAMKAUMA O HAa/IM4YMKM coobLLLeHM Ha roiocoBoi noyte - MWI;
610KMPOBKa aHOHMMHbIX 3BOHKOB - Anonymous call blocking;
3anpeT Ha ucxogsawume Bbi3osbl - Call Barring;

"He 6ecnokounTb" — DND.

e 006HosneHue 10 uepe3z Web-unmepdgpelic, TR-069, OMCI;

e yOaneHHbIl MOHUMOPUH2, KOH(U2YpUPOBAHUE U HACMPOUKa:

TR-069;
Web-uHTepdelic;
OMCI;

Telnet.

Ha pucyHKke 1 npuBeaeHa cxema npumeHeHusa obopyaosaHma NTU-RG.

AboHeHMCcKue onmu4eckue mepmuHassl cepuu NTU



nK TenedonHbiit  USB flash, HDD

annapar

NTU-RG-1421G-Wac
NTU-RG-1431G-Wac

Wi-Fi IEEE 802.11

NTU-RG-1421GC-Wac

— USB flash,
K ) HDD
TenedpoHHbIA

annapat Tenesmsop

PucyHok 1 — Cxema npumeHeHusa NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac

2.4 OcHOBHble TeXHUYECKUe napameTpbl

OCHOBHble TEXHUYECKME NapameTpbl TePMUHANO0B NpVBEAEHbI B Tabauue 2:

Tabaunua 2 — OCHOBHble TEXHUYECKME NAapameTpbl

MpoTtokonbi VolP

MoppepmBaemble NPOTOKOAbI

| sip

Ayaunokoaeku

Koaeku

G.729, annex A

G.711(A/W)

G.723.1 (5,3 Kbps)

MNepepaya dakca: G.711, T.38

NapameTpbl MHTepdeiicos Ethernet LAN

Konnuectso nHTepdeiicos

4

JNeKTPUYECKUI pasbem

RJ-45

CKopocTb nepegaqun, Méut/c

AsToonpeaeneHue, 10/100/1000 M6ut/c,
aynnekc/ nonyayniexc

MopaepsKa CTaHAaPTOB

IEEE 802.3i 10Base-T Ethernet

IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.3ab 1000Base-T Gigabit Ethernet
IEEE 802.3x Flow Control

IEEE 802.3 NWay auto-negotiation

MapameTpbl MHTepdeiica PON

Konunyectso nHtepdeiicos PON

1

Moaaep»Ka cTaH4apToB

ITU-T G.984.x Gigabit-capable passive optical networks|
(GPON)

ITU-T G.988 ONU management and control interface (OMCI)
specification

IEEE 802.1Q Tagged VLAN

IEEE 802.1p Priority Queues

IEEE 802.1D Spanning Tree Protocol

Tun pasbema

SC/APC
cootsetcTByeT ITU-T G.984.2

Cpepa nepefauun

OMTOBOJIOKOHHbIN Kabenb SMF - 9/125, G.652

AboHeHMCcKue onmu4eckue mepmMuHassl cepuu NTU



KoaddpuumeHT passeTsaeHuns no 1:128
MaKcumanbHan AanbHOCTb AeNcTBUA 20 Km
MNepepatymk: 1310HMm
CKopoCTb coeauHeHusa upstream 1244Mb/s
MowHocTb NnepegaTynKa +0,5 o +5 dBm
LLnpuHa cnekTpa ontuyeckoro nsnydeHuns (RMS) 1nm
MpnemHumk: 1490HMm
CKopocTb coegmHeHna downstream 2488Mb/s
YyBCTBUTENBHOCTb NPUEMHMKA o7 -8 0 -28 dBm

MapameTpbl aHaNOroBbiXx aBOHEHTCKMX NOPTOB

Konuyectso noptos

1

ConpoTueneHue wnerida

00 2 KOm

Mpuem Habopa

NMMYNbCHbIN/4acToTHbIN (DTMF)

Bbigaua Caller ID

€CTb

NapameTpbl 6ecnposogHoro nHtepdeiica Wi-Fi

Mopenb

NTU-RG-1421G-Wac, NTU-RG-1421GC-Wac

NTU-RG-1431G-Wac

CraHgapt

802.11a/b/g/n/ac

802.11a/b/g/n/ac

YacToTHbIM AManasoH

2400 ~ 2483,5 M, 5150 ~ 5350 Mry, 5650
~5850Mry,

OpfHoBpemeHHan paboTa B ABYX YaCTOTHbIX
AnanasoHax (Simultaneous Dual Band)

2400 ~ 2483,5 Mru, 5150 ~ 5350 Mru, 5650
~ 5850 Mry,

OfHoBpemeHHan paboTa B ABYX YaCTOTHbIX
AmnanasoHax (Simultaneous Dual Band)

Moaynauma

CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256
QAM

CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256
QAM

CkopocTtb nepeaayun
OaHHbIX, MbuT/c

—802.11b/g/n: 1-13
—802.11a/ac: 36-64, 132-165

—802.11b: 1; 2; 5,51 11 M6wuTt/c
—-802.11g:6,9, 12, 18, 24, 36,48 n 54
M6éuTt/c

—802.11n: 300 M6ut/c (kaHan 20 Mru), 450
M6uTt/c (kaHan 40 M)

—802.11ac: 1300 M6uT/c (80 Mrw)

—802.11b/g/n: 1-13
—802.11a/ac: 36-64, 132-165

—802.11b: 1; 2; 5,51 11 M6ut/c
—-802.11g:6,9, 12, 18, 24, 36,48 n 54
M6éuT/c

—802.11n: 300 M6uT/c (kaHan 20 M), 450
M6ut/c (kaHan 40 Mlw)

—802.11ac: 1300 M6uT/c (80 Mrw)

MaKcmmanbHasa BbIXxoaHan
MOLLHOCTb NepeaaTymKa

—802.11b (11 Mbps): 17a6m
—802.11g (54 Mbps): 155B6m
—802.11n (MCS7): 15 abm
—802.11ac (5 Tw): 19 abm

MAC-npoTtokon

CSMA/CA moaenb ACK 32 MAC

be3onacHocTb 64/128-6uTHoe WEP-windpoBaHMe AaHHbIX;
WPA, WPA2
802.1x
AES &TKIP
MNoaaepxKa Windows XP 32/64, Windows Vista 32/64, Windows 2000, Windows 7 32/64

OrlepaLl,MOHHOﬁ cucTembl

Linux, VxWorks

MIMO

NTU-RG-1421G-Wac

2,4 Try - 2x2, 5Ty, - 3x3

NTU-RG-1431G-Wac

2,4 Try - 3x3, 5Ty, - 3x3

NTU-RG-1421GC-Wac

2,4Try -2x2, 5Ty, - 3x3

KoadduumeHtom 5 dBi
YCUNEHUA aHTEHHbI
Pabouunit amanasoH ot 0 go +70°C
Temneparyp

YnpasneHue

JlokanbHoe ynpasnieHue

Web-nHtepdeic

YpaneHHoe ynpasaeHue

Telnet, TR-069, OMCI

O6HOB/IEHME NPOrPaMMHOro obecrneyeHus

OMCI, TR-069, HTTP, T

FTP

OrpaHuyeHue goctyna

no naponto

10
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0O6wme napameTpbl

MutaHue aganTtep nutanma 12V DC /220 AC

MoTpebnsemasn NTU-RG-1421G-Wac He 6onee 15 BT

MotliHocTe NTU-RG-1431G-Wac | He 6onee 15 Br
NTU-RG-1421GC-Wac He 6onee 15 BT

Pabouwnit ananasoH Temnepatyp ot +5 go +40°C

OTHOCUTENbHAA BNIAXKHOCTb 0o 80%

Fabapwutbl NTU-RG-1421G-Wac

187x120x32 mm

NTU-RG-1431G-Wac

187x120x32 mm

NTU-RG-1421GC-Wac 217x120x49 mm

Macca

0,3 Kr

2.5 KOHCTpYKTUBHOE UCNONHEHUE

2.5.1 NTU-RG-1421G-Wac/NTU-RG-1431G-Wac

ABOHEHTCKMI TEPMUHAN BbINOJIHEH B BUAE HACTO/IbHOIO M34EeNMA B NAaCTUKOBOM Kopryce.

BHewWHW BUA 3a4HEN NAHENN YCTPOMCTBA NPUBELAEH HA PUCYHKe 2.

o) @ E= (o) Co) C) G} |
Ecs Phone LAN 10/]00/1000
1.2 3 4 5 6

PucyHok 2 — BHewHu BuA 3aaHen naHean NTU-RG-1421G-Wac, NTU-RG-1431G-Wac

Ha 3agHelt naHenn ycTpoiCcTBa PacnosioXkKeHb! CAeaytoLLme pasbembl U OpraHbl ynpasaeHus, Tabavua 3.

Tabanuya 3 — OnncaHMe pa3bemMoB, M OPraHOB YNpPaBAeHUA 3agHeN NaHenm

Neo dN1eMeHT 3aHel naHenm OnucaHune

1 On/Off KHOMKa NUTaHunA

2 12v pa3bem NOAKAYEHUA aganTepa NUTAHMA

3 PON pa3bem SC (poseTka) PON onTtunyeckoro nHtepdeiica GPON

4 USB 2 paajaema ONA NOAKMOYEHUS BHEWHUX Hakonuteneh u gpyrmux USB-
YCTPOICTB

5 Phone 1 pasvem RJ-11 ana NOAKAOYEHWUS aHANOroBOro TenepoHHOro
annapaTa

6 LAN 10/100/1000 1..4 4 pasbema RJ-45 ans NnogKNtoYEHMA CeTEBbIX YCTPONCTB

BHewHW Bua 60KoBOM 1 BepxHen NaHenel yctponctea NTU-RG npuBeaeH Ha pucyHKax 3, 4.

AboHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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PucyHoK 3 — BHewHuli sud eepxHeli naHenu NTU-RG
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Ha BepxHelt naHenn yCcTponcTBa Pacno/IoXKeHbI cneayolme nHanKaTopsl, Tabauvua 4.

Tabaunua 4 — OnncaHMe MHAMKATOPOB BEPXHEW NaHenun

Ne dnemeHT BepxHel naHenm Onwucanue
7 O WHAMKATOP NUTaHMA U cTaTyca paboTbl
8 e 3 WHAMKaTop paboTbl oNTUYECKOro MHTepdeiica
9 0 MHAMKATOpP cocToAHMeE cepBUca «MHTepHeT»
10 J WHOMKATOP aKTMBHOCTU nopTa FXS
11 = 24 MHAMKATOp akTMBHOCTU Wi-Fi B gnanasoHe 2.41Ty,
12 = 5 MHANKaTOp akTUBHOCTM Wi-Fi B AnanasoHe 5L,
13 &= 1.4 WMHAMKaTopbl paboTbl Ethernet-nopTtos

Ha 60KOBOI NaHeM YCTPOMCTBA PACNONOMXKEHbI Caeaytolime KHonku, Tabavua 5.

Tabnnua 5 — OnMcaHMe KHONOK HGOKOBOM NaHenn

Ne dnemeHT 6OKOBOI NaHenn OnucaHue
14 Reset dYHKUMOHaNbHaA IiHOI'IKa L1 nepes3arpysku ycTponcTea u cobpoca K
33aBOACKMM HACTPOMKaM
15 Wi-Fi KHOMKa BKAOYeHUA/BbIKNtoYeHna Wi-Fi
16 WPS KHOMKA A9 aBTOMATUYEeCKOro 3alULLEHHOTO NOAKAIOYEHUSA K CETH

Wi-Fi Ha ycTpolicTBe

2.5.2 NTU-RG-1421GC-Wac

ABOHEHTCKU TEPMUHAN BbINOJZIHEH B BUAE HACTO/IbHOIO n3aesnAa B NJ1aCTMKOBOM Kopnyce.

BHeLWHW B1A 3a4Hel NaHenn ycTponcTea NpMBeLeH Ha pUCYHKe 5.

12
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PucyHok 5 — BHewHuli sud 3a0Hell naHeau NTU-RG-1421GC-Wac

Ha 3agHelt naHenn ycTpoicTBa PacnoioxKeHbl caeaytoLime pasbembl U OpraHbl ynpasaeHus, Tabavua 6.

Tabauua 6 — OnMcaHMe pasbeMoB, M OPraHOB yNpaBAeHWA 3agHel NaHenn

Neo dN1eMeHT 3aiHel NaHenm OnucaHune

1 On/Off KHOMKa NUTaHMA

2 12v pa3bem NoAKNIYEHUA aganTepa NUTaHUA

3 USB pasbem ANA MOAKNIYEHUA BHELWHUX Hakonutenen u apyrux USB-
YCTPOMCTB

4 TV pa3bem RF gna nogkntoueHns kabenbHoro tenesngeHma (CaTv)

5 Phone pasbem RJ-11 gna nogkntoveHma aHanoroBoro TenepoHHOro annapara

6 LAN 10/100/1000 1..4 4 pasbema RJ-45 ans nogKNtoYeHMA CeTEBbIX YCTPONCTB

7 Wi-Fi KHOMKa BKAtoYeHunA/BbikaoveHna Wi-Fi
KHOMKA 419 aBTOMATUYEeCKOro 3alMLLEHHOTO NOAKAKYEHNA K CETU

8 wps - o
Wi-Fi Ha ycTponcTse

9 F dYHKUMOHANbHAA KHOMKa Aaa nepesarpysku ycTpoictea M cbpoca K
33aBOACKMM HaCTpOMKam

10 PON pasbem SC (po3eTka) PON ontuyeckoro uHtepdeica GPON

BHewHM BuA, nepegHelt naHenn ycrpoctea NTU-RG-1421GC-Wac npuBeaeH Ha pUcyHke 6.

~

NTU-RG-1421

11 12

7

13 14 15 16 17

PucyHoOK 6 — BHewHuli sud nepedHeli naHenu NTU-RG-1421GC-Wac

Ha nepepgHeli naHenun yCcTponcTBa pacnosioxKeHbl cieayowme MHAnKaTopsl, Tabanua 7.

Tabnuua 7 — OnucaHme MHANKATOPOB NepeaHelt NnaHenu

Ne dnemeHT BepxHein naHenu OnucaHune
11 PON WHAMKATOP NUTaHMA M cTaTyca paboTbl
12 Status MHAMKaTOp cTaTyca KoHdurypaumm n NO ycTponctea
13 LAN 1..4 nHAMKaTopbl paboTbl Ethernet-nopTos

AboHeHMCcKue onmu4eckue mepmMuHassl cepuu NTU
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14 Wi-Fi 2.4 MHAMKaTop akTnBHocTn Wi-Fi B gnanasoHe 2.41Ty,
Wi-Fi 5 nHamkatop aktnsHoctn Wi-Fi B gnanasoHe 5Ty,

15 Phone WHANKATOP aKTUBHOCTM nopTa FXS

16 v WHAMKATOP aKTMBHOCTU CaTV

17 Power MHAWKATOP NUTaHMA

2.6 CeBeToBasA UHAMKaLMA

2.6.1 NTU-RG-1421G-Wac, NTU-RG-1431G-Wac

TeKylllee COCTOAHME YCTpoMCTBA OTOGpaXKaeTca MpyM MOMOLLM WMHAMKATOPOB, PaCMONOMKEHHbIX

nepeaHen naHenun.

MepeyeHb COCTOAHMI MHOMKATOPOB NpuBeseH B Tabanue 8.

Tabnuua 8 — CBeToBaA MHAMKALUMA YCTPOCTBA

Ha

UHpukatop CocroAHue MHAMKaTOpaA ‘ CocTofiHMe YyCTpOMCTBA
3e/1eHbIH ycTaHoB/IeHO coeamnHeHne 10/100 M6ut/c
L 1..4 OpaHeBblit ycTaHoB/eHo coeguHerme 1000 M6uT/c
Mmuraet npoLecc NakeTHoW nepegayv AaHHbIX
ropur TenedoHHas TpybKa cHATa
2 Muraer nopT He 3aperncTpMpoBaH Uan He NporaeHa
aBTopu3auma Ha SIP-cepsepe
MegNeHHO Muraet npuvem CUrHana Bbi3oBa
3e/1eHbIN cetb Wi-Fi akTMBHa
o 2.4/5 Mmuraet npouecc nepeaadn gaHHbix no Wi-Fi
He ropuT ceTtb Wi-Fi He akTUBHa
He ropuT nMHTepdenc ¢ npnsaHakom VIHTepHeT He
CKOHUrypmnpoBaH
seneHbiii nHTepdenc c npusHakom NHTepHeT
O CKOHOUTIYPUPOBAH, HA HEM NosyyeH IP-agpec
— nHTepdenc c npusHakom NHTepHeT
CKOHPUIypMpoBaH, HO IP-aapec Ha HEM He NoayYeH
MUTaeT 3eNeHbIM npouecc obHoeneHun MO Ha ycTpoicTee
He ropuT npouecc 3arpy3Kun ycTpomncTea
seneHbiii YCTAHOB/IEHO COeANHEHME MeXKAY CTAHLMOHHbIM

ONTUYECKMM TEPMMUHANIOM U YCTPOUCTBOM

YCTaHOB/IEHO COeAMHEHNE MEXAY CTaHLUMOHHbIM
MUraeT 3e/1eHbIiM ONTUYECKUM TEPMUHANIOM U YCTPOWUCTBOM,
YCTPOWCTBO He aKTUBMPOBAHO

HEeT CUrHasa OoT CTaHUMOHHOIO ONTUYEeCKOro
MUraeT KPpaCHbIM

TEPMUHaNa
He ropuT YCTPOICTBO OTK/IIOYEHO OT CETU MUTAHUA UK
HeucnpasHoO
KpacHbIn BO3HWKAM Npobaembl Npu 3arpyske ycTponcTea
3e/1eHbli NpoLLecc 3arpy3Ku 3aBepLleH, Ha yCcTpoicTae
© yCTaHOB/MEHa KOHOUrypaLms, OTANYHasA oT
KOHPUrypauumn no ymonyaHuio
OpaHXXeBbli NpoLLecc 3arpy3Ku 3aBepLleH, Ha ycTpoicTae
yCTaHOB/IEHa KOHOUrypaLma no ymonyaHuio
14 AboHeHMCcKue onmu4eckue mepmuHassl cepuu NTU



2.6.2 NTU-RG-1421GC-Wac

TeKyu.l,ee COCTOAHKE YCTpOﬁCTBa OT06pa)KaETCﬂ npu nomouwmn WUHAMKATOPOB, pPACNO/NIOKEHHbIX Ha

nepe,a,Hel7| naHenn.

MNepeyeHb COCTOAHMA NHANKATOPOB NpMBeeH B Tabauue 9.

Tabnunuya 9 — CBeToBas MHAMKAUMA YCTPOMUCTBA

LED nHaukatop CocroaHue LED nupgukatopa CocTosiHMe yCTPOUCTBA
He roput npoLecc 3arpy3Ku ycTponcTea
seneHbIii YCTQHOB/IEHO COEANHEHUE MeXKaY fTaHLI,VIOHHbIM
PON OMNTUYECKMM TEPMUHANIOM N YCTPOMUCTBOM
MUFAET 3671EHBIM OWmnbKa ayTeHTUOMKALMM HQ CTAHLMOHHOM ONTUYECKOM
TepMmuHane
KpacHbIN HeT CurHana oT CTaHUMOHHOIO ONTUYECKOro TEpMMHanNa
He ropuT YCTaHOB/EH CTaquemeVl peXnm paboTbl NN pexUM
mocTa ansa untepdeiica WAN (PPP-KAMEHT He 3anyLeH)
YCTPOMCTBO yCMewWwHOo aBTOPU30BAHO Ha CTaHLMOHHOM
Status 3e/IeHbIN onTuyeckom TepmmHane (PPP-ceccua 3anyuieHa Ha
nHTepdpeice WAN)
opaHKeBbIi YCTPOMCTBO tle aBTopusoBaHo (PPP-ceccus He 3anyuwieHa
Ha uHTepdeice WAN)
3e/ieHbln ycTaHoB/eHO coeanHeHme 10/100 M6éut/c
LAN pP1/p2/P3/P4 OopaHKeBbll ycTaHoB/eHo coeanHeHne 1000 M6ut/c
muraet npoLecc nepeaayn NakeTHbIX JAaHHbIX
Wi-Fi 2.4/5 3e/IeHbIn ceTb Wi-Fi akTMBHa
muraet npouecc nepegadun AaHHbix no Wi-Fi
He roput ceTb Wi-Fi He aKTMBHa
3eneHbIn TpybKa cHATa C pblyara
Phone 0 muraet NnopT He 3aperncTpmposaH nnu Ha SIP-cepeepe He
3aBeplueHa aBTopu3auma
MeneHHO Muraet noJly4eHne CUrHasna Bbi30Ba
He roput RF-nopT oTKAtOYEeH
TV KpacHbI TB-curHan HepocTyneH
OpaHKeBbIi YPOBEHb CUTHa/a He COOTBETCTBYET HOPMasibHOMY (6onee
+2 abm)
He roput YCTPOMCTBO OTK/HOYEHO OT CeTU NMUTAHUA UAN HEUCMPABHO
3e/1eHbIn TEKyLLMe HaCTPOMKM YCTPOICTBA OT/IMYAIOTCA OT HAaCTPOEK
Power Nno YMONYaHUIO
OpaHKEeBbI cbpoc ycTpoWcTBa K 3aBOACKMM HAaCTPOMKam
KpacHbIN NpoLecc 3arpy3Kun yCTpomncTea

2.6.3 UHgukauma nnrepdeiicos LAN

Pexnmbl paboTbl, oTobpaxkaemble

npuseaeHbl B Tabaunue 10.

Tabnunua 10 — CeeToBan MHAMKauma nHtepdericos LAN

MHOMKaTopamn Ha noptax LAN Ha 3agHelt naHenu ycTpOWCTBa,

Pexxumbl paboTbl

¥enTblii uHAMKaTop

3eneHblii UHAUKaATOP

MopT paboTaeT B pexkume 1000Base-T,
HeT nepeAayn AaHHbIX

rOpUT NOCTOAHHO

rOpUT NOCTOAHHO

MopT paboTaeT B pexkume 1000Base-T,
ecTb nepesaya AaHHbIX

rOpUT NOCTOAHHO

MuUraet

MopT pabotaet B pexxunme 10/100Base-
TX, HET nepepayun JaHHbIX

He ropuT

rOpUT NOCTOAHHO

AboHeHMCKue onmu4eckue mepmuHassl cepuu NTU 15




MopTt paboTaeT B pexkume 10/100Base- | He roput muraet
TX, ecTb nepegayva AaHHbIX

2.7 Nepe3sarpy3Ka/c6poc K 3aBOACKMM HACTPOUKam

[na nepesarpyskn ycTPOMUCTBA HYXXHO OAHOKPATHO HaXKaTb KHOMKY «Reset» Ha 6OKOBOM NnaHenn nsgenus.
[N 3arpy3Ku yCTpoOMCTBaA C 3aBOACKMMM HACTPOMKAMM HEOBXOAMMO HaXKaTb U yAEPKMBATb KHOMKY «Reset» 7-10
CeKyHpA, noka mHamnkatop POWER He 3aroputca KpacHbim ceeTom. pu 3aBoacKmux yctaHosKax IP-agpec: LAN -
192.168.1.1, macka noacetn —255.255.255.0. Joctyn BoamoxkeH ¢ noptoB LAN 1, LAN 2, LAN 3 n LAN 4.

2.8 KomnneKT noctaBku
B 6a30BbIli KOMNNEKT NOCcTaBKK ycTpoinctea NTU-RG BXxoanT:
— aboHeHTCKui onTuyecknin TepmuHan NTU-RG;

— ajanTtep nuTaHua 220/12;
— PYKOBOACTBO MO 3KCM/yaTauum.
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HELTEX

3 APXUTEKTYPA YCTPOMUCTB
3.1 Apxutekrtypa NTU-RG

wl0.1 wl0.2 wl0.3 wil wil.1 wlil.2 wlil.3

t Filter 9 or 10 te Filter 1 Filter 13
Marking 8 B Marking 9 B{Marking 1008 Marking 1188 Mar| Marking 13

wl0

Filter 1

Marking 1

Filter 6
Marking 6
Filter 2
Marking 2
ponN | I :

Filter 15 Filter 14

IPInterfacel

PucyHok 7 — Jlocudeckas apxumeKkmypa ycmpolicmea ¢ 3a800ckoli KoHguaypayuel
OCHOBHbI€e 3/IeMeHTbl YCTPOICTBA:

— onTuyeckui npuemo-nepegatumk (SFF-mogynb) - npepHasHaveH asia npeobpasoBaHusA
ONTMYECKOTO CUTHa/a B 3/IEKTPUYECKUI;

— npoueccop (PON-uun) — sBnseTca KoHBepTopom nHTepdeiicos Ethernet u GPON;

—  Wi-Fi moaynm — npegHasHayeHbl 418 opraHM3aumm 6ecnpoBoHbix MHTepdeicoB Ha ycTpolicTee.

Mpw 3aBoACKOMN (HayaNbHOM) KOHPUIYpPaLUK B YCTPOIMCTBE MPUCYTCTBYIOT Caeaytowme norndeckue 610ku
(PucyHok 7):
e Bril;
Voice (610K IP TenedpoHunu);
eth0...3;
FXS0;
wl0, wl0.1..wl0.3, wl1, wil1.1..wl1.3;

ppp0.1;
IPInterface.

Bnok brl B faHHOM ciyyae npegHasHaveH gna obbeanHeHna noptos LAN B ogHy rpynny.

Bnoku eth0..3 pusnueckm saenstotca Ethernet-noptamu ¢ pasbemom RJ-45 ansa noaknouenma MK, STB naum
APYTrUX CETEBbIX YCTPOMNCTB. JTOrMyeckun BKAOUYeHbl B 610K brl.

Bnok FXS0 ¢dusnueckmn sasnsetca noptom ¢ pazbemom RJ-11 ana nogxntodeHnsa aHanorooro TenedoHHOro
annaparta. Jlormyeckun BKAtoYeH B 610K Voice. YnpaBneHue 610kom Voice MoxKeT ocywectsnatTbea yepes WEB-
nHTepdelic, a TakKe yaaneHHo ¢ nomolbio cepsepa ACS no crtaHgapty TR-069. B gaHHoOm 6s10Ke 3agatoTca
napameTpbl cepsuca VolP (agpec SIP cepsepa, Homep TenedoHHOro annapaTa, yenyrn ABO u 1. 4.).

bnokn wl0, wl0.1..wl1.3 ssnstotca uHTepdeicamm ana nogkntodeHus Wi-Fi-moayneit. Bnokn wil0
ABNAOTCA MHTepdericammn ana paboTbl B AnanasoHe 2.4Tw, 610km wil — B grnanasoHe 5w,
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Bbnoku Filter n Marking npegHasHayeHbl 418 BKAOYEHUA NIOKA/IbHBIX MHTEPENCOB B O4HY rpynny (B 610K
brl). OtBeuyatoT 3a npaBuna npoxoxaeHua Tpaduka, 6noku Filter oTBevatoT 3a BxoAAWMN TpaduK Ha
nHTepdelice, 6n0kn Marking — 3a ncxogawmi.

Bbnok IPInterface npeacraBnfeT cobo HEKMN NOTMYECKUIA 0OBEKT, Ha KOTOpPOM pacnonaraetcs IP-agpec
ANA A0CTyna B JIOKaZIbHOM ceTH, a TakKe cepsep DHCP, pasgatowmii agpeca KAneHTam.

bnok ppp0.1 ssnsetca WAN-uHTepdenicom poyTepa. B 3aBoacKOlM KOHPUrypauum 10T UHTepdelic
aBNseTca UHTepdencom no ymonyaHuo ana paboTbl Takux ycayr, Kak UHTepHeT, IP-tenedoHus, ynpasaeHune
yCTPOMCTBOM Mo cTaHaapTy TR-069 u IP-TenesmaeHme.

Mpyn nogKkntouyeHUn K yctpoiictey OB (ycTaHOBAEHMM YCMELWHOro COEAUHEHWMA CO CTaHUMOHHbLIM
onTuyeckum ycrpoiicteom OLT) gononHutenbHo cosgaetca 610k gpondef npu nomouwm npotokona OMCI (ONT
Management and Control Interface). Bnok obecneumBaeT cBsA3b aboHeHTCKoro yctpoinctea ONT co
CTaHUMOHHbIM.
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4 HACTPOMKA NTU-RG-1421G-W, NTU-RG-1431G-W, NTU-RG-1421GC-W YEPE3 WEB-
WHTEP®ENC. [OCTYN NOJIb3OBATENA

[na Toro 4to6bl NPOU3BECTU KOHPUIYPUPOBAHME YCTPOICTBA, HEOBXOAMMO MOAKAIOUMTLCA K HEMY Yepes
web browser (nporpammy ansa NpPocmMoTpa rMnepTekCcToBbIX AOKYMeHTOB), Hanpumep, Firefox, Google Chrome.
[na sToro Heob6xoMMO BBECTM B aApeCcHON CTpoKe bpay3sepa IP-agpec ycTponcTea (Npu 3aBOACKUX YCTAHOBKAX
agpec: - 192.168.1.1, macka nogcetn — 255.255.255.0).

MNMocne BBeaeHUA IP—a,u,peca yCTpOﬁCTBO 3aNpPoCUT UMA NONb30BATENA U NAPO/ib.

I HeobxoanMa asToOpHSALMA x|

Ons gocTyna Ha cepeep hitp: /192, 165, 1. 1:80 TpebyeTca
YKAZETE MMA NOME30BATENA M Napane. CoobueHe cepeepa:
Eltex Router,

MMA Nonb30BaTENA! | USBI'I |

MNapone: | |

[ Bxon H OTMeHa ]

Mma nonb3osaTena user, naponb user.

Bo wu3bexaHMe HeCaHKUMOHWPOBAHHOrO AoCTyna npu AdanbHelwen pabote C  YCTPOMCTBOM
pekomeHAayeTcs WM3MeHWUTb naponb (pasgen 4.5.5 MoameHio «[lapoau». HacTpoitKa KOHTpons AocTyna
(ycTaHoBneHue naponeit)).

Huxe npeactaBneH oblWMit BUA OKHa KOHQUIypupoBaHMA ycTpolicTBa. CneBa Pacno/fioKeHo AepeBo
HaBUraLMm NoO MeHI0 HacTPoeK 06BEKTOB, crpasa — 06,1acTb PeAaKTMPOBAHMA NapaMeTpoB.

user

NTU-RG-1421G-Wac
En Ru
WMHopMmauns ob ycTpoicTee WNHdopmauna 06 ycTpoicTee / Obwee
PaclIMpEHHbIE HACTPONKK
BecnpoBoOHaA CBA3b TN nnaTbl: NTU-RG-1421G-Wac
XpaHunuia CepMAHBIA HOMeEp: GP2F002308
YnpaeneHve CepHHHBIH HOMep PON: 454C5458660023BC
OcHoBHOW WAN MAC: A8:F9:4B:E6:F6:B2
WpeHTudHUKaTop NNaThi: 9683B0GERG
Bepcua nnaTdopmsi: 2v3
Bepcua NO: 3.30.0.1011
CRC obpasa 1 (AKTHBHBIN): 6C78AD00
CRC obpasa 2: 6C78AD0O0
Bepcua 3arpysumnka (CFE): 1.0.38-116.232
Bepcua becnpoBogHoro gpanBepa 2.4GHz: [7.14.124.47 .cpe4.16L04patch2xpon
Bepcua becnpoeopHoro gpaiBepa 5GHz: |7.48.3
CUCTeMHOe BpeMs: YT. AHB. 1 00:09:27 1970
Bpemsa B pabore: 04 04 9M 27C

© 2003-2018 Eltex Enterprise LTD. All rights reserved.
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4.1 MeHio «MHPopmauuma 06 ycTpoiictBe»

4.1.1 MopameHio «O6wWee»

WHdopmauna ob ycTtpoicTee / Obwee

TN nnatel: NTU-RG-1421G-Wac
CepwiHbIi HOMED: GP2F002308

CepuilHbIi# HOMep PON: 454C5458660023BC
OcHoBHO# WAN MAC: AB:F9:4B:E6:F6:B2
WpenTdukaTop nnarbi: 968380GERG

Bepcua nnaTgopmbl: 2v3

Bepcua NO: 3.30.0.1011

CRC obpa3sa 1 (AKTHBHbINH): 6C78ADO0

CRC obpasa 2: 6C78AD00

Bepcua 3arpysuuka (CFE): 1.0.38-116.232

Bepcua becnpoBogHoro gpaisepa 2.4GHz: |7.14.124.47.cpe4.16L04patch2xpon
Bepcha becnpoBopgHoro gpaiBepa 5GHz: |7.48.3

CncreMHoe BpeMms: Y1. 9H4B. 1 00:08:51 1970
Bpems B paboTe: 04 04 8M 51C

© 2009-2018 Eltex Enterprise LTD. All rights reserved.

4.1.2 MNMoameHio « WAN». UHPopmaLma O COCTOAHUU CEPBUCOB

B f.aHHON BKNagKe BblBOAUTCA 061an MHGOPMALMA CYLLECTBYIOWMX KOHUTypaumax nHTepdeiica WAN.

Hudopmauma ob ycrpoiictee | WAN / 00wee

tgmp | 9™P | pup | MLD Ipva | Ipve
HHTE| iic | Onucanne | Tun | VianMuxId | IPv6 Src Src | NAT | Firewall | Cratyc| , n
poe Y Brn Y Brn v f f

4.1.2.1  [lMoomeHio «[ModpobHo». [ToOpobHasa uHopmayus

B AaHHOW BKNaaKe BbIBOAMTCA NoapobHaa MHOPMALMA O CYLLECTBYIOWMX KOHUrypaumax uHtepoeiica
WAN.

Midopmauma of yorpofcree | WAN [ NoapoGhe [nsa npocmoTpa AocTynHa cnegytowas nHbopmaumsa o cepsmucax:
WAN cepBHc O PEpoe_veipl

e — WAN cepsucebl x — Ha3BaHue ycnyru;

= p— — UHmepdgelic — nma nHtepdeiica;

AT T R s | IF_Routed — Tun — pexxnm paboTbl MHTEpPdENCa;

Craryc: Hé HACTRORHE — Tun nOaKﬂfOVEHUﬂ,'

— Cmamyc — cTaTyc CoeaMHEeHWS;
:""";:“;‘”"' L — Connection Error — own6Ka, BbiaaBaemMas cepsepom (B cayuae,
HTE| Lol e Pepl.2

€C/I1 He y[anocb YCTaHOBUTb COeANHEHUE);
— IPv4 Address —agpec ana goctyna.

Tun:

Tan nopEnseHna; | [F_Routed

Craryc: Hir HACTpORHG

WAN ceparce P PO W e

HHTepdrenc:

Tuan: EFoE

Tun mopsnssenna: | [F_Routed

CraTyc: He HacTpoeHD

IPwd Address:
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4.1.3 TMopgmeHo «LAN». MOHUTOPUHT cocTOoAHMA NopToB LAN. MoHuTOopuHr cratyca Wi-Fi
uHTepdeica

B AaHHOM MeHI0 AOCTyneH MPOCMOTP CTaTyCOB M XapaKTepPUCTMK MPOBOAHbLIX M 6ecrnpoBOAHbIX
nHTepdelicos LAN. OnA NpoBOAHbIX COeAMHEHWIA YKa3aH CTaTyC, CKOPOCTb COeAMHEHUA, pexkum paboTsbl
(aynnekc/nonyaynnekc).

Hudopmauna ob ycrpoiictee / LAN

Mopr 1 |Bwknroued; 1000M full

Moprt 2 |BbikKnwueH

Mopr 3 | BbikKnioueH
Mopr 4 |Bwnrouen; 1000M full
Wi-Fi 2.4 | BoIKnHueH

Wi-Fi5 |BbiknroueH

4.1.4 nNopmeHio «CTaTucTMKa». UHPopmaLma o NpoxoxKaeHun TpadurKa Ha nopTax
ycTpoiicTea

B meHI0 ocyLLecTBaAeTcA NPOCMOTP CTAaTUCTUKKU MPUHATBLIX U nepeaaHHbix naketos ana WAN Service, LAN
M ONTUYECKOTro UHTepdeica.

UHTepdelic LAN:

HHhopmaumna o6 ycrpoiictee [ Cratuctuka / LAN
Mpuuaro lNepenano
HuTep- D MHoro- 0gHo- LinpokoBewa- e MHoro- 0gHo- LinpoKo-
o afjpecHan | agpecHasn TesibHaa afipecHas |agpecHas|BewarenbHan
theitc
.. _|Make- | Oww- | MoTe- .| Nake- . |Make- |Owmn- | MoTte- ._|Nake-
bait bait NakeToB NakeTos bait bait NakeToB Nakeros
108 | bok | paxo TOB 108 | Bok | paHo TOB
Port 1 |29424(199 0 0 0 9 190 532 46822|187 [0 0 0 28 159 1096
Port 2 (O 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1628
Port 3 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1628
Port 4 |5638 [47 0 0 0 24 23 1102 1056 [10 0 0 0 4 6 532
Wi-F [0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
L 0 0 0 3 0 0 0 0 0 0 0 0 0 0 0 0
(wl1)
COpoc CTETMCTHEM
WAN Service:
Wudpopmarma ob ycrpoiictee / Cratuctuka /| WAN cepBichbl
TpuHaTO Tepeaako
HHTepdeiic | OnucaHne Bcero | Muoroanpeckan | 0pHoagpecan | limpokosenjaTensHag Beero | Muoroappecuaa | peckan | tp e/bHaf
baiiT | Nakeron | Ownbox | Notepano | Baiir | Naketon | Nakeros | TMaKeToB baiit | Naketos | Oumbok | Notepano | Bair [ Naketos | Naketor | TNakeToB

CBpoc CTaTuCTkI

NHTepdelic Optical:

Ana YCTpOﬁCTB C BO3MOXHOCTbHO U3MeEPEHUNA NapaMeTPOB ONTUYECKOTO curHanal AaHHOE MEHI0 UMeeT
AONO/THUTE/IbHYIO Ta6m4u,y.

! OnumoHanbHo
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WndopMauma ob ycTpoicTee [ CTaTMCTHKa / ONTHKa
MpHHATO NepepaHo
BaWT Nakeros Owubok MoTepAHO BanlT NakeToB Owunbok MoTepaHo
0 0 0 0 0 0 0 0
Chpoc cTaTUCTUKRN
N = YpoBeHb
CocToAHME YpoBeHb ONTHYECKOH YpoBeHb ONTHYECKOH Vec Tok
TeMnepaTypa ONTHYECKOro
coefMHeHNA MOLLHOCTH MOLLHOCTH NepenaTyuKka HanpAXeHHe | CMeLLLeHnA R e
OTKNOYEHD HeT curdana HeT curHana 40.3C 335V 0.00 mA 2.005

Ona obHyneHWs [aHHbIX M BO30OHOBAEHWMA HAKOMAEHMA CTAaTUCTUKM Heobxoammo HaxKaTb «Cbpoc
cmamucmuku».

4.1.5 MoameHio «MapwpyTtusaumuar». MpocmoTp Tabanubl mapwpyTusaumum

B MeHt0 oCyLLecTBAAETCA MPOCMOTP TabmLbl MapLpyTU3aLmm.

Hudropmauma ob ycrpoiictee /| MapwpyTH3auus

Hanpaenexne | Wz | Macka nogcetn | @nar | Metpuka | Cepeuc | Hutepdeiic
192.168.1.0 0.0.0.0 |255.255.255.0 U i bri

Flags:

U - up,

G - gateway,

H - host,

R - reinstate,

D - dynamic (redirect),
M - modified (redirect).
! - reject

— HanpaeneHue — IP-agpec Ha3zHayeHUsA;
- W03 — IP-agpec wnio3a;
— Macka nodcemu — macka noacetu (Genmask);
—  ®nae — dnar maplpyTa:
— U — mapuwpyT aKTuBEH;
— |- Hepabounit mapLupyT, NakeTbl byayT OTOPOLLEHbI;
— G — mapuwpyT ncnonb3syeT Wwto3 (gateway);
— H—aapecom HasHayeHWA ABNAETCA OTAE/bHbIN XOCT;
— R - BOCCTaHOBNEHHbI1 MapLUPYT;
— D —ycTaHaBnuMBaeTca, ecav mapwpyT 6b11 co34aH No Npuxoay NepeHanpaBasemMoro coobuieHms
ICMP;
— M — ycTaHaBAMBaeTcA, ecv MaplpyT 6611 MoAMOULMPOBAH NepeHanpaBafeMbiM coobLLeHeM
ICMP;
—  Mempuka — npuopuTeT MapLipyTa;
— Cepsuc — cepBUC, K KOTOPOMY OTHOCUTCA MapLLPYT;
— UHmepdgelic — ceTeBoM UHTEPPENC, K KOTOPOMY OTHOCUTCA MApLUPYT.

4.1.6 TMoameHto «ARP». MpocmoTp Kawa npotokona ARP

3ddeKTnBHOCTL YHKLMOHUPOBaHUA ARP Bo MHorom 3aBucuT oT ARP-Kawa, KOTOpbIA NPUCYTCTBYET Ha
Kaxgom xocTe. B Kawe cogepxatca Internet-agpeca v cOOTBETCTBYIOLWME MM annapaTHble agpeca. Bpema
YKU3HU KaXKAoM 3anncuy B Kalle 5 MUHYT C MOMEHTa CO343aHMA 3anncu.
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Hugropmaumua ob ycrpoiictee /| ARP

IP-EI,ﬂPEE Mnaru MAE—anPEE YcrpoilicTBo
192.168.1.11 | 3aeepweH | dc:85:de:b3:82:08 | brl

192.168.1.10 | 3aeepweH | 00:e0:52:fe:02:3a | brl

— IP-adpec — IP-agpec KnneHTa
—  ®aazu — dnarn cocToaHUA:
— 3asepuweH — KNNEHT aKTUBEH;
— He 3aeepweH — KnneHT He oTBe4vaeT Ha ARP-3anpocel;
— MAC-adpec — MAC-agpec KANeHTa;
—  Ycmpolicmeo — HTepdeiic, Ha KOTOPOM HaXOAUTCA KAUEHT.

4.1.7 nNoameHto «DHCP». AKTUBHbIe apeHabl DHCP

B Tabamue DHCP MOXKHO MOCMOTPETb CAMCOK aKTUBHbIX apeHa DHCP-cepBepa 1 CPOK UX UCTEYEHUA.

WHdopmauus ob ycTpoicTee [ DHCP

Wma uHTepdeinca | Tun uHTepdeinca | Mma xocta MAC-agpec IP-appec WcTekaert yepes
eth0.0 Ethernet tester-samsung | b8:88:23:65:f9:15 | 192.168.1.10 | 21 hours, 26 minutes, 45 seconds
eth0.0 Ethernet Aleksei 98:de:d0:06:eb:02 [ 192.168.1.11 | 23 hours, 2 minutes, 18 seconds

— Umsa uimepdgelica — nutepdelic, c KoToporo Hbls NOAyYeH agpec;

—  Tun uHmepgelica — Tvn nHtepdeiica;

—  Umsa xocma — nmaA ceTeBOro YCTPOMCTBA;

— MAC-adpec — MAC-agpec ycTpoicTBa;

— IP-a0pec — afpec yCTPOMCTBA B IOKANbHOW CETU, BblAAHHbIN MapLLpyTU3aTopom 13 nyna IP-agpecos;
— UWcmekaem yepes — Bpems, Yepes KOTOPOE UCTEKAET apeHaa AaHHOIO ajapeca.

4.1.8 MopmeHio «becnposogHble cTaHuuny». MogkatoueHHble 6ecnpoBoaHbIe YCTPOMUCTBA

B AaHHOM MeHI0 AOCTyneH NPOCMOTP NepeyHa ayTeHTUOUMLMPOBAHHLIX BECNPOBOAHbLIX YCTPOMCTB U UX

craTyc.

HHdopmauna ob ycrpoiictee /| becnpoBoHble CTAHLHH

3Ta CTpaHuLE NOoKaskLIBaeT a‘,:TEHTl-Iqu-ILI,l-I[JDEaHHbIE I5ECI'I[JDEEI,.'ZI,HI:»IE CTAHUWKW W WX CTaTyC.

| mAC-appec | ceazan | AeTopuznposan | HMa cetn (SSID) | MuTepdeiic |

| OBHOBUTE MHDOPMALMID |

[aHHble 06 ycTpolicTBax BbIBOAATCA B TabauLe, coaepkallleit cnenylolme napameTpsbi:

— MAC-adpec — MAC-agpec ycTpoicTBa;

— (CeAa3aH — ctaTyc cBasu ¢ SSID;

— Asmopu3uposaH — CTaTyC aBTopM3aLmm;

—  Umsa cemu (S5ID) — ngeHTUPUKATOpP CETU, C KOTOPOM CBA3AH K/NEHT;
— UHmMepdgelic — nHTepdeic goctyna.

AboHeHMCcKue onmu4eckue mepmMuHassl cepuu NTU
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[na 06HOBNEHWA AaHHbBIX HEOBXOAMMO HaXKaTb KHOMKY « OBHOB8UMb UHEPOPMAUUIO»,

4.1.9 NopmeHio «becnpoBogHoit mMoHUTOp». O6HapyKeHHble 6ecnpoBoaHble ceTu

B LaHHOM MEHI0 [lOCTYNeH NMPOCMOTP CNMCKa 06HapyKeHHbIX 6ecnpoBOAHbIX CETEN B paano-adupe.

Hudopmauyua ob ycrpoiictee [ becnpoBogHO# MOHHTOP
Ha gaHHol cTpaHuue NokazaHel M2eecTHele DecnpoBogHEIE CETH

24Ty v
| ss1D | BSSID | Kanan | RsSI |

OBHOBWTE WHEOPHMALMKD

[aHHble 06 ycTpolicTBax BbIBOAATCA B TabauLe, cogepyallei cneaytowme napameTpbl:

— 2.4/5Ty —4acTOTHbIN ANanasoH;

—  SSID — npeHTUdUKaTOp BecnpoBOAHOW CEeTH;

—  BSSID — MAC-agpec TO4KM A0CTYna;

— KaHan — KaHan, Ha KoTopoM paboTaeT ToYKa A0CTyna;

— RSSI—ypoBeHb CMrHaMa OT TOYKKM AOCTyNna, NpuHMMaembin ONT.

[na o6HOBNEHWA AaHHbBIX HEOBXOAMMO HaXKaTb KHONKY « OB6HOBUMb UHGOPMAYUO».
4.1.10 NoameHo «TenedpoHna». MOHUTOPUHT COCTOAHUA TeNnedOHHOro nopra

B AaHHOM MeHI0 A0CTyneH NpocmoTp cTatyca FXS-nopTta v napameTpsl SIP-akKkayHTa.

WHdopmauua ob ycrpoiicTee [ TenedoHna

CocToAHME | BhIKNoyeH
Homep

— CocmosHue — cocToaHue paboTbl r0J10COBOMO AEMOHa;
-~ Homep — Homep TenedoHa.

4.2 MeH1o «PacluMpeHHble HacTPOIKK». PacluMpeHHble HacTPOMKKU KoHuUrypaumm

4.2.1 MopmeHto «LAN». HacTpoiika OCHOBHbIX NapameTpoB

B LaHHOM MEHH NPOM3BOAMTCA HACTPOWKa OCHOBHbIX NapameTpoB ana LAN-uHTepderica.

24
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PacwmpeHHble HacTpoiikn / LAN [ O0wme HacTpoiikn

IF-agpec: 192.168.1.1

Macka nogceTu: 255.255.255.0

DHCP-cepeep

BHNHIYEH! '
HauaneHeli IP-agpec: 192.168.1.10
KoHeuHwlii IP-agpec: 192.168.1.200

Bpema apeHasl (yacoe): |24

TNucr apenabl craThueckux IP-aapecos: (MakcMyM MOXHO HECTPOWTL 32 3anucK)

| MAC-appec | 1P-anpec | Yaanum |

Jobaeute || YoanuTe

MpuMeHnT b/ CoXpaHrTh

IP-adpec — appec ycTPONCTBA B IOKA/IbHOM CETW.
DHCP-cepsep:

DHCP-cepsep (Dynamic Host Configuration Protocol, npoTokon AMHamMMYECKOM HACTPOMKM XOCTOB)
No3BOSET NPOBECTM aBTOMATUYECKYIO HACTPOMKY /IOKa/IbHbIX KOMMbIOTEPOB A1A PaboTbl B ceTu. OH Ha3HayaeT
IP Ka)kgomy KOMMNbIOTEPY BHYTPWU CETU. ITa AOMNOAHUTENbHas QYHKUMSA MO3BOASET YUTM OT HeobxoaAmmocTu
Ha3Ha4aTb IP-agpeca Bpy4Hyto.

BrnioyeH — npu yctaHoBneHHoM ¢nare ucnonb3osate DHCP-cepsep (ceTeBble ycTpolicTBa 6yayT
nony4atb IP-afpeca ANHAMUYECKN, U3 HUXKENPUBEAEHHOTO AnanasoHa);

Ha4aneHsili IP-adpec — HavyabHbIN agpec AMana3oHa;

KoHeuHblil IP-adpec — KOHeYHbI agpec AManasoHa;

Bpems apeHOwbI (4acos) — Bpema apeHabl agpeca (B Yacax).

Jlucm apeHdbl cmamuyeckux IP-adpecos:

B paHHOM Tabnuue npousBoamuTcA npuBs3Ka BblgaBaemblx IP-agpecos MAC-agpecam yctpouncts. Ons
[06aBeHns 3anucK B Tabanuy HeobxoanMMo HaxKaTb «Add». MoxeT bbiTb YCTaHOB/IEHO A0 32 COOTBETCTBUIA.

CraTHueckue apeH/ibl

Beenute MAC-agpec 1 cTaTuyeckuid IP-agpec, 2aTeM HaxMUTe KHonky "MpuMeHuTs/ CoxpaHuTs"

MAC-agpec:
[F-agpec:

NpuMeHUTL/ CoxpaqnTs

— Mac-adpec — MAC-agpec yCcTpoiicTBa;
— IP-adpec — IP-agpec ycTpolicTBa.

[Na NPUHATUA U COXPaHEHMA U3MEHEHWNIA HeOBXOAMMO HaXKaTb KHONKY «TpumeHums/CoxpaHume».

4.2.2 nMNogmeHio «NAT». Hactpoiiku NAT

HacTtpoikn NAT moryT 6biTb 3pPeKTUBHbI NpK paboTe YCTPOMCTBA B peXXMMeE MapLupyTM3aTopa.
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4.2.2.1

ModmeHio «BupmyansHbie cepeepsi». Hacmpoiiku eupmyanbHbix cepeepos

BupmyaneHebili cepgep — 3T0 PYHKLMA MapLUPYTU3ATOPOB, MNpeaHA3HaAYeHHAA AA NpenocTaBAeHUA
[OCTyna nonb3oBaTeNAM 4Yepe3 ceTb WHTEpPHET K cepBepam, HaxoaAalwMMmcA B Balwel foKanbHOW ceTw,
Hanpumep, K noytoBbim cepsepam, WWW, FTP. Ha ycTpolicTBe MoKeT 6biTb co3gaHo Ao 32 3anuceit. Ana
obpalleHna K YCTPOMCTBaM M3 NIOKA/NbHOW CeTM MO rnobanbHbiM agpecam npeaycmoTpeHa ¢yHKuma NAT
loopback.

Pacumpennbie HacTpoiikn / NAT [ BupTyanbHble cepeepbi

BUpTYankHelil cepeep NO2BONAET HANPABNATE BXOAALLNA TpadmK M3 WAN (MaeHTUMDUUNPOBEH NO NPOTOKONY W BHELUHeMY NOPTY) K BHYTPEHHeMY CepBepy,
NoAgKNKYeHHoMy K LAN. BHyTpeHHWA nopt TpelyeTcA ToALKO ecni BHelWHWd gomkeH OuTe NnpeofpasoBaq B ApYroi NOpT, KOTOPLIA WCNOL3YeTCA Ha cepeepe B
LAN. MoxHo HacTpouTe He Bonee 32 zanucei.

Hma

cepeBepa

BHewHuii nopt
(HauanbHbIi)

BHewHwii nopT

(kOHeuHbIiT) Mporokon

BHYTpeHHuil nopT
(HauanbHbIi)

BHYTpeHHHi
nopT
{ KOHEUHDIIT)

IP-apnpec | WAN-

cepeepa

HHTepdeiic

NAT
loopback

Yaanurtb

| AobaeuTe || YaanuTe |

Onsa pobasneHuns 3anncu B Tabamuy punbTpaumm HeobxogmMmo HaxKaTb «Jobasumes» U 3aN0AHUTb NOAA B
OTKPbIBLUEMCA MEHIO:

np

PacumpeHHble HacTpoiikn /| NAT / BupTyanbHble cepBepbl

Wenoneayemelii nHTepdeiid HSIppp0.1 v
HMa cepeuca:

— MUcnons3yemsili uHmepgpelic;

Ona uncnonb3oBaHUA [OCTYMHbI
MapLUPYyTU3aTOPa C pa3peLLeHHO TPaHCAALME CEeTeBbIX aApPEeCcoB.

®  BuibepuTe cepeuc:
Opyroii cepenc:

IP-agpec cepeepa:

#| 0OpaTHas netns MAT

Bribepute...

192.168.0.

i nopt (ko )"

BrIBepuTE MR Cepeuca, BEeAMTE IP-aApec cepBepa M HawMuTe "MPUMEHNTL/CoXpaHITL", uToBel HaNPaBENATE IP-NaKeTel AnA
3TOMD CEPBHCE K YKA3ZHHOMY CepBepy.
Mpumeuanne: none "BHyTPeHHui NopT (KOHEUHbIIi)" He MoXeT ObIThb HZMEHEH Hanpamyr. 00biuHo
YCTaHABAHBAETCA TAKHM HE, KAK H
KonnyecTeo 3anucedi, KoTopble elle MoXHo AobasnTb:32

BHewwHuil nopt BHewH#ii nopt T BHYTpeHHHil nopt BHyTpeHHHii nopt
(HauanbHbIii) ( KOHEeuHbIii) (HauanbHbIii) (KOHEeUHbIIi)

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TCP v

TNpUMEHUT/ COXPAHUTH

— WmaA cepsuca — HaCTPOMKM cepBuUca:

TONbKO UHTepdeiichl,

— Bbibepume cepsuc — BbI6Op NPeAHACTPOEHHOTO NPaBua;
— [pyaoli cepsuc — co3aaTb CBOW, He YKa3aHHble B cnucke Select a Service, npasuna;

— IP-adpec cepsepa — IP-agpec cepBepa, HaXoAALLErOCSA B IOKa/IbHOM CeTH;

HacTpoeHHble Ha pabory B pexume
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— 0O6pamHaa nemaa NAT — npu ycTaHoBNeHHOM d¢nare nonb3oBaTeNM W3 JIOKaJbHOW CEeTU MOryT
NoJIy4YMTb AOCTYN K IOKaNIbHbIM CEPBEPAM MO BHeWHemy IP-agpecy Uam LOMEHHOMY MMEHM.

— BHewHuli nopm (HauanbHbIl) — HavyanbHbIA BHELWHWIA MNOPT Auana3oHa MOPTOB, Ha KoTopble
ocyuwectsnaeTca obpalieHne n3 UHTepHeTa;
— BHewHuli nopm (KoHeyHbIl) — KOHEYHbIA BHELIHWA NOPT AuanasoHa MNOPTOB, Ha KoTopble

ocyuwectenaeTca obpalieHne n3 UHTepHeTa;

— Tlpomokosn — BbI6Op CETEBOrO NPOTOKOAA;

—  BHympeHHuli nopm (Ha4anbHbIl) — Ha4aNbHbIN BHYTPEHHWUI NOPT AManas3oHa NopTos, Ha KOTOpbI byaeT
nepeagpecosbiBaTbCA TPAPUK C BHELLIHErO NOPTAa MapLLpyTM3aTopa;

—  BHympeHHuli nopm (KoHeuHbili) — KOHEYHbIM BHYTPEHHWI NOPT AMana3oHa NopToB, Ha KOTopbIi byaeT
nepeagpecosbiBaTbCA TPAPUK C BHELLHETO NOPTa MapLUpyTM3aTopa.

[Na NPUHATUA U COXPaHEHMA U3MEHEHNI HEOBXOAMMO HaXKaTb KHOMKY «llpumeHums/CoxpaHume».

4.2.2.2 MoomeHio «lepeHanpasneHue nopmoe». Hacmpoliku 3anycka nopmoe

MapuwpyTmMsatop NO yMoA4YaHUIO ONOKMPYeT BCe BXOAALME 3amnpocbl Ha YCTAHOBKY COeAMHEHWUS.
MexaHusm pabotbl pyHKUMM Port Triggering 3akno4aeTca B TOM, YTOOblI MpW MOABAEHMU OMNpefesieHHOro
cobbITMA AMHAMWYECKM OTKpbIBaTb MOPTbl Ha CBOEM BHeWHemM UWHTepdelice WM npuBA3bIBATbL MX K
COOTBETCTBYIOLMM NOPTAM KOMMbOTEPA B JIOKA/IbHOM CETH.

PacumpeHHble HacTpoiiku [ NAT [ NepeHanpaBneHe NOpPTOB

HekoTopele NpUAOMEHUA TPeByHIT 0TAENbHEIH onpeaeneHHLIi nopT B firewall MaplwpyTU3aTopa ANA AOCTYNa W3 BHELWWHEA CeTW. MYHKUWOHAN NO3BONAET
AWHEMUYECKM OTKpEIEaTE nopT B firewall korga npunoxeHne B NOKaNLHOH CeTH MHWUMMPYeT TCF/UDP coedWHeHWE C YOaneHHOH CTopoHOi, MCnonk3yA
‘Tpurrep noptel'. MaplwpyTH3aTop NO3BONAET YAANEHHOH CTOPOHE YCTAHABAWEATL HOBLIE COBAMHEHMA K NPUIOMEHWH) B NOKANEHON CETH, CMNONL3YA
'OTKpEIEGEMElE NOPTEI'. MaKCHMYM MOXKHO CKoHGWMypHpoBaTE 32 3anucK.

Tpurrep OTKpbIBAEMbiIii
[Ananazon nopToB JunanazoH noproB | WAN-unTepdeiic | Yaanutb
Hauano | Koner Hauano | KoHey

HMa npunoxenna

MpoToxkon MpoToxkon

Asheron's Call UDP 9000 9013 UDP 9000 9013 ppp0.1

| OobasuTe || YoanuTs |

Ona pobasneHua npasun B Tabanuy HeobXoaMMO HayKaTb KHOMKY «Jobasumb», yaaneHue nponucxoamt
Ha)KaTMem KHOMKU «Y0anums» HanpoTue BbiGpaHHOro npasuna.

PacumMpeHHble HACTPoiikn / NAT / MepeHanpaeieHe NopToB

HeKOTOpEIE NPUACHKEHUA, TAKHE KaK WIPLl, BUASO KOHEPEHUMW, NPOTPaMME YIANEHHOTD OCTYNE W
apyrue, TpebywT oTANLHEIT onpegenenkelil nopT B firewall MapwpyTuzatopa AnA focTyna 3T
NPUICHEHNI, Bl MOMETE HECTPOUTL KOHGUMYPALMKD NOPTa U2 3TOTC MeHH Buifipae cyllecTeywLlge
npuaceHne G0 23a4ae BPYUHYH (Jpyroe NpUnoKeHne) u HaxMuTe "MpHMEeHKT b/ CoXpaHHTE"
yTobbl ero Ao6aeuTh.

OcTaBleeca UKCNO 2ankceil KoTopble Mory GbiTh fo6aBneHbI3 1

Wenone3yemelii wHTepdeic HSI/ppp0.1 v
HMa npunoxeHns:
®  Buibepure npunoxexne: | Beibepute... v

Jpyroe npunoxexue:

HauanbHblii | KoHeuHbIi HauanbHblii KoHeuHbiil o
Tpurrep o .. | Hcnonbsyembli
TpHITEp TpHITEp OTKp OTKp
NpoOTOKON NpoTOKON
nopt nopt noptT nopT
TCP v TCP A
TCP v TCP T
TCP v TCP A
TCP v TCP T
TCP v TCP A
TCP v TCP T
TCP v TCP A
TCP v TCP T

MNpumernTs/ CoxpaHnTe

AboHeHMCcKue onmu4eckue mepmMuHassl cepuu NTU 27



— MWUcnone3yemslli uHmepgpelic;

Ona wucnonb3oBaHuA A[OCTYNHbI TONbKO WHTepdelicbl, HAcTPOeHHble Ha paboTy B pexume
MapLIpyTU3aTOpa C pa3peLleHHO TpaHCAALMel ceTeBbIX aApecoB.

—  Wmsa npunoxeHus — HaCTPOMKN NPUNOIKEHUS:
— Boibepume nipunoxeHue — BbIbOp NpeAHaCcTPOEeHHOro Npasuna.
— [pyeoe npunoxceHue — co3natb CBOU, HE yKa3aHHble B cnincke Select an application, npasuna.

B otanume ot ¢pyHKuum Virtual Server, 3paecb HeT HeobxoammocTn ¢GUKCUMpoBaHO 3agasatb IP-agpec
KomnbioTepa B LAN.

— HayvanbHsil mpuezep nopm — HayaNbHbIN NOPT AManas3oHa NOPTOB, KOTOPble OCYLWECTBAAT GYHKUMIO
Tpurrepa;

— KoneyHbili mpuazep nopm — KOHEYHbI NOPT AManasoHa NMopTOB, KOTOPble OCYLWECTBAAIT GpYHKUMIO
Tpurrepa;

— Tpuazep NPOMOKosa — NPOTOKO/, UCNOJIb3yeMblit ANA TPUTTEP];

— HayvanbHbili omKpbisaemsili nopm — HayanbHbIM NOPT AManasoHa NopToB, KOTOpble MapLwpyTU3aTop
6yAeT OTKpbIBaTb;

— KoneyHoili omKpeieaembili mopm — KOHEYHbIH NOPT AManasoHa MOPTOB, KOTOPble MapLpyTu3aTop
6yAeT OTKpbIBaTb;

— Ucnonv3yemoili npomoKos — NCNoNb3yeMbliA NPOTOKOA ANS OTKPbIBAEMbIX NOPTOB.

[NA NPUHATUA N COXPaHEHUA U3MEHEHNI HEOBXOAMMO HaXKaTb KHOMKY «[lpumeHums/CoxpaHumeo».
4.2.2.3 [ModmeHio «DMZ-xocm». Hacmpoliiku demuaumapu3oeaHHOli 30HbI
Mpu yctaHoBKke IP-agpeca B none «lP-adpec DMZ xocma» Bce 3anpocbl W3 BHELWHEN CeTu, He
nonagatowme nog npasuna Virtual Servers, 6yayT HanpasnaTbcA Ha DMZ-xocT (£OBEPUTENbHBIN XOCT €

YKa3aHHbIM aZlpeCcoM, Pacno/IOXKEHHbIN B IOKa/IbHOW CeTH);

[N OTKNOYEHUA AaHHOM HAaCTPOMKKN HeobxoauMo cTepeTs IP-agpec U3 nons BeoAa.

PacumpeHHble HacTpoiikn /| NAT / DMZ-xocT

IP nakeTel U2 WAN GyaoyT nepegadsl Ha DMZ-X0CT, €CAK OHW HE NPUHEANEXET HU OAHOMY COZAAHHOMY
EMPTYaNEHOMY CEpBEpY.

Beepute IP-aapec KoMnbiOTepa M HamMuTe "TipuMeHuTb/ CoxpaHuTe" uTobel akTMBMpoBaTe DMZ-xocT
OuncTuTe none IP-aapeca U HEaKMHUTE "TIpUMHMeHHTs/CoxpanuTe” yTobbl geakTUBMpOBaTL DMZ-x0CT
IP-agpec DMZ-xocTa:

MpuMeHHT L/ CoXpaHHTe

[N NpUHATUA U COXPaHEHUA U3MEHEHUI HeOBXOAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHums».

4.2.3 NopmeHto «besonacHocTb». HacTpoiiku 6e3onacHocTn

B AaHHOM paszene NPoBOAMUTCA HACTPOMKa NapaMeTpoB 6e30MacHOCTM YCTPOMCTBA.
4.2.3.1 Moomerio «IP-punempayusa». Hacmpoliku punempayuu adpecos

®yHKUMA IP-punempayus noseonsetr GUALTPOBATb NPOXOAALIMIM Yepe3 MaplpyTusatop Tpaduk no IP-
afpecam v nopTam.
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Hactpoiiku dunbtpaumnm ucxogauero tpaduka (Outgoing):

PacumpeHHble HacTpoiikn | bezonachocrs [ IP-dunbTpauuma | Hoxopawmii Tpadmk

Becs MCXOAALLMIA TpaduK M2 NOKaNsHOI CETH LOCTYNEH, HO HEXENEaTENLHEIR Tpaduk MoKeT Geime SABNOKHPOBAH c noMoLLsk
C03AaHUA GUNETPOE.

NPEAYNPEXAEHHE: H3MeHeHHe 0AHOI NONMTHKK HA APYTYH Ha WHTepdeiice NpUBeeT K aBTOMATHUECKOMY
YOaNneHu BCeX Npasun Ang 3Tore MHTquJEﬁCEl! Bam HEOﬁXU,ﬂHMU CO3aTk HOBbIE NpaBkna Ansa HOBOIi MOSIMTHKA.

CHMEHUTb NONKTHKY
7]

Hamemure "fobasuts" wnu "Yaanute" ana HacTpoliky hUnbTpauMl noxogsllero Tpaduka no IP-agpecam.

IP-appec _
HMa e MAC-agpec |mncrounnka | Mopr LPEIEE Mopt
npotokena | Mpotokon HazHaueHua/ Ypanuto
thunbrpa oTnpasutens | / MCTOUHHKA HazHaueHua
P Mpedwmicc MNpedmrc
JobaenTe || Yoanute

Mo ymonuyaHuio Becb ucxoaawwmii Tpadpuk byaet NponycKaTbca, NpaBuaa, CoO3AaHHbIe B 3TOM MEH!I0,
no3BonAT 610KMpPOBaTb HeXKenaTenbHbli TpaduK.

Ona nobasneHns HoBoro npasuaa GuabTPauumM HeobxoaMMo HarxkaTb KHOMKY «Zobasums».

PacwmpeHHble HacTpoiikn / bezonacHocte / IP-agpeca [ Hooopawmil Tpagmk [ [obaeuTe

3AeCh MOXKHO CO3AETE NPABMN0 GUALTPaLMK UTobkl WAEHTUDHUMPOBATE HOAALWMI IP-Tpaduk onpegenie UMA GUALTPE W Kak
MMHUMYM OOHH N@paMeTp HuKe. BCe yKa3aHHkIe YCNOBKA B 3TOM NpaBune UNLTPa AOMKHE YA0BNETBOPATL YCNoBUAM YTkl
BCTYNHTL B CUNY. YToBLI COXPEHWTL M aKTHBHPOBETE MALTP HEKMUTE KHOMKY 'TIPUMEHWTb/ CoXpaHuTL .

Wma dunsTpa: Security

Bepcua npotokona IP: |Pvd v
MpoToKon: TCP/UDP v
MAC-agpec: 11:34:5A:67:4C:38
IP-agpec WcTouHWka [/npedurke]: 192.168.15.12

MopT ucrounuka (port anbo port:port): |80
IP-aapec HazHadeHuA[/npedurc]: 192.168.15.52
MopT HazHaueHus (port iubo port:port):|80

| MpuHeHUTE/CoxpaniTe |

— UmsA punempa — TeKCToBOE onumcaHue GpuabTpa;

— Bepcus npomokona IP — Bbibop Bepcum npotokona IP;

— lpomokosn — BbiBop npoTokona (TCP/UDP, TCP, UDP, ICMP);

— MAC-adpec — MAC-agpec UCTOYHUK];

— IP-adpec ucmouHuka[/npegurc] — IP-agpec UCTOYHMKA (4Yepe3 CA3W BO3MOXKHO YKasaTb AJINHY
npedukca);

— [Mopm ucmoyHuka (port aubo port:port) — NOPT UCTOYHWUKA UM AMaNa3OH NOPTOB Yepes [,BOETOUUE;

— IP-adpec HasHaveHuAa [/npegukc] — IP-agpec mecTa HasHauyeHusa (Yepes C/3W BO3MOMKHO YKaszaTb
ANVHY npeduKca);

— [Mopm HasHa4yeHuA (port aubo port:port) — NOPT MecTa Ha3HayeHWs WAWM AManasoH NOPTOB yepes
asoeToune.

[NA NpUHATUA U COXPaHEHUA HACTPOEK HEOBXOAMMO HaxKaTb KHOMKY «[lpumeHums/CoxpaHume».
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HacTtpoitku dunbTpaumnm Bxogsauiero Tpaduka:

PacuwmpeHHble HacTpoiikn [ bezonacHocts [ IP-mnbTpauns / Bxoaawmii Tpadmk

Npw ernodedri firewall Ha uHTepderice WAN unu LAN Becs Bxogawmil Tpaduk Byaet 3abnokMpoBad. TeM He MeHee, HEKOTOpPKIH Tpadmrk
MoeT Gbms MPHHAT € NOMOLLGH COZAAHWA DUNETPOE.

Haxmure "Adobasuts" wnw "Yoanute" ona HacTpoiku unsTpoe no IP-agpecam ANA BX04ALLEro TpaguKa.

Bepons MAC- IP-appec IP-appec
Hma . ncrouHuKa | Moprt HazHauenna | Mopr
dmnbTpa HHTepdeiico ;IFE)DTDKDHB MpoTokon ngpoe“c"“Ka / Mnmna e T — R — ¥Ynanuto
npedmurca npedwmrca

| Aobaeuth || Ypamuts |

Npu BKAOYeHUn 6paHamayapa Ha uHTepdeiice WAN wunu LAN Becb BxogAwmii TpaduK, He
nonagatoLwmii nog, yCTaHOB/IEHHble NpaBuaa, byaeTt 3a610KMpoBaH.

Ona nobasneHnsa HoBoro npasuna GuabTPauumM HeobXxoaMMOo HaxKaTb KHOMKY «Zobasume».

PacumpeHHble HAcTpoiikk [ BezonacHocte [/ IP-agpeca / Bxopawmii Tpadmk / Nlobaeute

3Oeck MOMHO CO3AaTh NpaeMna UALTpaunk, uTobel MaeHTHDMUNPOBaTE EX0AALLMI IP-TpaduK onpedenie HMA GUILTPE W KaK MUHHMYM
oauH napameTp. Ytobel npaewno cpaboTano, HeobxogWMMO BEINONHEHHE BCEX YCNOBMI ANA AaHHOTO UALTPa. YTobbl COXpaHWTE W
AKTHEMPOBETE (UIETP HEXMUTE KHOMKY 'TIPUMEHHTE/ COXpPaHHTE'.

WMA duneTpa: Securityl

Bepcua IP: |Pvd v
MpoTokon: TCR/UDP v
MAC-agpec UCTOYHWKE: 11:25:34:a6:57:5¢C

IP-agpec WCToUHWKa [/anuHa npedukcal:
MNopT wcrounuka (port nubo port:port): 80
IP-agpec HazHauyeHuA [/anvHa npedukcal:
MopT HaZHaYEeHHA:

HuTepdeiicol WAN (B pexuMe MaplipyTH3auun c BlodeHHbiM firewall) w untepdeiicor LAN
BrifepuTe 0AMH MM HECKONBKO MHTepdelicos WAN/LAN, W3 CrWCKa HUXE, ANA NPUMEHEHWA AaHHOTO NPaEMna.

Buibpats Boe @ brifbrl

MpuMeHuTh/ CoxpaHnTb

— WmsA punempa — TekcToBoe onucaHue GunbTpa;

— Bepcus IP — Bblbop Bepcun npoTokona IP;

— lpomokosn — BbIBOp CETEBOr0 NPOTOKO3;

— MAC-adpec— MAC-agpec UCTOYHUKA;

— IP-adpec ucmoyHukal/npegukc] — IP-agpec UCTOYHMKA (Yepes CA3lW BO3MOMKHO YKasaTb AOJUHY
npedukca);

— Mopm ucmoyHuka (port nubo port:port) — NOPT UCTOYHUKA UAN AMANA30H NOPTOB Yepes ABOETOUME;

— IP-adpec HasHayeHuAa [/npegpukc] — IP-agpec mMecTa HasHadeHMsA (Yepes C/l3W BO3MOMKHO YyKasaTb
ANnHY npedukca);

— Mopm HasHauyeHusa (port nubo port:port) — NOPT MecCTa Ha3HAYeHMA WAW AMAMNa30H NOPTOB 4yepes
ABoeToume.

UHTepdeiicbi  WAN (CKOHPUrypupoBaHHble B peXMMe MapLUPyTM3aTopa M C  BKJIKOYEHHbIM
6paHgmayapom) u uHtepdeiicbl LAN:

- Bbibpames ece — nNpu ycTaHOBIEHHOM ¢dnare BbI6paTb BCe BO3MOXKHbIe MHTEpdENChI.
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JInbo BbIbpaTh NHTEpdEIC N3 NPMBEAEHHOTO CMMCKA, YCTaHOBMB dJiar HanpoTMB.
[Na NPUHATUA U COXPaHEHMA HACTPOEK HEOBXOAMMO HaxKaTb KHOMKY «[MpumeHums/CoxpaHume».
4.2.3.2 ModmeHro « MAC epunempayusa». Hacmpoliku ¢punempayuu no MAC-adpecam

dunbTpaumnsa Ha ocHose MAC-aapecoB NO3BOAET NepecblNaTb UaM 6a10KnpoBaTb Tpaduk ¢ yduetom MAC-
agpeca NCTOYHMKA M noayYaTens.

PacwmpeHnHble HacTpoiikn [ bezonactoctb /| MAC-dwnbTpaums

DUALTPaUMA No MAC BNMAET TONLKO Ha ATM FVCs HacTpoeHHble B pexuM Bridge. OTTIPABJIEH 2HauuT, uto Bee dpeiimel ypoeHs MAC ByayT
OTMPABJIEH KpoMe Tex KOTopkIE COOTBETCTBYHT NKOLIM U2 Npaeun npueedeHHb B Tabnuue Hike. 3ABMOKHPOBAH 3HauuT, 4TO BCe
dpefimbl yposHa MAC ByayT 3ABJTOKHPOBAH kpoMe Tex, KOTOpLIe COOTBETCTBYHT NobomMy npasuny GUNLTPaUKK M3 TaBaKLbl HIKE.

Monutuka GunsTpauun MAC ona kaxnoro MHTepderica:
MPEAYMPEXAEHHE: H2MmeHeHne oqHON NOMIMTHKK HA APYTYH Ha uHTepdelice NpuBeeT K aBTOMaTHUECKOMY YAANIEHHIO BCEX
npaeun ana storo naTepdeiical Bam HeobxoauMo cozAaTh HOBbIE NPABWIA A9 HOBOI NONHTHKM.

| nuTepdeiic | Nonwmuka | Hamenwrs |

V3MEHUTE NONUTHKY

BribepuTe "dobaeuTe" unK "YoanuTe" 4nA HacTpoikk duneTpoe no MAC-agpecam.

| AoGaenTe | YgamuTes |
| nuTepdeiic | Npotokon | MAC-anpec naznauenna | MAC-anpec ncrounnka | Hanpasnenne nepepaun | Yoanurs |

ﬁ dunbtpauma Ha ocHose MAC-aapecos paboTaeT TO/IbKO ANA MHTepdeincoB, HAXOAALWMUXCA B peXume
mocTa (Bridge).

Ona unameHeHua rnobanbHOM MONUTUKM yCTaHOBUTE ¢aar HanpoTuB Heobxoammoro uHTepdeica u
HaXXMUTE KHOMKY «M3MeHUMb Moaumuky» (M3MeHUTb NoauTuKy). [JocTynHo aa BapuaHTa: FORWARDED wu
BLOCKED.

B pexmme FORWARDED co3gaHHble npaBuna byayT 3anpeliaTb NpoxXoxaeHue TpaduKa € yKasaHHbIMU
MAC-agpecamm UctouyHMKa/nonydatens, 8 pexkume BLOCKED — paspewathb.

Nobaeutk muneTp No MAC-agpecy

AoBaeuTe GuUALTP AnA waeHTHdUKaumM dpeiimoe MAC ypOBHA, YKE33E KaK MMHWUMYM OOHO yonoBue, MpK 384aHUM HECKOBKMX YCIOBHI BCE OHM
BCTYNAT B CHAY. YTolbl COXPAHUTE W GKTHEMPOBATE MMALTD HEKMUTE KHOMKY "TPHMEHNTE/CoxpaHuTs".

Tun npoTokona: PFPPoE v

MAC-aapec HaZHAYEHWA: 12:AF:56:78:1D:1C

MAC-aapec WCTOUHKWKE
HanpaeneHwe nepegauqn: LAN<==VWAN ¥
Bribop wHTepdeiica WAN (QoCTYNHLl TONBKG MHTepdeficsl, HACTPORHHEIE B PEXKMME MOCTE)

br_veiplfiveip0.2 ¥

| MpurennTs/CoxpaHuTs |

Tun npomokosa — Bbi6op npoTokona (PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP);

MAC-adpec Ha3Ha4yeHus — MAC-agpec nonyyatens;

— MAC-adpec ucmoyHuka — MAC-agpec oTnpaButens;

HanpaeneHue nepeda4u — HanpasneHue nepegaun (LAN<=>WAN, LAN=>WAN, WAN=>LAN);

Bouibop uHmepgpelica WAN (0ocmyrnHbl mosabKo uHmepgpelicbl, HACMPOEHHbIE 8 pexume mocma) —
Bblbop WAN-uHTepdeica M3 BbiNadaloLLEro CnmMcka (4oCTynHbl TONbKO UHTepdelickl, paboTatoume B
penme mocta).

[Nna NPUHATUA U COXPaHEHMA HACTPOEK HEOBXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHums».
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4.2.4 MopgmeHIo «PoAUTENbCKUIA KOHTPO/Ib» — HACTPOUKU OrpaHUYEHUsA

4.2.4.1 [ModmeHio «Oz2paHu4eHue no epemeHu». Hacmpoiiku o2paHu4yeHus
npooomHuUMenbHOCMuU ceaHcos

B paHHOM pasgene nNpPoOU3BOAMUTCA KOHOUIypMpoBaHMe pacnucaHus paboTbl KOMMbIOTEPOB C
NCMNO/NIb30BaHNEM [HEN HeAenn M 4acoB, MO KOTOPbIM onpeaeneHHOMY KOMMbIOTepY B IOKaJbHOW ceTun byaeT
3anpelleH goctyn B MHTepHerT.

PacumpenHble HACTPolK /| PoanTenbCkuit KOHTPOnb / OrpaHnueHne no speMeHn

MakcumyM 16 3anucei MoXceT DbiTb HaCTPOeHo.

Hma nonvzosatens | MAC fMu | Br | Cp | Y7 | N1 | C6 | Bc | Bnoknporats ¢ | Ao | YaanuTs

L
=
N
w

’
o
[
w

[obasute || YaanuTe

[na co3pgaHMA HOBOrO pacnucaHua HeobXxoAMMO HaxKaTb KHOMKy «/Jobasumb», BCErO MOXKET ObiTb
pobasneHo He bosee 16 3anucen.

PacumpeHHble HAacTpoiiku / PoauTenbCKuii KOHTposib /| OrpaHnueHne no epemedn / fobaButb

Ha 3Toil cTpanuue MekHo 400aBHTE BPEMA OHEBHOTO OrPAHWYEHHA ANA KOHKPETHOTO YCTpoicTea LAN, coeaMHEHHDE C MapLIPYTU3ETOPOM.
'MAC-anpec Gpayzepa’ aBTOMaTHUECKW NOKAzbIEAET MAC-aapec ycTpoiicrea LAN c oToporo 2anywleH Opayzep. YTobbl OrpaHHUKTE Apyroe
ycrpoiicteo LAN, HaxMuTe kKHonky "dpyrod MAC-agpec” w BEeguTe Hy#HBIA MAC. YTobul onpeaennte MAC-agpec Windows-TIK,
HeoOXogMMo OTKPLITE KOMAHAHYH CTPOKY W HaneuaTaTk "ipconfig fall".

WMa nonszoBatens

®  MAC-agpec bpaysepa 00:e0:52:fe:62:3a
Jpyroil MAC-agpec
(300000000200 0)

L[HKM Hegenn MU |BT |Cp | YT | NT C6 | Bc
HaxmuTe anA Bribopa

Bpema Hauana BNoKMpOBKK (uu:MM)
Bpema oKoHYaHWA BRoKMpoOBKK [Yu:mm)

| MpuMeHUTE/ CoxpaHuTe |

— Wma nonv3osamernsa — uma NoNb30BaTeNs;

— MAC-adpec 6paysepa — aBTOMaTU4YecKu onpegeneHHbin MAC-agpec KomnbtoTepa, A/ KOTOpPOro
3a/aeTca pacnucaHue;

— [pyaoli MAC-adpec (xx:xx:xx:xx:xx:xx) — 3agaHHbIi Bpy4Hyt0o MAC-agpec KomnbioTepa, A8 KOTOPOro
onpepensaeTca pacnucaHue;

— /JlHuU Hedenu — fAHW Hefenu, 3anpeLLeHHble ANA JOCTYMNa B UHTEPHET;

— Bpems Hayana 670KUposKU (44:Mm) — Bpems Hayana 610KnpoBKku B popmate Y4:MM;

— Bpems oKoH4aHUA 6710KUPOBKU (44:MM) — BpeMs OKOHYaHMA 610KMPOBKKU B popmaTe Y4:MM;

J OrpaHuyeHua 6yayT AelCTBOBATb, €C/IN HA YCTPOICTBE YCTAaHOB/IEHO KOPPEKTHOE CUCTEMHOE BpemA.

[na pobasneHMA HaCTPOeK B TabanLy HeobxoAMMO HaxKaTb KHOMKY «[lpumeHums/CoxpaHumeo».
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4.2.4.2 [lodmeHto «Puabmp Url». Hacmpoliku o2paHuyeHus docmyna e uHmepHem

®unemp Url — pyHKUMA NONHOLEHHOTO aHaM3a M KOHTPOJIA AOCTYNa K onpeaenéHHbIM pecypcam ceTu
WHTepHeT. B LlaHHOM pa3gene 33/aeTca CNUCOK 3anpeLLeHHbIX/paspeLleHHbix Url-afpecos ana noceweHus.

PacwmpeHHble HAacTpoiikn [ PoauTenbckuii KOHTponb /[ ®unbTp URL-agpecos

Moxanyiicta, BbibepiTe CHaYana THA, a 2aTeM HACTpoiiTe 0CTaNbHble NapaMeTpbl. MakcuMyM 100 zanuceii MoXeT bbiTh
HaCTpoEHo.

Tun cvcka URL-agpeco: @ 3anpelueHHsle PazpeleHHble

Appec | Mopt | Yoanutb
vk.com |80

Nobasuts || Yoanuts

— Tun cniucka URL-ad0pecos — TUn cnucka:

— 3anpeuweHHble — 3anpeLleHHble aapeca;
— PaspeuweHHbie — pa3pelleHHble agpeca.

Ona pobaBneHWss HOBOro agpeca B CAIUCOK HEObXoAMMO YCTaHOBUTb ¢aar HanpoTus Tpebyemoro Tuna
cnucKa (Tun cnucka URL-adpecos) v HaxaTb KHOMKY «ZJobasumb».

PacluupeHHble HACTpoiikn [ PoauTenbokuii KoHTponb [ @uneTp URL-agpecos [ [obaBuTb

Yrobk pobaents GUALTp, BEEguTe URL-aapec u HaxMuTe "TIPMMEHNT L/ COXPaHUTE".

URL-agpec: vik.com

Homep nopra: 80 (Ecnw none nycree, To No ymondaHuo byget eeibpad 80 nopt.)

MpUMeHHTL/ COXpaHHTk

— URL-adpec — URL-agpec;
— Homep nopma — Homep nopTa (eciv ocTaBuTb Noae nycTbiM, byaeT ncnosnb3osatbea 80 NopT).

[na pobaBneHMA HaCTPOeK B TabMLy HEOBXOAMMO HaxKaTb KHOMRY «[TpumeHums/CoxpaHums».

4.2.5 MeHo «uHamuyeckas DNS». HacTpoiiku guHamu4ecKoii cuctembl AOMEHHbIX UMeH

OuHamuueckan DNS (aMHammueckana cMcTema IOMEHHbIX MMeH) no3sonseT nHpopmaumm Ha DNS-cepsepe
06HOBNATLCA B peasbHOM BpeMeHW W (No KenaHuo) B aBTOMAaTMUYECKOM pexxume. [pumeHseTca Ans
Ha3HayeHMA MNOCTOAHHOrO AOMEHHOIO MMEHM YCTPOMCTBY (KomnbioTepy, poytepy, Hanpumep NTP-RG) c
AuHamuyeckum IP-agpecom. ITo moKeT bbiTh IP-agpec, nonyyeHHbir no IPCP B PPP-coegmHeHmax uav no DHCP.

OnHammueckaa DNS 4acTo npmeHAeTcA B NOKANbHbIX CETAX, r4e KAneHTbl noay4atot IP-agpec no DHCP, a
NOTOM PEerncTpmpyroT CBOM MMeHa B NoKasbHOM DNS-cepBepe.
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PaclumpeHHble HacTpoiikn [/ [AuHamuueckuii DNS

Cepeuc AuHaMuueckore DNS No2BONAET 3aMEHUTE AWHAMWYECKWA IP-agpec Ha CTaTHUeckoe WMA y2na Noboro JoMeHa, uTobbl Nerko
MNOMYYMTE AOCTYN K BAlleMy MapLupyTH3aTopy W2 CeTH MHTEpHET.

Haxmure "Jdobaeute" wnn "YoanuTe" onA HACTPOAKK auHamuueckoro DNS.

| Hma xocra | Hma nonszosatena | Cepenc | Hutepdeiic | Yoanuro

[ AobGaeuTs [l Y¥aanuTe |

Ona nobasneHna 3anucu HeoBXOAMMO Ha)KaTb KHOMKY «/Jobasums», yaaneHue npoucxoamT HarkaTuem

KHOMKK «Y0aa1ume» HanpoTMB BbIBPaHHOM 3anucu.

PacumpeHHble HacTpoiikn / [inHamuuecknii DNS [ JobGaeutb

Ha 3Toli cTpaHuue MoxxHo fo6aBuTe agpeca AWHaMuueckux DNS niGoro U3 NpeanomeHHbX NOCTAELLWKOE.

Mpoeaiigep D-DNS DynDMS.org v
WmA yzna user
WHTepdeiic v

Hacrpoiikn DynDNS

WMA Nonsk3oBaTens caesar3zl

Napone see

Tun DynDNS OuHamuyeckrin v
Wildcard

|_MpuMeHuTL/ CoxpannTe |

Mposatidep D-DNS— Bbibop Tuna cnyx6bl D-DNS (nposaipgepa): DynDNS.org, TZO.com, ZoneEdit.com,
freedns.afraid.org, easyDNS.com, 3322.org, DynSIP.org, No-IP.com, dnsomatic.com, sitelutions.com;
—  Custom — vHoW npoBaWgep, BblbpaHHbLIM Nonb3oBaTenem. B gaHHom ciyyae Heobxoaumo
CaMOCTOATE/IbHO YKa3aTb MMA M agpec npoBaigepa:

PacliHpeHHbIE HACTPoKK | [uHaMuwiecknii DNS / NlobaBuTe

Ha 3Toii cTpaHuue MoxHo foBaBHTL aapeca AMHaMUYeckux DNS nGoro U3 NPeanoeHHLX NOCTABLLMKOE.

Npoeaiigep D-DNS Custom v
MMA yana
WHTepdeiic v

MonbzoBatenbckuii D-DNS npoeaiinep
MMA nons208aTend

MNapone

WA npoeaiigepa cepeepa DDNS
Agpec npoeaifigepa DDNS

| MpureHuTL/ COXpaHiTs |

- Umsa nonb3zosamesia — UMA NOSIb30BaTeNa ANA y4yeTHoi 3anncu DDNS;
—  [laposnsb —ycTaHOBKA Napona ansa yyeTHon 3anmcu DDNS;

- Umsa nposalidepa cepsepa DDNS — nma nposaigepa ycayr DDNS;

- AOdpec nposatidepa DDNS— appec npoaiigepa ycnyr DDNS.
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Wms y31a — UMs XOCTa, 3aperucTpmpoBaHHoe y nposaligepa DDNS;
NHmepdgpelic — viHTepdeinc goctyna.

B 3aBMCMMOCTM OT BbI6paHHOro NPoBaiigepa BO3MOKHbI Cnegylolme nonsa ANA 3anoNHeHUA:

PacumpeHHble HAacTpoiikn / [lnHamuuecknii DNS [ NobaButh

Ha 3Toli cTpaHuLe MoxHo A00aBuTs agpeca AMHAMWYECKMX DNS noboro W3 NpeanomeHHb NOCTABLLMKOE.

MNpoealigep D-DNS DynDMNS. org v
WMmsa yana
WHTEpdeiic v

Hacrpoiikn DynDNS
WMA nonezoeaTens

Mapons
Tun DynDMNS OuHamuyeckuii v
Wildcard

| MpHuMeHHTE/ CoXpaHTh

PacumpeHHble HacTpoiikn /| OuHaMuueckuii DNS [ Jobasutb

Ha 3Toil cTpaquue mokHo gobaenTe agpeca gvHamuyeckux DNS noboro u3 NnpeanomeHHe NoCTaBLMKOE.

Mpoeaiigep D-DNS freedns. afraid.org ¥
WMA y2na
WHTEpdelic v

Hacrpoiiku freedns.afraid.org
HMA nonezoBaTens

Napons

| MpHMEHHT L/ CoXpaHHTb

PacumpeHHble HacTpoiikn | [uHammueckuit DNS / Nobaenth

Ha 3TOi CTpaHnLE MOXHO 40BAEMTE aapeca AuHaMUyeckix DNS nbore 13 NpeAnoKEHHLX NOCTABLHKOE,

Mpoeaiigep D-DNS TZ0.com v
mMA y2na
WHTEpdEIiC v

Hacrpoiiku TZ0
AIPEC 3NEKTPOHHON NoYTHI

Knroy

| NpureHHTE/ CoXpaHITh |
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- Wmsa none3osamesns — UMsA NONb30BaTeNs ANA y4eTHoM 3anmcm DDNS;

- Maponb — ycTaHOBKa Naponsa Ana yyetHoun 3anmcn DDNS;

- Tun DynDNS— BbI6Op TUNA YCAYTK, 3aperMcTpmpoBaHHon Bamu y nposaligepa:

- AuHamuyeckuli — 3apernctpmupoBaHa ycayra AuHamudeckmnin DNS (Dynamic DNS);
- Cmamuueckuli — 3apernctpuposaHa ycayra Ctatuyeckmin DNS (Static DNS);
-~ [TMons3osamernbckuli — 3aperncTpmuposaHa ycayra MNonbsosatenscknini DNS (Custom DNS);

- Wildcard — npwu yctaHoBneHHOM ¢nare Mcnonb3oBaTb crneunanbHyto 3annucb DNS, oTBevaroulyto 3a Bce
nogAoOMeHbl, KoTopas 6yaeTr cooTBeTcTBOBaTb AOOOMY 3ampocy K HEeCyLLecTBylowemy
noaaomeHy. OHa yKasbiBaeTcs B Buae * B KayecTse noasomeHa, Hanpumep *.domain.tld.

- Adpec 3neKmpoHHOU noYmel — 3NEKTPOHHbIM agpec Ana ayTeHTUDMKauunK;

- Koy — kntoy ana yyetHom 3anmncu DDNS.

[NA NPUHATUA U COXPaHEHMUA U3MEHEHNI HEOBXOANMMO HaXKaTb KHONKY «[lpumeHums/CoxpaHume».

4.2.6 MeHio «puHT-cepBep». HacTpoiikm cepsepa neyatu

MpuHT-cepBep (cepBep nedyatn) — nporpammHoe obecneyeHne UM YCTPOMCTBO, NO3BOASIOLLEE TpyMne
nonb3oBaTenein NpoBoAHbIX M BecnpoBogHbIX ceTeit COBMECTHO MCNONb30BaTh NPUHTEP AoMa Unu B oduce. OH
He 3aBWCMM HWU OT OAHOIO KOMMbIOTEPaA B CETM, YTO AAeT BO3MOXHOCTb He neperpysKatb pabouylo cpeay
nosib3osaTtesia. Kpome Toro, npuHT-cepsep obecneymnsaet becrnepebonHyto cBA3b ¢ NpuHTEpom, MY, ckaHepom
WX APYTrONA OPITEXHUKOMW, HaxoAsaLWenca B IOKa/IbHOW CEeTHU.

PaclMpeHHble HacTpoikn [ MpUHT-cepeep

Ha 3Tof CTpanHuLe MOMHO BKIOYMTE/ OTKNKUNTE NOAOEXKY NPHHTEPaE,
¥ BKNKOYMTE BCTPOEHHKIA NMPHHT-CEPBED.

MMA npuHTEpa

MNpoMzE0OMTENE W
Mogenk

MpHMEHHTL/ COXPaHHTL

— Bkawoyume ecmpoeHHsIl npuHm-cepgep — Npu yCTaHOBAEHHOM ¢dare NPUHT-CEPBEP aKTUBEH, MHaYe —
HeT;

—  WmA npuHmMepa — UMA NpUHTEpPa;

— [lpouszsodumesb u modesib — NPOU3BOANTE/Nb U MOAE/b NPUHTEPA.

[NA NpUHATUA U COXPaHEHUA HAacTPOeK HeEOBXOAMMO HaXaTb KHOMKY «[IpumeHums/CoxpaHumeo».
4.2.7 MeHio «DLNA». HacTtpoiiku cepeepa DLNA

DLNA (anrn. Digital Living Network Alliance) — Habop cTaHAapTOB, NO3BOMAOLWIMX COBMECTUMbIM
yCTpoWcTBaM nepenaBaTb M NPUHMMATb MO AOMALUHEN CETU Pa3INYHbBIA MeANAKOHTEHT (M3006parkeHUs, My3blIKy,
BMAEO), A TaKKe OTOOpaKaTb ero B pexkMme peasbHOro BpeMeHu. To ecTb — TeXHONOrUA gas CoeauMHEeHUs
AOMaLLHMX KOMMbIOTEPOB, MOBU/IbHBIX TeNedOHOB, HOYTOYKOB M BbITOBOM 3/IEKTPOHMKM B eAuHY0 UndpoByto
ceTb. YCTpOWCTBa, KOTOpble nogaepxkuBatoT cneundukaumio DLNA, no KenaHWo nonb3osBaTens MoryT
HACTPamMBaTbCA M 06BEAMHATLCA B CETb B aBTOMATUYECKOM PEKUME.

Cpepoit nepesaym MmeanakoHTEHTa 0ObIYHO ABNSETCS AOMALLHAA NOKanbHas ceTb (IP-ceTb). NMogKntoueHune
DLNA-COBMECTUMbIX YCTPOWMCTB K JAOMalUHEA CeTU MOKeT 6biTb Kak npoBogHbim (Ethernet), Tak u
6ecnpoBogHbim (Wi-Fi).
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PacumpeHHble HacTpoikn [ DLNA

Ha 3Tl CTpaHWLE MOMHO BRAKUNTE/ OTKNKUNTE Nnogaepxky DLNA cepeepa.
¥ BrnwunTe BCTpoeHHBIR DLNA cepeep.

WHTepdelic v

MyTe oo Megua-

) Jmntfdiskl_1
BrbBnHoTEKNH

NpHMEeHUTh CoXpaHUTL

—  Bknroyumes ecmpoeHHbil DLNA-cepgep — npu ycTaHOBAEHHOM diare megmacepBep aKTUBEH, MHave —
HeT;

— UHmepgpelic — uma nHtepdeica ana NOAKAOUYEHUA K CEPBEPY;

— Mymoe 0o medua-6ubsiuomeku — KaTtanor ana meguacdannos.

[Ns NpUHATUA U COXPaHEHUA HACcTPOEK HeOBX0AMMO HaXKaTb KHOMKY «[IpumeHums/CoxpaHume».,

4.2.8 MeHio «UPnP». ABTOMaTUUEeCKaA HaCTPOMKaA CeTeBbIX YCTPOMCTB

B pgaHHOM pasgene npousBOAMUTCA HaAcTporKa ¢yHKuum Universal Plug and Play (UPnP™), UPnP
obecneymBaeT COBMECTUMOCTb C CETEBbIM 060PYA0BaHNEM, NPOrPAaMMHbIM o0becrnieveHnem 1 nepudepuUitHbiMm
yCTponcTBaMM.

PacuwmpeHHble HacTpoiikn [ UPnP

MpuMeyaHe: UPNP aKTMBHPYETCA TONLKD TOTAE, KOMAa eCTb WAN-CEPEMC C BEIKIYEHHEIM MAT.

#| BrniouwTe UPRP

MpHHMEHHTE/ COXPaHHTE

V [Ona ucnonozosaHua UPnP Heobxoaumo Hactpoutb NAT Ha aktTuBHom WAN-uHTepdeiice.

Ons BkatoueHma UPNP Heobxoammo yctaHoBUTb dnar «Brkaovyume UPnPy.
[Na NPUHATUA U COXPaHEHMA HACTPOEK HEOBXOAMMO HaxKaTb KHOMKY «[TpumeHums/CoxpaHume».
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4.3 MeHio «becnpoBogHana cBa3b». HacTpoiika 6ecnpoBogHoM ceTn
HacTpoiKkM B JaHHOM MEHI0 NPOU3BOAATCA OTAENbHO ANnA paboumx ananasoHos 2.4 My n 5 M.
4.3.1 NogmeHto «OCHOBHbIe HacTpoiKku». O6wan nHpopmauua

B AaHHOM MeHI0 MpPou3BOAATCA OCHOBHbIE HACTPOMKM bGecnpoBogHoro uHTepdeinca LAN, a Takxke

BO3MOHO 334aTb A0 TPEX BUPTYabHbIX ToUeK 6ecnpoBogHOro AocTyna.

BenposoiHan CBa3b / OCHOBHMBIE HACTPDOMKM

’

LocnposoHag cogib - Towa focryna:

v

RUSSIAN FEDERATION v

BeCnposonHat CBRIL - TOCTeRbe/ BHPTYANLHLE TOUWKN OCTYNA;

OTRMOUMNTE
Msonuposars Bxmoun Tt | Maxconmym

PACNpOCTRpaNenne
KNuentTos WMF KANEHTOR
L. M !

< 3 2 v

Bamovest SSI1D Cupoar BSSID

—  Braw4vume 6ecrniposodHyto cesa3b — BKAOUMTb Wi-Fi Ha ycTpolicTse;

— AKmusuposamb mouKy docmyna — BKAOUYMTb nogaepxKy Hotspot2.0 Ha ycTpolicTse;

— CKpbimb MoO4YKy Oocmyna — CKpbITbIA pexum paboTbl TOUYKM AocTyna (B AaHHOM pexume SSID
6ecnpoBoAHOM ceTU He ByAeT WMPOKOBELWATENbHO PACNPOCTPAHATLCA MapLLPYTU3aTOPOM);

- W3onayua kaueHmos — nNpu  ycTaHoBAeHHOM dnare 6ecnpoBoAHble KAMEHTbl He CMOryT
B3aMMOAEeNCTBOBATb APYT C APYrOM;
— Omknwyums pacnpocmpadeHue WMM - otkaounte WMM  (Wi-Fi Multimedia — QoS ans

6ecnpoBoAHbIX ceTein);

—  Brawovume 6ecriposodHy0 MHo20a0pecHyro paccelnky (WMEF) — Bknounte WMF;

- SSID — Service Set Identifier — Ha3sHaunTb MmsA bGecnpoBoAHON ceTu (BBOA, C y4eTOmM permcrpa
KNnaBumaTypbl);

Mo ymonuaHuIO Ha  yCTpoiicTBe  ycTaHOBAeHO uma  bGecnposogHoit cetm  (SSID)
ELTX-2.4GHz_WiFi-aaaa/ELTX-5GHz_WiFi-aaaa, rae aaaa - 310 4 nocnegHue umdppbl WAN MAC. WAN
MAC yKasaH B HaK/eliKe Ha Kopnyce ycTpoictBa. B umeHu cetn ¢purypupyer 4acToTHbIM AMana3oH
(2.4/5rTw).

—  BSSID — MAC-agpec TOYKM A0CTYNa;
— CmpaHa — yCTaHOBWUTb MECTOTMO/IOXKEHME (CTPaHY);
- MHoeHmugukamop pe2uoHa — yCTaHOBUTb NAEHTUPUKATOpP pernoHa (ans Poccnn: 0-34);
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— Makcumym KaueHmoe — YCTaHOBUTb MaKCMMa/ibHO BO3MOXHOE KO/MYecTBO OAHOBPEMEHHbIX
6ecnpoBOAHbIX NOAKAOUYEHWNA.

ONna NpUHATUA U3MEHEHMUI HEOBX0AMMO HaXKaTb KHOMRY «[TpumeHums/CoxpaHums».
4.3.2 MogmeHio «besonacHocTb». HacTpoiika napameTpos 6e3onacHOCTU
B paHHOM MeHK NpoM3BOAATCA OCHOBHbIE HACTPOMKWM WKNPpPOBaHMA [aHHbIX B 6ecnpoBogHOM ceTw.

BO3MOHO HaCTpPOUTb KAMEHTCKOe o0bopyaoBaHue 6ecnpoBOAHOrO A0CTyNa BPYYHYH WAM aBTOMATUYECKW,
ncnonbsya WPS.

becnposonHan caazb / besonackocTn

Hacrponkn WPS
WPS Braoumnts v
pexum

HacTpoeHo v

WPS AP

PyuHan HACTPORKa TONKM [OCTYNa

ELTX-2.4GHz_WiFi_14D0 v
WPA2 -PSK .

poolamat cand OTIounTs v

sssssssane 5

WPS (Wi-Fi Protected Setup) — ctaHAapT, pa3paboTaHHbIM anbAHCOM NpousBoanTenein 6ecnpoBoAHOrO
obopynosaHua Wi-Fi ¢ uenblo ynpoweHus npolecca HacTponku GecnpoBogHoi ceTu. [aHHasa TexHonorus
No3B0/IAET NOJIb30BaTeNt0 ObICTPO, NPOCTO M HE30NACHO HACTPOUTL BECMPOBOAHYIO CETb, HE BHMKAsA B TOHKOCTM
pabotbl WI-FI u npotokonos wudposaHua. WPS aBTomaTUyecKU 3a4aeT MMA CeTU U WndpoBaHMe ANs 3alUTbI
OT HECAHKLIMOHMPOBAHHOTO AOCTYNA, YTO B MHbIX C/Iy4anaX NPUXOAMUAOCH AeNaTb BPYUHYIO.

Ona Toro 4tobbl MOAKAOUYUTLCA, AOCTAaTOMHO HaXKaTb Ha KHOMKy WPS, pacnono)KeHHyto Ha 60oKoBoit
naHenun ycTpomncrea, nam e seectn PIN-kog, ncnonbsys Web-KoHourypatop.

WPS setup:
- Brmouums WPS — ana paspeuweHus aoctyna no WPS B Bbinagatollem cruncke Bbibepute «BKaYUMb»,
ecnu ceteBoi agantep Wi-Fi Bawero ycTponcTBa NogaepKMBaeT AaHHbIN PEXUM HAaCTPOMKU;

- YecmaHosumes pexcum WPS AP — yCTaHOBUTb peXKMM TOYKKM goctyna WPS.

V Hepoctatkn metoga WPS

B Wi-Fi poytepax ¢ nopaepxkoi TtexHonorum WPS cywecteyeT yAa3BMMOCTb OTHOCUTE/IbHO
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6e3onacHocTM ceTu. Ucnonb3ysa 3Ty ysA3BUMOCTb, BO3MOXKHO NoAo6paTb Maposu K MPOTOKO/am
wudposaHua WPA n WPA2. YA3BUMOCTb 3aK/Il0O4AETCA B TOM, YTO MOXKHO MeToA0M noa6bopa y3HaTb
Mcnosb3yembli BOCbMU3HaUHbIM Katou cetu (PIN-Koga).

PyyHasa Hacmpolika moyku docmyna:
—  Bouibepume SSID— BbibpaTb Mma 6ecnpoBogHOM CETU U3 CMIUCKa;
— Cemesas AymeHmuguKauua— YCTAaHOBUTb PEXMM CETEeBOM ayTeHTUPUKAUMM U3 MNepeyHa B
BbINa4atoWeEeM CrUCKE:
— Open — OTKpbITbIA — 3aluuTa 6ecnpoBOoAHOM CeTM OTCYTCTBYeT (B 3TOM pPeXKMMe MOKeT
Mcnonb3oBaTbcs Tobko WEP-Kntou);
—  Shared — obwuii (pexxnum No3BONSET NONAb30BATENAM NOYYaTb ayTeHTUOMKaumMio no ux SSID uan

WEP-Kkntouy);

- 802.1x — BkatoyaeT craHgapt 802.1x (no3BonseT nosib3oBaTeNsAM ayTEHTUOULMPOBATLCA C
Mcnosnb3oBaHnem cepBepa ayTeHTUOMKauym RADIUS, gna wndpoBaHMA AaHHbBIX MCNOAb3yeTcA
WEP-kntou);

= |P-agpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

= [lopm RADIUS — Homep nopTta RADIUS-cepsepa. o ymon4yaHuto ycTtaHOBAEH NOpPT
1812;

= Knrou RADIUS — cekpeTHbIN Katod ana goctyna K RADIUS-cepsepy;

- WPA2 — BrntoyaeT WPA2 (pexunm mcnonbsyeT npotokon WPA2 u TpebyeT ncnonb3oBaHua cepsepa
ayteHTuduKaymm RADIUS);

*  JiHmepsan nosmopHo2o Habopa WPA-zpynnel — WHTEPBAA B CEKyHAAX MeXKay
cMeHon Kntodel wudposaHmAa WPA, wncnonb3yetca ANA MNOBbIWEHUA YPOBHA
6e3onacHocTn H6ecnpoBoaHol ceTn. Ecim B cmeHe Kaoyen HeT HeobXxoaMmocCTH,
OCTaBbTe B M0JIe HYNE€BOE 3HAYEHME;

=  [lopom RADIUS — Homep nopTa RADIUS-cepsepa. Mo ymon4yaHuo yCTaHOB/IEH NOPT
1812;

= Koy RADIUS — cekpeTHbIN Kntoy ana goctyna K RADIUS-cepsepy;

»  WPA/WAPI wugpposaHue — Bbibop meToga wuopoBaHua AaHHbIX WPA/WAPI:
TKIP+AES, AES:

— TKIP — npoTtokon wwudpoBaHuaA, ucnonbsyembliit ana WPA. Ob6bnapaet
6onee apPeKTUBHBIM MEXAHM3MOM YNPABAEHUSA KAHOYaMKU MO CPaBHEHUIO
¢ WEP;

- AES - anroputm 128 6uTHOoro 6104HOro WKUbpPOBAHME C  KAKOUYOM
128/192/256 61T, ucnonb3ayetca obbiuHo ana WPA2);

-  WPA2-PSK — BKkawovaeT WPA2-PSK (pexxum wucnonbsyet npotokon WPA2, Ho He Tpebyer
MCNONb30BaHMA cepBepa ayTeHTUbUKaumm RADIUS);

= WPA/WAPI naposb — cekpeTHaa ¢ppasa. YcTaHOBKa Napons, CTpoKa 8-63 cumBona
ASCIl. Ons npocmoTpa ceKpeTHoW ¢pasbl HEObXOAMMO HaKaTb Ha CCbIKY
«Haxmume 30ecb, Umobbl NOKA3amMb», NAPOab OyAeT NokasaH BO BCM/bIBAIOLLEM
OKHe.

[ about:blank

GP2F000057

Mo yYMONYaHUIO KU CEeTU COOTBETCTBYET CEepUAHOMY HOMepy

V yctpoiictea. CepuilHbIA HOMep YKasaH B HaK/leillKe Ha Kopnyce
ycTpoicTea. Mpu nsmeHeHMn naponsa Heo6xoaAnMMo 3aa4aTb KOMOUHaLMUIO
13 10-Tn cumsonoB. Maponb A0MKEH copep)KaTb UMdpPbl U NaTUHCKUE
6YKBbl B BEPXHEM U HUXKHEM perucrpax.
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WHmepesan nosmopHozo Habopa WPA-2pynnel — WHTEPBAN B CEKyHAAX MeXay
CMeHoN Knatovehd wudposaHma WPA, ucnonbsyeTca A1A MNOBbILLEHUA YPOBHSA
6e3onacHocTn b6ecnpoBoaHOM ceTU. Ecin B cmeHe Katoyein HeT HeobXxoaAMMOoCTH,
OCTaBbTE B M0JIe HYN1EBOE 3HAYEHMUE;
WPA/WAPI wugpoeaHue — Bbibop metoga wndpoBaHua aaHHbIXx WPA/WAPI:
TKIP+AES, AES:
— TKIP — npotokon wwudposBaHua, mcnonbsyemblit ana WPA. Ob6nagaet
60nee apPeKTUBHBIM MEXAHM3MOM YNPABAEHUA KAOYAaMKM MO CPaBHEHMUIO
c WEP;
- AES - anroputm 128 6utHOro 65104HOrO WKUdPOBaHME C  KAHOYOM
128/192/256 6uT, ucnonb3syertca obbiuHO ana WPA2);

-  Mixed WPA2/WPA - BKatodaeT KombuHauuio WPA2/WPA (gaHHbI pexum  wudpoBaHus
ncnonbayet npotokonsl WPA2 u WPA, TpebyeT ncnonb3oBaHua cepeepa ayTeHTUdUKaumm RADIUS);

Mpeaymenmugukayua WPA2 — npeaBapwutesibHas npoBepKa MNOAJIMHHOCTU
6ecnpoBoAHOrO K/AMEHTa Ha ApyrMx 6ecnpoBOAHbIX TOYKax [AocTyna B
MCNo/Ib3yeMOM Anana3oHe. B TeyeHWe NpoOBEpPKM CBA3b OCYLLECTBASETCA 4yepe3
TeKyLyto 6ecnpoBOAHYH0 TOYKY AOCTYNa;
MHmepean nepeaymeHmugukayuu cemu — nepuos MNOBTOPHOW MNPOBEPKM
noanvHHoctu. OnpegenseT, Kak 4acTo TO4YKa AOCTyrna nocblnaeT cooblieHne U
TpebyeT OT KNMEeHTOB OTBETA, COAEPKALLErO NPaBUNbHbIE AaHHble 6e30MnacHOCTYH;
NHmepean nosmopHozo Habopa WPA-2pynnbl — WHTEPBAN B CEKYHAAX MeXay
CMeHoM Kntouen wuoposaHma WPA, uncnonb3yetcs AnA MNOBbIWEHUA YPOBHA
6e3onacHocTn becnpoBoaHOM ceTu. Ecim B cmeHe Katouein HeT HeobxoaAmmocTw,
OCTaBbTe B N0O/IE HY/IEBOE 3HAYEHME;
IP-adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;
lMopm RADIUS — Homep nopTta RADIUS-cepsepa. Mo ymonyaHuto ycTaHOBAEH NOPT
1812;
Knrou RADIUS— cekpeTHbIit Kntod ana goctyna Kk RADIUS-cepsepy;
WPA/WAPI wugposaHue — Bbibop metoga wndpoBaHua aaHHbix WPA/WAPI:
TKIP+AES, AES:
— TKIP — npotokon wwudpoBaHua, mcnonbsyembliit ana WPA. Ob6bnagaet
6onee apdeKTUBHLIM MEXAaHM3MOM YNpPaBAEHUS KAOYaMK MO CPaBHEHUIO
c WEP;
- AES - anropytm 128-6utHoro 6104HOrO WKUPPOBaAHME C  K/IOYOM
128/192/256 6uT, ncnonb3yetca obbiuHO ana WPA2);

—  Mixed WPA2/WPA-PSK — Bknto4aeT KombuHaumo WPA2/WPA-PSK (3TOT pexum wwmndposBaHma

ncnonb3lyer

npotokonbl WPA2-PSK un WPA-PSK, He TpebyeT ucnosib3oBaHWA cepBepa

ayTeHTUdUKaumm RADIUS).

WPA/WAPI napons — cekpeTHas ¢pasa. YcTaHOBKa naposs, CTpoKa 8-63 cumsona
ASCIl. Ons npocmoTpa CeKpeTHon ¢pasbl HeobXxoAMMO HaxKaTb Ha CCbIIKY
«HaXxmume 30ecb, Ymobbl MoOKa3ame», Naponb byaeT NoKasaH BO BCM/bIBalOWEM
OKHe.

[ about:blank

GP2F000057

Mo ymoONYaHMUIO KAKOY CeTU COOTBETCTBYET CEPUUHOMY HOmepy

V ycTpoiictBa. CepuitHbIi HOMep YKasaH B HaK/aeliKe Ha Kopnyce
ycTpoiictea. Mpu nsameHeHUn napona Heob6xoaAMMO 3a4aTb KOMOUHaALMIO
n3 10-tm cumsonos. Maponb A0MKEH coaepKaTb LUMdppbl U NaTUHCKUE
6YyKBbl B BEPXHEM U HUXKHEM perucrpax.
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=  YlHmepsan nosmopHoz2o0 Habopa WPA-zpynnel — WHTEPBAA B CEKyHAAX MeXKay
CMeHoM Kntodent wudposaHma WPA, wucnonb3yetca AnA MNOBbIWEHMA YPOBHA
6e3onacHocTn H6ecnpoBoaHol ceTu. Ecim B cmeHe Kakouen HeT HeobxoaMmocTy,
OCTaBbTe B M0JIe HYNE€BOE 3HAYEHME;

=  WPA/WAPI wugpposaHue — Bbl6op meToda lWndpoBaHua aAaHHbix WPA/WAPI:
TKIP+AES, AES:

— TKIP — npoTtokon wwudposBaHuA, mucnonbsyembliit ana WPA. Ob6bnapaet
6onee apPeKTUBHBIM MEXAHM3MOM YNPABAEHUA KAOYAaMU MO CPAaBHEHWUIO
¢ WEP;

— AES - anroputm 128 6uTHOro 6104HOrO WKUPPOBAHME C  KAKOYOM
128/192/256 61T, ucnonbayetca obbiuHo ana WPA2).

/| Y6epuTecnb, uto 6ecnpoBoAHOM aaanTep KOMNbIOTEPA NOAAEPIKMBAET BbIGPaHHBIN TN WNdPOBaHUS.

Haunbonee croiikylo 3awmTy 6ecnpoBoAHOro KaHana [AET cOBMecTHasA paboTra TOUKM AocTyna u
RADIUS cepBepa (ana ayteHTUPUKauum 6ecnpoBogHbIX KIMEHTOB).

- WEP wugposaHue — ans sBeknoveHmna wnoposaHma WEP BbibepuTe Enable B BbinaaatowemM CrucKe;

— CmeneHb wugposarus —64- nnn 128-6utHoe wndpoBaHUE Ktoua;

— Tekywuli cemesoll K4 — BbIOOP KAlOYA, KOTOpbIA OyaeT WMCNoNb30BaTbCA ANS
YCTaHOBNEHUA COegUHEHUS;

— Cemesol KoYy 1..4 — BO3MOXKHO 3a43aTb [0 YeTblipex pa3anyHbix Katoven 13 10 cumsonos
B 16-pnyHOiN cucteme cumcnenma ambo 5 cumsonos ASCIY agna 64-x 6uUTHOro
wudposaHus. JInbo 26 cumonos B 16-puyHOi cucteme cumcnenusa, nmbo 13 cumsonos
ASCII gna 128-x 6UTHOro WundposaHus.

[nA NpUHATUA N3MEHEHMI HeOBXOAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHums».

4.3.3 MoameHio « MAC-®unbTpauymar». Hactpoiiku punbrpaumumn MAC-agpecos

B AaHHOM MeHI0 NPOM3BOAMTCA HacTpolika dunbTpaumm MAC-agpecos

bBecnposoqHan cER3s [ PrncTpayss no MAL

ELTX-24GHz_WiF_14D0 v

|H.I'I.-I' AR |'\".||,.||'.u|h |

— Beibepume SSID — BblbpaTb naeHTUdPUKATOP BecnpoBogHOM cetTu, Aaa KoTopon byaeT co3gaHo
npaBsuo;
—  Pexcum ozpaHuyeHusa no MAC — Bbibop pexxkuma dunsTpaumm no MAC-agpecam:
—  OMKAo4YeH — He UCNoNb30BaTb GUALTP;
—  Paspewumb — GUNbTP NO paspelleHHbIM afpecam;
—  baokuposame — GUNLTP NO 3aMNpeLLeHHbIM agpecam.

L ASCIl - Habop 13 128 cMMBOIOB AN8 MALLMHHOMO NPeACTaBAeHMA NPONUCHbIX U CTPOUHbIX BYKB NaTMHCKOro andasunTa,
yumncen, 3HaKOB NPENUHAHMUA U CNeLManbHbIX CUMBOJIOB.
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Ona pobasneHns MAC-agpeca B Tabaunuy ¢puabTpaumm HeobxoaAMMOo HaxaTb «/obasumb» U BBECTU ero
3HauyeHwue B nose «MAC-agpec» B OTKPbIBLUEMCA MEHIO:

becnpoeoavana ceazb [ ®unbTpauua no MAC / Nobaeutb

Beegute MAC-agpec W HaxmuTe "MpuMeHuT/Coxpanuts", yTobel gobaenTe ero K
UABTpaLMK.

MAC-agpec:

MpureHuTs/ CoXpaHnTh

[Nna NpUHATUA U3MEHEHMI HEOBXOAMMO HaXaTb KHOMKY «[TpumeHums/CoxpaHums».

4.3.4 TMopgmeHto «becnposoaHoi mocT». HacTpoitkn 6ecnpoBogHOro coegMHEHUA B pexume
mocTa

B AaHHOM MeHI0 3a4aeTca peXMm paboTbl TOUKM AOCTyNa: B KayecTse TOYKM A0CTyna uan 6ecnpoBoaHOro
MocTa.

Mpu ncnonb3oBaHMM pexnma mocta Heobxogmmo Beect MAC-agpeca yAaneHHbIX MOCTOB. [aHHbIN
peXXUM UCNonb3yeTcA ANA YCTAaHOBKM 6ecnpoBogHOro CoeANHEHNA MEXKAY ABYMA OTAE/NbHBIMU CETAMM.

becnpoBogHan ceazb [ Moct

Ha 3ToH CTpaHuLe MOMHO HaCcTPOWTL NapaMeTpel GecnpoBogHoro MocTa B GecnpoBogHoM LAN-
uHTepdelice. Select Disabled in Bridge Restrict which disables wireless bridge restriction.
Niobele becnpoBogHele MOCTEI NoayYat goctyn. Mpu esibope "Brnkuer" wnn "BriIKUeH
(CraHupoBaHue)" BKNHIYMTCA OrpaHUYeHne BecnpoBogHEX MOCTOR. TONBKD YKA3aHHEIE
GecnpoBoaHbIe MOCTEI NONYYET AOCTY..

Hagmute "0BHoBHTE" YTobbl 0BHOBWTL YORNEHHEIE MOCTEL. MOAOKAMTE HECKONBKO CEKYHA.
Haxmure "TpuMernTs/ CoxpaiuTe" AnA HacTpolikk napaMeTpoB BecnpoBoAHOMD MoCTa.

OrpaHu4yeHua MocTa: BrntoueH A

MAC-agpeca yaaneHHsk MOCTOB:

MAC-agpeca yaanenssix mocros: | | ssip [ BssID |

OBHOBUTE || MPHMEHUTL/ COXPAHUTE

B perkume «becnpoBoAHOM MOCT» BO3MOXHO 334aTb C/iedytoLime HaCTPOMKHK:

— OepaHu4eHue mocma — BbI6Op pexkuma paboTbl MOCTa:
—  BrawoveH — BKNOUUTb dnabTp Nno MAC-agpecam (paspelleHbl TONbKO 3a4aHHble agpeca);
—  BratoveH (CKaHUposaHue) — NOWUCK YAaneHHbIX MOCTOB;
—  BbiKkntoyeH — orpaHudeHma no MAC-agpecam OTCyTCTBYIOT;

— MAC adpeca yoaneHHbIx MOCMos — aapeca yaaneHHbIX MOCTOB.

B perkKume mocTa mapLupyTM3aTop He nogaepxusaet ¢pyHKumio Wi-Fi Multimedia (WMM).

[na 0bHOBNEHUA AOCTYMHbIX YAaNeHHbIX MOCTOB HEOHX0AMMO HaxKaTb « O6HOBUMb».

[NA NPUHATUA U COXPaHEHUA M3MEHEHMIT HEOBXOAMMO HaXKaTb KHONKY «[TpUMeHUMb/CoxpaHumeo».

AboHeHMCKue onmu4eckue mepmuHassl cepuu NTU 43



4.3.5 MMopgmeHIo «PacluMpeHHblie HACTPOUKNY

B AaHHOM MEHI0 NPOM3BOAMTCA paclUMpPeHHble HAacTPOMKKM BecnpoBoOAHOM ceTu.

becnpoBoguas CBR3L [ PAClUIMPEHHBIe HACTPORKH

ABTO v
n ABTO v %
Auto v
ASTC v
ASTO v
. Bl moaex - MOAKER MOLH

MO yuerr@asn v

— JuanasoH — ycTaHOBKa YaCTOTHOro AnanasoHa (2,4/5ITu);

— KaHan — ycTtaHaBnuBaeT pabouunii KaHan Ans maplupytusatopa. [pu HanaMumm nomex uau
npobnem B pabote 6ecnpoBogHOM CETM WM3MEHEHME KaHana MOMKET CnocobCTBOBaTb MX
yCcTpaHeHuto. PekomeHayeTcs ycTaHOBUTL 3HaveHue "Auto" Bo M3berkaHWe nomex, Bbi3blBaeMbIX
paboTol CMeXKHbIX ceTelt;

— Talimep asmomamu4yeckoeo 8bl6opa KaHanaG (MUH) — BpemMs B MMHYTax, 4Yepes KoTopoe
MmapLupyTnsaTop byaeT uckatb 601ee oNTMManbHbIN 6ecnpPoBOAHbIM KaHa. MapameTp AOCTyneH,
ecnu yctaHoBneH Auto Bbibop KaHana (0 — BbIK/OYMTD);

— Standard — ycTaHoBKa cTaHgapTa 802.11;

— Auto Channel Set — onpegenneT pexnum paboTbl aBTOBbIOOPA KaHA/OB:

Full — aBTOBbBIGOP NPON3BOAMUT CKAHMPOBaAHME M BbIBOP KaHana U3 BCEX AOCTYMHbIX KAaHa/O0B;

Legacy — aBTOBbIGOP MPOM3BOAMT CKaHWpPOBaHWE W BblbOp KaHana w3 Habopa KaHanos,
noAAepKnBaembixX CTapbiMK YCTPOMCTBaMM (TOIbKO ANA AnanasoHa 2.4 Tu);
Custom — aBTOBbI6OpP MPOM3BOAMUT CKaHMpoBaHWe W BbIGOP KaHana M3 CNUCKa, 3a4aHHOro

nonb3oBaTenem B HacTpolikax «Allowed Channel».
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802.11n/EWC — pexum cosmectumoctn ¢ obopyagosaHmem 802.11n Draft2.0 u1 EWC (Enhanced
Wireless Consortium);

UupuHa nosocsl — ycTaHOBKA nosnocbl nponyckaHua 20y vam 40 Ty, B pexume 40 MMy,
NCNO/Ib3YOTCA ABe CMeXHble nosiocbl no 20 Ml ana yBennyeHUsa MPOnyCKHON CnocobHOCTU
KaHana;

boKosas nosoca ynpassaeHus — BbIbop BToporo KaHana (Lower unm Upper) B pexxume 40 MTu;
802.11n YpoeeHb — yCTaHOBKA CKOPOCTU COeANHEHMSA;

802.11n 3awuma — Npu BKAOYEHUW yBeANYUTCA HE30MacHOCTb, HO YMEHbLUIMTCA MPOMYCKHaA
CMoCcobHOCTb;

TpaHcnsayua RIFS — (Reduced Interframe Space) ymeHblleHMe uHTepBana mexay 610Kamu AaHHbIX
(PDUs), nosbiwaet apdektnsHoctb Wi-Fi;

SHepzocbepexceHUe 8x00HOU uenu — HACTPOMKA TONEPAHTHOCTU MpU Bblbope pexmma paboTbl
(20Mry, nan 40Mru). Ecnm napameTp B COCTOAHMU «BrawoueH» — Gyaet BblbpaH ONTUMA/bHbIN
pexnm paboTbl YCTPOICTBA, yunUTbiBas «[1os0Cy NPOMnycKAHUA», NHadYe pexum paboTbl byaer
3aBMCETb TO/IbKO OT NapameTpa «[1oa10ca NponycKaHua»;

RX Chain Power Save Quiet Time — nepuog, BPeMeEHW, B TEYEHWM KOTOPOro WHTEHCUMBHOCTb
TpadmrKa [0XKHA ObITb HUXKe PPS, Ana BKAIOYEHUA pexnMMa 3HeprocbeperkeHuns;

RX Chain Power Save PPS — BepxHsaAsa rpaHuua napametpa PPS (packet per second). Ecnn B TeyeHue
BPEMeHW, onpeaeneHHoro napametpom «RX Chain Power Save Quiet Time», WHTEHCMBHOCTb
naketos Ha wuHTepdence WLAN He npeBblwaeT [AaHHYO BEAWYMHY, BKJ/IOYAETCA PEXUM
sHeprocbeperkeHus;

54g™ Rate — ycTaHOBKa CKOPOCTU B peXXMMe COBMECTUMOCTU C yCTponcTBamm 54g™;

YposeHb MHO20a0pecHOl paccbinKUu — YCTAaHOBKA CKOPOCTM TpaduKa nNpuM MHOroagpecHom
nepepave;

OcHogHoli yposeHb — 6a3oBas CKOPOCTb Nepeaayu;

lMopoe ppazmeHmayuu — ycTaHOBKA nopora pparmeHTauum B 6anTax. Ecam pasmep nakera byager
npeBbIWaTb 3aA4aHHOE 3HaYeHWe, OH byaeT dparMeHTUPOBaH Ha YacTu NOAXOAALLEr0 pasmepa;
lMopoz RTS— ecnn ceTeBOM MNaKeT MeHblle, YeM YCTAaHOBJEHHOe noporoBoe 3HavyeHue RTS,
mexaHusm RTS/CTS (mexaHu3m coeauHeHUA No KaHany C UCMo/b30BaHMEM CUMIHa/I0B FrOTOBHOCTU
K nepenaye/roToBHOCTU K Npuemy) 3ageicTBoBaH He byaerT;

UHmepsan DTIM— BpeMeHHOW WHTEpBasn, MO WUCTEYEHUW KOTOPOTrO LUMPOKOBELLATE/IbHblE WU
MHOroagpecHble NakeTbl, NOMeLLeHHble B Bydep, byayT AocTaBieHbl 6ecnpoBOAHbIM KANEHTAM;
MHmepesan cueHanusayuu — Nnepuos oTnpaBkM MHPOPMALLMOHHOIO NakeTa B 6ecnpoBoaHYHO ceTb,
CUTHAZIN3UPYIOLLEFO O TOM, YTO TOYKA AOCTYNa aKTUBHA;

MaKcumym KaueHmos — MaKCMMasibHOe KOIMYecTBo 6ecnpoBOAHbIX KANEHTOB;

XPress™ TexHos102Us — UCNO/Ib30BaHWE MO3BOSAET MNOBLICUTb MPONYCKHYH CNOCOBHOCTb A0 27% B
ceTax cTaHgapta 802.11g. A B cmewaHHbIX ceTax 802.11g u 802.11b mcnonbzoBaHue XPress™
Technology moeT NoBbICUTb NPOMNYCKHYO CNOcobHOCTb A0 75%;

MowHocmeb nepedamyuxka — onpeaenaeTca MOLWHOCTb CUTHANA TOYKM A0CTYNa;

WMM (Wi-Fi Multimedia) — yctaHoBKka pexuma Wi-Fi Multimedia (WMM). [daHHbIli pexum
no3Bo/siAeT ObICTPO M KayecTBEHHO NepenaBaTb ayAMO- UM BUAEOKOHTEHT OAHOBPEMEHHO C
nepenayeit aHHbIX;

WMM 6e3 nodomeepideHUs — Npu UCNOAb30BaHUM AAHHOTO PEXMMA MPUEMHAA CTOPOHA He
noaTBep»KgaeT MPUHATbIE MakeTbl. B cpege ¢ Manbim KOAMYECTBOM MOMEX 3TO MO3BOANUT
yBeNMUNTb 3GDEKTUBHOCTL Nepeaayn, B cpeae ¢ 6onblMM KOANYecTBOM nomex 3pPeKTUBHOCTb
nepeaayv CHU3UTCA;

WMM APSD — ycTaHOBWUTb aBTOMATMYECKUIN Mepexos B PerMM 3KOHOMUKM 3Heprun (enabled —
aBTOMATUYECKUI Nepexos paspeLleH);

Beamforming Transmission (BFR) — ¢yHKuMAa dopmupoBaHMe Jiyda MO3BOAAET YMEHbLWUTb
UHTeppepeHUMo npu nepegayve 6ecnpoBogHOrO CWUrHana M yayywutb KadvectBo Wi-Fi
coeguHeHus;

Beamforming Reception (BFE) — ¢yHKUMA KOHUEHTpauMm npu npueme CUrHana nossBonser
yAy4wunTb Kavectso Wi-Fi coeanHeHus.
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[NA NPUHATUA U COXPaHEHUA U3MEHEHUI HeOBXOAMMO HaxKaTb KHOMKY «[TpumeHums/CoxpaHume».

4.3.6 MopgmeHto «Mactep HacCTPOUKU»

B 4aHHOM MeHI0 NPOU3BOAATCA HAaCTPOIMKKU BecnpoBogHoro uHtepderica LAN.

MOXHO BKAOUYUTb UM BbIKAOUYUTL becnpoBoaHoit LAN-uHTepdelic, HacTpoutb umsa 6ecnpoBoaHOM ceTn
(SSID) 1 yctaHoBUTbL Naposb (cTpoKa 8-63 cumsosa ASCI).

MacTep HaCcTPOWUKH

BrnounTs BecnposofHyto ceTs 2.4 TL: v

WMmaA BecnpoBoOaHOR CeTu: ELTX-2.4GHz_WiFi_F6B2
Mapont becnpoBogHOW CETU:

BknounTs BecnposofHyto ceTs 5MTL: v

MmaA 6ecnpoBoaHOR CeTu: ELTX-5GHz_WiFi_F6B2

Mapone BecnpoBoQHON CETK:
| MpuMeHUTL/CoXpaHnTh |

[NA NPUHATUA N COXPaHEHUA M3MEHEHNI HEOBXOAMMO HaXKaTb KHOMKY «MpumeHnTb/CoXpaHUTb».

4.4 MeHo «XpaHunuwa». Cny»K6bl ¢paitNoBbiX XpaHUAULL,

4.4.1 MopgmeHio «MHPOpMaLMA NO YCTPOICTBY XpaHeHUA». UHPopmaumua o NoAKNOUEHHDbIX
USB-ycTpoiictBax

B AaHHOM MeHI0 AOCTyMneH CMMCOK BCEX NOAKAIOYEHHbIX 3aNOMMHAIOWMX yCTpoicTe. MpeaocTasnnercs
cneayowan MHopmaLms:

Cnyxba xpavenna [ Hudopmauua no ycTpolicTBY XpaHeHus

yixha QalfinoBs XpaHUNMLL, NO3B0AET NETKO NOAYUMTE AOCTYN K hainoBoMy XPaHWANLLY Yepes CeTh

| Mma pazpena | waiinoras cucrema | O6uii o6bem | Henonbayembiii obbem | AeiicTane |

— Wmsa pazdena — nma yCTPOMNCTBA;
— @alinosas cucmema —Tnn ¢GanNoOBON CUCTEMDI;

— Unmount — pna 6e30nacHoOro u3BieyeHns ycTpoicTBa HeobXo0a4MMO NPesBapUTENbHO HaKaTb AaHHYIO
KHOTKY.

4.4.2 NopmeHio «Monb3oBaTeNbCKUe akKayHTbI». HacTpoiika nonb3oBateneit Samba

B AaHHOM meHto npouncxoaounT HaCTpOﬁKa YYETHbIX 3anucelt nonb3oBaTenei Samba.

CepBuc xpaHeHus [ Monb30BaTENbCKHE aKHAYHTDI

HaxmuTe "Jobaeute""YaanuTe" AnA HACTPORKKM NONB20BETENbCKUX BKKEYHTOR.

| HMma nonbzoBaTENA |ﬂnma|.um:|s| nanka | YﬂEIJ'IHThI

| JobaeuTs || ¥oanute |
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[na nobasneHna 3anmucn HeOBXOAMMO HaXKaTb KHOMKY «/ob6asume». Ans yaaneHwsa - ycTaHoBUTbL ¢aar
HanpoTMB Tpebyemoli 3anuncy B KONOHKe Remove U HaaTb KHOMKY «Yoanume».

CEPHHC XpaHeHHa [ MonbzoeaTenbCcKne dKKaAYHTbI

B nonsAx HuxKe BEEOMTE WMA NONLI0BATENA, NAP0OAL W UMA TOME Ha KOTOPOM Ha KOTOpoM aomxeH ObThb co3aaH
KOpHEBOW KaTanor.

WMA noneaoeatens:

MNaponk:

MogTEEpAUTE NAPoNL:

Wma Toma:

NpUMeHnTL/ CoXpaHnTL

— Wm#A nonv3oseamerns — NOTWH ANs AOCTYNa K CETEBOMY pecypcy;

— [laposb — Nnaponb gna AoCTyna K CeTeBOMY pPecypcy;

— [lodmeepoume napoae — NOATBEPKAEHME NAPOAA ANA A0CTYNa;

— WmA moma — nyTb K CeTeBOMY pecypcy (MmA MNOAKNIOYEHHOro 3anoMMHAIOWEro YCTPOMCTBA
oTobparkaeTca Ha cTpaHuue «MHpopmayusa no ycmpolicmay XpaHeHUs »).

4.5 MeHio «YnpasneHue». YnpassieHUe yCTPoOACTBOM
4.5.1 TMogmeHto «HacTponKku»
4.5.1.1  [loomeHto «3aeo0dcKue Hacmpoliku». Bozepam K HacmpoliKam rno ymosn4yaHuio

MeH!0 N03BOAAET BEPHYTLCA K HAaCTPOMKaM YCTPOMCTBA, YCTAHOBAEHHbIM MO YMOIYaHWUIO. YCTPOCTBO Npu
aTOM byAeT nepesarpyKeHo.

Ynpagnenue [ HacTpoiikn / 3aBogCKHE HACT POilKK

BoccTaHoBWTL BCE Ha-TpDﬁl—Lll MaplWwpyTH3aTOopa K 3aB0ACKHM

BoCCTAHOBWTE HaCFpDﬁKLI no YyMonyaHWH

V Mpwu BbINONIHEHUN AAHHOM ONepauun BCe BbiNOJIHEHHbIE Bamu HacTpoiiku 6yayT yTpayeHbl.

Mo HaKaTUIO Ha KHOMKY «BoccmaHosums HAcmpoliKu N0 YyMOA4YaHU» NPOUCXOAUT cbpoc HacTpoek K
3aBOACKMM. YCTPOICTBO Npu 3TOM ByaeT nepesarpyKeHo.

4.5.2 TMoameHto «Maponb Pon». CmeHa naponsa ana aoctyna Kk cetu PON

[aHHOe MeHI0 MOo3BONSAET U3MEHUTb naponb Ana asTopusaumMm ONT Ha CTaHUMOHHOM YCTPOMCTBE
NaccMBHOM OMTUYECKON CeTu.
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Ynpasnenwe [ Napons PON

Onsa cmeHbl napona Heobxoammo eBeect 10 cumBonoB B none «Hosolli napoans PON». Ona NpUHATUA U

COXpPaHEeHNA U3MEHEeHWA HeobXOAMMO HayKaTb KHOMKRY «[llpumeHums/CoxpaHume». TpUmeHeHne HacTpoek
npounsonaeT Nnocse nepesarpy3Ku yCcTpomncTaa.

HacroatenbHO He peKomeHAyeTcA U3MEHATb NapoJ/ib CAMOCTOATE/IbHO — 3TO MOXET NPUBECTU K
nortepe cBA3nN CO CTAaHUMOHHbIM yCTpOﬁCTBOM.

4.5.3 TMoameHio «[ata u Bpema». HaCTPOMKM CUCTEMHOroO BpemMeHuU

Ynpaeneunue [ [lata u Bpems

HA 3T0ii CTpaHMLE MOMXHO HACTPOKTE BPEMA Ha ycTpolicTes

¥ ABTOMBTMYECKM CHHXPOHWZMPOBATE C CEPEMCOM BPEMEHU YEPE3 WHTepHET

MNepewlid NTP-cepeep: Dpyroi ¥ |ntp.local

Bropoi NTP-cepeep: He eriipan v

TpeTuil NTP-cepeep: He eriipan v

YeTeepThlid NTP-cepeep: | He ewiipan v

MATLIA NTP-cepeep: He ewifipan v

Yacoeoi noAc: (GMT+03:00) Bonrorpag, Mockea, Cankr-Tetepbypr A

MpuMeHuTs/CoxpaHiTh

Bo BK/1lagKe HacTpamBaeTCA CMCTEMHOE BpeMA Ha yCTpOﬁCTBe.

AsmomamuyecKu CUHXPOHU3UPOBAMb C CEPBUCOM 8PeMeHU 4Yepe3 UHMepHem — npwu YyCTaHOBJEHHOM
¢dbnare Npon3BOAMUTL aBTOMATUYECKYIO CUHXPOHU3ALMIO C MHTEPHET-CEpPBEPAaMM TOYHOTO BPEMEHU;
Mepebili NTP-cepsep — BbIGOP OCHOBHOIO cepBepa TOYHOrO BPEMEHMU;

Bmopoli NTP-cepgep — BblbOp BTOPOro cepBepa TOYHOrO BPEMEHW, Nnone — He WCNo/b30BaThb
AONOMHUTE bHbIE CEPBEPA;
Tpemuli NTP-cepsep — Bbl6Op TpeTbero cepsepa TOYHOrO BPEMEHM, None — He MCMNOoAb30BaTb

AONONHUTE/bHbIE CEPBEPA;
Yemeepmeili NTP-cepgep — BbibOp 4eTBEPTOro cepBepa TOYHOTO BPEMEHM, NOne — He MCMO/Ab30BaTb
AONONHUTE/bHbIE CEPBEPA;

Mameili NTP-cepsep — BblbOp NATOrO cepBepa TOYHOrO BPEMEHW, hone — He WCMNo/ab30BaTh
AONONHUTE/bHbIE CEPBEPA;

Yacoeoli noAc — ycTaHOBKa 4acOBOro NosAca B COOTBETCTBMM C BCEMUPHbIM KOOPANHALMOHHbBIM BpEMEHEM
(UTC).

Mpu BbibOope B BbiNagaloWem CNUCKe CepBepoB 3HaueHua «/Jpyezoii» cnpasBa CTaHeT
v AKTUBHbIM OKHO AN1A 3aN0/IHEHUA, Kyaa cneayeT BpyuHYIO BBECTU agpec cepBepa TOUHOro
BpemMeHMu.
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4.5.4 TMogmeHio «Ping». MpoBepKa A,OCTYNHOCTU CETEBbIX YCTPOACTB

[aHHOe MeH!o NpeAHa3HauYeHo ANa NPOBEPKM AOCTYNHOCTU MOAK/MIOYEHHbIX K MapLpyTU3aTopy CeTeBbIX
YCTPOMCTB NPY MOMOLLM YTUAUTBI Ping.

Ynpaeneune [ Ping

192.168.1.100

Ping || Traceroute

[na npoBepKM AOCTYMHOCTM MOAKNHOYEHHOro yCTpoicTBa Heobxoaumo BeecTu ero IP-agpec B nose u

Ha*KaTb KHOMKY «Ping». [lna npocmoTpa TPaCcCMPOBKN MapLUpyTa HaxmMuTe KHOMKY «TraceRoute». BoiBog, byaeT
OCYLLLECTBJIEH Ha AaHHOW cTpaHuue web-KoHpurypartopa.

Ynpaenexue [ Ping

192.168.1.100

Fing || Traceroute

Traceroute started

4.5.5 TMogmeHio «Maponn». Hactpoiika KOHTponaA goctyna (yctaHoBieHue naponeit)

B 4aHHOM MeHI0 OCyLecTBAAETCA CMeHa Napoaa AnAa A0CTyna K yCTpOﬁCTBy.

¥Ynpaenenue [ Maponu

BeeguTe B NONA HIGKE He bonee 16 CHMBONOB M HEXMUTE I'|-||JIII1EHlITI:v.-"CIII>Z|JaHlITI:v" uToBkLI M3MEHUTE MAK
C030aTb Naponk.

.-'?.i?;'.’-'-.-‘E'-.-'El‘."v':'.’u?,' Napoas He MOXET Co48pKarTh fipooens

Crapelid napone:
HoBewlil napons:

NoATEEpANTE NAponk:

MpumenuTe/ CoxpaHiTe

Ana cmeHbl napona HEO6XO,CI,MMO BBEeCTHN CyLLI,ECTByIOUJ,Ml\;I napoab, 3aTem HOBbIN napo/sib 1 noarsepanTb
ero.

[Na NPUHATUA U3MEHEHMI U COXPAaHEHUA HEOBXOAMMO HaXKaTb KHONKY «TpumeHums/CoxpaHume».
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4.5.6 MogmeHIo «CUCTEMHDbIN KypHan». IPOCMOTpP U HAaCTPOMKA CUCTEMHOTO }KypHana
4.5.6.1 [MoomeHio «KoHepuzypayua». Hacmpolika cucmemHo20 XypHana

MeHto Ucnosibayerca AaA HACTPOIMKN CODbITUIM, MPOMCXOAALLMX Ha MapLUpyTM3aTope.

YnpaeneHne / CHCTeMHblil ypHan / Kondmrypauua

B @KTWBMPOBAHHOM PEXHME NOTTMPOBEHKA cucTema OydeT 3anuckiBaThb B NOr coObTiA BuIOpaHHLX THNOE. ¥pOBEHL
AETANHU3ALUNK 03HAYAET, 4TO BCe coBbITHA paBHble unu Bonee Buicokoro YpoBHA ByayT 3anucadsbl. OTobpaxxaemblii
YPOBEHb O2HAYAET, 4TC BCe ColLITMA paBHule nau Bonee Beicokoro ypoeHA GyayT oTebpameHsl. ECiM BrIDpaH pexum
"YaaneHHsld' wnu '06a’, To cobeimuA GyayT NOrTUPOBATLCA Ha 3aAaHHLIA IP-agpec v UDP-NopT yAaneHHoro cepeepa
norrMpoBadns. Ecnu eeibpan pexxum TokanbHei' uin '06a’, To cobbimis DyOyT 2anucaHsl Bo BCTPOEHHYH) NEaMATL.

BbIEEplITE nogxogdaumMe HaUpDﬁKll W HEXMUTE I|-||Jlll1EHlITI:».."CD>Z|JE|HllTl:h|r yTobbl NPHMEHHTE HaUpDﬁKll CHCTEMHOrD
NOrrMpoBEaHAA.

;{:,.EHE;_:TH” ® OTimioued ' BroueH

YpoBeHb AETanuuuK: OtnagouHele v
YpoEEHb OTODpaMeHns: Ownbka v
PexuM paboTwl: INokaneHeli v
YpoBeHb cooBLUEHNI, BEIBOAUMBIX B KOHCONL Linux (printk): Owwbka v
OTnpaeka cooblleHuid oT CMS B CHCTEMHLIR #ypHan: ® Oroued O Brnouen

MpuMeHnTh/ CoXpaHuTh

— CucmemHsblli #ypHan — BKAOYEHMNE/BbIKIOYEHME CUCTEMHOTO XypHana(OTKatoueH/BKatoyeH);
— YposeHb Oemanusayuu — YCTAaHOBKA YPOBHA [AeTann3auuu XypHana cobbituit. Knaccudukauus
YPOBHEN BaXKHOCTM B NOPAAKE CHUMKEHUA 3HAYMMOCTH:
— AsapuliHbili — aBapUHbIA Cay4yail;
lpedynpexcdeHue — TPeBOra;
—  Kpumuyeckuli — Kputnyeckoe cobbiTue;
— OmnadoyHble — ycTpaHeHMe HeNoiagoK;
— YposeHb omobpaxeHUs — YCTaHOBKA YPOBHA OTOOpaKeHMA BbIBOAMMbIX COOOLLEHUI KypHana
cobbITUiA;
—  Pexcum pabomel — pexknm paboTbl KypHana:
— JloKasnbHbIli — MeCTHbIN (BCe COObITMA BO3BPALLAIOTCA Ha MaplpyTusaTop 4yepes bydepHyto
namsThb);
— YpaneHHbI — yaaneHHbIN (Bce cobbITUA BO3BpaLLLAtOTCA Ha cepsep Syslog);
— Oba - paboTatoT 0b6a pexnma;
— USB-HakonuTenb — oTnpasKa Ha USB-HaKkonuTens;
— YposeHb coobuweHull, 8biI800UMbIX 8 KOHCOMb Linux (printk) — ycTaHOBKA YpPOBHA COOOLWEHMIA,
BbIBOAMMbBIX B KOHCOJIb Linux;
— Omnpaska coobujeHuli om CMS e cucmemHbili HypHAA — BKAOYEHWE/BbIKAOYEHNE OTMNPABKM
coobueHnin ot CMS B CUCTEMHbIN KypHan.
Mpwu BbIGOPE YaaNeHHOrO pexxmma (Remote) AoCTyNHbI cneaytolme HaCTPOMKM:
— IP-adpec cepsepa — IP-agpec cepsepa Syslog, Ha KOTOPOM COXpPaHAOTCS BCe cObbITUS;
— UDP-nnopm cepsepa — Homep nopTa cepsepa Syslog.

[NA NpUHATUA U3MEHEHUI U COXPaHEHMA HEOBXOAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHume».

4.5.6.2 MoomeHto «lpocmomp». [Ipocmomp cucmemHO20 ¥ypHana

MeHI0 CNYXKUT A1 NPOCMOTPA COBbITUIA, MPOMCXOAALMX HA MapLLpPyTM3aTope.
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Ynpaeneune /| ¥ypHan cobbimmii

| Darta/Bpema | Kareropua | YpoBeHb BAMHOCTH | Cooblenne |

| ObHoBHTE |

O6HOBUTb MHPOPMALMIO MOXKHO KHONMKOWN « O6HO8UMb Y.
4.5.7 MNoameHo «O6HOBUTL NMO». O6HOBAEHUEe MO
Ona obHoBneHus MO Heobxoaumo BbiGpaTb ¢aiin MO B cTpoke «Mma ¢paiina [10» (MCnoONb3ys KHOMKY

«Bbibepume ¢alin» nnn «0630p») U HaxxaTb «O6HOBUMbY.

Mpouecc 0BHOB/NIEHUA MOXET 3aHUMATb HECKO/IbKO MUHYT, nocnae 4yero YCTPOﬁCTBO dBTOMATU4YECKHU

B npouecce 06HOBNEHUA He A,0NYCKAETCA OTK/IOYEHUE NUTAHUA YCTPOIiCTBA, MBO ero nepesarpyska.
J
nepesarpyaerca.

¥npaeneuune [ ObHoBnexne NO
LWar 1: Nonyuute Hoeklil haiin no y eawero npoeaiigepa.

LWar 2: Beegute nycTs Ao dalina obpaza B NONE HIBKE WK HEXMUTE KHOMKY "O620p" uTobebl HAHTH 1 BEIBPETL
taiin obpaza.

LWar 3: HaxmuTe "OGHOBKTE NO".
Mpumeuanne: Mpouecc 06HOBNEHMA 2EHMET 2 MUHYTEI W NOCNE YEro Ball MapLpYTHIATOP Nepesarpy2uTCa.

Wua charina NO: | Boibepute gain | ®aiin He suibpan

| ObHoBHTE |

4.5.8 TMopmeHio «lMepesarpy3Kka». Mepe3arpysKa ycTpoiictBa

Ynpaenexue [ Nepezarpy3ka
HamxMuTe Ha KHOMKY HW#e, yTobbl Nepe3arpyanTe MapLIpyTH3aTop.

| NepezarpyanTs |

Ona nepesarpy3ku ycTpolcTBa HeobXOAMMO HaKaTb Ha KHomky «[flepe3aepy3ume». Mepesarpyska
YCTPOMCTBA MOXKET 3aHATb HECKOJ/IbKO MUHYT.
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CBUAETENBCTBO O NPUEMKE U TAPAHTUU U3FrOTOBUTENA NTU-RG

ABOHEHTCKMI onTuyeckmit TepmnHan NTU-RG 3aB. No
COOTBETCTBYET TpeboBaHNAM TeXHUYecKux ycnosuii PMJ1T.465600.108TY 1 npusHaH rogHbiM AN SKCNayaTaumu.

TpaHcnopTMpoBaHue 060pya0BaHUA A0NXKHO NPOU3BOAUTLCA MO YCAOBUAM 5, XxpaHeHne — Mo ycaosuam 1
no NOCT 15150.

MNpegnpuatue-nsrotosmutens 000 «lMpegnpuatne «3/ITEKC» rapaHTMpyeT cooTBeTcTBME abOHEHTCKOro
wntoza TpeboBaHMAM TexHuuyeckmx ycnosui PMNIT.465600.108TY npu cobatogeHnn notpebutenem ycnosui

3KCnyaTaumMm, YCTaHOB/IEHHbIX B HACTOALLLEM PYKOBOACTBE.
lFapaHTUIAHBIN cpoK 1 roa. [aTta U3roToB/ieHUs YKa3aHa Ha yraKoBKe.

MN3penne He cooepuUT AParoLeHHbIX MaTepranos.

AunpekTop npeanpmatma YepHukos A. H.
noanuco ®.1.0.
HavanbHuk OTK npegnpuatma UronmH C.W.
noanuco ®.1.0.
M3roToBUTEND:

000 «Mpegnpuatne «3JITEKC»
630020 r. HoBocmnbupck,

yn. OKpyXHasa, 29B
E-mail: eltex@eltex-co.ru

OCTOPOXHO!
Caenano B Poccun W3NYYEHUE NA3EPA
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