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PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|eq)OHOB cepunn VP

Ansa Bo3MOXHOCTM npegoctaBneHuns VolP-ycnyr aboHeHTaMm ceTu pa3paboTtaHbl IP-TenedoHbl cepun VP.
YcTponcTBa OprUeHTUPOBaHbl Ha AOMAaLLHKVX No/ib30BaTene 1 HebonbLune opuchl.

B HacToALem pykoBOACTBE MO aKCnayaTaunn N3noXeHbl HasHa4YeHUE, OCHOBHbIE TEXHNYECKNE

XapaKTepUCTUKK, Npasuna KOHGUryprpoBaHNS, MOHUTOPUHIA U CMEHbI MPOrpaMMHOro obecneyveHus
IP-TenepoHoB cepuu VP.



PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

1 OnucaHme VP-12, VP-12P

1.1 Ha3zHauyeHune

VP-12(P) - IP-TenedoH, NnpegHa3HauYeHHbI A5t NpeAoCcTaBNeHNS TOI0COBbLIX YCYT U MOAK/THOYEHMS
nepcoHanbHOro KomnetoTepa B IP-ceTb N0 ogHOMY Kabento. YCTporcTBO obnagaeT nepesoBbiM
byHKLMOHaNoM, nMmeeT Noaaepxxky TexHonorum PoE, BbiIcOKOe KauecTBO 1 YHMBEPCaAbHbIA AN3aliH.

VP-12(P) nogonaeT Ana opraHmMsaLnii C BbICOKMMY TPeboBaHMSAMN K Ka4eCcTBY NepeAaBaeMoi
ronocoBon NHGopMaLmn, HAAEXXHOCTU U YA06CTBY NCMONB30BaHMS.

Huxe n3obpaxeHa cxema BkaoueHus ycrpovicrea VP-12(P):

Cxema BknroyeHuss VP-12(P)



PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

1.2 CTpykTypa v npuHUMN paboTbl
IP-TenedoH VP-12(P) cOCTOUT 13 CieAyroLLMX NOACUCTEM:

* KOHTpOJI/iep, B COCTaB KOTOPOro BXOAUT:
* BbICOKOWHTErpMpoBaHHasi cucteMa Ha kpuctanne (System-on-a-Chip —
SoC) Realtek RTL8972C, BkntouatoLasn B cebs npoueccop, 100 MerabuTHbIN KOMMYyTaTop CO
BCTpoeHHbIMU PHY, annapaTtHoe yckopeHune Tpaduka L2/L3/L4;
+ flash-namate — 16MB;
+ onepaTtmBHas namats SDRAM - 128MB;
+ Kogek (ADC/DAC);
* XUAKOKPUCTANINYECKNiA ANCNaen ¢ paspeLleHmem 128x64 nukcenen;
* 3BYKOBOW Kogek Realtek ALC5621 nnu Realtek ALC5633Q;

® B 3aBuCMMOCTM OT BepCcMK annapaTHOro obecneyeHns: Ana Bepcuii Huxe 2.0 — kogek
Realtek ALC5621; ans Bepcuin 2.0 v Bbilwe — Kofek Realtek ALC5633Q.

* MONHOLUEHHas umdposas KnasmaTypa € AONONHUTENbHbIMU QYHKLNOHANBbHBIMU K/1aBULLAMMY;
* 1 nopt LAN: RJ-45 10/100BASE-T;

* 1 nopt PC: RJ-45 10/100BASE-T;

+ 1 nopt Handset: RJ-9 (4P4C) anst noAKAOYeHUs TPYOKY;

* 1 nopt Headset: 3.5 mm jack nnu RJ-9 (4P4AC) anst noAkntoueHns Tpy6ku;

® B 3aBMCMMOCTM OT BEpCUM anmnapaTHOro obecneyeHus: Ans Bepcuin Huxe 2.0 — pasbem
3.5 mm jack, ans Bepcuii 2.0 1 Bbiwe — RJ-9 (4P4C).

CTpyKTypHas cxema ycTpolicTBa NpuBeAeHa Ha PUCYHKE HIXE.

R145 Rl45

~

KoHTponnep Ethernet

switch

Ducnaei

®mazm

Knapnarypa

-



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

YcTponcTBo paboTaeT nog yrnpasneHnem ornepaumoHHON cnctems Linux. OCHOBHble GyHKLMN
ynpasieHus cocpesoToueHbl B npoleccope Realtek, koTopblin ocyLiecTBnseT mapLipyTmsauymio IP-
nakeToB, obecneyvBaeT paborty IP-TenedpoHun.

1.3 XapakTepucTuKn yCTPOMCTBA

O6Lwue napameTpbl

MutaHue

MoTpebnsemas MOLLHOCTb B paboyem
pexume

Pabounii Anana3oH TemnepaTyp

OTHOCUTEeNbHas BNaXXHOCTb Npu
Temriepatype 25°C

Fabaputhbl
Macca

JocTynHble nHTepderick

MapameTpsbl LAN-uHTepdeiica Ethernet

Konnuectso nopTos
INeKTPUYECKNA pazbem

CkopocTb nepegauu

MoAasep>KKa CTaHAAPTOB
MapameTpsbl PC-MHTepdeiica Ethernet

Konnyecrso noprtos
SNneKTpUYecKnii pasbem

CkopocTb nepeaauu

MoAasep>KKa CTaHAaPTOB

+ ajantep nutaHma SB DC, 2 A
+ nuTaHue no Ethernet-kabento PoE IEEE 802.3af (Tonbko
ans VP-12P)

He 6onee 3,5 BT (MakcManbHbI noTpebnsiemblii Tok 0,7 A)

oT +5 ao +40°C
Ao 80%

223x178x89,5 MM
He 6onee 0,52 Kkr

* LAN: 1 nopt Ethernet RJ-45 10/100BASE-T

* PC: 1 nopt Ethernet RJ-45 10/100BASE-T

* Handset: 1 pa3bem RJ-9 (4P4C) ansa noakntoueHns TpyeKu
* Headset: 1 pasbem 415 NOAKIOUEHUA FaPHUTYPbI

1

RJ-45

« 10, MbunT/C

« 100, MéuT/c

*+ aBToOnpejeneHve
BASE-T

]

RJ-45

+ 10 MéunT/c

+ 100 MéwuT/c
* aBTooOnpejeneHve

BASE-T



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

OCHOBHbIE PYHKLNOHA/IbHbIE BO3MOXHOCTY YCTPOUCTBA

CDyH KLMOHaIbHble BO3SMOXHOCTW VolP

MNoaaepxvBaeMble NPOTOKObI « SIP
KonnyectBo akkayHTOB 2
KntoueBble 0CO6EHHOCTM * 2 SIP-akKayHTa € He3aBUCUMO HaCTPOKKON

+ Noaaep>xka Ao 4-x pe3epBHbIX SIP-cepBepoB

+ TMBbKUI NnaH Hymepaumu

+ Pabota 6e3 SIP-cepBepa

+ OTO6paxeHne HoMepa 1 VMEeHU Bbi3blBaloLLLEro aboHeHTa
(CallerID)

+ OTkntoyeHne mmkpodoHa (Mute)

+ MoBTOpHLIA Habop HoMepa (Redial)

* HamBuAyanbHasa HacTporika pUHITOHOB Ha akKayHTax

* VcTtopus BbI3oBOB (Call History)

+ JlokanbHas TenepoHHasa kHura Ha 200 Homepos (Local
Phonebook)

+ TenedpoHHas kHura LDAP (LDAP Remote Phonebook)

+ Moasaep>KKa pexrMa rpoMKOM CBA3N

+ Pabota 3a NAT

+ MNepeaaya N NprieM KOPOTKUX TEKCTOBbLIX cO0bLLeHM (SIP
MESSAGE)

Pa6oTa 3a NAT * NAT keepalive
« STUN mode
« Public IP

Ob6ecnevyeHre 6e30MacHOCTA « SIP over TLS
« SRTP

FonocoBble GYyHKLMM * JXokomMneHcauus, pekomeHgaumm G.165, G.168 (AEC)
+ [eTekTop akTMBHOCTM peun (VAD)
+ O6HapyxeHwue 1 reHepmpoBaHue curHanos DTMF

O6HapyxeHVe 1 reHeprpoBaHne * Inband
curHanos DTMF + RFC2833

+ SIP INFO

Kopgekn + G.729
+ G.711a
* G.711u
G.723.1
G.726-24
G.726-32



®yHKkuun ABO

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

* YaepxaHue Bbi3oa — Call Hold

+ Mepepava BbizoBa — Call Transfer

* YBegoM/ieHMe O NoCTynaeHnn HoBOro Bbizosa — Call Waiting;
+ Mepeagpecaumnsa no 3aHaToctn — Call Forward on Busy

+ Mepeagpecaumnsa no HeoteeTy — Call Forward on No response
* be3sycnoBHasa nepeaapecauuns — Call Forward Unconditional

* He 6ecnokounTtb — DND

* CoseplueHVe aHOHVMHbIX Bbi30BOB — CLIR

* Topsauas/Tennasa nnHmna — Hotline/Warmline

* TpexcTopoHHssA KoHpepeHLusa — 3 Way-conference

+ OcTaHoBKa Habopa No HaxaTtuo #

* [lpnem NHTepKoM-BbI3OBa

CeTeBble ¢yH KUWOHa/lbHble BO3MOXXHOCTU

KntoueBble 0CcO6€HHOCTU

MpoToKoNbl

Noaaep>xka PPPoE

Moppep>xka DHCP onuuia

MoaAep>Ka MexaHM3MOB KayecTBa
obcnyxmBaHmnsa QoS

Moaaep>xka DNS

MNoaaepxka NTP

+ Bo3moxHoOCTb pa3geneHus voip, managment 1 pc-data
Tpadumka no pasHbIM vian

+ Static IP
« DHCP
+ PPPOE

* PAP, SPAP n CHAP aBTopu3auus
* PPPoE komnpeccusa

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
« 802.1P

+ CTaTnyeckn HacTpoeHHble agpeca DNS-cepBepoB
+ lInHammnyeckoe nonyyeHve agpecos DNS-cepsepoB Mo
DHCP

+ Cratnyeckoe ykasaHuve agpeca NTP-cepsepa
+ AnHammnyeckoe nonyveHue agpeca NTP-cepsepa no DHCP



OrpaqueHme ceTeBOro gocryna

MapLupyTmsayms

ynpaBneHme N MOHUTOPWUHI

KntoueBble ocob6eHHOCTU

NHTepdelichl

BbiBOA 0TNagouHom nHdopmaumn B

3arpyska/obHoneHune MO u
KoHUrypaumm

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

CeTeBOW 3KpaH
®unbtp MAC

CraTtnyeckas MmapLupyTmM3aums
Ha3HaueHwue npasun mapwpyTtmsaumm no DHCP (Option 33,
121, 249)

OrpaHuyeHue AocTyna no ceTeBbiM NHTepdencam

'Mbkas HaCcTpolKa AOCTyNa K 3/IeMeHTaM MeHI0 Ha Aucniee
yCTpoWcTBa

ABysA3blUHbIV MHTepdelic

Web-nHTtepoderic

SSH

Telnet

TR-069

MeHto Ha gucnsee ycTporicTBa

Syslog
Telnet
File

ABTOO6HOB/MIEHME MO pacnNUCaHNIO

MNepunognyeckoe aBTOO6HOBNEHNE
LleHTpannsoBaHHOe ob6HoBNeHMe Yepe3 ACS cepsep
(TR-069)



PyKOBOACTBO Mo sKcnayatTaymm |P—Te}'leq)OHOB cepunn VP

1.4 KOHCTpPYKTMBHOE NCMNOJIHEHNE

IP-TenedoH VP-12(P) BbINONHEH B N1AaCTUKOBOM Koprnyce ¢ pazMmepamu 223x178x89,5 Mm.

1.4.1 BepxHsAa naHenb ycTponcTea. HAnKaumsa

BHeLwwHWI BUA BepxHeli naHenun yctpoiictea VP-12(P) npvBeseH Ha

1234
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Ha BepxHeli naHenu yctporictea VP-12(P) pacnofioxXeHbl cnesytoLy,

nemeHT OnwuncaHune CocTosiHUne
nepeaHeii MHAMKaTopa
naHenu

1,2 L1, L2 VHANKATOPbI COCTOAHUA He roput

nepBoW 1 BTOPO NNHUN

ropnT 3eneHbIM

MUraeT 3eneHbIM
(B pexunme
OXMAAHWNSA)

MUraeT 3e/1eHbIM
(Bo Bpemsi
pa3roBopa)

MUWTaeT 3e/1eHbIM
(Bo Bpemsi
BXOJSLLEro BbI30Ba)

me CBeToBblE NHANKATOPbI:

CocTosiHMe yCTpoiicTBa

AKKayHT 3apervcTpmpoBaH 1 Haxo4MTcs
B PEXVME OXMAAHUSA BXOAALLEro/
NCXOASLLIErO BbI30BA.

AKKayHT aKTVBEH 1 HAXOAUTCS B
pexume pasroBopa uav Habopa
HoMepa.

AKKayHT B npoLiecce permcrpaumm

Bxogawmii BbI30B Ha BTOPOW INHUN,
OAMH 1N 6onee BbI3OBOB Ha
yAep>XaHumn

Bxoasawnin Bbi3oB

10



PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

SnemMeHT OnuncaHue CocrosiHue CocTosHMe ycTpoiicTBa
nepegHei WHAKKaTopa
naHenn
roOpuUT KPacHbIM Owmnbka perncrpaymm
FOPUT OPaHXeBbIM  AKKAyHT HaxoAnTcs B pexrme DND (He
6€eCcnoKounTb)
3 MSG VHAnKaTop Hannyms He ropuTt OTCyTCTBYIOT HEMPOUNTAHHbIE
HenpoOYNTaAHHbIX coobLeHus
Ccoo6LEeHN
MUraeT KpacHbIM ECcTb HenpounTaHHbIe cOObLLEeHNS
4 DND VHAmKkaTop cocToaHmnA ropuT KpacHbIM Kak MMHUMYM Ha OHOM aKKayHTe
ycnyrv DND akTUBKMpoBaH pexxum DND
He ropuTt Pexuim DND He akTBMpOBaH
5 MUTE VHANKATOP OTKIFOYEHHOTo  FOpUT KPacHbIM AKTVBMPOBaH pexum mute 414
MUKpodOHa TekyLLero pasrosopa
He roput Pexxnm mute He akTnBMpPOBaH

1.4.2 3apHss NaHenb yCTPOMCTBA

BHeLwHWiA BUg 3agHel naHenn VP-12(P) 3aBMCUT OT Bepcun annapaTHoro obecneveHus. BHelwHNA Bug ans
Bepcmin HMXKe 2.0 NnpmnBeseH Ha pucyHke A, ans Bepcun 2.0 1 Bbile — Ha pUCyHKe b.

20
)

6 7 8 9

PuncyHok A — BHewwHWIA BUA 3aaHel naHenn VP-12(P) ana Bepcmin annapaTtHOro obecneveHms Huxe 2.0

11



PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

®

0 © OO

" E——® LAN

6 7 8 9

PucyHok b — BHewHWIA BuA 3agHeli naHenn VP-12(P) ans Bepcuii annapatHoro obecrneyeHuns 2.0 v

DNIeMeHT 3ajHel naHenn

1.5

Headset

DC

PC

LAN

BbiLle

OnucaHve

pa3beM And NnoAKNKYEeHUA rapHNTYPbI:

* ANA Bepcuii annapaTHoro obecneveHns Huxe 2.0 — pasbeMm 3.5 MM
* ana Bepcum 2.0 1 Bbllwe — paszbeM RJ-9 (4P4C)

pa3beM And NoAKAYeHNsa ajganTtepa nuTaHus, SV 2A
nopT 10/100BASE-T Ethernet (pa3bem RJ-45) anst nogxntoueHus MK

nopt 10/100BASE-T Ethernet (pa3bem RJ-45) Anst NOAKNHOUYEHUSA K 1OKANbHOM
cetu

NHAanKaums COCTOAHUS Ha Ancnee

1

2

12



UIHAVKALMSA COCTOSHUS Ha ANCTIIEE

Ykazatens OnwucaHue
1 NHankaTop 3ByKOBOro nHTepdeiica:
# — tenedoHHas TpybKa NoAHATA;
=y
5 6 .
TenedoHHas TpybKa NONOXKEH];
- cnuKepdOH aKTUBNPOBAH;
Lt
¥t — nogkntoueHa rapHuTypa.
2 Nms TekyLLero akkayHTa, a npu ero oTCyTCTBUN
TenedOHHbIi HOMep
3 Tekywian gata 1 BpemMs
4 JelicTBuA, BbINOAHAEMbIE MPU HaXaTUn codpT-

KnaBul

1.6 KomMnaekT nocTtaBkn

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|eq)OHOB cepunn VP

B 6a30Bblii KOMMNAEKT NOCTABKM YCTpocTBa cepun VP-12(P) BxoaaT:

* IP-tenedpoH VP-12(P);

+ TenedoHHasa TpybKa 1 Kabenb ANna NOAKIYEHNSA TPYOKY;

+ Agantep nutaHwua 220/5B 2A;
+ Kabenb RJ-45;

. KpaTKoe PYKOBOACTBO MNOJ1Ib30BaTeE/IA N I'apaHTVII7IHbII7I TaJIOH.

® Mo 3anpocy B KOMMAEKT MNOCTaBKMN MOXET 6bITb f0b6aBneHa rapHUTypa

13



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

2 OnucaHwne VP-15, VP-15P

2.1 HasHaueHune

VP-15(P) — IP-TenedoHbl, NpesHa3HayYeHHble A5 NpefoCTaBNeHMs ro0COBbIX YCAYT U MOAKIHYEHNS
nepcoHanbHOro KoMneoTepa B IP-ceTb MO 0g4HOMY Kabento. YCTponcTBo obnagaeT nepesoBbiM
dYHKLUMOHaNoM, MeeT NoaaepXKy TexHonornm PoE, BbICOKOe KauecTBO U YHUBEPCAbHbIN AN3aH.

VP-15(P) nogonaeT Ana opraHmMsaLni C BbICOKMMUY TPeboBaHMSAMN K Ka4ecTBY NepeAaBaeMoi
ronocoBon nHGopmaumu, HaAeXXHOCTU 1N YA06CTBY NCMOb30BaHNS.

2.2 CTpykKTypa 1 NpuHUWN paboTsbl
IP-TenedoH VP-15(P) cocTouT 13 cneayroLmx NoacUCTeM:

* KOHTpPOJI/iep, B COCTaB KOTOPOro BXOAUT:
* BbICOKOVIHTErpMpOBaHHas c1ucTema Ha kpuctanne (System-on-a-Chip —
SoC) Realtek RTL8972C, BkntouaroLas B cebs npoueccop, 100-MerabuTHbIN KOMMYTaTOp CO
BCTpoeHHbIMY PHY, annapaTtHoe yckopeHune Tpaduka L2/L3/L4,
 flash-namaTte — 16MB;
+ onepaTtmBHasa namMatb SDRAM - 128MB;
+ kogek (ADC/DAC);
* XUAKOKPUCTANINYECcKUin ANCnen ¢ paspelleHmem 128x64 nukcenen;
*+ 3BYKOBOW Kogek Realtek ALC5633Q;

* MONHOLEHHas undpposas KnasmaTypa € AONONHUTENbHbIMU GYHKLNOHANbHBIMU K/1aBULLAMU;
* 1 nopt LAN: RJ-45 10/100BASE-T;
* 1 nopt PC: RJ-45 10/100BASE-T;
* 1 nopt Handset: RJ-9 (4P4C) anst noAKNOYeHNs TPYOKY;
+ 1 nopt Headset: RJ-9 (4P4C) ana nogkNto4eHNA rapHUTYpbI;
CTpyKTypHas cxema yCTponcTBa NpuBeAeHa Ha pUCyHKe HMXKe.

14



PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢)OHOB cepunn VP
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YcTpoiicTBo paboTaeT noj yrnpaBneHmem onepaumoHHON cnctemsl Linux. OCHOBHble GyHKLMN
ynpaBneHus cocpefoToueHbl B npoLieccope Realtek, KOTopbI ocyLecTBAsSeT MapLupyTusayuio IP-
nakeToB, obecrneymBaeT paboTy IP-TenepoHmN.

2.3 XapakTepuCTUKN yCTPOWNCTBA

O6wue napameTpbl

MutaHne

MoTpebnsemast MOLLHOCTb B
pabouyem pexuvme

Pabounii gnanasoH TemnepaTyp

OTHOCKUTENbHAs BNAaXXHOCTb npn
Temriepatype 25°C

Frabapwuthl
Macca

JocTtynHble nHTepdelichl

+ agjantep nutaHua 5V DC, 2 A
 nuTaHue no Ethernet-kabento PoE IEEE 802.3af (Tonbko gnst VP-15P)

He 6onee 4 BT (MakcMManbHbIli noTpebasiemblin Tok 0,8 A)

oT +5 go +40°C
40 80%

205x210x86 mm
He 6onee 0,80 kr

* LAN: 1 nopt Ethernet RJ-45 10/100BASE-T

* PC: 1 nopt Ethernet RJ-45 10/100BASE-T

* Handset: 1 pazbem RJ-9 (4P4C) ana noakntoveHns Tpy6Ku

* Headset: 1 pazbem RJ-9 (4P4AC) anst NOAKNOYEHNSI TAPHUTYPbI

15



MapameTpsbl LAN-uHTepderica Ethernet

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

Konnyecrtso noprtos 1

dneKkTpnYecknin pasbem RJ-45

CKopOCTb Nnepegaum « 10, Méut/C
+ 100, Méut/c

* aBpToonpejeneHune

MoAasep>KKa CTaHAAPTOB

Mapametpsbl PC-MHTepdeiica Ethernet

BASE-T

Konnyecrso noprtos 1
SneKTpuYecknii pasbem RJ-45
CKopocTb nepegayu + 10 MéuT/c

+ 100 MéwnT/c
* aBToOnpejeneHne

MNoaaep>xka cTaHAAPTOB

BASE-T

OCHOBHbIEe QYHKLNOHA/IbHbBIE BO3MOXHOCTU YCTPOVICTBA

q)yHKLI,I/IOHa.HbeIe BO3MOXHOCTWU VolP
I'Io,q,qep>|<|/|BaeMb|e NPOTOKO1bI

Konnyectso a KKayHTOB

KntoueBble ocob6eHHOCTU

SIP

2 SIP-akkayHTa € He3aBWCKMOWM HaCTPONKON

Moaaep>kka Ao 4-x pesepBHbIX SIP-cepBepoB

6K NnaH Hymepaumm

PaboTa 6e3 SIP-cepBepa

OTobpaxeHve HoMepa 1 MeHU BbI3blBaloLLero aboHeHTa
(CallerID)

OTkntoueHve MrukpodpoHa (Mute)

MoBTOpHLIN Habop Homepa (Redial)

NHavBmnayanbHas HacTpoOMKa PUHITOHOB Ha akKayHTaxX
WNcTopusa BeizoBos (Call History)

NokanbHasa TenedoHHas kHura Ha 200 Homepos (Local
Phonebook)

TenedoHHas kHura LDAP (LDAP Remote Phonebook)
MoaaepXka pexvnmMa rpoMKOM CBs3U

Paborta 3a NAT

Mepesaya 1 NpMem KOPOTKMX TEKCTOBbIX CO0bLLeHMiA (SIP
MESSAGE)

16



PaboTta 3a NAT .
O6ecneyeHre 6e30nacHOCT .
Fonocosble GyHKLMYN .

ObHapyxeHue 1 reHepypoBaHue
cnrHanos DTMF

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

JxokoMneHcauums, pekoMmeHgaumm G.165, G.168 (AEC)
JeTekTop akTBHOCTU peun (VAD)
O6HapyxeHune 1 reHepupoBaHue curHanos DTMF

* Inband
+ RFC2833

+ SIP INFO

Kogekn .

®yHKkuun ABO .

CeTeBble GpYHKLMOHANBbHBLIE BO3MOXHOCTM

KntoueBble 0cO6EHHOCTU .

MpoToKoNbI .

MNoaaep>xka PPPoE

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32

Yaep>aHue Bbizosa — Call Hold

MNepeaaya Bbi3oBa — Call Transfer

YBegoM/ieHMe 0 NocTyrnaeHnn HoBoro Bbi3oBa — Call Waiting;
MNepeagpecauns no 3aHaTtocTu — Call Forward on Busy
MNepeagpecaunsa no HeoTseTy — Call Forward on No response
Be3ycnoBHasa nepeagpecaums — Call Forward Unconditional

He 6ecnokontb — DND

CoBepLueHVe aHOHVMHBbIX Bbi30BOB — CLIR

lopsayas/Tennas nnHUA — Hotline/Warmline

TpexcTopoHHsa koHdepeHLusa — 3 Way-conference

OcTaHoBKa Habopa no HaxaTuo #

NpviemMm NHTEpPKOM-BbI3OBa

Bo3mMOXHOCTb pasgeneHuns voip, managment v pc-data
Tpadumka no pasHbIM vian

Static IP
DHCP
PPPOE

* PAP, SPAP n CHAP aBTopu3sauus

* PPPoE komnpeccusa

17



Moaaep>xka DHCP onuwnii

MNopnep>xka MexaH1M3MoB KayecTBa
obcnyxmBaHms QoS

Moppep>xka DNS

Moaaepxka NTP

OrpaHu4yeHune ceTeBOro focTyna

MapLupyTmnsaums

YnpaeneHve u MOHUTOPUHT

KntoueBble 0cO6EHHOCTU

NHTepdelichl

BbiBOg, 0TNaf0uHON HbOPMaLMK B

PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
- 802.1P

+ CTaTn4yeckn HacTpoeHHble agpeca DNS-cepsepoB
+ AnHamnyeckoe nonyveHne agpecos DNS-cepsepos rno DHCP

+ CraTnyeckoe ykasaHue agpeca NTP-cepeepa
+ AnHammnyeckoe nonydeHune agpeca NTP-cepsepa no DHCP

+ CeTeBoW 3KpaH
* ®uneTp MAC

+ CTatnyeckas MapLupyTm3aums
+ HasHaueHue npasun Mapipytmsaunm no DHCP (Option 33,
121, 249)

+ OrpaHunyeHwue AoCTyna rno ceTeBbIM NHTepdericam

+ Tmbkas HacTpolika OCTyna K 3NeMeHTaM MEeHI0 Ha Aucnniee
yCTpoWcTBa

+ [ByA3bIYHbIN NHTEpdeinc

+ Web-nHtepoeiic

+ SSH

* Telnet

+ TR-069

+ MeHto Ha gucnnee ycTporcTea

+ Syslog

* Telnet
- File

18



PyKOBOACTBO Mo sKcnayatTaymm |P—Te}'leq)OHOB cepunn VP

3arpyska/obHosneHue MO u + ABTOO6HOBNEHME MO pacnnNCaHNIo
KOH¢Urypauyu + Mepunopgnueckoe aBToO6HOBNEHVE
* LleHTpann3oBaHHoe o6HOBNeHMe Yepe3 ACS cepeep
(TR-069)

19



PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

2.4 KOHCTPYKTUBHOE 1CMOJHEeHne

IP-TenedoH VP-15(P) BbINONHEH B N1AaCTUKOBOM Koprnyce ¢ pazMmepamu 205x210x86 MM.

2.4.1 BepxHsisa naHenb ycTpomncTea. MHamKauus

BHeLwHWI BuA BepxHel naHenn yctpoictea VP-15(P) npuBeaeH Ha pUCyHKe HIMXKe.

©®©—1—4
®——>
@) 6

L J

\ AELTEX

Ha BepxHeli naHenn yctponctea VP-15(P) pacnofioXeHbl cnegytoliie CBeTOBblE MHANKATOPbI:

dnemeHT nepeaHeii naHenu OnucaHwne CocrosiHme CocrosiHue ycTponcTBa
MHAnKaTopa
1 o o VHAnKaTopbI 3aBnCUT OT KOHUrypaumm
o © nporpamMmmumpyembix
o © KnasuLW
2 CncTeMHbIN NHAMKATOP 3aBncKUT OT KoOHUrypaumm

000
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dnemeHT nepegHein naHenn

2.4.2 3aAHAA NaHeNb yCTPOMCTBa

OnucaHue

MHankaTop Hanmums
coobuieHus

NHAMKaTOP BKNHOYEHHOIA
rapHUTYpbI

NHAnKaTop OTKIOUEHHOro
MUKpOdOHa

VHAMKaTOP rPOMKOW CBA3W

PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

CocTosiHne
MHAMKaTopa

Mwuraet
3e/1eHbIM

He roput

fopwuT 3eneHbIM

He roput

lopwuT 3eneHbIM

He roput

lfopwuT 3eneHbIM

He roput

BHewHWIn BUg 3aaHel naHenn VP-15(P) nprBeaeHa Ha pUCYHKe HUXE.

Ve

===V

CocTosiHue ycTponcTBa

EcTb HenpounTaHHbIe
coobuleHus

OTCyTCTBYHOT HEMPOUUTaHHbIE
coobuleHus

AKTMBMpPOBaHa rapHuUTypa

FrapHUTYpa He aKkTUBMpPOBaHa

AKTVBUPOBaH pexunm mute Ans
TekyLLero pasroBopa

Pexxm mute He aKTNBMNPOBaH

AKTVBMPOBaHa rpomkas CBs3b

rpOMKaﬂ CBA3b HE
dKTBMPOBaHa

7

8 910

11 12

21



DNeMeHT 3aHel naHenmn

7

10

11
12

2.5 VHAMKaumMsa cCOCToAHUSA Ha gucnsee
1

DC
PC
Reset

LAN

FapHUTYpa
Tpy6bka

OnucaHue

PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

pa3beMm And NoAKNYeHNsa aganTtepa nuTaHus, SB 2A

nopt 10/100BASE-T Ethernet (pa3bem RJ-45) ans nogkntoueHms MK

KHomka Ans nepesanycka ycTpoiictea

nopt 10/100BASE-T Ethernet (pazbem RJ-45) Ans NOAKNOYEHWS K TOKANbHOW

cet™m

nopt RJ-9 AN NOAKNOYEHNSI TAPHUTYPbI

nopt RJ-9 Ana nogxknoveHnNs TPyoKu

UHAMKaLMs COCTOSIHNSA Ha Aucriiee

Ykazate OnucaHue

b

1

NHankaTop 3ByKOBOro nHTepdeiica:

i — tenepoHHan Tpybka NogHATa;

W

i _ TenedoHHas TpybKa NoNOXKeHa;

- cnuKkeppOH aKTUBMPOBAH;

TekyLwiasa gata n spemMs

ViIMeHa BK/TFOYEHHbIX dKKayHTOB, a nNpv OTCYyTCTBUN NMEH - Te}'le(l)OHHbIVI HOMEpP

(aKKayHT Mo yMO/14aHWIO NoMeyeH 3akKpaleHHbIM 1eéBbIM HVDKHUM yl'ﬂOM)

,ﬂ,eVICTBMﬂ, BbIMO/IHAEMbIE MPUN Ha>XaTUw CO(I)T-KI'IaBVILLI
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PyKOBOACTBO Mo sKcnayatTaymm |P—Te}'|eq)OHOB cepunn VP

2.6 KomnnekT nocTtaBkun
B 6a30BbIi KOMMIEKT NOCTaBKM ycTporictea cepum VP-15(P) BxoaaT:

* IP-tenedon VP-15(P);

+ [1ByXnoO3MUMOHHas NOACTaBKa;

+ TenepoHHasa Tpybka 1 Kabenb Ana NOAKAOYEHUSA TPYOKY;
+ Agantep nutaHma 220/5B 2A;

+ Kabenb RJ-45;

* VIHbopmauusa o ToBape 1 rapaHTUN.

(® Mo 3anpocy B KOMMNEKT MOCTAaBKN MOXeT 6bITb 06aBfeHa rapHUTypa
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PyKOBOACTBO Mo sKcnayatTaymm |P—Te}'|eq)OHOB cepunn VP

3 YnpaBneHue yepes web-koHpurypatop (IP-tenedoHbl cepun VP)
3.1 Hauano pa6oThl (IP-TenedpoHbl cepun VP)

3.1.1 MoaroTtoBKa K paboTe

@ [puv nepBOM BKIHOUEHWM YCTPOMCTBA PEKOMEHAYETCSH COPOCUTL €ro K 3aBOACKMM HaCTPOMKaM.
N5 3TOro B 3arpy>eHHOM COCTOSIHUM MpPY MOMOLLM KHOMOK 1 MEeHH0 Ha Aucniee TefiepoHa

BbIMNO/IHUTE COPOC HaCTpOoeK:
MeHto -> 3. HacTtpoiiku -> 2. Cucrema -> 5. Cépoc HacTpoek -> [la

YCTpOliCcTBO aBTOMATMYECKM Nepe3arpy3nTcs.

Ana Hauvana paboTbl NOAKIUMNTECH K YCTPOMUCTBY Mo nHTepdeincy LAN uepes web-6paysep:
1. OTKpouTe web-6paysep, Hanpumep: Firefox, Opera, Chrome.

2. BBeguTe B agpecHoO cTpoke bpay3epa IP-agpec ycTponcTsa.

@ [lMpwn 3aBOACKMNX YCTAaHOBKAXxX YCTPOMCTBO paboTaeT B pexrMme MOCTa C aBTOMaTUNYECKMM
nonyyeHmem IP-agpeca n gpyrnx napamMeTpoB ceTu rno npoTtokosny DHCP.

Y3HaTb NosyYeHHbIl IP-agpec MOXHO Npy NOMOLLIY MEHHIO Ha dKpaHe YCTPOICTBa, A/18 3TO
cnepyet nepenTun nNo cneayroiemy nytu: MeHto -> 1. Cratyc -> 1. CeTb

Mpwn ycnewHoM obHapy>KeHnM yCTPOMCTBA B OKHe bpay3epa 0TObpasnTcsa CTpaHMLA C 3arnpocom
MMeHW NoNb30BaTeNsA U Napons:

VP-12P rev.B -

Noruk
Mapone:

+ Boim

© 000 Tpednpuamue “3nmexc”, 2011 — 2018

© Mo ymonuaHuo, uMsi nonb3osaTtens — admin, naponb — password

3. BeeauTte 1MMsi Nonb30BaTesNst B CTPOKe «/T0rviH» 1 Mapo/b B CTPOKe «[aposib».
4. HaxxmuTe KHoMKy «BoliTu». B okHe 6pay3epa oTKpoeTcsl MaHeNb MOHUTOPUHTA.
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PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

@ [lepep paboTori C yCTPOMCTBOM peKOMeEHAyeTcst 06HOBUTbL NporpamMMHoe obecrneveHns A0
aKkTyanbHol Bepcmn (cM. pasgen [MoaveHto «O6HoBeHme M10») .

AkTyanbHyto Bepcunto MO MOXHO MOAYYNTb Ha CTpaHuLe 3arpy3km Uavi npy obpallieHn B
cepBUCHbIN LeHTp kKoMmnaHum IJITEKC. KoHTaKTbl TeXHUYECKOM NoAAEP>XKU U MONIe3Hble CCbIIKU
cmoTpuTe B pasgene TEXHUYECKAA NOAAEPXKA.

3.1.2 OnucaHue web-nHTepdeiica

3.1.2.1 OCHOBHbIE PEXUMBI PA6OTHI
Web-nHTepdelic ycTponcTse cepun VP MoXeT paboTaTb B ABYX pexumax:

*+ HacTtpoiikun — pexxum KOHPUTryprpoBaHMsa CUCTEeMbl — MO3BOSIET BbIMOAHUTL NOIHOE
KOHUIrypmpoBaHue yCTpOoMNCTBa. laHHOMY pexXnMy COOTBETCTBYIOT TPU BKNaAKN «CeTby, «IP-
TenepoHnA» 1 «Cucteman.

* MOHUTOPUHI — PeX1M MOHUTOPUHIa CUCTEMbI — NCMOJb3YeTCA AN1A NPOCMOTPa PasIMYHoro poja
nHpopmMaLmn, KOTopas KacaeTcs paboTbl yCTPOMCTBA: aKTUBHOCTb VIHTepHeT-coeAnHeH S,
COCTOSIHME TeNnepOHHOro NopTa, 06BLEM NPUHATLIX/MEepPeAaHHbIX AaHHbIX MO CETEBbIM
nHTepdercam 1 Tak ganee. PexnMy MOHUTOPUHIa COOTBETCTBYET O4HOMMEHHAas BKNaAKa
«MOHUTOPWHT».

3.1.2.2 OcHOBHbIe 3/1eMEHTbI web-uHTepgerica

OKHO NoNb30BaTENbLCKOro NHTepdenca pa3seneHo Ha wecTb obnactei (CM. pucyHok "OCHOBHble
anemeHTbl web-koHPUrypaTopa"):

1. ma nonb3oBaTensi, No KOTopbIM 6bl1 OCYLLECTB/IEH BXOJ, B CUCTEMY, KHOMKA 3aBepLUeHMS
ceaHca paboTbl B web-nHTepdelice (Bbixo4) NOA AAHHBIM MONbL30BAaTENEM U BbiNajatoLLee MeHH
Bbl6bOpa A3bika web-nHTepdeiica.

2. Bknaaku MeHHo, KOTOpble MO3BOJIAOT BblI6MPaTh KaTeropmm HacTpoek nav MoHUTopuHra: Cetb, IP
-TenedpoHus, Cuctrema, MOHUTOPUHT.

3. Bknagku noagmeHto, HeobxoaMMble AN yrpaBaeHNs NojeM HacTpoek.

4. [Mone HaCcTpOeK YCTPOMCTBA, KOTOpoe ba3sumpyeTcs Ha Bblbope nonb3oBaTtens. [laHHoe none
npeAHa3Ha4vyeHo A5 NPOCMOTPA HACTPOEK YCTPONCTBA 1 BBOAA KOHOUIYPALMOHHbIX AAaHHbIX.

5. KHonkun ynpaBneHus KkoHburypauunen, nogpobHasa nHdopmaums npreeseHa B passene
MNprymMeHeHne KoHPUrypaumm.

« [IpUMEHUTHL — NPUMEHUTb N COXPAHUTb TeKYLLYH KOHGUTypaumio B SHEProHe3aBMCUMYHO
namMsaTb YCTPOWCTBA;
+ OTMeHa — 0TMeHa U3MeHeHUM (BO3MOXHA TONbKO A0 HaXaTUs Ha KHOMKY «/TpUMEHUTLY).

6. NHdbopMaLMOHHOE none, B KOTOPOM OTOBpaxaeTcs BepCcMs MPOrpaMMHOro obecneyeHus,
Bepcmsa web-nHtepdeiica.
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PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

VP-12P 1w
IP-renecodns  Cuctema  MoOHWTOPUHF y
QoS HacTporka MAC-anpecos  MNokaneHeid DNS CeTeBoi aKkpaH ®uneTp MAC MaplipyTusauna SNMP ‘/
O6Lne HacTpolku il
VMg xocTa
CKOpOCTb M AynneKkc Auto v
BHelwHAs ceTb (LAN)
MpoTtokon DHCP v
AnbTepHaTusHbIi Vendor ID (onuyms 60)
MepBuyHblil DNS
BTopuyHblil DNS
Pasmep MTU 1500
Wcnonbsosate VLAN
HacTpolika IPSec
BHto4nTh
© 000 "Mpednpusmue "3nmexc”, 2011 — 2018 = Bepcus M0: 1.3.0.239
®) Bepcun eeb-usmepepeiica: 1.3.20

OCHOBHbIe 3/1eMeHTbI web-KoH@uUryparopa

3.1.2.3 [pumeHeHne KOHGuUrypaymm

¥ TTpUMEHKTE

KHorka «[puMeHNTb» NMeeT BUS; . M0 HaxaTuo Ha KHOMKY «[PUMeHUTb» MPOUCXOANT
coxpaHeHue koHourypaumm Bo flash-namatb ycTpoiictBa U NprMeHeHKe HOBbIX HacTpoek. Bee
HaCTPOWKW BCTyMNatoT B Uy 6e3 nepesarpyski yCTPOIACTBa.

B web-MHTep¢e|7|ce peannsoBaHa BM3yaJibHadaA NHAMKaUMA TEKyLLEro COCToAHMA npouecca npuMmeHeHms
HaCTpoeK, KOTOopad NokKasaHa B Ta6}1I/IL|,e HW>Xe.
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PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

Bu3yanibHasi UHANKALMS TEeKYLYEro COCTOSIHUS MPoLecca MNpUMeHeHUs] HacTpoeK

BHeLIHWI OnuncaHue cocTosiHUA
BUA

HacTpoikm cetn < lMocne HaxaTmA Ha KHOMKY <<|_|pVIMEHI/ITb» nponcxoanmT npouecc ﬂEMeHeHMﬂ n 3anncmn

HaCTpoek B NaMATb yCTpocTBa. O6 3TOM MHPOPMMPYET 3HAUOK
KHornke «[TpMeHNTL»

B Ha3BaHW BKNaAK1 N Ha

JEREIIRRT N O6 yCnelwHOM COXpaHEHUW U MPUMEHEHWI HAacTPOeK MHPOPMUPYET 3HAUOK B Ha3BaHWM
BKJTAAKN.

M-8 Ecnv 3HauveHune napamMeTpa 6bino YKa3aHo C OLIVBKOW, TO MOC/Ie HaXXaTus Ha KHOMKY
«|_|pI/IMEHI/ITb» noABUTCA COOTBETCTBYHOLLEE COO6LLI,eHVIe C YKasaHnem npn4ymnHbl, a B Ha3BaHUN

BK1aAKn OTO6pa3VITCF| 3Ha4oK E]

3.1.2.4 OTmeHa viaMeHeHuu

. ® OTmeHa ! !
KHOMKa oTMeHbl BMEHeHW nMeeT BUA; . I'Ip|/| HaXXaTn Ha KHOTIKY OTmeHa

OTpeAaKTVUPOBaHHbIE Ha CTpaHuLLe NapaMeTpbl 06HOBAAOTCA TEKYLLMMMN 3HAYEHUSIMU, 3aNUCaHHbIMW B
namMaTV yCTPOMCTBA.

© OTMeHa n3MeHeHUIi NPOM3BOANTCS TONBKO A0 HaXaTus Ha KHOMKY «MpuMeHnUTb». Mocne
HaXaTusi Ha KHorKy «MpuMeHUTb» BO3BpaT K NpeAblAyLLM HacTpoikam 6yAeT HEBO3MOXKEH.
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PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

3.2 KoHdurypupoBaHue (IP-TenepoHbl cepun VP)

Ans nepexofa B pexunm KOHOUIypMpoBaHUSt yCTPONCTBA BbibepuTe 0AHY 13 Tpex BKAaAoK «CeTby, «IP-
TenedoHua» nnm «Cnctema» B 3aBUCUMOCTM OT LN KOHPUIyprUpoBaHUS:

+ B MeHto «CeTb» BbINOIHAETCS KOHPUTYpUpPOBaHME CceTeBbIX HACTPOEK YCTPOMCTBA.

+ B meH1o «IP-TenedpoHums» BbinonHatoTca HacTpoiky VolP (Voice over IP): HacTpolika npoTokona SIP,
KOHUrypaums akkayHTOB, yCTaHOBKa KogekoBs, IBO v nnaHa Hymepauun.

* B MeHto «CncteMa» BbINONHAKTCSA HACTPOMKN CUCTEMbI, BpeMeHN, J0CTyna K YCTPOMCTBY MO
Pa3NMYHbLIM NPOTOKOAAM, MPOU3BOAMNTCA CMeHa Naposis 1 06HOBNEHE MPOrPaMMHOro
obecneyeHuns yCTPOMNCTBA.

SneMeHTbl MEHIO pexXrMa KOHPUTYpUPOBaHUS:
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PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

3.2.1 MeHw «CeTb»

B MeHto «CeTb» BbINOIHAETCA KOHOUIYPUPOBaHME CeTeBbIX HACTPOEK YCTPOMCTBA.

3.2.1.1 [llogmeHro « IHTepHET»

B nogMeHo «MIHTepHEeT» BbIMOIHAETCA KOHPUIYpUPOBaHME NOKAaIbHOW ceTu No
npotokonam PPPoE, DHCP n Static.

m IP-renecboHua  Cuctema  MoHWMTOPMHr

MO QoS Hactpoiika MAC-agpecoe  Jlokanbiblid DNS  CeTesoi kpaH  ©uneTp MAC — Mapwpytusauus  SNMP

Ob6wune HacTpotku

Mma xocTa
CKOpOCTE M Qynneks Auto v
BHewHAs ceTb (LAN)
MpoTokon DHCP v

AnsTepHaTHEHLIA Vendor 1D (onuyua 60)
MepenyHblil DNS
BTopuYHBIA DNS

Pasmep MTU 1500

Mcnonesoeats VLAN

HacTpoiika IPSec

BEMOYUTE

O6Lwue HaCTPONKMU

* VIMs1 XOCTa — ceTeBOe MMS YCTPOWCTBA.
+ CKOpOCTb U 4yr1/1eKc — yCTaHOBKa CKOPOCTW Nepejaydn AaHHbIX 1 pexrmMa paboTbl gyniekca Ha
Ethernet-nopTy LAN ycTpoiicTBa:
* Auto — aBTOMaTNYecKoe cornacoBaHne CKOpocTn 1 AyrnneKkca;
+ 100 Half - nogaep>xxmnBaetca ckopocTb 100 M6uT/C € nonyaynnekcHbIN pexxMMom;
+ 100 Full - nogaepxvBaeTtca ckopocTb 100 M6UT/C ¢ AyNAeKCHbIM PeXXMOM;
+ 10 Half - nopaepxunBaeTtca ckopocTb 10 M6UT/C ¢ NoNyAyNAeKCHbIM PEXVIMOM,;
*+ 10 Full - noasepxwmBaeTcs ckopocTb 10 M6UT/C € AyNAEKCHBIM PEXVIMOM.
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BHewHss ceTb (LAN)

lpoTokos1 — BbI6OP NPOTOKO/IA, MO KOTOPOMY byZeT ocyLecTBAATLCA nogkatoveHne LAN-
NHTepdenca yCTpoNCTBa K CeTn nepesaydn JaHHbIX:
+ Static — pexxum paboTbl, Npy KOTOPOM IP-agpec n Bce HeobxoanMble napameTpbl Ha LAN-
NHTepdence Ha3HaAYaKTCA CTaTUYeCKN;
* DHCP - pexum paboTbl, Npu KoTopoM IP-agpec, Macka nogceTu, agpec DNS-cepsepa, w3
Mo YMONYaHWIO N Jpyrve napaMeTpbl, Heobxoanmble A paboTbl B ceTn, byAyT NonyyeHbl
oT DHCP-cepBepa aBTOMatmnyecku;
* PPPOE - pexum paboTsbl, Npy KoTopoM Ha LAN-mHTepderice nogHnmMaeTca PPP-ceccusa yepes
Ethernet.

lMpoTtokon "Static"

Mpu BbIGOpe NpoTokona Tuna «Static» Anst pefakTMPOBaHWSA CTaHYT AOCTYMHbI CeytoLe napameTpsbi:

IP-ggpec - yctaHoBKa IP-agpeca LAN-mHTepdeiica ycTporicTBa B ceTW Nepeaayn AaHHbIX;

Macka rogcetyi — Mmacka BHeLUHe noAceTy;

L7103 110 yMO/14aHWIo — aipec, Ha KOTOPbIV OTNPAaB/IAETCA NakeT, ec/in AN Hero He HanjeH
MapLUpyT B TabavLe MapLupyTusaumu;

MepBuyHbIi DNS, BropuyHsisi DNS — appeca cepBepoB JOMEHHbIX MMEH (MCNONb3YHTCS AN
onpeaeneHus IP-agpeca ycTpoiicTBa Mo ero JOMeHHOMY MMeHW). [laHHble MO MOXHO OCTaBUTb
NycTbIMW, €CN B HUX HET HEOBXOANMOCTH.

Pasmep MTU - MakcUMasbHbIV pa3Mmep 6710ka faHHbIX, NepesaBaemMblX Mo ceTu.

lMpoTtokos "DHCP"

Mpw BbIGOPE NpoTokona Tuna «<DHCP» aAna peaakTmpoBaHWA CTaHYT AOCTYMHbI CejytoLe napamMeTpbl:

AnbtepHatusHbivi Vendor ID (oriyms 60) — npy ycTaHOBIEHHOM dnare ycTpolicTBO nepesaéTt

B DHCP-coobweHmax B onuum 60 (Vendor class ID) 3HaueHwe 13 nonsa Vendor ID (oryms 60). Ecnun
dnar AibTepHatvsHbIvi Vendor ID (onyus 60) He ycTaHOBNEeH — B onuumn 60 nepesaeTcst 3HaYeHme
No yMOJIHaHUIO, KOTOPOe MeeT cieayroLwnii Gopmar:

[VENDOR:npowussoanTens][DEVICE:Tvn ycTpoiicTBa][HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-agpec nHtepdeiica WAN][LAN:MAC-aapec nHtepdeiica LANJ[VERSION:Bepcus
nporpaMmmMHoro obecrneyeHus]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

* Vendor ID (onyms 60) — 3HaueHwne onummn 60 (Vendor class ID) nepesaBaemoe B DHCP
coobLeHuax. MNpu nyctom rnosne onuusa 60 B coobLieHnax npotokona DHCP He nepepaéTrcs.

MepBuyHbIi DNS, BropuyHsisi DNS — appeca cepBepoB JOMEHHbIX MMEH (MCNONb3YHTCS AN
onpegenenus IP-agpeca ycTpolicTBa No ero JOMeHHOMY MIMeHW). ALpeca, 3alaHHble BPYUHYHO,
6yayT MeTb npuopuTeT Hag agpecamu DNS-cepBepoB, nosydeHHbIMY 1Mo npoTokosny DHCP.
Pasmep MTU — MakcrMasibHbIV pa3Mep 6/10Ka AaHHbIX, NepesaBaemMblX Mo ceTu.

Cnucok ncnonb3yembix DHCP onumii Ha KaxzAoM ceTeBOM MHTepdeiice MOXHO 3ajaBaTb BPYUHYHO.
NHpopmaLms Mo HaCTpoKe cnmcka B NpuaoxeHun Hacrporika DHCP-kneHToB B My/IbTUCEPBUCHOM
pexume.
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lpoTtokosn "PPPOE"

Mpu BbIGOPE NpoTokona Tuna «PPPOE» Ana peAakTMpoBaHNA CTaHYT AOCTYMHbI ChejyroLme
napameTpbl:

ViMa nosib3oBate/id — UMe NoNb30BaTtens /s aBTopusaunm Ha PPP-cepsepe.

laposib — naponb ANA aBToOpM3aLnn.

MTU - MakcManbHbI pazMmep 610Ka AaHHbIX, NepesaBaeMbix Mo ceTu (pekoMeHayemoe
3HaueHue — 1492).

Service-Name — vms ycnyru — 3HaveHue Tara Service-Name B coobLyeHnn PADI (mone He
obs3aTeNlbHO ANS 3aN0NHeHMS).

Bropovi goctyn — tmn poctyna (IPOE) Kk nokanbHbIM ceTeBbIM pecypcaM. MOXHO BblibpaTb O4VH 13
ABYX 2 BapVaHTOB:

* DHCP - anHamunueckuin goctyn, korga IP-agpec v Bce HeobxoAVMble NapameTpsbl
nosiyyaroTcsa rno nportokosny DHCP;

+ Static — cTaTU4ecKkmin — B 3TOM C/lydae HeobxoanMble AN A0CTyMna napamMeTpbl 3a4atoTcs
BPY4HYHo: IP-agpec, Macka nogceTtun, DNS-cepsep, LLUnto3;

® [MMpw BbIGOPE OAHOrO 13 CNOCO6OB Ha3zHaueHs IP-agpeca Ha MHTepdeiice BTOPOro
A0CTYNa MOABASOTCA JOMONHUTENbHbIE MapaMeTpbl, COOTBETCTBYOLLME BbIGpPaHHOMY
NPOTOKONY.

Yicrnonb3o0Batb BTOpovi 4OCTyr 415 VoIP — onuua AocTynHa, ecnn ans cepeuca IP-tenedoHnn He
HACTPOEH BblAeNeHHbIN HTepdelic (ycTaHoBNeH dnar «/cro/ib30BaTe HaCTPoriky Internet»). Mpwn
cHATOM dnare (No ymonyaHuo) cepsuc IP-TenepoHMN NCNonb3yeT 418 CBoel paboThl
nHTepoeric PPP, npu yctaHoBNeHHOM — UHTepdelic BToporo goctyna (IPoE).

AnbTepHaTtusHbivi Vendor ID (oniyus 60) — npyn ycTaHOBAEHHOM ¢/iare YyCTPOICTBO NepesaéT

B DHCP-coobweHunax B onuum 60 (Vendor class ID) 3HaueHwe 13 nonsa Vendor ID (oryms 60). Ecnun
dnar AnbrepHatuHbivi Vendor ID (oriyms 60) He ycTaHOBNEH — B onuum 60 nepesaeTcs 3HaYeHne
No yMO/IYaHMIO, KOTOPOEe UMeeT cneayroLmii dopmar:

[VENDOR:npownssoantens][DEVICE:Tn ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
HoMep][WAN:MAC-agpec nHtepdeiica WAN]ILAN:MAC-agpec nHtepderica LAN]J[VERSION:Bepcus
nporpaMmmMHoro o6ecrneuyeHus]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:D0][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

+ Vendor ID (onyms 60) — 3Ha4veHume onuum 60 (Vendor class ID) nepegaBaemoe B DHCP
coobuieHusax. Mpu nyctom nosne onuus 60 B coobLieHnsax npotokona DHCP He nepeaaéTcs.

Ncnonb3oBaTb VLAN

VLAN - BupTyanbHas nokanbHas ceTb. [TpeacTaBnsieT cobo rpynny XocToB, 06 bejMHEHHbIX B O4HY
ceTb, HE3aBNUCMMO OT X GU3NYECKOro MEeCTOHAXOXAEHWS. YCTPOKCTBA, CrpynnnpoBaHHbIe B O4HY
BUpPTyanbHyto ceTb VLAN, nmetoT ogmHakoBbi naeHtudurkatop VLAN-ID.

* Ucrionb3oBate VLAN — npun ycTaHOBNEHHOM ¢iare ncnonb3oBaTb ANS BbIXOAA B CeTb

naeHTnoumkatop VLAN, nponncaHHbiv B none «VLAN ID».
+ VLAN ID - npeHTudumkatop VLAN, ncnonbsyembii 4 JaHHOroO ceTeBoro nHrepderica.
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+ 802.1P — npu3sHak 802.1P (gpyroe Ha3BaHue CoS - Class of Service), ycTaHaBnMBaeMblii Ha
nexogsauime ¢ JaHHoro nHtepdelrica IP-nakeTobl. MpuHMMaeT 3HayeHUst oT 0 (HU3LWINIA
npuopuTeT) A0 7 (HaMBbICLLINIA NPUOPUTET).

HacTtpoliika IPSec
B saHHOM pa3gene ocyLecTBAsSeTCA HAaCcTpolika WwindpoBaHus no texHonorum IPSec (IP Security).

IPSec - 3T0 Habop NPOTOKONOB ANA 0becrneyeHNs 3aLlMThbl JaHHbIX, epejaBaeMblX MO MeXCeTeBOMY
npoTokoy IP, MO3BONSAIOLLMIA OCYLLIECTBNATL MOATBEPXAEHME NOANNHHOCTY (ayTeHTUdMKaLMIO),
npoBepKy LenocTHocTn n/unu wndposaHme IP-nakeToB. IPSec Takxxe BKAtOUYaeT B cebsi NPOTOKO/bI 415
3alNLLEHHOro obMeHa Kto4Yamu B cetn IHTepHeT.

B TekyLLiel BepcMr NPOrpamMMHOro obecriedeHnss NocpeAcTBOM IPSec MOXHO OCyLLLeCTBAATb TONbKO
poctyn K nHTepdericam ynpasneHus yctporicteaom (Web, Telnet).

HacTtpoiika IPSec
Brneo4HTE &

WHTEpMeRt thermet v
NokaneHwA IP-agpec
Aper NOKANBHOW NOACETH
Macka NokansHOW NOACETH
Afper yAaANeHHOW NOJACETH
Macka yaaneHHo NoaceT™
YAANEHHBIA W03

Pesrm NAT-T Off v
ATPECCHEHBIA PERNM

Tun waeHTHPHKATOpA address v

MoeHTngukaTop

®@asa 1
3apanes 3aaaHHbIA KNy
ANTropUTM Yy TEHTHDKALH m v
ANropuTIA WHDPOBAHUA des v
Ipynna Jughu-Xennmasa 1 v
BpemaA #nann (ass! 1, ¢ BE400
®@asa 2
AnNropHTM ayTEHTHRHKLH hmac_ma: v
ANTOPUTIA WNCPOBAHKA des v
Mpynna Qudpu-Xennmara 1 ul

Bpewn ®H3HM pasel 2, ©

* Bk/110YMTH — pa3peLLnTb UCNoNb3oBaHWe npoTokona IPSec aAns wWndpoBaHWa AaHHbIX;
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VIHTepgeric — HacTporKa MMeeT CUY TOJIbKO Npu Bblbope ansa NHTepHeTa
npotokona PPPoE n onpegensieT, Ana A0CTyna No KakoMy nHtepgeincy
ncnonb3osaTb IPSec: Ethernet (MHTepdeiic BToporo goctyna) nnmn PPP (nHTepdelic nepsoro
poctyna). Mpwu Bbi6ope npoTtokonos DHCP nnu Static B ycnyre akTvBeH TONbKO OANH
nHTepderic (Ethernet), No KOTOPOMY BO3MOXEH AOCTYN TONIbKO NocpescTBoM IPSec;
JlokanbHbIVi IP-agpec — agpec ycTporcTBa Ansa paboTel no npoTtokony IPSec;
Adpec /10ka/IbHOU Mo4CeTv COBMECTHO ¢ Mackowi /10Ka/ibHOU Mo4CceTy onpesenstoT
JIOKaNbHYI NojceTb /151 CO3aHNS TOMONOMMIA CeTb-CeTb UJIN CeTb-TOYUKA;
Adpec yaaneHHo rnogcetvi COBMeCTHO ¢ Mackoii yasieHHOV nogcety onpefensaioT ajgpec
yZAaneHHOoW rnojcetn Ans CBA3M C NCNONb30BaHMEM WN$pPOoBaHUsS No npoTokony IPSec. Ecnu
Macka nMmeet 3HadeHune 255.255.255.255, cBsA3b OCyLLeCTBAAETCH C eANHCTBEHHbLIM XOCTOM.
Macka, oTanyHas ot 255.255.255.255, no3BonseT 3a4aTb Lenyto NoAceTb. TakMm o6pa3om,
PYHKLMOHaJIbHble BO3MOXHOCTM YCTPOMCTBA MO3BO/IAOT OPraHn30BaTh 4 TOMOIOMMN CeTn C
MCNoNb30oBaHMEM WNPpPOoBaHUA Tpadumka No NpoTokoy IPSec: Touka-Touka, CeTb-TouUKa,
TOUKa-CeTb, CeTb-CeThb;
YaaneHHbIV 1W/1F03 — LUNK03, Yepes3 KOTOPbIA OCYLLIeCTBAIAETCA JOCTYN K YAaNeHHOW nojceTu;
Pexxim NAT-T - Bbibop pexxuma NAT-T. NAT-T (NAT Traversal) nHkancynupyet Tpaduk IPSec
n ogHOBpPeMeHHO co3zaeT nakeTbl UDP, KoTopble ycTponcTBO NAT KOPPEKTHO nepeckinaer.
Ansa storo NAT-T nomeLaeTt foNoNHUTENbHbIV 3aronoBok UDP nepeg naketoMm IPSec, 4To6bI
OH BO Bcell ceTn obpabaTbiBanca Kak 06blvHbIN NakeT UDP, 1 XocT nonyyatens He NPoOBOAUA
HUKaKNX NPOBEpPOK Le/IOCTHOCTU. ocsie NoCTyrneHns nakeTa K MecTy HazHayeHus
3aronoBok UDP ypansetcs, v nakeT fJaHHbIX MPOAO/KAET CBOW AaNbHENLLNN NYTb Kak
WHKaNCcynMpoBaHHbIA nakeT IPSec. C noMoLbto TeXHUKY NAT-T BO3MOXHO yCTaHOBEHVe
CBA3U Mexay KnrneHTamu IPSec B 3aLMLLIEHHBIX CeTSX U 06LLeA0CTyNHbIMU XocTamu IPSec
yepes MexceTeBble 3KpaHbl. PexxnMbl paboTbl NAT-T:

* On — pexum NAT-T akTUBMPYeTCs TONLKO Npu obHapy>XXeHnn NAT Ha nNyTu K

XOCTY Ha3HaYeHus;
* Force - B nto6oM cnyyae ncrnonb3oBatb NAT-T,
+ Off — He ncnone3oBaTb NAT-T Npy yCTaHOBNEHUN COEANHEHNS.

JoctynHbl cnegyrowime Hactponky NAT-T:

* UDP-riopT NAT-T — UDP-nopT nakeToB, B KOTOPble OCYLLeCTBAALTCA
NHKancynaumsa coobueHnii IPSec. Mo ymonuaHuto 4500.

* VIHTepBan otripasku rnaketos NAT-T keepalive, cek — nHTepBan oTnpaBku
nepuoAnYecKnX coobLLeHNI ANA NoAAepPXKaHWA aKTUBHOMO cocTosiHMA UDP-
coeAMHEeHWA Ha YCTPOWCTBE, BbinosiHsAoLWwero ¢yHkumm NAT.

* ArpeccuBHbIV pexum — pexum paboTbl Ha ¢pase 1, korga obMeH Bcen
HeobxoAnMoMr MHOPMaLMer OCyLLLeCTBASETCA TPeMst HeLNPPOBAHHbLIMU
naketamu. B ctaHgapTHOM pexurme (main mode) obMeH ocyLecTBaseTcs
LIeCTbIo HelNPPOBaHHbBIMW NakeTaMu.

« Tun ngeHTugukaropa — Tun naeHTudurkaTopa ycrponcrsea: address, fqdn, keyed, user_fqdn, asn1dn;
* VigeHTugukaTop — NAeHTUPUKaTOP YCTPOMCTBA, NCNONb3yeMbliA ANs nageHTndumnkaumm Ha dase 1
(3anonHaTE Npu HeobxoaMmocTy). PopmaT nageHTUPMKATOPa 3aBUCUT OT TUMa.

Ha nepBom aTane (pase) ABa y3/1a «A0roBaprBaloTCA» O MeToAe UAaeHTUdrKaLmm, anropmtme
wngposaHus, xaw anropmtMme v rpynne Diffie Hellman. OHu Takxe naeHTnomnumpyoT aApyr apyra. Ans
dasbl 1 nMeroTCs cnesyroLme HaCTPONKNA:
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* 3apaHee 3a4aHHbIV K104 — CEKPETHBbIW K/H0Y, NCMOJIb3YeMblid B anroputMe ayTeHTUGUKaumm Ha
dase 1. MpeactaBnsgeT cobo CTPOKy OT 8 A0 63 CUMBONOB;

* A/lroputMm ayTeHTU@UKayu — Bblbop OAHOIO 13 CNUCKa arOPUTMOB ayTeHTUdUKaumn: MD5,
SHAT,

* Aroput LUN@pPoBaHWs — BbI6OP OAHOI0 N3 CNKCKa airopnTMOB WndposaHus: DES,
3DES, Blowfish;

« pynna Aungeu-XenimaHa — Boibop rpynnbl Diffie-Hellman;
* Bpemsi xu3Hu ¢asbl 1, cek — Bpemsl, No NCTeyeHn KOToporo y3siaM Heo6XoANMo

nepenaeHTUPULMPOBATL APYr Apyra 1 CpaBHUTbL NOANTUKY (Apyroe HasBaHue IKE SA lifetime). Mo
ymMon4daHuo 24 yaca (86400 cekyHA).

®aza?2

Ha BTOpOM 3Tane reHepupyroTCa JaHHble KJTH0Yel, y3/bl «40roBaprBaroTCA» 06 1CNob3yemMon
NONINTMKE. DTOT PEXMM, TakKe Ha3biBaeMblli 6bICTPbIM pexxmom (quick mode), oTanyaeTcs oT NnepBo

$a3bl TeM, UTO MOXET YCTAaHOBUTLCA TO/IbKO NOC/Ie MepBOro 3Tana, KorAa Bce nakeTbl BTOPOI ¢asbl
wnpyroTcs.

* A/IropuTtMm ayTeHTUGUKaLyu — BblbOp OAHOro N3 CNUCKa anropnTtMoB ayTeHTUdukauynmn: HMAC -
MD5, HMAC-SHAT1, DES, 3DES;

* Aroput LUN@pPoBaHWs — BbI6OP OAHOIO N3 CNKCKa airopnTMOB WndposaHus: DES,
3DES, Blowfish;

« [pynna Augeu-XenimaHa — Boibop rpynnel Diffie-Hellman;
* Bpems Xu3Hu §asbl 2, cek — BpeMs, Yepes KOTopoe NPONCXOAMUT CMeHa Ko4a WindpoBaHus
AaHHbIX (apyroe Ha3BaHwue IPSec SA lifetime). Mo ymonuaHuto 60 MUHYT (3600 cekyHz).

© /[ns BCTynneHUsi B CUy HOBOM KOHOUIYpaLMn 1 3aHEeCeHs HAacCTPOeK B SHEProHe3aBMCUMYHO
NaMsiTb HAXXMUTE KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHUIA HaXMUTE KHOMKY « OTMEHa.

3.2.1.2 [logmeHro «802.1X»

B nogMeHto «802.1X» oCyLLLeCTBASIETCA HACcTpolika NapaMeTpoB ayTeHTUdMKaLMKM No cneumdrkaumm
802.1X.

m IP-TenedgoHUA CHcTeMa MOHUTOPHHT

MuTepHer QoS  Hactpoiika MAC-appecos  [Mowkanekeni DNS  Cetesoli skpan Ounetp MAC Mapwpymzaupa  SNMP

802.1X
Brnwoumme
MinsA nonb3oeaTens
Mapone
Auth Taimayt | 30
Held TaimayT | 60

MakcymaneHoe KoNU4ecTBO Nonbmok. | 3

e

* BknwouunTb — ycTaHoBUTe ¢aiar, 4Tobbl BKAOUNTL ayTeHTUGMKaLmto no cneuyngukauymmn 802.1X.
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+ ViMs nonb3oBaTens — Ms NoJsib30BaTeNs, NCNoib3yemMoe Npu ayTeHTUdrKaumm.

+ [aponb — Naposb, NCNONb3YEMBbIA NPU ayTEHTUDUKALINN.

+ Auth TaiMayT - BpemMsa OXunAaHUSA OTBeTa OT ayTeHTUdMKaTopa Ha 3arnpoc ayTeHTUPUKaLmn.

* Held TaimayT — nHTepBan BpemMeHn Mexay NonbiTkaMuy ayTeHTUrKaLummn.

* MakcManbHoe KONMYecTBO MOoMbITOK — MakCMasibHOe KOIMYEeCTBO NMOMbITOK OTNPaBKu
coobuleHnin EAPOL-Start.

3.2.1.3 [llogmeHro «QoS»

B nogMeHto «QoS» ocyLLecTBAsSeTCs HAaCTPOKa NPpMopUTeTOB 06paboTku Tpadurka 1 Tna oyepesen.

m IP-tenecroHma  Cuctema  MOHWMTOPWHI

WHTEpHET m HacTpoika MAC-anpecoe  JlokanbHeld DNS — CeTepoii akpaH — ©uneTp MAC  MapwpyTu3auua  SNMP

HacTpolika QoS

KoHTpOonk noToka
BbiGOp NPHOPHTETOR DSCP v

Tun oyepenn Strict v

* KOHTpO/Ib MOTOKa — BKJ/IHOUEHME/BbIKNHOYEHVE MeXaH3Ma yrpaB/ieH s NOTOKOM nepeaaydn
JAaHHbIX No npotokony TCP;
* Bblbop ripyioputTeToB — BbI6Op cnocoba npnoputusaumnm Tpaduka:
+ DSCP — MexaHun3M Knaccmoukaumu, ynpasneHns Tpapukom n obecrneyeHms KayecTsa
06C/y>KMBaHWS NOCPEACTBOM NMPUOPUTETOB;
+ 802.1p - npu3Hak (gpyroe Ha3BaHWe CoS - Class of Service), ycTaHaBANBaeMbIiA Ha
nexogsame ¢ JaHHoro nHtepdelrica IP-nakeTobl. MpuHMMaeT 3HadeHNs oT 0 (HU3LWIKIA
npuvopuTeT) A0 7 (HaMBbICLLWIA NPUOPUTET).

® [Mpw BKAHOYEHHOM KOHTPOJ/1€ MOTOKA HAaCTPOWKMN NPUOPUTETOB HELOCTYMHbI.

« Tun o4epegu — BbI6OP ANCUNIIVIHBI OOC/TYKUBAHUM OYEPELE:

« Strict — gncumnavHa obcny>KMBaHUa ouyepejeit, Npy KOTopon Tpaduk ¢ bonee HN3KNM
NpMopuUTETOM NepesaeTcs, TONbKO KOrja yXe nepesaHa ovepesb € 60siee BbICOKUM
NpUOPUTETOM;

+ WRQ - ancumnnnHa obcnyXmBaHus ovepesen, npy KOTOPo A0CTynHasa nonoca
NPONycKaHNA AeNNTCA MeXay ovepesaMin NPOonopLOHaNbHO NPUOPUTETY.

* [lpnoputer 0..5 — onpeaenseTcs Bec npuoputeTta B gnanasoHe ot 1 4o 127, uem
BbiLLIe BeC, TeM npuoputetTHee Tpaduk.

© [na BCTynNeHWA B CUY HOBOW KOHOUIypaLMKM 1 3aHECEHNA HAaCTPOEeK B SHEProOHEe3aBUCKIMYHO
NaMsATb HAXXMUTE KHOMKY «/TpuMeHUTb». AN OTMEeHbl U3MEeHEHUIN HAXXMUTE KHOMKY « OTMEHa.
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3.2.1.4 Hacrpovika «<MAC-agpecoB»

B nogmeHto «<HacTpoiika MAC-agpecoB» MOXHO n3MeHUTb MAC-agpec LAN-nHTepdelica ycTponcTaa.

m IP-renecpoina Cuctema  MoHMUTOPMHI

MHTepHeT QoS [EEERNGCICYNEOENEE: 0 [okansHeii DNS  CeTeBoll 3kpaH  ©OunbTp MAC  Mapwpytusaups  SNMP

HacTtpoliika MAC-agpeca LAN

Mepeonpeaenits MAC

MAC v

* [lepeoripegente MAC — Npu ycTaHOBNeHHOM ¢iare Ha uHTepderce VIHTepHeT
ncnonb3yetca MAC-agpec ns nona MAC.
* MAC — MAC-agpec, KoTopbl byeT Ha3HayeH ceTeBOMY MHTepdercy yCTpOMCTBa.

Ana nepeonpegenenns MAC Ha nHtepdeiice «IP-tenedoHums» nnm «VLAN ynpasneHus» BOCNONb3ynTeCh
pasgenamun «Hactpoka MAC-agpeca Ha nHtepdeiice "IP-tenre¢poHus"» nnn «Hactporika MAC-agpeca Ha
nHtepdeice "VLAN yripas/ieHUs'».

© /AnsA BCTynaeHUs B CUy HOBOW KOHOUIypaLmMmM 1 3aHECEHNSI HACTPOEK B SHEProHEe3aBUCUMYHO
NaMSATb HAXKMUTE KHOMKY «/TovMeHUTL». AN OTMEHbI U3MEHEHWNIA HAXMUTE KHOMKY « OTMEeHay.

3.2.1.5 [llogmeHro «/1okasibHbIVi DNS»

B noameHto «JlokaneHbIi DNS» nponseogntca KoHurypmposaHue nokanbHoro DNS-cepBepa
yCTpOMCTBa NyTeM gobaBneHus B 6a3y nap IP-agpec — AOMeHHoe nMs.

NokanbHbI DNS no3sonseT w3y nonyynts IP-agpec B3amMoericTByoLero yCTpoMCcTBa no ero
AOMeHHOMY MeHW. B cnydae oTcyTcTBua cepBepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAANEXNT
LLIFO3, HO MPY HEOBXOANMOCT MapLLPYTU3aLLMM MO CEeTEBLIM MMeHaM 160 NCNOb30BaHNSA B KayecTse
aapeca SIP-cepBepa ero ceTeBoro MMeHu, MOXXHO NCNOb30BaTb «J/lokanbHbIA DNS». Mpun 3ToM
HeobXoAMMO 3HaTb YCTAHOB/IEHHbIE COOTBETCTBUA MeXAY MeHaMu y310B (oMeHaMun) v ux IP-
agpecamu.
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IP-TenecpoHnn  Cuctema  MOHWUTOPMHr

MIHTEPHET QoS HacTpoika MAC-agpecos NokanbHblil DNS

MmeHa yznos

OoMeHHOE UMA

test.ru

CeTeson akpaH

OuneTp MAC MapLpyTH3aLm1a SNMP
IP-agpec
182.168.12.12

Ans fobaBneHVs agpeca B CNNCOK HEO6XOANMO HaXaTb KHOMKY «J06aBuTb» N B OKHe « Co34aTb

COOTBETCTB/E» N 3aNONIHUTbL Ciedyrouine nonq:

CosgaTbe cooTBETCTBUE

HNoMeHHOE MMA

IP-agpec

local

127.0.01

* JJomeHHoe M — UMS Y3na;
* IP-ggpec — IP-agpec y3na.

© Haxmute KHonky «[MprUMeHNTb» ANA CO34aHNA cooTBeTCTBUA IP-agpec — soMeHHoe nma. Ans
OTMEHbI M3MEHEHUIN HAaXXMUTE KHOMKY «OTMeHa». Ina yaaneHns 3anncu 13 cnncka Heobxoanmo
YCTaHOBUTb Gp1ar HAaNPOTMB COOTBETCTBYHOLLLIEN 3aMNCK M HaXKaTb Ha KHOMKY «YAaINTb».

3.2.1.6 [logmeHro « CeTeBOVi IKPaH»

B noameHto «CeTeBovi 3kpaH» yCTaHABANBAKOTCA NpaBuia NPOXOXAEHNSA BXOASALLEro, UCXOAALLErO U
TpaH3UTHOro Tpaduka. VimeeTcs BOSMOXHOCTb OFpaHNYMBaTb NPOXOXAeHVe Tpadrka pa3Horo Tmna
(BXOAALMIA, NCXOAALLMIA) B 3aBUCUMOCTM OT NPOTOKONA, IP-agpecoB NCTOYHMKA 1 Ha3HaveHus!, TCP/
UDP-nopTOB NCTOYHMKA U Ha3HaueHUs (418 coobLieHni npotokonoB TCP van UDP), Tvna

coobLeHuns ICMP (gnsa coobLyeHmin npoTokona ICMP).
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m IP-renechbonmus  Cuctema  MOHMTOPMHI

WMHTepHeT QoS  HacTpoiika MAC-aapecos  JlokanbHblil DNS OUNeTp MAC  MapwpyTusauus  SNMP

MpaBuna gna exogsaLlero Tpaduka

Umsa MNpoTokon Agpec oTnpaEWTens MopTel oTNpaBUTeNA MopTkl nony4aTtens OeiicTENe

Mpaeuna gns ucxogsawero Tpaduka

Umsa MNpoTokon MopTkl oTNpaBUTEnNA Appec nony4aTtens MopTkl nony4aTtens OelicTENe

Ans AO6aB}'IEHI/IFI HOBOTIO NMpaBuia HaXMNTE KHOMKY «ﬂ05aBMTb» 1 B OTKPbIBLLEMCA OKHE «Co3gaTb
HOBOE€ NMpaBuMao» 3anonHNTE ciedyroume nonq:

CospaTe HoBOE npaswno

MmnA
Tun Tpaduka Bxogawun v
MpoTokon TCP v

AJpec oTnpaeuTena
MopTel oTNpaeuTens | 0
MopTel nonyyatena | 0

NefcTere MponycTiTe v

* VIms — Ha3BaHWe npasuna.
« Tun Tpaguka — BblI6Op TUNA TpadumKa, Ha KOTOPbLIV pacnpoCcTpaHAeTCsa AeCTBME JaHHOIO
npasuna:
* Bxogaiymii — BXOAALWMIA Ha YCTPOCTBO Tpaduk (nonyyatenem aBnseTcs HenocpesCcTBEHHO
OAVH N3 CeTeBbIX NHTEPPENCOB YCTPOCTBA);
* Ucxo4aLymii — CXOAALWNIA € ycTpolicTBa TpaduK (Tpaduk, reHeprpyeMbilii TOKanbHO
YCTPOWCTBOM C OAHOIO 13 ceTeBbIX MHTePdENCOoB).
* Agpec oTnipaBuTe/s — 3ajaeT HavanbHbI IP-agpec oTnpaBuTens. Yepes cMmBon
"/" MOXHO yKasaTb Macky nogceTtt B GopMaTax XXX.XXX.XXX.XXX U1 XX, Hanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, uTO6bI BbIAENNTbL CPa3y Lenbli
AManasoH aApecoB (3anMcb Macku B BUAe /24 cOOTBETCTBYET 3anuncu /
255.255.255.0). MapameTp AOCTyneH B cay4yasx Korga napametp "Tun Tpadpuka”
nMeeT 3HaueHue "BxogaLmnit'.
« Agpec nony4darensa — 3agaeT IP-agpec nonyyatens. Yepes cuMBoA /" MOXHO
yKa3aTb Macky NoAceTr B pOpMaTaXxX XXX.XXX.XXX.XXX U/ XX, Harnpumep,
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192.168.18.0/24 nnn 192.168.18.0/255.255.255.0, uT0bbI BbIAENNTL CPaA3y Lesbli
Ananas3oH ajpecos. [lapaMeTp JOCTYMNeH B Cy4asax Korga napametp "Tun
Tpaduka" umeeT 3HaueHwue "Vcxogaymi’.
* [IpoToko/1 — NPOTOKO/ NaKeTa, Ha KOTOPbI pacnpoCcTpaHseTcsa AecTBre JaHHOMo NpaBuna:
+ TCP;
+ UDP;
TCP/UDP;
+ ICMP;
* no6oin.
* JevictBue — feCTBMe, COBepLUaeMoe Haj naketamum (0T6poCcnTb/MpPonyCTUTb).

Mpw BbIGOpe NnpoTokonos TCP, UDP, TCP/UDP ans peaakTMpoBaHUsa 6yayT AOCTYMHbI HACTPOMKN:

* [TopTbl OTrIPaBUTE/IS — CNNCOK MOPTOB OTNPaBUTENA, MakeTbl KOTOPOro 6yAyT Nonajatb NOA
AaHHOE NpaBuo (4OMNyCcKaeTcs yKasbiBaTb MO0 OANHOYHbIV NOPT, NM60 Yepes “-“ AnanasoH
nopToB).

* [TopTbi os1y4atesisi — CANCOK MOPTOB MOAyYaTens, NakeTbl KOTOPOro 6yAyT nonajatbh Noj AaHHOe

“ u

npaBuno (fonyckaeTcs ykasbiBaTb IM60 OAMHOYHbIV NOPT, M60 Yepes “-“ A1ana3oH NOpPTOB).

Mpw BbIGOpe NnpoTokona ICMP ans pesakTMpoBaHUS 6yayT A4OCTYNMHbI HACTPOMKMN:

* Tur coobLyeHuss — MOXHO CO34aTb NPaBUIO TONBKO AN onpegeneHHoro Tuna ICMP-coobLeHns
nmbo ans BCex.

© HaxmuTe kHOMKy «MpUMeHUTb» AN AobaBNeHNA HOBOro NpaBuaa. [ns OTMeHbl 3MEeHEeHWIA
HaXXMunTe KHomnKy «OTMeHa». [lns yaaneHns 3anncm 13 cnmcka HeobxoaMMo ycTaHoBUTb ¢nar
HanpoTMB COOTBETCTBYHOLLLEV 3aNNCU N HaXaTb Ha KHOMKY «YAannTb».

3.2.1.7 [MogmeHro « DuibTp MAC»

B nogMeHto «®unbTp MAC» BbINOAHAKTCA HAacTporka dunbTpaumm goctyna no MAC-agpecy xocTa.

m IP-renecboHma Cuctema  MOHMTOPMHr

MHTEpHeT QoS  HacTpoiika MAC-agpecoe  INokaneHulil DNS  Cetesol akpaq  ROZHEndUEYel MapwpyTusauus  SNMP

[JocTyn K yCTPONcTBY

PexumM unsTpa BbiknoqeHo v

Pexunm ¢nnbTpa — onpegensieT O4MH 13 Tpex airopuTtMoB paboTbl GpUIbTPa B 3aBUCUMOCTH
oT MAC-agpeca kKnveHTa:

* OTK/MIIOYNTBE — PUNbTPauMa No MAC-agpecaM OTK/IIOYEHA — BCEM XOCTaM paspeLueHo
NOAKNHYATLCA K YCTPOUCTBY;

* YépHbIii crivcok — B JaHHOM pexumMe paboTel punibTpa xoctaM, MAC-agpeca KOTopbIX
yKa3aHbl B «Crincke MAC-agpecoB», 3arpeLLeHo NoAKIYaTbCs K ycTponcTBy. Xoctam, MAC-
ajipeca KOTOpPbIX He YKa3aHbl B CNUCKe, MOAK/IOYEHVe paspeLleHo;
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* besbivi CMcoK — B AJaHHOM pexunme paboTbl dunbTpa xoctam, MAC-agpeca KOTOpbIX
yKka3saHbl B «Crincke MAC-afpecoB», paspeLleHo NoAKNto4aTbCsa K ycTporcTey. Xoctam, MAC-

ajpeca KOTopbIX B CMCKe He yKa3aHbl, MOAK/TIOYEHKE 3anpeLleHO.

Cnuncok MAC-aapecoB
B cnncok MoXHO BHecCTU Ao Tpuauatn MAC-afpecoB XOCTOB, AOCTYMN KOTOPbIM K YCTPOWCTBY

perynmpyeTcsi HAaCTPOMKON pexurma ¢punbTpa.
Cnucok paspelwwérHeix MAC-agpecos

MAC-agpec
AS:F9:48:00:11:22

05:00:27:A3:3E:63

o.Ul L

Ans AO6aB}'IeHVIFI HOBOTI'O XOCTa B CMNCOK HAXMNTE KHOMKY «,ﬂ06aBMTb» N BBEeANTE

ero MAC-agpec.

Oobasute MAC-agpec

MAC-anpec

© HaxmuTe kHOMKy «MpUMeHUTb» AN AobaBNeHNs HOBOro NpaBuna. [ns OTMeHbl 3MEeHEeHIA
HaXXMunTe KHomnKy «OTMeHa». [lns yaaneHns 3anncy 13 cnmcka HeobxoaMMo ycTaHoBUTb ¢nar

HanpoTuB COOTBeTCTByPOLLLeVI 3anncn n Ha>kaTtb Ha KHOMKY «YpannTb».
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3.2.1.8 [llogmeHto «MapLupyTmndayms»

B noameHto «MapUprTI/BaLI,I/IFI» HaCTPanBakOTCA CTaTNYeCKMNE MapLUPYTbl yCTpOI7ICTBa.

E IP-tenechboima  Cuctema  MOHWTOPMHI

WHTEpHET QoS Hactpoika MAC-anpecos NokanbHbin DNS CeTeBoR aKkpaH Ddunstp MAC MapupyTHsayua SNMP
MapwpyTusauus
Hma Agpec HazHa4eHusA Macka nogcetun Wnrs
route1 192.168.23.0 255.255.255.0 192.168.0.254

Ans AO6aB}'IeHVIFI HOBOIo MapLlpyTa HaXXMNTE Ha KHOTKY <<,£|,O6aBI/ITb» M 3anosiHnTe cnegyrome nona:

[obasutb mapwpyT
ma
Apec HasHaqeHna
Macka nogacetn

Linto3

* VIMs1 — Ha3BaHWe MapLUpyTa, NCNoNb3yeTca A5 YA06CTBa BOCNPUATUA YesioBeKoM. osie MOXHO
OCTaBUTb MNYCTbIM;

* Agpec HazHa4yeHus — IP-appec XocTa Uam NoAcCeTU Ha3HaYeHWs, 4,0 KOTOPbIX HEO6X0ANMO
YyCTaHOBUTb MapLUpPYT,

* Macka nogcetyt — Mmacka nogcetu. [1na xocTa Macka NoAcCeTU yCTaHaBNVBaeTCa B 3HaYeHne
255.255.255.255, ansa noaceTvt — B 3aBUCKMOCTU OT €€ pa3mepa;

« Lmo3 - IP-agpec Wto3a, Yepes KOTOPbIV OCYLLLeCTBASETCA BbIXOA Ha «A4pPec Ha3HaYeHus».

© HaxmuTe kHOMKy «MpUMeHUTbL» AN AobaBNeHNS HOBOro NpaBuia. [ns oTMeHbl 3MEeHEeHNIA
HaXXMunTe KHomnKy «OTMeHa». [lns yaaneHns 3anncy 13 cnmcka HeobxoAMMo ycTaHoBUTb dnar
HanpoTMB COOTBETCTBYHOLLLEV 3aNNCU 1 HaXaTb Ha KHOMKY «YAannTb».
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3.2.1.9 [llogmeHro «SNMP»

MporpamMmmHoe obecneyeHue IP-TenedpoHoB cepum VP No3BoNsieT NPOBOANTL MOHUTOPUHT COCTOSTHUS

YCTPOMCTBA U ero KoOHGUryprpoBaHue, ncnonb3ys npotokos SNMP. B nogmeHo «SNMP» BbINONHAOTCS

HacTpoliku napameTpoB SNMP-areHTa. YCTPOMNCTBO NoasepXuBaeT NpoTokoabl Bepcuit SNMPvT,
SNMPv2c.

m IP-tenecboHn Cuctema MoHWTOpPUHT

Hactpoika SNMP

Brniounte SNMP

Flaponb Ha YyTeHuwe

MNaponb Ha 3anucs

Anpec ans npuéma Tpanos vi

Agpec gna npuéma Tpance v2

Agpec ans npuéma coobwenwi Inform
CuctemHoe UMsl yCTpORCTBa

KoHTakTHas MHopMaLWa Npou3BOaAMTENA
MecTononoxeHue ycTpoicTea

Mapone B Tpanax

WMHTepHeT QoS HacTtpoWka MAC-appecos NokaneHbid DNS CeTeBOW 3KpaH euneTp MAC MaplpyTHaauWs m

* Bktouynte SNMP — npu ycTaHOBNEHHOM ¢Jiare paspeLueHo ncnonb3oBaHme npotokon SNMP;

* [aposib Ha YTeHye — Napo/b Ha YTEHMe NapameTpoB (06LLEeNPUHATLIN: public);
* [aposib Ha 3anyckb — Napo/b Ha 3anncb NapameTpoB (06LLEeNPUHATBLINA: private);

« Agpec 4715 ipuéma Tparnos vl - IP-agpec nin JOMeHHoe NMSA npremMHuKa coobLeHnii SNMPv1-

trap B popmate HOST [COMMUNITY [PORT]];

« Agpec 4715 ipyéma Tparosv2 - IP-agpec Uin JOMeHHoe NMSA NpreMHu1Ka coobLeHnii SNMPv2-

trap B popmate HOST [COMMUNITY [PORT]];

« Agpec 4515 npuéma coobLyeHuvi Inform — IP-agpec nnv JOMeHHOoe MS NpYeMHMKa
coobuieHunii Inform B popmate HOST [COMMUNITY [PORT]];

« CucreMHoe UMS yCTPOKCTBA — UMS YCTPONCTBA;

* KOHTakTHasi UH@opMaLms rpomn3Bo4NTeE/ IS — KOHTaKTHas MHbopMaLmsa Npon3BoANTENS
YCTPOWMCTBa;

« MecroronoxeHuve ycTporictBa — UHGOPMaLMA O MeCTOMONOXEHUN YCTPOWCTBa;

* [laposib B Tpanax — Naponb, CoAepXallniica B Tpanax (Mmo ymondaHuio: trap).
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© HaxmuTe KHonky «MpUMeHUTb» ANs o6aBNeHNA HOBOro NpaBuia. s OTMeHbIl U3MEHEHNIA
HaXXMUTe KHomnky «OTMeHa». [Ans yaaneHus 3anmncy 13 crnmcka HeobxoAMMo ycTaHoBUTL dnar
HanpPOTUB COOTBETCTBYHOLLLE 3aNMCU 1 HaXaTb Ha KHOMKY «YAanunTb».
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3.2.2 MeHo «IP-TenedoHums»

B meHto «IP-TenedpoHmsa» BeinonHATCA HacTpoliku VolP (Voice over IP): HacTpoiika npoTtokona SIP,
KOH$Urypaums akkayHTOB, yCTaHOBKa KogekoBs, IBO v nnaHa Hymepauun.

3.2.2.1 [MogmeHro « HacTporiku ceTuy

B nogmeHto «HacTponku ceTn» MeeTcst BOSMOXHOCTb 3a/aTb CO6CTBEHHbIE CeTeBble HACTPOVIKN ANA
ycnyrun VolP.

Cete QLGECELEGLLUENE Cuctema  MOHWTOPWHE
SIP aKkayHThI OOLWLME HACTPOWKK SIP QoS TenedoHHaA KHUra WcTOpHA Bbi30BOB

CeTeBble HacTpolkn |IP-TenedoHnm

MCNonb30BaTe HACTPOMKA Internet

Mcnone3osate VLAN

VLAN ID 10
802.1P 0 v
MpoTokon DHCP T

AnesTepHaTneHuIi Vendor 1D (onuyuA 60)
MepeuyHbIid DNS

BTOpWYHLIA DNS

HacTtpoiika IPSec

BKNOYUTE

* Ucrionb30Bate HacTporiky Internet — Npu ycTaHOBAEHHOM dJiare NCNO/1b30BaTb HACTPONKM CeTH,
YCTaHOB/EHHbIE B MeHH0 «CeTb» -> « VIHTEPHET», HaUe — HaCTPOIAKYN, YCTAHOB/IEHHbIE B TEKYLLLEM
MEHIO;

Hactpoiika VLAN

* Ucriosb3osate VLAN — npu yctaHoBneHHOM ¢nare cepsuc IP-TenedoHmn byaeT ncnonb3osaTb ANS
cBoel paboTbl BblgeneHHbI nHTepdeinc B otaenbHo VLAN, HOMep KOTOPOI yKa3aH B
rnone «VLAN ID».

* VLAN ID - ngeHtndukatop VLAN, ncnonb3yemblii ANnS AaHHOMO ceTeBOro MHTepderica.

+ 802.1P - npu3sHak 802.1P (gpyroe Ha3BaHue CoS - Class of Service), ycTaHaBANBaeMblii Ha
nexogsaime ¢ gaHHoro nHtepdeiica IP-naketbl. NMpuHUMaeT 3HaveHns oT 0 (HM3LWNA NpUopuTeT)
50 7 (HaMBbICLLUNIA NPUOPUTET).
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CeTeBble HAaCTPOWKMN

* [IpoToko/1 — BLIGOP MPOTOKO/A Ha3HayYeHNs agpeca Ha UHTepdelic ycnyru VolP:
+ Static — pexxum paboTbl, Npy KOTOpoM IP-agpec n Bce Heob6xoAMMble HaCTPOMKM Ha LAN-
NHTepdeinc Ha3HayvaeTcs BPYUHYIHO.
* DHCP - pexwum paboTbl, npu KoTopoM IP-agpec, Macka nogceTu, agpeca DNS-cepsepoB v
Apyrve napameTpbl, HE06XoAMMbIe A8 paboTbl ycnyru (Hanpumep, cTaTuyeckie MapLUpyThl
50 SIP-cepBepa, cepBepa perucrpauum), byayt nonyyeHsl ot DHCP-cepBepa aBToMaTUYeCKM.

lpoTtokos "Static"
MNpw BbIGOpe TUNa «Static» ANA pefakTUPOBaHUSA CTaHYT AOCTYMHbI CleAytoLe napamMeTpsbl:

* IP-agpec - yctaHoBKa IP-agpeca nHtepdeiica ycnyru VolP.

* Macka rnnogcetv — macka noacetn nHtepdeiica ycnyru VolP.

L3 o ymondanuio — IP-agpec nntepderica ycnyrmn VolP y winko3a, Ha3HauyeHHOoro no
YMONYaHUIO.

* [lepBuyHbIvi DNS, Bropn4yHbisi DNS — IP-agpeca DNS-cepBepoB, HEO6X0AMMbIX A/19 paboThl
ycnyrun VolP.

lMpoTtokos "DHCP"

Mpw BbIGOpe npoTokona Tmna «DHCP» ansa peaakTMpoBaHUSA CTaHYT AOCTYMNHbI CiedytoLime
napameTpsbl:

« AnbTepHatvBHbIvi Vendor ID (onyusi 60) — npy ycTaHOBNEHHOM ¢iare yCTPOMCTBO NepesaéT
B DHCP-coobeHmax B onuum 60 (Vendor class ID) 3HaueHwne 13 nonsa Vendor ID (onyms 60). Ecnun
dnar AibTepHaTvsHbIvi Vendor ID (onyus 60) He ycTaHOBNEH — B onuumn 60 nepesaeTcst 3HaYeHne
No YMOJ/IYaHUIO, KOTOPOEe MMeeT ceayroLwnii ¢opmar:

+ [VENDOR:npousBoanTens][DEVICE:Tn ycTpoiicTBa][HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-agpec nHtepdeirica WAN][LAN:MAC-agpec nHtepdeiica LAN]J[VERSION:Bepcua
nporpammMHoro ob6ecneyeHus]

* Mpwumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

* Vendor ID (onyms 60) — 3HaueHwne onummn 60 (Vendor class ID) nepesaBaemoe B DHCP
coobLeHuax. MNpu nyctom nosne onuusa 60 B coobLieHnax npotokona DHCP He nepepaércs.

* [lepBuyHbIvi DNS, BropnyHbivi DNS — agpeca cepBepOB AOMEHHbIX UMEH (MCMONb3yrTCA AN
onpegeneHus IP-agpeca ycTporicTBa No ero JOMeHHOMY MIMeHW). ALpeca, 3alaHHble BPYUHYHO,
6yayT MeTb npuopuTeT Haj agpecamu DNS-cepBepoB, nosydeHHbIMY 1o npoTokosy DHCP.

Cnucok ncnonb3yembix DHCP onumii Ha KaxAoM ceTeBOM MHTepdeiice MOXHO 3ajaBaTb BPYUHYHO.
MHbopmaumsa no HacTporke crmcka B NpunoxeHun B.

HacTtpoliika IPSec
B saHHOM pa3gene ocyLlecTBAsSeTCA HAaCTpolika WwindpoBaHus no TexHonorum IPSec (IP Security).

IPSec — 370 Habop NPOTOKONOB A1 0becneveHNs 3aLnTbl JaHHbIX, NepejaBaeMblX MO MeXceTeBOMY
npoTokoy IP, MO3BONSAIOLLMIA OCYLLIECTBNATL MOATBEPXAEHME NOANNHHOCTY (ayTeHTUdMKaLMIO),
NPoBepPKyY LefIoCTHOCTY u/nnn wnpposaHue IP-nakeTos. IPSec Takxke BKIOYaeT B cebsi MPOTOKOJIbI AJIA
3alnLLEHHOro obMeHa kitoYamu B cetn HTepHeT.
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B TekyLLel Bepcum NporpaMMHOro obecneyveHns nocpeAcTBom IPSec MOXHO OCyLLeCTBASATb TOIbKO
AocTyn K nHTepdericam ynpasneHus yctporicteoM (Web u Telnet).

MoapobHoe onvcaHne HacTpoek IPSec npuBeseHO B pa3gene [MoameHto «HTepHeT» B rpade
HacTpoiika IPSec.

© HaxmuTe kHOMKy «MpUMeHUTL» AN AobaBNeHNs HOBOro NpaBuia. [ns OTMeHbl 3MEHEeHWIA
HaXXMunTe KHomnKy «OTMeHa». [lns yaaneHns 3anmncy 13 cnmcka HeobxoaMMo yCcTaHoBUTb dnar
HanpoTMB COOTBETCTBYHOLLLEV 3aNNCU N HaXaTb Ha KHOMKY «YAannTb».

3.2.2.2 [MogmeH:to «SIP akkayHTbI»

Bbl6paTb AKKayHT Anda peaaktmpoBaHA MOXKHO B BbinMagakoWweM MEeHH «aKKayHT».

Cete QLGGCENEVLLUEN Cuctema  MOHWMTOPMHN
HacTpoikK CeTk SIP aKkayHThI O0LWmne HacTpoikn SIP QoS MCTOpMA BbI3OBOB

SIP akkayHThI

(-AKKay HT | AKKayHT 1 v ]

3a KaxAblM aKkayHTOM MOXHO Ha3HauuTb CO6CTBEeHHbIe agpeca SIP-cepBepa 1 cepBepa permcrpaumn,
ron0CoBble KOoAeKN, UHANBUAYaNbHbIV NAaH HyMepauun 1 Apyrie napameTpbl.

OCHOBHbIEe HacTpoku

Cete QLGEENHELLUTEN CucTema  MOHWTOPHMHT

Hactpoiiw cetn  [ESIEETVETH M Cbupe HacTpoie SIP QoS Tenedwonnan kiura MeTopmA Bsizosce

SIP akkayHTbI

AxrayHT ArrayHt 1 v

OcHoeHele HacTpoiik | Kogekm  HacTpoiwm cepewcoe [JononHWTENEHEIE NapaMETPhe [MnaH HymepaLm

Brnwounme ¥
Wma areaynta | 4201-fzwitch
Homep Tenedpona | 4201
WA nonbaoeatens
Mcnons2oBaTh ansTEpHATMEHLIA HOMED
SIP-nopt 5060

Kateropua aboxexHTa He ucnonsaoeats v

* BK/IIHOYNTH — npm ycraHoOB/IEHHOM q)nare AdKKaYHT aKTUBEH.
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* VIMs1 akkayHTa — MeTKa akKayHTa, KoTopas by4eT 1Crnonb30BaTbC A5
NAEHTUPUKALMM aKTUBHOIO akKayHTa UM akKayHTa rno yMOAYaHUIo.

* Homep tesnepoHa — abOHEHTCKNIA HOMep, 3aKpenJieHHbI 3a aKKayHTOM.

* VIms nosb3oBaresiss — UMs NoJib30BaTeNs, CONOCTaB/eHHOe C akkayHTOM (0TobpaxaeTcs B
none Display-Name 3aronoBka From B ncxogsawmx coobuieHmsx SIP).

* VIcrno/ib30Batk a/IbTEPHATVBHbIL HOMEP — NPV YCTaHOBNEHHOM dnare B 3arosioBok «From»
coobLeHn SIP, oTrnpaBasieMblX C JaHHOro akkayHTa, byAeT NoACTaBNATLCA aNbTepPHATVBHbIN
Homep (B YaCTHOCTU, UTOBbLI MackMPOBaTL CBOV peanbHbIi HOMep oT cncteMbl AOH BbI3bIBAEMOTO
aboHeHTa).

* [NogcTabisiTe 3aro/10BoK B Contact — NCNONb30BaTb aNbTePHATUBHbLIV HOMED B
3aronoBke Contact coobuieHusa SIP.

* SIP-riopt — UDP-nopT 418 npnémMa BXxoaawmx coobeHn SIP Ha faHHbIV akKKayHT, a TakxKe AN
OTNpaBKM NcxoAsLLMx SIP-co0bLLeHNA ¢ AaHHOrO akkayHTa. MpuHMMaeT 3HaveHusa 1-65535 (no
ymonyanumto 5060).

+ Kareropusi aboHeHTa — KaTeropus Bbi3blBatoLLlero aboHeHTa (calling party category) —
NCMOoNb3YyeTCsa ANA nepesayn B 3arosioBke «From» NCXoAsiLLmX COOBLLEHVIA; NOCNEAHUIA NP 3TOM
nepeaaetcs B popmate Tel-URI (cm. RFC3966).

AyTeHTUPUKaY1s

AyTeHTUdrkaumns
Norux 420

MNapons sese

+ JlorviH — VMsi NONIb30BaTeNsl UCNosiblyemMoe ANst ayTeHTUdmKkaumm aboHeHTa Ha SIP-cepsepe 1
cepBepe perucrpauuu.

* [aposib — naponb ncrnonb3yemblli Ans ayteHTUdMKaUMM aboHeHTa Ha SIP-cepBepe 1 cepBepe
perncrpaumm.

lTapameTtpeni SIP

B cekuumun «MNapameTpbl SIP» BbINOAHATCSA HACTPOMKK SIP-NnapamMeTpoB akkayHTa.

MNapameTpbl SIP

PexMM MCNONb30BaHKMA SIP-npokcu Homing v
SIP-npokcu cepeep | ecssi10.eltextest.loc
PerucTpayua ¢
Cepeep pervcTpaumn | ecss10.eltextest.loc
IMeTod KOHTPONA OCHOBHOID Cepeepa Invite v

Mepuoa KOHTPONA OCHOBHOTO cepeepa, ¢ | 30
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* PexxuiM ncrio/ib308aHuA SIP-rpokcy — B HACNAatoLLeM Crrcke MOXHO BblbpaTb pexunm paboThbl
¢ SIP-cepsepom:
* He ncnonb3oBath;
+ Parking — pexuvm pesepsrnpoBaHus SIP-npokcn 6e3 KOHTPONA OCHOBHOIO SIP-npokcy;
* Homing — pexum pe3sepBrnpoBaHuns SIP-NpOKCK € KOHTPO1eM OCHOBHOTO SIP-npokcn.

Tene¢poH MoxeT paboTaTb C O4HUM OCHOBHbLIM U MaKCUMYM YeTbipbMs pe3epBHbIMU SIP-
npokcu. MNpu paboTe TONbKO € OCHOBHbIM SIP-npokcu, pexxnmbl Parking 1 Homing H1uem gpyr ot
Apyra He OoT/iM4atloTCcA. B 3TOM cnyydae npm oTkase ocHoBHOro SIP-npokcn noTpebyeTcs ero
BOCCTaHOB/IeHMe A4/15 obecrneyeHnss paboToCcrnocobHOCTM.

Mpwn Hannunn pesepsHbIX SIP-Npokcn paboTta B pexumax Parking u Homing ocyLwiecTBnseTcs
cnesyrowmm obpasom:

MNpwn coBepLUeHNN NCXOAALLEro Bbi3oBa TenedoH oTrnpasnseT coobuieHve INVITE Ha agpec
OCHOBHOrO SIP-NpoKcx nnv Npu NonbITke perncrpaumm — coobuieHve REGISTER. B cnyyae ecnn
no ncrevyeHnn spemeHu Invite total timeout oT 0CHOBHOro SIP-MPOKCKY He NPUXOAUT OTBET NN
npuxoaut oteeT 408 nnn 503 - TenedoH otnpasnsieT INVITE (nn6o REGISTER) Ha aapec
nepsoro pesepsBHoro SIP-npokcu. Ecniv oH ToXe He f0CTyneH, 3anpoc rnepenpasnaeTcs Ha
cnesyroLwmii pesepsBHbI SIP-Npokcn 1 T.4. Kak TONbKO AOCTYMNHbIA pe3epBHbIA SIP-npokcu
6yseT HajeH, NPON30oMNAET nepeperncTpayms Ha Hem.

[Janee, B 3aBUCMMOCTY OT BbIBPAaHHOIO pexunma pesepBrpoOBaHUS, AeCTBUS CesytoLne:

B pexxunme parking HeT KOHTpoNsi 0CHOBHOro SIP-npokcn 1 TenedoH NpojosixaeT paboTaTtb €
pe3epBHbIM SIP-NpoKcK, faxe ec/in OCHOBHOW BOCCTaHOB/EH. [Tpy noTepe CBA3M C TEKYLLMM
SIP-npokcn byAeT NpoA0IKEH ONPOC NOCNeAYHOLLNX pe3epBHbIX SIP-NpoKCcM Mo ONUCaHHOMY
BblLle anropuTmy. Npn HeJOCTYNHOCTU NocieaHero pesepsHoro SIP-npokcn onpoc
NPOAO/IKMTCA NO KPYry, HAUMHasA C OCHOBHOTO.

B pexxnme homing fOCTYNHO TpY BUAA KOHTPOAA OCHOBHOIO SIP-NpoKCcKU: NocpeACcTBOM
nepuoAn4Yeckon nepesaydn Ha ero agpec coobuieHnit OPTIONS, nocpeacTBOM NepuoANYecKomn
nepejayn Ha ero agpec coobuieHnit REGISTER nn6o nocpeactsoM nepegaum 3anpoca INVITE
Nnpn coBepLLeHVN NcxoasaLuero Bbi3osa. 3anpoc INVITE cHavana nepezaeTcd Ha OCHOBHOM SIP-
NMPOKCKY, a 3aTeM, B C/lyyae ero HeloCTyNMHOCTU, Ha TeKYLLINI pe3epBHbI 1 T.4. HesaBncMmo ot
BU/A KOHTPOJIA, €C/I O6HapPY>XXeHO, YTO OCHOBHOW SIP-MPOKCY BOCCTAHOBWCA — MPONCXOANT
nepeperncrpayna Ha Hem. TenepoH HaunHaeT paboTaTb C OCHOBHbIM SIP-npokcu.

* SIP-ripokcy cepBep — ceTeBoW agpec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBIAOLWEr0 KOHTPO/b
[0CTyna Bcex aboHeHTOB K TenedpoHHOWN ceTn NpoBajepa. MoXHO ykasaTbk Kak IP-agpec, Tak v
AOMEeHHOoe nMs (Yepes ABoeTouMe MOXHO 3aaaTb UDP-nopT SIP-cepBepa, no ymonydaHumto 5060).

* Perucrtpayus — npuv ycTaHOBNEHHOM ¢Jiare perncTprupoBaTb akkayHT, Ha cepBepe perncrpauum.

+ CepBep pervcTpaymy — ceTeBon aApec yCTPOMCTBA, Ha KOTOPOM OCYLLLeCTBSETCS perucrpayms
BCeX abOHEHTOB TeNepOHHOWN CeTU C Lie/Ibio NpeAoCTaB/ieHNs M NpaBa MoJib30BaTbCA ycayramm
CBsA3U (Yepes gBoeTouMe MOXHO yKkasaTb UDP-nopT cepBepa perncrpauumm, no ymondaHmio 5060).
Mo>HO yKa3aTb Kak IP-agpec, Tak 1 JoMeHHoe 1mMsA. O6bIUHO cepBep perncrpaunm pusnyeckn
coBmeLLeH ¢ SIP-NMpokcn cepBepoM (OHM MMEIT O4MHaKOBble apeca).

+ MeTo/ KOHTPOJ151 OCHOBHOI0 cepBepa — Bblbop MeToZa KOHTPO/IA AOCTYNMHOCTN OCHOBHOIO SIP-
cepBepa B pexunme Homing:

* Invite — KOHTPO/Ib MOCPEACTBOM Mepesayn Ha ero agpec 3anpoca INVITE npw cosepLueHnn
NCXOAALLero Bbi30Ba;

* Register — KOHTPO/Ib MOCPEACTBOM NEPUNOAMNYECKON Nepesayn Ha ero agpec coobLLeHniA
REGISTER,
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+ Options — KOHTPO/Ib MOCPEACTBOM MNEePUOMNYEcKon nepesaym Ha ero agpec coobLleHui
OPTIONS.

* [leprog KOHTPOJIT OCHOBHOIo cepBepa — HTepBas OTMNPaBKM MepuoAnNYeckmnx coobLeHnin B
CeKyHAax C Lienbio NpoBepKn AOCTYNHOCTY OCHOBHOro SIP-cepBepa.

+ TpaHcriopt — BbI6OP NPOTOKOA AN TPAHCMOPTUPOBKN COObLLEeHM npoTokona SIP.

+ Tavimep T1 — NHTepBan Mexay rnocblnko nepsoro INVITE v BTOpOro npu oTcyTCTBUM OTBETa Ha
nepBblil B MC, a8 nocnegytowmx INVITE (TpeTbero, 4eTBepToro v T.4.) AAHHbIV MHTepBan
yBennumnBaeTcs BABoe (Hanpumep, npu 3HaveHnn 300 mc, BTopoii INVITE 6yaeT nepesaH yepes
300 mc, TpeTunin — yepes 600 Mc, yeTBepTbIN — Yepe3 1200 MC 1 T.4.);

+ Tavimep T2 — MaKCUManbHbIA NHTepBan ANA Nnepenockbiikmv He-INVITE 3anpocoB 1 0TBeTOB Ha
INVITE 3anpochi;

+ Tavimep B — obwmnii TaimayT nepegayn coobuieHn INVITE B Mc. o ncreyeHmnn gaHHoro
TaillMayTa ornpejenaeTcs, YTo Hanpas/ieHNe HeAOoCTYMNHO. MIcnonb3yeTcs A5 orpaHNYeHus
peTpaHcnsaunii coobeHmin INVITE, B TOM Uncie ana onpegeneHuns 4OCTYMHOCTU.

© Ipu MCro/Ib30BaHUN PA3HBIX 3HAYEHUVI TaIMEPOB Ha akkayHTax, SIP rnopTel akkayHToOB
TaKXXe JOJIKHbI Pa3/iNdatbCA.

PeszepsHsie SIP-ripokcn

PeaepeHble SIP-npokcu

SIP-npokck cepeep CepBsep pervctpaumm

Ans pobaBneHnsa pesepBHOro SIP-Npokcy HaxMmnTe KHOMKY «/l06aBUTb» 1 BbIMOAHUTE CejytoLme
HaCTPOMKMU:

* SIP-ripokcu cepBep — ceTeBOW agpec pe3epBHOro SIP-cepeepa. MoXHO yka3aTtb Kak IP-agpec, Tak v
AOMEeHHOoe nMs (Yepe3 ABoeToure MOXHO 3aaaTb UDP-nopT SIP-cepBepa, no ymonydaHumto 5060).

+ CepBep pervcTpaymy — ceTeBO agpec pe3epBHOro cepBepa perncrpauum (Yepes gsoetoune
MO>XHO ykasaTb UDP-nopT, no ymonyaHuto 5060). MoxHO ykasaTb Kak IP-agpec, Tak U JOMeHHoe
nmsa. Ecnn yctaHosneH ¢nar nepeg nonem Cepsepa perncrpaumu, To BKIKOUEeHa perncrpaymns Ha
pesepBHOM cepBepe.

Ansa yaaneHnsa pesepBHoOro SIP-Npokcy yctaHoBUTe ¢pnar HanpoTmMB 3alaHHOTO ajpeca U HaxmuTe
KHOMKY «YAannTb»
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[ononHuTtensHble napameTpsl SIP

SIP-ponmes

MpurenuTs SIP Domain gna pervcTpaguu
Pexara Cutbound

MNepuog BpeMEHH NEPERPEMMCTRALMM

WHTepean nosTopa permcTpaLu

eltextast loc

BriknioueH

1600

30

Mcnoneaoeare STUN
[MyBrvuHeli aopec

WMenonezoeats SIP Display Name npu
PEMMCTRALMM

Brinaua KINB npw nonyueHuma 163 Progress
100rel Supported v
Pazpewmte Timer &
MUHMIMANEHOE BREMA CECCHN, C 120
Bpema ceccuu, ¢ 1800
Mepuoguyeckun onpoc SIP-cepeepa OTenioyeH v
SIP-oTEET NpW CTKNOHEHWW BLIZ0EA 480 Temporarily Unavailable -
Obpabarteieate 2aronosok Alert-Info

[NpoEepAT: TONRKO MMA NONL3CEATENA B
RURI

Mepenaeats IP-agpec e zaroncexe Call-1D

o

* SIP-goMeH — AOMEH, B KOTOPOM HaXOAUTCSA YCTPOMCTBO (3aNONHATbL NPY HEO6XOAMMOCTH).

* [lpumeHuTs SIP Domain 4/151 pervuctpayuy — npu ycTaHoBNeHHOM ¢iare npuMeHuTb SIP-
AOMeH ans pernctpaummn (SIP-gomeH byaeT noacTaBnsTbCA B Request-Line 3anpocos Register);

* Pexwum Outbound — pexxum Outbound:

* Bbik/1ro4eH — MapLUpyTU31POBaTh BbI30BbI COM/IaCHO NiaHa HyMepauuu,

* Outbound — ansa paboTbl UCXOAALLEN CBA3M HEOOXOANM MJIaH HYMepaLuunmn, 0OA4HaKo Bce
BbI30Bbl 6YyT MapLLpyTU3NpPOBaTbCs Yepes SIP-cepBep; B C/ly4ae oTCYTCTBUS perncrpaumn
aboHeHTY BblJaeTcs OTBET CTaHUMW, YTOHbI MOXHO 6bIN10 OCYLLEeCTBAATL YyrpaBieHme
aboHeHTCKMM cepBucoM (ynpasneHue [4BO);
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+ Outbound ¢ Bblgayeri «3aHATO» — AN PabOoTbl UCXOASLLIEN CBA3M HEOOXOAMM MNaH
HyMepaLumn, 0HaKo BCe BbI30BbI OyAyT MapLUpyTU3npoBaThCcsa Yepes SIP-cepsep; npw
OTCYTCTBUW PerncTpaumm BoCnonb30BaTbcs TeniepoHmein byaeT HEBO3MOXHO: B TPY6KY
BblAAETCs CUTHaN OLINGKN.

[epuiog BpeMeHu rnepeperncrpaymy — BpeMs, B Te4eHne KOTOPOoro JencTBnTeNbHa perucrpayus
aboHeHTCKOro nopta Ha SIP-cepsepe. [Nepeperncrpaums NopTa OCyLLEeCcTBASETCS B CPpeAHEM Yepes
2/3 ykasaHHOro nepvoga.

VIHTepBasl noBTOpa perncrpaymy — NPOMexXyToK BpeMeHU MeXAy NonbITKamu
3aperncrpupoBaTbcs Ha SIP-cepsepe B Clyyae HeycneLwHoW permcrpaumn.

Ucrionb3oBate STUN — npun ycTaHoBneHHOM ¢dnare ncnonbsyetcs npotokon STUN (Session
Traversal Utilities for NAT) ana onpegeneHuns nybanyHoro agpeca ycTponcraea (BHeLWHero agpeca
NAT). PekomeHAyeTCs MCNOb30BaThb AaHHbIA NPOTOKON Npu paboTe ycTpolicTBa Yepes NAT.

Mpn ncnonb3oBaHUU pasnnyHbix HacTpoek STUN Ha akkayHTax, SIP mopTbl akkayHTOB [0/1KHbI
pasnnyaTbCs.

[y6/1n4HbIVi a4pec — AaHHbIN NapaMeTp MUCMOo/b3yeTcs B KayecTBe BHeLUHero ajpeca yCcTponcTea
npu pabote 3a NAT (3a wnto3om). B kavecTBe Ny6ANYHOMo agpeca NponuncbiBaeTcs agpec
BHeLHero (WAN) nHtepdeiica wnto3a (NAT), 3a KoTopbIM ycTaHoBAeH IP-TenedoH cepumn VP. Mpn
3ToM Ha camom wto3e (NAT) HeobxoanMo caenaTb Npobpoc cooTBeTCTBYOLWMX SIP- 1 RTP-
NOPTOB, NCMO/Ib3YeMbIX YCTPONCTBOM.
Ucnionb3oBate SIP Display Name ripu peructpayuy — npyn ycTaHoBAeHHOM dnare nepejaBatb M
nonb3oBaTtens B nose SIP Display Info coobLieHuns Register.
Bbigayda «Kl1B» ripuy nosy4eHuy 183 Progress — Npuv ycTaHOBNEHHOM ¢nare BblgaBaTb CMrHaN
«KOHTpONb NOCLINKM Bbl30Ba» Npu npremMe coobLeHus «183 Progress» (6e3 BnoxeHHoro SDP).
100rel — ncnonb30BaHME HaAEeXHbIX NpeaBapuTenbHbIx oTBeToB (RFC3262):

+ Supported — noaaep>Ka NCNONb30BaHNA HaZeXHbIX NpeABapUTesibHbIX OTBETOB;

* Required — TpeboBaHMe 1CNOb30BaTbh HaZeXHble NpejBapuTenbHble OTBEThI;

* Bbik/IroUeH — He NCMoNb30BaTh HaAeXHble npeiBapuTe/ibHble OTBEThI.

MpoTtokonom SIP onpegeneHo ABa TMNa OTBETOB Ha 3aNpocC, UHULVNPYIOLLWIA coeguHeHne
(INVITE) — npesBapuTenbHble 1 OKOHYaTenbHble. OTBEThI Kacca 2XX, 3XX, 4XX, 5XX 1 6xx
ABNAKOTCA OKOHYaTeNbHbIMU U NepeAatoTCa HajeXHO — C MOATBEPXAEeHMEM NX COobLLeHneM
ACK. OTBeThl Kn1acca 1xx, 3a ncknroveHnem oteeta 100 Trying, ABNAOTCA NpeABapuUTeibHbIMU U
nepesaroTcs HeHagexHo — 6e3 noaTeepxaeHus (RFC3261). OTn oTBeThl cogepxat
MHPOpPMaLMIO O TekyLLelr cTagnm 0bpaboTku 3anpoca INVITE, BcneacTBme yero noteps Takumx
OTBETOB HeXxenaTenbHa. VIcnonb30BaHMe HajeXHbIX NpeABapuTe/IbHbIX OTBETOB TakXKe
npeaycmoTpeHo npoTtokonom SIP (RFC 3262) n onpeaensieTcss Hannumem tera 100rel B
WHULMMPYIOLLLEM 3anpoce, B 3TOM Clyyae npejBaputebHble 0TBeTbl NOATBEPXAATCH
coobuieHnem PRACK.

Pabota Hactpoviku 100rel npu ncxogsLyei cBasu:

+ Supported — nepeaaBaTb B 3anpoce INVITE Ter supported: 100rel. B 3ToM cnyyae
B3aVMOJENCTBYHOLLMIA L3 NO CBOEMY YCMOTPEHUIO MOXEeT nepesaBaTtb
npeaBapuTe/ibHble OTBETbl TM60 HaAEXHO, NN6O HET;

* Required -
nepegasaTb B 3anpoce INVITE Teru supported: 100rel v required: 100rel. B 3TOM
Clyyae B3aVMOAENCTBYHOLLMIA LLIKO3 AO/KEH MepejaBaTh npejBapuTe/bHble
OTBeTbl HAZEXHO. ECI B3aMMOAENCTBYHOLLNI LLO3 He NoAAepXKMBaeT
HaAeXHble npejBapuTe/bHble OTBEThI, TO OH AOKEH OTK/IOHUTL 3anpoc
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cooblieHnem 420 c ykazaHveM HernoAzep>XXmMBaemMoro Tera unsupported: 100rel, B
3TOM c/lyyae byaeT oTnpasneH NoBTOPHLIA 3anpoc INVITE 6e3 Tera required:
100rel;

* Bbik/Ito4eH — He NepegaBaTh B 3anpoce INVITE H1 ogviH 13 Teros supported:
100rel v required: 100rel. B 3TOM c/ly4ae B3aMOZENCTBYHOLLNIA L3 ByaeT
nepegasaTb NpejBapuTe/ibHble OTBETbl HEHAAEXHO.

Pabota Hactpoviku 100rel ripu Bxo4sLevi CBA3U:

+ Supported, Required — npu npreme B 3anpoce INVITE Tera supported: 100rel, nn6o
Tera required: 100rel, nepesgaBaTtb NpeABapuTe/ibHble OTBETbI HafeXHO. Ecnv Tera
supported: 100rel B 3anpoce INVITE HeT, TO nepegaBaTth npejBapuTe/bHble
OTBETbl HEHAAEXHO;

* Bbik/to4eH — npu npueme B 3anpoce INVITE Tera required: 100rel, OTKNOHUTL
3anpoc coobueHvem 420 ¢ ykasaHVeM HenogaepX1BaeMoro Tera unsupported:
100rel. B ocTanbHbIX cyyasx nepegasaTb npejsBapuTesibHble OTBEThI
HeHazexXHo.

PaspeLunts timer — Npu ycTaHOBEHHOM dnare BKIOYeHa Nogaepxka pacwmpenms timer (RFC
4028). MNocne ycTaHOBNEHUSI COeANHEHMS, eCnv 06e CTOPOHbI MOAAEPXMBAIOT timer, 04Ha 13 HUX
nepmognyeckn otnpasnseT 3anpockl re-INVITE gnst KOHTpons coeagnHeHus (ecim 06e CTOPOHBI
noaaepxusatoT metog UPDATE, Ansa yero oH Ao/kKeH 6bITb ykasaH B 3aronoske Allow —
06HOB/IEHVE CeccnU OCYyLLLECTBSETCA NOCPEeACTBOM NEPUOANYECKOIN OTMPABKMU
coobueHnin UPDATE).
MuHumaibHoe BpemMsi ceccuu, C = MUHUMabHbIA HTEPBan NPoBepKy paboTocrnocobHOCTU
coeanHenus (o1 90 go 1800 ¢, no ymonyanuto 120 c.).
Bpems ceccuy, ¢ — Nepuoj, BpEMEHW B CEKYHAAX, MO UCTEYEHVN KOTOPOro Npon3onaeT
NPUHYANTENbHOE 3aBepLLUeHMe ceccuu, B Clyvae ecin ceccus He byaeT BoBpemsi obHoBeHa (OT
90 fo 80000 c., pekomeHAyeMoe 3HaueHVe - 1800 ¢, 0 — BpeMsl ceccum He OrpaHNYeHo).
lMepuogunyeckunii onpoc SIP-cepsepa — BbI6Op criocoba onpoca SIP-cepsepa:

+ Otk/to4eH — SIP-cepBep He onpallnBaeTcs;

* Options — onpoc SIP-cepBepa npu nomoLy coobueHuint OPTIONS;

* Notify — onpoc SIP-cepBepa npw nomoLum coobuieHnin NOTIFY;

* CLRF - onpoc SIP-cepsepa nyctbiM UDP-nakeToMm.

VIHTepBasi oripoca — Nepuoj BpeMeH B CeKyHAaX, Yepe3 KOTOopPbI BbINOAHAETCA onpoc SIP-
cepsepa. [loctyneH npu BkatoYeHHOW onunm “Mepurogmnyeckmin onpoc SIP-cepsepa”.

SIP-oTBeT ripy OTK/IOHEHUM BbI30Ba — BbI6Op SIP-0TBETa NpU OTKIOHEHNW BXOASLLErO Bbl30Ba.
O6pabartbiBate 3aro/1oBok Alert-Info — o6pabaTbiBaTh 3aronosok Alert-Info B 3anpoce INVITE gns
Bbla4yn NMOCLIIK/ BbI30Ba OT/IMYHOWN OT CTaHAAPTHOMN.

lpoBepsiTb TO/IbKO MMS M0/1b30Batesis B RURI — ecnu ¢nar yCTaHOB/EH, TO aHa/IN3MpPyeTcs TONbKO
aboHeHTCKMIA HoMep (user), MpY COBMNajeHN KOTOPOro BbI30B byeT Ha3Ha4eH JaHHOMY
akkayHTy. Ecnin pnar cHAT, TO Npy NOCTYMNJIEHNU BXOAALLLErO BbI30Ba NPOU3BOAMTCA aHaIN3 BCex
anemeHTOB URI (user, host 1 port — aboHeHTCcku Homep, IP-agpec n UDP/TCP-nopT). Mpwu
coBnageHun ecex snemeHToB URI BbI30B byAeT Ha3HaueH JaHHOMY akKayHTY.

lNepegasats IP-agpec B 3arosioske Call-ID — ecnn ¢nar yctaHosneH, To B 3arosioeke Call-ID rnpw
NCXOAALLLEN CBS3M MCMONb3YyeTcst cobCcTBeHHbIN IP-agpec ycTpolictBa B dopmate localid@host.

52



PyKkoBOACTBO Mo 3KcrlyaTauum IP-tenepoHoB cepui VP

Koaeku

CeTk IP-TenedoHHA Cuctema MOHWTOPHHI

Hactpoiku cetn  JRSllEE=Tven = Obwpe HacTpodkn SIP QoS TenedwonHan kHvra  McTopuA BeizoBce

SIP akkayHThI
AxrayHt Axraymt 1 v

OcHoEHele HacTpolttn | Kopekw | HacTpoisu cepeucoR  [JomonHWMTENEHEIE NAPAMETPE lMnaH HyMepaLmu

MpuopWTET KOAEeKOB

Kogek 1 G.T711a A

Kopek 2 G729 A

Kopek 3 G.711u A

Kopek 4 G723 A

Kopek & G.726-24 A

Kopek 6 G.726-32 A

Kopek 7 Brlkniuen A

Bpe MA NakeTn3aun

Bpemna naketuzaugmm G.711, mc 20 A
Bpema naketnzauymm G.729, mc 20 A
Bpema naketnzauymm G.723, mc 30 A
Bpema nakeTuzaymm G.725-24, mc 20 A
Bpema nakeTuzaymm G.725-32, mc 20 A

Tun Harpyskn

Tun Harpyasm G.726-24 103

Tun Harpyasm G.726-32 104

o

+ Kogek 1..7 — no3BonsieT BblbpaTb KOAEKN 1 MOPSAAOK, B KOTOPOM OHU BYAyT NCMONb30BaTbCS.
Kogek ¢ HamBbICLUVM NPUOPUTETOM HY>XXHO nponmcatb B none «Kogek 1». Ana paboTsl
HeobX0AMMO yKa3aTb XOTS 6bl OANH KOAek:

* Bbik/royeH - Kogek He MCNoJib3yeTcs.
+ G.711a — ncnonb3oBaTtb kKogeKk G.7T1A,
* G.711u — ncnonb3oBaTtb kKogek G.711U;
+ G.723 — ncnonb3oBaTb kKogek G.723.1;
G.729 - ncnonb3oBaTtb koaek G.729;
G.726-24 - ncnonb3oBaTb kKogek G.726 co ckopocTbio 24 K6uUT/c;
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+ G.726-32 - ucnonb3oBaTb Kogek G.726 co ckopocTbto 32 K6uTt/c.
* Bpems naketvizaymy — YNCN0 MUNNCEKYHA peun B ogHOM RTP-nakeTe (ans kogekoB G.711A,, G.
729, G.723 n G.726).
 Tun Harpy3ku - TUN AUHAMUYECKON Harpyskn ans kogeka G.726-24 nnu G.726-32 (paspeLleHHble
ANS CMNOJIb30BaHWA 3HaYeHUs1 — oT 96 o0 127).

HacTpoiiku cepBucoB

CeTk CucTema MOHWTOPHHI

Hactpoima cetn  [ESIETETENN  Obupe HacTpoiem SIP - QoS Tenedwonhan kiura  McTopua BxizosoB

SIP axkkayHTbI

AxrayHT ArxayHT 1 v

OtHoBHEIE HAcTpOiKM Kogexm HacTpoiiku cepencoe  [lononHUTENEHEIE NapaMeTpL MnaH HyMepaLmy

OwmgaHve Beizoga ¥
He Becnokoums
OcTaHoBka Habopa npw #
CLIR Brikn. v
lopAyanAiTennan NUHUA
PaspelunTs NpYem UHTEPHOM Bel20Ea ¥
leHepMpoBaTE TOH

n PHOPWUTET MHTEDHOM BRIZ0OES

Mepeagpecauns
beaycnoeHan nepeagpecalua
HEPEE,U,OGCEL(HH No 3aHATOCTH

MepeagpecalyA No HEOTEETY

TPEXCTOPOHHAR KOHhepeHUUA
Pestin NokansHan L

Cepeep koH(epeHLMK

* OxugaHve BbI30Ba — NPV YCTaHOBNEHHOM ¢Jiare paspeLleH nprvemM BXOAALLMX BbI30BOB, BO
BpeMsi akTUBHOTO BbI30Ba, IHa4e Ha 3arnpoc BXOASLLEro Bbl30Ba byzeT oTrnpasneH oTeeT 484 Busy
here.

* He 6ecriokonTb — NpW yCTaHOBNEHHOM ¢Jiare ycTaHaB/INBAETCA BPEMEHHbI 3arpeT BXoAsALL e
cBsA3n (ycnyra DND — Don't Disturb).

+ OcTtaHoBKa Habopa ripuv # — NpU YCTaHOB/IEHHOM ¢1are 1Crnosb30BaTb KHOMKY ‘# Ha TenepoHHOM
annapare AN OKOHYaHUA Habopa, Have ‘#, HabpaHHasa ¢ TenepoHHOro annapaTa, UCrnonb3yeTcs
Kak 4acTb HoMepa;

* CLIR — orpaHunyeHve ngeHTndurkaumm HomMepa Bbi3blBaroLLLEro aboHeHTa:

* Bbiks1— ycnyra CLIR oTk04eHs;
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+ SIP:From — B 3aronoske From coobLeHuin npotokona SIP 6yaeT nepesaBaTtbCa
Anonymous sip:anonymous@unknown.host;

+ SIP:From n SIP:Contact — B 3aronoskax From n Contact coobLueHwuin npotokona SIP 6yaeT
nepegaBaTbcs Anonymous sip:anonymous@unknown.host.

* [ops4as/Ternnas MHWS — NpU YCTaHOBJ/IEHHOM ¢1are paspeLleHa ycyra «ropsdas/Tensias
NVHUSA». YCyra No3BoasieT aBTOMaTUYeCKN YCTaHOBUTb UCXOsLLLee coefHeHe Npu NoAbEémMe
Tpy6kun TenedoHa 6e3 Habopa HoMepa ¢ 3aZaHHOW 3a4epXXKoi (B cekyHAax). Mpu yCTaHOBAEHHOM
dnare 3anonHUTe cieayroLLme Nons:

* Homep ycnyrun "ropsayas/Tennas iMHUS" — Homep TenedoHa, C KoTopbiM byzeT
yCTaHaBMBaTbLCA COefMHeHMe Yepes BpeMs, paBHoe «TaiMayTy 3ajepXKu», nocne
noagHATUA Tpybkn TenedoHa (B NnaHe Hymepauum ncnonbsyemoro SIP-npoduns gomkeH
6bITb NpedrKC Ha JaHHOE HanpaBaeHMe);

« TavimayT 3a4epXxKy, ¢ — NHTepBaa BPeMEHU, Yepes KOTopbl byaeT yCTaHaBNMBaTbLCS
coeiHeHe C BCTPeYHbIM abOHEHTOM, B CEKYHZAAX;

* PaspeLunts rpuem MHTEPKOM BbI30BOB — NMPW BbIK/TIOYEHHOW OMUUN NHTEPKOM BbI3OBbI 6yAyT
aBTOMAaTUYeCKM OTK/IOHATLCS;

+ [eHepupoBaTb TOH — Nnepej aBToOMaTNYeCckKMM OTBETOM byAeT npourpaH KOPOTKMIA 3ByKOBOW
curHan,

* [lpyopuTeT MHTEPKOM BbI30Ba — KOTAd OMNLMSA BKIHOYEHA, UHTEPKOM BbI30B MMeeT NpuopuTeT no
OTHOLLIEHUIO K aKTUBHOMY BbI30BY. [lepes aBTOMaTn4ecknM OTBETOM Ha MHTEPKOM BbI30B,
aKTUBHbIV BbI30B byAeT nocTaBneH Ha yjepxaHue. Korga onumsa oTKArYeHa, Npy akTMBHOM
Bbl30Be aBTOMAaTNYECKNiA OTBET Ha MHTEPKOM BbI30B CpabaTtbiBaTb He byeT.

llepeagpecayms

MNepeagpecayus
BesycnoeHan nepeagpecaumn &
Homep GezycnoeHoA nepeanpecaliu
Mepeagpecauuma No 3aHATOCTH ¥
Homep nepeanpecalyi No 3aHATOCTH
Mepeagpecalva No HeoTeeTy &
Homep nepeanpecauyi no HeoTEETY

TammayTHeoTeeta, ¢ | 0

* be3syc/oBHas nepeagpecayuss — Npun yctaHoBAeHHOM ¢iare paspeLueHa
ycnyra CFU (Call Forward Unconditional) — Bce BxoasLLMe BbI30Bbl NepeHanpaBsoTCs HA
yKa3aHHbI HOMep 6e3ycnoBHOM Nepeajpecauyun.

* Homep 6e3yc/10BHOVI repeagpecaymv — HOMep, Ha KOTOpPbI/ NepeHanpasfstoTca BCe
BXOASLLME BbI30BbI, NPV BKAKOUYEHHON ycnyru «be3ycnoBHas nepeagpecauusi» (B niaHe
Hymepauumn ncnonbsyemoro SIP-npoduns gomkeH 6biTb NpedUKe Ha AaHHOe HarnpasBieHue).

* [lepeagpecayus rno 3aHATOCTY — NPU YCTaHOB/IEHHOM ¢nare paspeLueHa
ycnyra CFB (Call Forward at Busy) — nepeagpecaums Bbi30Ba NPy 3aHATOCTN abOHEHTA Ha
yKa3aHHbI HOMep.

* Homep nepeagpecayum rno 3aHATOCTY — HOMEP, Ha KOTOPbIN NepeHanpaBasoTca BXojsALLme
BbI30BbI MPY 3aHATOCTN abOHEHTa, NPK BKIKOUYEHHON ycnyre «[epeagpecaums no
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3aHATOCTM» (B N1IaHe HyMepaLumn ncnosiblyemMoro SIP-npodunsa AomkeH 6bITb NpedurKe Ha
AAHHOE HanpaBneHue).
* [lepeagpecayys ro HeoTBeTy — NPV YCTaHOBIEHHOM ¢$nare paspelleHa
ycnyra CFNA (Call Forward at No Answer) — nepeagpecauys BbiI30Ba Npu HeoTBeTe aboHEHTa.

* Homep nepeagpecayum rno HEOTBETY — HOMeEP, Ha KOTOPbIV NepeHanpaBnaioTCca BXOAsLL e
BbI30OBbI NPV HEOTBETe abOHeHTa Npuv BKAOYEHHOWN ycnyre «[epeagpecaums no
HeoTBeTy» (B MnaHe HymMepauun ncrnoabsyemoro SIP-npodpunsa fomkeH 6biTe NpedurKc Ha
AAHHOE HanpaBneHue).

* TavimayT HeoTBeTa, ¢ — NHTepBan BPeMeHWU, Yepes KOTOpbI byAeT NPOnN3BOAUTLCS
nepeajpecaLys BbI30Ba B C/lydae HeoTBeTa abOHEHTa, B CeKyHAax.

Mpuv BKIOYEHUN OAHOBPEMEHHO HECKONBKMX YCAYT MPUOPUTET CeAyoLLNiA (B MOPSIAKE CHUXEHNS):

+ CFU;
- DND;
+ CFB, CFNA.

TPexcTopOHHSIS1 KOHpEePEeHLNS

TpEXCTOPOHHARA KoHdepeHUNS
Pestim Yoanennan (RFCA579) v

Cepeep koHdepeHuun | conf

«ones

* PexxuiM — pexuvM paboTbl TPEXCTOPOHHEN KOHpepeHL M. BO3MOXHO fBa pexnma:

* JlokasibHas — KoHdepeHUMa cobrpaeTcs yCTPOMCTBOM NOKaNIbHO NOC/Ie HaxaTus
KoMbuHaumm «CONF»,

« YaaneHHasi (RFC4579) — KoHpepeHUMsi cobrpaeTcs Ha yAaNeHHOM cepBepe, Mocae HaXaTus
«CONF» Ha cepBep, yka3aHHbI B none «Cepeep KOHpepeHLn», OTNPaBAseTcs
coobLueHwve Invite. B 3ToM cnyyae KoHpepeHUUa paboTaeT no anropmnTmy, onvcaHHoOMy
B RFC4579.

+ CepBep KOH@pepeHmy — B 06LLEM C/lyvae ajipec cepBepa, OCyLLEeCTBASIOLLEro ycTaHoB/IeHNe
KOHpepeHLUMM No anroputmy, onmcaHHoMmy B RFC4579. Agpec 3asaeTtca B popmare SIP-
URI: user@address:port. MOXHO yka3aTb TONbKO No/b30BaTebckyto YacTb URI (user) — B 3TOM
cny4yae coobueHue Invite oTnpaBuTCA Ha agpec SIP-npokcu.
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CeTb

EECHELLETEN Cuctema  MoHuTOpHHT

HacTpoikn cemu SIP arkayHTH OBuwme HacTpolkn SIP QoS

SIP akkayHThI

AREYHT

OCHOBHEIE HAC TPOREK Kogekn HacTpoikM CepBKUCOB

Nepeaaqa DTMF
Twn Harpysku Ans naketos RFC 2833

OQWHEKOERIA THN HEMPY3EW ANA NPUEME M
nepedsqM

HMcnonb3ocaaTh oOHaPYKEHNE TULIWHL

Hcnonb3ceats axonogaeneHns

RTCP
RTP
MuHUManeHER RTP-nopT
Makcumanesei RTR-nopt
SRTP

BrmdnTE
Kpuntorpadgmueckui HaGop 1

Kpuntorpadmueckwi HaGop 2

xnTTep-dydep
MWHHMENbHER S30E0HKE, MO
MakcHManbHas 3anepsHKa, Mo
Mopor HEMEZNEHHOD YAANEHWA NAKETOE, MC

PIKTOP ONTHMUSSLMK Bydepa

AKESYHT 1

RFC 2833

L]

23000

26000

AES_80

AES 32

40

130

S0D

YeuneHne curHana ¢ MuKkpodoHa

TPOMECH CEAIM
FapHUTYPL

TpyGrm

TenedoHHaA KHUra McTopuA EBIZ0BOB

LonONHUTENEHEIE NEP3METPEI

1=

=

0 ab

MNak HyMEpaLmMK
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lMepegada DTMF — cnocob nepeaauun curHanos DTMF:

* Inband — BHyTpMnonocHas rnepeaava;

+ RFC2833 — cornacHo pekomeHaauum RFC2833 B kauecTBe BbleIeHHOM Harpy3ku B peyeBblX
naketax RTP;

+ SIP info — nepeaayva coobuieHnii no npotokony SIP B 3anpocax INFO.

* Tun Harpy3ku 419 naketos RFC2833 — Tnn Harpyskn ansa nepegaym naketos no RFC2833

(pa3peLueHHble A5t UCMONbL30BaHWA 3HaYeHUs — oT 96 Ao 127).

* OAI/IHaKOBbII/IV TUI Harpysku 4714 ané'Ma unrepegaqdy — onuna NCNoaib3yeTcd Npn ncxogdalem

BbI30Be /151 COrIacoBaHWA TUMNA Harpysku cobbITUiA, NepesaBaemMbix No RFC2833 (curHanos
DTMF). Mpwn ycTaHoBNeHHOM ¢dnare nepegava 1 npmem cobbiTnii no RFC2833 ocyLectenseTcs ¢
Harpyskom n3 NPMHATOro OT BCTPEYHOI CTOPOHbI coobLeHms 2000k. Mpwu cHATom dnare
nepegava cobbiTuin No RFC2833 ocyLecTBnseTcsa ¢ Harpy3skom ns npuHatoro 2000k, a npném — ¢
TUMOM Harpysku 13 cobCcTBeHHOM KoHUrypaumm (ykasbiBaeTcs B ucxoasiuem Invite).

* Ucrionib30Bate 06HapyXeHNe TULLIMHbLI — NPU YCTaHOBIEHHOM dare 1Cno/b30BaTh AETEKTOP

TUWWHBI.

* VIcrionb30BaTe 3Xornog4as/ieHue — npn yctaHoB/1IEHHOM q)nare ncnonb30BaTh 3XonojaBneHne.

RTP

« Bpewms gucriepcuy — napameTp, NO3BOASOLWMIA 6OPOTLCSA C 3IXOM, BbI3BaHHbLIM AMcnepcren

peyeBoro curHana. 3Ha4yeHusA napamMeTpa N3MEHATCA B MPOMeXyTKe oT 2 A0 128 mMc.

* Ucrnosb3oB8atb RTCP — npw yctaHoBAeHHOM dnare ncnonib3oBaTb NpoTokon RTCP ans KOHTpons

3a Pa3roBOpHbLIM KaHaioM.

* VIHTepBas nepegayv — nHTepBasn nepegaym naketos RTCP, cek;

« [lepuog nprvema — nepuog nprnéma coobuieHns RTCP n3mepsietcs B eAnHMLAX MHTepBasa
nepeaayu; ecim No NCTeYeHnn nepmoaa Npruéma oT BCTPEYHOM CTOPOHbI He byaeT
nony4eHo HU ogHoro RTCP-nakeTa — yCTPOMCTBO paspbiBaeT COejnNHEHNE.

* RTCP-XR - npw ycTtaHoBneHHOM dnare 6yayT otnpasnsaTbca nakeTbl RTCP Extended Reports B
cootseTcTBUK € RFC 3611.

* MuHUMaAbHBIVI RTP-r1opT — HWXHAS rpaHnua gnanasoHa RTP-nopToB, MCNo/ib3yeMblX A5

nepegaun pa3roBopHoOro Tpaduka.

* MakcumaibHbIVi RTP-ropT — BepXHASA rpaHuLa gnanasoHa RTP-nopToB, ncnonb3yeMblX N5

nepegaun pa3roBopHoOro Tpaduka.

SRTP

BrnrouuTs
KpunTorpadpuueckni Habop 1 AES &0 v
KpunTorpadimdeckuid Habop 2 AES 32 v

« BkaounTb — npu yctaHoBAeHHOM dnare 6ygeT ncnonb3oBaThcs WndpoBaHme RTP-noToka. Mpun
3ToM B SDP nexogawmx INVITE-3anpocoB 6yaet ykazaH RTP/SAVP-npodunb.
Takxxe B SDP BXoAdLLMX 3aNpoCcoB byaeT Nnpon3BoamTbca nonck RTP/SAVP-npodwunsa. Ecan RTP/
SAVP-npodunb He byaeT HalAeH, TO BbI30B 6yAeT OTK/IOHEH.

+ Kpuntorpadpuyecknii Habop 1-2 — No3BoseT BbI6paTh aiIrOPUTMbl LUNGPOBAHNS U XeLUMPOBaHUS,
KOoTopble byAyT Ncnonb30BaTbCA. KpnToHabop € HaVBLICLLUMM MPUOPUTETOM HYXXHO NPONMcaThb B
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none «Kpuntorpaduuecknini Habop 1». Ana paboTbl HEO6XOAMMO yKa3aTb XOTs 6bl
OAVIH KpunTorpadpuyecknin Habop:

+ AES_80 - cooTBeTtcTtByeT AES_CM_128_HMAC_SHA1_80;

+ AES_32 - cooTBeTtcTtByeT AES_CM_128_HMAC_SHA1_32.

Lkntrep-6ypep
HxntTep-bychep
MUHMMANEHARA 3a0epHKa, MC 40 v
MakCHMANEHAA 3a0ep#Ka, MC 130 A
Mopor HeMeaneHHoro YOANeHUA NakeTos, MC 500 v
DakTop onTUMuaaLmn Bydepa 7 A

DxnTTep (jitter) — 3TO HepPaBHOMEPHOCTb NEPUOAOB BPEMEHU, OTBEAEHHbIX HA AOCTABKY NakeTa.
3aZep>KKa B JOCTaBKeE NMakeTa v KUTTEP UCUMCIAETCA B MUNNNCEKYHAAX. BennunHa gxmnTrepa nmeet
60NbLUOE 3HAYeHe Npu Nepegade MHPOPMaLMN B peXnMe peanbHOro BpemMeHu (Hanpumep, ronoc
NN BUAEO).

B npotokone RTP ecTb none And MeTKM TOYHOro BpeMeHW rnepejayn oTHOCUTeNIbHO Bcero RTP-noToka.
MpUHMMaloLLLee YCTPOMCTBO UCMNOb3yeT 3TV BPeMEHHbIe MeTKN A1A BbISCHEHWSA TOro, KOraa cnegyet
OXWMAaTb NaKeT, CO6N0AeH N NOPAAOK NakeToB. Micxoasa 13 3Tol MHGopMaunu, nprueMHasi CTOpoHa
BbISAICHSAET, KaK cnejlyeT HaCTPOUTb CBOW NapaMeTpbl, YTO6bI 3aMackKMPOBaTb NOTeHUMalbHble ceTeBble
npob6sieMbl, Takme KaK 3aZep>XKu 1 JknTTep. Ecnn oxngaemoe Bpems Ha JOCTaBKy nakeTa oT
OTNpaBuUTeNs K MPYEMHKKY Ha NPOTAXEHWW BCEro Neprioja pasrosopa CTPOro paBHO onpeseneHHOoMY
3Ha4veHuo, Hanpumep 50 MC, MOXHO YTBEepPXAaTb, UTO B TaKOW CeTU JKMUTTepa HeT. Ho 3a4acTyto nakeTbl
3a/,ep>XMBAOTCSA B CETU, N BPEMEHHOI MHTEepBan J0CTaBKN MOXET KonebaTbCsi B 40BOIbHO 60bLLIOM (C
TOUKM 3peHnst Tpadurka, KPUTUYHOIO KO BPEMEHM) BPEMEHHOM AManasoHe. B cnyyae ecnm
NPUNOXeHWe-NpUeMHUK Takoro 3Byka Ui BUAEO byseT BOCMPOU3BOANTL €ro B TOM BPEMEHHOM
nopsiske, B KOTOPOM NPUXOAAT NaKeTbl, Mbl MOAYYMM 3aMeTHOE YXY/ALLEHNS KayecTBa rosioca (Mnm
BMZE0). HanpumMep, ecim 3To KacaeTcs rosioca, TO Mbl YC/bILLMM NpepbiBaHME B ros10Ce U Apyrme
MoMexu.

YCTPOWCTBO MMeeT c/iefytoLime HaCTPOMKN AXNTTep-bydepa:

* MUHUMAaNbHas 3a4€PXKa, MC = MUHUManbHOE OXungaemMoe BpeMs 3a4epXKn
pacrnpocTpaHeHus IP-nakeTa no ceTu.

* MakcumasabHas 3a4epXxKka, MC — MakKCMMabHOe 0XMAAeMOoe BPeMs 3aJepXKKM
pacrnpocTpaHeHus IP-nakeTa no ceTu.

« [lopor HeMeANeHHOro yAa1eHUs IaKeToB, MC — MaKCUManbHbIA MPOMEXYTOK BPEMeHU, yepes
KOTOPbIA MPONCXOANT yAaneHve peyeBblx NakeToB 13 bydepa. 3HaveHe JaHHOro NnapameTpa
6onbLUe UV PaBHO MakCUMasbHOM 3ajepxKe.

« @akTop onTuMmu3aymy 6ydepa — napameTp, NCNob3yeMblid AN ONTUMM3aALMK Pa3Mepa AXUTTep-
bydepa. PekoMeHAyeTcs BbICTaBAATb ero 3HayeHue B 0.
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YcuneHwe curHasios

YecuneHue curHana ¢ MukpodoHa

pomKci cBAzZM 0 ob
FapHUTYpE 0 a6
TpyBru 0 a6

« YcuneHuvs cUrHana ¢ MUKpo@oHa rpOMKOU CBS3M — OnpejensieT 3HaueHne Ha KOTopoe byaeT
YCUNEH CUFHAN € MUKPOpOHA rPOMKOI CBA3M (fONYCTMMble 3HaUeHus -9, ... 9 ab, c warom 1,5 ab).

* YcuneHvs curHana ¢ MUKpO@OHAa rapHUTYpbl — onpejensieT 3HayYeHne Ha KoTopoe byaeT ycuneH
CUTHaN ¢ MUKPOPOHa rapHUTYpbI (A0NyCTUMbIe 3HaveHus -9, ... 9 ab, c warom 1,5 4B).

« YceuneHuvs curHana ¢ MUKpogoHa Tpybkiu — onpejensieT 3HaueHmne Ha KoTopoe byaeT ycuneH
curHan ¢ MukpodoHa TenedoHHOM TpybKM (AonycTnMble 3HaveHns -9, ... 9 ab, c warom 1,5 4B).

MnaH Hymepauumn

CeTk CucTema MOHHMTOPHHT

Hactpoiiu cetn  EESlRETVETMIM  COwpe HacTpoidkk SIP QoS Tenedwwuan kiura  McTopwa BxiZoB0R

SIP akkayHThbI

AxrayHt AprayHt 1 v
OcHoeHble HacTpolk  Kogesn  HacTpoiem cepemcoe  [lONOMHMTENEHEIE NapaMeTps Mnax HymepaLmu
HacTpoiika nnaqa Hymepauun | S4,L8([%].)

MnaH Hymepaummn 3a4aeTcsa NPy MOMOLLM peryasipHbiX BblpaXkeHWi B none «HacTpoiika nnaHa
HymMepauumn». Huxe NpuBOANTCA CTPYKTYpa 1 GopmaTt 3anucy NpaBu MapLLpyTM3aLmm,
obecrneymBatoLLMX pasiNyHble BO3MOXHOCTM Habopa Homepa.

CTpyKTypa 3anucu naaHa MapLipyTm3aunn:
Sxx, Lxx (Mpasuno1 | NpaBuno2 | ... | MpaBuaoN)
rae:

* XX — MPOW3BOJIbHbIE 3HAYEeHWNS TarMepoB S n L;
* () — rpaHuMUpbl NNaHa Hymepauuu;
* | — pasgenuTtens NpaBwa NaaHa HyMepauuy;

60



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

* Npasuno1,Mpasnno2,MpasnnoN - Wab10HbI HOMEPOB Ha KOTOpPble pa3peLleH UK 3anpeLleH
BbI30B.

CTpyKTypa 3anmcu npasu MapLUpyTU3aLMK:
Sxx Lxx prefix@optional(parameters)
rae:

* XX — NPOU3BO/bHbIE 3HaYeHUA TaiMepoB S 1 L. Talimepbl BHYTPY NpaBua MOryT 6biTb OMyLLEHbI, B
3TOM Cny4yae NCMoJb3yHTCA rnobanbHble 3HaYeHNs TaliMepoB, YKa3aHHble nepej Kpyr/ibiMu
ckobkamu;

+ prefix—- npedukcHas yacTb NpaBuna;

* @optional - onunoHanbHas YacTb NpaBuaa (MoXeT 6bITb OMnyLLeHa);

* (parameters) — fonoNHUTeNbHbIE NapaMeTpbl (MOryT 6bITb OMYLLEHbI).

Tavimepsbl

* Interdigit Long Timer (6ykBa «L» B 3anvcuv rniaHa Hymepayuy) — BpeMsi OXXMAaHVsA BBOAa
cnegyouler unepbl B clyyae, ec/in HeT WabnoHOoB, NOAXOAALMX No4 HabpaHHY KOMBMHaLUMIO.

« Interdigit Short Timer (6ykBa «S» B 3anucu rnjiaHa Hymepaymy) — BpemMsi OXUAaHNsA BBOAA
cnegyroLler ULMdpbl, ecam ¢ HabpaHHOM KOMBMHaLMe MONHOCTLIO CoBNajaeT XOTA 6bl O4MH
LWabnoH 1 NMpY 3TOM MIMeeTCs eLle XOTHA 6bl 0AMNH WabaoH, 40 MOHOro COBMAaAeHMs C KOTOPbIM
HeobXxoAMMO OCyLLeCcTBUTb AOHabop HoMepa.

3HayeHWs TariMepoB MOryT 6bITb Ha3HaYeHbl Kak A5 BCEro naaHa MapLupyTmusaumnmn, Tak u ans
ornpesenéHHoro npasnaa. 3HayeHusi TaMepoB, YKa3aHHble nepes KPYrio CKO6KOW, NPUMEHSIIOTCS KO
BCEMY MJIaHY MapLUpyTU3aLnu.

Opumep: S4 (8XXX.) nnum S4, L8 (XXX)

Ecnv 3HayeHns TaliMepoB yKa3blBatOTCA B NpaBuie, TO OHV NPUMEHNMbI TOIbKO K 3TOMY NpasBuy.
3HaueHVe MOXeT 6bITb Pacrno/IoXeHO B IH060M MecTe LLabioHa.

Opumep: (S4 8XXX. | XXX) naun ([1-5] XX SO) — 3anmcb BbI3OBET MFHOBEHHYHO Nepejayy Bbi30Ba npwu
Habope Tpex3HauYHOro Homepa, HaunHarowerocst Ha 1,2, ..., 5.

/7,06¢MKCH8H HacTb ripaBuji rijiaHa Hymepauunuv

MpedrKcHaa YacTb NpaBUiIa MOXET COAepXKaTb CefytoLne SN1eMeHTbI:

SnemeHT OnucaHne

npe$ukcH

ol yacTtu

X nnm x NMobas undpa ot 0 4o 9, paBHO3HAYUHO AMana3oHy [0-9]
0-9 Unepbl ot 0 g0 9

* CumBoON * (3BE3404KA)
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OnucaHune

CumBon # (peLueTka)

© Vcnonb3osaHue cumBona # B MaHe HymepaLummn MoxeT 610KMpoBaTh 3aBepLuUeHne
Habopa ¢ MOMOLLbIO 3TOV KnasuLn!

YKa3zaHue ananasoHa (Yepes Tupe), nepeuncieHue (6e3 npo6enos, 3ansTbiX U NPOYMX CIMBOIOB
MeXxay Lndpamm) nnm KoM61HaLmMs 13 AnanasoHa 1 nepeuncieHms.

Npumep ananasoHa: ([1-5]) - ntobasa undpa ot 1 go 5.
Npumep nepeuncnenus: ([1239]) — cooTBeTCTBYET M0G0 U3 LUPP 1,2, 3 K 9.
Mpumep KOM6UHALMN AnanasoHa 1 nepedncieHus: ([1-39]) - npumep 13 npeaplayLlero nyHKTa ¢

MHoM ¢popMoli 3anmcuy, T.e. cooTBeTCcTBYeT umdbpam ot 1 4o 3 9.

YKazaHune Konm4vecTBa NOBTOPEHNI CMBOAA, CTOSILLLEro nepej CKobkamu, AnanasoHa unu
CIMBO/OB *#.

roe:

* min - MUHMAa/IbHOE KOJINYeCTBO I'IOBTOpGHVIVI,
* max- MakKCMMaJlbHOE.

Bo3moxHbI cregytoLme GopMbl 3anmCu:

+ {{max} — paBHO3HauHoO {0,max},

* {min,} - paBHO3Ha4HO {mMin,=}.
Opumep 1: 6{2,5} — undpy 6 MOXHO HabpaTb OT ABYX A0 NATK pa3. PaBHO3HauYHO 3anucuy 66 | 666 |
6666 |66666

Opumep 2: 8{2,} — undpy 8 MoXXHO HabpaTb OT ABYX pas. PaBHO3Ha4HO 3anucx 88 | 888 | 8888 |
88888 | 888888 | ...

Opumep 3: 2{,4} - undpy 2 MoXXHO HabpaTb A0 YeTbipex pas. PaBHO3Ha4HO 3anuncn 2| 22 | 222 |
2222.

CrneucnMBON «TOYKa» yKa3blBaeT Ha BO3MOXHOCTb MOBTOPEHWS NpeALLecTByloLL et nepes AaHHbIM
CUMBOJIOM Lndpbl, Anana3oHa Ui CUMBOIOB *# OT HyNsA A0 6eCKOHeYHOCT pa3. PaBHO3HAaYHO
3anucm {0,}.

MpumMep: 5X.* - X B JaHHOM MpaBuie MOXEeT Mb60 OTCYTCTBOBaTb BOO6LLE, MO0 MPUCYTCTBOBATL
CKOJIbKO YroZHO pas. PaBHO3HAYHO 3anuncy 5* | 5x* | Sxx* [Sxxx* |...

CneucMBON «MJIOC» MOBTOPEHME NPeALLECTBYIOLLEN Nepes CMMBOJIOM «+» LUdpPbI, Arana3oHa
WAV CUMBOJIOB *# OT OAHOI0 A0 6€CKOHEYHOCTM pas. PaBHO3HauHo 3anucu {1,}.

Npumep: 7x+ - X B AAHHOM Mpasusie J0/KEH NPUCYTCTBOBAaTbL Kak MUHUMYM OJUH pas.
PaBHO3HAYHO 3anuncK 7X | 7xXX |7XxX | 7XXXX |...
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OnucaHune

3amMeHa HabpaHHOI nocnesoBaTeNlbHOCTU. laHHasi BO3MOXHOCTb MO3BO/SIET 3aMEHUTb
HabpaHHyo nocneoBaTeNbHOCTL (arg1) B 3anpoce Ha SIP-cepBep, Ha Apyryto
nocneaoBaTeNbHOCTb CUMBOOB (arg2). Moandurkaums no3BosseT yaanaTb — <xx:>, 406aBNATb —
<XX>, MN60 3aMeLLaTb — <XX:XX> UMpPbl U CUMBObI.

NpurimMep 1: (<9:8383>XXXXXXX) — gaHHas 3anucb 6ygeT COOTBETCTBOBATb HAabpaHHbLIM Lidppam
9XXXXXXX, HO B nepeAaHHOM 3anpoce rnepejaHa Ha SIP-cepsep, BMecTo 9 byseT noAacTaBneHa
nocaegoBaTenbHOCTL 8383

Opumep 2: (<83812:>XXXXXX) — gaHHas 3anucb 6yAeT COOTBETCTBOBaTbL HAbpaHHbIM Lidppam
83812XXXXXX, HO 3Ta nocneoBaTeNbHOCTL 83812 6yaeT onyLleHa 1 He byaeT nepegaHa Ha SIP-
cepsep.

BcTaBka ToHa B Habop. Mpu coBepLUEHNN MEXAYTOPOAHMX 3BOHKOB (B 0QUCHBIX CTaHLMAX -
3BOHKOB Ha ropojckne Homepa BHe odrca) MPUBbLIYHO C/blLATh OTBET CTaHLMKN. OTBET MOXHO
peanv3oBaTb BCTaBKOV 3aMsATOM B HY>XKHYHO MO3ULMIO NOCneA0BaTeNbHOCTY Ldp.

MNpumep: (8, 770) - npyn Habope HoMepa 8770 nocne uudpbl 8 byaeT BblAaH HeNpepbIBHbIA TOH
("OTBeT cTaHUNM").

3anpet Habopa Homepa. Ecnm B KOHLe LWabnoHa HoMepa £,06aBUTb BOCKAMLATENbHbIN 3HaK !, TO

Habop HOMepOB, COOTBETCTBYHLLMX LLABGAOHY, byaeT 3a6/10KMPOBaH.

Opumep: (8 TOX xxxxxxxX ! | 8 XXX XXXXXXX ) — BblpaXeHue pa3peLuaeT Habop TONbKO MeXAYropoHMX

HOMEPOB N NCKNKYaeT MeXAYyHapOo4Hble Bbl30BbI.

o 3anpeLu,a+om,|/|e npaswa 40JIKHbI 6bITb nponncaHbl NepBbIMA.

OHL{I/IOHaﬂbHaﬂ HacTb ripaBuvji riyiaHa Hymepauuu

OnumMoHanbHasi YacTb NpaBUia MOXET OMyLLLEHa, HO eC/IN OHa BCE TaKM UCMO/b3YeTcs TO MOXeT
cofepxaTb cnesyroLme 3N1eMeHTbI:

SnemeHT OnucaHwne

ONUVOHANBLHOM

yacTu

@host:[port] Ha6op no npamomy agpecy (IP Dialing). CuMBoA «@», MOCTaBAEHHbIV NOc/ie HOMepa,

03HayvaeT, uTo ganee 6yzeT yKasaH ajpec cepBepa, Ha KOTopblli byAeT OTNpaB/ieH BbI30B Ha

HabpaHHbIi HoMmep. Kpome Toro, dopmaT agpeca c IP Dialing MoxeT 6bITb UCMO/Ib30BaH B
HOMepax, NpeAHa3Ha4YeHHbIX A/19 Nepeajpecaumn 3BOHKOB. B cnyyvae ecnn @host:port He
yKa3aH, BbI30Bbl MapLUPYTU3NpytoTCs Yepes SIP-proxy.

Opumep: (Txxxx@192.168.16.13:5062) - Bce NATM3HAYHble HABOPbI, HAUMHaKLWWMecs ¢ 1,
MapLupyTusmpytotca no IP-agpecy 192.168.16.13 Ha nopTt 5062
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ZononHuTeIbHbIE NapameTpsbl Mpasuv/l rMaaHa Hymepaymm
®opmart: (param1: value1, .., valueN; .. ;paramN: valuel, .., valueN)

* param — IMs NapameTpa, HEeCKO/IbKO NapaMeTpoB YKa3blBaKOTCS Yepes TOUKY C 3anAToNn, Bce
napamMeTpbl 3aK/1H04atOTCA B 06LLMe KpYr/ible CKOOKY;

* value — 3HaYeHVe NapameTpa, HeCKO/IbKO 3HaYeHNN O4HOro NapaMeTpa yKasblBaloTCs Yepes
3anaTyto.

JonycTMble NapaMeTpbl U X 3HAYEH WS

MNapametp OnucaHne

line AkkayHT. CoBepLUueHMe BbI30Ba Yepes AaHHbIN akkayHT, BO3MOXHble 3HaveHus 0 1 1. 3HaueHne 0 -
CoOTBeTCTBYeT 1 aKkKayHTy, 3HadeHue 1 — COOTBETCTBYET BTOPOMY aKKayHTY.
Opumep: 12x(line:1) — BbI3OB Ha TPEx3HaYHble HOMEpPA, HaYMHatoLWwMecs Ha 12 6yayT coBepLUEHbI
yepes BTOPOV aKKayHT.

lpyimepsbi
Opurimep 1: ( 8 XXX XXXXXXX ) — 11-3HAUHbIVi HOMEpP, HAUMHAKOLWMIACS Ha 8.

MpumMep 2: ( 8 XXX XXXXXXX | <:8495> xxxxxxx ) — 11-3Ha4YHbIA HOMEP, HAUMHAOLLNIACA Ha 8, eCNn BBEAEH 7-
3Ha4HbIV, TO 406aBUTL K NepesaBaemMoMy HoMepy 8495.

MNpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — HABOP HOMEPOB IKCTPEHHbIX CNYX6, a TaK e HEKOTOPOro
CTpaHHOro Habopa MexayropoAHNX HOMEPOB.

Mpumep 4: (SO <:82125551234>) — 6bICTPbLIN HABOP YKa3aHHOro HOMepa, aHanor pexnma «Hotline».

Mpurmep 5: (S5 <:1000> | xxxx) — AAHHbIA N1aH HyMepaLuuy No3BoAsieT HabpaTb N060N Homep,
COCTOALWMIN N3 LNP, @ eC/IN HNYEro He BBEAEHO B TeueHue 5 cekyHz, Bbi3BaTb HoMep 1000 (gonyctum,
3TO cekpeTapb).

Opumep 6: (8, 10x.|1xx@10.110.60.51:5060) — AaHHbIN NAaH HyMepaLmn No3BoNseT HabnpaTb HOMepa
HauuMHawLwmecs Ha 810 n cogepxalyme Kak MUHUMYM oAHY Lmdpy nocne "810". Nocne BBoAa 8 byaeT
BblJaH CUrHan "oTBeT CTaHuun". A Takke Habop Tpex3HauyHbIX HOMepPOB, HaUMHAaLLMXCA Ha "1", BbI3OB
Ha KoTopble byaeT oTnpasneH Ha IP - agpec 10.110.60.51 n nopT 5060.

MOpumep 7: (S3 *xx#|#xx#|#xx#*xx*x+#) — ynpaBneHune 1 ncnonb3osaHue [BO.

© [na BCTynNeHWA B CUY HOBO KOHOUIYpaLMM 1 3aHECEHNS HAaCTPOEK B SIHEPTrOHEe3aBUCKIMYHO
NaMsTb HAXXMUTE KHOMKY «[IpUMeHUTb». [Insi OTMEHbI U3MEHEHWNM HaXXMUTe KHOMKy «OTMeHa».
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3.2.2.3 [logmeHto « ObLyme HacTpoviku SIP»

Cete RLEECHEL LT Cuctema  MOHWMTOPMHN

Hactpoikw cetw SIP akkayHTh (OGTTTENE g G TR Rl (U0S  Tenedonnan kiwra MeTopua BLI20B08

OBLwme HacTpOMKK
Agpec STUN-cepsepa
WMutepzan onpoca STUN-cepeepa, ¢ 20

Cneuudmrala TOHOR Poccua v

<onea

* Agpec STUN-cepsepa — IP-agpec nnn gomeHHoe nmsa cepsepa STUN, yepes gBoeTourie MOXHO
BBECTW aNbTepHATUBHbIV MNOPT cepBepa (Mo ymonyaHuio 3478).

* WIHTepBan oripoca STUN-cepBepa, cek — NHTepBall, Mo NCTeYeHN KOTOPOro oTnpasfseTcs 3anpoc
Ha cepsep STUN. HYem MeHbLLEe NHTepBas Onpoca, TeM BbiLLe CKOPOCTb peakumu Ha U3MeHeHne
ny6an4Horo agpeca

. CHGUM¢MK3UMH TOHOB — Bbl60p CTpaHbl, Ana onpegeneHma Ncnoab3yemMoro Ha6opa TOHOB.

@ /AnsA BCTynaeHUs B CUy HOBOW KOHOUIypaLmMmM U 3aHECEHNSI HACTPOEK B SHEProHEe3aBUCUMYHO
NaMsATb HAKMUTE KHOMKY «[TovMeHUTL». AN OTMEHbI U3MEHEHWNIA HAXMUTE KHOMKY « OTMEeHay.

3.2.2.4 [logmeHro «QoS»

B nogmeHto «QoS» HacTpanBarTca pyHKUMM obecneyeHns kavecTBa obcnyxumBaHua (Quality of Service).

CeTk Cuctema  MOHWTOPMHI

Hactpoiku cetn SIP arkayHts Obuwe HacTpoitkn SIP TenathonHan kHura McTopua BeIz0B0R

HacTpoiika DSCP gna SIP

ArrayHt 1 0

Arraynt 2 |0

HacTtpolika DSCP gns RTP

ArrayHT 1 0

ArrayHT 2 0

<o
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HacTtpoiika DSCP gns SIP:

* AkkayHT 1 — 3Ha4eHue rnona DSCP 3aronoska IP-nakeTa A1 cMrHanbHoro Tpadmka npoTokona
SIP ans nepson INHNW.

* AkkayHT 2 — 3HadeHue rnona DSCP 3aronoska IP-nakeTa A1 cMrHanbHoro Tpadumka npoTokona
SIP ansi BTOPOW NINHNW.

HacTtpoiika DSCP gnsi RTP:

* AkkayHT 1 — 3HaudeHMe rnona DSCP 3aronoska IP-nakeTa Ans ronocoBoro Tpapuka ans
nepBovi IMHUN.

* AkkayHT 2 — 3HaveHue rnona DSCP 3aronoska IP-nakeTa Ans ronocoBoro Tpapuka ans
BTOPOW NNHUN.

© /[ns BCTynneHUst B CUy HOBOM KOHOUIypaLMm 1 3aHEeCeHs HAacTPOeK B SHEProHe3aBMCHMYHO
NaMsiTb HAXXMUTE KHOMKY «/IpyMeHUTL». A5 OTMeHbl U3MEHEHUIA HaXMUTE KHOMKY « OTMEHa.
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3.2.2.5 [logmeHro « TesiepOHHasH KHUra»

YnpaeneHue nokanbHow TenepoHHON KHUIoMn

Cete QIEEELEGLUTEE CucTeMa  MOHWTOPMHI
Hactpoiku cetn SIP akkayHTb Obuwwe HacTporkm SIP QoS McTopua BIz0B08

NokansHan LDAP

MonyunTs TenedgoHHY KHWUMY ¢ YyCTPoOHCTBa

Qopmat chaina csv

= xml

* Crayats

3arpy3nTb TenedOHHYK KHUTY Ha YCTPOMCTBO

®ain TenethoHHOR KHIUMK Beibepure chaiin | O3 He Beibpan
Qopmat haina csv

& xml

Pexam gobaeneHma

OuncTuTe TeneoHHYK KHUrY

bsok napametpos "1o/yunTs Te1ePOHHYH KHUTY C yCTporicTBa"
B AaHHOM 6/10Ke MOXHO cKayaTb $ainn TeneGoHHON KHUMN.

« @opmar gariia — BolbepuTe dopmart daiina ans ckaumBaHus. JOCTynHbI ciegytowme bopmaTbl:
* CSV — TeKCTOoBbI dopmaT daiina, B KOTOPOM KOHTaKTbI 3anmcaHbl B BUAE Tabanubl.
3HayeHns B TabanLe OTAENSOTCS APYr OT ApYra BbIbpaHHbIM pasaenntenem.
+ xml — eXtensible Markup Language — pacwimpsieMblii A3bIK pa3MeTKu.
+ Pazgenuvresib — CUMBON Pa3sAeneHns 3Ha4YeHnn B cTpoke. Micnonb3yeTcs n nmeeT 3HauYeHUst Npu
Bblbope popmaTa csv.
+ [lobaBuTh 3aro/10BoK — Npwv BblbOpe JaHHOM ONuMK B BbIrpy>Xaemom csv-daiine nepsasi CTpoka
byaeT cogepkaTb 3aro/ioBOK.

b0k napameTpoB "3arpy3ntb TeAEPOHHYH KHUTY HA yCTPOoricTBO"

B faHHOM 6/10Ke HacTpamMBarTCsA NapameTpbl BOCCTAHOB/EHWSA TenedOHHOM KHUMM U3 pe3epBHOIA
KOMmuun.

« @opmar gaviia — Bblbop popmaTa 3arpyxaemoro ¢panna. loctynHel cneayroLme popmathbi:

67



PyKOBOACTBO Mo sKcnayatTaymm |P—Teﬂe¢OHOB cepunn VP

* CSV — TeKkCcToBbI dopmaT Ppaiina, B KOTOPOM KOHTAKTbI 3aMmncaHbl B BUAE Tabnnubl.
3HayeHns B TabanLe OTAENSIOTCS APYr OT Apyra BblbpaHHbIM pasgenntenem.
+ xml - eXtensible Markup Language - paclpsieMblil A3bIK pa3MeTKU.
* [lpucyTcTByeT 3aro/10B0K — oNuusa JOCTYNHa Npuv Bblbope dpopmMaTa Csv 1 03HaYaeT, uTo nepsas
CTPOKa COAEPXMUT 3aro/IoBOK — MpY MMMOpPTe nepsasi CTpoka byaeT NrHOPMPOBaTLCS.
* Pexum gob6assieHvs1 — NP YCTaHOBNEHHOM diare KOHTaKTbl U3 3arpy>kaemoro danna 6yayT
A06aBNeHbl K CyLLeCTBYOLLM.

© Ecnu dnar "Pexunm gobaBneHus " He yCTaHOB/IEH, KOHTAKTbI U3 3arpy>aemMoro ¢aina 3aMeHsT
cyLLecTByoLLMe.

YnpaeneHue yaaneHHo TenepoHHON KHUrovi LDAP

B nogmeHto «TenedoHHasa KHMra» HacTpamBaeTcsa noakntoveHve kK LDAP-cepBepy 1 napameTpbl MOVCKa.

CeTk CucTema MOHWUTOPHHT

Hactpoiiks cetm SIP axkayHThl OBuwe HacTpoitkn SIP QoS EEEYENOTERR TN VcTopus BsizoB80E

NokansHan LDAP

Brniounts LDAP &
Appec LDAP-cepsepa
Mopt LDAP-cepeepa | 389
HauaneHas eeTra noucka
MNaruH
Mapones
BepcwA npoTokona 2 3

MakcHMansHoe KoNWYECTED 3anMcei B
OTESTE OT Cepeepa

ATpHEYT MMEHN KOHTaKTa
ATpMSYT HOMERA KOHTAKTa
ATPMEYT MMEHW BEIECAMMOD
DURLTP NOHEKA UMEH

Ounep Noucka Homepa

[MoKUCK MpK EXCAAWEN BLI30EE &

<o

* Bisrouuntb LDAP — npun ycTaHOBAEHHOM ¢d/iare ctaHeT BO3MOXEH AOCTyN K aApecHON KHUre yepes
3KpaHHOe MeHHo.

* Agpec LDAP-cepBepa — pomeHHoe nmsa nnn IP-agpec LDAP-cepBepa;

* [lopT LDAP-cepsepa — NopT TpaHCNOPTHOro rnpotokoaa LDAP-cepBepa;
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HauanbHas BeTka rnovicka — ykasbiBaeT MeCcTonosioxeHve B katanore LDAP 6a3oBoro

KaTasnora, cogepallero TeiepOHHYI0 KHUTY, U U3 KOTOPOro HauymMHaeTCcs Nonck. YkasaHuve
6a30BOro KaTanora cy>kaeT 061acTb MOMCKA N TeM CaMbIM YMeHbLLAEeT BpeMs Moncka KOHTaKTa.
JlorviH — NOrnH, KOTOPbIA ByaeT NCNONb30BaTbLCS NpY aBTopm3auumn Ha LDAP-cepsepe.

laposib — Naponb, KOTOPbIN ByAeT NCNoNb30BaThCA NpU aBTopm3aumn Ha LDAP-cepBepe.
Bepcus ripotokosia — Bepcusi npoTtokona LDAP ¢opMmpyembix 3anpocos.

MakcrmasibHoe KO/IMYeCTBO 3arvceri B OTBETE OT CEPBEPA —

napameTp, yKasblBatoLMiA MaKCManbHOE KOINYeCTBO pe3ysibTaToB NouCKa, KoTopble 6yayT
BO3BpaLleHbl cepsepom LDAP.

@ OueHb 6onbLIOe 3HauUeHMe «Makc. Hits » 3amMeanseT ckopocTb noncka LDAP, nostomy
napameTp A0JIXeH bblTb HACTPOEH B COOTBETCTBUW C OCTYMHOM MPOMNYCKHOMN
CNOCOBHOCTLIO.

ATpu6YyT UMEHN KOHTaKTa — NapaMeTp, YKa3biBatoLLNI aTpUOYT MMEHU KaXA0W 3anucuy,
BO3BpalLlaemMoli cepsepoM LDAP.

ATpur6yT HOMEPAa KOHTAKTa - NapaMeTp, yKa3biBatoLLMIA aTpMbyT HOMepa KaXAon 3anuncuy,
BO3BpalLlaemoli cepsepoM LDAP.

ATpu6YyT UMEHU BbIBOAMMOro - NapaMeTp, YKasblBalOLLMA aTPUBYT MMEHN ANs BbIBOAA Ha dKPaH.
®PuabTP novcka nmeH - GUNbTP, NCNONb3yeMblid ANs Noncka UMeH. CUMBON «*» B

dunbTpe 0bo3HauaeT Ntbon cumon. Cnmeon «%» B GuabTpe 0603HaUaeT CTPOKY BBOJQ,
MNCNoNb3yeMyto B KavecTBe npeduikca ycnosusa unbTpa.

®@uabTp novcka Homepa - PUNbLTP, NCNONb3YyeMbIA AN Noncka HoMepa. CUMBOA «*» B dunbTpe
0603HauvaeT nboin cumeon. CMMBON «%» B dunbTpe 0603HavaeT CTPOKY BBOAA, MCMO/b3yeMyto B
KayecTBe npedukca ycnosusa unbTpa.

lNovick npuy BXOAALLEM BbI30BE — MOUCK IMEHW MO HOMepY NPy BXOAALLMX BbI3OBaX.

© /A4 BCTyNNEHWS B CUTY HOBOW KOHGUIypaummn 1 3aHeCEHWSI HAaCTPOEK B
SHEProHEe3aBUCMMYHO NaMSATb HAXMUTE KHOMKY «[TpUMeHUTL». [N OTMEHbI 3MEHEHNIA
HaXXMUTe KHOMKY « OTMeHa».
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3.2.2.6 [logmeHro «VIcTopus BbI30BOB»

B nogmeHto «|/|CTOpI/I$I BbI30OBOB» MPON3BOAUNTCA HaCTpOIZKa BeAeHNA XPOHON0rnmn BbiI3OBOB.

CeTk CucTema MOHUTOPUHT

Hactpoisu cetn  SIP arkayHTs OBwpe HacTpoliem SIP QoS TenadwoHHan kHvra IR GTEREENTENTS

MCTOPMH Bbl3CBOB

Pazmep wetepuy eoizcece | 0

MonyurTe dain WCTOpHK BEIZOBOE * Crayats

CUMCTWTE METOPMIC BHIZCEOE W OuMcTHTE

MocMoTpeTs "Uemoputo exizosos”

G oo

* Pasmep ncropuu BbI30BOB — MaKCMMaslbHOE KOJINYeCTBO 3armncen B XXypHane, npuHumMaeT
3HauveHnsa ot 0 Ao 10000 cTpok. 3HauveHMe «0» OTKIOYaeT BeJeHne NCTOPUK BbI3OBOB. [1pu
AOCTVXXEHNW YCTAHOB/IEHHOTO OrpaHYeHNs B XKypHane Kaxaasa nocnegyroLlas 3anncs yaannT
CaMyto CTPYIO 3aMnuncb B Hayae XypHana.

* [Mony4ynTs ¢avizi ncTopun BbI30BOB — [N COXpaHeHNs ¢aina «voip_history» Ha nokanbHom MK
HaXXMUTe Ha KHOrKy «CkayaTb».

* O4YUCTUTBL UCTOPUIO BbI30BOB — ANI1 OYNCTKU UCTOPUIN BbI30BOB HAaXMUTE Ha KHOMKY «OUNCTUTL.

Ana npocMoTpa NCTOpPUK BbI3OBOB NepenauTe no ccoliike «[TocMoTpeTh “UcToputo BbI30BOB"».
OnncaHne MOHUTOPUHIa NapaMeTpoB NpuBeAeHO B pasjene [1oaMeHt0 «/ICTOpYS BLIZOBOBY.

AN BCTynneHns B CUy HOBOW KOHGUIypaummn 1 3aHeCceHMs HacTPOEeK B SIHEProHe3aBNCKMYHO NaMsTb
HaXXMUTe KHOMKY «/IpyMeHUTL». ANs OTMEHbI U3MEHEHUIA HaXMUTE KHOMKY « OTMEeHa».
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3.2.3 MeHw «Cnctema»

B MeHto «Cnctema» BbINOAHAKOTCSA HaCTpOﬁKM CNCTEMbI, BpeMeHN, 40CTyNna K yCTpOﬁCTBy no pas3nInNyYHbIM

NMPOTOKOJ1aM, NPpOnN3BOANTCA CMEHa Naposid n obHoBNEeHMe nporpaMMHOro obecneyeHus yCTpOI7ICTBa.

3.2.3.1 [llogmeHro « Bpems»

B nogmeHo <<HaCTpOI7IKVI BpeMeHN» BbIMONTHAETCA HaCTpOIZKa MPOTOKOJ1a CMHXPOHU3aUMW BpeMEHN
(NTP).

CeTe  IP-TenedoHWA m MOHHUTOPUHT

CepTudmkaTh J[ononHUTENEHLIE HACTPOKNX

HacTpolikn BpemeHw
“acoeon noAc Moscow v

ABTOMATHYECKWA Ne pexon Ha n eTHee/
3UMHEE BpEMA

Bentouute NTP - &
Cepeep cHHXpoHW3aguw | pool.ntp.org -

WHTepdeiic Intermet v

<o

Doctyn HypHan Maporm  Ynpaenenue koHdgmrypaumenn  OBHoeneHme IO Tepesarpyaka  AsTorondwurypupoEanme  WHTepdbedic ynpaenennA

+ HacoBovi nosic — No3BONSAET YCTAaHOBUTb YaCOBO MOSIC B COOTBETCTBUM € 6IMXKaLLM roposoM B

Baluem pervioHe 13 3aaHHOro cnmcka.
* ABTOMAaTun4eckuvi mepexos Ha 1eTHee/3vuMHee BpeMs — Npun ycTaHOBIeHHOM dnare byaeT

nepexoz Ha neTHee/3MMHee BpeMsi 6yAeT BbIMOHATLCS aBTOMaTUYeCKM B 3a4aHHbIV Nepurog

BPEMEHMW.
* [lepexoy Ha eTHee BpeMsi — fieHb, KOTa BbIMO/HATL NEPEX0Z Ha NIeTHee BpeMsi.
* [lepexof Ha 3vMHee BpeMsi — [leHb, KOTAa BbINOJIHATL Mepexos Ha 3VIMHee BpeMmsi.

« CgBur BpemeHu (MyIH.) — Nepuoj BpeMeH B MUHYTaX, Ha KOTOPbIV BbIMONHAETCA CABUT BPEMEHU.

* Brrouunts NTP — ycTtaHoBUTe dnar, ecnm Heob6Xo4MMO BKIHOUUTE CUHXPOHM3aLMI0 CUCTEMHOMO

BpeMeHu YCTPOKCTBa ¢ onpegeneHHoro cepsepa NTP.

+ CepBep cuHXpoHn3aymy — IP-agpec/Ao0MeHHOoe NMA cepBepa CUHXPOHM3aLIMN BPEMEHW.
Bo3mMoxeH py4HOI BBOA aZpeca cepBepa 1 BblI6op U3 CrmcKa.

« VIHTepgevic — BbIOOP ceTeBOro MHTepderica, NCNoib3yemMoro A8 OTApaBKM 3arnpocoB
CUHXpOoHM3aumm NTP.

© [na BCTynNeHWA B CUY HOBO KOHOUIypaLKM 1 3aHECEHNS HAaCTPOEK B SHEProOHEe3aBUCKIMYHO

NaMsATb HAXXMUTE KHOTMKY «/TpuMeHUTL». AN OTMEeHbl U3MEeHEHUIN HAXXMUTE KHOMKY « OTMEHa.
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3.2.3.2 [logmeHro «JocTyr»

B noameHto «[JocTyn» HacTpamBaeTCsa AOCTYN K YCTPOMCTBY NocpeacTBoM web-nHtepdeiica n no
npotokonam Telnet n SSH.

Cete  IP-TenedioHun [ESIwIT5 0 MOHHTOPHH

Epema Ul HypHEn Maponk Ynpaeneswne kondurypauwen  OTxosnstne MO Mepesarpyika ABTORDHQWMIYDWPOBaHKE WHTepdenc ynpaeneH1a CepmudmkaTel  JONONHMTENBHEIE HACTROHKA
F Y F ¥P

MopTel gocTyna
Mopr HTTP | 80
Mopr HTTPS | 443
Mopt Telnet 23

Mopt S5H 2

Hoctyn K ycnyre "WMHTepHeT"
Web # HTTP & HTTPS
Telnet *

S55H =

HocTyn K ycnyre "VolP"

Web HTTP HTTPS

Hoctyn K ycnyre "VHTepeic ynpasneHna”
Web HTTP HTTPS
Telnet

SSH

[ocTyn K anemeHTam MeH

Hacpoiian yerpoiicTee (NI €SN €D €D €T €D €T
SR ——

" [pHMeHn T X Otmena

MopThkl AocCTyna

B AaHHOM pa3zene BbINoNHAETCSA HacTporka TCP-NopToB AN1A AOCTYNa K YCTPOWCTBY NO
npotokonam HTTP, HTTPS, Telnet, SSH.

« [MopTHTTP — HoMep nopTa ansa goctyna kK WEB-mHTepdericy yctponctaa no npotokony HTTP, no
ymonuaHuto — 80.
« [MopT HTTPS — HoMep nopTa ana goctyna kK WEB-mHTepdeiicy ycTpoiicTBa Nno mpoTokony
HTTPS (HTTP Secure — 6e30nacHoe Nnoakato4eHne), Mo yMondaHuto — 443,
+ [Topt Telnet — HOMep nNopTa A9 AOCTyNa K YCTPOMCTBY MO NpOTOKoAy Telnet, no ymonyaHuto — 23.
+ [TopT SSH — HOMep nopTa ANS AOCTyNa K YCTPOMCTBY MO NpOoToKoy SSH, N0 ymMonyaHuiwo — 22.
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Mo npoTokonam Telnet  SSH ocyLlecTBAAETCA AOCTYN K KOMaHAHOM cTpoke (KoHconb linux). Mmsa
nonb30BaTensa/naposb A8 NOAKNOUEHUs K KOHconn: admin/password.

AocTyn K ynpaBneHuto yepes nHtepdeiic yaryrm MHTepHeT

Ana nonyyeHnsa AocTyna K yCTPONCTBY C MHTepdeincoB ycnyr IHTepHeT ycTaHOBMTE COOTBETCTBYHOLLME
paspeLleHus:

Web

* HTTP - npwv ycTaHOBNEeHHOM ¢Jiare paspeLleHo nogkatoyveHne K web-koH$uUrypatopy ycTrporcrea
no npotokony HTTP (Hebe3onacHoe NogkatYeHe);

* HTTPS - npn ycTaHOBNEHHOM ¢nare paspeLleHo NoAK/IryeHne K web-koHpurypaTopy ycTponcTea
no npotokony HTTPS (6e3onacHoe nogknto4veHe).

Telnet — npoTokon, NpegHasHaYeHHbIV ANIA OpraHM3aLmm ynpasneHusa no cetu. Mo3sonseT yaaneHHo
NOAK/IIOUYNTBCA K YCTPOKMCTBY C KOMMNbIOTEPA A5 HACTPOMKM 1 ynpasneHuns. Jns paspeLleHns AocTyna K
yCTpoOWCTBY NO npoTokony Telnet ycTaHoOBUTe COOTBETCTBYHOLLNIA diar.

SSH — 6e30nacHbLIV MPOTOKON yAaIeHHOro ynpasieHus ycTponcTsaMu. B otinume
oT Telnet npoTokon SSH wugpyeT Becb Tpaduk, BKIOYas nepesaBaemMble naponn. Ana paspeweHus
£0CTyna K YCTPOMCTBY MO NPOTOKOY SSH yCTaHOBUTE COOTBETCTBYOLWMIA dnar.

JlocTyn K ynpasneHuio yepes uHtepdeiic ycnyrm VolP

B faHHOM pa3gene ocyLecTBASETCA HACTPOMKa A0CTyna K MHTepdeiicy ycnyrun VolP (nHTepdeiic
ycnyru VolP HacTpanBaeTcs Ha cTpaHuue IP-TenedoHums — Hactpoiika cetn) yepes web

(npoTtokonbl HTTP unu HTTPS), a Takxke no npotokosiam Telnet n SSH. [ins paspelueHns goctyna no
KaKoMy-1160 13 yKa3aHHbIX MPOTOKO/0B YCTaHOBUTE COOTBETCTBYOLLME paru.

AocTyn K yenyre «MHTepdeic ynpaBneHus»

Pa3zen no3sosiseT HaCTPOUTb AOCTYN A/IA YyNpaB/ieHNs YCTPONCTBOM, NCMOb3YS

npoTokonbl HTTP, HTTPS, Telnet u SSH. HacTpoiika nHtepgeiica nponssBoanTca Ha cTpaHuue CuctemMa —
VLAN ynpaBneHus. Ans paspeLlueHns JoCcTyna rno KakoMy-imbo 13 ykasaHHbIX MPOTOKO/I0B YCTaHOBUTE
cooTBeTCTBYOLWME dnaru.

© /[ns asTopusaumm no nportokosam Telnet n SSH no ymonyaHmio NCNoNb3yOTCA UMSA
nonb3oBaTensa admin, naponb — password. [Nocne aBTopu3aLMm CTaHeT JOCTYMNHa KOHCO/b
ornepauyioHHOM cUCTeMbI Linux ¢ BO3MOXHOCTbIO MCMO/Ib30BaHNS OCHOBHbIX KOMaHZ
KOMaHAHOro nHTepnpetatopa shell.

ﬂ,OCTyI'I K 3/1eMeéHTaM MEHI0

B gaHHOM 6noke HaXo4ATCA TPpW rpynrnbl 31€MeHTOB, 40CTYN K KOTOPbIM MOXHO 3anpeTnTb ANA
nonb3oBarensi. Ecim 10T nam nHom anemeHT YKa3aH B CNCKe, TO 40CTyN K HEMY pa3speLleH.

3anpeTuTb AOCTYM MOXHO, HaXaB Ha KPecTMK CrpaBa OT Ha3BaHWS 3/IeMeHTa MEHHO [ cer= x J .ns Toro,
YTO6bI Pa3peLLnTb AOCTYN A0 paHee 3anpeLLeHHOro 31eMeHTa MeHH, HE0BX0AMMO HaXaTb Ha KHOMKY

M3 BblMajatkoLlero crimcka Bbl6paTb HeO6XOﬂ,MMbIVI 31EMEHT.
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Ansa TOro, YTo6bl AAMUHUNCTPATOPY NOAYYNUTL AOCTYMN KO BCEM 3/1IEMEHTAM MEHIO, B TOM YuCe 1
CKPbITbIM ANt MONb30BaTeNsl, HEO6XOAVMO NEPEKNOUNTLCSA B PEXMM agMUHUCTPaTopa. A1 3Toro B
pasgene MeHto «Bbibop nonb3oBaTensi» BblbepuTe NyHKT «<AAMUHUCTPATOP» 1 BBEAUTE Naposb.

© /Ana pocTyna K CKpbITbIM 3/IeMeHTaM MeHHI0 UCMO/Ib3YeTcs TOT Xe Napo/ib, YTO U AN A0CTYyNa
K web-nHTepdeiicy.

© [na BCTynneHWA B CUY HOBOW KOHOUIYpaLMKM 1 3aHECEHNA HAaCTPOEeK B SHEPTrOHEe3aBUCKIMYHO
NamMsTb HAXXMUTE KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEeHEHUIA HaXMUTe KHOMKY « OTMEHa.

3.2.3.3 [logmeHro « KypHasi»

MoaMeHto «XKypHan» NpeAHa3HauYeHo A1 HaCTPOLiKM BbIBOZA PAa3HOr0 Poja OTNaZ0UHbIX COOBLLEHWIA
CUCTeMbI B LieIsiX 06HapyXXeHUst NpUUnH npobnem B paboTe ycTpoiicTa. OTNajouHy0 MHPopMaLmio
BO3MOXHO MONY4YUTb OT CAeAyoLLMX MPOrpaMMHbIX MoAyneli ycTpolicTBa:

* MeHezgxep Tesie¢poHUM — oTBeYaeT 3a paboTy dyHKUMI IP-TenedoHmN.

* CUCTeMHbIVi MEHEAXXep — OTBEYaeT 3@ HaCTPOUKY YCTPOMCTBA cornacHo dariny KoHurypaumn.

* MeHegxxep KoH@uUrypaymy — oTBeyaeT 3a paboTy ¢ dainnom KoHdUrypauum (UTeHre 1 3anmncs B
KOHUr-dalin n3 pasnnUHbIX MICTOUHUKOB) U c6op MHPOPMaLNMM MOHUTOPUHIA YCTPOMCTBA.

+ MeHezgxep nHTeppericos — oTBeYaeT 3a paboTy NHTepdeincoB B3aNMOAENCTBUSA YCTPONCTBA C
nonb3oBaTeneM (Takmx Kak KnaBuaTypa, AUCnien, cnukeppoH, TenedpoHHas Tpybka 1 T.4.).
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Cete  IP-tenecoHun m MOHUTOPUHT

Bpems  [ocTyn Maponu  YNpaeneHWe KOHUIy paumei

Ceprudpukatel  [10MOMHUTENBHBIE HACTPOMKM

YKypHan TenedoHuu
BuiBOA, #ypHana
OLWKNEKH
MpeaynpexaeHns
OTnafo4Has MHopmaLma
WMHpopMalumnoHHble coobleHna

YpoBeHb TpacCcUposkK SIP

YKypHan cucTeMHOro MeHegkepa
BuiBog #ypHana
OLLMBKK
MpegynpexaeHua
CTnago4Han nHpopMauma

WHpopMalunoHHble coobleHna

OTENYEHD

OTENYEHD

OGHosneHure MO

Mepe3arpy3ka

ABTOKOHTDMIY pHPOBAHUE

WHTepdelic ynpasneHua
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YKypHan meHemkepa KoHdurypaumn

BbiBog, #ypHana

OwnGKK

MpenynpekaeHia

OTNanoyHan MHPOPMALMA

WMHopMaLMOoHHEIE COOBLUEHHA

OTENOYEHD

KypHan meHegKepa uHTepdeincos

BbiBog, #ypHana

OLMBKH
MpenynpekaeHia
OTNanoyHan MHPOPMALMA

WMHopMaLMOoHHEIE COOBLUEHHA

HacTpolika Syslog
BrIHOYUTB
Pexmm
Apnpec Syslog-cepsepa

MopT Syslog-cepeepa

OTENOYEHD

XypHan TenepoHum

* BbIBOA XypHana — Harnpas/ieH/e BbIBOJA COOBLLEHN XypHana:
OTK/IIOYEHO — XYypPHan OTKJIHOYEH;
Syslog — coobLueHs BbIBOAATCS MO MPOTOKOAY syslog Ha yAaneHHbIV cepsep 160 B
NnokanbHbI/ ¢pann (HacTporka NPOTOKOMA OCYLLLECTBASAETCS HUXE);
KoHconb — coobLeHnst BbIBOAATCA B KOHCOJb YCTPOCTBa (HEO6X0AMMO NOAKNOYEHE
yepes nepexogHnk COM-nopTa);
Telnet — coobLueHns BbIBOAATCA B telnet-ceccutio; Ana 3TOro cHayvana HeobxoAMMO €Co34aTb
noAkntoYeHne no npoTtokony telnet.
+ Owmnbkm — ycTtaHoBUTe ¢nar, eciv HeobxoAVMO BbIBOAUTL CO06LLEHNSA TUNa «OLWnBKM».
* lpepynpexgeHuns — yctaHoBUTe ¢ar, ecii He0bXoAMMO BbIBOAUTL COOBLLIEHNA TUMNA
«MpeaynpexaeHns».
+ OTnagoyHas Hpopmaumsa — yctTaHoBuTe dnar, ecim HeobXoAVMMO BbIBOANTL OTNAJ04HbIEe
coobLeHus.
* VIHbopMauVOHHbIe COObLLEHNA — yCTaHOBUTe ¢Jiar, ey HE06XOAMMO BbIBOAUTL
NHPOPMaLMOHHbIE COOBLLEHMS.
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YpoBeHb TpaccmpoBku SIP — 3a4aéT ypoBeHb BbIBOAA CO06LLEHMI cTeka SIP-meHeaxepa
TenepoHnN.

XypHan cucteMHOro MeHeaxepa, MeHeaxepa KOHGUrypauum, MeHexepa UHTepoelicos

BbiBOA XYypHasa — Hanpas/ieHVe BbIBOJa COObLLEHNI XypHana:
* OTK/IH0HEHO — XYPHanN OTKNOYEH;
+ Syslog — coobLLeHNs BbIBOAATCA MO NPOTOKOY syslog Ha yAaneHHbIN cepsep N160 B
NnokanbHbI/ ¢ann (HacTporka NPOTOKOMA OCYLLLECTBAETCS HUXeE);
* KOHco/1b — cO0bLLEeHNS BLIBOASTCA B KOHCOJb YCTPOMCTBA (HEOH6XOAMMO NOAKNOYEHNE
yepes nepexogHnk COM-nopTa);
+ Telnet — coobLyeHns BbIBOAATCA B telnet-ceccmio; aAnsa 3Toro cHavana Heo6xXoAMMO Co34aTb
noZk/toueHve no npoTtokony telnet.
OLumbky — ycTaHoBUTe dnar, ey He06X0A4MMO BbIBOAUTL COOOLLEHNS Tuna «OLWmnbKmn».
lpegyripexseHvs — yctaHoBuTe $nar, eCiv He06X04MMO BbIBOAUTL COObLLIEHMS TUNA
«[lpegyrnipexgeHus».
OT1/1a404Hasi HpopMaLyusi — yctaHoBuUTe ¢nar, ecimi He06X0ANMO BbIBOAUTL OTNAJ0UHbIE
coobuleHus.
VIHpopMaymoHHbIe coobLleHMs — ycTaHoBUTe dnar, ecnm HeobXoAMMO BbIBOAUTL
NHGOPMAaLIMOHHbIe COObLLEHNS.

HacTtpoiika Syslog

Ecnun xoTs 6bl OAMH 13 XypHanoB (MeHeaepa TenepoHUN, CUCTEMHOIO MeHeKepa N MeHeaxepa
KOHUrypaumm) HacTpoeH Ansi BbiBoga B Syslog, HeobxoanMo BKIOUMTL Syslog-areHTa, KOTopbii byaeT
nepexBaTblBaTb OTNaJ04Hble COObLLLEHMS OT COOTBETCTBYHOLLEr0 MeHeAKepa 1 OTNpaBATb UX 1M6o Ha
yAaneHHbI cepBep, M60 COXpaHATb B I0KanbHbIA paiin B dopmaTe Syslog.

Bk/1ro4nTe — NpU yCTaHOBIEHHOM ¢nare 3anyLeH Syslog-areHT.
PexxuM — pexxnm paboTbl Syslog-areHTa:
+ Cepsep — HGopMaLMs XXypHaNoB OTNPaBAAETCS Ha YAaneHHbIn Syslog-cepBep (3TOT pexum
Ha3bIBAETCH «yAANEHHbIN XXypPHan»);
* JlokanbHbIN ¢avii — NHGopMaLUs XYPHANO0B COXPaHAETCs B JIOKaJIbHOM daiine;
+ CepBep v ¢paviz1 — nHPopMauVsa XypHaNO0B OTNPaBASETCA Ha yaaneHHbI Syslog-cepsep v
COXpPaHsieTcs B JIOKaNbHOM daiine.
Agpec Syslog-cepsepa — IP-agpec nnn gomeHHoe nms Syslog-cepepa (HEOBX0AMMO A5 pexnma
«CepBep»).
lopT Syslog-cepBepa — NopT ANst BXOAALLMX cOo0bLeHni Syslog-cepBepa (Mo ymonyaHuto 514,
HeobxoaMMo ansa pexnma «CepBepy).
Wms gaiina — nms dana ana xpaHeHus xypHana B popmarte Syslog (HeobxoaMMo anst pexnma
«®dain»).
Pasmep ¢arina, kb — makcuManbHbI pasmep daiina xypHana (HeobxoaMMo ans pexnma «dDaiiny).

© /[ns BCTynneHUst B CUy HOBOM KOHOUIYpaLMn 1 3aHEeCeHWs HAacCTPOeK B SHEProHe3aBMCHMYHO

NamMATb HaXMNTE KHOMKY «anMeHMTb». ANns oTMeHbI M3MEHEHU HaxXMuTe KHOTKY «OTMEeHan.
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3.2.3.4 [llogmeHto «[laposiv»

B nogmeHto «I'Iaponm» YCTaHaBNMNBAOTCA Naponn A0CTyrna agMUHUCTPAaTOpa, HenpunemnaermpoBaHHoOro
nonb3oBaTtend n Ha6mop,aTen;|.

YcTaHOBMAEHHbIe Napoauv UCNONb3YHTCA ANS AOCTYMNa K YCTPOMCTBY Yepes web-mHTepderlic, a Takxe no
npotokony Telnet.

Mpw BXxoae Yepe3 web-nHTepdeic agmmHmMcTpaTop (Maposib No yMonvaHuto: password) IMeeT NoJHbIN
AOCTYN K YCTPOICTBY: UTEHME U 3annCh II0BbIX HACTPOEK, MOHbIA MOHUTOPUHI COCTOSIHUSA YCTPOMCTBA.

@ J/lornH agMmnHMcTpaTopa: admin

CeTe  IP-TenedoHusA m MOHWTOPHHT

Bpema  Joctyn  HypHan m ¥Ynpaenenue koHgwrypaumeit  OOuvomnenne MO TMepesarpyaka  AsToxoHdmrypupoeanme  Wutepdpeiic ynpaeneqmna — CepTudhukatel

OononHUTENEHEIE HACTPORKKY

Maponb agMuHKcTpaTopa (admin)

Mapons

MoaTeepwaerne

* [laposib 34AMUHUCTPATOPA — B COOTBETCTBYIOLLME MO BBEAUTE Napo/b aAMUHUCTPaTopa U
NoATBEPAUTE ero;

© /[ns BCTynneHUst B CUy HOBOM KOHOUIYpaLMn 1 3aHEeCeHWs HAacTPOeK B SHEProHe3aBUCHMYHO
NaMsiTb HAXXMUTE KHOMKY «/IpyMeHUTL». AN OTMeHbl U3MEHEHUI HaXMUTE KHOMKY « OTMEHa.
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3.2.3.5 [logmeHro «YripaB/ieHue KOHYUrypaymei»

B noameHto «<YnpaBneHune KoHUrypaumen» BbINOAHAETCS COXpaHeHMe 1 0BHOBAEHME TeKyLLel
KOH$Urypaumu.

CeTe IP-TenedpoHUA m MOHUTOPHHT
Bpema  [octyn  MypHan Mapony  EEGLEENEEPERGTL UG ETEE  O0Hoenenne MO Mepesarpyzka Astorondwmrypupoeanue  MHTepdbedc ynpaenenna  CepTudueatsl

doncnHuTeneHee HACTPORKK

daiinbl KoHdUrypauumn

MenyuuTs apxue KoHGUypaLmm © * Crauats
yeTpoiicTEa

3arpyanTe apXue KOHGMIYpaLmMK Ha BriGepure daitn | ©ain He Buibpan
YCTpORACTEO

& 3arpyauts

CEpot Ha 33B0ACKUE HACTDOMKN % Cbpoc

Mony4yeHne KOHPUrypaumu

YT06bI COXPaHUTL TEKYLLY KOHGUIYpaLMIO YCTPONCTBA Ha 0Ka/IbHbIA KOMMbIOTEP, HAXMUTE KHOMKY
«CkayaTtb».

O6HoBneHue KoHbUrypauum

Ana o6bHoBNeHNs KOHPUTrypaLum yCTPOMCTBa HaXMUTE KHOMKY «BbibepuTe ¢alini» B CTPOKe «3arpy3nTb
apxXvB KOHPUIrypaumm Ha ycTpoKcTBo», ykaxuTe daiin (B popmarte .tar.gz) U HOKMUTE KHOMKY
«3arpy3unTb». 3arpy>keHHas KoHGUrypaums npuMeHseTcs aBToMaTmyeckn 6e3 nepesarpyskim
yCTpOiCTBa.

C6poc K 3aBOACKMM HacTpoiKam

Ansa cbpoca ycTporcTBa K HAaCTpoMKaM Nno yMOYAHMIO HaXXMUTe KHOMKY « Copoc».

-~

© Tpwn cbpoce KoHPUTrypaLmm ByayT TakKe cOpoLLeHbl:

* KOHTaKThbl
* NCTOpUA BbISOBOB
* TEKCTOBbIE COO6LL|,eHVlﬂ
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3.2.3.6 [lNogmeHro « ObHoBeHME [10»

MNoameHto «O6HOBNeHMe [TO» NnpegHa3HavyeHo A1 06HOBAEHNS YyNpaBAsaoLLelr MUKPONPOrpaMmbl
yCTpolicTBa.

CeTe  IP-TenedpoHuA m MOHWUTOPMHT

Bpema  [foctyn  Hypwan  [Maponm  ¥Ynpaenenwe kondwrypauped MOEELWEUGEVNNION [epesarpyaka  AsTokondwrypuposanve  MuTepdiedc ynpaenenmAa  CepTudmeats

[ononkuTensHele HACTPONKK

OBGHoBNeHWe NporpaMmHoro obecnedeHns

AxTWEHAR BepckA MO 150134 7

Pezepexan sepena MO 1.5.0.127

Obroenerun M0 matoxke docmynHe! no adpecy: hitp /feltex-co.ru/support/downloads/

®aiin obhoenenna MNO BriGepuTe chaiin | Pain He Bribpar

* AkTnBHas Bepcus 10 — Bepcnsa NporpaMMHOro obecrneyveHums, yCTaHOBNEHHOMO Ha YCTPOIiCTBe.

* [lpoBepuTb 06HOB/IEHMS — KHOMKA ANA NPOBEPKW Noc/iejHelr BepCcmMn NPOrpaMMHOro
obecneyeHuns. C NOMOLLbIO 3TON GYHKLMN Bbl MOXeTe 6bICTPO MPOBEpPUTb HaNYLe HOBOW
BEpPCUM NPOrpaMMHOro obecneyeHns 1 B ciyvae HeobXoAMMOCTU BbIMNOIHUTL ero 06HOBNEHMe.

*+ PesepsHas Bepcus [10 — Bepcusi NpOrpaMMHOro obecrneyeHuns, yCTaHOB/IEHHOIO Ha YCTPOMCTBE,
Ha KOTOPYI MOXHO NepenTu B clydae npobsiem c akTuBHOM Bepcurel MO0O.

+ Cgenartb akTMBHOV — KHOMKa, NO3BONAIOLLAA cAenaTb pe3epBHyto Bepcuto MO akTUBHON, ANA
3TOro noTpebyeTcs nepe3arpyska ycTponcTea. AKTMBHasA Bepcus MO B 3TOM cyyae cTaHeT
pe3epBHOMN.

© /[ns paboTbl GyHKLMN NPOBEPKM O6HOBNEHNSI HEOHXOAMMO HaNn4KMe BbIXoAa B VIHTepHeT.

O6HOBUTbL NporpaMMHoe obecreyeHie yCTPOMCTBA MOXHO TakXe BPYUYHYHO, NpejBapuTenbHO 3arpy3vBs
dainn MO c carita hitp://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha KoMnbtoTepe. nd 3Toro
HaXXMmMTe KHOMKY «Bbibepute dann» B none @avi1 o6HosAeHUSA 10 1 ykaxunTe nyTb K danny
ynpasnstoLen nporpamMmmel B popmare .tar.gz.

Ansa 3anycka npouecca 06HOBNAEHNA HEOBXOANMMO HaxXaTb KHOMKY «3arpy3uTb ¢aiin». Mpouecc
06HOB/IeHVA 3aliMeT HeCKONbKO MUHYT (0 ero TekyLleM cTtatyce byjeT yka3aHO Ha CTpaHuLe), nocie
yero yCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He oTkntoualiTe NMTaHMe YCTPOICTBA, He BbIMOJHSANTE ero nepesarpysky B npouecce
obHoBneHus MO.
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3.2.3.7 [logmeHto «[lepe3arpyska»

B noameHto «[Mepe3arpyska» BbINOAHAETCHA Nepe3anyck yCTPOMCTBa.

CeTb IP-TenedpoHuA m MOHUTOPHHT

Bpema  [octyn  MypHan Maporw  Ynpaenenue koHdwmrypauwedt  OBxoenenne MO QEREWVEEGGETEW  AsTokoHdmrypuposanue  MHTepdbedc ynpaenenns  CepTudueatsl

[ononHUTeNsHEE HACTPONEK

Mepesarpyska ycTpolicTea

 MNepe3zarpyzka

[Ana nepesarpysku YCTPOCTBA HAaXMUTE Ha KHOMKY «MMepe3arpysunTb». MNpoLiecc nepesarpysku
yCTpolicTBa 3aHUMaeT NPUMEPHO 1T MUHYTY.

3.2.3.8 [logmeHro «ABTOKOHQUIYpUpoBaHue»

B noagmeHto «<ABTOKOHUTypMpoOBaHMe» BbINONHAETCSA HacTponka anroputma DHCP-
based autoprovisioning (aBTOKOHpUTypmrpoBaHMe Ha ocHoBe NpoTokona DHCP) n npotokona
aBTOMaTU4YeCcKoro KOHGUryprmpoBaHMa aboHEeHTCKNX ycTponcTB TR-069.

CeTk IP-TenedoHUA m MOHHWTOPHHT

Bpema  Hoctyn  ypwan  [Maporm  Ynpasnexwe xonburypauwen  Obwoenenne MO NMepesarpyaka  [GVGTGENRYT =00 |[HTepheic ynpaeneHns

Ceptucbukatel  JlononHWTENsHbE HACTPOMKA

O6Wwne HacTpokK

MpHopMTET NApaMETPoR M3 DHCP options v

AeTomaTuueckoe obHoeneHne MNO W koHUrypauuu

Kondpmrypaums
AgTomaTuueckoe obHoENEHIE Mepuoguuecku A
Darin koHburypaLmu (tftp(http)://download.server.loc/config_file cfg)
WHTepean obHoenexsuA koHgurypawm, ¢ 300

MporpammHoe obecnedenue

AsTomaTuueckoe obHoENEHNE Mepuoguuecku v
aiin MO (tftp(http)://download server locfirmware file)
MuTepean obHoeneqmA MO, ¢ 3600

+ lNprnopuTeT NapamMeTpoB U3 — AaHHbI NapameTp onpejenseT, oTKyAa HeobXxoAMMO B3ATb
Ha3BaHWs 1 pacrnosioxeHre ¢anioB KOHPUrypauum n NporpaMMHOro obecneyeHus:
« Static settings — nytn K pannam KoHbUrypauum n NnporpaMmMHoOro obecneyeHmns
onpeAensatTcs COOTBETCTBEHHO U3 NapameTpoB «Parin koHpurypaumm» n «Pavn Moy,
+ DHCP options — nyTu K ¢painnam koHuUrypaumm v nporpaMmMHoro obecrneyeHms
onpeaensitoTcs 13 DHCP onumin 43, 66 1 67 (A19 3TOro HeobxoanmMo ansa ycnyru IHTepHeT
BblbpaTb NpoTtokon DHCP).
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MoApo6HOe onvcaHne anropuTMoB paboTbl ONKMCaHO B paszene [1oaMeH0 «/IHTepHEeT».

ABTOKOHOUrypypoBaHue Ha ocHoBe rnpoTtokosia DHCP

* Vima nosb3oBate/id FTP — ncnonb3yerca ana asTopusaumm Ha FTP cepBepe Npu 3arpyskm
KoHpurypauwmm nnm Mo.

* [laposib FTP — ncnonb3yeTca Ana asTopmsaumm Ha FTP cepBepe npu 3arpysku KOoHGuUrypaumm nnm
Mno.

KoHpurypayms

* ABTOMatru4eckoe obHos/IeHe — ANs 06HOBNeHNs KOHGUrypaummn 1 MNO oTAeNbHO MOXHO 3a4aTb
OAMH M3 HECKONbKMX PEXNMOB 06HOBNEHVS.

* BbIk/1l04eHO - aBTOMaTN4YecKoe 06HOBeHME KOHGUTypaLummy nam NnporpamMmmMHOro
obecneyeHunss yCTPOMCTBA OTKHOYEHO.

* [lepurogu4yecku - aBTOO6HOBNEHVE KOHPUTYpaLmM Nav NporpaMMHoOro obecrneyeHus
yCTpoWcTBa ByAeT Npon3BOAUTCA Yepes 3aZaHHbIA NPOMEXYTOK BPpeMEHN.

* [lo pacnvicaHunto - aBTOOH6HOBNEHME KOHGUTrypaLmy UM NporpaMMHOro obecneyeHums
yCTpOMCTBa byfeT Npon3BOANTCA B 3alaHHOE BPeMS, B YKa3aHHbIe JHN HeJenu.

© @avin KoHGUrypaymy — NONHBIV NyTb K danny kKoHourypaumm — 3agaétcsa B dopmate URL (Ha
AAHHbBIA MOMEHT BO3MOXHa 3arpy3ka ¢aina koHourypaumm no npotokonam TFTP 1 HTTP)

« tftp://<server address>/<full path to cfg file>

+ http://<server address>/<full path to cfg file>

« ftp://<server address>/<full path to cfg file>

* rae < server address > — agpec HTTP-, TFTP- unn FTP-cepBepa (4oMeHHoe nms unu IPv4),
+ < full path to cfg file > — nonHbLIV NyTb K panny KOHPUrypaLnm Ha cepBepe;

* VIHTepBas1 06HOB/IEHVA KOHPUIYypaLmy, ¢ — MPOMEXYTOK BPeMeHU B CEKYHZAAX, Yepes KOTOPbI
OCyLLIeCTBSETCA Nepnoanyeckoe obHoBAeHNEe KOHOUIypaLmMmM yCTPOIACTBa; BbI6Op 3HaueHns 0
O3Ha4vaeT oHOKpaTHOoe 06HOBNEHME TOJIbKO Cpasy Mocsie 3arpyskun yCTpomncTaa.

* Bpemsi 06HOB/IeHUS paviia KOH@uUrypayy — Bpems B 24-yacoBom opmaTe, B KOTOpoe byaeT
NPOMN3BOAUNTCA aBTOOBHOBNEHVE KOHPUTYpaLUN.

* [JH1 06HOB/IEHNA KOHYUIYpaymy — AHVN HeAenn, B KOTopble B 3aflaHHOe Bpems byjeT
NPOn3BOAUTLCA aBTOOBHOBNEHVE KOHOUTYpaLUN.

lporpammHoe obecrieyeHue

* ABTOMatn4eckoe obHos/IeHe — ANs 06HOBNeHNS KOHGUrypaummy 1 MO oTAeNbHO MOXHO 3a4aTb
OANH N3 HECKONIbKNX PEXNMOB O6HOBNEHNS.

* BbIk/1l0o4eHO - aBTOMaTN4YecKoe 06HOBeHME KOHGUTypaLummy nam NporpamMmmMHOro
obecneyeHunss yCTPOMCTBA OTKIHOYEHO.

* [lepurogu4yecku - aBTOO6HOBNEHVE KOHPUTYpaLm Nav NporpaMMHoOro obecrneyeHus
yCTpoWcTBa byAeT Npon3BOAUTCA Yepes 3aZ,aHHbIA NPOMEXYTOK BPeMEHN.

* [lo pacnvicaHunto - aBTOOH6HOBNEHEe KOHGUTrypaLmu UM NporpaMMHOro obecneyeHums
YCTPOWCTBa byAeT NPOn3BOAUTCS B 3ajlaHHOE BPeMs, B yKa3aHHbIe AHN Hejenn.

« @avin 10 - nonHbI NyTb K Gariny NporpaMmMHoOro obecneyeHus — 3agaétcsa B dopmate URL (Ha
AAHHbIA MOMEHT BO3MOXHa 3arpy3ka ¢aina MNO no npotokonam TFTP n HTTP):
+ tftp://<server address>/<full path to firmware file>
* http://<server address>/<full path to firmware file>
+ ftp://<server address>/<full path to firmware file>
* rae < server address > — agpec HTTP-, TFTP- unn FTP-cepBepa (4oMeHHoe nms unu IPv4),
+ < full path to firmware file > = nonHBLIV NyTb K panny NO Ha cepBepe;
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* VIHTepBasn o6HoB/eHA 10, ¢ — NPOMEXYTOK BPEMEHN B CEKYH/AX, Yepes KOTOopPbI
OCyLLeCTB/ISeTCs nepmnojmnyeckoe 0bHoOBNEHME MPOrpaMMHOro obecrneyveHuns yCTporcTBa; Bbl6op
3HayeHa 0 o3Ha4aeT 0fHOKPaTHOe O6HOB/IEHVE TONLKO CPa3y Moc/e 3arpy3kn yCTpomcTaa.

* Bpems obHosneHus 10 — Bpems B 24-4acoBoM popmaTte, B KOTOpoe byaeT NpOn3BOANTCA
aBTOOHHOB/IEHME NPOrpaMMHOro obecneyeHus.

* [Hu 06HoBAeHMs 10 — AHV Hejenn, B KOTOopble B 3ajlaHHOe BpeMs byzeT Npon3BOANTLCA
aBTOOHHOB/IEHME NPOrpaMMHOro obecneyeHus.

JleTanbHoe onvcaHve anropyuTMa aBToMaTNYeckoro o6HOBNEHNSA Ha OCHOBE
npotokona DHCP cmoTpuTe B NPUAOXEHUN ANITOPUTM PaboThbl aBTOMaTnyeckoro obHoBAeHNS
YCTPOMCTBA Ha OCHOBe npoTokona DHCP.

ABTOKOHOUrypmpoBsaHue no npotokony TR-069

Mo npoTtokony TR-069 BO3MOXHO MPoun3BecTy NosHoe KOHGUTyprpoBaHMe YCTPOMCTBA, O6HOBEHNE
nporpamMmMHOro obecrneyeHus, uteHne nHopmaumm ob yctporictae (Bepcus MO, Mozenb, CEPUNHbIIA
HOMep W T.4), 3arpy3Ky 1 BbIrpy3Ky Liesioro ¢parina KoHPUrypaumm, yaaneHHyro nepesarpysky
yCTpOWCTBa.

ABTOKOHGUrypupoBaHue no npotokony TR-069
Obume
Brnmounte knuenta TR-069 &
WHTepdeic Internet v
Agpec cepeepa ACS | hitp:/fupdate local: 9595/
BrMiounTE Nepuoguueciui onpoe ¥

MNepwog onpoca, © &0
3anpoc coeguHennA c ACS

HMmA noneaoearens acs

Mapone
3anpoc coeqMHEHHA C KITUEHTOM

MmA nonb3cearena | admin
Mapone
Hactpoiku NAT
Pestana NAT STUN v
Agpec STUN-cepeepa | stun.local
Mopt STUN-cepeepa | 3478
MWUHUMANBHEIR Nepyog onpoca, © 30

MakcumansHLIR Nepuog onpoca, ¢ &0
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ObLyne

* Br/rounTb k/iveHTa TR-069 — npu ycTaHOBNeHHOM ¢are pa3spelueHa paboTa BCTPOEHHOro
KnneHTa npoTokona TR-069.

* VIHTepgevic — BbIbOp nHTepdeinca ana paboTtel no npotokony TR-069. Ecnu
Ha ycTponcTee BkIoUeH UHTepdenc VLAN yripasieHuvs, To gaHHaa VLAN aBTomatmnueckn byget
NCMosb30BaTbCA ANA paboTel Mo npoTokony TR-069. HacTpolika Bblbopa MHTepdelica byaeT
3abnokmpoBaHa.

« Agpec cepsepa ACS — appec cepBepa aBTOKOHGUIypmpoBaHUs. Ajpec HeobxoAnMMO BBOANTL B
dopmare http://<address>:<port> nnu https://<address>:<port> (<address> - IP-agpec nnm joMeHHoe
nmsa ACS-cepsepa, <port> — nopT cepepa ACS, no ymonyaHuto nopt 80 ). Bo BTopoMm ciiyyae
KAneHT byaeT ncnonb3oBaTb 6e3onacHbIn npoTokon HTTPS ans obmeHa nHopmavmen ¢
cepBepomM ACS. ACS-cepep ¢upMbl Eltex no ymonyaHuio ncrnonb3syet Ans cesa3m nopt 9595.

* BK/IIOYUTB Neproguyeckuyi orpoc — npmn yCTaHOBNAEHHOM ¢nare BCTPOEHHbIN kKaneHT TR-069
OCyLLleCTB/IAIeT nepuogmnyecknii ornpoc cepsepa ACS c HTepBaJioM, PaBHbIM «[lepuogy ornpoca», B
cekyHAax. Llenb onpoca - 06HapyXnTb BO3MOXHbIE U3MEHEHUA B KOHPUrypauum yCTponcTBa.

3anpoc coequHeHns cACS

* VIms nosb3oBaresns, [1aposib — UMs NONb30BaTeNs U Naponb ANs 4OCTyna KnneHTa Kk ACS-cepBepy.

38/7,DOC COEQUHEHUA C K/TMEHTOM

* VIms nosb3oBaresns, [1aposib — MS NONb30BaTeNs U Naponb Anst goctyna ACS-cepepa K KNMEHTY
TR-069.

Hacrtporiku NAT

Ecnn Ha nyTy mexay KineHTom 1 cepsepoM ACS rmeeT MecTo npeobpasoBaHme ceTeBbIX aZpecoB
(NAT - network address translation) — cepsep ACS MOXeT He MeTb BO3MOXHOCTb YCTaHOBUTb
coefiIHEHVE C KIMIEHTOM, eC/IN He KCMOoJ1b30BaTh onpejeneHHble TEXHOJIOM K, MO3BOoISOLLE 3TOro
n3bexaTb. DTN TEXHONOMNM CBOAATCH K ONpejeneHnto KIMeHTOM CBOero Tak Ha3biBaeMoro ny6nyHoro
agapeca (agpeca NAT v no-4pyromy — BHELLHEro ajpeca LUt3a, 338 KOTOPbIM YCTAaHOB/EH K/INEHT).
Onpegenve cBoW NY6NYHBIA afpec, KNVEHT COOOLLI@eT ero cepBepy, U cepBep B AasibHelLeM AN
YCTaHOB/IEHWNSA COeANHEHUS C KIIMEHTOM NCMO/b3YET YXKe He ero SIoKaJibHbl agpec, a NyeanyHbIn.

* Pexum NAT — onpejensieT, KakuM 06pa3oM KJIMEHT AOIKEH NofyyYnTb MHGOPMaLMIO O CBOEM
ny6nnyHoM agpece. Bo3MOXHbI criegytoLume pexxrMel:

+ STUN - ncnonb3oBaTb NpoTtokon STUN ana onpegenerus nybanyHoro agpecs;

+ Manual - py4Hoin pexum, Npu Belbope pexrma Manual ny6anyHbIn agpec KnveHTa 3ajaeTcs
BPY4HYyto Yepes napametp Agpec NAT (agpec Heobxoanmo BBoANTb B dopmaTe IPv4). B 3Tom
pexviMe Ha yCTPOMCTBe, BbinonHswoweM dyHkLummn NAT, Heob6xoanmMo f06aBUTb NPaBUIO
npobpoca TCP-nopTa, ncnonb3syemoro kaveHTom TR-069;

+ Off = NAT He ncnonb3yeTcs — AaHHbIA PEXUM peKOMeHAyeTCs NCNONb30BaTb, TONbKO KOrja
YCTPOWCTBO NOAK/IHOUYEHO K cepBepy ACS HanpsaMmyto, 6e3 npeobpa3oBaHuUs ceTeBbIX
agpecos. B 3Tom ciiydae ny6anyHbIA agpec coBrnajaeT C I0KalbHbIM apecom KaVeHTa.

Mpw BbIGOpE pexxma STUN Heo6xoAMMO 3a4aTb CneayroLlie HacTPOMKM:

+ Agpec STUN-cepsepa — IP-agpec nnn gomeHHoe nvsa STUN-cepsepa.
* [TopT STUN-cepsepa — UDP-nopT STUN-cepBepa (Mo ymMon4yaHuto 3HayeHne 3478).
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* MUuHUMAa/IbHBIVI Teprog orpoca n MakcrMasibHbivi epuro ornpoca — onpeAenstoT NHTepBan
BPeMeHI B CeKyHAaxX ANA OTNPaBKU nepnogmnyeckmnx coobuieHnin Ha STUN-cepBep ¢ Lenbio
06Hapy>XeHNsA N3MeHeHna Ny6anYHOro ajgpeca.

© /[ns KoppekTHoW paboTbl c ACS-cepBepoM 3a NAT MrHMManbHbIn nepmog onpoca STUN-cepsepa
AO/MKEH MeHblUe, YeM MakcMaibHoe BpeMs CoXpaHeHns ceccm NAT-yCTPOMCTBOM.

© [na BCTynneHWA B CUY HOBOW KOHOUIYpaLMKM 1 3aHECEHNA HAaCTPOEeK B SHEPTrOHEe3aBUCKIMYHO
NamMsTb HAXXMUTE KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEeHEHUIA HaXMUTe KHOMKY « OTMEHa.

3.2.3.9 [logmeHro « IHTepgeric yrpaBaeHus»

MeHI0 No3BONAET HAaCTPOUTL CeTEBOWN NHTepENC AN OpraHm3aLmn CeTeBOro yrpasaeHus
YCTPOWCTBOM, NCNONb3YsA NPOoTOoKoAbl HTTP, HTTPS u Telnet.

CeTe  IP-TenedoHus m MOHWUTOPHHT

Bpema  [doctyn  ypwan  Maporm  Ynpaeneuwe koudwrypauped  Obroenenne MO Mepesarpyaka  Astorondwrypuposanve EEEEWGWEUSTWELYECIEN  CepTudmEaTsl

[ononHuTensHele HAacTPORKKM

WHTepdeic ynpasneHns

BrniouwTe wHTEpheic ynpaenedus ¥

Tun gocTyna Tagged v
VLANID 20

8021P | O v

MpoTokon DHCP v

AneTepratuekii Vendor ID {onuwa 60)
MepenuHEi DNS

Bropuurelii DNS

* BK/IIOYUTE UHTEP@ELIC yripaB/ieHns — Npy yCTaHoBNeHHOM dnare yrnipasieHue yCTponCcTBOM
NPOV3BOAMNTCA Yepes JaHHbI UHTepdeic.
« Tun goctyrna — 3afaeT pexnm paboTbl nHTepdeica:
+ Tagged — faHHble NepeaatoTcs NHTepdencomM ¢ NCNob30BaHMEM 3a,aHHOIO
VLAN ID;
+ Untagged — paHHble nepeaatoTcs MHTepdericom 6e3 ncnonb3osaHmsa VLAN.
* VLAN ID — vaeHTUduMKaTOp 4NN BblAeneHns nHTepdeinca B BUPTYyanbHYH NOKaNbHYIO CeTb.
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+ 802.1P - npusHak 802.1P (gpyroe Ha3BaHue CoS — Class of Service), ycTaHaBANBaeMbIii Ha
nexogsauime ¢ JaHHoro nHtepdelrica IP-nakeTobl. MpuHMMaeT 3HayeHUst oT 0 (HU3LWINIA
npuopuTeT) A0 7 (HaMBbICLLINIA NPUOPUTET).

* [IpoToko/1 — BLIGOP MPOTOKO/A Ha3HauYeHNs ajpeca Ha UHTepdelc:

+ Static — pexxum paboThl, Npy KOTOPOM IP-agpec n Bce He0bXoAVMble HAaCTPONKN
Ha LAN-nHTepdeince HasHavaeTca BPyUHYHO.

* DHCP - pexwum paboTbl, Npu KoTopoM IP-agpec, Macka nogceTu, agpeca DNS-
CepBepoB 1 Apyrue napameTpsbl, Heobxoaumble Ans paboTel MHTepdeinca
(Hanpumep, cTaTUYeckre MapLUpyThl), 6yayT nonyyeHsl ot DHCP-cepBepa
aBTOMaTUYecKn.

MNpoTokon "Static"
Mpw BbIGOpe TMNa «Static» AN pefakTUPOBaHUA CTaHYT AOCTYMHbI ChefytoLlme napameTpbi:

* IP-ggpec - ycTtaHoBKa IP-agpeca nHtepdeiica ynpasneHus;

* Macka riogcetv — macka noacetn nHTepdeiica ynpasneHus;

« LLmo3 o ymon4daHuio — IP-agpec ceTeBoro Lwr3a no yMo/4aHuoo nHtepdeinca ynpasneHus;

* [MepBuyHbIvi DNS, Bropn4yHbisi DNS — IP-agpeca DNS-cepBepoB, HEO6X0AMMbIX A/19 paboThl
NPOTOKO/10B aBTOKOHQUIYPNPOBAHWSA LLIIKO3a, HACTPOMKA KOTOPbIX MPOU3BOAUTCA Ha CTPaHMLLe
Cucrema — ABTOKOHOUIypupoBaHue.

MNpoTtokon "DHCP"
Mpw BbIGOPE NpoTokona Tuna «<DHCP» aAna peaakTmpoBaHWA CTaHYT AOCTYMHbI CejytoLve napamMeTpbl:

« AnibTepHatvBHbIvi Vendor ID (onyus 60) — npy ycTaHOBAEHHOM ¢iare yCTPOMCTBO NepesaéT
B DHCP-coobeHmax B onuum 60 (Vendor class ID) 3HaueHwne 13 nonsa Vendor ID (onyms 60). Ecnun
dnar AibTepHatvsHbIVi Vendor ID (onyus 60) He ycTaHOBNEH — B onuumn 60 nepesaeTcsi 3HaYeHne
No YMOJ/IYaHUIO, KOTOPOEe MMeeT cneayroLwnii ¢opmar:
[VENDOR:npownssoanTens][DEVICE:Tvn ycTpoiicTBa][HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-agpec nHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]J[VERSION:Bepcua
nporpammMHoro ob6ecneyeHus]
Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

* Vendor ID (onyums 60) — 3HaueHwne onumm 60 (Vendor class ID) nepesaBaemoe B DHCP coobLueHusx.
Mpwv nyctom none onuus 60 B coobLieHmsx npotokona DHCP He nepeaaércs.

* [lepBunyHbIvi DNS, BropnyHbivi DNS — agpeca cepBepOB AOMEHHbIX UMEH (MCMONb3yrTCa AN
onpegeneHus IP-agpeca ycTporicTBa No ero JOMeHHOMY MIMeHW). ALpeca, 3alaHHble BPYUHYHO,
6yayT MeTb NpuopuTeT Haj agpecamu DNS-cepBepoB, nosydeHHbIMY 1Mo npoTokoay DHCP.

Cnucok ncnonb3yembix DHCP onumii Ha KaxAoM ceTeBOM MHTepdeiice MOXHO 3ajaBaTb BPYUHYHO.
NHpopmaLms Mo HaCTpoKe cnmcka B NpuaoxeHun Hacrporika DHCP-kneHToB B My/IbTUCEPBUCHOM
pexume.

© /[ns BCTynneHUst B CUy HOBOM KOHOUIYpaLMn 1 3aHEeCeHWs HAacTPOeK B SHEProHe3aBUCHMYHO
NaMsiTb HAXXMUTE KHOMKY «/IpyMeHUTL». AN OTMeHbl U3MEHEHUIA HaXMUTE KHOMKY « OTMEHa.
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3.2.3.10 [llogmeHro «CepTU@uKatb»

CeTe  IP-TenedpoHUA m MOHUTOPHHT

Bpema  [octyn  Mypean  Taponu  Ynpaenexwe koHgurypaupendn  ObHoenenwe MO TMepesarpyaka  Astokodurypuposanne  WuTepdbeiic ynpaenenuna RO tvile ]

[ononHUTENEHEIE HACTPORKN

CepTtndomkathbl
Tun Obwee uma OpraHuzauua
KopHesoit ceprudmkar 192.168.1.1 Eltex

KNUeHTCkMA cepTudmrat <CepmubuKam omcymemeyem:=

WEB-cepTudmrar 192.168.1.1 Eltex Ent

MoaMeHto «CepTrduKkaTe» NO3BONSIET MPOCMATPUBATL, CKAYMBATL U 3arpyXaTb Ha YCTPONCTBO
cepTndUKaThl ANSI UCMONb30BaHWS B 3aLUNLLEHHBLIX COANHEHNsX TLS.
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KopHeBoii cepTndmKaT NCNONb3YyeTCs ANS NPOBEPKU NOANNHHOCTY CepTUGMKATOB NPU BXOAALLNX
coefnHeHMAX. OTOT cepTUMKAT JOMXKEH BbITb MOANNCAH LIEeHTPOM aBTOpPM3aLMK.

CeTe  IP-TenedpoHUA m MOHWUTOPMHT

[NononHuTensHLIe HACTPONKK

KopHeBoii cepTudmrar

Ceptudmrar

CepuiiHkIi Homep
HepelcTentenex oo

HenelcTenTENeH nocne
WmA nony4atens

OBwwee A
Oprammzayma

JononsuTensHElE JOMEHHEIE 30peca
LleHTp aBTOpUzaLMH

OBuwee A

Opraunaauyma

Onepaumm ¢ cepTudpukaTom

Crauats cepTudhukaT ¢ yeTpoicTea

3arpyauTe CepTUDUKAT HA YCTPORCTED

€ Hasag

Bpema  doctyn  Hypwan  Taponw  Ynpaeneduwe koHdurypauwen  ObHoenexme MO

81:72:83.DD:0D:F4:26:C7

01.01.1970

31.12.1975

192.168.1.1

Eltex

192.168.1.1

Eltex

* Crauats

Mepezarpyaka

Beibepue dhaiin Dain He BLIDpaH

& 3arpyaums

AETOKOHMYpPUPOBaHHE

WuTepdheiic ynpaenexna

Ceprncurars

« CepuviHbIfi HOMep — CepUHbIA HOMep BbIbpaHHOro cepTndmkaTa;

* HegevicTButeseH 40 — fata Hayana fencreusa ceptndunkaTa;

« HegevicTButeseH rnocsie — aata OKOHYaHNSA AelicTBus cepTudmnKaTa;

* VImsi nosyydaress — fjaHHble 0 nonydaTene ceptudukata (Obuwee nms, OpraHusayms,
JononHuTenbHble JOMEHHbIe agpeca);

* LleHTp aBTOPU3aLMM — AAHHbIE O LeHTpe aBTopm3auunm (Obee nms, OpraHmnsaums).
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KnneHTcknin cepTndmrKaT NCNoNb3yeTcst NpU NCXOASALLNX COeANHEHNsIX No npoTokony SIP ¢

ncrnonb3oBaHmem TLS.

Bpema  [octyn HypHan Mapanm

[ononHuTENLHEE HACTPOWEM

CaTe IP-TenadoHMA m MOHHMTOPMHI
YNpasneHue KoHburypawen DBHoanexHke MO MNepesarpyaka ABTokoHDUrypHpOBaHUE WHrepdedic ynpaaneHua

KnueHTckun ceptndnkat

Ceprudmrar
CepuiHsii Homep
HeneiicTautenen oo

HegedcTeuTenex nocne
Wma nonyyaTens

Obwee wms
Oprasmaauma

HononHuTeneHsIe JOMEHHRIE ANpeca
UeHTp aBTOpK3aLMn
Obies WMA

Opranmzaums

OnepauMn ¢ cepTHgHEaTOM

Crauare cepTuhwkar ¢ ycTponcTea

3arpyanTe CepTwdMEaT Ha yCTPORCTEO

€ Hazapn

16.04.2018

16.04.2019

vp12-left
Eltex

<EMPTY> -

Root CA

Eltex

#* Crauats

Buifiepute dain @ain He eulpan

£ 3arpyaum

CepuviHbIVi HOMep — CEPUHbLIN HOMep BblIbpaHHOro cepTudurKaTa;

* HegevicTBute/sieH 4o — faTta Havana AencTBus cepTudurkara;

* HegevicTBuTesieH rnocsie — fata OKOHYaHNA AeNCTBUS cepTudUKaTa;

* VImsa nonyydatesns — paHHble 0 nony4vaTene ceptuéumkata (Obuee nms, OpraHmnsaums,
JlononHuTenbHble JOMEHHbIe ajpeca);

* L{eHTp aBTOpPU3aLMYM — AaHHbIE O LeHTpe aBTopu3auunm (O6bwee nms, OpraHusauus).
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WEB-cepTudpukat
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WEB-cepTudmKaT ncnonb3yetcs npu Joctyne K web-koHpurypaTopy ycrpoincrtea rno npotokony HTTPS.

CeTe  IP-TenedpoHMn m MOHWUTOPHHT

[ononHUTENEHEIE HACTROMEW

WEB-cepTtndbukar

Ceptudmrar

CepwiiHsIA Homep
HegelicTeMTEneH oo

HeneiictemTenen nocne
WmA nonyyatens

Obwee A
Opranuzauma

[ononHuTENEHEE AOMEHHBIE 30 peca

Ob6uwee A

Opranuzaums

Onepauum ¢ cepTUgUKaToMm

Crauate cepTUdMHaT C yeTpoicTEa

3arpyauTs cepTdHKaT Ha yeTpoRCTED

€ Hazap

Bpema  Joctyn  Mypwan  TNaporw  Ynpaenexwe koHdwrypauwen  OBuoenenwe MO TMepezarpyaka

CDx02:8E:EE:3F:25:3F.BS

01.10.2018

18.10.2086

192.168.1.1

Eltex Ent

LleHTp aBTOpU3aLMK (CaMoNoOnNUCaHHLIA cepTHdukaT)

192.168.1.1

Eltex Ent

* Crauats

BriGepyTe dhaiin ©ain He Buibpan
| EEREPUTE qiann |

& 3arpyauts

ABToKOHGMIYpUDOBaHWE

WHTepdheic ynpaeneqna

Ceprundbukars

« CepuviHbIsi HOMep — CepUiHbIi HOMep BbIbpaHHOro cepTnudmkaTa;

« HegevicTButeseH 40 — paTa Havana AencTBus cepTudurkara;

« HegevicTButeseH nocsie — fata OKOHYaHUS AeNCTBUS cepTuduKaTa;

* VIMs1 nosyyaress — AaHHble 0 Nonydatene ceptudukaTa (O6wee nms, OpraHmsauums,
JononHUTeNbHble AOMEHHbIe agpeca);

* LleHTp aBTOpPU3aLMM — fAaHHbIE O LieHTpe aBTopm3auumn (06bLiee nms, OpraHmnsauus).
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3.2.3.11 [llogmeHro «Joro/IHUTE/IbHbIE HACTPOVIK»
MeH N03BONSET HACTPOUTL AOMONHUTENbHbIE HACTPOKN YCTPOMCTBA.

CeTk IP-TenetoHuA m MOHMTOPHHT
Mepezarpyska  Astoxoudrypuposanne  wumepddeic ynpasnenua  Ceprudiukatel

Bpema  [Hoctyn  ypwan  [aporm  Ynpasnenue kondwirypauwen  Obxosnewne MO

3apesepeuposanHble VLAN 1D

HavaneHem VLAN 1D 1

Koneunsin VLAN 1D

= o

3ape3epBupoBaHHbie VLAN ID
3ape3epsrpoBaHHble VLAN ID Heob6xoanMbl AN BHYTPUCUCTEMHbIX HYX/, LLIJIH03a U MOTYT 6bITb
M3MEeHEeHbI B 3aBUCMMOCTU OT Ucnosib3yemoro Ha cetu VLAN ID:

* HauasnbHbI VLAN ID — HayanbHoe 3HayeHne naeHtudurkatopa VLAN B 3ape3epBMpOBaHHOM

AnanasoHe, NpUHMMaeT 3Ha4veHus [1-4090].
* KoHe4Hsbivi VLAN ID — HavanbHoe 3HaveHue ngeHtndumnkatopa VLAN B 3ape3epBMPOBaHHOM

Aviana3oHe. [laHHasqa HaCTpOVIKa HeAOCTYrMNMHa ANAa peaakTnpoBaHUA N PaCCUHNTbIBAETCA
dBTOMaTU4eCKW.

© [na BCTynNeHWs B CUTYy HOBOW KOHOUIypaLmM 1 3aHEeCEHNS HACTPOEK B SIHEProHe3aBUCKMYHO
NamsTb HAXXMUTE KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHUIA HaXMUTE KHOMKY « OTMEHa.
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3.3 MoHuTopuHT (IP-TenedoHbl cepun VP)

Ans nepexoga B peXxXmm MOHUTOPUHIa CUCTEMbI Ha NaHenn BkK1agokK Bbl6€p|/|Te NYHKT «MOHI/ITOpI/IHF».

© Ha HekoTOopbIX CTPaHMLLAX He peanr30BaHO aBTOMaTUYecKie 06HOBIEHNE JaHHbIX
MOHUTOPWHra YCTPOICTBa. s nonyveHns TekyLlei UHopMaLmm € ycTpoincTBa HaXxMmnTe

5 OBHOEWTE

KHOMKY
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3.3.1 MOHWUTOPWHT ceTeBbIX NapamMeTpoB

B nogmeHto «|/|HTepHET» ocylecTBnideTcd npoCcMOTpP OCHOBHbIX CETEBbIX HAaCTPOEK yCTpOI7ICTBa.

CeTk IP-TenedOHUA CucTema MOHWTOPHHI

|P-tenedosna  Ethemet-noptet ARP Yetpolicteo  Conntrack Mapwpytusauwa  MeTopun Beizoe0s

Beixog B HTepHeT

MpoToken gocTyna DHCP
|P-appec 192.168.8.74

=~ 0BHOBUTL

* [IpoTOKO/1 4OCTYra — NPOTOKON, NCNONb3YeMbIA ANA JOCTYNa K 10KaNbHOM CeTu.
* IP-agpec — |P-agpec ycTpoinCTBa B IOKANIbHOWN CETU.

3.3.2 MoHUTOpUHT IP-TenedpoHun

B noameHto «IP-TenedoHnsi» oCyLLecTBASIETCS MPOCMOTP COCTOSIHUS ceTeBoro nHtTepdeiica VolP n
MOHUTOPUHT aKKayHTOB.

WMHTepHeT

CeTe IP-TenechoHuA  Cuctema [EILETHGTIT g

[BRCNEN Rl Ethernet-noptel ARP Yetpoiicteo  Conntrack  Mapwpytisauma  McTopuA BeIZOEOE

CocTosAHKe ceTeBoro UHTepdeiica VolP

IP-agpec 192.168.5.74

MoHuTOpUHr SIP-akkayHTOB

Ne AxrayHT NokankHbIR HoMep Cratyc Pernctpaums WcTekaeT yepez Apnpec cepeepa
1 Account 1 001 BriknioueH OTknkYeHa
2 Account 2 001 Briknioues OTknkodeHa

TeKkywue BbI3OBEI

NokankHbie NapamMeTpel YOoaneHHwan cTopoHa
Bpems vayana [nutenchocTe CocToAnwe Twn
AxkayHt Homep [Moptr Homep Wma IP-apgpec MNopt

BHyTpeHHWIA
WoeHTHDUKaTOR

SIP Call-ID
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CoctosiHMe ceTeBoro nHTep¢eiica VolP
* IP-ggpec - |P-agpec ceTeBOro nHtepdeica ycnyru VolP.
MoHuTopuHr SIP-akkayHTOB

* Ne-TlopaaKoBbIA HOMEpP akKayHTa.
* AKKayHT — IMSl aKKayHTa.
* JlokanbHbI HOmMep — HoMep TenedoHa abOHEeHTa, 3aKpenieHHbIN 3@ AaHHbIM aKKayHTOM.
+ Craryc- cratyc akkayHTa:
* BKJ/IIOYEH;
* BbIK/IHOYEH.
* Perucrpayms — COCTOsIHVE perncrpaunm TeiepoHHOro Homepa rpymnnbl Ha NPoOKCU-cepeepe:
+ OTK/IrO4EeHa — PyHKUMA perncTpaumm Ha SIP-cepBepe BbIK/lOYeHa B HAaCTpoMKax npoduns
SIP;
+ Owmbka — npoueaypa perucrpaumm 3aKkoHUYmIacb Heyjayew;
* BbinosHeHa — npoueaypa perucrpaumm Ha SIP-cepsepe BbINOJIHEHA YCMELLHO.
* VicTekaer yepes — BpeMs A0 1NCTeYeHUs pernctTpaumy akkayHta Ha SIP-cepBepe;
* Agpec cepBepa — appec cepBepa, Ha KOTOPOM MOCNeAHVIA pa3 NpoLLia perncrTpaumio
aboHeHTCKas NNHUS,;

Mog Tabnuuen MoHUTOpPKUHIra SIP akkayHTOB HaxoAATCA KHOMKW A5 NPUHYANTENBbHOM perncrpaumnm
NV OTMEHbI PerncTpaunm BbIbpaHHbIX akKayHTOB.

TeKymme BbI30OBbI
JlokanbHble napaMeTpbl

* AKKayHT- UMSl aKKayHTa Yepes KOTOPbIV OCYLLECTB/IEH BbI3OB W/IX Ha KOTOPOM MPUHAT BbI3OB.
* Homep - TenepoHHbIV HOMep Ha3HaYeHHbIN Ha JaHHOM aKKayHTe.
* [lopT- nokanbHbI NopT RTP noTtoka.

YaaneHHasa CTOpPOHa

* Homep - TenepoHHbIV HOMep BCTPEYHON CTOPOHbI.

* VIMS - MSA BCTPEYHOI CTOPOHBI.

* IP-ggpec- IP-agpec BCTPeUYHOW CTOPOHbI NCNONb3yeMblid Ans RTP.

* [lopT-UDP nopT BCTPEYHOW CTOPOHbI NCNONb3yeMblil 418 RTP noToka.

O6Lme napameTpbl

* Bpems Hayasa - BpeMsi Hayana Bbl30Ba.
* AAnTesIbHOCThL - NPOAOIXKUTENBHOCTE BbI30Ba.
+ CocTOsIHME — COCTOsIHVE BbI30Ba. BbI30B MOXeT cyLecTBOBaTb B OHOM W3 C/1efyoLmx
COCTOAHWIA:
* BbI30B — nogaetcs curHan KMB (npuv coBepLLeHMN NCXOASALLLErO 3BOHKA);
* BXOZALLNI BbI30B — Ha TenedoH NoaeTcs Bbi3bIBHOM CUrHan (Mpu NOCTYNAEHNN BXOASLLLEro
3BOHKA);
* pasrosop
* Ha yjepxaHumn
* KOHdepeHuus
* Tur-Tvn BbI3OBa:
* BXOASALLMIN
* NCXOASALLNI
* BHyTpeHHUM naeHTnounkaTop
+ SIP Call-ID
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3.3.3 MoHwuTOpUHT Ethernet-nopTos

CeTk IP-TenedOHKA CucTema m

Wuteprer  IP-tenedonvs [EGENESoia M ARP  Vetpoiicteo  Conntrack  Mapwpytusauus  MeTopua Bei20E0E

CocTosHune Ethernet-noptoe

Mopt MogknoveHue CropocTe Pexum Mepenano MpuHaTO
LAN Brn. 100 Meur/c Full-duplex 12.7 Meair (13 357 938 GaiiT) 95.5 Mozt (100 143 837 tanr)
PC Beirn.

' ObHoBUTL

* [lopT — Ha3BaHWe nopTa:

+ LAN - nopTt BHeLUHen ceTy;

* PC - nopt gna nogkntoyeHus MK.
* [Nogk/ro4eHye — COCTOsAHME MOAKIYEHNA K JAHHOMY NOPTY:

* Bk/1. — K NOPTY NOAK/IHOUYEHO CeTeBOE YCTPOMCTBO (JINHK aKTUBEH);

* BbIKk/1. — K MTOPTY HE NOAK/HOYEHO CeTEBOE YCTPOMCTBO (IMHK HE akTUBEH).
+ CKOPOCTb — CKOPOCTb MOAK/IFOYEHMSA BHELLHEro ceTeBoro ycrponcraea k nopty (10/100 MéuT/c).
* Pexxm — pexum nepefayvv JaHHbIX:

* Full-duplex — nonHbIn gynnexc;

* Half-duplex — nonygynnekc.
+ [lepegaHo — KONUYeCTBO NepeAaHHbIX 6aT c nopTa.
* [IpUHATO — KONNYECTBO NPUHATBIX 6ANT NOPTOM.

© [na nonyyeHus Tekyllen MHGopMaLmm 0 cocTosiHUN Ethernet-nopToB 1 06HOBNEHNS 3HaYeHUS

= ORHOEMTE

CHETUUKOB MPUHATBLI N NepeaaHHbIX 6aNT HAXMUNTE KHOMKY
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3.3.4 MNpocmoTp ARP-Tabnnupbl

B noameHto «ARP» BbinosiHaeTca npocMoTp ARP-Tabnnupl. B ARP-Tabnvue cofepXutca MHpopMaLums o
cooTtBeTCTBUM IP- 1 MAC- afpecoB cocefHUX ceTeBbIX YCTPOMCTB.

CeTk IP-TenedgoHnA Cuctema
WMiHtepher  IP-Tenedonna  Ethernet-nopre m Yetpoiicteo  Conntrack  Mapwpytvzaums  MeTopur Beizoeos
ARP-Tabnuuya
IP-appec MAC-appec WmA knuenTa WuTepdeic
192.168.8.47 32:55:E3:E9:06:A8 Bridge
192.168.51 12:01:DE:43:6E:4F Bridge
192.165.6.46 TEG2:70:11:8C:43 Bridge
< OGHOBUTE

* IP-ggpec - |P-agpec ycTponcTBa.

* MAC-agpec - MAC-agpec ycTpOMNCTBa.

* VIMs1 K/IneHTa — ceTeBOe NMSA NOAKIHOYEHHOro YCTPOMCTBA.

* VIHTepgeric — nHTepdeinc, co CTOPOHbLI KOTOPOro akTMBHO ycTpoicTeo: LAN, PC, Bridge.

5 OBHOEWTE

Ana nonyyeHns TekyLuein MHGOPMaLMM HAXMUTE KHOMKY
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3.3.5 lpocmoTp MHPopmaumm 0b ycTponcTee

B nogmeHto «YCTponcTBO» NprBeAeHa obLas MHopMaLumsa 06 yCTponcTee.

CeTk IP-TenedpoHMA  CucTeMa m

WMiutepher  IP-tenedvonuA  Ethernet-nopte ARP Eapistiai:vl Conntrack  Mapwpytusauma  WcTopuA BRI30B0E

NHpopmaums ob yeTpoiicTee

Mapenne WP-12P rev.B
Bepcua MO

BepcuA annapatHoro obecneusHuA

BepcuA aarpysuuka

Jasoncroin MAC-anpec EQO:D3:E3.TE.DC:45
CepuiHEIi HoMeD

CUCTEMHOE BREMA 14:36:45 16.11.2013

Bpewma paboTsl 20, 19:35:26

* VI34e/1ve — HanMeHOoBaHMe MOoJeNN YCTPOUCTBA.

* Bepcus 10 — Bepcmsa NporpamMMHOro obecneyeHus ycTporicTea.

« Bepcus aninapatHoro obecrie4eHyss — HOMep peBuU3nNN yCTPOICTBA.

+ Bepcus 3arpy3dmvka — Bepcns MO HavyaNbHOMo 3arpy3ynka ycTpomncTea.

+ 3aBogckovi MAC-agpec — MAC-agpec yCTPOUCTBA, YCTaHOB/IEHHbIV 3aBOAOM-N3rOTOBUTE/IEM.

« CepuiiHbIVi HOMep — CePUNHbIA HOMep YCTPOMCTBA, YCTaHOBNEHHbIN 3aBOA0M-13roTOBUTENEM.

+ CucteMHoe BpeMs — Tekylime BpeMs 1 4aTa, YCTaHOB/IEHHbIe B CUCTEME.

« Bpewms pabotbl — BpeMs paboTbl C MOMEHTa Moc/iegHero BKAKYEHNS UK nepesarpysku
YCTPONCTBA.
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3.3.6 MOHUTOPUHT ceTeBbIX COeAVNHEHWI

B nogmeHto «Conntrack» 0T06pa>|<a+0Tc9| TeKyline akKTBHbIE CeTeBble COEANHEHNA yCTpOﬁCTBa.

CeTe IP-TenecgpoHMAs  CucTema m

WMuteprer  IP-tenedonnr Ethernet-nopTe ARP  VYetporcTee RESLIER S Mapwpytuaauwa  WcTopuA BnizcEos

BriBog akTUBEHLIX ceccuid NAT

YWUCNo AKTHMEHLD COSIMHEHMA B

Uncno nokasaHHeX CoequHeHA 6

Cnwvcok coegMHeHWiA

MpoTokon Appec WCTO4HMWKa Appec HazHa4YeHWA Taimayt
TCPR 192.165.27.86:61208 192.168.8.74:80 1mmH 52 ¢
TCPR 192.168.27.86:61207 192.168.8.74:80 1wmH 42 ¢
UDP 192.168.8.74:33205 192.168.8.47.53 Sic
TCP 192.165.27.86:61193 192.168.8.74.80 TwmH2 ¢
TCP 192.165.27 86:61211 192.168.8.74:80 4023459 muH B8 ¢
TCP 192.165.27 86:61192 192.168.8.74:80 1wwmn 2 ¢
2 OBHOBUATE

BbiBOA aKTUBHbLIX ceccuii NAT

* Yuc10 akTUBHbIX COEANHEHMT — 0BLLEE UMCNO aKTUBHbIX CETEBbIX COeAVHEHWA.

* Yucno nokasaHHbIX COEAMHEHMNVT — YNCNO COeANHEHWIA, BbiBeAEeHHbIX B web-nHTepdelic. YTobbl He
CHUXaTb MPOM3BOANTENBHOCTL paboTel WEB-nHTepdelica, MakcMManibHOe YNCI0 NoKa3aHHbIX
COeANHEHMIN orpaHnYeHo 3HaveHeM 1024. OcTanbHble COeANHEHMS MOXHO NOCMOTPETL Yepes
KOMaHZAHYH KOHCO/b YCTpOCcTBa (KomaHaa cat /proc/net/nf_conntrack).

Cnuncok coeanHeHnin

*+ [IpoTOKO/1 — MPOTOKOJ1, MO KOTOPOMY YCTaHOB/IEHO COEAVIHEHWE,

* Agpec ncroyHuka — IP-agpec v Homep nopta MHULUMaToOpa CoejNHEeHNS;
* Agpec HazHa4dyeHus — |IP-agpec n HoMep nopTa ajpecata CoeguHeEHNS;

« TavimayT — nepunoj BpeMeHU A0 YHUUTOXEHUS COeNHEHNS.

2 OBHOEWTL

Ana nonyyeHus TekyLein MHGOPMaLMM HaXMUTE KHOMKY
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3.3.7 MpocmoTp Tabnnubl MapLUpyTU3aLumn

B noameHo «<MapLupyTunsaLms» oTobpaxaeTcs Tabamua MapLupyTmM3aumm yCTponcTaa.

CeTb IP-TenedoHUA Cuctema m

WMutepier  IP-tenedonuAa  Ethemet-nopte ARP  Yecrpoiicteo  Conntrack MecTopus esizoecs

Tabnuua mapwpyTuzaumm

Appecat inoz Macka Dnaru MeTpuka ObpaweHuna OBHapymeHna WuTepdeiic
192.168.7.0 192.168.8.7 255.255.255.0 UG 0 0 0 brQ
192.166.46.0 192.168.6.9 255.255.255.0 UG 0 0 0 br
192.168.47.0 192.168.8.10 255.255.255.0 uG 0 0 0 brQ
192.168.45.0 192.168.8.8 255.255.255.0 uG 0 0 0 brQ
192.168.8.0 0.0.0.0 255.255.255.0 u 0 0 0 br0
0.0.0.0 192.168.8.1 0.0.0.0 uG 0 0 0 brQ
< OBHoBWTL

+ Agpecar - IP-agpec xocTa Uamn NOACETN Ha3HAUeH s, 0 KOTOPbIX YCTaHOBAEH MapLLpPYT.

* o3 - IP-agpec Wo3a, Yepes KOTOPbI OCyLLIeCTBAAETCS BbIXOZ Ha agpecaTa.

* Macka — macka nogceTu.

* @zarv — onpejeneHHble XapakTepucTKM JaHHOro MapLupyTa. CyLLecTByOT cieytoLime
3HaueHVs ¢/1aros.

U - ykasblBaeT, YTO MapLUpPYT CO3/aH 1 ABAETCA NPOXOAMMbIM,;

H - yka3biBaeT Ha MapLUpyT K onpeaenieHHOM y3iy;

G - yKasbIBaeT, YTO MapLUPyT NpoaeraeT Yepes BHELLHWI W03, CeTeBON NHTepdeinc
CnCTeMbl NpeAoCcTaBsaeT MapLUpPyThl B CETU C NPAMbIM NOAK/I0UYeHneM. Bce npoune
MapLUPYTbl MPOXOAAT Yepes BHeLUHVe Wto3bl. ®aroMm G oTMeyaroTcs BCe MapLUpyThl,
KpOMe MapLUpyTOB B CETU C NPAMbIM NOAK/IHOUEHNEM,;

R - yKka3blBaeT, YTO MapLUpyT, CKOpee BCero, 6bi1 Co34aH AMHaMMNYECKNM NPOTOKO/I0OM
MapLUpyTU3aLmn, paboTaoLM Ha JI0KaJIbHOW cucTeMe, NocpesCcTBOM NapamMmeTpa reinstate;
D - yka3blBaeT, UTo MapLUpyT bbin JobaB/ieH B pe3ynbTaTte noJiyYeHns CoobLLeHs
nepeHanpasneHust ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o MapLupyTe 13
coobLeHnsa ICMP Redirect, mapLupyT BKAtOUaeTcs B TabinLy MapLipyTU3auum, YTobbl
NCKIIOUNTL NepeHanpasfieHve 418 NocneAyroLnxX NakeTos, npejHasHauyeHHbIX TOMY Xe
agpecary. Takve MapLupyTbl OTMeYeHbl ¢paarom D;

M - yka3blBaeT, YTo MapLUPyT NOABEPIcA N3MEHEHWUIO - BEPOATHO, B pe3y/ibTaTe paboThl
AVIHAMUYeCKOro rnpoToKo/ia MapLupyTU3aLmmn Ha N0KabHOW cucTeMe U MPUMEHEeHUS
napameTpa mod;

A - ykasbiBaeT Ha bydeprn3oBaHHbIN MapLUPYT, KOTOPOMY COOTBETCTBYET 3annchb B TabavLe
ARP.

C - yka3blBaeT, UTO UCTOYHVKOM MapLUpyTa ABnseTca bydep MapLupyTU3aumnm S4pa;
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* L - yka3bIBaeT, YTO MYHKTOM Ha3HaYeHWs MapLLpyTa ABAAETCSH OAMH U3 aApecoB AaHHOro
KoMnbtoTepa. Takme «1oKasbHble MapLLpPYThI» CyLLLECTBYOT TONbKO B bydepe

MapLUpyTU3aLnu;

* B - yKka3sblBaeT, YTO KOHEYHbIM MYHKTOM MapLUpyTa ABASETCA LWMPOKOBeLLaTeIbHbIN agpec.
Takume «lIMpoKoBeLLaTeNbHble MapLLPYThI» CYLLLECTBYHOT TO/IbKO B bydepe MapLupyTU3aumu;

+ | - yka3bIBaeT, UTO MapLUpPyT CBA3aH C KosbLeBbiM (loopback) MHTepdencom ¢ uenbio NHOA,
Hexenun obpalleHne K KoNbLeBor ceTu. Takmne «BHYTPEHHME MapLUpPYThbl» CyLLeCTBYOT
TONbKO B bydepe MapLupyTu3aLnu,;

+ 1-yKa3sbIBaeT, UTo AeTarpamMmMbl, HarnpaeaseMble Mo 3TOMy agpecy, byAyT oTBepraTbCs

cucTemMonn.

+ Mertpuka — onpegensiet «CTOMMOCTb» MapLupyTa. MeTpuka UCnonb3yeTcsa 4151 COPTUPOBKU
Ay6MPYIOLLMX MaPLLPYTOB, eC/iV TaKOBble NPUCYTCTBYIOT B TabauLe.

* ObpatyeHus — 3adpUKCMPOBAHHOE YMCN0 06PaLLEHNIA K MapLUPYTY C LieNbio CO3AaHNsS COeANHEHWSA
(He ncnonb3yeTcs B cUCTEME).

* O6Hapy>keHysi — YACNO OBHaPYXXeHUI MapLUpPyTa, BbINOJHEHHbIX MPOTOKO/10M |P.

* VIHTepgeric — nMs ceTeBOro nHTepdeinca, yepes KOTopbl NponeraeT JaHHbIA MapLLPYT.

Ana nonyyeHns TekyLuein MHGOPMaLMM HAXMUTE KHOMKY

3.3.8 [1pocMOTp UCTOPUI BbI3OBOB

5 OBHOEWTE

B nogmeHo <<|/|CTOpI/IF| BbI30OBOB» MOXXHO MPOCMOTPETb CMMNCOK COBEPLUEHHbIX Te}'leq)OHHbIX Bbl30OBOB, a

TakKe CBOZAHYH MHGOPMALMIO NO KaX0My BbI30OBY.

B onepaTnBHOM NaMsTn YCTPOMNCTBa MOXHO coXpaHUTb A0 10 000 3anunceit 0 coBepLUEeHHbIX BbI30BaX.
Mpw konnyecTBe 3anuceli 6onee 10 000 camble cTapble (BBeEPXY Tabauubl) yAaNsoTcs, U B KoHew, dailina

ﬂ,06aB}1ﬂ HOTCA HOBbIE.

3anncb CTaTUCTUKN B XKypHane Bbl30OBOB HE BeAETCA Npun Hy/1IeBOM pasMepe NCtopun.

CeTe IP-TenedgoHNA

F-Tene@OoHHA Ethemet-nopTs

WHTepher

PUNeTR (NOKazaTe)

pOUML MapaMempL UCMOopUL 8530808

IP-agpec
BCTpe«Hon
CTOPOHEI

NokansHLIA
HOMEp

YhaneHHbIA
HOMER

008

a0 -
= v JannCen Ha CTpaHnue

CTpan|ua 1 ma 1

Bpema
I'IDCT}'I'IHFHHH
ER3I0BEA

0304
01.01

03:04:1
01011

14

1970

™

=
=

Bpema
HaYana
pasrosopa

AnKTeneHOCTE
pasroeopa

CocToRHME
Bhii0OBa

local

local

TvnA
Bbl30Ea

NepegaHo MepegaHo
nakeToE Gant

NpuHATO  MpHHATO
nakeToE Gant

BofAWmMA 0 0 0 0

BrogAwmMA 0 ] ] u]
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OnucaHve nonew TabanLbl «<MCTOPUSA BbI3OBOBY:

* #-NoOpsAAKOBbLIM HOMEp 3anucn B Tabnnue;

* JInHWS1 — HOMep abOHEHTCKOro NopTa YCTPOWCTBa;

* Jloka/bHbIV HoMep — HoOMep aboHeHTa, 3akpenaeHHbIV 3a JaHHbIM abOHEHTCKVM NOPTOM;

* Yja/seHHbIVi HOMep — HOMep yAa/leHHOro aboHeHTa, C KOTOPbIM HbI10 YyCTaHOB/IEHO TenepoHHOe
coefMIHEeHWE;

* IP-agpec BcTpeyHori cTopoHbl — IP-agpec yaaneHHOro aboHeHTa, C KOTOpbIM ObIN0 YyCTaHOBAEHO
TenepoHHoe coejnHeHNe,;

* Bpems rnoctyriieHus BbI30Ba — BPEMS U AaTa NOCTYNJIeHNs/COBepLUEHVS BbI30Ba;

* Bpems Ha4da/ia pasrosopa — BpeMs 1 Aiata Hayana pasrosopa;

* AnntesibHOCTbL pasroBopa — AINTENbLHOCTL PAa3roBopa B CEKYHAAX;

+ CocTosiHue BbI30Ba — NPOMEXYTOUYHOE COCTOsAHVE INGO NPpUYMHa 3aBepLLEHNS BbI30Ba, ONNcaHne
CTaHOBUTCA JOCTYMHbLIM MPY HaBeAeHNU Kypcopa Ha 3arnmcb COCTOAHUS BbI30Ba;

* Twr BbI30Ba — TVIM BbI30BA: UCXOAALLMIA NN BXOAALLMIA;

+ [lepegaHo rnaketos — KONNYeCTBO NepefaHHbIX RTP-nakeToB 3a BpeMsa pa3roBopa;

* [lepegaHo 6a/T — KONNYECTBO NepesaHHbIX 6alT 3a BpeMsi pa3rosopa;

* [IpUHATO rakeTosB — KONNYeCcTBO NMPUHATbIX RTP-nakeToB 3a BpeMs pa3roBopa;

* [IpyHATO 6aUT — KONNYECTBO NPUHATLIX BaNT 3a BpeMsa pas3rosopa.

B Tabnuue nctopmim 3BOHKOB MOXHO NPOM3BECTX 0TOOP 3anuceli No pasvyHbIM NapaMeTpam Ans
3TOro HaXmuTe ccbliky «dunbTp (MokasaTtb)». PUAbTPaLUS MOXET NPOU3BOANTLCS MO HOMepY
abOHEHTCKOWM NNHWW, NOKaNbHOMY UAWN YAaneHHOMY Homepy, IP-agpecy BCTPeUHON CTOPOHbI, BpEMEHMU
NOCTYyN/JeHNsi BbI30Ba, BPEMEHM Hayana pa3roBopa, COCTOSHWIO BbI30Ba 1 TUMY 3BOHKA. OnncaHme
napameTpoB GUAbTPALMM YKa3aHO B OMUCAHUN MOei TabanLbl UCTOPUM BbI3OBOB BblLLIE.

* Bpemsi noctynneHus BbI30Ba 0T/40 UM Bpemsi Hayasia pa3roBopa o1/40 — BPEMEHHble pamMKu
MOCTYNJeHNsi/coBepLUEH s BbI3OBA MW Hayana pa3rosopa B popmMaTe «4U:MM:CC AA.MM.TTTT».

ANna ckpbITUS HACTPOMKM NapamMeTpoB GUIbTPaLMK 3anncein B TabavLe HaXxXMnTe Ha CCbKY @PuibTp
«CKPBITH.

[ANna HacTpolikM NapaMeTpoB UCTOPUM 3BOHKOB HaXXMUTE Ha CCblIKY «HacTponTb NnapameTpbl NCTOPUM
BbI30BOB». [104p0o6HOE onrcaHre HacTPOViKM NapaMeTpoB NpmBeaeHo B [oaveHto «TenedoHHas
KHUra.

H . o
|_|pVI Ha>XaTnn Ha KHOTKY npovisonget nepexos K Ta6n|/|u,e, Ha4dlHaaA C rnepBon 3anncu.

L4 o o o
Mpwv HaXxaTUM Ha KHOMKY NPOU30NAET NepPexos K NpeablayLLel cTpaHuLe ¢ Tabanuen
NCTOPUI BbISOBOB.
Mpw HaxaTUK Ha KHOMKY ’
NCTOPUM BbISOBOB.

Npon3onaeT Nepexos K cnesyroLlein cTpaHuLe ¢ Tabnuuein

» < o
MpuY HaxaTnM Ha KHOMKY npov3oigeT nepexos K Tabnuue, 3akaHUMBas nocnegHel
3anuncklHo.

CenekTop «3anucei Ha CTpaHMLe» NO3BONSIET HACTPOUTL KOIMYECTBO BbIBOAVMBbIX 3anmcer Tabamubl Ha
O4HOW CTpaHuLe.
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4 Mpumep HacTpoiikn (IP-TenedpoHbl cepun VP)
1. Ha MK oTkponTe web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. B agpecHoln cTpoke bpay3epa BBeguTe IP-agpec ycTponcTea.

@ [lo ymonyaHuIo ycTporcTBO nonyyaet IP-agpec v gpyrve napameTpbl ceTy no npotokony DHCP.
Ansa panbHenwen paboTbl HeobxoANMMO y3HaTb IP-agpec koTopeblin nony4ywnn IP-tenedoH ot DHCP
cepBepa. Caenatb 3TO MOXHO MpYi MOMOLLM 3KPaHHOIO MeHHo:

1. HaxmuTe codT-KNaBuLLy «MeH»
2. B pa3gene «cTtaTyc» NOCMOTpUTE Kakow IP-agpec nonyymn TenedpoH.

Ecan IP-agpec yctaHoBneH B 3HayeHue 0.0.0.0, To 370 3HauuT IP-TenedoH He nony4ymn ero ot
DHCP cepBepa. B TakoM cnydae He06X0AMMO HAaCTPOUTL CceTeBble MapaMeTpbl BPYUHYO Npu
NOMOLLM 3KPaHHOTO MEHHO.

Mpwn ycnewHOM NOAK/IFYEHNN K YCTPOMCTBY NOABUTCSA OKHO C 3aMpOCoOM JI0T1HA U Napons.
3anonHMTe Nons U HaXXMMTe KHOMKY «BonTun».

VP-12P -

NorvH:

Maponk:

© o ymonyaHuto norvH: admin, naponb: password.
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Mpw ycnewHoM aBTopm3aLmmn OTKPOETCa CTPaHMLA C MOHUTOPUHIOM TeKYLLLero COCTOAHNSA
yCTpOWCTBa:

VP-12P -
Cetb  IP-tenechoHma Cucrema m

WMHTEPHET IP-TEnemoHnA Ethermnet-nopThbl ARP YCTPORCTBO Canntrack MaplupyTu3auma WCTOPUA BBI30BOB

CocTosiHMe ceTeBoro MHTepdelica VolP

IP-aapec 192.168.8.77

MoHuTOpUHr SIP-akkayHToB

AKKAYHT NoKankHeli HoMep Peructpauus WcTekaeT Yepes Appec cepeepa COCTORAHUE NMUHWUK
1 001 OTHNYEHa HeaKkTWeEHa
2 001 OTHNHYEHS HeaKkTWeEHa

@ PemcTpuposats | @ PaspermcTpuposath

© 000 "Tipednpuamue "3nmexc”, 2011 — 2018 Bepcua M10: 1.3.0.239
Bepcus eef-uimepdelica: 1.3.20

B BepxHem npaBom yray, Nnpy HeO6XOAMMOCTM, BO3MOXHO CMEHUTb A3blK Web-nHTepdeiica Ha
HY>XHbIN:

VP-12P rev.B

m IP-TenepoHMA  CHcTeMa  MOHMTOPMHT / ru

QoS  Hactpoiika MAC-agpecoe  Jlokaneselid DNS ~ Ceteroit akpaH @unetp MAC - MapwpyTuzaumas  SNMP

OBwwe HacTpolikK

Mma xocta
CropocTe W gynnekc Auto v
BHewHsasa ceTb (LAN)
NpoToron DHCP v
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3. Ans N3MeHeHWs ceTeBbIX HAaCTPOeK yCTpoicTBa nepeingnTe B pasgen «CeTb — IHTepHeT».

B none «MpoTokon» BblibepuTe NPOTOKO, MCMONb3YeMblii BalLM MOCTaBLLMKOM YCyr VIHTepHeT, 1
BBeAMTE HEOO6XOANMbIE AaHHbIE COrNAacHO MHCTPYKLUMAM NpoBalijepa. Ecnv ana nogkntoyveHms K
ceTw nposarijepa NCNoJb3YHTCA CTaTUYecKe HaCTPOMKK, TO B noe «[TpoToKOM» HY>XHO BblbpaTb
3HayeHVe «Static», 3anonHNTL Nons «BHewHM IP-agpec ycTpoincTBar, «Macka nogceTtu, «LLnto3 no
yMO4aHuo», «[lepBrnYHbIN DNS» 1 «BTopnyHbIn DNS» - 3HaueHVa napaMeTpoB NpesoCcTaBAsoTCs

nposarisepom.

 TlpurMeHnTE

[ANA COXpaHeHVsi N MPUMEHeHNsI HaCTPOEeK HAaXMUTE KHOMKY

VP-12P e
m IP-renetporns  Cucrema  MOHMTOPMHr
Qos HacTpoika MAC-anpecos NoKaneHeIR DNS CeTesoi JKpaH QUneTp MAC MapwpyTH3au1a SNMP
ObLwue HacTporKK
Wma xocTa
CKOpOCTE M AYNNEK: Auto v
BHewHsa ceTs (LAN)
MpoTokon DHCP v

AnerepratusHeil Vendor 1D (onuyus 80)
MepeuyHbIil DNS
BTopUYHbIiA DNS

Fasmep MTU 1500

Mcnonb3ogate VLAN

HacTpolika IPSec

BEIHO4UTE

© 000 Tipednpuamue "3nmexc”, 2011 — 2018 Bepcud 10: 1.3.0.239

Bepeus sed-unmepdetica: 1.3.20

Ecnn B ceTu Ballero VMIHTepHeT-npoBarijepa ncnonb3syetcs npusaska kK MAC-agpecy, oTkponTe
Bknaaky «CeTb - > HacTpoiika MAC-agpecoB». B pa3gene «Hactporika MAC-agpeca LAN» ycTaHoBUTE
dnar «MNepeonpegenute MAC» n BBegute B rnosie «kMAC» Heobxoaumbli MAC-agpec ycTtpoincTea. Ans

+ TIMMEHKTE

COXpaHeHNA N NPNUMEHEHNA HAaCTPOEK HAaXKMNTE KHOMKY
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W [P-renechoHna  Cuctema  MOHWUTOPMHI
AHTepHET QoS HaCTpDﬁKa MAC—a,qpecoB NoKanbHBIA DNS CeTesoi JKpaH '$l-1J'IbT|J MAC

HacTpoiika MAC-agpeca LAN

MepeonpenenTs MAC

MAC

xX OTMeHa

L4

00:11:22:33:44:55 -

Ha Bknagke «IP-renedoHuns -> SIP akKayHTbI» BbIMONHAETCSH HAaCTPOMKa akkayHTOB A1 paboTbl Mo
npotokony SIP. lna 3Toro BelbepuTe B BbiNagaroLemM Crivcke «AKKayHT», KOTOPbIA HEO6XOANMO

HacTPOUTb.

CeTb Cucrema  MOHWTOPWHr
Hactpoiku cetn  SIIEETC=NT N Obwme HacTpodm SIP

SIP akkayHTbl

AxrayHT

QoS McTopwuA BwiZ0E0E

Agpayur 1 ¥

OTMeTbTe NYHKT «BktounTb», BBeANTE HOMep TenedoHa, KOTopbIA byaeT Ha3HaueH JaHHOMY
aKKayHTY, a TakXe yKaxuTe OrMH 1 Naponb AN aBTopmsaumm Ha SIP-cepaepe.

BrniouuTe ¥

KMcnone3oBaTe aJ'IbTE‘,pHaTI-‘IBHbIIFI HOMED

Homep TenedoHa 4201

Mma nonb3osaTtens 4201

SIP-nopTt 5060

Kateropua aboHeHTa He ucnonb3oeaTh v
AyTeHTudrkauns
Norvu 4201
Mapone teee
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Huxe Ha Bknagke ykaxuTe IP-agpec nnn gomeHHoe nms SIP-cepeepa 1 cepBepa peructpauunm (npu
Heo6X0AMMOCTI) B COOTBETCTBYHOLLMX Nonsx. ECin Ha cepBepax ncrnonb3yrTcs HOMepa NopToB.,
oT/nYHbIe oT 5060, TO Uepes ABoeTOUME YKAXNTE afibTePHATUBHbIE MOPTLI. YCTaHOBUTE $nar
«Peructpauus», ecnn gns pabotbl TenedpoHUN HeobxoanmMa perncrpaumsi aboHeHToB Ha SIP-
cepBepe (06bI4HO, perncrTpaums Heobxoanma).

MNapameTpol SIP

Pexum uenonezoeannA SIP-npokcn Homing v
SIP-npokcy cepeep | ecss 10 eltextest loc
Peructpaums ¥
Cepeep permcTpauun | ecss10.eltextest loc
MeTon KOHTRONA OCHOBHOMD Cepeepa Invite v

Mepwog koHTponA ocHoeHoro cepeepa, ¢ | 30

YkaxuTe SIP gomeH (Mpy HeobxoANMMOCTM) B 610Ke NapaMeTpoB «JonoNHUTeNbHbIe NapaMeTpbl
SIP». Mpy HeEO06X0AMMOCTU NCNONb30BaHNA JOMEHHOIO IMEeHW NpU perncrpaunm, yctaHosure SIP-
AOMeH B pa3gene «[lononHuTenbHble napamMmeTpbl SIP»:

[ononHuTtencHble napametpsl SIP

SIP-noMeH gltextest loc

MpumennTs SIP Domain gna

pPETUCTPALMK
Pesxun Outbound BhIKNHOYEH v
MNeprog BpeMeHn nepepermcTpaumnm 1800

MHTepean NoeTopa perucTpauum 30

My GnuyHbIA agpec

 TIpHMEHHTE

Ans COXpaHeHNA N NPpUMEHEHNA HAaCTPOEK HAaXXMNTE KHOMKY
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5 MpunoxeHus K pykoBoACTBY no akcnayatauumn (IP-renedoHbl cepun VP)

5.1 AnropunTt™m paboTbl aBTOMaTN4YeCcKoro 0bHOBNEHNSA YCTPOMCTBA Ha OCHOBEe
npotokona DHCP

VP-12P v admin

Cete  IP-tenechonms QWS CTEN MoHMTOPHMHI
Bpewma DocTyn Hypran Maponu YNpaeneHne KOHGUrypaumen O6HoBneHke MO [REEEEGGEIENN  ABTOKOH(DUIY pUpOBaH1e

WHTepgelc ynpaeneHna [ononHWTENbHBIE HACTPORKX

Ob6Wwwe HacTpoKKK

MPHOPKUTET NAPAMETPOB W3 DHCP options v

AeTomaTuueckoe obHoeneHue MO u KoHbUrypayum

KoHchurypauma
ABTOMATHYECKOE OBHOBMNEHHWE BhIKNOYEHO v
MporpammHoe o6ecneyeHue

ABTOM3THYECKoe 0DHOBNEHWE BhIKNH4YEHD T

AnropuTtm paboTbl Npoueaypbl aBTOMaTUYECKOro 06HOB/IEHWA YCTPOCTBA OnpeaensieTcs 3HauYeHneM
napameTpa «/IpyopUTeT NapameTpoB 13».

Ecnm BeibpaHo 3HayeHMe «Static settings», To U3 napameTpoBs «Paiin KoHbUrypaumm» n «dainn Mo»
onpegenseTcs NONHbIA NyTb (BKIOYas NPOTOKON AOCTyNa U agpec cepepa) K ainam KoHdurypaumm mn
nporpammMHoro obecrneyeHus. MNMonHbIM NyTb yKkasbiBaeTcs B popmaTe URL (MopaepxmBatoTcs
npotokonbl HTTP u TFTP):

<protocol>://<server address>/<path to file>, rge

<protocol> — NPOTOKO/, NCNOb3YyeMbIiA ANst 3arPy3KM COOTBETCTBYHOLLLEro ¢aiina c cepeepa
(nopaepxwnBatoTcst NpoTokosibl HTTP 1 TFTP);

<server address> — agpec cepBepa, C KOTOPOro HeEObX0AMMO 3arpy3unTb daiin (JomeHHoe
nmsa nnu IPva);

<path to file> — nyTb K painny Ha cepsepe, halin AoKeH MMeTb pacLunpeHune tar.gz.

B URL AonycKkaeTcqa ncnosib3oBaHme cedyrowmx MakpocoB (3ap63€pBI/|pOBaHHble C/1oBa, BMeCTO
KOTOpPbIX yCTpOIZCTBO noAacCTaBideT onpejesieHHble 3Ha‘-IeHI/IFI)Z

+ SMA - MAC address - BMecTo gaHHoro Makpoca B URL ¢alina ycTpoiicTBo noactaBnsieT
cobcTBeHHbIN MAC-agpec;

+ SSN - Serial number — BMecTo aHHoOro makpoca B URL ¢daiina ycTpoiicTBO NoAcTaBnsieT
CO6CTBEHHbIN CEPUNHbIA HOMEp;

+ SPN - Product name — BMecTo AaHHOro Makpoca B URL dalina ycTpoiicTBo noactaBnsiet
Ha3BaHWe mogenu (Hanpumep, VP-12P);
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+ SSWVER - Software version — BMecTo gaHHoro makpoca B URL daiina yctpoiictso
noZcTaBnseT HoMep BEPCUM NPOrPaMMHOro obecneyeHus;

+ SHWVER - Hardware version — BMecTo faHHOro Mmakpoca B URL ¢alina ycTpoincTso
noAcTaBnseT HOMep annapaTHOW BEPCUM YCTPONCTBA.

MAC-agpec, cepuiiHbli HOMep 1 Ha3BaHWe MOAEeN MOXHO Y3HaTb Ha CTPaHMLEe MOHUTOPUHTa B
pasgene «YCTPONCTBO».

Nprmepbl URL:
tftp://download.server.loc/firmware.tar.gz,

http://192.168.25.34/configs/vp-12(p)/mycfg.tar.gz,
tftp://server.tftp/SPN/config/SSN.tar.gz,
http://server.http/SPN/firmware/SMA .tar.gz n T.4.

Mpwv 3TOM gonyckaeTcs onyckaTtb HekoTopble NapameTpbl URL. Hanpumep, ¢ainn KoOHPUrypaLmm MoxHO
3a/aTb B Takom popmare:

http://192.168.18.6/ nnn config_vp12.tar.gz

Ecnv 3 URL-dpaiina KoHourypaumm nam NnporpaMmmMHOro obecneyeHus He yaaértcsa n3snedb Bce
HeobxoauMble ans 3arpy3kn ¢arina napameTpbl (MPOTOKO, afpec cepBepa UM NyThb K Gariny Ha
cepBepe), byseT Npov3BeseHa NonbITKa N3BneYb Hen3BeCTHbI napameTp ns DHCP-onuwia 43 (Vendor
specific info) nnn 66 (TFTP server) n 67 (Boot file name), echn B ycnyre IHTepHeT yCTaHOBNEHO
nony4veHune agpeca no npotokony DHCP (dopmat n aHanms DHCP onuwnii 6yaeT npmBesaéH HUXe). Ecan
13 DHCP-onuuin He nony4aeTcs U3Bfeyb HeAOCTaoLWMi napamMeTp, byAeT NCMOoNb30BaTbCA 3ajaHHOe
3Ha4yeHne No YMONYAHUIO:

* AnsA npoTokona: tftp;

* AnA agpeca cepsepa: update.local;

* anst uMeHn daina koHdurypaumm: SMAC.cfg;

* AnA nMeHun darina nporpaMmHoro obecneyeHms: vpl2.fw.

Takum obpasom, ecnu nonsa «Pavisi KoHgurypaymm» n «@aviz1 l10» oCTaBUTb NYCTbIMU, N MO NPOTOKONY
DHCP He 6yayT nony4yeHsl onunu 43 nnm 66, 67 ¢ ykazaHMeM MeCcTornosioxXeHnsa 3Tux ¢arnos — URL
darina kKoHpUrypaumm byaet meTb BUA:

tftp://update.local/A8.F9.4B.00.11.22.cfg,
a URL ¢ainna Mo:
tftp://update.local/ vp12.fw.

Ecnn BbibpaHo 3HaueHne «DHCP options» — URL ¢ailinos koH$uUrypaumm 1 nporpaMmmMHoro obecrneyeHms
n3snekatotcs 3 DHCP onuwnii 43 (Vendor specific info) nnmn 66 (TFTP server) n 67 (Boot file name), gns
yero B ycnyre VIHTepHeT A0/IXHO BbITb YCTaHOB/IEHO NoJlyYeHre agpeca rno npotokosny DHCP (dopmart n
aHanu3 DHCP onuuin 6yaeT npuBeseH Huxe). Ecnv n3 DHCP onumii He yaaeTcs onpeaennTb Kakom-
HMbyAb NnapameTp URL — A9 Hero ncnonb3yeTcs 3aZaHHOe 3HaYeHme No YMOJTYaHWIO:

* AnsA npoTokona: tftp;

* AnA agpeca cepsepa: update.local;

* anst uMeHn daina koHdurypaumm: SMAC.cfg;

* AnA nMeHun darina nporpaMmHoro obecneyeHms: vpl2.fw.

108



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

1. He cMoTps Ha nmMs daiina koHourypaunm SMAC.cfg, dopmat daiina gonxeH 6biTh .tar.gz
2. He cmoTps Ha umsa ¢paina npowwmskm vpl2.fw, popmat daiina gonxeH bbiThb .tar.gz

®opmart onummn 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>

1 - KoA agpeca cepBepa aBTOKOHOUIyprpoBaHuUs no npotokoay TR-069;
2 - koA Ansa ykasaHus napameTtpa Provisioning code;

3 - Ko MeHU Nonb3oBaTena Ana aBTopur3aunn Ha cepsepe TR-069;

4 - Koz napons Ang asTopusauunu Ha cepeepe TR-069;

5-Kog agpeca cepBepa; agpec cepepa 3ajaetca B dopmate URL: tftp://address nnu http://address.
B nepBom BapuaHTe yka3aH agpec cepsepa TFTP, Bo BTopoM — HTTP;

6 - KO4 MeHW paiina KoOHPUrypauuu;
7 - kog umeHun daina MNo;

"I"- 06s13aTeNbHbIV pa3gennTebHbIA CUMBON MeXAY KOAAMU N 3HAUEHUSIMI NOAOMLNIA.

@ /[ns aBTOKOHPUrypmpoBaHusa no npotokony TR-069 nogonunu 1, 3 n 4 6yayT NpUMEHSITLCSA, Koraa

B paszenie aBTOKOHGUIypupoBaHMS Ha ocHoBe npoTokona DHCP 6yaeT BbiI6paH NnpuopuTteT 3
DHCP onuyuia.

AnropuTtm onpegeneHus napametpoB URL ¢aiinos koH$MrypaLum n nporpamMmmHoro obecrieyeHns ns
DHCP onuywii 43 n 66.

1.

NHnumnanmnsayma DHCP-o6meHa
Mocne 3arpysku ycTponcTeo nHuunmpyet DHCP-o6MmeH.

2. AHanms onuuu 43

Mpu nonyyeHnn onuum 43 BbINOAHAETCA aHaAM3 NOAONUMIA C KogaMun 5, 6 1 7 € Lenbto
onpezeneHuns agpeca cepsepa U UMEH dannos KOHGUrypaLmm 1 NPorpaMMHOro obecrneveHus.

3. AHanms onuuu 66

Ecnn onumsa 43 ot DHCP-cepBepa He nonyyeHa nMbo nonyyeHa, Ho U3 Heé He yAanocb 13Bfeyb
ajpec cepBepa — OCyLLeCcTBAAeTCA NOMCK onumu 66. Echmn nma darna NO Takxke He yaanocb
NONYYNTb — OCYLLECTBAAETCA NOUCK ONUMK 67. VI3 HUX N3BNEKAIOTCA COOTBETCTBEHHO ajpec
cepBepa TFTP n nyTb K dariny MO. Aanee pannbl KoOHPUrypaumm n nporpaMmMHoOro obecneyeHus
6yAyT 3arpyxaTtbcs € agpeca 13 onuum 66 no npotokony TFTP.

OcobeHHOCTN 06HOBNEHUSI KOHpUrypaLmn.

®alin KoHUrypaumm fonxeH nmeTtsb dopmar .tar.gz (B JaHHOM popmaTe NPONUCXOAUT COXPaHeHne
KoHduUrypaumm yepes web-nHtepdeiic B 3aknagke «Cuctemar — «YnpasneHue KoHGurypaumeny).
3arpy>xeHHas c cepeepa KOH$Urypaums npMMeHseTcs aBToMaTnyeckn 6e3 nepesarpyskm ycTpomncTBa.

OcobeHHOCTN 06HOBNEHNSI MPOrpaMMHOro obecneyeHus.

®ainn NnporpaMMHOro obecneyeHns JomkeH nmetb popmar .tar.gz. MNocne 3arpysku darna MO
OCyLLeCTB/ISIETCS ero pacnakoBka v npoBepka Bepcuun (Mo cogepxnmomy daiina version B tar.gz-apxumee).

109



PyKOBO,CI,CTBO Mo sKcnayatTaymm |P—Te}'|e¢)OHOB cepunn VP

Ecnm TekyLasn Bepcmsi MporpaMMHOro obecrneveHus coenagaeT ¢ Bepcvent ¢anna, nosyyeHHoro no
npoTtokony DHCP, o6HoBneHune MO nponsBoanTbCA He byaeT. O6HOBNEHVE NPOM3BOAUTCA TONBKO B
c/lydae HecosnageHuns sepcnid. O 3anyLeHHOM npouecce 3anmcyn obpasa NporpaMMHOro obecnevyeHus
Bo flash-namATb ycTpoincTBa cBUAETENBCTBYET NooYepesHOe LINK/INYecKkoe MUraHme nHamkKaTopa
«Power» 3e/ieHbIM, OpaHXeBbIM U KPaCHbIM LiBETOM.

-

© He oTknouvanTe NUTaHMe 1 He neperpyxainTe YCTPOMCTBO BO BpeMs 3anucm obpasa Bo flash-
namaTb. JJaHHble 4eACTBUA NpMBeAYT K YacTU4YHOM 3anmncu MO, uTo paBHOLLEHHO rnopye
3arpy304Horo pasjena yctponcraa. JanbHenwasn paboTa ycTporicTBa 6yaeT HeBO3MOXHa. [ns
BOCCTAHOB/IeHNSA paboTOCNOCOBHOCTM YCTPOIMCTBA BOCMO/b3yTeCh MHCTPYKLMEN, KOTopas
npueejeHa B NpunoxeHunu MNMpoueaypa BOCCTaHOBAEHNS CUCTEMbI NOC/1e 605 Npy 06HOBAEHNY
NporpaMMHOro obecneyeHus.

5.2 MNpoueaypa BOCCTaHOBAEHUSI CUCTEMbI Nocae c6osi Npy 06HOBIEHN
NporpaMMHOro obecrneyeHus

Ecnm npu BbINOMIHEHWM NpoLeaypbl 06HOB/IEHUSI MPOrpaMMHoOro obecneyeHus (Yepes web-nHTepdeiic
NN Yepes MexaHN3M aBToMaTMyeckoro o6HOBNEHWS Ha OCHOBe NpoTokosia DHCP) npou3oLuen c6oii
(HanpuMmep, n3-3a Cly4aliHOroO OTK/IKOUEHUSA MUTaHKS), B pe3yfibTaTe Yero JanbHelwas paboTta
YCTPOIiCTBa CTasia HEBO3MOXHOU (MHAMKATOP «Power» MOCTOAHHO FOPUT KPACHbLIM LIBETOM),
BOCMO/Ib3yATECh C/IEAYHOLLMM anroOpUTMOM BOCCTAHOBIEHNSI pab0TOCNOCOBHOCTM YCTPOIACTBA:

1. Pacnakyinte apxvB ¢ $painnoM NporpaMmMHOro obecrneyeHus.

2. MogkntounTe MK kK nopTy LAN ycTpoKCTBa, yCTaHOBUTE Ha ceTeBOM MHTepdelice agpec U3 nojcetn
192.168.1.0/24.

3. 3anyctute Ha MK TFTP-knueHTa (anst Windows pekomeHAyeTcsl MICNoNb30BaTb NPOrpaMmMy
Tftpd32), B kayecTBe agpeca yAaneHHoro xocta ykaxure 192.168.1.6, a 4na nepegayu Bolbepute
dain linux.bin 13 pacnakoBaHHOro apxmBa NPOrpamMMHoOro obecreyeHus.

4. 3anycTuTe KOMaHAy oTnpasky ¢arina Ha yaaneHHbIn xocT (koMaHaa Put). JomkeH 3anycTuTbes
npouecc nepegaun paiina Ha yctpoiicteo VP-12(P).

5. Ecnm npouecc nepegayun daiina Hayancs — JOXAUTECH ero OKOHYaHus, nocne yero VP-12(P)
npov3sBejeT 3anncb NPOrpaMMHOro obecnevyeHms B NaMsTb M aBTOMaTUYeCKU BbIMOJHUT 3aMycK
cncTeMbl. Bpems 3anucm coctaBnseT okono 5 MuHyT. O6 ycnewwHoOM BOCCTaHOBIEHNI YCTPOKCTBA
CBUJEeTeNIbCTBYET OpaHXeBbll N 3eN1eHbl LBeT nHAMKaTopa «Power». Mpyn 3TOM Ha yCTpoOMcTBe
coXpaHsAeTcs KOHPUrypauus, kotopas bblna Ao c6os. ECv NoAKIIUNTLCA K YCTPONCTBY He
yAaéTCa — npomsBeamnTe c6poc Ha 3aBOACKME HACTPOMKN.

6. Echv npouecc nepegayn daina He Havancs, ybeamtecb B KOPPEKTHOCTY CeTeBbIX HAaCTPOeK
KoMMbtoTepa 1 nonpobyiTe eLe pas. B cnyyae Heyjaum — yCTPOMNCTBO HEOH6XOAMMO OTNPaBUThL B
PEMOHT IN60 BbINONHNTL BOCCTAaHOB/IEHME, MOAK/TIOUMBLLNCE K YCTPOUCTBY No COM-nopTy vepes
cneumanbHbIA agantep (Mpy ero Hanu4vnwn).

5.3 3anycK npou3BOJ/IbHOro CKPYNTa NPU CTapTe CUCTEMbI

Meprnoanyecky BO3HMKaeT HEOOXOANMOCTb NPY CTapTe YCTPOMCTBA BbINONHATL OnpejeneHHble
AEenCcTBUSA, KOTOPble He/b3si OCYLLEeCTBUTbL 3aZlaHeM ornpejeneHHbIX HacTpoek Yyepes ¢ain
KOHUrypaumn. Ana aToro B yctpolictse cepumn VP-12(P) npesycMOTpeHa BO3MOXHOCTb HAaCTPOMKM
3anycka nMpoun3BOJIbHOr0 CKpUMTa Yepes KOHPUTypaumoHHbIA ¢aii. B ckpunT MOXKHO MOMeCTUTb
NobYIo XKenaemyro nocnefoBaTeNbHOCTb KOMaHA,.
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[na 3anycka Npomn3BobHOro ckpunTa B dpalinie KOHPUrypaumm cos3aHa cekums HacTpoek:
UserScript:
Enable: "0"
URL: "

Onuwus «Enable» paspeluaet (ecniv 3HaueHme 1) unu 3anpelaet (e 3HayeHme 0) 3aNycK CKPUNTa, NyTb
K KOTOpOMY yKa3aH B napameTtpe URL.

3anyckaeMblil CKPUMT MOXET pacronaratbCsa Kak Ha yAaneHHOM cepBepe, Tak 1 Ha caMmoM ycTpoiictee. C
YAANeHHOro cepeepa CKpUMNT MOXET 6bITb 3arpy>xeH nocpeAcTtBoM NpoTokonos HTTP vnn TFTP.

PaccmoTpum npuMepsl daiina koHGUrypaumm Ans 3anycka nosib3oBaTe/IbCKoro CKPUMNTa € pasHbIxX
MNCTOYHVKOB.

1. 3anyck c HTTP-cepsepa

Ana 3anycka ckpunta ¢ HTTP-cepBepa Heobxoammo B napameTpe URL ykasaTb NOAHbIA NYTb K
¢danny B popmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTOM cnyyae nocne ctapta ycTponcTea ¢ann script.sh, xpaHALWMIACA B KaTasiore user-script
no agpecy 192.168.0.250, aBToMatmnyecku 3arpy3mTca no npotokony HTTP ¢ ykasaHHOro
cepsepa, nocse yero byAeTt nponsBesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa

Ansa 3anycka ckpunTta ¢ TFTP-cepBepa HeobxoarMo B napameTpe URL ykasaTb NOAHbIV NYTb K
danny B popmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTOM cnyyae nocne ctapta ycTponcTea ¢ann script.sh, xpaHALWMIACA B KaTasiore user-script
no agpecy 192.168.0.250, aBToMatmnyecku 3arpysmTcsa no npotokony TFTP ¢ ykazaHHOro
cepsepa, nocse yero byAeTt NponsBesEH ero 3anyck.

3. 3anyck nNoKaJibHOro CKkpunTa

Beuay ocobeHHocTel $pannoBor CUCTEMbl NOKaNbHbIA CKPUNT AOJIKEH pacrosaraTbCs
TONLKO B KaTanore /etc/config, Tak Kak TO/IbKO COAEP>XKMMOeE 3TOro KaTanora CoxpaHsaeTcs
nocsie nepesarpysku yctpomncraea. CKpunT B KaTanore /etc/config MoXHoO co3gaTb nnbo ¢
MOMOLLbI peAakTopa Vi, 160 3arpy3unTb ero ¢ BHelwHero TFTP-cepBepa (komaHgo tftp —gl
user.sh <TFTP-server address>). [locne co3gaHns ckpunTta emy He06XoAMMO Ha3Ha4YMTb NpaBa
Ha 3anyck komaHgou chmod 777 /etc/config/user.sh.

B ¢arine koHpurypaumm URL ansa 3anycka N0KanbHOro CKpUnTa MeeT BUA;
URL: “File://etc/config/user.sh”

© BaXHO OTMETUTb, YTO NONBL30BaTENbCKUIA CKPUNT AOMKEH HAUNHATBLCA C AMPEKTUBbI #!/bin/sh.
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5.4 Hactpouka DHCP-knneHTOB B My/IbTUCEPBUCHOM peXxnme

Ha yctporictBax VP-12(P) nmeeTcs BO3MOXHOCTb HacTpamBaTh onuum, noayydaemole DHCP knveHTaMum
Ha pa3HbIX MHTepdericax.

Pacnpep,eneHl/le 3anpawimBaeMblX OI'ILI,I/IVI npm MynbTncepBNCHOM peXnme:

Option Tonbko Internet + VolP Internet + VolP + Managment
NUHTepdeliic
Internet Internet  VolIP Internet  VolP MNG

1 = Subnet Mask + + + + + +

3 = Router + + + + + +

6 = Domain Name Server + + + + + +

12 = Host Name + + - - o +

15 = Domain Name + + - = o +

26 = Interface MTU + + + + + +

28 = Broadcast Address + + + + + +

33 = Static Route + + + + + +

42 = Network Time Protocol Servers + + - - - +

43 = Vendor-Specific Information + + - - - +

66 = TFTP Server Name + + - - - +

67 = Bootfile name + + - = o +

120 = SIP Servers + - + - + -

121 = Classless Static Route + + + + + +

+
+
+
+
+
+

249 = Private/Classless Static Route (Microsoft)

CornacHo npuiBefeHHoM Tabnvue onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwmBaTtbca dhep-
KAVeHTaMu Ans Kaxaoro cybunHtepdeiica. CooTBeTCTBEHHO AaHHbIe onuum byayT MHAMBUAYaNbHO
NpUMeHeHbI ANs Kaxaoro cybuHtepdenca. Onuun 12, 15, 42, 43, 66, 67, 120 MOryT 3anpalunBaTbCs U
NPUMEHSATLCSA TONIbKO AN o4HOro dhep-KAreHTa, Tak Kak OHU 0bLecncTeMHble, TO eCTb He NPUBOAAT K
HacTpolike ceTeBOro nHTepdeica.

KoHdurypaumio cnrcka 3anpallBaeMbiX ONUMiA MOXHO U3MEHSITb M XPaHUTCS OHa Kak 1 Bce
OCTa/ibHble HaCTPOWKN B KOHUrypaumoHHoM ¢darine: /etc/config/cfg.yaml. Mo ymonyaHuio cnuckn
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onuuMin He NponucaHsbl (B KOHPUrypaumm cnegytowas 3anncbs DHCPOptionList: ™), 3T0 3Ha4MT uTO ONUMN
3anpaLunBaoTCa U NPUMEHSAIOTCA COrNacHO NpuBejeHHON Bbille Tabaue.

Crioco6bl pejakTUpoBaHWs KOHGUrypaumuu
I. C noMoLLbIo peAakTopa vi.

1. Cnuncok onumnin ans nHTepdelica Internet 3agaetca B napameTtpe DHCPOptionList cekuyuyn
Internet=>Network.

2. Cnucok onuni ana nHtepdeinca VolP 3agaetca B napameTpe DHCPOptionList cekuyyn
Voip=>Network.

3. Cnucok onuni ana nHtepdeinca Management 3agaetca B napametpe DHCPOptionList cekumn
System=>ManagementVLAN

Mocne peAakTPOBaHUS N COXPaHEHWS B peAakTope Vi He06X0AMMO BbINOMHUTE CleaytoLe KOMaHAbI:

* reloadcfg — NnpymeHsaeM n3MeHeHHY KOHPUrypaumto B paboTy, pe3yibTaT BbINOJIHEHNA KOMaHZAbI
AomkeH b6biTh "Configuration accepted”
* save — COXpaHsieM U3MeHEeHHY KOHPUrypaLmsa B SHEProHe3aBMCMYHO NaMaTb

© KomaHay save MOXHO BbINOMHATL TONIbKO B C/lydae YCneLHOro BbINONHEHNS NpeablayLuer
KoMaHZAbl. Ecnn npu BbinofHeHW KoMaHAbl reloadcfg pesynbTaTt 6bin "Configuration not accepted”,
save BbIMOMHATb 3anpeLLeHo.

Il. C nomoLLbo KoMaHAbI setconf

© PekomeHAyeM NCMONb30BaTb AAHHbIN METOA,

JaHHbI MeTog n3baBnseT oT HeObXOAMMOCTM BbINMOAHEeHWA KoMaHZ reloadcfg n save. Vicnonb3yiite
KoMaHAbl getconf (BbIBECTM Ha 3KpaH TekyLLyo KOHOUrypauwmio) n setconf (ycTaHOBUTL 3HaUeHMe
napameTpa).

MNpumep 1. HeobxoanMo nonyunTs 3HadeHne DHCPOptionList:

+ ansa nHTepodeiica Internet
getconf Internet.Network | grep DHCPOptionList
+ ansa nHtepodeiica VolP
getconf Voip.Network | grep DHCPOptionList
+ ansa nHTepderica Management
getconf System.ManagementVLAN | grep DHCPOptionList

MpuMep 2. Heob6x041MMO Ha3HAUNTb HEKOTOPBIN CMINCOK OMLMIA:

+ ansa nHTepdeiica Internet
setconf Internet.Network DHCPOptionList "3,6,26,28,33,121,249,12"
+ ana nHtepoderica VolP (HazHayaem CnMCOK ONUMIA MO YMOAYAHMIO)
setconf Voip.Network DHCPOptionList "
+ ansa nHTepderica Management
setconf System.ManagementVLAN DHCPOptionList "3,6,26,28,33,42,43,66,67,121,249"
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lll. KoHpUrypmpoBaHume Ha nepcoHabLHOM KOMMbloTepe

© He pekomMeHayeM NCMONb30BaTb AAHHbLI METOA.

MpeaBapUTENbHO CKayanTe KOHGUIypaumto ¢ yctpoictea Ha MK (Yepe3 web-uHTepdeiic), aanee c
NOMOLLbIO 1I060ro TEKCTOBOrO pefakTopa NOMeHsAMTe 3HaUeHNS, COXPaHUTE N3MEHEHNS.
3aBepLUaoLL MM 3TanoM ABASETCH 3arpy3ka M3MeHeHHOW KOHGUrypauum B yCTPOMCTBO.

MpaBuna pepgaktnpoBaHuss DHCPOptionList

1. BanugHble 3HaueHus: 3,6,12,15,26,28,33, 42,43,66,67,120,121,249;

2. Onuuwn B napameTtpe DHCPOptionList yka3biBatoTca vyepes 3anaTyto 1 6e3 Nnpobenos Mexay
onumamun, npumep DHCPOptionList: "3,6,12,15,26,120,121"

3. Nopsagok cnegosaHusa onumii B DHCPOptionList He BaxeH;

4. Kaxpas ns onuunin 12, 15,42, 43, 66, 67, 120 MoXeT 6bITb 3anpoLleHa 1 NpMMeHeHa TONbKO C
O4HOro MHTepderica;

5. Onumn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwmeaTtbcs dhcp-KAveHTaMu ANA KaXKA0ro

cybuHTepodelica;

Onuwm 66 N 67 fONXKHBI 6bITb YKa3aHbl HA O4HOM U TOM e nHTepdeice;

7. Ecnn B DHCPOptionList HMYero He ykasaHo, TO CNMCOK 3arnpalurBaeMbiX ONUUIA — MO YMOJTHaHNIO
(c yueToM NyHKTa 8);

8. Ecnm DHCPOptionList ykasaHbl onumn (13 NyHKTa 4), KOTOPbIE MO YMOYaHKIO 3anpaLlnBatoTCs C
Apyroro nHtepoderica (Ha kotopom DHCPOptionList He 3anonHeH), To Toraa onuun 6yayT
3anpalumBaThCs C MepBOro nHTepdeiica, a Ha BTOPOM U3 CMMCKA NO YMOAYAHUIO AaHHbIE OMNUNMA
OyAyT NCKOYEHbI%;

9. Ecnmn gns nHtepderica B DHCPOptionList yka3aH cnncok onuuia, To 6yAyT 3anpallmBaTbCs TOIbKO
3TV onuuwy;

10. Onuuito 1 B DHCPOptionList Henb3s yka3biBaTb, OHa 3anpalumBaeTcd 1 NPUMeHseTcs Bcerja v co
BCEX MHTepdencoB He3aBMCMMO OT MPOUYMX HACTPOEK;

o

Ecnn kakoi Nnbo 13 NyHKTOB HapYLUEH, TO NPU NPUMeEHEHUN KOHPUTrypaumm byaeT BbiBeAeHO
coobuieHue "Configuration not accepted”. OLLIM6KY B KOHPUIYpaALIMM MOXHO Y3HaTb eC/IN BKAKUYNTL JIOTU
configd, Torga npu npyMmeHeHnn KoHUrypaummn byaet NoApo6HO ykasaHa NpUYMHa Mo KOTOPO
KoHOUrypaums He NpUMeHeHa.

* [Ipumep K OyHKTY 8:
Jonyctum ans nHTepderica Internet ykasaH ciesyroLmii CMCOK ONLUIA:
Internet.Network.DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12"

A ana nHtepdeiica management HMYero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

TOrAa COrflacHoO NyHKTY 7, AO/KEH 6bITb 3aMpoLUeH CMCOK OMnuuiA No ymondaHuto 3, 6,12, 15, 26,
28, 33,42, 43, 66,67, 121, 249, Ho Tak KaK onuuto 12 Mbl ykasanm sBHO Ha nHTepdelice Internet, To 13
3TOro cnucka oHa byaeTt NCKIYeHa.

B ntore 6yayT cnegytoLime Crmcku:

3HayeHue napamertpa: Internet.Network.DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalumBaeMsblii CNMCOK onuuia: 1, 3, 6, 26, 28, 33, 121, 249, 12 3HayeHMe NapameTpa:
System.ManagementVLAN.DHCPOptionList: "

3anpalumBaeMsblii cnmncok onuuia: 1, 3, 6, 15, 26, 28, 33, 42, 43, 66, 67, 121, 249
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@ locne pepaktnposaHna DHCPOptionList pekomeHayeTca nepesarpyska ycrporictea. o
nepesarpy3kun KkoppekTHast paboTa yCTpOMNCTBa He rapaHTupyeTcs
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TEXHUNYECKASA NOAAEPXKA

Ana nonyyeHnsa TeXHNYeCKon KOHCYNbTaumMy o BoONpocam skcnayataumm obopyaoBaHns
00O «Mpeanpuatne «3ITEKC» Bbl MoxeTe 06paTuUTbcs B CEPBUCHbLIN LEHTP KOMMaHUK:

Poccuinckas ®egepauyms 630020, r. HoBocnbumpcek, yn. Okpy>kHas, oM 29B.
E-mail: techsupp@eltex.nsk.ru

Ha odunumanbHOM cainTe KOMNaHUM Bbl MOXeTe HalTV TEXHUYECKYIO JOKYMEeHTauuto 1
nporpaMmmHoe obecneuyeHne ansa npoaykumm OO0 «IMpeanpuaTtue «JITEKC», 06paTnTbCa K
6a3e 3HaHWI, OCTaBUTb NHTEPAKTUBHYIO 3asiBKY U MPOKOHCYNbTUPOBATLCA Y MHXEHEepPOB
CepBW1CHOrO LIeHTPa Ha TeXHNYeckoMm popyme:

OduvumanbHbIV canT kKoMnaHmu: hitp://eltex-co.ru
TexHu4vecknn popym: http://eltex-co.ru/forum
basa 3HaHui: hitp://eltex-co.ru/support/knowledge

LeHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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