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1 BBEAEHUE

Cetb GPON OTHOCUTCA K OAHOM M3 Pa3HOBWUAHOCTEM NACCUMBHbIX OnNTU4YecKMx cetei PON. 3To ogHo w3
CambIX cOBpeMeHHbIX U 3hGEKTUBHbIX PeLleHUit 3agady «nociegHern MUAW», MNO3BOJAKOLLEE CYLLEeCTBEHHO
3KOHOMWTb Ha KabesbHOM MHPPACTPYKTYpe N obecrneunsatoLLee CKOPOCTb nepegayum nHbopmaumnm ao 2.5 Gbps
B HanpasneHun downlink n 1.25 Gbps B HanpasneHuun uplink. Mcnonb3oBaHne B ceTax AOCTyna pelleHnit Ha
6aze TexHonormm GPON paeT BO3MOXHOCTb MPenoCTaBAATb KOHEYHOMY MO/b30BATENO AOCTYN K HOBbIM
ycnyram Ha 6ase npoTtokosa |IP coBMecTHO ¢ TpaAULMOHHBIMKU CepBUCaMM.

OcHoBHbIM NpenmywectBom GPON ABNSeTcA MCMNo/sib30BaHME OAHOMO CTaHUMOHHOro TepmuHana (OLT)
ON1A HEeCKONbKUX aboHeHTcKMx ycTpoiicte (ONT). OLT asnseTca KoHBepTopomM MHTepdelicos Gigabit Ethernet u
GPON, cnyxawum pgns ceBasnm cetm PON c ceTamM nepefayn [AaHHbIX 6onee BbICOKOro ypoBHsA. ONT
npefHasHayeHo AN MOAKAYEHUA K YCAYram LUMPOKOMOJOCHOFO AOCTyna OKOHeYHoro o6opynoBaHUs
KANEHTOB. MOXKET NPUMEHATBLCA B KUJbIX KOMMJIEKCaX U BU3HeC-LEeHTpaXx.

NnHelika obopyaosaHmna ONT NTU npoussoactea «/ITEKC» npeacTtaBneHa TepMmuHanamu:

e NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, KoTopble paccuuTaHbl Ha yeTbipe UNI
nHTepdeiica 10/100/1000Base-T u noaaepKy uHtepdeiicos FXS, Wi-Fi, USB, CaTV™.

B HacToAlwem pyKOBOACTBE MO 3KCNAyaTauMM U3NOXKEHbl Ha3HayeHWe, OCHOBHble TexXHU4Yeckue
XapaKTePUCTMKM, NpaBuaa KOHOUIYPUPOBAHUA, MOHWUTOPUHIA M CMeHbl MNpPOrpamMmHoro obecneyeHus
onTu4eckmx TepmnHanos cepun NTU-RG.

! Ons ycrpoiictea NTU-RG-1421GC-Wac
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2 ONMNCAHUE U3OENUA

2.1 HasHaueHue

Ycrtpoiictea NTU-RG GPON ONT (Gigabit Ethernet Passive Optical Network) — BbicokonpounssoguTenbHbie
abOHEHTCKMEe TepMWHanbl, NpeAHa3sHa4yeHHble AAA CBA3M C BbIWECTOAWMM 060pPYyA0BaHMEM NACCUBHbIX
ONTUYECKUX CeTel U NpPefoCTaBAeHUA YCAYTr LMPOKOMONOCHOFO A0CTYyNa KOHeYHOMY nosib3oBaTtento. CeA3b C
cetamn GPON peanusyetca nocpeactsom PON mHTepdeica, Ana NOAKAOYEHUMA OKOHeYHOoro obopynoBaHus
KNMEHTOB cAyKaT uHTepdelicol Ethernet.

Mpenmywectsom TexHonormn GPON asnAetca onTMManbHOE MCNOAb30BaHME MOAOCLI MPOMYCKaHWUA. ITa
TEXHONOTUA ABAAETCA Cneayowmm Warom gns obecnevyeHns HOBbIX BbICOKOCKOPOCTHBIX MHTEPHET-NPUI0KEHNUN
Aoma 1 B opuce. PaspaboTaHHble /15 pasBepTbiBAHUA CETU BHYTPU AOMA UM 34aHUA, faHHble ycTponcTtBa ONT
obecneunBatoT HageKHOe CcoegMHEHME C BbICOKOM NPOMYCKHOM CNOCOBHOCTbIO Ha AajsibHME PaccToAHMA ANs
Nno/ib30BaTeNEeN, KMBYLLNX U PabOTAIOWMX B YAAEHHbIX MHOFOKBAPTUPHbIX 34aHMAX U BU3HEC-LEHTpaXx.

Bnarofapa BCTPOEHHOMY MapLUPyTU3aTOPy, YCTPOMCTBA 0OECneymMBaloT BO3MOMKHOCTb MOAKNIOYEHMUA
obopynoBaHMA JIOKA/NbHOM CeTU K CEeTUM LUMPOKOMONOCHOro AocTyna. TepMuHanbl obecneynBaloT 3alnUTy
MEXKCETEBbIM 3KPaHOM A1 KOMMNbOTEPOB B CETM OT aTak DoS M BMPYCHbIX aTak, OCyLLeCTBAAT GUAbTPALULIO
MakeToB ANA  OCYLECTBJAEHWUA yhpasieHua [OOCTynom Ha ocHose noptoB u  MAC/IP-agpecos
NCTOYHMKA/Ha3HaueHun. Monb30oBaTeNIM MOryT HacTPOUTb AOMALLHUIA nan oducHbli Web-cait, no6asus oguH
13 LAN-noptoB B 30Hy DMZ. ®yHKUMA PoanTenbcKuii KOHTposb obecneumBaer punbvTpaumto Web-caiToB ¢
HeXKenaTeslbHbIM COAepPKMMbIM, B6NOKMPOBKY AOMEHOB W MO3BOMAET 334aBaTb PacnMCaHWe WUCMNOJIb30BaHUA
NHTepHeTa. BupTyanbHas 4actHaa cetb (VPN) npepoctaBnseT mMobuUAbHbIM NOAb30BaTENAM M dUAMANaM
3aLUMLLEHHbIM KaHaN CBA3M 1A NOAKAOYEHNA K KOPNOPATUBHOMN CETU.

Mopt FXS nosBonser nosb3oBaTbcA ycayramu |IP-TtenedoHUN, NpepocTaBafa MHOMKECTBO MNOAE3HbIX
bYHKUMIA, TaKMX KaK oTobpaxkeHne naeHTUdUKaTopa 3BOHSALLErO, TPEXCTOPOHHIOW KOHbepeHLUmto, TenedpoHHyo
KHUTY, YCKOPEHHbIN Habop. Bce ato obecneumsaet yaobcTBO nonb3oBaTena npu Habope Homepa U Npueme
TeNedOoHHbIX 3BOHKOB.

MopTtbl USB MmoryT ncnosbsoBatbca Ana noaxkatodeHna USB-yctpoincts (USB-dnel-HakonuTe b, BHELWHNIMA
HDD).

AboHeHTckMe mapuwpyTtmnsaTopbl NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac
Mo3BONAIOT NoAKAoYaTb KnneHTos Wi-Fi no craHgapty IEEE 802.11a/b/g/n/ac. Noaaeprkka ctaHaapTta 802.11ac
obecneunBaeT CKOpPOCTb Mepedadn p[aHHbiXx Ao 1,3 6uT/c M no3BonAeT [OCTaBAATb COBPEMEHHble
BbICOKOCKOPOCTHblE CEPBUCHI KAMEHTCKOMY obopyaoBaHMO No 6GecnpoBOAHOM ceTU. [lBa BCTPOEHHbIX
KoHTponnepa Wi-Fi cetn nossonatT obecneuntb paboTy ycTpOMCTBA OAHOBPEMEHHO B [ABYX YaCTOTHbIX
ananasoHax—2,4 My wn 511w,

Yctpoiicteo NTU-RG-1421GC-Wac nmeeT BCTpoeHHbI RF-Bbixog, K KOTOPOMY MOAK/AOYaeTca Tenesusop
AN19 MPOCMOTPa aHAI0OrOBOro UK UMPPOBOro KabenbHOro TeneBnaeHus (Mpu ycioBUM NPeaoCTaBAeHNUA yeayrm
onepaTopom).
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2.2 BapuaHTbl UICNOJIHEHUA

Yctpoictea cepuit NTU-RG otanyatotca Habopom mHTepdeincoB U GyHKLUMOHANbHBIMU BO3MOXHOCTAMMU,

Tabnuua 1.

Tabnnua 1 — BapmaHTbl MUCNONHEHUSA

HaumeHoBaHUue Wi-Fi Wi-Fi

mozenm WAN LAN FXS RF 802.11 802.11 b/g/n/ac uUsB

b/g/n

NTU-RG-1421G- | 1xGPON | 4x1Gigabit 1 - + 802.11n, 2*2 -300Mbps —2,4GHz 2
Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz+
NTU-RG-1431G- | 1xGPON | 4x1Gigabit 1 - + 802.11n, 3*3 -450Mbps - 2,4GHz 2
Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz
NTU-RG- 1xGPON | 4x1Gigabit 1 1 + 802.11n, 2*2 -300Mbps —2,4GHz 1
1421GC-Wac 802.11ac, 3*3 -1.3Gbps — 5 GHz+

2.3 XapaKTepuCTUKa yCTPOMCTBA
Ycmpolicmeo umeem caedyroujue uHmepdgpeiicoli:

e TNopT RJ-11 gnsa noaKNOYEHMA aHAOroBbIX TenedOoHHbIX anmnapaTos:
- 1 nopt RJ-11;
e 1 nopt PON SC/APC a4 NoAK/OYEHUA K CETU ONepaTopa;
o TopTbl Ethernet RJ-45 LAN gna noakntoueHMna CeTEBbIX YCTPOMUCTB:
- 4 nopra RJ-45 10/100/1000Base-T;
¢ [Mpuemonepeaartunk Wi-Fi 802.11a/b/g/n/ac;
o 27 nopta USB2.0 ana nogKntoueHns BHeWHUX Hakonutenei USB nan HDD;
o TopT ana nogxrntodeHns kabenbHoro Tenesngenus (CaTv):
- Ana NTU-RG-1421GC-Wac : 1 nopt RF.

MUTaHMe TepMUHaNa OCYLLECTB/IAETCA Yepes BHELWHMI aganTep oT cetn 220 B/12B.
Ycmpoliicmeo noddepicueaem cnedyrowjue hyHKyuu:
e cemesble PyHKYUU:

- paboTa B pexnume «MOCTa» UaM «MapLIpyTM3aTopa;
- nopaaepxKa PPPoE (PAP, CHAP, MSCHAP aBTopu3auus);

- nopaeprKKa cratmyeckoro agpeca M DHCP (DHCP-knueHT Ha ctopoHe WAN,

DHCP-cepBep Ha cTopoHe LAN);
- nogaeprkka UPnP;
- noaaepka IPSec;
- noageprkka NAT;
- nopaepxKa Firewall;
- noaaepka NTP;
- nopaeprKa mexaHM3MOoB KayecTBa o0bcnyKuBaHma QoS;
- noaaepka IGMP-snooping;
- nogpeprka IGMP-proxy;
- noaaepxKa ¢yHKUmMKM Parental Control;
- noaaeprkka GyHKUMM Storage service;
- noaaepka UPNP, SMB, FTP, DLNA, Print Server;
- VLAN B cooTsetcTtBue c IEEE 802.1Q.

! Yctpoicteo NTU-RG-1421GC-Wac umeet 1 nopt USB2.0

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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Wi-Fi:

IP-menegpoHus:

¢yHkyuu [BO:

noaaepka craHaapros 802.11a/b/g/n/ac;
oAHOBpeMeHHas paboTa B ABYX AnanasoHax: 2.41Tu n 5Mu;

noaaeprka npotokona SIP;

ayauokoaeku: G.729 (A), G.711(A/V), G.723.1;

ToS ans naketoB RTP;

ToS ans naketos SIP;

3X0 KomneHcauuma (pekomeHaauum G.164, G.165);
neTeKkTop TULKHLI (VAD);

reHepaTop KOMPOPTHOTO LWYMA;

obHapyKeHue U reHepupoBaHue curdanos DTMF;
nepepaya DTMF (INBAND, RFC2833, SIP INFO);
nepenava ¢akxca: upspeed/pass-through. G.711, T.38;

yaep»KaHue Bbizoa — Call Hold;

nepegaya BbizoBa — Call Transfer;

yBe4oMNEeHNE O NOCTYN/IeHUM HoBoro Bbi3oBa — Call Waiting;
6esycnoBHas nepeagpecaums - Forward unconditionally;
nepeagpecaums no Heotsety - Forward on "no answer";
nepeagpecaums no 3aHsToct — Forward on “busy”;
onpeaenutenb Homepa Caller ID no ETSI FSK;

3anpert Bblaaun Caller ID (aHOHMMHBIN 3BOHOK) - Anonymous calling;
Tennaa AuHuA - Warmline;

rMbKMM NaaH Hymepauuu;

MHAMKALUMA O HaIMYMM coobLLLeHMIA Ha rosiocoBoi noute - MWI;
6/10KMpPOBKA aHOHMMHbIX 3BOHKOB - Anonymous call blocking;
3anpeT Ha ncxoadAwume Bbisosbl - Call Barring;

"He 6ecnokounTb" — DND.

obHoBneHune MO yepes Web-uHtepdeiic, TR-069, OMCI;

YyAaneHHbIA MOHUTOPUHT, KOHPUTYPUPOBAHUE W HACTPONKa:

TR-069;
Web-uHTepdelic;
OMCI;

Telnet.

Ha pucyHKe 1 npuBegeHa cxema npumeHeHus obopygosaHma NTU-RG.

AboHeHMCcKue onmu4eckue mepmuHasl cepuu NTU
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PucyHok 1 — Cxema npumeHeHuna NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac
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2.4 OcHOBHble TeXHUYECKMe napameTpbl

OCHOBHblE TEXHUYECKNE napamMmeTpbl TEPMUHAN0B NpueeaeHbl B Ta6m4u,e 2:

Tabnnua 2 — OCHOBHble TEXHMYECKUE NapaMeTpbl

Mpotokonbl VolP

| MoapepxmBaemble NPOTOKOAbI | SIP
AyaunokoaeKku
Kogekun G.729, annex A

G.711(A/p)
G.723.1 (5,3 Kbps)
MNepepava dakca: G.711, T.38

NapameTpobl MHTepdeiicos Ethernet LAN

Konnuectso nHTepdeliicos

4

INEeKTPUYECKUI pasbem

RJ-45

CKopocTb nepegauun, Méut/c

AsToonpegaenexue, 10/100/1000 M6éuT/c,
aynnekc/ nonyayniexc

Moaaep»Ka cTaHAapToB

IEEE 802.3i 10Base-T Ethernet

IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.3ab 1000Base-T Gigabit Ethernet
IEEE 802.3x Flow Control

IEEE 802.3 NWay auto-negotiation

MapameTpbl uHTepdeiica PON

Konunyectso nHtepdeiicos PON

1

Moaaep»Ka cTaHAapToB

ITU-T G.984.x Gigabit-capable passive optical networks
(GPON)

ITU-T G.988 ONU management and control interface
(OMCI) specification

IEEE 802.1Q Tagged VLAN

IEEE 802.1p Priority Queues

IEEE 802.1D Spanning Tree Protocol

Tun pasbema

SC/APC
cootseTtcTByeT ITU-T G.984.2

Cpega nepegauun

ONTOBOJIOKOHHbIN Kabenb SMF - 9/125, G.652

KoadodumumeHT passeTBieHUs 0o 1:128
MaKcnmanbHana AaNbHOCTb AeNCTBUA 20 Km
MNepepatumk: 1310Hm
CkopocTb coegmnHeHnA upstream 1244Mb/s
MowwHoCTb NnepeaaTymKka +0,5 po +5 dBm
LLnpuHa cnektpa ont. nsnydeHuns (RMS) 1nm
MpnemHuk 1490Hm
CKopocTb coegnHeHns downstream 2488Mb/s

YyBCTBMTENBHOCTb MPUEMHMKA

oT -8 00 -28 dBm

MapameTpbl aHaNOroBbiX aBOHEHTCKUX NOPTOB

KO/IMYeCTBO NOPTOB 1

conpoTtuBaeHune wnenda 00 2 KOm

npuem Habopa MMMYNbCHbIN/YacToTHbIN (DTMF)
Bblgaya Caller ID ecTb

10
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NapameTpbl 6ecnposogHoro nHtepdeinca Wi-Fi

Mopgenb

NTU-RG-1421G-Wac, NTU-RG-1421GC-Wac

NTU-RG-1431G-Wac

CraHgapt

802.11a/b/g/n/ac

802.11a/b/g/n/ac

YacToTHbIM AnanasoH

2400 ~ 2483,5 Mlu, 5150 ~ 5350 Mry, 5650
~5850Mry,

OfHoBpeMeHHan paboTa B ABYX YaCTOTHbIX
AunanasoHax (Simultaneous Dual Band)

2400 ~ 2483,5 Mrlu, 5150 ~ 5350 MTw, 5650
~ 5850 Mry,

OpHoBpemeHHan paboTa B ABYX YaCTOTHbIX
AmnanasoHax (Simultaneous Dual Band)

Mogaynauma

CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256
QAM

CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256
QAM

CKkopocTb Nnepegayn
AaHHbIX, MbuTt/c

—802.11b/g/n: 1-13
—802.11a/ac: 36-64, 132-165

—802.11b: 1; 2; 5,51 11 M6uTt/c
—-802.11g:6,9, 12, 18, 24, 36,48 n 54
M6éuTt/c

—802.11n: 300 M6uT/c (KaHan 20 Mru), 450
M6wuT/c (kaHan 40 M)

—802.11ac: 1300 M6éut/c (80 Mrw)

—802.11b/g/n: 1-13
—802.11a/ac: 36-64, 132-165

—802.11b: 1; 2; 5,51 11 M6éut/c

—-802.11g: 6,9, 12, 18, 24,36,48 n 54
M6éuT/c

—802.11n: 300 M6uT/c (kaHan 20 Mrly), 450
M6uT/c (kaHan 40 M)

—802.11ac: 1300 M6uT/c (80 Mrw)

MaKcrmanbHasa BbIxogHan
MOLLHOCTb NepeaaTymka

—802.11b (11 Mbps): 1746m
—802.11g (54 Mbps): 1545m
—802.11n (MCS7): 15 pbm
—802.11ac (5 Tw): 19 abm

MAC-npoTokon

CSMA/CA mogens ACK 32 MAC

be3onacHocTb 64/128-6uTHoe WEP-wWndpoBaHNe AaHHbIX;
WPA, WPA2
802.1x
AES &TKIP
MNoaaepxKa Windows XP 32/64, Windows Vista 32/64, Windows 2000, Windows 7 32/64

onepauyMoHHOM CUCTeMbI

Linux, VxWorks

MIMO

NTU-RG-1421G-Wac

2,4Try-2x2, 5My, - 3x3

NTU-RG-1431G-Wac

2,4Try-3x3,5My, - 3x3

NTU-RG-1421GC-Wac

2,4Try-2x2, 5y, - 3x3

KoadppumumneHtom 5 dBi
YCUNEHUA aHTEHHbI

Pabouunint amanasoH ot 0 go +70°C
TemnepaTyp

YnpasneHue

JlokanbHoe ynpasneHune

web-unHTepderic

YpaneHHoe ynpasneHuve

Telnet, TR-069, OMCI

O6HOB/IEHME NPOrpaMMHOro obecneyeHus

OMCI, TR-069, HTTP, TFTP

OrpaHuyeHue aoctyna

no nNaponko

O6uwme napameTpbl

MuTtanune

apantep nutanma 12V DC /220 AC

NoTtpebnseman
MOLLHOCTb

NTU-RG-1421G-Wac

He 6onee 15 Bt

NTU-RG-1431G-Wac

He 6bonee 15 Bt

NTU-RG-1421GC-Wac

He 6onee 15 Bt

Pabouunin agnanasoH Temne

patyp

ot +5 go +40°C

OTHOCUTENbHAA BNAXKHOCTb bo 80%
Fabaputbl NTU-RG-1421G-Wac 187x120x32 mm
NTU-RG-1431G-Wac 187x120x32 mm

NTU-RG-1421GC-Wac

217x120x49 mm

Macca

0,3 Kr

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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2.5 KOHCTPYKTUBHOE UCNONIHEHUE

2.5.1 NTU-RG-1421G-Wac/NTU-RG-1431G-Wac

ABOHEHTCKUI TEPMUHaAAN BbINOJZIHEH B BUAE HAaCTO/IbHOIO nsaenna B NJ1aCTUKOBOM Kopnyce.

BHewWHWI B1A 3agHel NaHenn ycTponcTea NpMBeLEH Ha PUCYHKe 2.

[ ON/OFF 12V

1 2 3 4

NC AT T e
,_@, LAN 10/]00/1000
1 2 4 5 6

PucyHok 2 — BHewHu BuA, 3aaHen naHenan NTU-RG-1421G-Wac, NTU-RG-1431G-Wac

Ha 3agHei naHenun yCTPoICTBaA PacMooKeHbl Caeaytolme pasbemMbl M opraHbl ynpasaeHus, Tabanua 3.

Tabauua 3 — OnvcaHMe pasbemoB, U OPraHOB yNpaBAeHWA 3agHeN NaHenun

Ne dNieMeHT 3agHel naHenm OnucaHne

1 On/Off KHOMKa NUTaHmA

2 12v pa3bem NOAKAOYEHMA aganTepa NUTaHUA

3 PON pa3bem SC (poseTka) PON onTtuyeckoro nHtepdelica GPON

4 USB 2 paszpema AN NOAKNOYEHMA BHELWHWUX Hakonutenen u gpyrix USB-
yCTPONCTB

5 Phone 1 pasvem RJ-11 anAa nogKAYEHUs aHaNoroBoro TenedoHHOro
annapaTa

6 LAN 10/100/1000 1..4 4 pasbema RJ-45 ana noakNoYeHUsA CeTeBbIX YCTPOMUCTB

BHelwHMI1 BUA 60KOBOM 1 BepxHen naHenel ycrporictea NTU-RG npuBeaeH Ha pucyHke 3.

12
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PucyHok 3 — BHewHuWit BuA 60KoBow 1 BepxHeit naHenn NTU-RG
Ha BepxHelt naHenn yCTPOMCTBa PAcNONOXKEHbI Caeaytowme nHankaTopsl, Tabanua 4.

Tabauua 4 —OnucaHve MHAMKATOPOB BepXHel naHenu

Ne dnemeHT BepxHeil naHenu OnucaHue

WHOWNKATOP NUTAaHNA U CTaTyCa pa60TbI

MHAMKATOp paboTbl oNTUYecKoro nHTepdelica

MHOWUKATOP COCTOAHME CepBUCa «MHTepHET»

\.a*e

10 MHAMKATOP aKTUBHOCTM nopTta FXS

11 T 24 MHOWKaTOp akTuBHOCTM Wi-Fi B AnanasoHe 2.4y,
12 T 5 MHAUKaTop akTMBHOCTM Wi-Fi B AnanasoHe 5Ty,
13 ™ 1.4 MHAMKaTopbl paboTbl Ethernet-noptos

Ha 60K0BOI NaHenn ycTPoMCcTBa Pacno/oKeHbl cieayowme KHomnku, Tabavua 5.

AboHeHmMCcKue onmu4eckue mepmuHansl cepuu NTU
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Tabnnua 5 — OnucaHMe KHONOK HGOKOBOM NaHenn

Ne dnemeHT 6OKOBOM NaHenm OnucaHune
14 Reset dYHKUMOHANbHasA KuHOI'IKa ONA nepesarpysku yctpoicrea u cbpoca K
3aBOACKMM HACTPOMKaM
15 Wi-Fi KHOMKa BKAtoYeHnA/sbikntoyeHna Wi-Fi
16 KHOMKa A1 aBTOMATMYECKOro 3alMLL,EeHHOro NoAK/IOYEeHUA K ceTn
wps Wi-Fi Ha ycTpolictee

2.5.2 NTU-RG-1421GC-Wac

ABOHEHTCKN TEPMUHAN BbINOJZIHEH B BUAE HAaCTO/IbHOIO U3aennAa B NJ1aCTUKOBOM Kopnyce.

BHeLWHWI B1A 3aHel NaHenn ycTponcTea NpMBeLeH Ha pUCYHKe 4.

= —

/ 10/10071000 i P4 LASS 1
Onjoff '_S,"‘ Use Te ] - \,E:iis:se
L [
\ | I | /
| — | —

12 3

4 5 6 7 89 10

PucyHokK 4 — BHewHuin Bug 3agHen naHeamn NTU-RG-1421GC-Wac

Ha 3agHei naHenun yCTPOICTBaA PAcMoOKeHbI CaeaytolimMe pasbembl M OpraHbl ynpasaeHus, Tabauua 6.

Tabanua 6 — OnncaHMe pa3bemoB, M OPraHoOB ynpaBAeHUA 3a4Hen NaHenun

Neo dNemeHT 3agHel naHenm OnucaHune

1 On/Off KHOMKa NUTaHusA

2 12v pasbem NOAKAYEHMA aganTepa NUTaHUA

3 USB pasbeLM ONA NOAKNOYEHUA BHEWHMX HakonuTenen u apyrmux USB-
yCTPONCTB

4 v pasbem RF gns nogknoyeHuns kabenbHoro tenesngenus (CaTv)

5 Phone pa3bem RJ-11 ana noaknoYeHMA aHanorosoro TenedoHHOro annapaTa

6 LAN 10/100/1000 1..4 4 pasbema RJ-45 gns NOAKNOYEHUA CETEBbIX YCTPONCTB

7 Wi-Fi KHOMKa BKAtoYeHnA/sbikntoyeHna Wi-Fi

8 KHOMKa A4/19 aBTOMATUYECKOro 3aLLMLLEHHOTO NOAKAOYEHNA K CeTU

wpes Wi-Fi Ha ycTpolictee

9 E bYHKUMOHANbHAA KHOMKa AA nepesarpysku ycTponctsa u cbpoca K
3aBOACKMM HACTPOMKaM

10 PON pa3bem SC (poseTka) PON onTtuyeckoro nHtepdelica GPON

BHewHMIM BuA nepeaHen naHenn yctponctea NTU-RG-1421GC-Wac npuBeaeH Ha pucyHKe 5.

14
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NTU-RG-1421GC-Wac
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PucyHok 5 — BHewHuit Bua nepegHeit naHenm NTU-RG-1421GC-Wac
Ha nepegHei naHenm ycTPOMCTBa Pacno/oxKeHbl cneayowme nHamMkaTopsl, Tabauua 7.

Tabnuua 7 —OnucaHne NHANMKATOPOB nepeaHeit naHen

Ne dN1emMeHT BepxHel naHenu OnucaHune
11 PON WHAMKATOpP NUTAHUA M cTaTyca paboTbl
12 Status WHAMKaTop cTaTyca KoHdurypaumm n MO ycTponctea
13 LAN 1..4 MHAMKaTopbl paboTbl Ethernet-nopTos
14 Wi-Fi 2.4 nHAMKaTop aktnsHoctn Wi-Fi B gnanasoHe 2.41Ty,
Wi-Fi 5 nHanKatop aktueHoctn Wi-Fi B guanasoHe 5Ty,
15 Phone WHOMKATOP aKTMBHOCTU nopTa FXS
16 v WHAMKATOP aKTUBHOCTM CaTV
17 Power WHOMKATOP NUTaHMA

2.6 NHauKauma

2.6.1 NTU-RG-1421G-Wac, NTU-RG-1431G-Wac

TeKkyuiee COCTOAHME YCTPOWMCTBA OTOOpaKaeTcs NpyM MNOMOLLM WHAMKATOPOB, PACMOOMKEHHbIX Ha
nepeaHen naHenu.

MepeyeHb COCTOAHUIN MHAMKATOPOB NpuBeaeH B Tabauue 8.

Tabnnua 8 — CBeTOBaA MHAMKALMSA YCTPOUCTBA

UHpukatop CoctosaHMe nHAMKaTOpA | CocTofiHMe YCTPOMCTBA

3e/1eHbli yCTaHoB/IeHO coeanHeHune 10/100 M6uTt/c

L] 1..4 opaHXeBbll ycTaHoB/IeHO coeanHeHmne 1000 M6éut/c
Mmuraet npouecc NakeTHOW nepeaayn AaHHbIX
ropur TenepoHHas TpybKa cHATa

s MuraeT NnopT He 3aperncTpMpoBaH UM He NporaeHa

aBTOpu3auma Ha SIP-cepsepe

Mea/IeHHO MUraet npuem curHana Bbi30Ba

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU 15



3e/1eHbIN cetb Wi-Fi akTnBHa
= 2.4/5 muraet npouecc nepegayn gaHHbix no Wi-Fi
He ropuT ceTb Wi-Fi He akTUBHa
nHTepdenc c NpusHakom MHTepHeT He
He roput
CKOHUrypmnpoBaH
o nHTepdenc c npusHakom NHTepHeT
3e/1eHbli pd P P

CKOHOUIYpMpOBaH, Ha Hem nosyyeH IP-agpec

opaHXeBbll

UHTepdenc c npusHakom NHTepHeT
CKOHUrypupoBaH, Ho IP-agpec Ha Hem He
nosy4yeH

MUraeT 3es1eHblMm

npouecc o6HoBneHunA MO Ha ycTpolicTee

He ropuT

MpOoLEecc 3arpysKku ycTpoiicTea

3eNeHbli

YCTaHOB/IEHO COEANHEHME MEXKAY CTAaHLMOHHbIM
ONTUYECKUM TEPMUHANOM U YCTPOCTBOM

MUTaET 3e/IEHbIM

YCTaHOB/IEHO COeAMHEHNE MEXKAY CTAHLUMOHHbIM
ONTUYECKMM TEPMUHANIOM U YCTPOWCTBOM,
YCTPOWCTBO He aKTUBMPOBAHO

MUTaAET KPaCHbIM

HeT CUrHafa OT CTaHLMOHHOMO ONTUYECKOro
TepMMUHanNa

He roput

YCTPOWMCTBO OTK/IOYEHO OT CETU NMUTaHMUA UK
HencnpasHo

KpacHbIn

BO3HWKAM Npobiembl NpU 3arpyske ycTponcTsea

3e/1eHbIN

MPOoLECC 3arpy3Ku 3aBeplUeH, Ha yCTpoicTee
yCTaHOB/NEHA KOHOUIypaumsa, oTAMYHanA oT
KOHOUIypaLumm no yMoNYaHuUIo

OpaH:KeBbll

NpoLEecc 3arpy3Ku 3aBeplUeH, Ha ycTpoicTee
yCTaHOBNEHA KOHMrypauma no yMoa4aHuto

2.6.2 UHguKauua nntepdeiicos LAN

Pexkumbl paboTbl, oTobpakaemblie

npuseaeHsl B Tabauue 9.

MHOWKATOpaMmn

Ha nopTtax LAN Ha 3agHel naHenu yCTPOWMCTBA,

Tabnunua 9 — CeBeToBan MHAMKauma nHtepdelicos LAN

PexKumbl paboTbi

¥entbiit uHguKaTop

3eneHblii MHAUKaATOP

MNopT paboTaet B pexkmme 1000Base-T,
HeT nepegayn AaHHbIX

ropuT NOCTOAHHO

ropuT NOCTOAHHO

MNopT paboTaet B pexkume 1000Base-T,
€CTb nepesaya AaHHbIX

ropuT NOCTOAHHO

MUraet

MopTt paboTaeT B pexkume 10/100Base- | He roput rOpuT NOCTOAHHO
TX, HET nepenayun JaHHbIX
MopTt paboTaeT B pexkume 10/100Base- | He roput muraet

TX, ecTb nepegayva AaHHbIX

2.6 Mepesarpyska/c6poc K 3aBOACKUM HACTPOIKam

[na nepesarpysku yCTPOMCTBA HYXKHO OAHOKPATHO HaXKaTb KHOMKY «Reset» Ha GOKOBOM NnaHenn nsgenus.
[na 3arpy3Ku ycTpoincTBa € 3aBOACKMMM HACTPOMKAMM HEOOXO4MMO HAXKaTb U yAEPKMBATb KHOMKY «Reset» 7-
10 cekyHa, noka nHgnkatop POWER He 3aroputca KpacHbim ceeTom. pun 3aBoACKMX ycTaHoBKax IP agpec: LAN -
192.168.1.1, macka noacetn —255.255.255.0. Joctyn BoamoxeH ¢ noptos LAN 1 n LAN 2.

16 AboHeHMCcKue onmu4eckue mepmuHasl cepuu NTU




2.7 KomnneKT noctaBku
B 6a30BbIli KOMNAEKT NOCTaBKK ycTpoiicTea NTU-RG BxoasT:
— aboHeHTCKUI onTuyecknin TepmnHan NTU-RG;

— apganTep nuTtaHua 220/12;
— PYKOBOACTBO MO 3KCN/IyaTauuu.

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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HELTEX

3 APXWUTEKTYPA YCTPOWCTB

3.1 ApxurekTtypa NTU-RG

wl0.1 wl0.3 wil.1 wil.2 wil.3

PucyHOK 6 — Jlornyeckas apxXmuTeKTypa yCTPOMCTBa C 3aBOACKOW KOHdUrypaumei
OCHOBHbI€e 3/1eMeHTbl YCTPOMUCTBA:

- OnTUYecKuii npuemo-nepepatumk (SFF-mopynb) - npepgHasHayeH Ania npeobpasoBaHuUsA
ONTUYECKOTO CUTHA/A B SN1EKTPUYECKNN;

- npoueccop (PON-uun) — ssnaeTca KoHBepTopom nHTepdeiicos Ethernet u GPON;

- Wi-Fi mogynm — npegHasHayeHbl 41A opraHm3aumnmn 6ecnpoBoaHbIX MHTEPdENCOB Ha YCTPOMCTBE.

Mpu 3aBoACKOM (HayanbHOM) KOHGUIypauun B YyCTPOMCTBE NPUCYTCTBYIOT Ciedylowme Aoruyeckme 610Ku

(PvcyHOK 6):
e Bril;
e Voice (60K IP TenedoHum);
e ethO0...3;
e FXSO;
e wi0, wl0.1..wl0.3, wl1, wil.1..wl1.3;
e ppp0.1;

e |PInterface.

Bnok brl B faHHOM cnyyae npegHasHayeH gns obbeanHeHmsa noptos LAN B ogHy rpynny.

Bnoku eth0..3 pusnyeckm ssnstotca Ethernet-noptamu ¢ pasbemom RJ-45 gns nogkntovenusa MK, STB nam
OPYrnx ceTeBbIX YCTPOMNCTB. JTorMyecku BKAOYEHbI B 610K brl.

Bnok FXSO ¢pusnuyeckun asnseTca noptom ¢ pasbemom RJ-11 ans nogKkntoueHUsa aHanoroBoro TenedoHHOro
annapara. Jlormyeckun BKAOYeH B 610K Voice. YnpaBneHue 610kom Voice moxKeT ocyuwiecTBaatbea yepes WEB-
uHTepdelic, a TakKe yganeHHo c nomolibio cepsepa ACS no craHgapty TR-069. B gaHHom 6510Ke 3agatoTca
napameTpbl cepBuca VolP (aapec SIP cepsepa, Homep TenedoHHOro annapata, ycnyru ABO u T. 4.).

bnokn wl0, wl0.1..wl1.3 asnatotca wHTepdeincamm ana nogkntoveHua Wi-Fi-moaynen. Bnoku wil0
ABnATCA UHTepdelicamm ana paboTsl B guanasoHe 2.4y, 6n10ku wil — B ananasoHe 5Ty,
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Bbnoku Filter n Marking npegHasHaueHbl g5 BKAKOYEHMA NIOKaNbHbIX MHTepdecoB B ogHy rpynny (B 610K
brl). OtBeyatoT 3a npasBuna npoxoxaeHua Tpaduka, 6n0km Filter oTBevaloT 3a BXxoAAWMMK TpaduK Ha
nHtepderice, 6a10kn Marking — 3a ucxozAwmmn.

Bnok IPInterface npeacraBnaeT coboil HEKMIN NOrMYecKnit 06bEKT, Ha KOTOPOM pacnonaraercs IP-agpec
ANA AOCTyNa B JIOKA/NIbHOM ceTn, a TakKe cepsep DHCP, pasaatowmin agpeca KAneHTam.

bnok ppp0.1 sasnsetca WAN-uHTepdpenicom poyTtepa. B 3aBoaCcKOM KOHOUrypauum 3ToT MHTepdeic
ABNAeTCA UHTepdencom no ymonyaHuwo gna pabotbl Takmx ycnyr, Kak UHTepHeT, IP-TenedoHus, ynpasnexHue
ycTponcTsom no ctaHaapty TR-069 u IP-TtenesnaeHme.

Mpu nopgKkntoyeHun K ycrporictey OB (ycTaHOBAEHWWM YCMELWHOrO COeAMHEHUSs CO CTaHLMOHHbIM
onTuyeckum yctporicteom OLT) gononHutenbHo cosgaetca 610k gpondef npu nomowm npotokona OMCI (ONT
Management and Control Interface). Bnok obecneuymBaeT cBA3b aboHeHTCKoro ycrtpoiictea ONT co
CTaHUMOHHbIM.
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4 HACTPOWMKA NTU-RG-1421G-W, NTU-RG-1431G-W, NTU-RG-1421GC-W YEPE3 WEB-UHTEP®EIC.
A0CTYN NOJIb3OBATENA

[lna Toro 4to6bl NPOU3BECTU KOHPUTYPUPOBAHME YCTPOMCTBA, HEOBXOAMMO MOAKAIOHYMTLCA K HEMY Yyepes
web browser (nporpammy ana npocmoTpa rMnNepTeKkcToBbIX AOKYyMeHToB), Hanpumep, Firefox,Google Chrome.
[lna 3Toro Heob6xoAMMO BBECTM B afpecHOMn cTpoKe bpay3epa IP-agpec ycTpoiicTea (Npu 3aBOACKUX YCTaHOBKax
agpec: - 192.168.1.1, macka nogcety — 255.255.255.0).

MNocne BBeaeHUA IP-a,u,peca YCTpOﬁCTBO 3anpocuUT MMA NOJIb30BATEIA U NAPO/Ib.

HeobxouMa aBTOPHSaLMA x|

fns aocryna Ha cepsep hitp: /{192, 168, 1, 1:80 TpebyeTca
YKa38TE MMA NOME30BATENA M Napons. CoodlueHie cepsepa:
Eltex Router,

WmA nonesoeaTens: |user

Mma nonb3osaTtens user, Nnaposb user.

Bo wu3bekaHMe HeCaHKLMOHMPOBAHHOIO [AOCTyna npu  AanbHelwel paboTe C  yCTPOUCTBOM
peKomMeHAayeTca WM3MeHUTb naponb (pasgen 4.5.4 MNogmeHio [lapoau. HacTpoitka KOHTpons pocTtyna
(ycraHoBneHue naponeit)).

Huxe npeacrtasneH ob6lwmMii BUMA OKHAa KOHQUrypupoBaHua ycTpoiictBa. CneBa pacrnofioKeHo AepeBo
HaBMrauMm No MeHI0 HacTpoeK 06bEKTOB, cnpasa — 061acTb peAakTMPOBaHUA NapameTpoB.

user
NTU-RG-1421G-Wac
En Ru
[ WHdopMauma ob yoTporcTee Wudopmauna ob ycrpoictee [ 06uwees
[ PacluMpeHHbIE HACTROAKK
[ GecnposopHan cedas Twun nnatoi: NTU-RG-1421G-Wac
i Xpanunuwa CepHHHbIA HOMep: GP2FD01482
| YnpaensHue CepWiAHbIA Homep PON: 454C545868001604
OcHoBHOHW WAN MAC: AB:FI:4BEG.DCIE2
WpeHTHHUKaTOP NAATHI: 268380GERG
Bepcua nnatdopMbi: 3
Bepcua MO: 3.28.2.659
CRC obpaza 1: C2420389
CRC obpaza 2 (AKTHBHbIA): 560126838
Bepcua 3arpyzumka (CFE): 1.0.38-116.232
Bepcua GecnpoeogHoro gpaneepa: |7.14.124.47.cped. 16L04patch2xpon
CncremHoe Bpemsa: Ur. Axe. 1 00:02:08 1970
Bpema B paboTe: 0 04 2M BC
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4.1 MeHio «MHgpopmayus 06 ycmpoiicmee»

4.1.1 MoameHio Obuwee.

Wudopmaumna ob ycrpoiictee [ 06wee

TvN NMNaTbi: NTU-RG-1421G-Wac

CepuiHbIH HoMep: GP2F001482

CepuidHbIA HoMep PON: 454C545865001604

OcHoBHOH WAN MAC: AB:FO:4B.E6:DCIE2

WaeHTHHUKaTOP NAATHI: J68380GERG
Bepcua nnatdopMbi: 2v3

Bepcua MO: 3.2B.2.659
CRC obpaza 1: 2430389
CRC 0b6paza 2 (AKTHBHbIA): 56012838
Bepcua zarpy3umka (CFE): 1.0.38-116.232

Bepcua GecnpoeoaHOro ApadBepa:

7.14.124.47 .cpa4.16L04patch2xpon

CHCTEMHOE BpEMA: Ur. AHE. 1 00:02:08 1970

Bpema B pabote: 0a oy 2™ 8C

4.1.2 NMoagmeHio WAN. UHPopmauma 0 COCTOAHUM CEPBUCOB

B gaHHOM BKNagKe BbIBOAUTCA 00LWan MHPOPMaLLMA CyLLEeCTBYOWMNX KOHOUTrypaumax nHtepdpeinca WAN.

Hudopmauma ob yorpoiictee /| WAN | 06wee

Igmp MLD
- Igmp MLD Ipv4 Ipve
HuTepdeiic | Onucanne | Tun | VianMuxId | IPv6 p :Lc_l p :Lc_l NAT | Firewall | Cratyc | "
4.1.2.1 MogmeHto ModpobHo. MoapobHaa uHopmaums

B naHHOM BKNaaKe BbiBOAMTCA noapobHas MHPoOpMaUMA O CYLIECTBYOWMX KOHUrypaumsax uHTepdelica

WAN.

[Ona npocmoTpa AocTynHa cheayrowan uHopmaumua o cepsucax:

Interface — umsa nntepdelica;

Type — pexkum paboTbl MHTepdeiica;

Connection Type — Tvn NOAK/IOYEHUA;

NAT — ctatyc NAT;

Firewall — cTatyc Firewall;

Status —cTaTyC coeguUHeHus;

IPv4 Address — appec ana noctyna;

Default Gateway — W03 N0 YMONYAHUIO;

Primary DNS Server'— agapec nepsmyHoro DNS cepsepa, ncnoab3yemoro
ons pabortbl;

Secondary DNS  Server'—
NCNosIb3yeMoro s pabotbl;
Bridging to — cnucok ceasaHHbIx LAN-nHTepdencos.

agpec BtopuyHoro DNS  cepsepa,

' Tonbko ann cepsuca INTERNET, VolP

Hudopmauma o6 ycrpoiictee /| WAN [/ Nogpobuo

WAN service 0: Internet. 1100
Interface: ppp0.1

Type: PPFOE

Connection type: IP_Routed

MaT: Enabled

Status: Connected

IPvd Address: 192.168.100.110
Primary DS Server: 192,168,100.1
Secondsry DNS Server: 10.10.0.2
Bridging to: eth0,ethl,eth2,eth3, wid

WAN service 1: ¥oIP.1101
Interface: veipl.2

Type: IPOE

Correction type: IP_Routed

Status: Connected

IPvd Address: 192.168.101.179
Default Gateway: 192,168,101.1
Primary DMS Server: 192,168.198.102
Bridging to: eth0,ethl,ethz,eth3, wid

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU
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4.1.3 TNogmeHto LAN. MoHuTopuHr coctosiiua noptoB LAN. MoHutopuHr cratyca Wi-Fi
uHTepdeiica

B AaHHOM MeHI0 [0CTyneH NPOCMOTP  CTaTyCOB M XapaKTepUCTUK NPOBOAHbIX W 6ecnpoBOAHbIX
uHTepdeiicos LAN. [ns npoBOAHbIX COeAUHEHWA YyKas3aH CTaTyC, CKOPOCTb COeAMHEHMs, pexkum paboTsbl
(mynnekc/nonyaynnekc).

Hudropmauua ob ycrpoiictee [ LAN

Mopt 1 |Brknroue; 1000M full

Mopt 2 |Boiknwued

Mopr 3 |Boiknrwuen
Mopt 4 |Briroued; 1000M full
Wi-Fi 2.4 | BbiktoueH

Wi-Fi5 |BeiknroueH

4.1.4 nNoameHio Cmamucmuka. UHopmaumsa o NpoxoXKaeHnu TpadpuKa Ha NnopTax yCTpoiucTea

B meHI0 ocyLLecTBaAeTcA NPOCMOTP CTAaTUCTUKKU NPUHATLIX U NnepedaHHbix naketos ana WAN Service, LAN
W ONTHUYECKOro MHTepdeica.

NHTepdelic LAN:

Hudropmauna ob ycrpoiictee [ Ctatucrika [ LAN
INpuuaro lNepepano
HuTep- Bcero MHoro- 0OaHo- LinpokoBewa- Bcero MHuoro- 0OaHo- Linpoko-
= afgpecHan | agpecHana TeNnbHaa afjpecHan |afpecHad|BellaTenbHaga
theiic
. |Nake- | Owwn- | MoTe- .| Make- .. (MaKe- |Owwn- | MoTe- ._|MNaKe-
baiT bair MNakeros NaxkeTos bair bair MNakeros Naxketos
T0B | Bok | paxo TOB ToB | Gok | paHo TOB
Port 1 |29424]109 0 0 0 9 190 532 46822|187 ] 0 0 28 159 1096
Port 2 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1628
Port 3 |0 ] 0 ] 0 ] 0 ] 0 0 ] ] ] ] 0 1628
Port 4 |5638 |47 0 0 0 24 23 1102 1056 |10 0 0 0 4 6 532
Wi-F |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
sl 0 ] 0 3 0 0 0 ] 0 0 ] 0 0 i] 0 0
{wi1)
CﬁpDC CTATHUCTHHK
WAN Service:
Hudopmauma o6 ycrpoiictee [ Cratuctuka [ WAN cepBicbl
MNpuusaTo Mepenano
HuTepdeiic | O Bcero | ApecHas Iu'_' p | Lnp Boero | MHoroagpecHag | OaxHoagpecHan | LlInpokoBewaTenbHan
Baiit | Nakeros | Oumbok [ Motepano | baiir | Nakeros | MaketoB | MakeToB BaiiT | NakeTos | Oumbok | NoTepano | Baiir | MNaketos MakeroB | MaKeToB

CBpoc cTaTucTHky

NHTepdelic Optical:

Ana YCTPOVICTB C BO3MOXHOCTbHO U3MEPEHUNA NapaMeETPOB ONTUYECKOTO cmrHanal AaHHOE MEHKO nmeeT
AONO/NTHUTENBHYO TaGme,y.

1
OnunoHanbHoO
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Wudopmauma ob ycrpoiictee [ CtatucTuka / OnTrKa
MpMHATO Nepegato
BaiT MNakeTos Qwnbox MoTepsHo baiT NakeTos QunboK NoTepaxo
0 0 i} 0 0 0 1] 0
| CBpoc cratmcTukM |
Link Optical Signal Transmit Optical Vec Bias Optical Video
Status Level Level UELITERUTE Voltage Current Level
OTHIHIYEHD HeT curHana 2.20 dBm 58.6 C 3.28V 16.18 mA -1.092

Ona 06HyJ'IEHVIFI AaHHbIX " BO30OHOBNEHUS HAKOM/EHMA CTAaTUCTUKM HEO6XOAMMO HaXaTb «C6poc
cmamucmuKku».

4.1.5 nNoameHto Mapwpymu3zayus. MIpocMmoTp TabanLbl MapLupyTU3aLmm

B MeH10 ocyLecTBAAETCA MPOCMOTP TabauLLbl MapLIpyTU3aLLUK.

Hudropmauua ob ycrpoiictee [/ MapuwpyTuzauua

inroz dnar

0.0.0.0

Hanpaenexune
192.168.1.0

Macka noacetu MeTtpuka | Cepeuc | HuTepdeiic
255.255.255.0 U 0 br1

Flags:

U-up,

G - gateway,

H - host,

R - reinstate,

D - dynamic (redirect),
M - modified (redirect).
! - reject

— HanpaeneHue — IP-agpec Ha3HaYeHUs;
— Winwo3 — IP-agpec wnio3a;
— Macka nodcemu — macka noacetu (Genmask);
— ®nae — dnar maplupyTa:
— U — mapupyT aKTuBEH;
— | —Hepabounin mapLpyT, NakeTbl byayT OTOPOLLEHDI;
— G — MapLpyT UCnob3yeT W03 (gateway);
— H-—agpecom HasHayeHMWA ABAAETCA OTAE/bHbIN XOCT;
— R - BOCCTaHOBNEHHbIN MapLIpyT;
— D —ycTaHaBAMBaeTCA, eCcv MapLwpyT 6bla co34aH No NpUxoAy NepeHanpasasemoro coobweHus
ICMP;
— M — ycTaHaBAMBaAETCA, €M MApLWPYT Hbln MoANIULMPOBAH NepeHanpaBaseMbiM cOobLLEHEM
ICMP;
— Mempuka — NPUOPUTET MAPLLIPYTa;
— Cepsuc — cepBuC, K KOTOPOMY OTHOCUTCA MApLUPYT;
— NHmepdgbelic — ceTeBol MHTEpENC, K KOTOPOMY OTHOCUTCA MapLUPYT.

4.1.6 [oameHio ARP. MpocmoTp Kawa npotokona ARP

ddpdeKTnBHOCTb GYHKUMOHMPOBaHUA ARP BO MHOrom 3aBucut oT ARP-K3lWa, KOTOpPbIA NPUCYTCTBYET Ha
Kaxaom xocte. B kawe copgepxatca Internet-agpeca v cooTBeTCTByOWME MM annapaTtHbie agpeca. Bpems
YKU3HW KaXKa0M 3anncK B Kalle 5 MUHYT C MOMEHTA CO34aHMA 3anucu.
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Wudropmauma ob ycrpoiictee [/ ARP

IP-appec dnaru MAC-anpec YcrpoiicTBo
192.168.1.11 | 3apepweH | dc:85:de:b3:82:08 | brl

192.168.1.10 | 3aeepweH | 00:e0:52:fe:62:3a | brl

— IP-adpec — IP-agpec KAneHTa
— ®nazu — dnarn coctoAHUA:
- 3asepweH — KNNEHT aKTUBEH;
- He 3asepweH — KnneHT He oTBe4vaeT Ha ARP-3anpocsl;
— MAC-adpec—-MAC-agpec KNMeHTa;
— Ycmpolicmeo — nHtepdeiic, Ha KOTOPOM HAXOAUTCA KANEHT.

4.1.7 NopgmeHto DHCP. AKkTuBHble apeHabl DHCP

B Tabanue DHCP MOXKHO NOCMOTPETb CNUCOK aKTUBHbIX apeHa DHCP cepBepa 1 CPOK UX UCTEUYEHUS.

Hudropmaumua ob ycrpoiictee / DHCP

| Interface Name | Interface Type | Hma xocra | MAC-agpec | IP-appec | Hcrekaer uepes |

— Interface Name — uHTepdeic, ¢ KOToporo 6bia NONYYEH aapec;

— Interface Type — Tun uHtepdelica;

— VMIMAa xocma — Ms CeTeBOro YCTPOWCTBA;

— MAC adpec — MAC agpec ycTpoKnCTBa;

— IP adpec — appec ycTponcTea B NOKANbHOM CETH, BblAAHHbIN MapLIpyTU3aTopom 13 nyna IP-agpecos;
— WcmeKkaem yepe3 — BpeMs, Yepes KOTOPOE UCTEKAET apeHaa AaHHOro aapeca.

4.1.8 TMNoameHto becnposodHbie cmaHyuu. MoaKnoUYeHHble 6ecnpoBoHble YCTPoiicTBa

B gaHHOM MeHI0 AOCTyneH MPOCMOTP NepeYHa ayTeHTUOULMPOBaHHbLIX 6ECnpPoBOAHbIX YCTPOMCTB U UX

cTaTyc.

Hudopmaums ob ycrpoiictee / becnpoBogHble CTaHLMK

3Ta CTpaHuua NoKasblBaeT a‘?'TEHTlIdJlILI,lI[JDEaHHbIE GECI'I[JDED,.'J,HI:IE CTaHLMK W WX CTaTyC.

| MAC-anpec | Ceazau | AsTopuznposan | Hma cemn (SSID) | HuTepdeiic |

| OBHOBMTE MHpOpMaLMID |

[aHHble 06 ycTpolicTBax BbIBOAATCA B TabanLe, coaepikalleit cneaylowme napameTpbl:

— MAC-adpec — MAC-agpec ycTpOMncTBa;

— (8A3aH — cTaTtyc ceAasm ¢ SSID;

— Aemopu3uposaH — CTaTyC aBTOpU3aLM1K;

— Umsa cemu (SSID) — vaeHTUUKATOP CETU, C KOTOPOW CBA3AH K/MEHT;
— UHmepdgpelic — vHTepdenc goctyna.

[na o6bHOBNEHUA AaHHbIX HEOBXO4MMO HaXKaTb KHONKY « O6HO8UMb UHGOPMAYUIO».
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4.1.9 NoameHto becnposodHoii MoHumop O6HapyKeHHble 6ecnpoBogHble ceTh

B f@aHHOM MeH!0 AOCTyneH NPOCMOTP CNUCKa 06Hapy»KeHHbIX becnpoBogHbIX ceTell B paano-adupe.

Hudopmauua ob ycrpoiictee / becnpoBogHoi MOHHTOP
Ha aaHHoi cTpaHuue noKazaHbl W3BECTHEE BeCnpoBOAHEIE CETH

24Ty v
| ssip | BSSID | Kanan | RsST |

OBHOBHTE WHOPMALMID

[aHHble 06 ycTpolicTBax BbIBOAATCA B Tabaule, coaepkalliel cnegyloline napameTpbi:

— 2.4/5Ty — 4aCTOTHbIN AManasoH;

— SSID — npeHTUdUKaTOp BecnpoBoaHON ceTy;

— BSSID — MAC-agpec TOYKKM A40CTyna;

— KaHan — KaHan, Ha KoTopom paboTaeT ToYKa 40CTyNa;

— RSSI — ypoBeHb CMrHaMa OT TOYKKU AOCTyna, NpuHMMmaemMbln ONT.

[ns o6HOBNEHMA AaHHbIX HEOBXOAMMO HaXKaTb KHONKY « O6HO8UMb UHGHOPMAYUO.
4.1.10 NoameHto TenegpoHusa. MOHUTOPUHT cOCTOAHUA TeniePOHHOro NopTa

B AaHHOM MeHI0 A0CTyneH NpocmoTp cTatyca FXS nopta n napameTpsbl SIP-akKkayHTa.

WHdopMauua ob ycTpoicTee /| TenedoHua

CocTosHuMe |Up
Homep 1001

— CocmosHuUe — cocToaHne paboTbl F0J1I0COBOTO AEMOHa;
— Homep — Homep TenedoHa.

AbOoHeHMCKue onmu4eckue mepmuHassl cepuu NTU

25



4.2 MeHio «PacwupeHHble Hacmpoliku». PacluMpeHHble HaCTPOIiKKU KOHdUrypauum

4.2.1 NoameHto LAN. HacTpoiiKa OCHOBHbIX NapameTpoB

B LaHHOM MEH0 NPOM3BOAMTCA HACTPOWKa OCHOBHbIX NapameTpoB gna LAN uHtepoerica.

PacumpeHHble HacTpoiikn /| LAN /[ O6wmse HacTpoiiku

IF-agpec: 192.168.1.1
Macka nogceTu: 255.255.255.0

DHCP-cepeep

BrnodeH: i
HauaneHelid IP-agpec: 192.168.1.10
KoHeuHelil IP-agpec: 192.168.1.200
BpemA apeHakl (yacoe): |24

Nuct apenabl crathuecknx IP-agpecoB: (MaKCUMyM MOXHO HECTPOMTE 32 3anucu)

| MAC-aapec | IP-appec | Ypanurb |

AOofaenTs || ¥YoanuTe

MpUMeHNTL/ CoXpaHTb

IP adpec — aapec ycTpOMCTBa B /IOKA/IbHOM CETH.
DHCP-cepsep:

DHCP-cepsep (Dynamic Host Configuration Protocol, npoTokon AMHamMYecKon HaCTPOMKM XOCTOB)
NMo3BO/IAET NPOBECTU aBTOMATUUYECKYIO HAaCTPOMKY JIOKA/IbHbIX KOMMblOTEPOB A1a paboTbl B ceTn. OH HasHavaer
IP KaxgomMy KOMMbIOTEPY BHYTPM CeTU. ITa AONOAHWUTENbHAA QYHKUMA NO3BOAAET YUTU OT HEODOXOAMMOCTM
Ha3Ha4aTb IP-agpeca Bpy4Hyto.

— BkatoyeH — Npu ycTaHoBaeHHoM dnare mcnonbzoBatb DHCP cepsep (ceTeBble ycTpoicTBa 6yayT
nosyyaTb IP-agpeca AMHaMUYECKM, N3 HUKENPUBELEHHOTO AMana3oHa);

— Hau4anoHeil IP adpec — HavyanbHbIN aapec ANana3oHa;

— KoHeuHblli IP adpec — KOHeYHbIN aapec AnanasoHa;

— Bpems apeHObI (Yacos) — Bpema apeHabl aapeca (B Yacax).

Jlucm apeHObl cmamuyecKux IP-adpecos:

B paHHOWM Tabnuue npousBoAUTCA NpuBsA3Ka BblgaBaembix IP-agpecos MAC-agpecam yctpolicts. Ons
no6asneHuns 3anmcu B Tabaunuy HeobxoamMmo HaxkaTtb «Add». MoxeT 6bITb YCTaHOBAEHO A0 32 COOTBETCTBMIA.

CraThueckne apeHabl

Beeaute MAC-agpec W cTaTMYeckWil IP-aapec, 3aTeM HamMUTE KHOMKY "TIPUMERHTL/ CoxpaHmuT".

MAC-agpec:
IP-agpec:

MpUMEHNTE) CoXpaHKTh

— Mac adpec — MAC-agpec ycTpoMncTBa;
— IP adpec —IP-agpec ycTpoicTsa.

[N NPUHATUA M COXPaHEHUA U3MEHEHUI HeOBXOAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHume».
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4.2.2

MoameHto «NAT». Hactpoiikn NAT

HacTtpoikn NAT moryT 6bITb 3pPeKkTUBHBI NpK paboTe yCTPOIACTBA B pexnume mapLipyTmsaTopa.

4.2.2.1 TMoameHio BupmyanbHbie cepeepbl. HacTpoiiKu BUPTYaibHbIX CEPBEpOB

BupmyanbeHebili cepsep — 3T0 (YHKUMA MapLUpyTM3aTOpPOB, MNpefHa3HayeHHas AnA npefocTaBieHuA
[OCTyna nonb3oBaTenAmM 4Yepes ceTb WMHTEpHET K cepBepam, HaxogAalwMmcsa B Bawen nokanoHOM ceTw,
Hanpumep, K noytoBbim cepBepam, WWW, FTP. Ha ycTpolictBe MoKeT b6bITb co3gaHo o 32 3anuceit. Ana
obpaleHna K yCTPOMCTBaM M3 JIOKA/ZIbHOM cCeTM Mo rnobanbHbiM agpecam npegycmoTtpeHa ¢yHkuma NAT

loopback.

PacumpeHHble HAcTpoiiku /| NAT / BUpTyanbHble cepBepbl

BupTyansHelil cepeep No320NAET HANPABNATE BXOAAWMA Tpaguk U2 WAN (MaeHTUULMPOBAH NO NPOTOKONY W BHELWHEMY NOPTY) K BHYTPEHHEMY Cepaepy,
NOAKNKIUEHHOMY K LAN. BHYTpeHHUA nopT TpebyeTcA ToNLKo ecni BHEWHWIA aomxeH Guime npeoBpazoeaH B Apyroi NopT, KOTOPEIA HCNONL3YETCA Ha Cepeepe B
LAN. MosKHO HacTpouTh He Bonee 32 3anucei.

HMa

cepsepa

it nopT
(HauanbHbIii)

il nopT
(KOHeuHbIii)

NMpoTokon

BHYTpeHHHii nopT
(HauanbHbIi)

BHyTpeHHuii
nopr
( KOHEeuHbIii)

WAN-
uHTepdeiic

NAT
loopback

IP-anpec
cepsepa

YAanuto

Nobaeute || Yoanute

Ona pobasneHus 3anucy B Tabauuy duMabTpauum HeobxoANMMO HaxKaTb «Jobasums» 1 3aN0NHUTL NONA B
OTKPbIBLUEMCA MEHIO:

IP-agpec cepeepa:

AOpyroi cepeuc:

#|  OBpaTtHaA netna NAT

LT

PaciumpeHHble HAcTpoiikn / NAT / BUpTyanbHble CEpBEpbI

Brifiepute uMa cepeuca, BBeAUTE TP-aApec cepBepa M HaxMuTe "TPUMEHNT s/ CoXpaHUTL", uTobkl HANPaBNATE IP-NakeTsl ANA
3TOTO CEPBUCA K YKA3AHHOMY Cepeepy.
MpuMeuaHke: nose "BHYTPeHHHUT NnopT (KOHeUHbIii)" He MOXeT ObiTh H3MEHEH Hanpamyre. O6bIUHO
YCTAHABAHBAETCA TAKHM e, KaK H

Wcnonezyemelid niTepdeig HSIppp0.1 v
MM cepemca:

® BuBepute cepenc: | Buibepute

192.168.0.

it nopT (Ko

KonuuecTeo 3anuceil, KOTOpbie elle MoXHO AobaBuTb:32

",

BHeuHuii nopt BHeuwHuii nopt NpoTokon BHYTpeHHMii nopt BHYTpeHHHil nopt
(HAYaANbHDI) (KOHEUHDII) (HAYaNbHbLI) ( KOHEUHDIIT)

TCP v

TCP v

TCP M

TCP v

TCP v

TCP v

TCP M

TCP v

TCP v

TCP v

TCP M

TCP v

MpuMeHHTL/ CoxpaHuTe

— WUcnone3yemslli uHmepgelic;

Ana wucnonb3oBaHUA A[OCTYMHbI

TONbKO WUHTepdeiicobl,

MapLIpyTU3aTopa C pa3peLLeHHOoi TpaHcaALMel ceTeBbiX aapecos.

— WmsA cepsuca — HaCTPOIKM cepBuca:
— Bbibepume cepsuc — BbIBOp NpegHACTPOEHHOro NPaBua;

HACTPOEeHHble Ha paGory B pexume
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— pyeoli cepsuc — co3aaTb CBOW, He yKa3aHHble B cnucke Select a Service, npasuna;
— IP-adpec cepsepa — IP-agpec cepBepa, HaxoAALLErOCsA B IOKANbHOM ceTy;
— O6pamHasa nemaa NAT — npu yCcTaHOBAeHHOM dnare nosib30BaTENN M3 JIOKANIbHON CeTM MoryT
NoAy4YnTb JOCTYN K OKaSbHbIM CEPBEPAM MO BHelwHeMmy IP-agpecy uan SOMeHHOMY MMEHM.

— BHewHuli nopm (Ha4YanbHbIl) — HavaNbHbIA BHEWHWIA MNOPT AManasoHa MNOPTOB, Ha KoTopble
ocyuiecrensnerca obpalleHne ns NHTepHeTa;
— BHewHuli nopm (KoHe4HbIli) — KOHEYHbI BHEWHWI NOpT AManasoHa MOPTOB, Ha KoTopble

ocyuiecTenserca obpalieHne ns NHTepHeTa;

— [IpomoKos — BbI6Op CeTEBOro NPOTOKOANA;

— BHympeHHuli nopm (Ha4anbHbIl) — HA4aNbHbIA BHYTPEHHMIA NOPT AMana3oHa NOPTOB, Ha KOTOPbIM Byaer
nepeaapecoBbiBaThcA TPadMK C BHELHEro NopTa MapLlpyTU3aTopa;

— BHympeHHuli nopm (KOHeYHbIli) — KOHEeYHbIA BHYTPEHHMIA NOPT AMana3oHa NOPTOB, Ha KOTOpbIl Byaer
nepeaapecoBbIBaTbCA TPAadMK C BHELIHEro NopTa MmapLipyTusartopa.

[N NPUHATUA U COXPAHEHUA U3MEHEHWI HEOBXOAMMO HaKaTb KHOMKY «TpumeHums/CoxpaHume».

4.2.2.2 NogmeHtio lMepeHanpasneHue nopmoas. HacTpoiKu 3anycka nopTos

MapLlupyTM3aTop MO YmoONYaHWio 6J0KMPYeT BCe BXOAAWME 3anpocbl Ha YCTaHOBKY COEAMHEHWA.
MexaHnam paboTbl ¢yHKUuMM Port Triggering 3aKkatoyaetcA B TOM, YTO6bl MpU MOABAEHUWU ONpeaeNeHHOro
cobbITMA OMHAMMYECKM OTKpbIBaTb MOPTbl Ha CBOEM BHeWHeM WHTepdelice M NpuBA3bIBAaTL UX K
COOTBETCTBYIOLMM MOPTAM KOMMbIOTEPA B JIOKA/IbHON CETH.

PacwmpeHnHbie HacTpoiikn [ NAT / MepeHanpaBrieHne noproB

HekoTopele NpunoseHns TpebyT oTAENsHEIA onpeaeneHHeli nopt e firewall mapwpyTusaTopa AnA AOCTYNE W2 BHELWHE CETU. MYHKUMOHAN NOZE0NAET
AWHEMUYECKH OTKPLIEATE NopT B firewall Korga NpUNOXEHNE B NOKANbHO CETM WHULMMPYeT TCP/UDP coeduHeHHe C yAaneHHoi CTOpoHOMA, nCnons3ya
‘Tpurrep nopTsl'. MapLupyTH3aTop NO3BONAET YAANEHHOM CTOPOHE YCTAHABNNBATE HOBLIE COBAMHEHUA K NDUNOMEHIH B NOKAILHO CETH, NCNONb3YA
'OTKpbIBAEMEIE NOPTEI'. MAKCHMYM MOXKHO CKOHQUIYDUPOBETE 32 3anucu.

Tpurrep OTKpbIBaEMBblil
[InanazoH NopToB [uanazox nopros | WAN-uHTepdeiic | Yaanuto
Hauanoe | Koney Hauano | Kouey

HMa npunoxeeHua

MpoTtokon MpoTokon

Asheron's Call UDF a000 9013 UDF Q000 Q013 ppp0.1

[Nofaeuts || Yaanute

Ona pobasneHus npasua B Tabanuy HeobXoAMMO HaxKaTb KHOMKRY «Zobasumb», yoaneHne npoucxoamnt
HaaTMem KHOMKK «Y0aaume» HanpoTMB BbIBpaHHOro npasuna.

PacumpeHHble HAcTpoiikn [ NAT / MNepeHanpasaeHue NopTos

HEKOTOPHIE NPUNOMKEHWA, TAKUE KK MrPbl, BMAE0 KOHDEPEHLMM, NPOrpaMHel yAGNEHHOTo A0CTYNa 1
Apyrie, TpebywT oTaeneHeli onpeaeneqHkii nopt B firewall mapwpyTusaTopa ons goctyna sTHx
NPUNOKEHNI. BEl MOXETE HACTPOUTE KOHGMIYPaLMKD MOPTE W2 3TOMO MEHK BeIBPaBE CyLIECTEYHILLES
npunoxkeHne nibo 2agae epydHyk (Apyroe npunoxedne) W HaxmuTe "TipuMeHnTs/CoxpannTs”
ytobel ero gobaBEuTs.

OcCTaBweeca YHC/o 2anuceil KoTopbie Mory GoiTe nobaenennbi:31

Wecnoneayemelii nHTepdeic HSIippp0.1 v
WMA NpUAoKeHNA:
®  BuiBepute npunokeque: | Boibepure... A

Llpyroe npunoKexne:

HauanbHblii | KoHeuHbli HauanbHbiii KoHeuHbli -
Tpurrep - . | HcnonbzyemMbiit
Tpurrep Tpurrep OTKP! OTKp
NpoTOKON NpoTOKON
nopt nopr nopt nopr
TCP M TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP M TCP v
TCP M TCP v

MpuMesnTs/CoxpaHuTe
Bn oS A ]
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— WUcnone3yemslli uHmepaelic;

Ona wncnonb3oBaHuA A[OCTYNHbI TONbKO WHTepdelicbl, HACTPOEHHble Ha paboTy B peume
MapLUPYyTU3aTOpPa C pa3peLLeHHO TPaHCAALMel ceTeBbIX aApecoB.

—  UIMA npunoxceHus — HacTPOKM NPUNOKEHNA:
— Bbibepume npunoxceHue — BbI6Op NpeAHACTPOEHHOro Npasua.
— /[pyeoe npunoxceHue — co3naTb CBOW, He yKa3aHHble B cnivcke Select an application, npasuna.

B otanumne ot dyHKkumm Virtual Server, 3pecb HeT HeobxoAMMOCTM GUKCMPOBAHO 3adaBaTb IP-agpec
KomnbtoTepa B LAN.

— HayanbHsIl mpuzzep nopm — HavanbHbIN NOPT AMana3oHa NOPTOB, KOTOPbIE OCYLLECTBAAOT GYHKLMIO
TpUrrepa;

— KoHeyHbIl mpuzzep nopm — KOHEYHbIM NOPT AManasoHa NOPTOB, KOTOPble OCYLLECTBAAIT GYHKLUMIO
TpUrrepa;

— Tpuezep NPomMoKosa — NPOTOKO, UCNONb3YyeMbIN ANA TPUTTepa;

— HayanbHsili omKpeisaemeblli nopm — HaYaNnbHbIN NOPT AMana3oHa MOPTOB, KOTOPble MapLIpyTU3aToOp
6yaeT OTKpbIBaTb;

— KoHeuHbili omkpbleaemblli Mopm — KOHEYHbI NOPT AManasoHa MopTOB, KOTOPble MapLipyTM3aTop
6yaeT OTKpbIBaTb;

— WUcnonb3yemolii IPOMOKO — NCNONb3YyEMbIN MPOTOKON ANA OTKPbIBaEMbIX NOPTOB.

[NA NPUHATUA N COXpaHEHUA M3MEHEHUI HeobX0AMMO HaKaTb KHOMKY «[lpumeHums/CoxpaHumeo».

4.2.2.3 opgmeHto DMZ-xocm. HacTpoiiku aeMmunmtapu3oBaHHO 30HbI

Mpwn yctaHoBKe IP-agpeca B none «/P-adpec DMZ xocma» Bce 3anpocbl W3 BHELWHEN ceTn, He
nonagatowme noa npasuna Virtual Servers, byayT HanpasnaTbcs Ha DMZ-xocT (40BepUTENbHbIN XOCT C
YKa3aHHbIM aApecom, PacnoIOXEHHbIN B IOKaNbHOM ceTu);

[Ons oTKA0YEeHMA AaHHOM HAacTpOMKn Heobxoaumo ctepeTs IP-aapec U3 nonsa BBoaa.

PacwupeHHbie HacTpoiikk [/ NAT / DMZ-xoct

IF nakeTkl U3
BUPTYaNBHOM)

| BynyT nepenaHsl Ha DMZ-X0CT, CM DHW HE NPUHAANEXKET HW OOHOMY CO3AaHHOMY
pEEDY

Beegute IP-agpec KoMNbKITEpPa W HaxMuTe "TlpuMeHnTs/ CoxparnTe" uTobel akTMBMpoBaTe DMZ-xocT
OuucTuTe none IP-agpeca W HamMuTe "MpuMeHnTs/ CoxparnTe" yTobel geakTuenpoeate DMZ-xocT
IP-agpec DMZ-xocTa:

MpUMeHUTb/ COXPaHHTE

[NA NPUHATUA U COXPAHEHUA M3MEHEHWII He0BXOAMMO HaKaTb KHOMKY «[TpumeHums/CoxpaHume».
4.2.3 MoameHio «be3onacHocme». Hactpoiikmn 6esonacHocTu

B faHHOM pa3gene NpoBOANTCA HACTPOMKa NapameTpoB 6e30MacHOCTM YCTPOMCTBA.

4.2.3.1 MopgmeHio IP gpunompayus. Hactpoiiku ¢unbrpauum agpecos

®yHKUMA IP punbmpayus nossonset GUAbTPOBATb MPOXOAALLMIA Yepe3 maplupyTusaTop TpaduK no IP-
aApecam 1 nopTam.

HacTpoiiku dunbrpaumm ucxoasuiero tpadpuka (Outgoing):
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PacumpeHHbie HacTpoiiku / Besonackocts / TP-cwnbrpauma / Hoxopawmii Tpadmk

Beck WCXOAALLMA TpahuK W3 NOKaNEHOA CETH JOCTYNEH, HO HEMENATENLHEIA Tpaduk MoxeT Beme 3ABJIOKHPOBAH c noMoLbh
CO23HHA QUNETPOE.

MPEAYNPEXOEHHE: HEMeHeHne OQHOI MONNMTHKM HA APYTYH Ha WHTepdeiice NpMBeaeT K aBTOMATHYECKOMY
yAaneHud BCEX NPaBws AN 3Toro uHTepdeiica! BaM HeobxoaumMo co3aaTh HOBBIE NPaBWAa ANA HOBOH NOMHTHKH.

CHMEHWTb NOAWTK Ky

HaxmuTe "dobaenTs" naum "YaanuTs" AnA HacTpoiikk hunETpauMM noxodallero Tpaduka no IP-agpecam.

IP-appec _
HMa ZErEn MAC-agpec |mucrounnka | Nopt HEnes Mopt
npotokona | NpoTokon HazHauYeHHs / Ypanurto
¢I|J'Ih]'|]a » OTnpaBuaTens f HCTOUYHHKA n MKC HA3ZHaAYeHHa
Mpedmkc ;

fobaeuts || YaanuTs

Mo ymonuaHuio Becb ucxogawmii Tpadpuk 6yaer nponycKkaTbea, NpaBuaa, CO34aHHbIE B 3STOM MEHIO,
no3BonAT 610KMpPOBaTb HeXKenaTteNbHbIi TpaduK.

Ona pobasneHns HoBoro npasuaa GUNbTPaLMM HEOBXOAMMO HaxKaTb KHOMKY «Jobasumebn.

PacumpeHHbie HacTpoiikk | BezonacHocrb / IP-agpeca / Woxopswwii Tpadmk [ Jobaeurb

308Cb MOXHD CO3AaTh NPABUAD (HUNETPALNM UTOBE! WABHTUULUPOBATL UCXOAALLMI IP-Tpathuk onpeaente WMa hUsTPa i Kak
MUHUMYM OUH N3PAMETP HItKe. BCE YKA2EHHLIE YCNOBUA B 3TOM NPaBune QUALTPa A0MKHEl YA0BNETBOPATE YCNOEUAM UTOGE!
ECTYNHTb B CHAY. YTkl COXPAHHTE M AKTMBMPOBATE UNLTD HEKMHTE KHONKY TIPUMEHHT L/ COXPEHUTS' .

WMmA dwneTpa: Security

BepcuA npotokena IP: |Pvd v
MpoTokon: TCR/UDP ~
MAC-agpec: 11:34:5A:67:4C:38
IP-anpec wcTouHuka [/npeduke]: 192.168.15.12

MopT ucTouHKka (port nubo port:port): |80
IP-agpec HazHauenna[/npedukc]: 192.168.15.52
MopT HazHadeHuA (port aubo port:port):80

MpUMEHNT b/ CoXpaHUTE

— Umsa punempa — TekcToBOE ONucaHue GunbTpa;

— Bepcus npomokona IP— Bbibop Bepcun npoTokona IP;

— [lpomokon — sbibop npotokona(TCP/UDP, TCP, UDP, ICMP);

— MAC-adpec— MAC-agpec UCTOUYHUKa;

— IP adpec ucmouHuka[/npepukrc] — IP-agpec MUCTOUYHMKA (4epe3 CnsW BO3MOXKHO YKasaTb AJWHY
npeduKca);

— [TMopm ucmouHuka (port aubo port:port) — NOPT UCTOYHMKA UIN AMaNa30H MOPTOB Yepes ABOETOUUE;

— IP adpec HasHayeHuA [/npeguKc] — IP-agpec mecTa HasHaYeHuA (Yepes CN3L BO3MOXKHO YKa3aTb 4/IUHY
npedukca);

— Mopm HasHauyeHusa (port aAubo port:port) — NOPT MecTa HasHaYeHMA WAW OMANa30H NOPTOB 4yepes
aBoeToume.

ONa NPUHATUA U COXPaHEHMA HACTPoeK HeobxoAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHume».

HaCTQOVIKM QManEaHMM Bxoaauwero TQaQMKa:

PacumpeHtbie HacTpoiikn /[ BezonacHocts / IP-dwmnbTpauna / Bxoaawmii Tpadmi

Mpw ekntouennu firewall Ha wHTepdelice WAN uan LAN Becs BxogRLmii Tpacuk GyaeT 3abnokupoBaH. TeM He MeHee, HeKoTopkIid Tpaduk
MoxeT Gbime MPHHAT c NoMoLLE C0343HNA QUNLTPOB.

Haxmute "flobasuts" win "YaanuTe" Ans HacTpoiikn GuasTpoe no TF-aapecam AnA exoAnALlero Tpaduka.

Bepous MAC- IP-agpec IP-appec
L= HuTepdeiico | npoTokona | MpoTokon | agpec CEICITLE || DE TEEE R |G Yaanurh
dmnbTpa » P /] Anuua ucTounuka | / [lnuna HazHaueHns
npedmkca npetuxca

JoBaeuts || ¥aanute
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Y

MNpu BKAOYeHMM 6paHamayspa Ha wuHTepdpeiice WAN wmam LAN Becb BxoaAwmin Tpaduk, He

nonagaloLlmii Nog ycTaHoB/IeHHble NpaBuAaa, 6yaeT 3a6,10KMpoBaH.

[na pobasneHna HOBOro nNpasunaa GuUabTPaLMM HeOBXOAMMO HaKaTb KHOMKRY «Jobasumey.

Wma dunsTpa:

Bepeua IP:
MpoToken:
MAC-aapec MCTOUHKKE:
IP-ag

MopT ucTouHuka (port nubo port:port):

HDP_ HAZHaYeHWA:

BeibpaTe ece ¥ bri/brl

MpuHeHuTE/ CoXpaHnTe

04vH napameTp. YTobel npaeune cpabotanc, H
BKTHENPOBATE QUALTP HEXMUTE KHONKY TipuMe

C WCTOUHMKE [/AnuHa npedikcal:

IP-aapec HazHaueHns [/anvHa npedukcal:

PaclmMpeHHble HacTpoiikn / bezonacHocTb / IP-afpeca / Bxopawwii Tpadmk / [lo6aBuTh

3AeCk MOXKHO COZAaTs NpaBuna QUALTPaUNM, UTobsl MAEHTHRNLMPOBATE BX0AALLMI IP-TpaduK onpefente MA UALTPE W KAK MUHMMYM
YCNOBMIl ANR AaHHOTO QUALTPa. YT0Ok! COXPAHUTE W

AWMO BBINOJHEHKE BCEX

|Pvd M
TCR/UDP ~
11:25:34:36:5

7:5¢C

8

=1

HHTepdeiicol WAN (B pexxumMe MaplipyTHzaLus C BioiloueHHbIM firewall) w untepdeiicor LAN
BeIDepuTE OAMH MW HECKONEKO MHTepdelicor WAN/LAN, U2 CNMCKa HUKE, ANA NPUMEHEHWA JAHHOMD NpaBuMna.

— UmsA punbmpa — TeKCToBOE onuncaHue puabTpa;
— Bepcus IP- Bbibop Bepcum npoTokona IP;

— [pomokosn — BbIbOp cETEBOrO NPOTOKONA;

— MAC-adpec— MAC-agpec UCTOYHMKa;

— IP adpec ucmouHukal/npegurc] — IP-agpec UCTOYHWMKA (Y4epes C/3W BO3MONKHO YKas3aTb AJIMHY

npeduKca);

— [TMopm ucmoyHuka (port aubo port:port) — NOPT UCTOYHMKA UM AMana3OH NOPTOB Yepes A4BOETOUUE;
— IP adpec HazHaueHus [/npegukc] — IP-agpec mecTa HasHavyeHUA (Yepes CN3Ll BO3MOXKHO YKa3aTb AJINHY

npedukca);

— [llopm Ha3Ha4eHuA (port aAubo port:port) — NOPT MecTa HasHayeHWa WAM AManasoH NOPTOB yepes

ABoeTo4une.

UHTepdeiicoi  WAN (cKOHPUrypupoBaHHble B peume MapLipyTM3aTopa U

6paHamayapom) u uHtepdeicbl LAN:

JIn6o BbIbpaTb MHTEpPdENC U3 NPUBELEHHOIO CNUCKA, YCTaHOBUB dar HaNpPOTUB.

- Bbibpamb ece — npw ycTaHOBAEHHOM ¢dare BbIOpaTb BCe BO3MOXKHble UHTepdEChI.

C BKJIKOYE€HHbIM

[NA NPUHATUA M COXPAaHEHUA HaCTPOEK HeOBXOAMMO HaKaTb KHOMKY «TpumeHums/CoxpaHumo».

4.2.3.2 MoameHio MAC ¢punempayusn. Hactpoiku ¢punbtpayum no MAC-agpecam

®dunbTpaumsa Ha ocHoBe MAC-agpecoB No3BoASET NepecbiiaTe UM 6a0KMpoBaTb Tpaduk ¢ yyuetom MAC-
ajpeca UCTOYHUKA M noay4yaTens.
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PacwmpeHHble HAacTpoiikn /| BezenacHocTh /| MAC-(mneTpauyua

DUILTPaUNRA No MAC BAMAEST TONLKO Ha ATM PVCS HacTpoerHsle B pexuM Bridge. OTMIPABAEH 3xayuT, uto Bee peiiMbl ypoeHsa MAC GyayT
OTTIPABJIEH KpoMe TeX KOTOpkIE COOTBETCTEYHT NKBLIM U3 NPagMI NPHEEASHHEX B Tabnuue HKe. ZABJIOKHPOBAH 2HauuT, uto BCe
dpeliMel ypoeHa MAC GyayT 3ABJIOKHPOBAH kpoMe Tex, KOTOpLIE COOTEETCTRYHT Mkbomy npaeuny dunsTpauui U3 Tabnuuel Hibke.

Nonutuka duneTpaun MAC ans kaxaoro nHTepdeiica:
MPEAYNPEX{IEHWE: H2MeHeHne OHOH NONUTHKK Ha APYTYHO Ha WHTepdelice NpuBeAeT K aBTOMATHYECKOMY YAANEHHID BCeX
npaeun gna 3Toro uHTepdeiical Bam HeobXoQUMO COZAaTh HOBBIE NPABKAA A9 HOBOH NOUTHKK.

[ Murepdeiic [ Nonwmka [ amenns |

V3MeHUTb NONUTHKY
Bribepure "JobaenTe" unn "YaanuTe" ana Hactpolikk unetpos no MAC-agpecam.

AoBaeuTte | Yaanure

| I|HTep¢eﬁl:| MpoToxkon | MAC-agpec HasHaueHua | MAC-afipec nCTOYHHKA | Hanpasnenne nepenaun IYABJHITI:

dunbrpaums Ha ocHoBe MAC-agpecoB paboTaeT To/IbKO Ans uHTepdeincoB, HaXOAALLUXCA B peXKume
mocra (Bridge).

Ons vameHeHWs rnobanbHOM NOAUTUKM yCcTaHOBUTE ¢nar HanpoTMB HeobXxoaMMOro MHTepdenca u
Ha)XMUTE KHOMKY «M3mMeHuUmb noaumuky» (M3MeHUTb NoAuTuKy). docTynHo gBa BapuaHTa: FORWARDED u
BLOCKED.

B pexkume FORWARDED co3gaHHble npaBuaa byayT 3anpelwatb NpoxoxaeHue TpaduKa C yYKasaHHbIMU
MAC-agpecamu ncTouHUKa/nonyyatens, B pexxnme BLOCKED — paspeluats.

Nobaeuts punbTp No MAC-agpecy

Jo6aeuTte GuneTp ANA MAeHTHDHKELWN Gpeiimoe MAC yPOBHA, YKA3EE KAK MMHUMYM OHO yCnoeure. Mpu 3a4aHHH HECKONEKMX YCIOBMI BCE OHK
BCTYNAT B iy, YT00RI COXPAHUTE M BKTHEHPOBETE (DUALTP HEXMUTE KHONKY "TIPUMEHHTL/ CoXpanuTs",

Tun NpoToKoNa: PPPoE v

MAC-8apeC HAZHAUEHMA: 12:AF:56:78:1D:1C
MAC-aapec HCTOYHMKE:

Hanpaenexue nepegaun: LAN===WAN ¥

Brifop uHTepdeiica WAN (QoCTynHEl ToNbko WHTepdelickl, HACTPORHHEIE B PEXUME MOCTa)
br_veipliveip0.2 ¥

Mp1HeHuT b CoXpaHnTb

— Tun npomokosna — Bbibop npoTokona (PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP);

— MAC-adpec HazHa4yeHusa — MAC-agpec nonyyartens;

— MAC-adpec ucmoyHuka — MAC-agpec otnpasutens;

— HanpaeneHue nepedayu — HanpasneHune nepegaum (LAN<=>WAN, LAN=>WAN, WAN=>LAN);

— Boibop uHmepgeiica WAN (OocmynHel mosnsKko uHmepgelicbl, HICMPOEHHbIE 8 pexume mocma) —
Bbibop WAN umHTepdeiica U3 BbiNagatowero Cnucka (JOCTynHbl TONbKO UHTepdelichl, paboTatowme B
pexnme mocTa).

[NA NPUHATUA U COXPAHEHUA HACTPOEK HEOBXOAMMO HaXKaTb KHOMKY «TpumeHums/CoxpaHume».
4.2.4 TopgmeHio «PoanTenbCKnii KOHTPOJIb» — HACTPOIKK OrpaHUYeHusn

4.2.4.1 TMopmeHio O2paHu4yeHue no epemeHu. HacTpoku orpaHUYeHUA NPOAOIKUTENbHOCTH
CceaHcoB

B paHHOM pasgene npou3BOAMTCA KOHOUrypuMpoBaHWe pacnucaHua paboTbl KOMMbIOTEPOB C
MCMO/NIb30BaHNEM AHEWN HeAe/IN U YacoB, MO KOTOPbIM OnpeaeneHHOMY KOMMbIOTepY B JIOKasIbHOW ceTu byaeT
3anpelLLeH 2ocTyn B MHTepHeT.
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PacumpeHHble HAcTPoiikn / PoAKTENbCKKI KOHTPONDb / OrpaHiieHne No BpeMeHH

MakchMyM 16 2anmuceii MOXeT GbiTb HACTPOEHO.

HMa nonbzoBatena | MAC MNu | BT | Cp | YT | N7 | C6 | Bc | bnokkposatk ¢ | flo | Ypanute
Mom 00:e0:52:fe:62:3a| x | ® | X X 16:30 23:59

| dobaewTs || Yoanuts

[Ons co3paHus HOBOrO pPacnucaHus HeobxoAMMO HaXaTb KHOMKY «/]obasumeb», BCErO MOXKET bbiTb
pobasneHo He bosee 16 3anucet.

PacuumpeHHble HACcTpoiikn / PoguTenbckhii KOHTponb [ OrpadHnuedne no epemenn [ flobaento

Ha 3Toil cTpannue MoxHo Ao0aBHTL BPEMA AHEBHOMO OrPAHMYEHNA AR KOHKPETHOrO yCTpoicTea LAN, coegMHEHHOE C MapLpyTH3ETOpOM.
'MAC-appec Opayzepa’ aEToMaTHUYECKW NokazwieasT MAC-agpec ycTpoiicTea LAN c koToporo 2anywied bpayzep. YTolbl orpaHnuuTs apyroe
ycTpofcTeo LAN, HaxMuTe kHonky "Opyroi MAC-agpec” v BeauTe HyxHbIi MAC. Ytobel onpeaenuts MAC-agpec Windows-NK,
HeobX0aMMO OTKPLITE KOMaHAHYH CTPOKy W HaneuataTts "ipconfig fall".

MmMa nonk3osarens

® MAC-agpec Gpayzepa 00:e0:52:fe:62:3a
Apyroii MAC-agpec
(0120030000000

LJHH Heaenu |I'IH|BT|Cp|'-IT|I'IT|C6|B|:|
|Ha)+mu1'e ans Beibopa | | |

BpemA Hayana GnoKMpoBKK (44:MM)
BpeMA OKOHUEHHA BNOKMPOBKK (UuiMM)

|_MpumenuTs/ CoxpaHiTe

— Wmsa nonsv3osamersns —uma NoNb30BATENS;

— MAC adpec b6paysepa — aBToMaTuUyecku onpepgeneHHbit MAC-agpec KomnbioTepa, A4NA KOTOPOro
3apaeTcA pacnucaHue;

— Apyzoli MAC adpec (xx:xx:xx:xx:xx:xx) — 3agaHHbiii Bpy4Hyto MAC-agpec KomnbioTepa, AN KOTOPOro
onpeaenaeTca pacnucaHue;

— /JlHuU Hedenu — AHW Heenu, 3anpeLleHHble ANA AOCTYNa B UHTEPHET;

— Bpems Ha4yana 670KUpPosKU (44:Mm) — Bpemsi Hayana 610KnMpoBkKu B popmate Y4:MM;

— Bpems oKoH4YaHUA 670KUPOBKU (44:MM) — BpemMa OKOHYaHUA B610K1MpoBKK B popmate H4:MM;

I OrpaHuuyeHusa 6yayT fAeiicTBOBaTb, €C/IN HA YCTPOKCTBE YCTAHOB/IEHO KOPPEKTHOE CUCTEMHOE BpeMs.
[na pobaBneHMA HaCTPOEK B TabanLy HeobxoAMMO HaxKaTb KHOMKY «llpumeHums/CoxpaHumes.
4.2.4.2 TMopmeHio @uaemp Url. HacTpoiiku orpaHMyeHun focTyna B UHTEpHeT

®unbmp Url— GyHKLMSA NONHOLLEHHOTO aHaM3a U KOHTPOIA A0CTYNa K onpeAeéHHbIM pecypcam cetu
WHTEpHeT. B AaHHOM pa3gene 3a4aeTca CNUCOK 3anpeLeHHbIx/paspewweHHbix Url-aapecos ans noceleHus.

PacmpeHHble HAcTpoiikn [ PoguTenbckuii KouTpone [/ ®wnbTp URL-agpecos

Moranyiicta, euibepuTe CHayana THN, a 3aTeM HACTPoiiTe OCTaNbHbIE NapaMeTpsl. MakcuMyM 100 3ankceil MoXeT GbiTh
HACTPOEHO.

Tun cnucka URL-anpecos: @ 3anpeleHHsle PazpelerHsle

Apgpec | MopT | Yoanute

vk.com |80

| OoBasHTe || YmanuTe

— Tun cniucka URL adpecos — Tnn cnucka:
— 3anpeujeHHble — 3anpeLleHHble agpeca;
— Pa3speweHHble — pa3pelleHHble agpeca.
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[Ona pobasneHnAa HOBOro agpeca B CMUCOK HEOBXOAMMO YCTaHOBUTb daar HanpoTue Tpebyemoro Tuna
cnucka (Tun cnucka URL adpecos) v HaxaTb KHOMNKY «/Jobasumeb» .

PacumpeHHble HAacTpoiikn /| PoanTenscknii KoTpons [ ®nnetp URL-appecos [ foGasute

Yrobbl A06aBHTE UNLTP, BEEaMTE URL-3apec W HauMHTe "TIpUMeHUTL/ CoXpanuTs",

URL-agpec: vk.com
Homep nopra: a0 (Ecnu none nycroe, To No yMondaHuk bynet ewibpad 80 nopt.)

TpUHEHUT/ COXPaHUT

— URL adpec — URL-agpec;
— Homep nopma — Homep nopTa (ecnm ocTaBuTb Noae nycToiMm, 6yaet ncnonb3osatbea 80 nopT).

[na pobaBneHMA HaCTpoeK B TabanLy HeobxoAMMO HaxKaTb KHONKY «TpumeHums/CoxpaHume».

4.2.5 MeHwo «JuHamuyeckaa DNS». HacTpoKn gUHaMUYECKOoii CUCTEMbI AOMEHHbIX UMEH

OunHamunueckan DNS (auHammyeckan cuctema AOMEHHbIX MMeH) nossonseT nHpopmaumm Ha DNS-cepsepe
OOHOBNATLCA B peasibHOM BpeMeHM M (MO KeNaHWio) B aBTOMATMYECKOM pexume. [lpumeHsieTca ans
HasHayeHMA MOCTOAHHOIO AOMEHHOIN0 MMEHM YCTPOMCTBY (KomnbitoTepy, poytepy, Hanpumep NTP-RG) c
AnMHamunuyeckum IP-agpecom. 3To moxeT bbiTb IP-agpec, nonyyeHHbin no IPCP B PPP-coegmHeHuax navm no DHCP.

AnHammuyeckaa DNS yacTo npumeHAeTcAa B NOKaNbHbLIX CeTAX, r4e KAneHTbl noayyatoT IP-agpec no DHCP, a
NOTOM PEerncTpupytoT CBOM MMeHa B IokasibHom DNS-cepsepe.

PacumpeHHble HacTpoitkk / AuHaMuyecknii DNS

Cepedc gMHaMuyeckoro DNS No3BonAeT 3aMeHHTh HHAMUYECKHIT IP-3apec Ha CcTaTUYecKoe MMA yana nrofioro goMeHa, YTobbl Nerko
NOAYYUTE AOCTYN K BALLEMy MApLIPYTHIaTOpY M3 ceTH MHTepHeT.

HammuTe "AoBasuts" uan "Yaanuts" AR HBCTPOIKK AWHaMUYeckoro DNS.

| Hma xocra | HMa nonbzoBarensa | Cepsuc | HuTepdeiic | Yoanurs

[NofaeuTe || Yoanute

Ona nobasneHns 3anucu HeOBXOAMMO Ha)KaTb KHOMKY «/Jo6asumeb», yaaneHvue nponcxoauT HaxaTuem
KHOMKW «Y0aaumb» HanpoTns BbiBpaHHOM 3anucu.

PacwmpeHHble HacTpoiikn [/ JuHamuueckuii DNS [ [fobaeutb

Ha 3Toil cTpaHmue moxHo AobaeiTe agpeca avHamMuueckix DNS noboro Mz NpeanomeHHLX NOCTABLLMKOE.
Mposaiinep D-DNS DynDNS org v

WmA yzna Lser
WHTepdeiic v

Hactpoiiku DynDNS
lma nonbzoeatena caesar32l

Mapone wse
Tun DynDNS LuHaMuueckui v
wildcard

MpurennTh/CoxpannTe

—  [posaiidep D-DNS— Bbibop Tnna cnayx6bl D-DNS (nposaiaepa): DynDNS.org, TZO.com, ZoneEdit.com,
freedns.afraid.org, easyDNS.com, 3322.org, DynSIP.org, No-IP.com, dnsomatic.com, sitelutions.com;

- Custom — wHOW npoBalhgep, BblIOpaHHbLIM nonb3oBaTenem. B pgaHHoOm ciaydae Heobxoammo
CaMOCTOATENIbHO YKa3aTb MMA M agpec npoBanaepa:
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WmaA nonbzoeatens

Napons

Wma npoBaiigepa cepeepa DDNS|
Apnpec npoeaiigepa DDNS
MpHMEHHTE/COXpaHITE

PacumpenHble HacTpoiikn [ [inHamuuecknii DNS / [lobaButn

Ha 370l cTpaHuue MoxHO AoBaBuTe aapeca AuHamuuecki DNS 10Boro M2 NpefnoxeHHkX NOCTaBLLIMKOB.

Mpoeaiigep D-DNS Custom
WmA yzna
Wrrepdeiic v

MonbzoBaTenbcknii D-DNS nposaiinep

—  Um#A nonv3zosamena — Umsa Nosib3oBaTena ana ydetHown 3anmcu DDNS;
— [laposb — ycTaHOBKA Napoaa ana yyetHon 3anncu DDNS;

—  Umsa nposalidepa cepsepa DDNS—mmsa nposaiaepa ycayr DDNS;

— Adpec nposatidepa DDNS— agpec nposainaepa ycnyr DDNS

Ums y371a — nma XocTa, 3apeructpmupoBaHHoe y nposanaepa DDNS;

UHmepdgelic — vHTepdeinc goctyna;

B 3aBMCMMOCTH OT Bbl5paHHOI'O nposaﬁp,epa BO3MOXHbI ciegyowimne nona gna 3ano/siHeHUA:

Hacrpoiikin DynDNS
WMa none3oeatens

MNapone

Wildcard

MpHUMeHHTL/COXpPaHUTL

PacumpeHHble HACTpoiikn |/ [lnnamuuecknii DNS [ Nobasutb

Ha >Toil CcTpaHuue MoxHO 1063BUTE 3Apeca AMHAMKYRCKUX DNS NioBoro 13 NpeanoMeHHEX NOCTABLLHKOE.

Mpoeaiigep D-DNS DynDNS . org
Wma yana
WTepdeiic v

Tun DynDNS JuHamuuecknii

Pac Kuii DNS / Nobaeub

P HaCTpoiikn /

Ha 3Toii cTpaHule MoXHO 406aBKTE aApeca AUHAMHUSCKUX DNS M0G0ro 13 NPEAROKEHHLX NOCTABLLUKIB,

Mpoeaiigep D-DNS freedns afraid.org v
s yana
WHTepdeiic v

Hactpoiiku freedns.afraid.org
Wus nonbzoeatens

Napons

TpyHeHHTL/ CoxXparuTs

Pacump HACTpoiikn [ i DNS | Nobaente

Ha 3T0ii cTpaHHLe MOXKHO A06aBUTE 3Apeca AUHAMHUSCKX DNS NoGoro U3 NPeANOMEHHLIX NOCTABLLMKOE.

Mposaiiaep D-DNS TZ0 com v
1Ms y3na
HTepderic v

Hacrpoiikn TZ0
AQpec 3NeKTPOHHOM NOYTI

Knroy

TPHMEHUTE/ COXPAHUTL

Vma none3osamensa — uMa NONb30BaTeNA AnA yueTHol 3anucu DDNS;
Mapons —ycTaHOBKA Napoaa aas yyeTHon 3anncu DDNS;
Tun DynDNS— BbI6Op TMMA YCAYrK, 3aperMcTpmpoBaHHoi Bamu y npoBanaepa:
—  JuHamuyecKkuli — 3apernctpupoBaHa ycayra AuHamuyeckunii DNS (Dynamic DNS);
— Cmamuuyeckuli — 3apernctpupoBaHa ycayra Ctatuyecknin DNS (Static DNS);
— [Mons3osamensckull — 3aperncTpmposaHa ycayra MNonbsosatenbcknin DNS (Custom DNS);
Wildcard — npun yctaHoBneHHom ¢dnare Mcnonb3oBaTb crnewumanbHyto 3anuce DNS, oTBevatowyto 3a Bce
noanoMeHbl, KoTopas bOyaeT cOOTBETCTBOBATb AHOOOMY 3anpocy K HecyLecTBylOLLeMY

nogaomeHy. OHa yKasbiBaeTcs B BUAe * B KayecTBe nogaomeHa, Hanpumep *.domain.tld.

Adpec 31eKmpPOoHHOU MOYMebl — 3NEKTPOHHbIV aApec A1A ayTEHTUDUKALMM;

Kntou — kntod ana yveTHor 3anncu DDNS.

[Na NPUHATUA N COXPaHEHMA U3MEHEHNI HeOBX0AMMO HaXKaTb KHONKY «[TpumeHums/CoxpaHume».
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4.2.6 MeHto lMpuHum-cepeep. HacTpoiiku cepBepa nevatu

MpuHT-cepBep (cepBep neyatn) — nporpammHoe obecneyeHre WaM YCTPOMCTBO, MO3BOJIAOWEE Tpynne
no/sib3oBaTesIelt NPOBOAHBIX U HECNPOBOAHbIX CETE COBMECTHO MCMO/1Ib30BaTb NPUHTEP AoMa Uan B opuce. OH
He 3aBMCMM HU OT OAHOrO KOMMbIOTEPA B CETWU, YTO AaeT BO3MOMKHOCTb He neperpyxaTb pabouyio cpeapy
nosib3osaTens. Kpome Toro, NpuHT-cepeep obecneynsaeT becnepeboliHyto CBA3b ¢ NpuHTepom, MDY, ckaHepom

WU APYroM OPITEXHUKOM, HaX0AALLENCA B IOKaNbHOM CETU.

— Bkawoyume e6cmpoeHHbIl npuHM-cepeep — NPW YCTAaHOBNEHHOM ¢nare NPUHT-CEPBEP aKTMBEH,

MHaye — HeT;

PacumnpexHbie HacTpoiikn | MpHHT-cepeep

¥ BKNIOYWTL BCTPOEHHLIA NPUHT-CapBep.
MMA NpuHTEpE

Npouze0auTen: 1
Moaens

MpuMeHuTe/ COXPaHUTE

Ha 3TOi CTPaHKUEe MOXKHO BKNDYATE/OTKNNYMTE NOALEPMKKY NPUHTEPE.

—  WmA npuHmMepa — NMA NpuHTEpa;
— [pouzsodumersns u Modesb — NPOU3BOAUTEb U MOAE/Nb NPUHTEPA.

[Na NPUHATUA U COXPaHEHMA HACTPOEK HeobXoAMMO HaxKaTb KHONKY «TpumeHums/CoxpaHume».

4.2.7 MeHio DLNA. Hactpoitku cepsepa DLNA

DLNA (anrn. Digital Living Network Alliance) — Habop cTaHZapTOB, NO3BOJAIOWMX COBMECTUMbIM
yCTpoicTBam nepenaBatb U MPMHUMMATL MO AOMALUHEN CETU Pas3/IMYHbIN MeLMAKOHTEHT (M306parkeHns, My3bIKy,
BMAEO0), a TaKKe OTobpakaTb ero B perKMme peasibHOro BpemMeHW. To ecTb — TEXHO/OoTUs g1a CoefuHEeHus
AOMALIHMX KOMMbIOTEPOB, MOBUIBHBIX TeNedpOHOB, HOYTOYKOB U BbITOBOI 3/EKTPOHMKM B €AMHYIO LUMbPOBYIO
ceTb. YCTpoicTBa, KOTOpble noanep:kuBaloT crneundukaumio DLNA, no KenaHWO Nonb30BaTeNs MOTYT

HaCTpanBaTbCA U O6'be[l,MHHTbCﬂ B CE€Tb B aBTOMATU4YECKOM pPeEXUME.

Cpefoi nepefaym MeLMaKoHTEHTA 0ObIYHO ABNSETCA AOMALLHAA OKaNbHas ceTb (IP-ceTb). MogxntoueHne
DLNA-COBMECTUMbIX YCTPOWCTB K JAOMAalUHEN CeTM MOKeT ObiTb Kak nposoaHbim (Ethernet),
6ecnpoBoaHbim (Wi-Fi).

— Brnwvyume ecmpoeHHsili DLNA cepsep — npu ycTaHoBAeHHOM dsiare meanacepsBep aKTUBEH,

MHa4e — HeT,

PacwmpeHHble HacTpoiiku / DLNA

Ha 3Toii CTpaHuLe MOXHO BKNHUMTE/OTKIKUMTE nogaepxky DLMA cepeepa

#| BrniounTh BCTPOEHHGIN DLNA cepeep
WHTepdeic v

MyTe Ao menna- /mnt/disk1_1
BubnuoTekN

MpUMEHHTE, COXPaHUTE

— WHmepgpelic — nma nHtepodeiica Ana NOAKAOYEHUA K CEPBEPY;
— [lymes 0o medua-bubnuomeku — KaTtanor ana meanadamnnos.

[Na NPUHATUA U COXPaHEHMA HACTPOEK HeobXoAMMO HaXKaTb KHONKY «[TpumeHums/CoxpaHume».
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http://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D0%BD%D1%82%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BC%D0%B5%D0%B4%D0%B8%D0%B0

4.2.8 MeHio «UPnP». ABTOMaTMYECKaA HaCTPOIKa ceTeBbiX YCTPOMUCTB

B gaHHOM pasgene nponssoanTca HacTpolika ¢dyHKumum Universal Plug and Play (UPnP™).

UPnP obecneuynMBaeT COBMECTMMOCTb C CeTeBbIM 060pyAOBaHMEM, MPOrpaMmmMHbIM obecrneyeHnem u
nepudepuinHbIMM YCTPOMCTBAMMU.

PacumpeHHble HacTpoiiku / UPNP

Mpumeyanne: UPNP akTMEWPYETCHA TONLKO TOrga, Korda ecre VWAN-ceperc C BRIOYEHHBIM NAT

¥ BrawuuTe UPNP

MpUMeHKT L/ CoXpaHUTb

/  [Anawncnonbsosanua UPnP Heo6xogumo HacTpouTb NAT Ha aktTuBHom WAN uHtepdeiice.
Ona BrkatoveHns UPnP Heobxoammo yctaHoBUTb dnar «BKaoyume UPnPy.

[Nna NPUHATUA U COXPaHEHMA HACTPOEK HeobXoAMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHume».
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4.3 MeHio «becnposodHasa ceA3b». HacTpoiika 6ecnpoBogHoOi ceTn

HacTpoiKuM B laHHOM MeHI0 NPOM3BOAATCA OTAE/bHO ANA pabounx AvanasoHos 2.4 [Tuun 5 My,

4.3.1 MNogmeHo OcHo8Hble Hacmpoliku. O6wan MHpopmauusa

B ZaHHOM MeHIO MPOM3BOAATCA OCHOBHble HACTPOMKM HecnpoBogHoro MHTepdeica LAN, a TaKxke

BO3MOXHO 3a4aTb A0 TpeX BUPTYa/IbHbIX TOYEK 6eCI'IpOBOAHOI'O AocTtyna.

becnpoBogHan cBAsb [ OCHOBHbIE HACTPOHKH

GecnpoBogHOM LAN-MHTEPhSIAC, CKPETE CETE OT SKTMBHOMD CKEHMPOB2HWR, HECTPOMTE HMA
COOTBETCTEMM € 33KOHOASTENECTEOM CTPEHE.
HawmuTe "MpUMEHMTE/COXPEHHTE" ANA HECTPOMKKM OCHOBHBIX NapaMeTpos GCnposogHon CeTH.

¢ BKMiouHTL BECNPOBOAHYIO CBR3L
BecnpoBogHaa ceasb - Touka AocTyna:
¢ AKTWBMDOESTE TOUKY AOCTYNE
CKPETE TOUKY AOCTYN3
W30NALMR KIMEHTOR
OTKNIOYKTE pacnpocTpaHeHne WWM

¢ BiniounTe BECNPOBOAHYI0 MHOTORAPECHYIO DACCEIKY

SSID: ELTX-2.4GHz_WiF_14D0

BSSID: AB:F9:4B:E3:14:D1

CrpaHa: RUSSIAN FEDERATICN v
WaeHTndmraTop pervoda |0

Makchmym KnneHTos: 16

BecnposogHas ceasb - FocTesbie/ BUPTyanbHbie TOUKH AoCTYNA:

Ha A2HHOH CTPaHWLE MOXHO HECTPOMTE OCHOEHEE NapameTpe GecnpoBogHOro LAN-uHTepdaiica. Bel MOMETE BKIOUMTE MM BEIKIKOUMTE
NpoBoAHOM CaTh (SSID) W YCTEHOBWTE KaHan B

OTKAKYHTL

Bionouen SsID CHpbIT “3'31"""&":‘?;1"’ pacnpocTpaHeHHue B"J:v";;‘;'"’ Tﬁ:;‘:":;: BSSID
WWM
L wl0_Guestl Cd 16 |AB:F9:4B:E3:14:D1
wlo_Guest2 el 16 /A
wll_Gusst3 # 16 /A

TIPUMEHUTL/COXPEHUTE

— Brawovume 6ecriposoOHyo ces3b — BKNtoUNTb Wi-Fi Ha ycTpolicTse;

— AKmusuposame moyKy 0ocmyna - BKAOUUTb NoanepKKy Hotspot2.0 Ha ycTpolicTe;
— CKpbimb MOYKy Oocmyra — CKpbITbIA pPerMm paboTbl TOYKM gocTyna (B AaHHOM pexkume SSID

6ecnpoBoaHOM ceTU He ByaeT WMPOKOoBELATENbHO PACNPOCTPAHATHCA MAPLLIPYTU3aTOPOM);
— UW3onayua kaueHmMos — nNpu  yCTaHoBAeHHOM dnare 6ecnpoBOAHbIE  KAUEHTbI

B3aMMOZEeMNCTBOBaTb APYT C APYrom;

— Omknarwyums  pacnpocmpaHeHue WMM — otkatounte WMM

6ecnpoBoaAHbIX ceTein);

(Wi-Fi

Multimedia

— Bratovume 6ecriposoOHy0 MHo20a0pecHyro paccelnky (WMF) — Bknounte WMF;
— SSID — Service Set Identifier — HazHauMTb UMs BecnpoBoAHOM CeTU(BBOA C YH4ETOM PerMcTpa KnaBuatypbl);

Mo ymonuaHuwo Ha ycTpoucTBe YCTaHOBNEHO uUMA

6ecnpoBoaHoOM

HE

cMmoryT

— QoS pansa

cetm

(SSID)

ELTX-2.4GHz_W.iFi-aaaa/ELTX-5GHz_WiFi-aaaa, rge aaaa - 3to 4 nocnegHue undppoi WAN MAC.
WAN MAC yKasaH B HaK/eliKe Ha Kopnyce ycTpoictBa. B umeHu cetm purypupyer 4YacToTHbIM

AvanasoH (2.4/5lTw).

— BSSID — MAC-agpec TO4KM gocTyna;
— CmpaHa — yCTaHOBWUTb MECTOTMO/IOXKEHME (CTPaHY);

— MoeHmuguKamop pe2uoHad - yCTaHOBUTb UAEHTUPUKATOpP pernoHa (ans Poccuu: 0-34);
— MaKkcumym KaueHmos — YCTaHOBUTb MaKCMMaNbHO BO3MOMKHOE KOJIMYEeCTBO OZHOBPEMEHHbIX

6ecnpoBoAHbIX NOAKAOYEHUN.

[ns NpuHATUA U3MEHEHUI HEOBXOAMMO HaXKaTb KHOMNKY «[lpumeHums/CoxpaHume».
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4.3.2 MNoameHto be3onacHocms. HacTpoiiKa napameTpoB 6e3onacHocTH

B AaHHOM MEHI0 MPOM3BOAATCA OCHOBHbIE HACTPOMKM LWMGPPOBAHUA AaHHbIX B 6ecnpoBogHON ceTu.
BO3MOXHO HAcTpoUTb KAMeHTCKoe obopyaoBaHMe 6ecnpoBOAHOro AOCTYNa BPYYHYH WMAM aBTOMATUYECKM,
ncnonb3ya WPS.

BecnpoeogHan ceasb [ bezonacHocTb

SHWLIE MOHO HECTPOMTE NapameTpr BesonacHocTk Gecnposoatoro LAN-mHTEpdelica
POMTE BC UHYI0

E_I:ICC 3-"IH<3 Push Button Connsct 'pEC:' W

ad T-'_-",:IL—'_ BHIKMIOUEH, &CNK TOUKa

Hactpoiikn WPS

Brniounte WPS Brniouite *

YCTZHOBUTE PEXMHM

WPS AP HactpoeHo v

PyuHas HACTPOHKA TOUKK OCTYNA

THEMKEUMK BROPEE WHbPOBIHME A3HHED,
SHTMDNKELMW ANA NOAKMIOYEHNS, 3 Tak We CTensHe WMdpoBaHua
DUMEHWTE/ COXpaHMTE"

dHOBWUTE METOA
b HaMW4KMA Kioq:
FOTOBO HaX

BufepiTe SSID: ELTX-2.4GHz_WiFi_14D0 v
Ceresan Ayrenridbikauns: | WPAZ -PEK r
BEUMURHHEE YIDSENFOWE [Grmomm,

=

dp

PI napone: eeanraane HawmuTe 3nece, 4Tobe N0Ka3aTE
N NOETOPHOTO

A rpynnet:
V PI wwbpoeaHme: AES v
WEP WwihibpoEaHHe: OTKITHUNTE *

MpUMEHNT L/ COXPaHHTE

WPS (Wi-Fi Protected Setup) — cTaHAapT, pa3paboTaHHbIN anbAHCOM NpounsBoauUTene 6ecnpoBoAHOro
obopynosaHna Wi-Fi ¢ uenblo ynpolieHus npouecca HacTpoiku HecnpoBoaHolM ceTw. [laHHas TexXHOo/orma
No3Bo/IAET N0/Ib30BaTeNt0 HbICTPO, NPOCTO M 6E30NaCHO HACTPOUTL HECNPOBOAHYIO CETb, HE BHUKAA B TOHKOCTU
pabotbl WI-FI u npotokonos wueposarHmnsa. WPS aBTomaTUYeCcKM 3a4aeT MMA CeTU U WKndpoBaHMeE NS 3aLUNUTbI
OT HECAHKLMOHMPOBAHHOIO AOCTYNA, YTO B MHBIX C/TY4aAX MPUXOANN0CH AeNaTb BPYYHYIO.

[na Toro ytobbl NOAKAOYUTLCA, AOCTATOYHO Ha)KaTb Ha KHomKy WPS, pacnosioxeHHyto Ha HOKoBoOW
naHenn yCTpomncTea, unu xe Beectn PIN-koa, ncnonbsys web-koHourypartop.

WPS setup:

— Bkaouume WPS — ana paspeweHua goctyna no WPS B Bbinagatowwem cnncke Bblbepute «BKao4ume»,
ecnu ceteBon agantep WI-Fl Bawero ycTpoicTea nogaepKMBaeT 4aHHbIN PerKUM HaCTPOMKK;
— YcemaHosumeo pexrcum WPS AP— yCTaHOBUTb peXxxum Touku goctyna WPS;

V Hepoctatkn metoga WPS

B Wi-Fi poytepax c noagep:koi TexHonormm WPS cywiectByeT ya3BUMOCTb OTHOCUTE/IbHO
6e3onacHocTM ceTu. Ucnonb3ysa 3Ty yA3BUMOCTb, BO3MOXKHO MNopo6paTb Mapoau K NPOTOKO/AM
wudposaHua WPA n WPA2. YA3BMUMOCTb 3aK/1l04AETCA B TOM, YTO MOXKHO MeTo40Mm nogbopa y3HaTb
Mcnonb3yembliA BOCbMU3HauHbIM Katou cetu (PIN-koga).

PyuHas Hacmpoliika moyYku docmyna:
— Bbibepume SSID— Bbl6paTh Mma 6ecnpoBOAHOM CETU U3 CMUCKA;
— Cemesas AymeHMuU@UKAyUs— YCTAaHOBUTb pPEUM CETEeBOM ayTeHTUPUKauMM M3 MepedyHa B
BblMaJatoLLEM CNIUCKE:
— Open — OTKpbITbIA — 3almUTa 6ecnpoBOAHOW CEeTU OTCYTCTBYEeT (B 3TOM peXMMe MOXKeT
ncnosb3oBaTbeA ToNbKko WEP-Kkntou);
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Shared — obwnit (perknm NO3BOAET MO/Ib30BATENAM MOAy4YaTb ayTeHTUdUKaumto no mnx SSID nam
WEP-kntouy);
802.1x — BKAwyaeT cTaHaapt 802.1x(no3BonAeT no/nb3oBaTeNsAM ayTeHTUPULMPOBATLCA C
ncnosnb3oBaHnem cepBepa ayTteHTUdMKaumm RADIUS, ans wndpoBaHMA AaHHbIX MCNOAb3yeTcA
WEP-kntou);
= |P-agpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;
= [lopom RADIUS— Homep nopTa RADIUS-cepsepa. o ymon4yaHUto yCTaHOBNEH NOpPT
1812;
= Knwou RADIUS— ceKpeTHbIl KoY ana goctyna kK RADIUS-cepsepy;
WPA2 — BkntovaeT WPA2 (pexxum ucnonbsyet npotokon WPA2 u TpebyeT ncnonb3osaHua cepsepa
ayteHTudUKaumm RADIUS);
="  JiHmepsan nosmopHoz2o Habopa WPA zpynnbl — WHTEpPBAN B CEKyHAAX MexKay
CMeHOoIi Kawoven wudposaHma WPA, ucnonbsyeTcA ANA MNOBbIWEHUs YPOBHA
6e3onacHocTM becnpoBoaHoM ceTu. Ecam B cmeHe Katodel HeT HeobXoaMMoCTH,
OCTaBbTe B NoNe HyNeBoe 3HaYeHune;
= [lopom RADIUS— Homep nopTa RADIUS-cepsepa. Mo ymon4yaHuio ycTaHOBMEH NoOpT
1812;
= Koy RADIUS— cekpeTHbIl Kntoy ans goctyna k RADIUS-cepsepy;
= WPA/WAPI wugpposaHue — Bbl6op MeToga wWwundposaHna aaHHbix WPA/WAPI:
TKIP+AES, AES:

- TKIP — npoTtokon wwudpoBaHua, mucnonbsyembit ana WPA. Ob6bnagaet
6onee 3pPEKTUBHBIM MEXAHU3MOM YNPABAEHUA KNHOYAMM MO CPABHEHMIO
¢ WEP;

- AES - anroputm 128 6uTHOro 6104HOro WMPPOBAHME C  KAOYOM
128/192/256 6uT, ucnonbayercsa obbiuHo ana WPA2);

WPA2-PSK — Bknoyaer WPA2-PSK (pexum ucnonb3yetr npotokon WPA2, Ho He Tpebyet
MUCNoNb30BaHMA cepBepa ayTeHTUdUKaumm RADIUS);
= WPA/WAPI naposb — cekpeTHaa ¢pasa. YcTaHOBKa naposia, CTPpoKa 8-63 cumsona
ASCIl. Ona npocmoTpa CeKpeTHoMW ¢pasbl HEeobXoAMMO Ha)KaTb Ha CCblIKY
«Haxmume 30ecb, umobbl nokazame», Naponb byaeT NoKasaH BO BCM/biBatOLEM
OKHe.

about:blank

GP2F000057

Mo ymonuYaHUIO KAOY CeTU COOTBETCTBYeT CEPUUHOMY HOmepy

V yctpoictea. CepuilHbIM HOMep YKasaH B HaK/aellKe Ha Kopnyce
ycTpoicrea. Mpu nameHeHnn napons HeobxoanMmo 3agatb KombuHaumo
13 10-Tu cumBonos. Maponb A0NKEH coaepKaTb unMdpbl U NaTUHCKUE
6YKBbl B BEPXHEM M HUXKHEM perucrpax.

="  JiHmepsan nosmopHoz2o Habopa WPA zpynnbl — WHTEPBAN B CEKyHAAX MexKay
CMeHon Kntodel wudposaHma WPA, ucnonb3yetca ANA MOBbIWEHUA YPOBHA
b6e3onacHocTM becnpoBoaHoW ceTu. Ecnn B cmeHe Katoyel HeT HeobXxoguMmocTy,
OCTaBbTe B M0J1e HYN€BOE 3HAYEHME;
= WPA/WAPI wugpposaHue — Bblbop MeToaa wWwmndppoBaHna AaHHbIXx WPA/WAPI:
TKIP+AES, AES:
- TKIP — npoTokon wudposBaHus, ucnonesyembit gna WPA. Obnapaet
6onee 3pPEKTUBHBIM MEXaHU3MOM YNPABAEHUA KNHOYaMM MO CPAaBHEHMIO
c WEP;
- AES — anroputm 128 6uTHOro 6104HOro WKUdpPOBAHME C KAKOYOM
128/192/256 6uT, ncnonbsyetcs obbidHo ansa WPA2);
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-  Mixed WPA2/WPA — BKao4daeT KombuHauuio WPA2/WPA (gaHHbIM pekum  wndposBaHusa
ncnonbayet npotokonsl WPA2 n WPA, TpebyeT ncnonb3oBaHua cepeepa ayteHTUduKaumm RADIUS);

lMpeaymeHmugukayus WPA2—- npeaBaputenbHas npoBepKa MNOAJMHHOCTH
6ecnpoBOAHOrO K/AMEHTa Ha Apyrux OecnpoBOAHbIX TOYKax [ocTyna B
McnosblyeMom AnanasoHe. B TeyeHWe NpOBEpPKM CBA3b OCYLLECTBAAETCA yepes
TeKyLLyo 6ecnpoBOAHY0 TOUKY AOCTYNa;
UHmepsan nepeaymeHmugukayuu cemu — nNepuos MOBTOPHON NPOBEPKMU
noa/MHHOCTU. OnpegenseT, Kak 4acTo TOYKa AOCTyna MOCblNaeT cooblieHue u
TpebyeT OT KIMEHTOB OTBETA, COAEPKALLENO NPaBUbHbIE AaHHble 6E30MACHOCTY;
UHmepsan nosmopHoz2o Habopa WPA 2epynnel — WHTepBan B CEKyHAAX MexXAy
CMeHon Kntodeh wudpoBaHma WPA, wncnonb3yetca ANA NOBbIWEHUA YPOBHA
6e3onacHoCcTM becnpoBoHOW ceTh. EciM B cMeHe Ktoyel HeT HeobXxoauMocTy,
OCTaBbTe B M0J1e Hy/1IeBOE 3HAYEHME;
IP adpec RADIUS cepsepa — IP-agpec RADIUS-cepsepa;
lopm RADIUS— Homep nopTta RADIUS-cepsepa. Mo ymonyaHuio ycTaHOB/EH nopT
1812;
Knrou RADIUS— cekpeTHbIi Kntoy ana goctyna kK RADIUS-cepeepy;
WPA/WAP! wugposaHue — Bbibop meToaa wndposaHna aaHHbix WPA/WAPI:
TKIP+AES, AES:
- TKIP — npoTtokon wwudpoBaHua, mucnonbsyembit ana WPA. Ob6nagaet
60nee 3pPEKTUBHBIM MEXAHU3MOM YNPABAEHMA KNHOYAaMM MO CPABHEHUIO
c WEP;
- AES - anroputm 128 6uTHOro 6/104HOrO LWIMPPOBAHUE C KAOHOM
128/192/256 6uT, ucnonbsyercsa obbiuHO ans WPA2);

- Mixed WPA2/WPA-PSK — BkntodaeT KombuHaumo WPA2/WPA-PSK (3ToT pexum wmndposaHua

ncnonblyer

npotokonbl WPA2-PSK un WPA-PSK, He TpebyeT wucnosib3oBaHWsA cepBepa

ayteHTUdUMKaumm RADIUS).

WPA/WAPI napone — cekpeTHasa ¢pasa. YcTaHOBKa napons, cTpoka 8-63 cumsona
ASCIl. Ona npocmoTpa CeKpeTHOM @¢pasbl HeobXOoAMMO Ha)KaTb Ha CCblIKY
«Haxxmume 30ecb, Ymobbl MoKa3ame», Naponb byaeT NokasaH BO BCM/bIBalOLWEM
OKHe.

about-blank

GP2F000057

Mo ymon4aHUIO KM CeTU COOTBETCTBYeT CepuMHOMY Homepy

V ycTpoiictBa. CepuiiHbiA HOMep YyKasaH B HaK/JeillKe Ha Kopnyce
ycTpoiicta. Mpu n3smeHeHUU napons HeobxoaMMo 3a4aTb KOM6UHaALUIO
u3 10-tm cumsonos. Maponb A0MKEH coaepaTb LUMPpbl U NAaTUHCKUE
6YKBbI B BEPXHEM U HUXKHEM PEerucTpax.

MHmepesan nosmopHozo Habopa WPA 2epynnbl — WHTEPBAN B CEKYHAAX MEXKAY
CMeHol Kntoven wunoposaHma WPA, wncnonbsyetca A1A NOBbIWEHUA YPOBHA
6e3onacHocTM b6ecnpoBoaHOW ceTn. Ecnv B cMeHe Katoyel HeT HeobXxoauMocTw,
OCTaBbTe B M0Jie HY/IeBOE 3Ha4YEHUE;

WPA/WAPI wugpposaHue — Bbibop meToaa wndpoBaHna aaHHbix WPA/WAPI:
TKIP+AES, AES:

- TKIP — npoTtokon wwudpoBaHua, mncnonbsyembit ana WPA. Ob6nagpaet
6onee 3pDHEeKTUBHLIM MEXAHM3MOM YNpPaBAEHUA KOYaMKU MO CPaBHEHUIO
¢ WEP;

- AES - anroputm 128 6uTHOro 6/104HOrO LWIMPPOBAHUE C KAOYOM
128/192/256 6uT, ucnonbsyercsa obbiyHO ans WPA2);
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Y6eputecb, uto 6ecnpoBogHOI aganTep KOMNblOTepa NoAAepPKMBaAeT Bbi6paHHbI TUN WnudpoBaHuUa.

V Hanbonee croikylo 3awuty 6ecnpoBogHOro KaHana Aaér coBmecTHas pabota TOUKM goctyna U
RADIUS cepBepa (a1 ayTeHTMOUKALMM 6ecnpoBOAHbBIX KANEHTOB).

— WEP wugpposaHue— ana skaoveHns wnopposaHua WEP sbibepute Enable B BbinaaatoLLem CrUCKe;
— CmeneHsb wiugposaHusa — 64- nnn 128-butHoe WwWindpoBaHUe Ktoua;

— Texkywuli cemesoli ka4 — BbIGOP KAOYA, KOTOPbIA OyaeT MCNoNb30BaTbCA ANA
YCTaHOB/IEHWNA COeANHEHMUS;

— Cemesol KoY 1..4 - BO3MOXKHO 3aaTb A0 YeTblpex pa3nyHbIX Katouver us 10 cumsonos
B 16-puyHoM cucteme cuncneHns nmbo 5 cumBonos ASCII' ana 64-x 6uTHOrO
wndpoBaHua. Mam 26 cumsonos B 16-puyHON cucteme cumcaeHus nmbo 13 cumsosios
ASCIl gna 128-x 6utHOro wudpoBaHMs.
[AnA NPUHATUA U3MEHEHUI HEOBXOAMMO HaXKaTb KHOMKY «[IpumeHums/CoxpaHume».

4.3.3 MogmeHio MAC-®unempayusa. Hactpoiiku punbtpaumum MAC-agpecos

B 4aHHOM MeHt0 NPOU3BOAUTCS HACcTPoOMKa dunbTpaumm MAC-agpecos

BecnpoBogHas ceBA3b [ ®UALTPayYMa no MAC
Beifepure SSID: | ELTX-2.4GHz_WIiFi_1400 »
PEXHM OrPaHHUEHHR N0 MAC: @ OTkmiodeH PaspelunTs EnoKMpoEaTe  [PMMeUaHME: ECAK CTOMT "PaspelumTs” M NycTa dMnETPaUmMA no MAC, To WPS ByasT BeKnoUeH

JobiasuTe || ¥aanute

— Boibepume SSID — BblbpaTb naeHTUPUKATOP BecnpoBogHOW CeTu, A8 KOTopoW byaeT co3gaHo
npasuno;

—  Pextum ozpaHu4eHus no MAC— Bbibop pexuma ¢unbtpaumnm no MAC-agpecam:
—  OmEKa4eH — He NCNoNb30BaTb GUNLTP;
—  Paspewumb — dpuNbTP NO paspeLlleHHbIM aapecam;
—  baokuposame — GUALTP NO 3anpeLLeHHbIM agpecam.

Ona pobasnenns MAC-agpeca B Tabanuy GpuabTpaumMm HeobxoaMMo HaxaTb «obasumb» U BBECTU €ro
3HauyeHue B nose «MAC aapec» B OTKPbIBLLIEMCA MEHIO:

becnpoBogHaa ceaAzb | @unbTpauma no MAC / fobaButb

Beegute MAC-agpec 1 HaxMuTe "MPUMeHTh/ CoxpannTe”, yTobel gofaBnTb ero K
PUALTPELMK

MAC-agpec:

MpUMEHNTE/ COXpaHUTE

[N NpuHATUA U3MEHEHUI HEOBXOAMMO HaXKaTb KHOMKY «[IpumeHUmMs/CoxpaHume».

4.3.4 NMoameHio becnpoeodHoli mocm. HacTpoiiku 6ecnpoBogHOro CoOeAMHEHUA B peXKMMEe MOCTa

B paHHOM MeHIO 3afaeTcs peuMm paboTbl TOYKM A0OCTyma: B KayecTBe TOYKM goctyna uau
6ecnpoBoAHOro MOCTa.

1
ASCIl - Habop 13 128 cMMBOJIOB A/19 MALIMHHOIO NPEeACTaBAEHMA MPONUCHBIX U CTPOYHbIX BYKB NaTUHCKOTO andaBuTa,
ymncen, 3HaKOB NPENUHaAHMUA U CneLmanbHbIX CUMBOJIOB.

42 AboHeHMCcKue onmu4eckue mepmuHasl cepuu NTU



Mpy UCNONb30BaHWUM pexMma mocTa Heobxoaumo BeecT MAC-agpeca yAaneHHbIX MOCTOB. [aHHbIN
peXMM MCNnosib3yeTca ANs YCTaHOBKKM BeCnpoBOAHOMO COEANHEHUA MEKAY ABYMA OTAENbHbIMM CETAMM.

becnpoBogHan ceAzb /| Mocr

Ha 3Toii cTpaHuue MOXHO HacTpouTe napaMeTpel BecnpoBogHoro mocta B GecnpoBogHomM LAN-
MHTepdelice. Select Disabled in Bridge Restrict which disables wireless bridge restriction.
Niobble GecnpoBoAHbIE MOCTEI NOMAYYET A0CTyn. Mpu Boifope "BRAKUEH" WK "BKAHOUEH
(CraHnpoBaHne)" BKAKUMTCA OrpaHidyeHne GecnpoBoaHLIX MOCTOR. TONLKD YHa3aHHLIe
fecnpoBogHLEIE MOCTEI NOAYYET A0CTYM..

Hammure "OB6HoBUTE" UuTOBEI 0BHOBWTL yAaneHHsIe MoCThl. NOAOXAWTE HECKONBKO CEKYHA.
Hammure "MpumeHuTs/ CoxpauTe" ANA HacTpoikk napaMeTpoe BecnpoBogHoro MocTa.

OI’[JE!HI-ILIEHI-IH MOoCTa: BrnroueH T

MAC-aapeca yaaneHHsx MOCTOB:

MAC-aapeca ynanenueix mocros: | | ssID | BSSID |

| OBHOBUTE || MpHMEHWTL/ COXPAHUTE

B pexume «becnpoBoAHON MOCT» BO3SMOXHO 334aTb C/leAytoLiMe HAaCTPOMKHK:

— OzpaHu4eHUe mMocma — Bblbop pexxmnma paboTbl MOCTa:
—  BKnrouveH — BKAOUNTL dUnbTp no MAC-agpecam (paspeLleHbl TONbKO 3aZaHHble aapeca);
—  BknrwueH (CkaHuposaHue) — NOUCK yAaneHHbIX MOCTOB;
—  BebikntoueH — orpaHnyenma no MAC-agpecam OTCyTCTBYIOT;

— MAC adpeca ydaneHHbIXx MOCMO8 — afipeca yaaneHHbIX MOCTOB.

’ B perkKume mocTa mapLupyTM3aTop He nogaepxusaet ¢pyHKumio Wi-Fi Multimedia (WMM).
[na 06HOBNEHMUA AOCTYMHbIX YAa/IEHHbIX MOCTOB HEOBXOAMMO HaKaTb « O6HO8UMbY.
[na NpUHATAA U COXPAHEHUA M3MEHEHMIT HEOBXOAMMO HaXKaTb KHOMKY «[IpuMeHUMb/coXpaHumeo».

4.3.5 TMoameHio PacwupeHHble Hacmpoliku

B faHHOM MeH0 NPON3BOAUTCA PACLUMPEHHbIE HACTPOMKKN BecnpoBoaHON ceTu.

becnpoeogHas cea3b [ PacluMpeHHbIE HAaCTPOHKH

Ha 3Toil CTP2HULUES MOXHO HBCTPOMTh PECLIMPEHHLE NapaMeTpll SecnposogHoro LAN-MHTepdeica. Bel MOWEaTS BuEpaThk onpeqensHHLIA KaHan
Ans pafoTel, YCTaHOBMTL ONPEAEnsSHHYI0 CKOPOCTE NEPENaYM, Nopar diparMaHTalmMK, nopor RTS, WHTepBan npobywasHUA NS KNWEHTOR B
DEMMME IHEPrOCEEPEMEHNR, YCTZHOBWTL MHTEDBEN CUrHANW3aLMK ANA TOUKM AOCTYNE, YCTZHOBWMTL PEXMM XPress, a Taloke BuOpPaTh ANUHY
npeaMBynel.

HamuTe "MpUMeHnTe/COXPEHUTE" ANR HACTPOMKK PECLUMPEHHB NapaMeTpoE O2CNPoOBOIHON CER3M.

OWanazoH: 24GHz r
Kanan: Auto v Tekywes 3HaveHne: 4 (noMexn: npueMnemes)
TalMep ZETOMATMYSCKOTO

eefiopa kaHana(MuH) 15
Standard: n r
Auto Channel Sat: Full r
Allowed Channels: S BN Il N N A A B D B b
o e i d d d d o e
B02.11n/EWC: AETD v
LWMpKHa Nonocky!: ABTO ¥ | Tekylwes 3HadsHue: 20MHz
BOKOBaR NONOCE YNPaENeHWA: | HUHHAR r Teryles 3HausHe: N/A
B0Z.11n ¥YpoBeHk: Auto v
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B02.11n 3awmTta: Ao v

TpaHcnsuus RIFS: AETD v

IneprochepeseHne BxogHOA - -
e P A BrlknueHo CocTosHWe 3HeprocBepeeHna: MNonHaA MOWHOCTE
R¥ Chain Power Save Quiet 10

Time:

RX Chain Powser Save PPS: 10

54g9™ YpoBaHk: 1 Mbps v

¥pOBSHE MHOMOZIPECHON AETD -

E Y

OCHOBHOM yPOBEHS: Mo ymonyaHwo r

Mopor hparMeHTaUHH: 2346

Mopor RTS: 2347

WHTepean DTIM: 1

WHTEPBaN CUrHANW33LMM: 100

MakcumMy® KnueHTos: 16

KPress™ TaxHONOMMA: BrIKoueHD v

MOWHOCTE NepenaTymKa: 100% v
] BrnoueH v

WMM(Wi-Fi Multimedia):
WMM Bez3 nogTespwasHns: | BulkNioYeHo v

WMM APSD: BrnioveH r
:E ﬂ '_EH e_::DBEFuEI-!'c: /HATatE  [Buwnioveno v
MpUMEHUTE/ COXpaHTE Mo YMONYSHKMID

— /luanasoH — ycTaHOBKa 4acTOTHOro AvanasoHa (2,4/5Mw);

— KaHan — yctaHaBAvMBaeT pabounii KaHan ana maplpytusatopa. [py HaaAMuuMM nomex uau
npobnem B pabote 6ecnpoBogHOW CETM WU3MEHEHME KaHana MOMKeT crnocobcTBoBaTb WX
yCTpaHeHuto. PeKomeHayeTca yCcTaHOBUTb 3HaueHue "Auto"” Bo nsberkaHne nomex, Bbi3blBa€MbIX
paboTol CMeKHbIX ceTelt;

— Talimep asmomamuyecko2o 8bibopa KaHana (MUH) — BPeMs B MWHYTaX, 4Yepes KoTopoe
MapLpyTnsaTop byaeT McKaTb 6onee onTMMasbHbIM 6ecnpoBogHbIN KaHan. NMapameTp A0CTyneH,
ecnm yctaHoBneH Auto Bbl6op KaHana (0 — BbIKNOUYNTD);

— Standard — yctaHoBKa cTaHgapTa 802.11;

— Auto Channel Set — onpepaenseT peum paboTbl aBTOBbIOGOPA KaHa0B:

Full — aBTOBbIBOP NPOM3BOAUT CKAaHMPOBAHME U BbIBOP KaHana U3 BCeX AOCTYMHbIX KaHaNoB;

Legacy — aBTOBbIGOP MPOM3BOAMT CKaHWpPOBaHWe W Bblbop KaHana u3 Habopa KaHanos,
NnoAAepKnBaembix CTapbiMM YCTPOMNCTBaMM (TONbKO Ana AnanasoHa 2.4 [Tu);
Custom — aBTOBbI6OpP MPOM3BOAMUT CKaHMpoBaHMe M BbIGOP KaHana M3 CNUCKa, 3a4aHHOro

nonb3oBaTesieM B HacTpolikax «Allowed Channel».

— 802.11n/EWC — pexkmm coBmectumocTn ¢ obopyaosaHnem 802.11n Draft2.0 n EWC(Enhanced
Wireless Consortium);

— LWupuHa nosocsl — yCTaHOBKa nosaocbl nponyckaHua 20Ty wam 40 ITu. B pexume 40 Mly,
MCMNOMIb3YIOTCA ABE CMeXKHble nosaocbl no 20 Ml gnsa yBeanYeHWAa NPOMYyCKHOM CNOCOBHOCTM
KaHana;

— bokoeas nosoca ynpasseHusa — Bblbop BToporo kaHana(Lower unu Upper) B pexnme 40 Mlu;

— 802.11n YposeHb — yCTaHOBKA CKOPOCTU COegUHEHUS;

— 802.11n 3awuma — NpU BKOYEHUM YBENMYUTCA 6€30MaCHOCTb, HO YMEHbLUMTCS MPOMYCKHasn
CnocobHOoCTb;

— TpaHcaayusa RIFS — (Reduced Interframe Space) ymeHblUeHWE UHTepBaia MeXAy 6/10KaMKn AaHHbIX
(PDUs), nosbiwaeT a¢ppekTmBHOCTb Wi-Fi;

— SHepzocbepexceHue 8x00HOU yenu — HACTPOMKa TONEPAHTHOCTU Npu Bblbope perkuma paboTbl
(20Mru, unn 40Mru). Ecnv napameTp B COCTOSHUWU «BKawoueH» — Byaet BblbpaH ONTUMa/bHbIN
pexxMm paboTbl YCTPOMCTBA, yuuTbiBas «[los0cy MpPonycKaHUA», UHadYe pexum paboTol byaet
3aBMCETb TO/IbKO OT NapameTpa «[10a10ca NponycKaHua»;
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— RX Chain Power Save Quiet Time — nepwoj BpemMeHM, B TeYEeHUU KOTOPOro WMHTEHCUBHOCTb
TpadurKa A0MKHA ObITb HUXKe PPS, Ana BKAKOYEHUA pexnuMa aHeprocbeperkeHus;

— RX Chain Power Save PPS — BepxHas rpaHuua napametpa PPS (packet per second). Ecnn B TeueHue
BpPeMEHW, onpeaeneHHoro napameTrpom «RX Chain Power Save Quiet Time», WHTEHCUBHOCTb
naketos Ha WHTepodeiice WLAN He npeBbllaeT AAHHYI BEAMUYMHY, BKAKOYAETCA pPeXum
3HeprocbeperkeHus;

— 54g™ Rate — ycTaHOBKa CKOPOCTU B PEKMME COBMECTUMOCTM C YyCTPOMCTBaMM 54g™;

— YposeHb MmHO20a0pecHOU pacceinKu — YCTAaHOBKA CKOPOCTM TpaduKa NpuM MHOFOaLpPECHOM
nepegadve;

— OcHosHoli yposeHb — 6a30Bas CKOPOCTb Nepeaayum;

— [lMopoe ¢ppaemeHmayuu — yCTaHOBKA nopora pparmeHTaumnm B bantax. Ecim pasmep nakerta byaet
NpeBbIWaTb 3343aHHOE 3HAYeHWe, OH byaeT pparMeHTUPOBAH Ha YacTM NOAXOAALLErO pasmepa;

— [lopoz RTS— ecnn ceTeBO NaKeT MeHblle, Yem YCTAaHOB/IEHHOE MOPOrosoe 3HayeHuwe RTS,
mexaHm3am RTS/CTS (MexaHM3m coeanHEeHMs NO KaHaly C UCMOAb30BaHMEM CUTHANO0B FOTOBHOCTU
K nepefaye/roToBHOCTY K Npuemy) 3a4eicTBOBaH He byaerT;

— WHmepsan DTIM— BpemeHHOIM MWHTepBaja, NO WUCTEYEHUWU KOTOPOrO LUMPOKOBELLATebHble U
MHOroapecHble NaKkeTbl, NoMelLeHHble B Bydep, byayT focTaBaeHbl 6ecnpoBOgHbIM KANEHTAM;

— WHmepsan cueHanusayuu — nepnog, oTnpaskmM MHGOPMaLMOHHOIO NakeTa B 6eCcnpoBOgHYHO CeTb,
CUIHAN3UPYIOLWEro 0 TOM, YTO TOYKa AOCTYNa aKTUBHA;

—  Makcumym KaueHmo8 — MaKCMMaibHOE KOIMYecTBo 6ecnpoBOAHbIX KANEHTOB;

— XPress™ TexHO/102UA — UCMO/Ib30BaHME NO3BO/IAET NOBLICUTb MPOMYCKHYO CNOCOBHOCTL A0 27% B
ceTax cTaHAapTa 802.11g. A B cmelaHHbIX cetax 802.11g u 802.11b ucnonb3oBaHue XPress™
Technology moKeT NoBbICUTb NPOMNYCKHYO CNOCOBHOCTL A0 75%;

— MouwHocmb nepedamyuka — onpeaensieTca MOWHOCTb CUrHaAa TOYKM A0CTYNa;

- WMM (Wi-Fi Multimedia) — yctaHoBKa pexkuma Wi-Fi Multimedia (WMM). OaHHbIA pexxum
Nno3Bo/iAeT ObICTPO M KayecTBEHHO MepegaBaTb ayaAMoO- U BULEOKOHTEHT OAHOBPEMEHHO C
nepegayvei AaHHbIX;

— WMM 6e3 nodmeepxodeHus — Npu UCNOAb30BaHUM AAHHOIO PeXKMMa MNPUEMHAs CTOPOHA He
noaTBepKOAeT MPUHATbIe NakeTbl. B cpege ¢ mManbiM KOAMYECTBOM MOMEX 3TO MO3BOAUT
yBennunTb 3pPeKTMBHOCTL Nepeaaun, B cpeae ¢ 6onblnm KoanyectBom nomex adppekTMBHOCTb
nepesayn CHU3UTCA;

— WMM APSD — yCTaHOBWUTb aBTOMATUYECKUI Mepexos B peum 3KOHOMUM sHepruum (enabled —
aBTOMaTMYECKMIA Nepexos, paspeLueH);

— Beamforming Transmission (BFR) — ¢yHKUMA dopmMMpoOBaHME Jiyya MO3BOAAET YMEHbLMUTb
UHTepdepeHUMo npu nepegayve 6ecnpoBOgHOrO CUrHana U yaydwntb KadvectBo  Wi-Fi
coeauHeHwus;

— Beamforming Reception (BFE) — ¢yHKUMA KOHUEHTpauuu npu npueme CcurHana nosBonser
yAyqwunTb Kavectso Wi-Fi coegnHeHuma.

[NA NPUHATUA U COXPAHEHUA U3MEHEHWI HeOBXOAMMO HaKaTb KHOMKY «[TpumeHums/CoxpaHume».
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4.4 MeHio «XpaHunuwa». CnyK6bl ¢painNoBbIX XpaHUAULY,
4.4.1 TNoameHio UHopmayusa no ycmpolicmey xpaHeHus. UHopmauma o nogKatoueHHbix USB-
ycTpoiicTBax

B AaHHOM MeHI0 AOCTyMNeH CMUCOK BCEX MOLK/IOYEHHbIX 3aMOMMHAIOWMX YCTPOMCTB. MpeaocTaBaseTcs
cnepyrowan MHGopmaLms:

Cnyx6a xpanenun / HHdopMauua no ycTpoiicTBY XpaHeHns

CnyxBa alinosLx XpaHWNNLLY NO3BONAET NETKO NONYYMTE ACCTYN K daiNoBoMy XpaHUIWLLY Yepes CeTk

| Mma pazpena | @aiinoeas cucrema | 06wmii 06bem | Henonbayewmbiii o6bem | Aeiicrene |

— Wmsa pazdena — nma yCTPOMNCTBA;

— @alinosas cucmema —Tnn $GanNoOBON CUCTEMDI;

— Unmount — pnsa 6e30nacHOro M3BneyeHuna ycTpoincTea HeobxoAMmo NpeaBapuUTeNbHO HaXKaTb AaHHYHO
KHOMKY.

4.4.2 TNoameHto Mons3osamenscKue akkayHmel. Hactpoiika nonb3oBateneii Samba

B AaHHOM meHto npouncxoaunT HaCTpOﬁKa YYETHbIX 3anucelt nonb3oBaTesei Samba.

Cepeuc xpaHeHna |/ MoNb20BaTENbCKHE AKKAYHTDI

Haxmure "Jobaeuts"/"YaanuTe" ANA HACTPOMKM NONL30BATENbCKIX GKKAYHTOB.

| ima nonbzoBatens | fomawnss nanka | Yyoanut |

| OobaeuTte || Yoanute |

[na nobasneHns 3anmucu HeOBXOAMMO Ha)KaTb KHOMKY «/Jobasums». Ana yaaneHvsa - ycTaHoBUTbL ¢aar
HanpoTMB TpebyemMoli 3anNncK B KONOHKe Remove 1 HaKaTb KHOMKY «Y0anums».

CepBiC xpaHeHna | Monb20BaTeNbCKHE AKKAYHTDbI

B nonsx HinKe BEEONTE MMA NONL30BATENA, NAP0IL U UMA TOMA HA KOTOPOM Ha KOTOPOM A0HKEH GbITh coznaH
KD[JHEEDH Karanor.

WMaA nonezoeatens:
Mapone:
MNoaTeepauTe napons:

Wma Toma:

| MpuMeHuTs/ CoXpanuTe |

— WmsA nons3osamesns — NOTVH ANa AOCTYNa K CETEBOMY pecypcy;

— laponb — naponb ANa A0CTyna K CeTeBOMY pecypcy;

— Todmeepoume naposab — NOATBEPKAEHWE NAPONA ANA A0CTYNa;

— WmAa moma — nyTb K ceTeBOMy pecypcy (MMA MNOAKNHOYEHHOro 3anoOMMHAIOLLEro YCTPOMCTBa
oTobpaxkaeTca Ha cTpaHuue «MHpopmayusa no ycmpolicmay XpaHeHUs»).
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4.5 MeHio «YnpaeneHue». YnpaBaeHue yCcTponucTsom

4.5.1 MoameHto Hacmpoiiku

4.5.1.1 MoameHo 3a800cKue Hacmpoliku. Bo3BpaT K HacTPOiiKam No YMOYAHUIO

MeHt0 No3BONAET BEPHYTLCA K HAaCTPOMKaM YCTPOMCTBA, YCTAHOBNEHHbIM MO YMOYaHWI0. YCTPOWCTBO Npw
aTOM byAeT nepesarpyKeHo.

Ynpaeneune [ Hacrpoiiku [ 3aBoackne HACTPoilKn

BoccTaHoBuTE BCe Ha-_—pcﬁr:u MapwpyTH3aTopa K 3aB04CKMM

BoccTaHoBuTE Ha(.T[JDﬁKlI no yMoN4YaHuH

/ Mpu BbINOAHEHUU AAHHOW OnNepaLumn Bce BbiNoAHEeHHble Bamu HacTpoiiku 6yayT yTpayeHbl.

Mo HaKaTUIO Ha KHOMKRY «BoccmaHogumes HACMPOUKU M0 YMOAYAHUK» NMPOUCXOAMUT cOPOC HaAcTpoeK K
3aBOACKMM. YCTPOMCTBO Npu 3Tom ByZeT nepesarpyKeHo.

4.5.2 MogmeHnto Jama u epemsa. HacTpoilkn cMcTeMHOro BpemeHu

Ynpaenenue [ [lata w BpemMa
HA 3T0ii CTPaHWLE MOMHO HACTPOMTE BPEMA Ha yCTpolicTee
¥ ABTOMATMUYECKW CHHXPOHWIWPOBETEL C CEPBWCOM BPEMEHM YEPES WHTEPHET

Nepeklit NTP-cepeep: Lpyroi ¥ |ntp.local

Bropoil NTP-cepeep: He Bribpad v
TpeTuii NTP-cepeep: He Bribpad v
YeTeepThiil NTP-cepeep: |He BuibpaH v
NATklid NTP-cepeep: He BhiOpaH v
Yacoeoli noAc: (GMT+03:00) Bonrorpag, Mockea, Cankr-Tetepbypr v

MpuMeHnT b/ CoXpaHnT

Bo Bknagke HaCTpanBaeTCA CUCTEMHOE BPpEMA Ha yCTpOVICTBe.

— ABmMoMamu4ecKu CUHXPOHU3UPOBAMSb C CEPBUCOM BPeMEeHU 4Yepe3 UHmMepHem — MpPU YCTAaHOBIEHHOM
¢dbnare Npom3BOANTb aBTOMATUYECKYH CUHXPOHMU3ALLMIO C MHTEPHET-CepBEPaMM TOYHOTO BPEMEHU;

— [epsvbili NTP-cepsep—BbI60OpP OCHOBHOIO CepBEpPa TOYHOIO BPEMEHMU;

— Bmopoli NTP-cepgep — BblbOp BTOPOro cepBepa TOYHOrO BPEMEHW, NONE — He UCMNo/b30BaTb
O0NONHUTE IbHbIE CepBepa;

— Tpemuii NTP-cepgep — BblbOp TpeTbero cepBepa TOYHOTO BPEMEHM, NOnNe — He WCMNo/b30BaTb
OO0NONHUTE IbHbIE CepBepa;

— Yemeepmeoili NTP-cepsep — BblIbOp 4eTBEPTOro cepBepa TOYHOTO BPEMEHM, NoOne — He WUCMO/b30BaTb
OONONHUTENIbHbIE CepBepa;

— Mameili NTP-cepsep — BblbOp NATOr0O  CepBepa TOYHOrO BPEMEHM, hone — He WCMNo/b30BaTb
OONONHUTENIbHbIE CepBepa;

— Yacosoli noac — yctaHOBKa 4acOBOro Nosica B COOTBETCTBUM C BCEMUPHbIM KOOPAMHALMOHHbBIM BPpEMEHEM
(uTC).
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Mpwu BbiGOpE B BbINagaloLwem CNUCKe cepBepoB 3HaueHua Jpyzoii cnpaBa CTaHET aKTUBHbIM
V OKHO ANA 3an0/IHEHUA, KyAa CeAyeT BPYUHYIO BBECTU agpec cepBepa TOUHOro BpeMeHM.

4.5.3 MogmeHto Ping. NMpoBepKa AOCTYNHOCTU CETEBbIX YCTPOMACTB

[aHHoe meHIo NpeAHasHaYeHo ANA NPOBEPKM AOCTYMHOCTU NOAKAIOYEHHbIX K MapLUpyTM3aTopy CeTeBbIX
YCTPOMCTB MPU MOMOLLM YTUAUTLI Ping.

Ynpaenenue | Ping

102.168.1.100

Fing || Traceroute

[na nNpoBepKn AOCTYNHOCTU MOAKAOYEHHOro YCTPOMCTBa HeobxoamMmo BBecTM ero IP-agpec B nose u
HaaTb KHOMKRY «Ping». Ana NpocMoTpa TPAaCcCUPOBKM MapLLpyTa HaXKMUTe KHONKY «TraceRoute». BoiBog, byaer
OCYLLECTB/IEH Ha AAHHOM CTpaHuLe web-KoHduUrypaTtopa.

Ynpaenenue | Ping

192,168.1.100

Ping || Traceroute

Traceroute finished

4.5.4 MoameHio Mapoau. Hactpoiika KOHTponA Aoctyna (ycTaHoB/eHMe naponei)

B AaHHOM MEHI0 OCYLLECTBAAETCA CMEeHa Napoas A1A A40CTyNa K YCTPOMCTBY.

Ynpaeneuue / MNaponu

BEEOMTE B NONA HWKe He Donee 16 CUMBONOE M HEXMUTE I'|-|plllIEHlI_l:;_."':E!'(paHlI_I:;" YTo6bl H3MEHUTE WK
C034aTb Naponk

(lpHMeyaHHe.: Mapoas HE MOXET COJePXETE NpobeTs!.

Crapelii napons:
Hoewlil napons:
ModTEEpOMTE Napos:

MpurennTs/ CoxpaHnTe

Ana cmeHsbl napona H606X0,CI,MMO BBECTU CyLLI,eCTBYIOLLI,Mﬁ naposib, 3aTem HOBbI naposab n noarsepanTb
ero.

[Na NPUHATUA N3MEHEHMI N COXpaHeHNA HeOBX0AMMO HaXKaTb KHONKY «TpumeHums/CoxpaHume».

4.5.5 MogmeHto CucmemHblii 3ypHaa. MPOCMOTP U HACTPOIKA CUCTEMHOIO KypHana

4.5.5.1 MoameHo KoHguzypayusa. HacTpoiika CUCTEMHOrO XKypHana

MeHI0 MCMONb3YeTCa AN1A HACTPOMKMU COBbITUI, NPOUCXOAALLMX Ha MapLIpyTU3aTope.
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¥YnpaeneHue [ CHCTeMHbIil XypHan [ Koudgmrypauua

B @KTMEWPOBEHHOM PEXWME NOMTMPOBAHWA CHCTEME BYAET 2anHCLIBaTh B Nor COBLITUA BLIGPAHHEIX TUNOE. YPOBEHE
[ETANU3aLMKM 03HAYEET, UTo BCe COBLITMA paBHele MNK Gonee BEICOKOrD YPoBHA BYAyT 2anucanel. OTobpaxaemeli
YPOBEHE 03HAUYAET, UTo BCe COBLITWA paBHele Wik Bonee BLICOKOrO YpoBHA ByayT oToBpameHsl. Ecni BeipaH pexum
"YaaneHHelil' unu '06a', To cobbmuA ByayT NOrTMPOBATLCA Ha 3adaHHelil IP-agpec v UDP-NopT yaaneHHoro cepeepa
NOrrMpoBaHuA. Ecnu BeiBpaH pexcum TlokaneHelid' nan '06a’, To cobbmua GyayT 2anucaHel BO BCTPOEHHYH) NaMATS.

BoifepuTe NoAXoAALLME HACTPORKKW W HEXMUTE TIPUMEHUT/ CoXpaHnTe', yToOkbl NPUMEHNTE HACTPOAKK CUCTEMHOMD
NOrTMpPOB@HKUA.

il\:,.ngeal_:_:bm ® OTHIHOUEH BrnroueH

YpoBEHb AETANULNN: OtnagouHele v
YPOEEHb OTODPEMEHNA: Owmnbka v
Pexum paboTel: TNokansHkIiR v
¥poeeHb coobLUeHwil, BeIBOAMMEX B KOHCONb Linwx (printk):| Ownbka v
Otnpaska coobweHnii o CMS B CUCTEMHEIR XypHan: * OTKNHOYeH BrnroueH

MpUMeHUTL/ CoXpaHnTL

CucmemHblli #ypHas — BKAOYEHUE/BbIKOUEHME CUCTEMHOTO XypHana(OTKoUYeH/BKatoueH);
YposeHb Oemanu3ayuu — YCTAHOBKA YPOBHA AeTanusauuu KypHana cobbitnit. Knaccudukauma
YPOBHEN Ba*KHOCTU B NMOPALKE CHUMKEHUA 3HAYUMOCTH:

— AeapuliHblli — aBapUnHbIN cny4dail;

— [llpedynpexcdeHue — TpPeBOra;

—  Kpumuyeckuli — Kputnyeckoe cobbiTue;

— OmnadoyHbie — yCTpaHeHWE HEMNONALOK;
YposeHb omobpaxeHus — YCTaHOBKA YPOBHS OTOOpaKeHMA BbIBOAMMbIX COOOLLEHUIA KypHana
cobbITUiA;
Pexcum pabomel — pexxnm paboTbl KypHana:

— JloKanbHbIli — MeCTHbIN (BCe CODObITUA BO3BPALLAOTCA Ha MapLpyTusaTop yepes bydepHyto

namsaThb);

— YpaneHHbI — yganeHHbIV (Bce cobbiTus Bo3BpaLatoTcs Ha cepep Syslog);

— 06a — paboTatoT 06a pexnma;

— USB-HakonuTenb —oTtnpasKa Ha USB-Hakonutens;
YpoeeHb coobuweHuli, 8biBoOUMbIX 8 KOHCOAb Linux (printk) — ycTaHOBKA YpPOBHA COOBLLEHWIA,
BbIBOAMMbIX B KOHCO/b Linux;
Omnpaska coobuweHuli om CMS 8 cucmemHbili HypHAA — BKAKOHYEHWE/BbIKIOYEHNE OTNpPaBKU
coobueHnit ot CMS B CUCTEMHbIN }KypHan.

Mpu BbIBOpE yaaneHHoro pexnma (Remote) 4OCTYMHbI CaeaytolimMe HacTPONKK:
IP adpec cepsepa — IP-agpec cepsepa Syslog, Ha KOTOPOM COXpaHAKTCA BCe COBbLITUS;
UDP-nniopm cepsepa — Homep nopta cepsepa Syslog.

ONA NPUHATUA U3MEHEHUI U COXPAHEHUA HEOBXOAMMO HaxKaTb KHOMKRY «[TpumeHums/CoxpaHums».

4.5.5.2 ToameHto MNMpocmomp. NMPOCMOTP CUCTEMHOTO }KypHana

MeHI0 CYXUT 418 MPOCMOTPA COObITUIN, MPOUCXOAALLMX Ha MapLIPyTM3aTope.

Ynpaenenue / ¥ypHan cobbimuii

| Nara/Bpema | Kateropua | YpoBeHb BaM(HOCTH | Cooﬁmeuhel

OBHOBMTE

O6HOBUTb MHDOPMALMIO MOXKHO KHOMNKON «O6HOBUMb Y.
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«

4.5.6 MoameHio O6Hosums I10. O6HosaeHue 10

Ona obHoBneHus MO Heobxogumo BblbpaTb ¢dan MO B cTpoke «Mmsa ¢palina [1O» (MCNONb3ys KHOMKY
Boeibepume ¢haiin» nnn «0630p») N HaxKaTb « O6HOBUMbY.

B npouecce 06HOB/NIEHUA He AONyCKaeTcAa OTK/AIo4YeHune NnuTaHua yCTpOﬁCTBa, nmbo ero nepesarpyskKa.

V Mpouecc 06HOBAEHMA MOXKET 3aHUMaTb HECKOJIbKO MUHYT, NOCNe Yero YCTPOMCTBO aBTOMaTUUECKM
nepesarpyaercs.

Ynpaenexnue [ ObuoBnenne Mo
LWar 1: Monyyute HoBLIA Qaiin no y Bawero npoeaiigepa.

LWar 2: BeeguTe nycTs Ao daiina obpaza B None HIKE WK HaKMUTe KHonKy "0620p" uTobel HaiTH W BEIBpaTs
caiin obpaza.

LWar 3: HaxmuTe "OBHOBUTE MO"
Mpumeuanme: Mpouecc oGHOBNEHMA 3afMET 2 MHHYTH W NOCNE YEro Ball MApLIPYTH3ATOP Nepe3arpyauTcA.
WMA daiina NO: | Bubepure daiin | ®aiin He BribpaH

OBHOBMTE

4.5.7 NMoameHio lMepe3zazpy3ka. MNepesarpysKa ycTpouncTea

Ynpaenenue | MNepezarpyzka
HamMuTe Ha KHOMKY HieKe, YTobl NepesarpysuTe MaplpyTusaTop.

Mepezarpyaute

Ons nepesarpysku ycTpolcTBa HeOBXOOMMO HaxKaTb Ha KHOMKy «[flepe3azpy3ums». Mepesarpyska

yCTpOVICTBa MOXET 3aHATb HECKOJ/IbKO MUHYT.
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CBMAETENBCTBO O NMPUEMKE U TAPAHTUU U3TOTOBUTENIA NTU-RG

ABOHEHTCKMI onTuyeckmuin TepmuHan NTU-RG 3aB. No
COOTBETCTBYET TpeboBaHMAM TeXHMYECKMX ycaosuint PMIT.465600.108TY 1 npu3HaH roaHbIM A1A 3KCnyaTaunm.

TpaHcnopTMpoBaHue 060pyA0BaHNA A0MKHO MPON3BOANUTLCA MO YCA0BUAM 5, XpaHeHue — no ycaosuam 1
no N'OCT 15150.

Mpegnpuatme-nsrotosutens 000 «Mpeanpuatne «I/ITEKC» rapaHTMpyeT coOTBeTCTBME abOHEHTCKOro
Wwnto3a TpeboBaHMAM TexHudeckux ycnosuii PMNT.465600.108TY npu cobnoaeHun notpebutenem ycnosuii

9KCNAyaTauunn, yCtaHOB/IEHHbIX B HAaCTOALWLEM PYKOBOACTBE.

lapaHTUIHBIN cpoK 1 roa. [laTa M3roToBAEHMSA YKa3aHa Ha YNaKoBKe.

U3penme He cooepXuUT gparoLueHHbIX MaTepmnanos.

AnpekTop npegnpmatma YepHukos A. H.
nognucb D.N.0.
HauvanbHuk OTK npegnpuAaTna UronmH C.U.
noanuco .1.0.
N3rotoButenn:

00O «Ilpeanpuatne «/ITEKC»
630020 r. HoBocmnbupck,

yn. OKpyxHasa, 29B
E-mail: eltex@eltex.nsk.ru

p OCTOPOXHO!
CpenaHo B Poccun M3NYYEHME NA3EPA
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