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Web-KoHPUrypatop WOP-12ac-LR

1 BBepeHwue

1.1 AHHOTaUMS

B HacTosiLLeM NpUNOXeHNM K PyKOBOACTBY MO 3KCNayaTaumm npmeegeHa MHopmaLmsa o coctase web-
nHTepderica ycTporicTBa, 06 OCHOBHbIX HaBblkaxX HaBUraLmmn No CTpaHLuam nHTepderica, npaBunax
KOHGUTYPUPOBaHUSA, MOHUTOPUHIA U CMeHe NPOorpaMMHOro obecneyeHns 6ecnpoBOAHON TOUKN
Apoctyna (B AanbHelweM MMEeHYeMOro YCTPOCTBOM).

Web-nHTepderic no3sonseT cagenatb ynpasfeHne yCTPorcTBOM bonee HarnsagHbIM 1 KOMPOpPTHbIM. C
nomoubto Web-mHTepderica BbINOAHSAETC KOHOUTYPUPOBaHME, MOHUTOPWHT, OTNajKa YCTPOMCTBA C
yAaneHHoro paboyero mecrta, ucnosb3ysa web-6paysep.

1.2 Uenesas aygutopus

Web-nHTepdeinc npegHasHauveH 415 TEXHUYECKOro nepcoHana, BblMOJHAOLEro HaCTPOWKy n
MOHUTOPWVHT yCTpoMcTBa nocpeacteoM Web-mHTepderica. Ksannprkaumsa TeXxHMYeckoro nepcoHana
npeAanonaraeT 3HaHVe OCHOB paboTbl cTekoB NpoTokosios TCP/IP, UDP/IP, npMHLMNOB NOCTPOEH S
NPOBOAHbLIX 1 6eCnpoBOAHbIX CeTel.

1.3 YcnoBHble 0603HayeHMda

MpymeyaHus u NpeaynpexaeHns

© [puMeyaHns cogepaT BaxKHY MHGOPMaLMIO, COBETbI NN PeKOMeHAaLuMm Mo NCMOb30BaHUIO
N HaCTpOIKe YCTPOKCTBaA.

© MpegynpexaeHns NHGOPMUPYIOT NONb30BaTeNs O CUTYaLUSIX, KOTOPble MOTYT HAHECTU BPej
NporpaMMHo-anmnapaTHOMy KOMIIeKCY, MPUBECTN K HEKOPPEKTHO paboTe cucTeMbl Uav notepe
AAHHBbIX.
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2 OnucaHve web-mHTepodeica

2.1 Ha4ano paboTbl
[na Hauana paboTbl HYXKHO MOAKNOUNTLCSA K YCTPOMCTBY Yepes web-6pay3ep:

1. OTkpoWTe web-6pay3ep (NporpaMmy-npocMoTpLLMK web-cTpaHuL), Hanpumep Firefox, Opera,
Chrome.

2. BBeauTe B agpecHol cTpoke 6pay3epa IP-agpec ycTpolicTaa.

© 3asogackoi IP-agpec ycTpoicTea: 192.168.1.10, macka nogcetn: 255.255.255.0

Mpun ycnewwHOM NOAKIOYEHM B OKHe 6pay3epa 0To6pasnTCca CTpaHuMLLa € 3aMpoCcoM MMeHN

noNb30BaTeNIA N Napon4d.
n.-( ) eL I ex
q.

Uszer Name

Password

Logon

1. BBeguTte 1M nonb3oBatens B cTpoke «User Name» 1 naponb B CTpOke «Password».

@ 3aBogckue yctaHoBkn: User Name: admin, Password: password.

2. HaxmuTe KHOrMKY «Logon». B okHe 6pay3epa oTKpoeTcs HayalbHas cTpaHuua web-koHburypaTopa
yCTpolicTBa.

2.2 CmeHa naposns

Ana cMeHbl Napons Ans nojkaoyeHns K web-koHdurypatopy yctpolicTBa B pasgene «Basic Settings»,

NYHKT «Provide Network Settings», B nonax «New Password» n «Confirm new password» BBeANTe HOBbIA
napo”b.
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p Provide Network Settings ...

These settings apply to this access point.

New Password

Confirm new password

2.3 dnemeHTbl web-koHpUrypaTopa

Ha puicyHke 1 npeacTaBneHbl 31eMeHTbl HaBUrauum web-koHbuUrypaTopa.

’

Ba=ic Setfings

Eltex Outdoor Wireless Access Point Log on

@......

minimal =z=1 =f
configuration
irformation needed to
==i up the access
point and =tart
wireless natworking as
de==cribed in the

P
M
-
M
X

| Provide basic settings

— » Review Description of this Access Point ...
{-{n]%1

These fi=lds show information specific to this aco=s= point.

Transmil/Pec=ive

Wireless Multice=t Forwandin Lig IP Sddre=s- 192 16B.15.47 mumbered zt=ps on
m MALC Addre=ss: AB:FO:4B:B4:2D:E0 Chis cage.
Firmwars Version: {Terxvuwaa sepemna Mo}
TSPEC Climnt Axsociati ion:
Rogue AP Detection CPU Usage: 12.40% DHCP server on the

network and do not
plan to use= on=, the
Tirst thing you must do
ater bringing vp the
access point is chang=
the Conneclion Type
from DHCP to Static
IP.

Memory Usage:

TSPEC Status and Statistics 133MB/248ME (53%)
TSPEC AP Stati=tics

Radio Statistics

Email Alert Status
b Device Information

Ethernet Settings

IPwis Tunnel

Scheduler Azsodation

VAP Minimal Signal
Faxt Bxs Transition

Wireless Multicast Forwarnding

MALC Authenticalion
Lowad Ealancing
Authentication

Management &CL

Bonfjour

-

Product Identifier: WLAN-EAP

Hardwar= Version: 23

Serin| Mumber : WP1T0D0021

Device Mame: Eltmx-a7

Device De=cription: WOP-12ac-LR:rew.B DC

b Provide Metwork Settings ...

These s=ttings apply to this sco=== point.

MNe=w Paszword | |

Confirm new pu:swnr\dl |

b Serial Settings ...

Saud Rate | 115200 ¥

b System Settings ...

Systam Nams  |WOP-1Zac-LR_rev_B_DC |

PncyHok 1 — SnemeHTbl HaBuraumm web-koHpurypatopa

To change the
Connaclion Tyg=, gz
bo the Ethernet
{Wired} Saftings tab.

More ...
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OKHO M0/1b30BaTeNbCKOrO HTepderica MOXHO YCI0BHO pa3AenTb Ha 3 YacTu:

1. Pa3genbl MeHIO HaCcTpoeK YCTPOMCTBA.
2. OCHOBHOE OKHO HacTpoek BblI6paHHOro pasgena.
3. CnpaBoyYHas nH$opmaLmsa No BblIbBpaHHOMY pa3jesny MeH!o.



3 MeHto «Basic Settings»

Web-KoHPUrypatop WOP-12ac-LR

B meHto «Basic Settings» oTobpaxkaeTcsi o0CHOBHast MHPOpPMaLMA 06 YCTPONCTBE, CeTeBble HAaCTPOWKN,
BepCcmsi NPOrpaMMHOro obecrneyeHus, cucteMHas MHpopmauus. BeinonHsaeTca cmeHa napons u

yCTaHoOBKa ckopocTy nopta Console.

IP Address:

MAC Address:
Firmware Version:
Uptime:

CPU Usage:

Memaory Usage:

D Review Description of this Access Point ...

These fields show information specific to this access point.

192.168.15.134
AB:F9:4B:B4:AE:BD
{Tekywaa gepcua Mo)

0 days, 0 hours, 1 minutes
7.60%

150MB/248MB (60%)

b Device Information

Product Identifier: WLAN-EAP
Hardware Version: 2v4

Serial Number : WP18000022
Device Name: Eltex-AP

Device Description: WOP-1Z2ac-LR irev.D

MNew Password

Confirm new password

B Provide Network Settings ...

These settings apply to this access point.

b Serial Settings ...

Baud Rate 115200 -

b System Settings ...

System Name WOP-1Z2ac-LR_rev_D
System Contact admin@example.com

System Location Default

Click "Update™ to save the new settings.

Review Description of this Access Point — B JaHHOM pa3gene NnpmMBoaMTCA MHGOPMaLMA O ceTeBbIX

HacTpowkax ycTponcrea 1 Bepcuu IMO.

+ IP Address — IP-afpec yCTPONCTBS;
* MAC Address — MAC-azpec yCTPOMCTBa;

 Firmware Version — Bepcusi NIporpaMmMHOro obecrneyeHus;
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+ Uptime — Bpemsl paboThl;
+ CPU Usage - cpesHVin ypOoBeHb 3arpysku rnpoueccopa 3a nocnegHme 10 cekyHa, %;
* Memory Usage - ncnonb3yemas pusnyeckas namstb yCTPONCTBA, %.

Device Information — ocHoBHasa nHpopmaLmsi 06 ycTponcTee.

* Product Identifier — naeHTNdMKaTOP YCTPONCTBA;

* Hardware Version — Bepcus annapaTHOro obecneyeHus;
+ Serial Number — cepyiiHbI HOMep YCTPOMNCTBS;

+ Device Name — cnctemMHoe MMs YCTPOWCTBa;

* Device Description — onucaHwe ycTporcTBa.

Provide Network Settings — B laHHOM pa3zene BbINONHALTCA CMeHa naponsa Ana goctyna kK web/CLI-
KOHPUrypaTopy yCTPONCTBA.

* New Password — HOBbIA Napo/ib;
+ Confirm new password — nogTBepXAeH1e HOBOro Napons.

Serial Settings — HacTpolikn nHTepdeiica Console.

* Baud Rate — ckopoCTb Nepesayn AaHHbIX Mo nHTepdeicy Console, 6UT/C, NPUHNMAET 3HAUEHUS:
9600; 19200; 38400; 57600; 115200.

System Settings — B pa3gene MOXHO BbINONHUTL CUCTEMHbIE HACTPOMKM YCTPONCTBA.

+ System Name - cnctemHoe NMS YCTPOMCTBS;
+ System Contact — KOHTaKTHas MHpopMaLUUa ANs CBA3M C aAMUHNCTPATOPOM;
+ System Location — nHbopMaLMA NO pasMeLleHNIo YCTPOMCTBaA.

[na coxpaHeHWA HacTpoek 1 06HOBAEHUA NHPOPMaLMKU HaXMUTe KHOMKY «Update».

10



4 MeHro «Status»
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B meHto «Status» npnBoAnTCA MHPOPMaLMa O COCTOAHUN NHTEPGENCOB YCTPOMCTBA, PerncTppyemMbix

Ha YCTPOICTBE COBLITUSAX, PAAMOOKPYXXEHWM N PajNOCTaTUCTUKE YCTPOIACTBA.

4.1 TMoameHto «Interfaces»

B AaHHOM pa3gene MOXHO y3HaTb MNOAPOBHYH NHGOPMALMIO O TEKYLLLEM COCTOSHUN MPOBOAHbIX

NHTepdencoB 1 HaCcTpoMKax 6ecnpoBOAHOM ceTu.

View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refresh

Wired Settings
Internal Interface
MAC Address

VLAN ID

IP Address

Subnet Mask

IPv6E Address

IPvE Address Status

IPvE Autoconfigured Global Addresses

IPv6 Link Local Address

(_Edit )

AB:F9:4B:16:67:60
1

192.168.15.25
255.255.255.0

IPvE-DNS-1

IPvE-DNS-2 B

DNS-1 172.16.0.250
DNS-2 172.16.0.100
Default Gatewsay 192.168.15.1
Show interfaces table

Wireless Settings (_Edit )
AeroScout™ Engine Communications Status down

Radio One

Status Off

MAC Address AB:F9:4B:16:67:60
Mode IEEE 802.11a/n/ac

Show interfaces table

Radio Two

Status

MAC Address

Mode

Show interfaces table

Radio Three

Status

MAC Address

Mode

Show interfaces table

Off
AB:F9:4B:156:67:68
IEEE 802.11a/n/ac

Off
AB:F9:4B:16:67:70
IEEE 802.11a/n/ac

SFP Settings
Link Status
SFP-module Status
Speed

up
on
1000M

11
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HacTpoiika npoBoAHbIX MHTepdencoB BbIMOHAETCA B MeHt0 «Manage — Ethernet Settings». HacTpolika
6ecnpoBogHOro nHTepderica BoinonHseTcs B «<Manage — Wireless Settings». Ana nepexosa B MEHIO
HaCTPOeK MOXHO HaXaTb CCbINKY «Edit» B COOTBETCTBYOLLLEM pa3jene.

Wired Settings — npuBognTCcs MHGOPMaLMA O TeKyLLLEM COCTOAHNN NPOBOAHbIX NHTEPdENCOoB:

* MAC Address — MAC-agpec ycTporcTBa Ha nHtepdeicax Ethernet;

* VLAN ID - Homep VLAN ans ynpasfieH1s YCTPOMCTBOM,;

* IP Address - IP-agpec ynpasfiieH/s yCTPOMCTBOM,;

* Subnet Mask — macka IPv4-ceTn ynpasneHus;

* IPv6 Address — IPv6-agpec ynpaB/ieH/s YyCTPOMCTBOM,;

* IPv6 Address Status — cTaTyc ctatnyeckoro IPvé-agpeca ycTpoOMCTBa, Ha3HaYE€HHOr O Ha
ynpasnsoLWmin UHTepdenc;

* IPv6 Autoconfigured Global Addresses — cnCOK CKOHPUIYPUPOBaHHbIX aBTOMaTNYeckun IPv6-
ajipecos;

* IPv6 Link Local Address — aBTOMaTU4eCKN CKOHPUIYpMPOBaHHLIN rnobanbHblin IPv6-agpec;

* IPv6-DNS-1 — appec nepsoro cepsepa DNS B IPv6-ceTu;

* IPv6-DNS-2 — appec BToporo cepsepa DNS B IPv6-ceTu;

* DNS-1 — agpec nepsoro cepsepa DNS B IPv4-ceTu;

* DNS-2 — apgpec BToporo cepsepa DNS B IPv4-ceTy;

+ Default Gateway — w03 N0 yMon4aHuto B IPv4-ceTu.

Show interfaces table — npuBoanTCa Tabnnua NHTepdencos:

* Interface — HasBaHWe nHTepdeinca T/,

+ Status - cTaTyc nHTepdeinca;

MAC Address — MAC-agpec nHtepoeica;

VLAN ID — ngeHtudukatop VLAN, ncrnonbsyembii Ha HTepdelice;
+ Name (SSID) — nmsi 6ecnpoBOAHOI CeTN.

Wireless Settings — nprBognTCca nHGopMaLmsA O TeKyLLLEM COCTOAHNIM 6eCrpOBOAHbIX MHTePECOoB:

« AeroScout™ Engine Communications Status — CTaTyC NoAJep>XKn npotokona AeroScout;

+ Status — cTaTyC COCTOAHMUSA pajmnonHTepderica;

* Radio One — cocTosiHMe paboTbl NepBoOro pagnonHTepderica;

* Radio Two — cocTosiHMe paboTbl BTOPOro paanonHTepdeinca;

* Radio Three — cocTosiHMe paboTbl TpeTbero pagonHTepdeinca;

* MAC Address — MAC-agpec pagnonHTepdeinca;

* Mode — pexunm paboTbl pagnonHTepderica;

*+ Channel - Homep 6ecnpoBoAHOro KaHana cornacHo 802.11, Ha koTopoM paboTaeT
paanonHTepdeic;

* Operational bandwidth — WpMHa NOM0OCkI, 3aHNMaeMor cnekTpPoMm paanouHTepderica, My,

+ Transmit Power Output — MOLLHOCTb 13/1y4YeHuUs, AbMm.

SFP Settings onuyuoHanbHo ToNbKO ana WOP-12ac-LR rev.D SFP n WOP-12ac-LR rev.D GPON - npunBoaunTca
NHPOpMaLMS O TekyLLeM COCTOAHMUM ONTUYeckoro nHtepdeiica:

* Link Status — cocTosiHMe paboTbl ONTUYeCKoro uHTepderica;

+ SFP-module Status — oTobpaaeT Hannume/otcyTcTeme SFP-moayns;
+ Temperature — TekyLasa Temnepartypa SFP-moayns;

+ Transceiver Supply Voltage — HanpsixxeHne nutaHus SFP-moayns;

* Laser Bias Current — TOK cMeLLleHUs na3epa SFP-moayns;

+ Transmit Power — MOLLIHOCTb U31yYeHUS;

* Receive Power — MOLLHOCTb Ha BXOZAe NpPrEeMHUKa;

12
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+ Speed - ckopoCTb Nepejayn JaHHbIX.

Ana obHoBneHNA NHPopmMaLmmM Ha CTPaHULLE HAXMUTe KHOMKY «Refresh».

4.2 TMopmeHto «Events»

B pasaene «Events» Bbl MOXeTe MOCMOTPETb XXYPHaA COBbITUM, MPONCXOAALLNX C YCTPOMCTBOM, a Takxe
nepeHanpaBuTb MHGOPMaLMIO O COBLITUSAX Ha CTOPOHHMIA SYSLOG-cepBep.

View events generated by this access point
|Dptions
- Enabled
Persistenc=
Disall=d
Severity Tr Relay Oplions
512 Rzlay Log Enmbled * Disable=d
Dimpti S— (B30 M. IR N
_-*""___h’:__' Ruezlay Hest NI DR MM XN I T M LN
-2l Hostname max 253 Characters)
lctick *Updat=" to Fumlsy Port (514 [Range: 1 - 65335, Defmult: 514)
Eave the nevw
[=tlings. Click “Update™ to save the new seitings.
Update Update
Events
Click "Re=fresh™ button to refresh the page.
Refre=h
Time= Setlings (NTP) Typ= Service Descripbion
Sep 28 2017 e A rimase e El s - i .
25.3:.00 o dman[13468] Config file 'mirror-config’ creat=d successfulky.
1};:::30-:3:;:9 nfo dman[1346] DHCP-client: Interface brirunk ip changed
Dmz 31 1558 N " T i e e . . e “ S e e A
17.00:35 nfo  dman]1246] DHCP-client: Interface brirunk cbisined l=as= on new address 192.168.15.47.
Dwc 31 1550 o hostapdli338T AP with MAC sddres= sB:T9:4b:b2:3c:54 and SSID Elbex(p])91 is detect=d on channe|
12:00:07 mie mestapdli=stl s
Dwmc 31 1550 Ao PostapdliE3E] AP weith MAC address aB:Po:4b:B0:43:73 and 5510 BRAS-Guest ix datected on
12:00:07 ®  MESEptlESI8l hannel 48
Dwmc 31 1550 fo hostapdliE3ET AF with MAC address aB:f5:4b:b0:43:72 and S5I0 Elbex-Guest is detected on channel
12:00:07 rim meslapdli=stl as

Options — B pa3gene BbINOJIHAETCS HACTPOiKa NapamMeTpPOoB XypHasa COOBLLEHNIA: ypOBEHb BaXXHOCTU 1
KOINYEeCTBO COOBLLEHWI, COXPAaHAEMbIX B SHEProHe3aBMCMMON NaMaTI YCTPOKCTBA.

* Persistence — BbI6Op cnocoba coxpaHeHNss MHPOPMALMOHHbBIX COOBLLEHNIA:

* Enabled — npu ycTaHOBKe AaHHOro $nara cobbITUS XypHana byayT COXpaHATLCSA B
3HeproHesaBNCMMOM NamMATY;

+ Disabled — npw ycTaHOBKe flaHHOro ¢nara cobbITUs XypHana byayT COXpaHATLCA B
3HeprosasncMmon namaTn. CoobLLeHVsA B S3Hepro3aBncMon NamMaTn 6yayT yAaaneHbl Npu
nepesarpyske CUCTeMbI.

+ Severity — ypOBeHb BaXXHOCTN COOBLLIEHNS, KOTOPOE HY>XHO COXPaHUTb B SHEProHe3aBUCUMON
namsaTn, onncaHve npuseseHo B Tabauue 1.
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Tabnuua 1 — YpPoBHU BaXXHOCTU COOBLLEHNI

YpoBeHb Tnn BaXXHOCTH
Co06LeHnI

0 YpesBblvaliHble
(emergency)

1 CurHanbl TpeBoru (alert)

2 Kputnueckne (critical)

3 OwwnboyHble (error)

4 MpeaynpexaeHuns
(warning)

5 YBegomneHus (notice)

6 NHbopmaLMOHHbIe
(informational)

7 OTnagouHble (debug)

OnucaHune

B cncTeme npousoLuna KpUTnyeckas oLwmnobka, cmctema MoxeT
paboTaTb HenpaBUALHO.

Heob6xo041M0 HeEMeA/leHHOe BMeLLaTe/IbCTBO B CUCTEMY.
B cucteme npousoLuna Kputnuyeckas owmnbka.
B cucteme npomzoluna owmnéka.

MpeaynpexaeHune, HeaBapuiiHoe CoobLLeHMe.

YBegoMIeHMe CUCTEMBI, HeaBapuiHOe coobLLeHe.

NHpopMaLMOHHbIe CO0BLLEHMS CUCTEMBI.

OTnajouHble COO6LLEHMA NPeAOCTaBNA0T NOb30BaTeNt0
MHPOPMaLMIO AN KOPPEKTHOM HAaCTPOMKN CUCTEMBI.

+ Depth — MakcMManbHoOe KOINYeCTBO COObLLeHM, KOTOpoe MOXeT 6bITb COXPaHEHO B
3Hepro3aBnCMMOW NaMATK, MO YMONYaHUIO A0 512 coobLyeHniA, NpUHNMaeT 3HadeHus 1-512. Mpn
npeBbILLIEeHN JaHHOI0 NOpora NPOMCXOAUT Nepe3anucb CO06LLEHNS, KOTOPOe XPaHNTCA B

cncremMe gonblile Bcex, HOBbIM.

KHonka «Update» ncnonb3yeTtcsa A1 COXPaHEHWS HacTpoek.

Relay Options — B laHHOM pa3gene BbIMOJIHAKTCA HACTPONKN OTNPaBKN MHPOPMALMOHHbBIX COObLLEHN

YCTPOWCTBaA Ha CTOPOHHU cepBep.

* Relay Log — BK/ltOUeHMe/BbIK/TIOYEHME OTMNPaBKN NHGOPMALIMOHHbIX COOBLLEHNI YCTPOICTBA Ha

CTOPOHHUIA cepBep:

* Enabled — npu yctaHOBNeHHOM ¢Jiare oTrnpaBKa BKIOYEH];
+ Disabled — npu yctaHOBNeHHOM ¢Jiare oTrnpaBKa OTK/IHOYEHa.
* Relay Host — agpec cepBepa, Ha KOTOPbI NepeHanpaBAsioTCsA COObLLEHNS;
* Relay Port - Homep nopTa (layer 4), Ha KOTOPbI NepeHanpPaBAATCA COO6LLEHNS, NPUHUMAET
3HaveHnA 1-65535, no ymonuaHuio — 514.

KHonka «Update» ncnonb3yeTtcsa A1 COXPaHEHWS HacTpoek.

Events — B JaHHOM pasjesie MOXHO MPOCMOTPETb CMUCOK MHPOPMALMOHHbIX COOBLLEHWIA B peanbHOM

BPEMEHU 1 cneaytoLLyto MHGOopMaLMIo:

+ Time Setting (NTP) — Bpems, Korga cobbiTve 6bi10 CreHepnupoBaHo;
+ Type — ypOBeHb BaXXHOCTN cObbITUSA, Tabnnua 4.1;
+ Service — IMSl Npouecca, CreHeppoBaBLLIero coobLleHue;

+ Description — onncaHne coobLeHus.

Ana obHoBneHVA nHpopmaumn B pasgene «Events» Haxxmute KHonky «Refresh».

Ana yaaneHnsa Bcex cOObLLEHUIA HaxXMuTe KHonKy «Clear All».
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4.3 TlMopgmeHto «Transmit/Receive»

Web-KoHPUrypatop WOP-12ac-LR

B pasaene «Transmit/Receive» oTobpaxatotcs rpadumkm cKopocTy nepefaHHOro/nonyyYeHHoro tpadurika
3a nocnegHvie 10 MUHYT, @ Tak Xe CTaTUCTMKA O KoIM4YecTBe nepefaHHOro/nonyyYeHHoro Tpaduka ¢

MOMEHTa BK/IIOYEHNA TOUKN 40CTYyNna.

Click “Re=fresh” bution to refresh the page.

Relr==h

24kBpE4
2Iwbpe-
15KDpE-
17KDpE<
14KDpES
12k pE-
10k pE-
TKopE
Sknps
2nnps

DkbpE ]

DkipE-
Dkirps4
Dkps
Dkps
Dknpsd
DkopE4
Dkopsd
Dkps
Dkps

Dkirps

DkbpE - v

=R
(=]

T
500

T
2:.00

View transmit and receive statistics for this access point

LAN TaiRx

e \
3.00 200 1:00 0:oa

WLAN Tx'Rx

¥ p——
3:.00 200 1:00 0:0a

OnucaHwue rpa¢pukoB "Transmit/Receive":

padumk LAN Tx/Rx noka3sblBaeT CKOPOCTb NepejaHHoOro/nony4yeHHoro tpaduka yepes Ethernet
NHTepdenc Toukun goctyna 3a nocnegHme 10 MUHYT. Fpadurk aBTomaTnyeckn obHoBasieTca Kaxable 30

CeKYHA,

Fpadumk WLAN Tx/Rx noka3sblBaeT CKOPOCTb NepejaHHOro/nonyvyeHHoro tpaduka yepes Radio
NHTepdencebl ToUKK JocTyna 3a nociegHme 10 MUHYT. Fpadurk aBToMaTnyeckn obHosnseTca kaxasle 30

CeKYHA,
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Transmit
Interface

LaM

isatapd
wilan0:vapl
wian0:vapl
wilan0:vap2
wilan0:vap3
wilan0:vapd
wilan0:wap5
wilan0:vapb
wlan0:vap?
wilani:vapl
wiani:vapl
wilani:vap2
wilani:vap3
wihanl:vapd
wlani:wvap5
wilanl:vapb
wlani:vap?
wilan2 vapl
wian2 vapl
wilan2 vap2
wilan? vap3
wilan2 vapd
wlan2 :wap5
wilan2 vapb
wlan2 vap?
wilanwds
wihanOwds1
wilanOwds2

whanOwds3

Total packets Total bytes Total drop packets Tetal drop bytes Errors

117850 13785705
o o
: :
: :
: :
:?IZIIIE ;3561294
: :
: :
: :
: :
: :
: :
: :
: :
: :
: :

1]

(=R = Y = N = T = IR = B = I = B = I = S = T = T = T = N = D = R = = R = I = R = N = = N = I = = ]

[=]

o

-

(=R =T =~ D = - D = = = - = - = - = - = - = R - D = T = T - = D = = ]

[=]

o

-

(= =T - =N =D = - = - = - = = = - D = - = - = -

(=]
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Receive

Interface Tokal packets Total bytes Total drop peckets Total drop bytes
LAM 430816 19EEQOS O 0

isatapd

wilan0:vap0

wilan0:vapl

wilan0:vap2
wilanl:vap3
wihanml:vapd
wilan0:vap5
wilan:vapb
wilan0:vap?
wilanl:vapl
wilanl:vapl
wilanl:vap2
wlani:vap3
wlani:vapS
wlani:vapb
wlani:vap?
wilanZ:vapl
wilam? vapl
wilan2:vap2
wilan2 :vap3

whanlivaps

wilan2 :vapS
wilan2 :vaphb
wilan2:vap?
wian0wdsD
wilanOwds1

wihanOwds2

(SRS = TR = T TR T = TR T = R T = T e T = TR = T = TR = TR = TR T = O T = TR e T = TR = TR = TR = TR = TR T = 1
(ST T TR T TR = T = TR = TR = T = T = T e TN = TR = T = TR = TR = TR = TR = O TR = Y TR = TR = AN = TR = Y = TR == T = T =
(ST ST TR = T TR = Y = TR = TR = T = T = T e T = TR = TN = TR = TR = TR = TR == O TR == Y = TR == T = TN = TR = T = TR = T = T
[ S TR = T = TR T = TR = T = R T = T e T = T = T = TR = TR = TR = TR = TR TR = U = T = T = A = TR = T = TR = T = T

wiamlwds3

Errors

(ST ST TR T = TR = T = R = T = TR TR = TR e TR = T = TR = T T = T = T = TR T = TR e T = T = T = T = |

Ana obHoBneHNA nHPopmaLmm HaxXMmUTe KHorky «Refresh».

OnuncaHune Tabnuubl «Transmit»:

Interface — nmsa nHTepodelica;
Total packets — KONNYECTBO YCNeELLIHO OTNPaB/IeHHbIX MakeToB;
Total bytes — KONMYeCTBO YyCMeLHO OTNPaB/eHHbIX 6alT;

Total drop packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX NPY OTMNPaBKe;

Total drop bytes — konn4yecTBo 63T, OTOPOLLEHHbBIX NPU OTMNPaBKe,;
Errors — Konn4yecTso OLWM6OK.

OnuncaHne Tabnuubl «Receivey:

Interface — nmsa nHTepodelica;
Total packets — KONNYECTBO YCNELLHO NOJlyYeHHbIX MNaKeToB;
Total bytes — KONMYeCTBO YCMELLIHO NONYYEHHbIX 6alT;

Total drop packets — KONMYECTBO NaKeTOB, OTEPOLLEHHbIX NPV NONYYEHNY;

Total drop bytes — konn4yecTBo 6aT, OTOPOLLEHHbIX NPU NONYYEHN U,
Errors — Konn4ecTso oLWN6OK.

Ana obHoBNeHNA nHPopmMaLmm HaxXMuUTe KHorky «Refresh».
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4.4 ToameHto «Wireless Multicast Forwarding Statistic»

B paszene «Wireless Multicast Forwarding Statistic» oTo6paxaeTcs ctatuctmka no pabote Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Intarface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0ivap0
wlanlivapl
wlanD:vap2
wlanO:vap3
wlan0:vapd
wlan0:vaps
wlan0:vap6g
wlanlivap?
wlanlivap0
wlanl:ivapl
wlani:vap2
wlanl:vap3
wlanl:vapd
wlanl:vap3
wlanlivapég
wlanlivap?
wilan2:vap0
wlan2:vapil
wlan2:vap2
wlanZ:vap3
wlan2:vap4
wlanzivap3d
wlan2:vapé
vlanZ:ivap?

IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
vlanD:vapl
wlanl:vapi
wlan0:vap2
vlanD:ivap3
wlan0:vap4
wlan0:vap3
wvlanl:vapb
wlanl:vap?
wlani:vap0
wlanlivapl
wlani:vap2
wlani:vaps
wlanlivapsd
wlani:vap3
wlani:vaps
wlanlivap?
wlanz:vapl
wlan2:vapl
wlan2:ivap2
wlanz:vap3
wlanz2:vap4
wlan2ivapd
wlan2:vapb
wlanz:vap?

Multicast-Group
Interface Multicast-Group Stations Packests
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OnuncaHune Tabnuuebl «Transmit/Receive Statistics»:

* Interface — nms HTepodelica;

* Mcast-Data-Frames — konuyectso multicast-kagpoB, MPUHATLIX KNMEHTaMu;

* Mcast-Data-Fwd — konn4yectBo multicast-kagpoB, NoNyYeHHbIX TOUKOW AOCTYNa;

* Mcast-Data-Flooded — konn4yecTtBo multicast-kagpoB, OTNpaBieHHbIX Ha BCe MOpThl;
* Mcast-Data-Sentup — Konn4yecTBo oTnpasaeHHbIX multicast-kagpos;

* Mcast-Data-Dropped — konu4yecTBo oTHpOLLEHHbIX multicast-kagpos.

OnuncaHmne Tabnunubl «/GMP Statictics»:

* Interface — nms HTepodelica;

* Igmp-Frames — konnyecTtBo IGMP-KagpoB, NPUHATBLIX KIMEeHTaMy;

* Igmp-Frames-Fwd - konnyectBo IGMP-kagpoB, Nosy4YeHHbIX TOYKOM J0CTYNa;

* Igmp-Frames-Sentup — konnyectso IGMP-kaapoB, oTrpaBfeHHbIX Ha BCe NOPThI;

*+ Mfdb-Cache-Hits — kon4ecTBO NakeToB, OTMNPaB/IEHHbIX Ha U3BECTHbIN multicast-agpec;

+ Mfdb-Cache-Misses — KONMYeCTBO NakeTOB, OTNPaB/IEHHbIX Ha HEM3BECTHbIN multicast-agpec.

OnwucaHune Tabnunubl «<Multicast-Group»:

* Interface — nms HTepoderica;

* Multicast-Group - IP-agpec multicast-rpynnei;

+ Stations mac — agpec knveHTa multicast-rpynnei;

* Packets — KONMYeCTBO NPUHATLIX NaKeToB KAneHTamu multicast-rpynnbi.

4.5 TMoameHto «Client Associations»

B pa3gene «Client Associations» oTobpaxkaeTcs MHPOPMaLMA O NOAKNHOYEHHbIX KIMEHTaX K Touke
A0CTyNa U CTaTUCTUKa NepesaHHOro/noslydeHHoro Tpadurka no Kaxaomy KaneHTy.

View list of currently associated client stations

Click "Refresh” button to refresh the page.
| Refresh |

Total Number of Associated Clients 4

SSID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wlanivapl) 90:18:7c:21:c2:e§ 192.168.40.229 android-9aeld3a8fdc8753d 00:00:09 -54 dBm 38 dB -92 dBm 100% 100% 100% Yes
Eltex-Local (wlanivapl) 94:53:30:05:6c:d5 192.168.40.127 LAFTOP-UDGPM1AS 00:02:12 -65 dBm 27 dB -92 dBm 73% 15% 65% Yes
Eltex-Guest (wlanlvap2) d0:17:c2:0d:c6:ea 192.168.41.105 00:00:03 -65 dBm 27 dB& -92 dBm 100% 100% 90% Yes

Eltex-Guest (wlanlvap2) 1c:b7:2c:43:9b:d3  192.168.41.130 android-6355bfb78ebd944b 00:00:17 -66 dBm 26 dB -92 dBm 100% 100% Mot supported Yes

+ SSID - nmsa 6ecnpoBOAHOro NHTepdenca n NMs BUPTYyaslbHOM TOUKM JOCTYrNa Ha nHTepdeiice, K
KOTOPOW NoAKNtoYeH KnneHT. Hanpumep, 3anncb wlanOvap2 o3Ha4vaeT, uUTo KneHT cBA3aH ¢ Radio
1 BUpTYanbHoM Toukon goctyna VAP2; 3anncb wlan1 o3HauaeT, 4To KineHT ceasaH ¢ VAPO Ha
Radio2;

+ Station — MAC-agpec K1VeHTa;

* IP Address - IP-agpec KnneHTa;

* Hostname - ceTeBO€e MMS YCTPOMCTBA, 3a4aeTcsa CTpoka 1-63 CMMBONOB: IaTUHCKWeE 3arnaBHble U
CTOYUHbIe 6YKBbI, LUPpPbI, 3HaK AedunC «-» (Aednc He MOXeT 6bITb MNOC/IeAHNM CIMBOJIOM B IMEHW);

* Uptime — NpofO/IKNTENBbHOCTL CECCUN KITNEHTa;

* RSSI/ — ypoBeHb CUTHasa OT KINEHTS;

* SNR — ypoBeHb OTHOLLEHWNA CUTHaN/LLYM OT KINEHT3;
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* Noise — ypoBeHb LLUYyMa;
+ Link Quality — napameTp, KOTOpPbI OTOBpaXkaeT COCTOAHME NIHKA A0 KANEHTa, pacCYMTaHHbIA Ha

Web-KoHPUrypatop WOP-12ac-LR

OCHOBAaHWW KONNYeCTBa PETPAHCMUTOB NakeToB, OTMPAB/EHHbIX KMeHTY. MakcMManbHoe
3HaueHne — 100% (Bce nepesaHHble NakeTbl OTNPABUANCE C MePBOA MOMbITKA), MUHUMaNbHOE

3HaveHue — 0% (HX oAMH NakeT A0 KAMEeHTa He 6bla yCneLHOo OTNpaB/ieH);
* Rate Quality — napameTp, KOTOPbI OTO6pPaXxaeT COCTOSIHVE NINHKA [0 KJINEHTA, PaCCUUTAHHbIA Ha

OCHOBaHWMK KOMYeCTBa PETPAHCMNTOB MNakeToB, OTNPaBNE€HHbIX KTTNEHTY, A4 MOAYNALINN,

KOTOpasi UCNob3yeTcs B JaHHbIA MOMeHT. MakcrManbHoe 3HaveHne — 100% (Bce nepesaHHble
nakeTbl Ha AaHHO MOAYNALMN OTNPABUANCE C MEePBO MNOMbITKA), MUHUMaNbHOE 3HaYeHue- 0%

(HV 0AMH MakeT Ha AaHHOM MOAYNALMN A0 K/IeHTa He Obl/1 yCreLlHO OTApaBeH);
* Link Capacity — napameTp, KOTOpbIi 0TobpaxaeT 3¢ PeKTUBHOCTb NCNONb30BaHUNSA TOYKOW A0CTYMa
MOAYNALMM Ha Nepegady. PaccunTbiBaeTca NCXOAA U3 KONNYECTBa NakeToB, NepeAaHHbIX Ha
KaXZAoM MOAYNSALNN A0 KINEHTa,VN NOHMXaLWMX Ko3ddunumeHToB. MakcManbHoe 3Ha4veHe-
100% (03Ha4aeT, 4YTo BCe MakeTbl NepesatoTCs A0 KAMEeHTa Ha MaKCMManbHOM MOAYNSLIAN ANS
MaKCVMaNbHOro TUMa Nss, NoAAEPXMBAEMOro KNeHTOM). MUMHUManbHoe 3HayeHne- 2% (B

c/lyyae, Korga nakeTbl nepeAaroTcs Ha Moaynsauum nssTmes0 Ans KnineHTa ¢ nogaepxkon MIMO

3x3). Anst KINEHTOB, NOAKNOUYEHHbIX 6e3 ncnonb3osaHua AMPDU, napameTp He NojAepXnBaeTcs.

+ Status — cTaTyc aBTOpM3aLUY;

View list of currently associated client stations

Click "Refresh” button to refresh the page.

| Refresh |

Total Number of Associated Clients 13

Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan0)
Eltex-Local (wlan1)
Eltex-Local (wlan1)
Eltex-Local (wlan1)
Eltex-Local (wlan1)

Eltex-Local (wlan1)

Eltex-Guest (wlanivapl)

Station

70:70:0d:d9:b0:2b

IP Address

192.168.40.169

Hostname

iPhoneviktoria2

Uptime RSSI SNR Noise

00:00:

00 -77 15dB -92 dBm

Link Quality Rate Quality Link Capasity Status

100%

[N S TSR =

MAC:

a1D:

S5ID:
Mode:
R55I:
WLAM:
Tx actual rate:

Tx/Rx Packets:

|T%/Rx Drop Packets:

70:70:0d:d9:b0:2b
g

Eltex-Local
802.11ac

-77

1438

1

203/176
0/0

Connection time:
Bandwidth:

PS Mode:

Auth Mode:
Encryption:
Listen Interval:
Rx actual rate:

00:00:00
20MHz

on

WPAZ
AES-CCMP
20

0

-

m

T T I T I I L T L I

Tx/Rx Bytes: 83211/17792

Tx/Rx Drop Bytes: 0/0

Tx/Rx Rate: 130/86.7 Mbps

Tx/Rx Statistics:
MCS Bx Pkts Tx Pkts Tx Succ Pkts Tx Retries Tx Pericd Retries
1lmbps a a a 0.0% 0.0%
Zmbps a a a 0.0% 0.0%
smbps5 0 0 0 0.0% 0.0%
embps a a a 0.0% 0.0%
.......... | e e e e e e e e e e e e e e e e e e e e e e e e e e eee—eaan
Smbps a a a 0.0% 0.0%
11mbrns a a a 0 ns 0 ns i

Mot supported Mot supported

Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported
Mot supported

Mot supported

Authorized

* MAC - MAC-agpec KnneHTa;

*+ AID = yHMKanbHbIN NAeHTUOUKATOP NOAKIOUEHNS;
+ SSID — M$A ceTn K KOTOPOW MOAKIOYEH KIVNEHT;
* Mode - ctaHgapT IEEE 802.11, B KOTOPOM paboTaeT KANEeHT;
* RSSI/ - ypoBeHb CUTHasna OT KJINeHT3;
* VLAN - Homep VLAN BMpTyanbHOM TOUKM JOCTYN3;
+ Tx actual rate — TeKyLLLaa CKOPOCTb Nepefayn 4aHHbIX B CTOPOHY KAMEHTa, B KOUT/C;
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Tx/Rx Packets — KONIN4YeCTBO NepeAaHHbIX U MPUHATBLIX MaKeToB OT K/INEHT3;

Tx/Rx Drop Packets — Konn4ecTBO OTOPOLUEHHbIX NakeToB B ABYX HanpaBneHusx (Ha nepegady u
npuem COOTBETCTBEHHO);

Tx/Rx Bytes — KoinyecTBO NepesaHHON N NPUHATON MHPOPMALIML OT KJINEHTa, B banTax;
Tx/Rx Drop Packets — konn4ecTBo oT6poLLeHHO MHGopMaLuum B ABYX HanpasaeHusaX (Ha
nepegady v Nnpmem COOTBETCTBEHHO), B baiTax;

Tx/Rx Rate — KaHa/NlbHaa CKOPOCTb B AiBYX HanpasieHusx, 8 MouT/c;

Connection time — NPOAO/IKNTENILHOCTL CeCccUw;

Bandwidth — wprHa nosockl, B KOTOPOM paboTaeT KAneHT, Mru;

PS Mode — pexxnm "CoH": 0 = KNNEeHT akTUBeH, T — K/INEHT HaXoAMTCA B "CsLLEeM” pexnme;
Auth Mode - Tn 6e3onacHocTy;

Encryption — Tnn wn¢$poBaHus;

Listen Interval — konnyecTtBo beacon frame-0B, crycTa KOTOpbIE KNEHT JOMXKEH MPOBEPUTL
Hanuume ans Hero Tpadurka Tpaduka (B cnydae pexmnma "Con");

Rx actual rate — TekyLLas CKOPOCTb MepeAayn fJaHHbIX B CTOPOHY TOUKN JOCTYNa, B KOBUT/C;
MCS - moaynauus;

Rx Pkts — KOINYEeCTBO MPUHATLIX OT KNMEHTa NaKeTOB Ha KaXAou MOAYNALUN;

Tx Pkts — KONN4YeCcTBO NepesaHHbIX KINEHTY MakeToB Ha KaXXAor MOAYNALMN;

Tx Succ Pkts — KONNYECTBO yCMNeLHO NnepeAaHHbIX KIVEHTY NakeTos;

Tx Retries — KONNYeCTBO NPOAYONMPOBaHHbIX MAaKeTOB B CTOPOHY K/NEHTa, B %;

Tx Period Retries = KONM4YeCcTBO NOBTOPHO OTMNPAaB/IEHHbIX MAKeTOB 3a nNocieaHuii nepurog, (10
cekyHz), B%.

Ana obHoBneHNA nHPopmaumm Ha CTpaHULe HaxmMmnTe KHomnky «Refreshy.

4.6 TMoameHto «TSPEC Client Associations»

B pa3gene «TSPEC Client Associations» oTobpaxaeTcs MHPopMaLnsa 0 KNNEeHTCKMX JaHHbIX TSPEC
nepefaHHbIX U MOAYYEeHHbIX C MOMOLLIbIO 3TOM TOUKM JOCTYyNa.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
Refresh

Status

Network Station TS Identifier Access Category Direction User Priority Med Time E Usage VAP MAC A SSI1D
Statishics
Network Station TS Identifier Access Category Direction From Station To Station

Packets Bytes Packets Bytes

Network — nms 6ecnpoBOAHOro HTepdelica 1 NMs BUPTYyasIbHOW TOUKM A0CTYMNa Ha NHTepdeiice,
K KOTOPOW NOAKIOYEH K1neHT. Hanpumep, 3anncb wlanOvap2 03HayvaeT, UTo KNEeHT CBS3aH C
Radio1 BupTyanbHon Toukon goctyna VAP2; 3anncb wlan1 o3HauaeT, 4to KimeHT ceasaH ¢ VAPO Ha
Radio2;

Station — MAC-agpec KnneHTa;

TS Identifier — TSPEC naeHTudumkaTop notoka Tpaduka (range 0-7);

Access Category — kaTteropus goctyna (voice nnu video);

Direction — HanpaBneHune Tpaduka (uplink/downlink);

User Priority — NpyoOpUTET Mo/ib30BaTeNs;

Medium Time — cpeaHee BpeMsi, KOTOpoe NOTOK Tpadurka 3aHNMAET cpesy nepesauu;

Excess Usage Events — KONM4eCTBO BPeMeHW, KOrja KNeHT NpeBbICUA CPeAHUIA CPOK Nepeaayn;
Vap — HOMep BUPTYyanbHOW TOUKN AOCTYNa;
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* Mac Address — MAC-agpec TOUKM JOCTyNa;
+ SSID - nmsA 6ecnpoBOAHOM CeTu;
* From Station — nHpopmMaLmsa o Tpadurke, KOTOPLIV NepeaaeTcs OT 6ecNpPoBOAHOrO KANEHTa K ToUke

A0CTYNa;

Web-KoHPUrypatop WOP-12ac-LR

+ To Station — oTobpaxaeTcs Hopmaunsa o Tpadumke, KOTOPbIA NepesaeTcs OT TOUKM JOCTyNa K

KNNEeHTY:

* Packets — KONMYeCTBO NepesaHHbIX NaKeTOB;

* Bytes — konn4ecTBO NepeAaHHbIX 6ANT,;

* Drop Packets — konn4ecTBo OTOPOLLEHHbIX MaKeToB;

* Drop Bytes — Konnm4yecTBO OTOPOLLEHHbIX 6ANT.

Ana obHoBneHNA NHPopMaLMmM Ha CTPaHULLE HAXMUTe KHOMKY «Refresh».

4.7 NMopmeHto «Rogue AP Detection»

B AaHHOM NOAMEHI0 0ToBpaXxaeTcs MHPopMauus 060 BCex 6eCNPOBOAHbBIX TOUKAX A4OCTYNa, KOTOPble
YCTPOWCTBO AeTeKTUpYyeT BOKPYr cebsi.

View Rogue AP Detection

Click "Refresh”™ button to refresh the page.
Refre=h

4P Detection for Radio 1

r Radio 2

47 Defi=ction for Radio 3

Click "Update” to save the new s=tings.

Updsate

Debected Rogue AP List

Disabled

Disabled

Disabled

Mction MAC

Save Known AP List ko & file

Save

Import Knewn AP List frem a file

M=rge
SuG2pHTE D3AN | Paen re cwbpas

Import

Radic Beacon Int. Type SSID

Privacy WPA Band

[SandWidth]

Channel Blocks Signal Beacons Last Beacon

Click "D=lete old” to del=te old entrizs from Debected Rogue AR List

Dmlmbm Oid
Action  MAC Radiz Bamscen Int Type SSID Privacy WPA Band [Cg::;\f.llidth] Charnel Blogks Sigral S=acons Last Bzacon Ratzs

Grant | 28:72-45:80:24:5F wiarl 100 AP [Mor Brosdeasting) arr orr s 35 [50] :w-48 gl 1 FriDec 31 12:00-05 199€ 6.5,12,15,24,35 43,5¢

Grant | 28:72:45:00:22:b1 wianl 100 AP 0000000001 On on = 38 [50] 35-48 4l 1 i Daz 3

Grant | =0:82:23:70:24:00 wiarl 100 AP  BRNL_ATK_SSAF_WIFI Of orr s 35 [50] -8 gl 1 i D

Grant | =0: :70:84:01 wland 100 AR 3;;\45:1-_;_53%_-.’;:2_ On On 5 36 [BO] 3E-48 4l 2

Grant | =0:05:23:70:94:02 wian 100 &P ?E‘;‘:——j‘_'“—553‘=—“::' om Om 5 35 [50] -2 g4l 1

Grant | 28:/2:45:80:33:30 wianl 100 AP 00O0_cportal On on = 38 [50] 35-48 4l I FriDec 31 12:00:05 199¢ 6,9,12,18,24,36,43,54
Known AP List

Channel

Rale==

Ana obHoBNeHNA NHPoOpMaL M HAXMUTE KHOTKY «Refresh».

* AP Detection for Radio 1..3 — Bk/ltoUeHWe AeTeKTMPOBaHUS CTOPOHHUX ToYek AocTyna B $oHe ans
Radio 1, Radio 2, Radio 3.

KHonka «Update» ncnonb3yeTtcsa A1 COXPaHEHWS HacTpoek.

Detected Rogue AP List — B pasgene npmnsoantca nHpopmaums 060 Bcex 6ecnpoBOAHbIX TOUKAX
A0CTYrNa, KOTOpble YCTPOICTBO AeTeKTMPYyeT BOKPYr cebs.
KHonka «Delete Old» ncnonb3yeTtca Ans yaaneHus 3anmcer 0 HeakTUBHbIX YCTPOMNCTBaX B

PaAVIOOKPYXEHUW.
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Action — ec/iv TOUKa AOCTYNa HAXOAMTCA B CMINCKE 0BHAPYXXEHHbIX, TO HaXaTune KHonku «Grant»
nepeHeceT ee B CMNCOK JOBEPEHHbIX ToUek AocTyna. Ecnm Touka gocTyna HaxoanTcs B Crivcke

AOBEepEeHHbIX, TO HaxaTne KHomku «Delete» nepeBeseT ee B CNNCOK 0O6HAPYXXEHHbIX TOUeK J0CTyna;

MAC - MAC-agpec TOYKM A0CTYNa;
Radio — ncnonb3yemblin pagnonHTepdenc;
Beacon Int. — nHTepBan NOCbIIKM Beacon-nakeTa TOUKOM JOCTYN3;
Type — TN 06Hapy>XeHHOro yCTPOonCTBa:
+ AP — Tou4ka focTtyna;
* Ad hoc - aeueHTpann30BaHHOE KIVEHTCKOe YCTPONCTBO;
SSID — nmsa 6ecnpoBOAHON CeTu;
Privacy — cTatyc paboTbl pexvmMa 6e30nacHoCTM TOUKM JocTyna:
* On — pexvmM 6e30MacHOCTN BbIK/HOYEH,;
*+ Off — pexxum 6e30MacHOCTN BK/IHOYEH,;
WPA - cocTosiHne windpoBaHus WPA: BbIKNHOUEHO | |, BK/IOYEHO |
Band — 4acTOTHbIN cnekTp paboTbl TOUkM goctyna: 2.4 Ty vnn 5Ty,
Channel[BandWidth] — ncnonb3yemblii YacTOTHbIV KaHan U LWMPUHA NOJIOCHI;
ChannelBlocks - grana3oH kaHanoB., KoTopble 3aHUMaeT T/,
Signal — ypoBeHb CUrHana, NpUHMMaemMblli OT TOUKW gocTyna. [Mpn HaBeAeHNU yKa3aTens Ha
rpapuyeckoe n3obpaxeHne CUrHana BCnbIBalOT YNC/IEHHbIE MOKa3aTenn 3Toro CUrHana;
Beacons — obLuee uncsio Beacon-nakeToB, NPUHATBLIX OT TOUKM JOCTyNa ¢ MOMEHTa ee
o6HapyXeHwus;
Last Beacon — faTa v Bpems rpmema rnocnegHero Beacon-nakera oT TOYKU AOCTYNa;
Rates — cNMCcoK KaHaNbHbIX CKOPOCTeN, NoAAepXVBaeMblX JAHHOW TOYKOW JOCTYyra.

Known AP List - B Tabnuvue NnpuBOANTCHA CMNCOK JOBEPEHHbBIX TOYEK AOCTyna.

Save Known AP List to a file - B faHHOM pa3gene BbINONHAGTCA cOXpaHeHMe cnuncka «<Known AP List» B

darin. Ina coxpaHeHUs HaXXMUTE KHOTKY «Saver.

Import Known AP List from a file — B gaHHOM pa3gene BbinonHaeTcs 3arpyska cnncka «Known AP List» 13
davina.

* Replace - npu MnopTe Cnrcka JOBEPEHHbIX TOUeK JOCTyNa MMMOPTUPYEMbI CMNCOK MOAHOCTBIO

Ana 3arpy3kun darina HaXXMUTE KHOMKY «BblbepuTe gari/i», ykaxmnTe $ain, KOTOPbIr HY>XHO 3arpy3mnTb 1

3aMEeHUT TeKYLLMIA CNINCOK JOBEPEHHbIX TOYEK AOCTYNa;
Merge — npu nMnopTe CnNncka JoBePEHHbIX TOYeK A0CTyna AoBepeHHble TOUKM A0CTyna 13

MMMNOPTUPYEMOro cnncka byayT fobaBneHbl K TOYKaM AOCTYNa, HAXOAALLMMCS B UMMOPTUPYEMOM

cnmcke B ﬂ,aHHbII7I MOMEHT BPEMEHN.

HaXXMUTe KHOMKY «/mport».

23



Web-KoHPUrypatop WOP-12ac-LR

4.8 TMoameHto «TSPEC Status and Statistics»

B ZaHHOM MoAMeHI0 oTo6paxaeTcst MHPopMaLMs o Tspec ceccusix Ha paamo nHTepdencax.

View TSPEC Status and Statistics
Click "Refresh” button to refresh the page.
Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 ] 0 0

wlan0 Background down 0 1] 0 0

wlan0 Voice down 1) 0 0 0

wlano Video down 0 0 o 0

wlan1 Best Effort down 0 o 0 0

wlan1 Background down 0 1] 0 0

wlani Voice down 0 0 0 0

wlanl Video down 0 0 1] 0

VAP Status

wlan0:vap0 Best Effort dawn Li] o 0 0
Background down i) o 0 o
Voice down o o 1] o]
Video down o o 0 v}

wlan0:vapl Best Effort down 0 (1] 0 0
Background down o o 0 0
Voice daown o i} o 0
Video down o o 0 0

wlanO:vap2 Best Effort down ] ] 0 0
Background down 0 ] 0 0
Voice daown o 0 o 0
Video down 1) 0 0 0

wlan0:vap3 Best Effort down 0 (1] 0 0
Background down 0 0 0 0
Voice down 0 1] 0 0

* Interface — nmsa NHTepodeinca;

+ Access Category — kaTeropusi goctyna (voice, video, BE, BK);

+ Status — cocTosiHMe ceccuy;

* Active TS — KONMYECTBO TEKYLLMX aKTUBHbIX MOTOKOB TpaduKa;

« TS Clients — KONNYECTBO K/INEHTOB;

* Medium Time Admitted — cpegHee Bpems, KOTOpoe NoToK Tpadurka 3aHMaeT cpeay nepeayu;
* Medium Time Unallocated — BpeMsa NpOCTOS NON0ChI B AAHHOW KaTeropuu.
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4.9 TMopmeHto «TSPEC AP Statistics»

B pasaene «TSPEC AP Statistics» oTobpaxaeTcs cTaTUCTMKa NO KOMYeCTBY NepefaHHOro/ nojy4YyeHHoro
notokoB Tpadwuka (Voice, Video, BE, BK).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refresh
TSPEC Statistics Summary for Voice ACM
Total Voice TS Accepted 0
Tot

Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM

Total video TS Accepted 0
Totzl Video TS Rejected 0
TSPEC Statistics Summary for Best Effort ACM

Total Best Effort TS Accepted 0
Totzl Best Effort TS Rejected 0
TSPEC Statistics Summary for Background ACM

Total Background TS Accepted 0
Totzl Background TS Rejected 0

* TSPEC Statistics Summary for Voice ACM — o6Luee KONMYeCcTBO MPUHATBIX N OTKIOHEHHbIX MOTOKOB
Tpaduka kateropuu Voise;

* TSPEC Statistics Summary for Video ACM — obLuee KONMYeCcTBO NPUHSATLIX N OTKIOHEHHbIX MOTOKOB
Tpaduka kateropum Video;

* TSPEC Statistics Summary for Best effort ACM — obLLee KOIMYeCTBO NPUHSATLIX N OTKIOHEHHbIX
noTokoB Tpaduka kaTeropum BE;

+ TSPEC Statistics Summary for Background ACM — obLee KONn4ecTBO NPUHATBIX U OTK/IOHEHHbIX
NoTOKOB Tpaduka kaTeropum BK.

410 MNopameHto «Radio Statistics»

B pa3zene «Radio Statistics» oTobpaxaeTcs NoApo6Has CTaTUCTLKA MO KOMYECTBY nepesaHHOro/
nony4eHHoro Tpadurka, NakeToBs, KAZPOB 1 APYroro A1 Kaxzaoro pagnonHtepdeiica.
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View Radio Statistics

Click "Refresh™ button to refresh the page.

Refrash

® Radio 1 Radio 2 Radic 3

WLAN Packets Received:
WLAN Packets Transmitted: 433 WLAN Bytes Transmitted:
WLAMN Packets Receive Dropped: WLAN Bytes Receive Dropped:

a WLAN Bytes Received:

3

0]
WLAN Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped:

0]

0]

10937

Fragments Received: Fragments Transmitted:
Multicast Frames Received: Multicast Frames Transmitted:

Duplicate Frame Count: 448 Failed Transmit Count;

Transmit Retry Count: a Multiple Retry Count:
RTS Success Count: 0 RTS Failure Count:
ACK Failure Count: 0 FCS Error Count: 45

[ T e s Y s T T T o Y o B I
-~
o
o

Transmitted Frame Count: 3705 WEP Undecryptable Count:

WLAN Packets Received — konnuectso nHpopmaumm (nakeToB) NOSyHEHHbIX Yepe3 pajmo
NHTepdeinc;

WLAN Bytes Received — konn4yectBo nHopmaumm (B 6aitax) NosyyeHHbIX Yepes pagmno
NHTepdeinc;

WLAN Packets Transmitted — konnuyecTBo MHPopMaLmn (NakeToB) NepesaHHbIX Yepes paaro
NHTepdeinc;

WLAN Bytes Transmitted — konn4yectBo nHdopMauum (B 6alitax) nepesaHHbIX Yepes pagno
NHTepdeinc;

WLAN Packets Receive Dropped — konn4yectBo nHdopMaumm (NakeToB) OTOPOLLEHHbIX NMpPY
nosyyYeHnn vyepes pagno nHTepdenc;

WLAN Bytes Receive Dropped — konnyectBo nHpopmaumm (B 6aiTax) oTOPOLLEHHbIX Mpu
nosyyeHnn vyepes pagno nHTepdenc;

WLAN Packets Transmit Dropped — konn4yecTBo nHGopMauunm (NakeToB) OTOPOLLEHHbIX MPY
nonbITKe nepeAayn vyepes pagno nHTepederc;

WLAN Bytes Transmit Dropped — konuyectBo nHbopmaumm (B 6aiTax) oT6pPOLLEHHbIX MPY NOMbITKE
nepegayu yepes paamo nHTepdeinc;

Fragments Received — KONM4yecTBO NOJyYeHHbIX GparMeHTOB NakeTos.;

Fragments Transmitted — KONM4ecTBO NepeAaHHbIX pparMeHTOB NaKeToB;

Multicast Frames Received — KONN4YeCTBO MOJIyYeHHbIX KaApPOB MYNbTUKACT,;

Multicast Frames Transmitted — KONM4yecTBO NMepeAaHHbIX Ka4POB MY/IbTUKACT,;

Duplicate Frame Count — KOIN4YeCTBO Ay6NMpYHOLLMX KafpOB;

Failed Transmit Count — KONMYeCTBO He NepejaHHbIX NakeToB 13-3a OLLINGKY;

Transmit Retry Count — KONMYeCTBO MOBTOPHO OTMPaB/ieHHbIX MakKeToB.;

Multiple Retry Count — KOINYeCTBO MNaKeTOB MepeoTrnpaBAAeMblX HECKO/IbKO pas;

RTS Success Count — KOINYeCTBO MNakeToB NOATBEPXKAEHWA O TOTOBHOCTW MPUHUMaTb
TPaduk(CTS);

RTS Failure Count — KONM4YeCTBO NaKeTOB Ha KOTOPble He MPULLIN NOATBEPXKAEHNSA O TOTOBHOCTU
Ha npunem(CTS);

ACK Failure Count - KONn4ecTBO NakeToB Ha KOTOPbIE He MPULLAN NOATBEPXKAEHNS O YCMeLHOM
npueme(ACK);

FCS Error Count — KOINYeCTBO KaJpOB He NpoLUeLLnX NPOBePKY KOHTPObLHOM CyMMBbI;
Transmitted Frame Count — KOINYeCTBO YCMNELLUHO nepejaHHbIX KaApos;

WEP Undecryptable Count — Konn4ecTBO NakeTOB, KOTOPble He yAanocb pacwmndposaTs (WEP).

Ana obHoBneHNA nHPopmaLmm HaxXMUTe KHorky «Refreshy.
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411 TMopameHto «Email Alert Status»
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B pasaene «Email Alert Status» oTo6paxaetcs nHdopmaLmsa 06 oTnpasBke cOObLLeHM 0 paboTe

YCTPOWCTBA Ha 3NEKTPOHHYH MOYTY.

Click "Refresh” button to refresh the page.
Refresh

Email Alert Status : down
Number of Email Sent Hl1|
Number of Email Failed Hl1|

Time Since Last Email Sent  : not sent

Email Alert Operational Status.

+ Email Alert Status — cTaTyc paboTbl OnoBeLLeHNs Mo 3/IeKTPOHHOW noyTe o paboTe yCTPOMCTBA:

+ Up — onoBselLeHre BK/IHOYEHO;
* Down — onoBeLleHVe BbIK/H0YEHO.

* Number of Email Sent — Konn4ecTBO COObLLEHWNI, KOTOPOE 6bIN0 OTNPaBAEHO;

* Number of Email Failed - KonnuyecTBo NOTEPSIHHbLIX COOOLLEHW;

+ Time Since Last Email Sent — nepvog BpeMeHW, KOTOPbIA NpoLUen ¢ NocnefHein nepeaayn

COOBLLEHNSA Ha 3NEKTPOHHYHO MOYTY.

Ana obHoBneHNA nHPopmaLmm HaxXMmUTe KHorky «Refresh».
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5 MeHto «Manage»

B MeHto «Manage» BbINOHAOTCA CeTeBble HACTPOMKN YCTPONCTBA.

5.1 MoameHto «Ethernet Settings»

B TeKyLleM pa3jenie BbIMONHAKTCA CeTeBbIE HaCTpOI7IKI/I yCTpOI7ICTBa.

Modify Ethernet (Wired) settings

Hostname WOP-1Zac-LR_DC | (Range : 1 - 63 characters)
Internal Interface Settings

MAC Address AS:FS:4B:B0:F7:60

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN ® Enabled Disabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type ODHCP ¥

Static IP Address 192 (. (168 |. (103 |. |3

Subnet Mask 255 | . [255 | . [255 | . |0

Default Gateway 192 | . |[168 (. [102|. |1

ONS Nameservers % Dynamic Manual

192 (.|168|.|38 |.[2

Click "Update” to save the new settings.
Update

* Hostname — ceTeBO€ NMSA YCTPOMCTBA, 3a43eTcA CTpoKa 1-63 CUMBONOB: IATUHCKKE 3arnaBHbIe U
CTOYHbIe BYKBbI, LUPpPbI, 3HaK AedunC «-» (AePpnc He MOXeT bbITb MOC/IeAHNM CIMBOJIOM B IMEHW);

* MAC Address — MAC-agpec ycTporncTBa Ha nHtepdeicax Ethernet;

* Management VLAN ID - nageHtnéumkatop VLAN, ncnonb3syemblin 4519 AOCTYNa K YCTPOWCTBY,
npuHUMaeT 3HayveHus 1-4094, no ymonyaHuwo — 1;

*+ Untagged VLAN - nepesectu LAN-NOPTLI B access-pexunM, B KOTOpom gobasnsetcss VLAN-Ter gns
BXOASALLEro HeTerMpoBaHHOro Tpaduka N CHUMaeTCca ycTtaHoBNeHHbIN VLAN-Ter ¢ ncxogsiuero:

* Enabled — BknrounTb access-pexvim LAN-nopTos;
+ Disabled - BbIKNOUNTE access-pexxnum LAN-nopTos.

* Untagged VLAN ID — nageHtnéumnkatop VLAN, KoTopbI byAeT Ha3HayeH HeTermpoBaHHOMY Tpaduky,
NOCTyrnatoLemMy Ha yCTPOMCTBO, U CHAT C ncxoadawero Tpadpuka. NMprHumaeT 3HauveHnsa 1-4094, no
ymondaHuio - 1;

+ Connection Type — BbI6bop cnocoba yctaHOBKW IP-agpeca Ha ynpasnstoLemM nHTepderice, no
KOTOpOMY byzeT ocyLecTBNATbCA nogkaroyveHne WAN-mHTepderica ycTponcTea K ceTu
npejocTaBneHns ycyr Nnposangepa:

* DHCP - pexwum paboTbl, npuv KoTopoMm IP-agpec, Macka nogcetn, agpec DNS-cepsepa, L3
Mo YMONYaHWIO N Jpyrre napamMeTpbl, Heobxoanmble A paboThl B ceTn, 6yAyT NonyyeHbl
oT DHCP-cepBepa aBTOMatmnyecku;

+ Static IP — pexuMm paboTbl, Npy KOTOPOM IP-agpec v Bce HeobxoaMMmble NnapameTpbl Ha WAN-
NHTepdenc Ha3HayaroTca ctaTudecku. Npu Beibope TrNa «Static» AN pefakTUPOBaHUS
CTaHyT AOCTYMHbI CNejytoLLye napamMeTpbl:

+ Static IP Address - IP-agpec ycTpoCTBa B CeTU NpoBainjepa;

« Subnet Mask — macka BHeLLUHEN NoaceTw;

+ Default Gateway — agpec, Ha KOTOPbI OTNPaBNAETCs NakeT, eciv AN Hero He HajeH
MapLUpyT B TabaviLie MapLupyTu3aumu;
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+ DNS Nameservers — agpeca cepBepoB JOMeHHbIX UMEH (MCMONb3YyTCA 4NN
onpegenenus IP-agpeca ycTpoicTBa o ero 4JOMeHHOMY MeHK). Mpu ycTaHoBKe
dnara «Dynamic» 6yayT ncnonb3oBaHbl DNS-cepBepa, nosnyyeHHble no DHCP; npu
yctaHoBke ¢nara «Manual» HeobxozanMo ykasaTe DNS-cepBepa BpyUYHyIo.

KHonka «Update» ncnonb3yeTtcsa A1 COXPaHEHWS HacTpoek.

5.2 lMoameHto «Management IPv6»

B pa3gene «<Management IPv6» BbINoNHAGTCA HacTpoka KoHurypaumm IPvé-agpeca ans octyna K
ynpaBAeHIo YCTPOCTBOM.

Modify Management IPv6
Management IPvG
IPvE Connection Type DHCPwE v
TPv6 Admin Mode Enabled ™ Disabled
IPvE Auto Config Admin Mode Enzabled ™ Diszbled

Static IPvE Address L -
[ a0 30000 E 300 OO0 N300 B N 30N

Static IPwS Address Prefix Length 1+] (Range: 0 - 128, Default: 0)

Static IPvE Address Status

IPvE Autoconfigured Global Addreszes

IPvE Link Local Address

Default IPvE Gateway E _
[ a0 30 0§ MO0 N300 B N 30N

IPvE DS MNamassrvers * Dhynamic Manus

(3300 300000 12000 1 200K K00 KA I XA 00HK
[0 3000 12000 | 200K K00 KA I XA 00K
Click "Update” to save the new

zettings.
Update

* IPv6 Cinnection Type — BbI6Op NCNONb30BaHUs cTaTudeckoro IPv6-aapeca yctpolicTa (Static IPv6)
nnn anHammnueckoro (DHCPv6);

*+ IPv6 Admin Mode — gocTyn K yCTPOMUCTBY Mo npoTokony IPv6:

+ Enable — poctyn paspeLueH;
+ Disable — poctyn 3anpeLueH.
* IPv6 Auto Config Admin Mode — pexuvm aBToOKOHGUTypupoBaHus IPve-agpeca:
+ Enable - ncnonb3yetcs;
+ Disable — He ncnonb3yeTtcs.

« Static IPv6 Address — IPv6-agpec yCTpOMCTBa NpW UCMOb30BaHUM cTaTu4eckoro IPv6. Touka
A0CTyNa MOXeT MeTb YCTaHOB/IeHHbIN cTaTnyecknii IPvé-agpec 1 B ciy4dae, eciv 6bin
CKOHOUrypmnpoBaH agpec(a) yepes «Auto Config»;

« Static IPv6 Address Prefix Length — npedukc ctatnyeckoro IPvb-agpeca, npyHMMaeT 3HaueHve
0-128, no ymonuaHuto — 0;

« Static IPv6 Address Status — npocMoTp pabouyero cratyca ctaTudecky cKoHGUrypmpoBaHHOro IPv6-
ajpeca, NpUHUMaeT 3HaYeHNS:

* Operational — TekyLLNIA feCTBYOLWWIA;
+ Tentative — pe3epBHbIN.

* IPv6 Autoconfigured G lobal Addresses — cnncok gencteytowux IPvb-agpecoB Ha yCTPOUCTBE;

* IPv6 Link Local Address — nokanbHbIi IPv6-agpec, yctaHOBNeHHbIV Ha LAN-uHTepderice. JlaHHbIV
afipec He KOHPUTypupyeTCa N HazHayvyaeTca aBTOMaTNYECKN;

+ Default IPv6 Gateway — LUAHO3 NO yMOAYaHUIO Ans IPv6;
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* IPV6 DNS Nameservers — ajpeca cepBepoB AOMEHHbIX MMEH (MCNoNb3yTca Ans onpegeneHus IP-
aZipeca ycTpoiicTBa no ero JoMeHHOMy UMeHNn). Mpu yctaHoBke ¢nara «Dynamin» 6yayT
ncrnonb3oBaHbl DNS-cepBepa, nonyyeHHble no DHCPV6; npn yctaHoBke ¢nara «Manual»
HeobxoanMo yka3aTb DNS-cepBepa BpyUYHyIo.

KHonka «Update» ncnonb3yeTtcsa A1 COXPaHEHWS HacTpoek.

5.3 MoameHto «IPv6 Tunnel»

B pa3gene «IPv6 Tunnel» BbINONHAETCS HacTpoKka TyHHenpoBaHus IPvée BHyTpu IPv4. cnonb3yeTcs
npotokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHYTPUCaNTOBOM
agpecaumn TyHHeneii). Mo npotokony ISATAP BbinonHseTca MHkancynsaums IPv6-nakeToB B IPv4-nakeTsl
Ans nepegaum no c IPv4-cetun. MNoaaepxka JaHHOro GyHKLMOHaNa No3BonseT yCTPOMCTBY
yCTaHaBAMBaTb CBA3b C yAa/NeHHbIMUK IPve-xocTamu.

Madify IPvé Tunnel Settings

IPvG Tunnel

ISATAP Status Enabled " Disabled

ISATAP Capable Host satap ] ) [oocsootsoots00
Hestname max 232 characters, Defawle: isatap)

ISATAP Query Interva 120 ser, [Range: 120-3600, Default: 120)

ISATAP Sclicitation Interva 120 ser, [Range: 120-2600, Default: 120)

ISATAR IPvE Link Local Address
ISATAP IPvE Global Address

Clids "Update™ to save the new
zettings.
Update

+ ISATAP Status — pexum paboTbl npoTtokona ISATAP:
+ Enabled — pa3pelueHa paboTa no npotokony ISATAP;
+ Disabled — 3anpeLeHa paboTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnm nms xocTta, 3afaeTcs cTpoka A0 253 cMBOI0B, N0 YMOTYaHUIO
— isatap;
* ISATAP Query Interval — nHTepBan BpeMeHu onpoca DNS, npnHnmaeT 3HaveHuns 120-3600, no
ymondaHuto — 120;
+ ISATAP Solicitation Interval — nHTepBan BpeMeHU MeXay COobLLeHNAMN 3anpoca, NpUHMaeT
3HayeHuna 120-3600, no ymonyaHuto — 120;
* ISATAP IPv6 Link Local Address — nokanbHblIn IPv6-agpec yCTponcTBa;
+ ISATAP IPv6 Global Address — rnobanbHbIl IPv6-agpec ycTpoMncTBa.

KHonka «Update» ncnonb3yeTcda 414 COXpaHeHUA HacTpoek.

5.4 TMopMmeHto «Wireless Settings»

B nogMeHto «Wireless Settings» BbinonHsATCSA HacTponkn 6ecnposogHoin Wi-Fi ceTn. YcTponcTBo nmeet
3 He3aBMCUMbIX PU3NYECKNX pagnonHTepdeinca, CrnocobHbIX paboTaTb B CBOEM pexnMe 1 grarnasoHe
Kaxzablli. B npeAcTaBneHHOM pasjene MeHto NPUBOANTCA pa3je/ibHas HacTPoMKa ANA KaX40ro
nHTepdeica.
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Modify wireless settings
Country Russia w
Transmit Power Control Off w»
TSPEC Violation Interval 300 (Sec, Range: 0 - 900, 0 Disables)
Global Isclation
Radio Interface * on Off
MAC Address ABFS4B:16:6T:60
Mode |IEEE BOZ.1la/nfac v
Channel 36 (5170 - 5250 MHz) ~
Airtime Fairness * on Off
FBWA on ™ of
Radio Interface 2 * on Off
MAC Address ASFS4B16:67.68
Mode |IEEE B0Z.1la/nfac v
Channel 36 (5170 - 5250 MHz)
Airtime Fairness * on Of
FBWA on * of
Radio Interface 3 * on Off
MAC Address ABF9:4B18:67:70
Mode |EEE BOZ.1la/niac v
Channel 5210 MHz ~
Airtime Fairness * on Off
FEWA * on Off
AeroScout™ Engine Protocol Support Disabled ~
Click “Update” to save the new settings.

Update

+ Country — Ha3BaHWe CTpaHbl, B KOTOPOW paboTaeT Touka A0CTyna. B 3aBMCUMOCTM OT yKa3aHHOro
3HaueHVs 6yayT NPUMeEHEHbI OrpaHNYeHNs K MOIOCe YaCTOT M MOLLHOCTU NepeaTynka, KoTopble
AECTBYIOT B JaHHO cTpaHe. OT YCTaHOBIEHHOI CTPaHbl 3aBUCUT CMIMCOK AOCTYMHbIX YaCTOTHbIX
KaHanoB 1, cnefoBaTelbHO, 3TO BAMSET Ha aBTOMAaTUYeCKMiA BbI6op KaHana B pexxume Channel =
Auto. Ecnv ncnonb3yeTcs KNMeHTCKoe 060pyAoBaHMe, TMLEH3MPOBaHHOE A/1F UCMONb30BaHUS B
APYroM pervioHe, BOSMOXHO, YCTaHOBUTb CBA3b C TOYKOU AOCTyMNa B TaKOM C/ly4ae He yAacTcs.

Bbl60p HENpPaBU/IbHOIo pernMoHa MOXXeT NpmBecTn K npo6nemaM COBMECTUMOCTW C pa3HbIMA
KNMNEeHTCKNMIN yCTp0I7ICTBaMI/I.

+ Transmit Power Control — HacTpoiKa pexXnma orpaHuyeHus napamerpa Transmit Power Limit:
* On — MakcMManbHoe 3HayeHue SNNM orpaHnymMBaeTCa B COOTBETCTBUN C
3aKoHozaTenbCcTBOM PP 1 He npeBbiwaeT 100 MBT (19 gbm n3nyyaemor nepeaaTyumkom
MOLLHOCTM — anst 5 Tw).
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+ Off - makcMmManbHoe 3HaveHve SNVM orpaHnumBeaeTca pU3nyeckMMm XxapakTepuctTukamm
nepegartyumka. Ansa scex yctpomcts WOP-12ac LR MakcumanbHoe 3HayveHne SVINM gnsa obonx
Avana3oHoB — 274bMm.

+ TSPEC Violation Interval — nHTepBan BpeMeHW, BblAeNeHHbI 4151 TOUKW A0CTYNa, YTObbl COOBLWLNTL
yepes cucrtemy norvposaHusa Ui SNMP o npucoegnHEHHbIX KNIMEHTaX, KOTopble He
noAAepXVBarT 0ba3aTesibHble Npouesypb! A0MNYCKa;

* Global Isolation — npwn ycTaHOBNEHHOM dnare BKAKOYEHa N3015LUUA TpaduKa MexXay KNneHTamu
pa3HbIX VAP 1 pa3HbIX pagnonHTepdeincos,;

* Radio Interface — cocTosiHVe pagnonHTepdeiica:

+ On - npw ycTaHoOBNeHHOM ¢nare pagnonHTepdenc akTneeH;
+ Off - npu yctaHOBNEHHOM ¢nare pagnonHTepdenc BolKIHOYEH.

* MAC Address — MAC-agpec paanonHTepdenca;

* Mode - BbI6Op pexnma paboTbl 6ecnpoBogHOro HTepdenca;

+ Channel - Homep KaHana ansa paboTbl 6ecnpoBogHON ceTw. MNpu Bbibope 3HaveHUs «auto»
aBTOMaTU4yecKkn onpejensercs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX,;

+ Airtime fairness — ¢yHKUMS 3GNPHON PagOAOCTYNHOCTI:

+ On — npw ycTaHoBNeHHOM ¢iare GpyHKLUMA akTUBHA. DPUpHOe BpeMs paBHOMEPHO
pacrpegenaeTca MexJay nosie3osatensimy;
+ Off = PyHKUMS BbIK/IHOYEHA.

+ FBWA - nponpueTapHas TeXHO0r1s, No3BonsaoLwas Belbvpath 418 NpriemMa 1 nepejadn AaHHbIX
LleHTpaNbHYH YacToTy, a He YCTaHOBJIEHHbIV KaHas rno ctaHgapTam IEEE 802.11. Mo ctaHgapTam
IEEE 802.11 management 1 data TpadnK MOXeT NCMOJIb30BaTb Pa3HYHO LEeHTPaibHYH YacToTy
(aKTyanbHO TO/IbKO MPW MCMOb30BaHUM LWMPUHBI KaHana 40/80 MI'L, TeXHOIOra JOCTYMNHa
TOoNbKO Ana Outdoor ycTponcTB);

* On — TeXHONOrsA BK/IHOYEH3;
+ Off — TexHONOrMA BbIKNIOYEHA.
+ AeroScout™ Engine Protocol Support — nogaep>ka npotokosna AeroScout™ Engine:
+ Disabled — npoToKON NoaAep>KMBaeTCs,;
+ Enabled — npoTOoKON He noaaep>KMBaeTCs.

HaxxmunTe kHonky «Update» Ansi COXpaHEeHWs1 BHECEHHbIX M3MEHEHWIA.

32



Web-KoHPUrypatop WOP-12ac-LR

5.5 MNoameHto «Radio»

B noameHto «Radio» BbINONHAKOTCA pacluMpeHHble HacTpoliku 6ecnpoBogHon Wi-Fi ceTn gnsa Kaxzoro
pagvonHTepderica.

Modlfy radio settings
Radio 1~
Status (@ o Off
Mode | IEEE 802 1lainfac v
Channel 36 (5170 - 5250 MHz) ~
Limit Channels
Channel| 36 | 40 ( 44 | 48 | 52 | 56 | 60 | 64 | 100 104 (108|112|116|120)124 128|132 136|140 144|149 | 153|157 | 161 Al
Use
Channel Bandwidth 80 MHz ~
Primary Channel Lower v
Transmit Power Limit 27 (dBm, Range: 11 - 27)
Transmit Chain ]
VLAN List Add Remove Selected
(Range: 1-4094, 20 vian-ids mazx)
1 445 560
Advanced Settings
TSPEC Settings
Click “Update™ to save the new settings
Update

* Radio - BbI6bop 6ecnposogHoro Wi-Fi uHTepdelica;
+ Status — cocTosiHne KoHourypupyemoro Wi-Fi nHtepdeiica:

+ On - npw yctaHoBneHHoM dnare Wi-Fi nHTepdeinc BknroyeH;

+ Off — npu yctaHoBneHHoM ¢nare Wi-Fi uHTepdelic BbIKNOUEH.
* Mode - BbI6Op pexnma paboTbl pagnonHTepdeiica:

+ |IEEE 802.17a — 4yacTOTHbI Ananas3oH 5 Ty, MakcMManbHasa CKopocTb nepegayn 54 M6uUT/c;

* |IEEE 802.17a/n/ac — 4aCTOTHbIN AnanasoH 5 [Tu, MakcmManbHas ckopocTb nepegayn 1300
MéunT/c;

+ |IEEE 802.11n/ac — 4acTOTHbIN AMana3oH 5 Ty, MakcMManbHasa ckopocTb nepegayn 1300
M6uT/C. BO3MOXHO NOAKAOYEHME KIIMEHTOB TONbKO C NOAAePXKON cTaHAapTa IEEE 802.11n/
ac.

*+ Channel - BbI6Op pagnokaHana ans pabotbl Wi-Fi nHtepdeiica. MNpu Boibope 3HaueHUs «Auto»
aBTOMaTUYecKn onpesenseTcs KaHas ¢ HaMeHbLUVIM KOIMYeCTBOM paboTaroLLmxX ToYek JocTyna
Ha aHHOM KaHane € y4yeTOM 3alaHHOr0 pervoHa.

@ KnueHTtckune Wi-Fi ycTpoicTBa MOryT He noaJepXuBaTb HEKOTOPbIe YacTOTHbIE KaHallbl.
PekomeHayeTcs HasHayaTb YaCTOTHbIE KaHanbl 36-48 ans ananasoHa 5 Ty, ecnin Het
NHPopMaLMK 0 KaHanax, NoAAepXXnMBaemMblX KIMeHTaM.
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+ Channel Update Period — nepuoj, BpeMeHW, Yepe3 KOTopbIiA ByaeT MPOVCXOANTL aBTOBbLIGOP
ONTVMaNbLHOro KaHana;

* Limit Channels — cnncok KaHanos., koTopble T/, MOXeT BblbnpaTb 418 paboTbl B pexnme «Auto,

* Channel Bandwidth - wnpuHa kaHana, Ml'y (Tonbko ana ctaHgapTos 802.11n/ac);

+ Cneuymdurkaums 802.11n No3BONSET NCMOJIB30BaTb LWWMPWHY KaHana 40 MI'y, sononHNTeNIbHO
K MCMOJIb3yeMOU B APYrnx pexvmax wuprHe kaHana 20 Mry. Micnonb3oBaHuve KaHanos C
wrpurHo 40 MI'y, No3BoNsieT yBeIMUYNTL CKOPOCTb Nepesayn AaHHbIX, HO COKpallaeT
KOMINYECTBO AOCTYMHbIX KAHANO0B.

+ Cneumndurkaums 802.11ac No3BONSAET UCMOIb30BaTh LWUMPUHY KaHana 80 My,
AOMONHNTENBHO K BO3MOXHbIM 3HaueHusam 20 My n 40 Mru,

* Primary Channel - ycTaHoBKa KaHana gns aboHeHTOB, noggepxxusatowmx 20 My nonocy 8 40 My,
ceTu. MapameTp MoXeT 6bITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CMOCOBHOCTI CTaTUYeCKU
3aZaHHoOro kaHana 40 Mrru. KaHan 40 MMy MOXHO cumMTaTh COCTOALMM U3 ABYX KaHanos no 20
ML, KOTOpble rPaHNYaT B YaCcTOTHOW 06nacTn. 3T ABa KaHana 20 MI'y, Ha3bIBaOT NePBUYHBIM U
BTOPUYHBLIM KaHanamu. MepBUYHbIN KaHan UCMOJIb3YeTca KNeHTaMu, KOTopble MoAAep>XKNBatoT
TOJIbKO Monocy nponyckaHus KkaHana 20 Mru;

+ Upper- nepBrYHbLIM KaHasnioMm byaeT BepxHUiA kKaHan 20 MI'y, B nonoce 40 My,

+ Lower— nepBWYHbLIM KaHanoM byaeT HYXHUM KaHan 20 My, B nonoce 40 MrIu.

+ Transmit Power Limit — MOLHOCTb NepeaaTurka pagnovHtepdeiica, B dBm. AnanasoH 11-27(nnm
11-19, B 3aBUCKMMOCTW OT HacTpolikm Transmit Power Control ) dBm ;

* Transmit Chain — ¢pnarv akTUBHOCTN aHTeHH. MNpwn ycTaHOBIEHHOM ¢$nare COOTBETCTBYHOLLASA
aHTeHHa BKIOYEH3;

+ VLAN list = cnncok VLAN, pa3speLueHHbIx Ans nepegayn B 3¢dup (MCnonb3yeTcs COBMECTHO C
pexunmom VianTrunk Ha VAP). Hactporika VLAN list ucnonb3yeTcsi B TOM Clyyae, eC/iv B CTOPOHY
K/IMIEHTCKOr0 YCTPOMCTBO HYXHO nepegatb He ogMH VLAN, a HeckonbKo. HacTpolika akTyanbHa
ansa pexxmuma pabotel VAP — VlanTrunk. Makcumym — 20;

@ [Ana oTobpaxkeHUs JONONHUTENbHbIX NapamMeTpos Radio, HeobxoaMmMo oTkpbITb Advanced
Settings:
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CESS Comustence |on v |

oes s (o]

Mussclomam Reguary Mode CEname v

s s [ ]

STBC Mode ara

P— P

Beacon Inerval 100 |{Mssc, Range: 20 2000)
DTIM Periad z {Rang=: 1-213)
Fragmenson Theesheid 2380 |{Range: 2302385, Even Numbers)
RTS Threshaid 2347 |{Range: 003333

Mapdmam Stasans 200 |{Rang=:0-200)

s [ [ e |

Fioed Muiticast Rme Mo v (Mbps
Frame-burst Suppart Off % |[Boosts Downstream Throughpu]
ARP Suppressian on “
DHCP Snoaping Made Ignare ~.-|
13 - 136 Mibps)
- 130 Mips)
esnasse e
Legacy Rate Sets
R (Mbps) S4 [ 43 [36 [ 24 18|12 a [ @
Supparied | I | (| I | o | I | I | [
Basic OO & O | 0 |
Rage Limid |5:I |:mt:n.c'.:-u=' ecand)
[] emsdcasttiuscas: Rme Lmisng
o =!me_'|".3.|':-'.|75 |:m:n.e::-ue' sacard)
WHT Femtures [l
TSPEC Semngs ]

Clici “Updaie” 10 Save T New SRngs.

|_upame |

+ OBSS Coexistence — pexX1M aBTOMaTU4YeCKOW CMeHbl LUMPUHbI KaHana ¢ 40 My Ha 20 My, npu
3arpy>XeHHoM pagunoséupe:
* On - Npw yCTaHOBNEHHOM ¢iare pexxvm BKJIHOYEH,;
+ Off — Nnpn ycTaHOBNEHHOM dnare pexxvm BbIK/IHOYEH.
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DFS Support - MexaHu3M AnHaMU4eckoro Bbibopa YacTtoTbl. TpebyeT oT 6eCrnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb paano3¢up 1 nsberatb NCMOIb30BaHMA KaHaN0B, COBNajatoLLMX C KaHanamm, Ha
KOTOpPbIX paboTatoT pagnoniokaLmMoHHble cncteMbl B S T agnanasoHe. None JoCTyrNHO TONbKO
ecnu BblIbpaH pexnm paboTbl pagnonHTepderica Ha yactoTte 5 M,

* On - Npw ycTaHOBNEHHOM ¢iare noaAepXKa MexaHn3Ma BK/IHOYEHa;

+ Off — npn yctaHoBNeHHOM ¢nare noAAep>Kka MexaH3ma BblK/IH0UeHa.

MNpwn ycTaHOBKE YaCTOTHOro KaHana 13 gnana3oHa 52-140 ¢ BkatoueHHbIM DFS BkitoueHvie
nHTepdenca Wi-Fi nponcxogmt yepes 1T MUHYTY.

Multidomain Regulatory Mode — pexunm nepegaym ycTporicTBOM MHGOpMaLMn O BbICTaBIEHHOM
pernoHe B C1y>ebHbIX coobLyeHnax Beacon frame:

* Enable — pexxnm BK/OYeEH;

* Disable — pexXxyM BbIKIHOYEH.
Short Guard Interval Supported — nogaepXKa YyKOpOYeHHOro 3alWmMTHOro MHTepBasa. JTo rnone
AOCTYMHO, TONIbKO eC/1n BbIOpaHHbIN pexnm paboTbl pagnonHTepderica BkatodaeT B cebsa 802.11n.
YMeHbLUeHVe 3aLMTHOro NHTepBana yBennymBaeT NPOnyCcKHY CNOCOBHOCTb:

+ Yes - Touka fOCTyna rnepejaeT AaHHble, ncrnonb3ysa 400 HC 3aWMTHBIA MHTepBan Npwu

06LLEHNIN C KNMEHTaMU, KOTOPble TakXe MOoAAEPXMBAOT KOPOTKMM 3aLUUTHbIV MHTepBarn;

+ No - To4ka gocTyna nepegaet JaHHble, Ncnonb3ys 800 HC 3aLLNTHbIVA UHTEepBan.
STBC Mode - meTOA NPOCTaHCTBEHHO-BPEMEHHOr0 6/104HOr0 KOANPOBAHWSA, HAaNpaB/eHHbIV Ha
NoBbILLEHME HAAEXHOCTM Nepejayun fJaHHbIX. [one JOCTYMNHO, TONIbKO e/ BblIOPaHHbIN peXxXmm
paboTbl pagmnovHTepderica Bkato4vaeT B cebs 802.11n:

* Yes — Touka f0CTyna nepejaet oAVH NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTeHH,;

+ No — Touka focTyna He rnepegaeTt o4MH 1 TOT Xe NOTOK AaHHbIX Yepes3 HEeCKOJIbKO aHTEHH.
Protection — pexxum paboTbl NpeoTBpaLLEHNSA MEXCTAHLVNOHHON NHTepdepeHLnm:

+ Auto — pexuM BKJIHOUEH;

+ Off — peXx1M BbIK/TOYEH.
Beacon Interval — nepunog nocbinky MasgukoBbiX GperiMoB. PpeliMbl NepesaroTcs AN 0OHapyXXeH s
TOYKM JocTyna B 3dupe, npnHMMaeT 3HadeHuns 20-2000 mc, no ymonydaHuto - 100 mc;
DTIM Period - BpeMeHHON NHTepBas, N0 UCTeYEHNN KOTOPOro LWMPOKOBeLLlaTe/ibHble U
MY/IbTUKACTOBbIE MakeTbl, MOMeLLeHHble B bydepe, byayT AocTaBneHbl 6€CNpPOBOAHbBIM KAMEHTaM.
Mpw BbICTaBNeHNM 60/bLLEro 3HAYEHWs MO3BOASET 60/bLUe SKOHOMUTL SHEPrU0 MOBUALHbIX
K/IMeHTOB, O4HaKO NOBbILIAET 3a4epPXKY A1 MyNbTUKACTOBOro ayAano v Buaeo Tpaduka.
MprHMMaeT 3HayeHunsa 1-255 MC, MO YMONYaHWIO — 4 MC;
Fragmentation Threshold — nopor ¢parmeHTaumn pperima, B 6artax. NpMHMMaeT 3Ha4YeHUs
256-2346, no ymonuaHuio — 2346;
RTS Threshold — yka3biBaeT 4nc/io 6aiiT, Yepes KOTOPOEe NOCbIIaeTcs 3anpoc Ha nepeaadvy (Request
to Send). YMeHbLUEHME JaHHOIO 3HAaYEeHUSI MOXKET YAyULLUTbL PaboTy TOUKM J0CTyna Npwu
60/1bLLIOM KONNYecTBe NOAKIHUYEHHbIX KNTMEHTOB, OAHAK0 3TO yMeHbLUuaeT 06LLyH NPONYCKHYHO
CNOCOBHOCTbL becnpoBogHOM ceTu. MpuHMMaeT 3HaueHns 0-2347, no ymonyaHuto — 2347;
Maximum Stations — MakCManbHO€ YMNC0 NOAKNHOYEHHbIX KNVNEHTOB. [IpUHMMaeT 3HayeHns
0-200, no ymonuaHuto — 200;
DHCP Snooping Mode — ynpaBneHvie NOANTUKON 06paboTkm onuunm 82:

+ Ignore — Ha Touke A0OCTyna OTKAO4YeHa 06paboTka onuun 82;

* Replace — Touka fOCTYyrna NOACTaBASAET UM 3aMeHseT 3HaueHne onuun 82.
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+ DHCP Option 82 Circuit ID - cBo60ogHas cTpoka BBOJa 3HayYeHus onumn 82
(orpaHunyeHmne B 52 cumBona). Ecnm octaBuTb CTOKy NycToi, T/l aBTOMaTnyeckm

noAcTaBnsieT 3HaueHne B popmare:

+ Agent Circuit ID = \[mac-agpec Touku ; SSID\J;
+ Remote ID = \[mac-agpec knveHTa\] — NoAcTaBnsieTcss aBTOMaTUYECKN

* Remove - T/l yaanaeT 3HayeHue onunm 82.
Fixed Multicast Rate — BbI6Op PUKCMPOBAHHOW CKOPOCTU Nepesayvn My/ibTUKACTOBOro Tpaguka,

npwv BbIBOpe 3HaueHWs «avto» BbIGOP CKOPOCTY BbIMOHAETCS aBTOMaTUYECKN;

HUCXOAALLErO NOTOKA;

Frame-burst Support — TeXHONOr NS MOBbILLEHWSA MPOMNYCKHOW CMOCOBHOCTM KaHana nNpu 3arpyske;
ARP Suppression — MexaHV3M KoHBepTupoBaHuA ARP 3anpocoB 13 Broadcast B Unicast;
Frame-burstSupport — pexum, No3BONALLMIA YBENNYNTE MPOMYCKHY CMOCOBHOCTL AN

MCS Rate Set - BbI6GOp NoaaepXXnBaeMbIX KaHaNbHbIX CKOPOCTel 6ecnpoBoOAHON Nepejayn

JAaHHbIX, onpejensieMblxX cneumpurkaumsamm ctaHgapTos IEEE 802.11n/ac;

CKOpOCTe.

Legacy Rate Sets — nogaepxunBaemble 1 TpaHCIMPYEMble TOUKOW A0CTYNa Habopbl KaHANbHbIX

Broadcast/Multicast Rate Limiting

TSPEC Settings

TSPFEC Mode

TSPEC Voice ACM Mode

TSPEC Voice ACM Limit

TSPEC Fbt Viice ACM Limit
TSPEC Videa ACM Mods

TSPEC Video ACM Limit

TSPEC Fbt Video ACM Limit
TSPEC BE ACM Mode

TSPEC BE ACM Limit

TSFEC BE ACM Mode

TSPEC B ACM Limit

TSPEC AP Inactivity Timeout
TSPEC Station Inactivity Timeout
TSPEC Legacy WMM Queue Map Mode
WHT Features

Update

Click "Update™ to save the new ssttings.

[Percent, Range

[Percent, Rangs

[Percent, Rangs

[Percent, Rangs
[Percent, Rangs
[Percent, Rangs

[Sec, Range: 0 - 120, 0 Disables)
[Sec, Range: 0 - 120, 0 Disables)

0 - 90)
0 - 90)

0 - 90)
0 -50)

0 - 90)

0 - 90)

* Broadcast/Multicast Rate Limit — npy ycTaHOBAeHHOM dnare BbiNOJHAETCA OrpaHnYeHre nepeaayn
LUMpOKOBeLLaTesIbHOro/MyIbTUKACTOBOrO Tpadumka no 6ecnpoBogHoM ceTn. Ans pefakTMpOBaHNSA

6YyAyT AOCTYMHbI CNeaytoLLme nons:

* Rate limit - nopor Ana cKopocTu nepejayun AaHHbIX, NakeT/c;
* Rate limit Burst — makcMmManbHoe 3HaveHue Bcriecka Tpaduka, naket/c.
« Tspec Mode - perynupyeT obLuin pexxmm Tspec Ha Touke AOCTyna.
+ On — To4ka goctyna obpabatbiBaeT Tspec-3anpockl OT KANEHTOB. Micnonb3yiTte 3Ty
HACTPOViKy, eCnn To4Ka A0CTyna obpabaTbiBaeT Tpadumk oT QOS-COBMECTUMbIX YCTPOWCTB,
TaKUX Kak cepTnduumpoBaHHbI TenedoHbl Wi-Fi;
+ Off — Touka goctyna nrHopupyet Tspec-3anpochbl OT KIMEHTOB. Crnonb3yinTe 3Ty HaCTPONKY,
eCNu Bbl He XOTUTe NCMNO0b30BaTh Tspec A5 QOS-COBMeCTUMBbIX YCTPONCTB.
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+ Tspec Voice ACM Mode — pernaMmeHTUpyeT 06513aTeNbHbI KOHTPOb Aonycka (ACM) ans
KaTeropuu ronocosoro Tpaduka(Voice).
* On — KNeHTy TpebyeTca OTNPaBUTL 3aMpoc K TOUKe JOCTyna nepej oTrnpaskon Uan
noJlyyeHrieM MoToKa rosocoBoro Tpagpuka Voice;
+ Off — KNMeHT MOXeT OTNPaBAATb U NoyYaTb ronocosou Tpaduk Voice, He Tpebys
Aoryckaemon Tspec; Touka JOCTyna UrHopmpyeT 3anpockl Voice Tspec OT K/IMEHTOB.
+ Tspec Voice ACM Limit - onpegensieT npegen o6bema Voice-Tpaduka.
+ Tspec FBT Voice ACM Limit — onpejenseT BepxHUin npegen obbema Voice-Tpadrka ANs KINEHTOB B
POYMVHIe Ha 3TO TOYKe A0CTYyna C MOMOLLbI bbICTporo nepexosa BSS.
+ Tspec Video ACM Mode — pernaMmeHTUpyeT 06513aTeNbHbIA KOHTPOAb gonycka (ACM) ans
kaTteropun Video Tpaduka.
* On - KINeHTy TpebyeTca OTMNPaBUTbL 3aMpocC K TOUKe JOCTyna rnepej oTrnpaskon Uan
nony4yeHvem rnotoka Video Tpaduka;
+ Off - KNMEeHT MOXeT OTNPaBAATb U NonyyaTtb Video Tpadumk 6e3 HeobXxoAMMOCTM 3anpoca.
+ Tspec Video ACM Limit — onpegensieT BepxHUi npegen obbema Video Tpaduika
+ Tspec FBT Video ACM Limit — onpegenseTt BepxHUin Nnpegen obbema Video Tpaduka A5t KIMEHTOB B
POYMVHIe Ha 3TO TOYKe A0CTyna C MOMOLLbI bbICTporo nepexosa BSS.
+ Tspec BE ACM Mode — pernaMmeHTupyeT 06a3aTeNbHbli KOHTPOb AONYyCKa ANs KaTeropuun BE
Tpaduka.
* On - KNINeHTy TpebyeTca OTMNPaBUTbL 3aMpocC K TOUKe JOCTyna nepej oTrnpaskon Uan
nony4vyeHvem rnotoka tpaduka kateropuu BE;
+ Off — KNMEeHT MOXeT OTNPaBAATb U NnosiyyaTb Tpaduk kaTeropmnu BE, 6e3 HeobxoamMmocTun
3anpoca.
+ Tspec BE ACM Limit — onpegensieT BepxHUiA npegen obbema Tpadumka kateropuu BE ana knmeHToB
B POYMWHIe Ha 3TOM TOYKe A0CTyrna C MoMOoLLbIo 6bICTporo nepexoa BSS.
+ Tspec BK ACM Mode - pernameHTMpyeT 06583aTeNibHbIl KOHTPO/Ib J0MNycka Ansa kateropun BK
Tpaduka.
* On - KINeHTy TpebyeTca OTMNPaBUTbL 3aMpocC K TOUKe JOCTyna nepej oTrnpaskon Uan
nony4vyeHvem rnotoka Tpaduka kateropuu BK;
+ Off - KNMEeHT MOXeT OTAPaBAATb U NonyyaTb Tpaduk kaTeropum BK, 6e3 HeobxoanmMocTun
3anpoca.
+ Tspec BK ACM Limit — onpegensieT BepxHUI npegen obbema Tpadurika kateropum BK ana knveHToB
B POYMWHIe Ha 3TOM TOYKe A0CTyrna C MOMOLLbIo 6bICTporo nepexoa BSS.
+ Tspec AP Inactivity Timeout — yKa3blBaeTCA BpPeMsi, MO UCTEYEHWNIO KOTOPOroO, byAyT yAansaTbCA He
aKTUBHbIE KIMeHTbI ¢ Touku goctyna (npoBepsieTcs noTok downlink).
+ Tspec Station Inactivity Timeout — yKa3blBaeTCs BPeMS, MO UCTEYEHWNIO KOTOPOro, byaAyT yAansaTbCs
He aKTUBHbIe KANeHTbI ¢ Toukn gocTyna (npoBepsieTcs noTok uplink).
+ Tspec Legacy WMM Queue Map Mode — BblbepuTe Bk, UTObbI BLICTABAANCA Pa3NYHbIV TpadumK Ha
ouepegsx, pabotarowmx B AKM.
* VHT Features — uenb 3ToM GYHKLMW 3aKNHOYAETCS, UTOObI BKNHOUYNTL/OTKIHOUNTL Broadcom
pacwupeHuns B VHT. dyHKUma VHT BkatouaeT nogaepxky 256QAM. ®yHkumsa VHT
noaaepxnsaetcs ana 802.11ac.

HaxxmunTe kHonky «Update» ana coxpaHeHWs BHECEHHbIX N3MEeHEHWIA.
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5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbINONHSAETCA HAaCTpoOKa NAaHNPOBLLUMKA paboTbl ToUek ocTyna. C NOMOoLLbIO
HaCTpoeK AaHHOro MeHK MOXHO CKOHGUTYpUpoBaTb BpeMs paboTbl onpeaeneHHOro
paanonHTepdeiica nam BUPTYyanbHOM TOUKN AOCTYNa.

Scheduler Configuration

Global Scheduler Mode: Enable '®' Disable

Scheduler Cperational Status
Status: down

Reason: | ConfigDown TimeMotSet

Scheduler Profile (Range: 1 - 32 chars) | Add

Rule Configuration
Select Profile v Remove
Set Schedule * Daily

Weekday

Weekend

On | Sunday v

Start Time (00 Y| : |00 Y |[End Time |00 ¥ | : |00 ¥

Add Rule
Profile Name Rule ID Day of the Week Start Time End Time

Maodify Rule Remove Rule

Click "Update” to save the new settings.
Update

* Global Scheduler Mode — BkntoueHme/BbIK/IlOYEHVE MN1aHNPOBLLVKA:
* Enable - npu ycTtaHOBNEeHHOM dnare NAaHMPOBLLMK BKIHOYEH;
* Disable — npu yctaHOBNIeHHOM dnare NAaHMPOBLLMK BbIK/THOYEH.

Scheduler Operational Status — B pa3geie BbINONHAETCH NPOCMOTP O COCTOSIHUM PaboThl MAAHUPOBLLMKA:

+ Status — cTatyc paboTbl N1aHNPOBLLMKS;
* Reason — fononHuUTeNbHass MHGOPMaLMA O COCTOAHUM PaboTbl NIAHNPOBLLMKA:
+ IsActive — B paboueM COCTOAHUY;
+ ConfigDown — NNaHVPOBLUMK BbIK/TKOYEH, OTCYTCTBYHOT rN0b6asibHble HaCTPOMKY;
+ TimeNotSet — N1aHNPOBLLVIK BbIK/IFOUYEH, Ha YCTPOWCTBE He YCTaHOB/IEHO CUCTEMHOE BpeMs;
* ManagedMode - NNaHVPOBLUMK BbIK/IHOYEH, YCTPOWNCTBO B peXVMe yrpas/ieHUs.
+ Scheduler Profile — nms co3gaBaemMoro npoduaa N1aHMPOBLLMKA, 3ajaeTcsa oT 1-32 CUMBOJIOB.

Ana pobaeneHunsa npodunsa B cucteMy ykaxkmte ums B rnone «Scheduler Profile» n HaxmuTe KHONKY «Add».
Rule Configuration — B pa3gene BbiNonHAETCA HacTpoOlika NapaMeTpoB NPoPUNSA NIAHNPOBLLMKA:

+ Select Profile — nmsa co3gaHHoro npoouns, 4ns KOTOporo byaeT BbIMONHATLCA HACTPOMKA
napameTpoB;
+ Set Schedule — geHb Hegenn paboTbl NN1AHNPOBLLMKA:
* Daily — exxegHeBHO;
+ Weekday - paboune gHy;
« Weekend — BbIXOAHblE AHW;
+ On — onpejeneHHbIl AeHb, BbIGOP OCYLLIECTBNAETCA U3 BbiNajatoLLero cnucka.
+ Start Time — BpeMsi BKtOUeHUsi pagnoviHTepderica, 3a4aeTcsa B BUAE Yacbl:MUHYThI;
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* End Time — Bpemsi BbIKNOUeHWs pagnonHTepdelica, 3a4aeTcs B BUAE YaCbl:MUHYThI.

[na coxpaHeHWa HOBOro npaswna NPodua HaxxMuTe KHonky «Add Rule». Ana yaaneHnsa npasuna
BblbepuTe NPaBuIo B CIMCKE N HAXMUTE KHOMKY «Remove Rule». ina n3ameHeHNst HacTpoek npasuia
BblbepunTe NpaBuIo 1N HaxXMuTe KHorky «Modify Rule».

HaxxmuTe KHonky «Update» ans coOXpaHeHWs BHECEHHbIX 3MeHEeHUIA.

5.7 MoameHto «Scheduler Association»

B pasaene «Scheduler Association» BbINosHAETCA NpUBA3Ka NPaBW MNIAHNPOBLLVKA K BUPTYa/lbHbIM
TOUKaM A0CTyna 1 pagnonHTepdencam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status

1 - up
2 - up
3 - up
Radic 1 =

VAP Scheduler Profile Operational Status

0 - up

1 - down
2 - down
3 v down
4 - down
5 - down
6 - down
7 v down

Click "Update” to save the new settings.

Update

Haxmunte KHOMKY «Update» AnAa coXpaHeHnA BHECEHHDbIX N3MEHEHU.
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5.8 MNogmeHto «VAP»

B pa3gene «VAP» BbINONHAETCS HAaCTpoOKa BUPTYanbHbIX Touek gocTyna Ha Wi-Fi nHTepdeicax

7

HacTpolika napameTpoB RADIUS-cepBepa. MoxeT 6bITb CKOHPUIYPMPOBAHO A0 8 ToUek A0CTyna Ha

kaxaom Wi-Fi nntepdeiice.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address Type: (o |pygq PvE
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key: ssssssee
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting
Radio | 1 «
VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation 80211k DSCP Priority WLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type
0 1505 WE_mult v v v v v 1505 0 v | WPA Personal v Disabled v | (=)
WPA Versions: WPA-TKIP WPAZ-AES
Key: ssssssse
Broadcast Key Refresh Rate |0 (Range:0-86400)
MFP ™ Not Required || Capable | Required

Global RADIUS server settings — B paszene BbINOJHAOTCA r106anbHble HACTPOMKM aBTOpM3aLmnmM No

RADIUS-npoTokony:

* RADIUS Domain — AoMeH no/sib30BaTens,;
* RADIUS IP address Type — Bbi6op npoTtokona IPv4 nnn IPvé agnsa poctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec RADIUS-cepsepa. [Npu HegocTynHocTy ocHoBHOro RADIUS-cepBepa,

3anpockl 6yayT OTNPaBASATbLCA HAa pe3epBHbIE;

* RADIUS Key — naponb ana astopusaunm Ha RADIUS-cepBepe;

+ Enable RADIUS accounting — npu ycTaHOBAeHHOM ¢dare 6yayT oTNpaBAsaTbCA COOb6LLeHNS
«Accounting» Ha RADIUS-cepBep.

HacTpoiika Touek goctyna:

* Radio — BbI6Op HacTpavBaeMoro pagunonHtepderica;

* VAP - nopsaKoBbli HOMep BUPTYaNbHOM TOUKM A0CTYNa;

+ Enabled — npv yctaHOBNeHHOM ¢niare BUPTyanbHasa ToOUKa AOCTyrNa BK/IIOYEHa, MHave —
BbIK/IOUEHa;

* VLAN ID — Homep VLAN, K KOTOpOMY NpuBsA3aHa BUpPTyasbHas ToYKa A0CTYNa;

+ SSID - nmsa 6ecnpoBOAHON ceTy;

* Broadcast SSID — npu yctaHoBneHHOM dnare BkIOUYeHO BelaHme B 3¢up nmeHun SSID, nHauve —

BbIK/THOYEHO,

- Station Isolation — Npu ycTaHOBNEHHOM ¢$nare BKOYEHa U30NSLMS KNMEHTOB APYr OT Apyra B

npegenax ogHoro SSID;
* Band Steer — pns LaHHOTO YCTPOMCTBA NapaMeTp He BbICTaBAAETCA — NPU YCTaHOBIEHHOM
aKTMBHO NpMopuUTeTHOE NoAKAUeHMe KnneHTa K 5 Ty ceTn. Ansa paboTbl 3Tor GyHKLMN

dbnare
HY>XHO
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HacTpPoOUTb pagnonHTepdeiica TOUKM JOCTYNa Ha pasHble YacToTbl 2,4 Ty n 51Tw, co3gate VAP ¢
oAnHaKoBbIM SSID Ha KaXoM pagvionHTepdeinca 1 akTUBMPOBaTb Ha HUX NapamMeTp «BandSteer» ;
802.17k — BkKNHOUNTb NoaAepXKy cTaHAapTa 802.11k Ha BUPTyasilbHOM TOUKe JOCTYNa;
DSCP Priority — npwn ycTaHOBNEHHOM dnare NCTOYHVKOM rnpuopuTeTa Ans Bolbopa oyvepean 6yayT
AaHHble DSCP, npw cHAaTOM - 802.1p;
VLAN trunk — npn ycTaHoBNeHHOM dnare NCrosib3yeTcs TPaHKOBbI NOPT ANA NOAK/THOYEeHNS
aboHeHTa;
General Mode - npu ycTaHOB/IeHHOM ¢are 6yzeT ncrnosnb3oBaTbca General NOPT A9 NOAK/TIHOYEHNS
KANEHTCKOro obopyzoBaHNs - NpYeM 1 nepeAaya TermpoBaHHOIO U HETErMpoBaHHOro TPaduka;
General VLAN ID - Homep VLAN, KoTOpbI ByeT CHUMAaTbCS B CTOPOHY KJIMEHTCKOro obopyaoBaHns/
B KOTOPbIVi 6yAeT 3aBOpayMBaTbCa HETErMpoBaHHbIN Tpaduk;
Vlan Priority — npn yctaHoBneHHOM ¢dnare NCTOYHWUKOM NMpuopuTeTa A1 Bblbopa ouepean 6yayT
JaHHble Vian.
Security — pexxm 6e30MacHOCTY AOCTyrna K 6ecnpoBOAHON ceTu:
* None - He ncrnonb3oBaTh WWdpPoOBaHME 415 Nepejayun AaHHbIX. Touka OTKpbITa A1 A0CTyna
Nto60oro KANeHTa;
* WPA Personal — wndposaHmne WPA n WPA2, npu Bbibope AaHHOro cnocoba 6yayT AOCTYMHbI
cnegyroLme HacTpoMKN:

WPAVersions: WPA-TKIF WPAZ-AES
Key: I TP TYTYT Y

Broadcast Key Refresh Rate |0 (Range:0-86400)
MFF Mot Required Capable # Required

* WPA Versions - Bepcus wingposaHus: WPA-TKIP, WPA2-AES;
« WPA-kntou. nnHa knrda coctaBnsiet oT 8 40 63 CMMBOJIOB.
* Broadcast Key Refresh Rate — nHTepBas 06HOBNEHVS LUMPOKOBELLATEIbHOIO K/t0Ya.
MNpunH1maeT 3HaueHua 0-86400, no ymonuaHumo — 0 .

* MFP - 3awu1Ta ynpaBnaroLwmx Kaapos:

* Not Required — He NCNONbL30BaTb;

+ Capable — onyMoHanbLHo;

* Required — ncnonb3oBaThb.
+ WPAEnterprise — pexxum cepTrnduKaLmm yCTponcTs 6ecnpoBogHON CBA3W, MPU KOTOPOM KJINEHT
aBTOPU3YyeTCs Ha LeHTpann3oBaHHOM RADIUS-cepBepe. [1ns1 HACTPOMKM JAHHOIO pexurma
6e3onacHoCcTV TpebyeTcs ykasaTb napameTpbl RADIUS-cepBepa (BO3MOXHO UCNONb30BaHMe A0 4
RADIUS-cepBepOB 0HOBPEMEHHO, HO C YKa3aHWEM OHOr0 aKTUBHOIO Ha JAaHHbII MOMEHT).
Takxxe TpebyeTcs ykasaTb BepCUM MPOTOKOJIOB pexirMa 6€30nacHOCTU U KUK 415 KaXKA0ro
RADIUS-cepBepa.
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WPAVersions: WPA-TKIP WPAZ-AES
¥ Enable pre-authentication
MFP Mot Required Capable ¥ Required
¥ Use global RADIUS server settings
RADIUS Domain:
RADIUS IP Address Type: IPwd

RADIUS IP Addr 192.168.1.1

[11]
W
4]

RADIUS IP Addr

[11]

[

%]
I

RADIUS IP Addr

m
i
[
|
[

RADIUS IP Addres

%]
I
Lo}

RADIUS Key: Ty
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS accounting
Active Server: RADIUS IP Address ¥

Session Key Refresh Rate 0

Broadcast Key Refresh Rate |0 (Range:0-86400)
(Range:30-36400 ,0 Disables)

* MAC Auth Type — pexxum ayTeHTUdUKauua knmeHToB no MAC-agpecy:

+ Disabled — He ncnonb3oBaTb ayTeHTUPUKaLMIO KnneHToB No MAC-agpecy;
* RADIUS - ncnonb3oBaTtb ayTeHTUdMKaumio kaneHToB no MAC-agpecy ¢ nomollbto RADIUS-

cepBepa;

* Local - ncnonb3oBaTh ayTeHTUdMKaLMIO KIMeHTOB Mo MAC-agpecy C MOMOLLbHO TOKaSIbHOMO

Crnucka aapecos, CGOPMUPOBAHHOIO Ha AaHHOI Touke AoCTyna.

5.9 MNoameHto «VAP Minimal Signal»

B pa3zene BbINONHSAETCS HacTpolika GyHKLMM OTKAUYeHUs KaneHTckoro Wi-Fi o6opyaoBaHus npu

HWU3KOM ypOBHE CMIr'Hana, npuHNMaeMOM OT Hero.

Radic 1 »

o [0 -100 10

1

2

s
Ooooooao

=]

-~

[} -100 10

Click "Update” to save the new settings.

Update

Modify Virtual Access Point minimal signal settings

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check =signal timeout (Sec, Range: 1 - 300)

* Radio — BbI6Op HacTpanBaeMoro pagnoMoayns;
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* VAP - HOMep BMPTYyanbHOW TOUKN AOCTYNa;

* Minimal signal Enabled — npu yctaHoBneHHOM ¢nare BkioyeHa ¢yHkUMA Minimal Signal;

* Minimal signal, dBm — ypoBeHb c1rHana B AbM, HMXXe KOTOPOro NMPOUCXOAUT OTKIOUEHME
KANEeHTCKOro obopysoBaHuS;

+ Check signal timeout, s — nepuos BpeMeHU, N0 UCTeYEeHN KOTOPOro NPUHMMAaEeTCsA peLlueHne o6
OTK/IFOYEHUN KINEHTCKOro 060py0BaHNS.

HaxxmunTe kHonky «Update» Ansi COXpaHeHNs1 BHECEHHbIX N3MEHEHWIA.

5.10 MNMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» Npon3BoANTCA 3ajaHMe napaMeTpoB M HAaCcTpoKa poymumHra 802.11r
Mexay 6a30BbIMU CTAHLMSMMU.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters

Radic |1 T

VAR |FTVAROQ ¥

Fast Transition Mode Off ¥

FT over D& Off ¥

Mobility Domain 0 (0 - 55535}

RO Key Holder (1 - 48 characters)
R1 Key Holder (3030 3 036 03 0200 2005 )
Reassociation Deadline (1000 (1000 - 4294967295)

Click "Update™ to save the new sethings.
Update

Fast Bss Transition Parameters:

* Radio - BbI6Op pagnomMoayns, Ha KOTOpoM byaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYyanbHOW TOUKN AOCTYNa, Ha KOTOPOW byaeT HacTpoeH FBT,;

* Fast Transition Mode — akTBauusa yHKUMM 6bICTPOM Nepesaym 6a30BOro Habopa cnyxb ans
YCKOpeHUA npoLecca ayTeHTUmnKaLmm Ha Touke JocTyna:

* On — GyHKLUNA BKNOYEHS;
+ Off — PyHKUMSA BbIK/IOYEHA.

* FT over DS - BKJIlOYeHVe MexaHn3Ma obmMeHa Mexay 6a30BbIMY CTaHUUAMN Yepes NPOBOAHYHO
ceTb. KnMeHT Npy HeobXoAMMOCTI COBEPLUUTE POYMUHTI OTMPAaBAseT Ha TeKYLLYH TOYKYy JOCTyna
FT Action Request frame ¢ He06X0A4VIMbIMW aBTOPU3ALMOHHBIMW AaHHBIMU. TekyLLlas Touka
A0CTyNna MHKaNCynnmpyeT JaHHbIA peiimM 1 nepeHanpaBiseT Ha LieeByo TOUKY J0CTyna yepes
NPOBOAHYIO ceTb. LieneBas Touka AoCTyrna NoATBepXAaeT BO3MOXHOCTb 6bICTPON
ayTeHTUPUKALMM MHKaNCYNMPOBaHHbLIM COObLLeHMEeM TekyLlen Touku goctyna FT Action
Response frame. TekyLas Touka AOCTYyNa rnepecblinaeT 370 coobLleHVe KAnNeHTy. Nocie oOKoOHYaHUA
npoLiecca K/NeHT OTCbIIaeT Ha LieleByto TOUKY A0CTyna 3anpoc Reassociation. Mpn oTkIlO4eHHOM
byHKUMK FT-over-DS paboTtaeT FT-over-AlIR, B TakOM Cny4vae aBTopu3aums KineHTa Ha uenesori T/
NPOVCXOANT C NCNONb30BaHMEM CTaHAAPTHbLIX GpenMoB ayTeHTUdUKaLmn:

* On — GyHKLUNA BKNOYEHS;
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+ Off — PyHKUMSA BbIK/IHOYEHA.
* Mobility Domain — Homep rpynnsbi (0 - 65535), B paMkax KOTOPOW MOXeT 6bITb COBEPLUEH POYMUHT;
* RO Key Holder — xntou PMK-RO, 0 48 cMMBONOB. TakxXe NCNONb3yeTcs B KayecTBe naeHTUdrKaTopa
NAS, koTopbIin byaeT oTNpaBnsaATbLCA B coobLieHmn Radius Access Request;
* R1 Key Holder — kntou PMK-R1 B popMaTe MAC-agpeca XX:XX:XX:XX:XX:XX;
* Reassociation Deadline, ms — MakcMMasibHOe pa3peLleHHOoe BpeMs OXKNAAHWA 3anpoca
"Reassociation” oT ctaHUun. 10 yMOn4aHM0 Ncnonb3yeTcd 3HadeHre 1000 mc.

HaxxmunTe kHonky «Update» Ansi coxpaHeHWs1 BHECEHHbIX U3MEHEHUIA.

Mocne ykasaHWsi OCHOBHbIX MapamMeTpoOB HEO6XOAMMO HAaCTPOUTL B3aMMOAECTBME C TOUKaMM JOCTYNa,
MeX Ay KOTOpbIMU ByAeT OCyLLeCcTBASTLCA POYMUHT, 3a4aB MAC-agpeca 1 KNtouun.

HAS ID RRE Key
MAC Address [1- 48 characters) {16 characters)
&dd
Remaote RO Key Holder Data
Remawve
Click "Update" to save the new sstiings.
Update
R Key Holder RRE Key
MAC Address (MAC Address) {16 characters)
Add
Remote R1 Key Holder Data
Remowve
Click "Update” to save the new ssttings.
Update
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* MAC Address — MAC-agpec TOUKM JOCTYNa, y4acTBYHOLLEN B POYMUHTE;

* NAS ID - ngeHtnéumnkatop NAS, nprHMMaeT 3HaveHue, ykasaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1;
* RRB key - kntou ansa wndposaHms RRM-coobLieHnin AnnmHomi 16 cuMBONOB.

Ans fo6aBneHVs 3anncK B TabMLy HaXXMUTE KHOMKY «Add».

Ans yAaneHua 3anmcm m3 Ta6ﬂl/IL|,bI BblAeNNTE CTPOKY N HaXXKMUTE KHOMKY «Removen».

HaxxmuTe kHonky «Update» Ansi cOxpaHeHUst BHECEHHbIX U3MEHEHWIA.

5.11 lMoameHto «Passpoint»

Passpoint — 370 ¢yHKLMS, MO3BONAIOLLAA NONb30BaTeNAM beclioBHO nepexoamnTh ¢ 3G/4G-ceTeli Ha Wi-Fi
ceTun. Passpoint noaaepxunBaeT cnegyrowime Tunbl ayTeHTudumkauymm: EAP-TLS (ngeHTudmnkaums Ha
OCHoBe cepTudmkata), EAP-SIM (naeHTMdrKaumsa Ha ocHoBe AaHHbIX GSM SIM-kapThl), EAP-AKA
(naeHTMPUKaumsa Ha ocHoBe AgaHHbIX UMTS USIM) nnn EAP-TTLS ¢ MS-CHAPV2 (3anpoc vMeHwu
nosib3oBaTens 1 Napons, cepTudurkaT A4na cepBepa).

BbibepuTe paanonHTepdelic n BUPTYanbHY TOUKY 4OCTYMa, HAa KOTOpoi byaeT paboTaTb Passpoint u
3anonHUTe NoJist Huxke (Mo HeobXoANMOCTN).

DHELTEX

Basic Settings

Interfaces
Events

Transmit/Receive

Client Associations

TSPEC Client Associations
Rogue AP Detection

TSPEC Status and Statistics
TSPEC AP Statistics

Radio Statistics

Email Alert Status

Ethemet Settings
Management IPv6
1Pv6 Tunnel
Wireless Settings
Radio

Scheduler

Scheduler Association

z
i
z
£
i i
: 7
g
:
g
-
:
(5]
=L
i
i

VA

o

i

VAP Minimal Signal
Fast Bss Transition

Passpoint

Wireless Multicas ding

MAC Authentication
Load Balancing

Eltex Enterprise Wireless Access Point

Modify Passpoint settings

Radio |1 ¥

VAP PPWAPD ¥

Passpoint Parameters :

802.11u Status
Internet Accass
ASRA

Network Access Type
Interworking HESSID
P2P IE Status

P2P Cross Status
IP Address Type Availability Information
Pvd
e

Network Authentication Type List
Auth Type

Not Configured

Not Configured

Not Configured

Not Configured

4|4 4=

Venue Group
Venue Typs
Venue Name List
Venue Name

Not Configured

A
Not Configured

off ¥

off ¥

off ¥

Private Network
00:23:45:67:89:ab
off ¥

off ¥

Not Available
Not Available v

Redirect URL

Not Configured (URL)
(URL)
(URL)

(URL)

Not Configured
Not Configured
Not Configured
Unspecified v
Unspecified ¥

Language Code

ENG ¥

ENG ¥

v

(3030130830830 200 XX )

* Radio — pagnonHTepdeinc, Ha KOTOPOM HEOBXOAMMO aKTUBMPOBaTb GyHKLMIO Passpoint;
+ VAP - BupTyanbHas Touka goctyna (SSID), Ha KOTOpol HEOBXOAMMO aKTUBMPOBATL GYHKLMIO

Passpoint.

46




MeXxceTeBble NnapamMeTpbl 802.11u (Passpoint parameters)

Web-KoHPUrypatop WOP-12ac-LR

Passpoint Parameters :

B802.11u Status
Internst Access
ASRA

Metwork Access Type
Interworking HESSID
P2P IE Status

P2P Cross Status

IP Address Type Availability Information

IPwvd

IPvE

Metwork Authentication Type List

Auth Type
Mot Configured r
Mot Configured r
Mot Configured r
Mot Configured r

Yenue Group
Venue Type
Venue Name List
Venue Name

Not Configured

Not Configured

Roaming Consortium List
0OUI Name

Mot Configured
Mot Configured

3GPP Cellular Network Information List
Country Code

Not Cenfigured
Not Cenfigured
Not Cenfigured
Mot Cenfigured
Mot Cenfigured
Mot Configured
Domain List

1 |Not Configured

3 |Not Configured

Ooff ¥

Ooff ¥

Off ¥

Private Network
00:23:45:67:89:ab
Off ¥

Ooff ¥

Mot Available

Mot Available

Redirect URL
Not Configured
Not Configured
Not Configured
Not Cenfigured
Unspecified

Unspecified ¥

Language Code

NG ¥

m
=
0]

-

Is Beacon
No ¥

Mo ¥

Network Code
Not Cenfigured
Not Cenfigured
Not Cenfigured
Mot Cenfigured
Mot Cenfigured

Mot Configured

2 |Not Configured

4 (Mot Configured

L

{300 3300 1200 13001 X005 X0 )

(URL)
(URL)
(URL)
(URL)

802.71u status — BKIHOUUTL/BbIKNIOUYNTE GYHKLMIO Passpoint;

Internet Access — BKNOUNTL/BbIKKOUYNTL AOCTYN K IHTepHeTy;
ASRA - (Additional Step Required for Access) — 406aBUTb/y6paTh AONONHUTENbHbIN LUAr
aBToOpUM3aLMM NPU NOAYYEHUN AOCTYNa;
Network Access Type — TN B3aMMOZAENCTBMUS C CeTbto J0CTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — 4aCTHas CeTb C rOCTEBbIM A0CTYNOM,;

Chargable public network — Tapuunumpyemas nybanyHas ceTb;

Free public network — 6ecnnatHas nybanyHas ceThb;

Emergency Services only Network — ceTb AN aBapUNHbIX CNYX6 1 c1y>X6 CKOPO MOMOLLLY;
Personal Device Network — nnyHas ceTb YCTPOWNCTBA;

Test or Experimental — TecToBasi CeThb;
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* Wildcard - B3anmogeiicTBue yepes Bayuepsbl (wildcard-ceptndukar);
* Interworking HESSID — MAC-agpec, eiHbIA ANA BCeX ToUeK A0CTyrna OAHON CeTu.

WHpopmauumsa o Tune goctyna (IP Address Type Availability Information)

* IPv4 — HacTporika JOCTyna UCcnonb3ysa NpoTokon IPv4;
+ IPv6 — HacTporika f0CTyna Ucnonb3ysa NpoTokon IPv6.

Tunbl ayteHTUPMKaLUum B ceTn (Network Authentication Type List)

* Auth Type — BblbepuTe B none Tun ayTeHTUurKaunmn:
* Not Configured — Tvn ayTeHTU$UKALNN He YCTaHOB/NEH;
* Acceptance of term and Conditions — ayTeHTUdMKaLMSA C NPUHATVIEM MO/1b30BATENbCKOro
cornawleHus;
* Online Enrollment — perncrpaums oHNanH,;
* HTTP/HTTPS Redirection — nepeagpecauuns no HTTP/HTTPS;
* DNS Redirection — nepeagpecauus rno DNS.
* Redirect URL - none ans BBoga URL-agpeca, Ha KOTOpbI ByZeT BbINONHEHA Nepeajpecauus.

WH$opmMaums o mecTe ycTaHOBKU (Venue Details)

* Venue Group — KaTeropusi Mecta yCTaHOBKW, orpegenieHHasa ctaHgaptTom IEEE 802.11u:
* Unspecified — He BbI6paHo;
+ Assembly — mecTa 601bLLIOro CKOMAEHUs Ntojel (CTagnNoHbl, TeaTpbl, peCTopaHbl, BOK3asbl,
a3ponopTbl U T.M.).
* Business — 6aHKW, 0PUChI, Hay4YHble LIeHTPbI 1 T.1.
* Educational - y4yebHble LLeHTpbI;
* Factory and Industrial — NnpoMbILLIEHHbIE 34aHNS;
* Institutional — rocysapcTBEHHbIe yupexXaeHWs;
* Mercantile — kommepueckme (TOproBble) OpraHM3aLmu;
* Residential — >xnnble KOMMNAEKCHI;
+ Storage — xpaHWInMLa/cknagpl;
+ Utility and Miscellaneous — KOMMyHa/lbHble CNyX6bl 1 T.1.;
* Vehicular — TpaHcnopr;
* Outdoor - pa3meLLeHVe Ha yanue (ropoAcke NapKu, 30Hbl OTAbIXa, OCTAHOBKM, KMOCKN)
* Reserved — YaCTHble TePPUTOPUN.
* Venue Type — TN MecTONONOXeHWNA. loCTyNHbIe BapyaHTbl 3aBUCAT OT BbIOPAHHO BbiLLe
KaTeropumu pacrnonoxeHus.

Cnucok MectonosioxeHuin Touek aoctyna (Venue Name List)

+ Venue Name — HaVIMeHOBaHMsA MecTa YCTaHOBKM TOYKM A0CTYNa;
+ Language Code - s3blIK.

Cnucok opraHusauunii (Roaming Consortium List)

* OUI Name - yHuKanbHbI ngeHTndurkaTop opraHmsaumm (OUI);
+ Is Beacon — po6asuTb OUI B beacon (yes), He go6aenaTe OUI B beacon (No).

WHpopmauums o 3GPP ceTsax cotoBoi cBA3u (3GPP Cellular Network Information List)

+ Country Code — KO CTpaHbl;
+ Network Code — Kopg, ceTw.

Cnuncok gomeHoB (Domain List)

BnuiinTe AoMeHbl B CBO60O/HbIE NONS.
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Cnuncok obnacreii (Realm list)

Realm List:
Realm Name Encoding EAP and Auth Information
Mot Configured RFC4282 ¥ | |Not Configured Modify | | Reset
Mot Configured RFC4282 ¥ | |[Not Configured Modify | |_Reset
Not Configured RFC4282 ¥ | Mot Configured Modify | |_Reset
Mot Configured RFC4282 ¥ | |Not Configured Modify | | Reset
Mot Configured RFC4282 ¥ | |[Not Configured Modify | |_Reset
Not Configured RFC4282 ¥ | |[Not Configured Modify || Reset

* Realm Name — Ha3BaHWe obnactu;
* Encoding - koanpoBka (RFC4282, UTF8);
+ EAP and Auth Information — nHdopmMaumsa 0 NPoToKOose 1 ayTeHTUUKALNN.

* Modify — HacTpouTb TUMN N NapamMeTpbl ayTeHTUdUKaALNY;
* Reset — cOpOCUTb HACTPOWKMN

HacTpoiika napameTtpos pa6oTbl ANQP npoTtokona (Passpoint ANQP Parameters Configurations)

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Pazzpoint Status Disabled ¥

Pazspoint Capability Release 1 ¥

DGAF Disabled Status Disahbled ¥

ANQP 4 frame Disabled ¥

Gas Come Back Delay 0

Frowxy ARP Status Disabled ¥

Operating Class Indicator Operating Class 81 T
Anonymous NAI Mot Configured

L2 Traffic Inspecticn Enabled ¥

1ICMPwv4 Echo Enabled ¥

ODperator Friendly Name List

Operator Name Language Code
Mot Configured ENG ¥

Mot Configured ENG ¥

QoS Map ID or

MNAI Home Realm Query List

Home Realm Encoding

Mot Configured RFC4282 ¥

Mot Configured RFC4282 ¥

* Passpoint Status — BkntounTb (enable) / oTkntounTh (disable) dpyHkumto Passpoint;

* Passpoint Capability — onpegennTb NojAepXnBaeT Nn YCTPOMCTBO GyHKUMIO Passpoint;

 DGAF Disabled Status — BkntounTb (enable) / BbikntounTb (disable) nepeagpecaumio HUCXOAALLMX
rPynnoBbIX ajpecHbIX KaapoB(ana MynbTukacTta). Korga T/ nepesaeT kazpbl, cogepxalyme
aneMeHT nHankaumm HS2.0, B koTopoM 3HayeHne DGAF Disable yctaHoBneHO paBHbIM disable,
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MO6UIbHOE YCTPONCTBO A0/KHO OTOPOCUTL BCE MPUHSATLIE FOHMKACT IP-nakeTbl, KOTopble 661
pacwmppoBaHbl C MOMOLLbIO K/OYa rpynnbi;
« ANQP 4 frame — BkntoumnTb (enable) / BbikntounTh (disable) o6meH 4 GAS-dpelimamy;
+ Gas Come Back Delay - 3apep>ka Bo3BpaTta GAS (GAS Comeback Delay) B TU 3aBucuT OT
HacTporiku ANQP 4 frame;
* Proxy ARP Status — akTuBuMpoBaTh (enable) / seakTnBnpoBaTh (disable) ARP-npokcu (Proxy ARP);
* Operating Class Indicator:
* Operating Class 81 — paboTta B gnana3oHe 2.4 [T,
* Operating Class 115 — paboTa B gnanasoHe 51T,
* Operating Class 81&115 - ogHoBpemMeHHas paboTa B gnanasoHax 2.4 n 5Ty,
*+ Anonymous NAI — ycTaHOBUTb aHOHUMHBIN ID goctyna k ceTn (NAI — Network Access Identifier);
* L2 Traffic Inspection — BkntounTb (enable) / BbikntounTh (disable) KOHTponb 1 dunbTpaumio L2-
Tpaduka (4OCTYNHO A5 TOUEK AOCTYNa, KOTOPbIE MEKT BCTPOEHHYH GYHKLMIO KOHTPOAS U
dunbTpaumm Tpaduka);
* ICMPv4 Echo - ¢yHKuua dpunbTpaymm ana ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbLIM AOCTYNHO noakntoveHne Passpoint Ha JaHHO Touke AocTyna (Operator Friendly
Name List)

* Operator Name — 1ms orepaTopa;
* Language Code — A3bIK;
* QoS Map ID — naeHTudurkatop QoS Map.

Cnucok gomawHux obnacteit (NAl Home Realm Query List)

+ Home Realm — pomaluHsAs 06n1acTb;
* Encoding - koanposka (RFC4282 nnn UTF8).

Cnuncok BO3MOXHbIX nogkntoueHuin (Connection Capability List)

Connection Capability List :
Protocol Port Status
Select ¥ Select ¥ Select ¥
Select ¥ Select ¥ Select ¥
Select ¥ Select ¥ Select ¥
Select ¥ Select v Select ¥

* Protocol — NpoTOKO/, MO KOTOPOMY BO3MOXHO MOAK/IIOYEHMe:
« ICMP (0x1) — ICMP npoTokon;
« TCP (0x6) — TCP npoTokon;
+ UDP (0x11) - UDP npoTokon;
+ ESP (0x32) - npoTokon ESP.
* Port — NOpT, MO KOTOPOMY BO3MOXHO MOAKIHOYEHUE;
+ Status — cTaTycC NOAK/IHOYEHNSA:
+ Closed — nogkntoyeHne rno faHHbLIM NapaMeTpam 3aKpbITo;
+ Open — nogk/oYeHve No JaHHbIM NapaMeTpam AOCTYMHO;
* Unknown - cTaTyC NOAK/IOYEHVS HEN3BECTEH.
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Cnincok npoBaiifiepoB, KOTOPLIM AOCTYNHa OHNaH-perncrtpaumsa (OSU Provider List)

0SU SSID : |05V
05U Friendly Mame
#1 SP Red Test Onlyleng

05U Desc
Free service for te
1-1
1-2
1-3
#2 Mot Configured Mot Configured
2-1
2-2
2-3
#3 Mot Configured Mot Configured
3-1
3-2
3-3

0SU Provider List:

05U Language Code O5U Server URI

https://osu-serve

O5U NAI

05U Method

05U lcon

SOAP-XML ¥ ||7

COMA-DM

COMA-DM

Select
Select
Select
¥ |0
Select
Select
Select
¥ (|0
Select
Select

Select

+ OSU SSID — npeHTdmKaTop CetTn ANa OHNanH-perncTpaunm;

+ OSU Friendly Name — nms UHTepHeT Npo

+ OSU Desc — onuncaHve cepBepa OHNaNH-perncrpaumuy;
+ OSU Language Code — Koj i3blKa OHNaNH-perncTpaumny;

Bangepa;

+ OSU Server URI — URL cepBepa OHNanH-perncTpaunu;

+ OSU NAI - ID goctyna K ceTu Ans OHNaH-perncrpauny;

+ OSU Method — meToaa OHNaMH-perncTpaumy;

+ OSU Icon — NloroTun nposangepa.

NH$popmaums o meTpuke WAN (WAN Metrics Information)

Link Status Symmetric Link At Capacity

¥]: L ¥ | =

Down Link Speed

WAN Metrics Information :

=

Up Link Speed

Down Link Load

Up Link Load

Lmd

 Link Status — cOCTosiHME COeANHEHWS:
* Link up — coegnHeHe aKkTUBHO;

* Link Down — coegMHeHNe HeaKTUBHO;

+ Link Test — coepnHeHne paboTaeT B TECTOBOM pexumme.

« Symmetric Link — coegnHeHne cummeTpunyHo (Symetric Link) nnn He cummeTpruuHo (Not Symmetric

Link);
+ At Capacity — nponyckHasi CNOCOBHOCTb;

+ Down Link speed — CKOPOCTb HUCXOASALLLErO MOTOKa;

* Up Link speed — cKkOpOCTb BOCXOAALLEro

NMoTOKa;

+ Down Link Load — Harpy3ka Ha HNCXOAALLMNI MOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASALLWIA MOTOK;
« Lmd - anntenbHOCTb n3mMepeHus Harpy3km (Load Measurement Duration).
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5.12 MoameHto «Wireless Multicast Forwarding»

B paszene «Wireless Multicast Forwarding» BbinosiHAeTCA HacTpolika nepeHanpasaeHus multicast-
nakeToB.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

WAP Enabled WMF-Enable
0 o
i

;
& & & & & &

Ld

Click "Update™ to save the new settings.
Update

* Radio — BbI6Op pagmoniHTepderica;

* VAP — HOoMep BMPTYanbHOW TOYKW AOCTYNa;

+ Enabled — npwn yctaHoBNneHHOM ¢nare BupTyasnbHasa Touka AocTyna byaeT akTUBHA, MHaye — He
aKTUBHQ;

* WMF-Enable — npv ycTaHOBNeHHOM ¢nare byzeT akTMBHa PyHKLMA NnepeHanpasaeHns multicast-
NakeToOB Ha BUPTYya/sibHOM TouKe JOCTyna, MHaye — He akTMBHaA.

HaxxmuTe KHonky «Update» ansi COXpaHeHUs BHECEHHbIX M3MeHEeHUIA.
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B pa3gene «WDS» BbIMO/IHAETCA HAaCTPOIMKa CBA3M MeXAy ToUKaMu AoCTyrna no 6ecnpoBoAHON CeTu.

* Tunneling — onuma JOCTYMNHa TOJIbKO NPW NCNosb3oBaHnK GRE:
+ Off — GRE He ncnonb3yeTcs, onuusa Tunneling BbiktOUYeHS3;
* Master — Touka nogknto4aeTcs B ceTb Yepes Ethernet-nHTtepdeic;
+ Slave — Touka nogknoyaeTca K Master no paguonHtepdeicy.

Configure WDS bridges to other access points

Click "Refresh” button to refresh remote APs =signal strength.

Refresh |

Tunneling

Spanning Tree Mode

off -

Enabled '@ Disabled

Radic

Local Address
Remote Address
Connection Status
Signal

Encryption

2 -
AB:F9:4B:B5:DAIZ0
ag:f9:4b:ba:ffi10
up

-75

Mone (Plain-text) -

Radic
Local Address
Remote Address

Connection Status

Encryption

2 -

AB:F9:4B:B5:DA:30

down

Mone (Plain-text) -

Radic
Local Address
Remote Address

Connection Status

Encryption

1~

AZ:F9:4B:B5:DA20

down

Mone (Plain-text) -

Radio
Local Address
Remote Address

Connection Status

Encryption

1 -

AB:F9:4B:B5:DAZ0

down

Mone (Plain-text) -

Click "Update™ to save the new settings.

[ update |

* Spanning tree mode - pexum paboTbl npoTokona STP Ana npeAoTBpaLLeHns neTenb B CETU:
* Enabled — npuv yctaHOBNneHHOM ¢iare npoTokon STP paspeLueH A5 UCNONb30BaHWS.

PekomeHayeTcs BKIHOUYNTL Mpu ncrosb3osaHumn WDS;
* Disable — npu yctaHoBneHHOM ¢nare npoTokon STP 3anpeLueH.

* Radio — BbI6Op pagnionHTepdeinca;

* Local Address — npocmoTp MAC-agpeca TekyLlero pagnonHtepdeinca;

* Remote Address — agpec TOUKM J0CTYMa, C KOTOPOM NpegycMaTpBaeTcsl COBMeCTHasa paborTa;

*+ Connection Status — cTaTyC COefNHEHWS;

+ Signal — ypoBeHb C KOTOPbIM BUAHa BCTpeyHasa T/,

* Encryption - BbI6Op pexnma WwudpoBaHuUS:
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* None - He NCNONBb30BaTb LWNPPOBAHUE;
* WPA (PSK) - windposaHmne WPA n WPA2, npu Bblbope faHHOro cnocoba 6yayT AOCTYMHbI
cnegyroLme HacTpoMKN:
+ SSID - nma Wi-Fi cetu;
« WPA-kntou. nnHa knrda coctaBnsiet oT 8 40 63 CMMBOJIOB.

HaxxmunTe kHonky «Update» Ansi coxpaHeHWs1 BHECEHHbIX U3MEHEHWIA.
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5.14 MoameHto «MAC Authentication»

B pa3gene «<MAC Authentication» BbINnosHAETCSA HacTpoika 6enbix/YepHbix cnmuckos MAC-agpecoB
K/INEHTOB, KOTOPbIM pa3peLleHo/3anpeLyeHo NoAKAYaTbLCs K JaHHOM Touke AocTyna.

Web-koHUrypaTop WOP-12ac-LR

Glaobal palicy

Allow anby stations in list

2 Block all seatiens in list

|

z

1D

11

12

13

14

15

Access list default o

Stations List [00:MRmmF

|_ Remove ]
Radia 1
vap 551D
0 Eltex- Lacal

Eltex- Guase
_test_B802.11r
BRAS-Guast

wDs

BRASZ-Guast
El_personal

egord

agorg

radio test 24
TEST_SYMNC_PROC
Wirtual Access Paint L1
test_roam

Roam

Raamil

Roaming2

(add)

ACL

default
default
dafault
cefault
cefault
default
default
I:ﬂ{: u It
cefault
cefault
default
dafault
dafault
default
cefault

cefault

Click "Updata” ta save the new settings.

| Update

Palicy made

Glabal

Global

Global

Glabal

Glabal

Glahbal

Glabal

Global

Glabal

Glabal

Glabal

Glabal

Global

Global

Glabal

Glabal

Configure MAC Authentication of client stations

w

* Global policy — Bbl6op cnucka ¢unbTpaumm MAC-agpecoB npu ayTeHTUUKaLNY;
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+ Allow only stations in list — npn yctaHoBneHHOM ¢nare byaet GopMmnpoBaTbCS 6enblii CNUCOK
MAC-agpecos;
* Block all stations in list - npwn yctaHoBneHHOM ¢nare 6ygetT GopMnMpoBaTLCA YEPHbIN CMNCOK
MAC-agpecos.
* Access list - Bblbop cnmnckos MAC-afpecos;
+ Stations List — cnucok MAC-afpecoB KIMEeHTOB, KOTOPbLIM paspeLleH/3anpeLleH JoCTyn;

Ansa pobasneHns MAC-agpeca B pasgene «access List» BbibepuTe cnncok ¢punbTpaumm n seeante MAC-
ajipec, KOTOPbIN HY>KHO A06aBUTb B CNUCOK. HaXkMnTe KHOMKY «Add».

Ana ypaneHna MAC-agpeca B pasgene «Station List» BoibepuTe 3anmncb N HaXXMUTE KHOMKY «Remove».

* Radio — BbI6Op pagno nHTepdeiica ToOUKM A0CTYN3;
* VAP - HOMep BUPTYaNnbHOW TOUKW AOCTYNa;
+ SSID — nMs BUPTYasibHOW TOYKW JOCTYNa;
+ ACL - BbI6Op crincka MAC-agpecoB A58 NpUBSA3KKY ero K BbiIbpaHHoMy SSID;
* Policy mode — HacTpoiika 6enbix/4epHbix cnvckos MAC-agpecos:
* Global — pnsa Tekywero SSID BbI6paHHbIN cNCOK Mac-agpecoB 6yeT COOTBETCTBOBATb
rnobanbHomy dnary;,
+ Allow - ans Tekyuiero SSID BbI6paHHbIA CMNCOK ByAeT ABNATLCSA 6enbIM(J0CTYN paspeLleH);
* Block — ans Tekyuiero SSID BbI6paHHbIA CMNCOK ByAeT ABAATHCA YEPHbBIM(4OCTYN 3arnpeLLeH).

HaxxmunTe kHonky «Update» Ansi COXpaHeHWs1 BHECEHHbIX M3MEHEHWIA.

5.15 NopgmeHto «Load Balancing»

B pa3gene «Load Balancing» BbinosiHAeTCs KOHOUIYPUPOBaHME OrPaHNYEHMS BO3MOXHOCTA
NOAKNHYEHMSA K TOYKE JOCTyMNa B 3aBUCMMOCTU OT YTUAN3AL MK KaHana.

Modify load balancing settings

Load Balancing Enabled ® Disabled
Utilization for No New Assocations o (Percent, O disables)

Click "Update™ to save the new settings.
Update

* Load Balancing — 6anaHc1poBKa Harpy3Ku:
* Enabled — 6anaHcMpoBKa Harpysku BKIKOYEHa;
+ Disabled — 6anaHcmpoBKa Harpysku BblK/l0UYeHa.
+ Utilization for No New Associations — ypoBeHb YTWUIN3aLMM MNONOCkI MPOMNYCKaHWA TOYKW A0CTYNa,

Npwv NpeBbILLEeHNN KOTOPO NPOUCXOAUT 3anpeT Ha NOAKIYEHVEe HOBbIX KNEHTOB, 3aaeTcs B %.
Mo ymonyaHuto — 0.

Haxmunte KHOMKY «Update» AnAa coXpaHeHnA BHECEHHDbIX N3MEHEHWIA.

5.16 NoameHto «Authentication»

B pa3gene «Authentication» npov3BoANTCS HAaCTpoOKa TOUKW AOCTYrMa B PEXMUM KVEHTa MO MPOTOKOJY
802.1X ansa NpoxoxaeHns npoueaypbl ayTeHTUPMKaLMM Ha BblLLecTosWweM 060pyA0BaHUN.
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Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the page.
Refresh

Supplicant Configuration ...
802.1X Supplicant Enabled ® Disabled

EAP Method AD3 ¥
Username (Range: 1 - 64 characters)
Password {(Range: 1 - 64 characters)

Click ®#Update% to save the new settings.
Update

Certificate File Status ...

Certificate File Present no

Certificate Expiration Date| Not Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from & TFTP server, click the TFTP radic button and enter the TFTP server information.
Upload Method ® p1TR TETE
Filename BufspuTe thaiin | #ain He ExlBpaH
Upload

Supplicant Configuration — B pa3gene BbINOMHAEGTCA HACTPOMKa NapaMeTpoB ayTeHTUUKALNN:

+ 802.1X Supplicant — BKNOUNTL/BbIKIIOUYNTE PabOTy TOUKM AOCTYMa B peXnme KaneHTa no
npotokony 802.1X:
« Enabled — BKNHOUNTD;
* Disabled — BbIK/IIOUUTb.
+ EAP Method - anroputm wndpoBaHns Npu ayTeHTUUKaLVN NONb30BaTeNs;
* Username — 1MA Nonb30BaTeNs, 3agaeTcd cTpoka 1-64 cMMBO/IOB;
+ Password - naposb, 3agaeTcs cTponka 1-64 CUMBOOB.

Certificate File Status — B pa3gene MOXHO NpocMoTpeTb NHPOPMaLMIo 0 cocTosiHUM HTTP SSL
ceptndukara.

Certificate File Upload — B pa3gene BbinonHaeTcs 3arpyska ¢anna HTTP SSL Certificate.

* Upload Method — meTop 3arpy3kn ¢anna HTTP SSL ceptnéumkaTa:
* HTTP - 3arpy3ka ceptudukaTta yepe3s HTTP. Npun Bbibope 3TOro crnocoba HaXxMmmTe KHOMKY
«BblbepuTe dariny, ykaxuTe darin, KOTOPbIA HYXXHO 3arpy3nTb B YCTPOMCTBO;
« TFTP - 3arpy3ka ceptudukarta Yepe3 TFTP. Mpu ykazaHnm 3Toro cnocoba Hy>KHO 3aNO/IHUTb
criegyroLme nons:
* File name - msa ¢ainna ceptrndukara;
+ Server IP — IP-agpec cepsepa.

[na 3arpy3kun ceptndukaTta HaxxmuTte KHonky «Upload».
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B pa3gene "Mesh" BbinonHaeTCA HaCTPOKKa CBA3M MexXxay ToukaMn JocTyrna no 6ecnposogHon Mesh

ceTn.

@ MopmeHto gocTynHO ecnm Ha T/, yctaHoBneHo MO c noaaep>xkoit Mesh. (WOP-12ac-LR-1.14.0.X-
MESH.tar.gz n 6onee nosgHne Bepcunm)

ald
al
ab
al
ald
al

Status

Mesh |d

Tunneling

5 ji |
: 9
: 9
: 9
5 ji |
: 9

Mesh Root

Root Address

Peer's list

14b:
1b4
b7
:b7
:b@
1b4

14b
1db
:db
:4b
14b

Autopeer Status

Mesh Encryption

16

Spanning Tree Mode

:ef
:53
il
:CC
:5F
178

Mesh General Settings

Mesh Interface Address

:bf
: 7T
2247
:8f
:df
1f

Configure Mesh access point

On Off
* on off
|mesh
| off v |
[ on~ |

| aB:fo:4b: 16:ef:bF

ab:f9:db: 16:ef.bf
| oft v |

|of |

Mesh Mac Authentication

Blocked

Delete From Access List

Delete From Block List

|| Access || Biock |

Click “Update” to save the new settings.
| update |

| Access || Block |

Mesh General Settings — B pa3zene BbINONHSETCA HacTpolika Mesh-napameTpos.

+ Autopeer Status — cTaTyc aBTOKOHUIYpMpOBaHUsS Touek JocTyna. [lofxeH 6bITb OTK/IHOYEH Ha

npoBoaHo Touke(Root) 1 BK/IHOUEH Ha 6eCnpPOBOAHBIX;

+ Status — cocTosiHUS KOHGUTryprpoBaemoro Mesh-mHTepoderica;
+ Mesh id — nmsa Mesh-ceTu;
* Mesh Encryption — ncnonb3oBaHue Mesh-ceTu ¢ wundpoBaHmewm;
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* Mesh Root — Ha3Ha4YNTb TOYKY AOCTyrMa KOHTpoAnepoM B Mesh-ceTu (go/kHa 6bITb TOUKOM BBOAA/

NPOBOAHOM);

* Root Address - MAC-agpec nHtepderica Toukm A0CTyrna ABAAIOLLNIACA KOHTpOAepoM(3anonHsaeTcs

aBTOMAaTU4ecKkm);
* Mesh interface Address — MAC-agpec Mesh-nHTepdelrica KOHGMPYpUpyemMor ToUKN AOCTYNa;
* Spanning Tree Mode — pexum paboTbl npoTokona STP ana npeAoTBpaLleHns neTenb B ceTy;
* Tunneling — onuma JOCTYMNHa TOJIbKO NPW NCNosb3oBaHnK GRE:
+ Off — GRE He ncnonb3yeTcs, onuusa Tunneling BbIk1tOYeHS3;
* Master — Touka nogknto4aeTcs B ceTb Yepes Ethernet-nHTtepdeic;
+ Slave — Touka nogknoyaeTca K Master no paguonHtepdeiicy.

Mesh Mac Authentication - B pa3gene BbinonHseTca jobasneHve/yganeHne y4acTHMKoB Mesh cetn.

+ Allowed — Toukam goctyna gobasneHHbIM B cnucok "Allowed” paspelueH goctyn B Mesh ceTb;
* Blocked — Toukam goctyna gobasneHHbIM B cnncok "Blocked" 3anpetldeH goctyn B Mesh ceTb;

+ Access Request — crCoK ToYeK A0CTyna NpMcaaBLUNX 3anpoc Ha NoAkatoyeHre B Mesh ceTb:

o

* Access — fobaBneHue TOUKWM AOCTyNa B "6ebli" CNMCOK(ZOCTYN pa3peLleH);
* Block — pobaBneHue ToOUKM AOCTyMa B "4epHbIA" CNNCOK(ZOCTYN 3anpeLyeH).

HaxxmunTe kHonky «Update» ana coxpaHeHWsi BHECEHHbIX U3MEeHeHWIA.

5.18 MoameHto «Mesh Monitoring»*

B pasaene "Mesh Monitoring" oTobpaaeTcs ctaTUcTnKa 1 COCTOsAHME coeanHeHun B Mesh-ceTu.

® MopmeHto gocTynHo ecnn Ha T/ yctaHoBneHo MO ¢ noaaep>xkoii Mesh. (WOP-12ac-LR.X-
MESH.tar.gz n 6onee nosgHne Bepcunm)

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RS5l Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fddbb7cc:Bf ESTAB  -46 011958 268274 75360 83085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
aB:fe4b:blcsfdf  ESTAB  -48 0L1%:59 634302 161236 85244 (13.4%) 12904 (8.0%) 0 Kbits/sec 0 Kbits/sec
ad:f3:4b:b4:53:7f  ESTAB  -44 141342 622430 151387 82485 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update{secs ago)
a8 f9:4b:16:efbf WEP-12acrev.C(ROOT) 192.16856.116 1.14.0.88-mesh_test-741906c-MESH 1]
a8:f9:4b:b0:5f.df WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
af:f34b:ba:53:7F WEP-12ac 192.168.56.112 1.14.0.88-mesh_test-741306c-MESH 2
a8:f9:4bb7.cc:Bf 192.16856.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3gene otobpaxaeTtcsa Tabamua co CTaTUCTUKOW COeANHEHUI C COCEAHNMM

TOUKaMK AOCTyna.

« Stats Update — npy HaxaTuun Ha KHOMKY NPon30oiAeT 06HOBNEeHME CTaTUCTUKL B Tabaunue;
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+ Auto update — aBTOMaTn4eckoe 0bHOBeHVEe TabanLpl (AaHHble OOHOBAAIOTCA Pa3 B CEKYHAY);
* MAC Address — MAC-agpec Mesh-nHtepdeiica cocegHer ToUkn AOCTYNa;

+ Link State — coCTOsIHNE COeANHEHUS;

* RSSI — ypoBeHb curHana oT cocefiHel TOUKN AOCTYNa;

* Uptime — NpoA0/IKNTENBLHOCTL COEANHEHUS C TOYKOWN JOCTYNa;

* Tx Total - KONMYECTBO YCreLHO OTNPaB/ieHHbIX NaKeToB;

* Rx Total — KONINYECTBO yCreLHO MPUHATLIX MaKeToB;

* Tx Retry Count — KOINYeCTBO MOBTOPHO OTMNPAaB/IEHHbIX MaKeToB;

* Rx Retried Count — KONMYeCTBO MPUHATLIX NAKETOB OTMPAaB/E€HHbIX MOBTOPHO;
*+ Tx Actual Rate — TekyLLasa CKOPOCTb Nepejayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLLL@aa CKOPOCTb NMpremMa AaHHbIX, B KGUT/C.

Mesh Network - B pa3zene otobpaxaeTtca Tabnuua c MHGopmaumer ob yuyactkax Mesh-cetu.

(® OTobpaxaeTcs TONbKO Ha YCTPOIiCTBE ABAAIOLWMMCA KOHTponnepoM Mesh-cetu (Root AP)

« Stats Update — npun HaxxaTuu Ha KHOMKy Npou3oligeT obHoBneHne nHdopmaumm Tabnmue n rpade;

* Auto update — aBToMaTnyeckoe 06HOBNEHMe TabnauLpl U rpada (4aHHble 06HOBAAOTCA Kaxable 10
CeKyHA);

* Mac Address — MAC-agpec Mesh-uHtepdeliica y4acTHMKa ceTu;

+ Device Name — cuctemMHoe 1Ms YCTPOMCTBa;

+ IP Address — IP-afpec yCTPOMCTBS;

* Firmware Version — Bepcusi NporpaMMHOro obecrneyeHus;

+ Last Update — Bpemsi nocnegHen CUHXPOHM3aLMN C YCTPONCTBOM,;

Takxe B paszene MOHUTOPUHIa pacnonaraeTca rpad c noctpoeHHon cxemoi Mesh-cetn. Ha ocHoBaHMMK
Tabavupbl 1 rpada MOXHO NPOM3BECTU aHANN3 CETU. DTO NO3BOIUT OLLEHUTb NPaBUIbHOCTb
PacnonoXeHNs ToYek AOCTyMna No TEPPUTOPUM MOKPLITUS U YKaXKeT Ha NpobaeMHble MeCTa, a Takxke
MOMOXEeT NPON3BOAUNTE MOHUTOPUHT CETU B PeXMME peanbHOro BpeMeHu.
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Link status:
STEN
SR —

-46

WEP-12acrev.C(ROOT)

-48

5.19 TNoameHto «Management ACL»

B pa3gene «Management ACL» BbINONHAETCSA HACTPOMKa CNVCKOB JOCTYyNa yrnpaB/ieHNs yCTPONCTBOM
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Manzgement ACL Mode Enzbled ® Dizzbled

IP Address 1 (300300 30000008)

IF Address 2 (B SR L

IF Address 3 [ e, 300 3000 3000 )

IP Address 4 (30 3002000005

IP Address 5 (B SR L

IFvE Address 1 [ 330 B L RO RO RO | SO0 § SO0 0
IPvE Address 2 (30000 30000 30000 30000 30000 X000 X000 X000
IPvE Address 2 (P s R0 OO OO OO O O MR
IFvE Address 4 [ 330 B L RO RO RO | SO0 § SO0 0
IPvE Address 3 (30000 30000 30000 30000 30000 X000 X000 X000
Click "Update” to save the new settings.

Update

* Management ACL Mode — ncnonb3oBaHMe CrNCKOB A0CTYNa K ynpaBieHWo YyCTPOCTBOM:
* Enabled — npu yctaHOB/eHHOM ¢nare GyHKLMOHAN BKIOYEH,;
* Disabled — npu yctaHOBNeHHOM ¢nare GyHKUMOHAN OTK/HOYEH;

* IP Address — cnncok XocToB IPv4, KOTOpble MMerT AOCTYN K YNpaBneHNIo YCTPONCTBOM,;

* IPv6 Address - cnncok xocToB IPv4, KoTopble MMeT AOCTYN K yNpaBAeHVo YCTPOMCTBOM.

Ans NnPMMeEHEHUNA N COXPaHEHWA HACTPOEK B SHEPIrOHE3aBUCUMMYHO NMaMATb HAXKMUTE «Update».
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6 MeH «Services»

B MeH!o «Services» BbIMOMHAETCA HACTPOLiKa BCTPOEHHbIX C/TY>X6 TOYKM A0CTYNa.

6.1 MNoameHto «Bonjour»

B pa3gene BbINONHAETCA HACTPOIiKa ycayrm Bonjour, koTopasi no3BonsieT 6ecnpoBOAHbLIM TOUKaM
AOCTYNa U NX CepBrCcaM 0B6HAPYXXMBaTb APYr APYra BHYTPU NOKaNbHOM CETU, UCMOb3Ys 3anncn B
multicast Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status * Enabled Disabled

Click "Update” to save the new settings.

Update

* Bonjour Status — cocTosiH1e ycnyru Bonjour:
* Enabled — npwn yctaHoBNeHHOM ¢iare ycnyra akTMBHa,;
+ Disabled — npwn ycTaHOoBNeHHOM ¢iare ycnyra Bblk/ll04YeHa.

Haxmunte KHOMKY «Update» AnAa coXpaHeHnAa BHECEHHDbIX N3MEHEHU.
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6.2 MoameHto «<Web Server»
B pa3gene «Web Serves» BbINONHAKTCA HACTPOMKN JOCTYMNa K TOUKe AoCTyrna Yepes web-nHtepderic.

Configure Web Server Settings

HTTFS Server Status * Enabled Dizabled
HTTF Server Status *' Enabled Disabled

HTTP Port 80 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-63535, Default: 443)
Maximum Sessions B (Range: 1 - 10, Default: 5)

Session Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to zave the new settings.
Update

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: yes
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Common Name: CN=192,168.1.10

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTP SSL Certificate as a backup file to your PC.
To save the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Methed ® HTTP TFTE

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload"” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® 4TTP TFTE
HTTP S5L Certificate File Buifepure diaiin | ®aiin He soibpax

Upload

* HTTPS Server Status — coctoaHue cepBepa HTTPS:
+ Enabled — npu yctaHoBneHHOM ¢nare nogkntoveHue Kk Web-nHtepdeiicy ycrporictea byaet
no 3awmiieHHomy npotokony HTTP (HTTPS);
+ Disabled — npu yctaHoBneHHoM ¢nare nogkntoveHve kK Web-nHtepdeiicy yctporictea He

AOCTynHO no npoTtokony HTTPS.
* HTTP Server Status — coctosaHne cepsepa HTTP, 3ToT napameTp He 3aBUCUT OT COCTOSAHUNA HacTpPoeK

napametpa «HTTPS Server Status»:
+ Enabled — npu yctaHoBneHHOM ¢nare nogkntoveHve Kk Web-nHtepdeiicy yctporictea byaet

pa3peLueHo no nportokony HTTP;
+ Disabled — npu yctaHoBneHHoM ¢nare nogkntoveHve Kk Web-nHtepdeiicy yctporictea He

AOCTyNHO no npoTtokony HTTP.
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* HTTP Port — Homep nopTa ans nepegaun HTTP-Tpaduka, npuHMUMaeT 3HaveHnsa 1025-65535. Mo
yMoi4aHuto yctaHoBsieHo 80;

* HTTPS Port — Homep nopTa ans nepegaun HTTPS-Tpaduka, nprHMUMaeT 3HauveHnsa 1025-65535. Mo
YMO/1YaHWI0 YCTaHOB/IEHO 443;

+ Maximum Sessions — konnyectso Web-ceccnii, Bkntodass HTTP n HTTPs, koTopble MOTyT 6bITb
OAHOBPEMEHHO 3anyLeHHbl, MpUHUMaeT 3HayveHnsa 1-10 ceccmin. Mo yMOYaHWIO YCTaHOBEHO 5;

+ Session Timeout (minutes) — Nnepuog BpeMeHU, Mo NCTEYEHMN KOTOPOro CUcTeMa aBToMaTUYeCckun
BbINOJHUT BbIX0A 13 Web-nHTepdelica, ecnv nonb3oBaTe b He 6bln akTuBeH. MNpuH1uMaeT
3Ha4veHus (1-1440). Mo ymonyaHuto 60 MUHYT.

HaxxmunTe kHonky «Update» Ansi COXpaHeHUs1 BHECEHHbIX M3MEHEHWIA.

Generate HTTP SSL Certificate — B fJaHHOM pa3gene npm HaXxaTun Ha KHoNKy «Update» BbINnonHAETCS
reHepauwusa Hosoro HTTP SSL ceptudukaTa ans 6e3onacHoro goctyna kK Web-cepsepy. 3T0 HYy>XHO
BbINO/IHUTL NpU nonyyeHun IP-agpeca, Utobbl MMs cepTrudmkaTa coBnagano c IP-agpecom ycTpomncTaa.
Mpu co3gaHnm HoBoro cepTugukaTa byaet 3anywieH Web-cepsep 6e3onacHOCTU. 3aLllnLLeHHOoe
coefnHeHVe He byaeT GYyHKLIMOHMPOBATb, MOKa HOBLIV cepTUdUKaT He byaeT npuMeHeH B bpay3epe.

HTTP SSL Certificate File Status — B faHHOM pasgene npusoanTca MHdopmauma o HTTP SSL
ceptndukarte:

+ Certificate File Present — yka3blBaeT, npucyTcTByeT n ceptnudumkaT SSL HTTP;
* Certificate Expiration Date — fgaTa, JO KOTOPOW cepTUPUKAT AeNCTBUTENEH;
+ Certificate Issuer Common Name — nms cepTuéukara.

To Get the Current HTTP SSL Certificate — B JaHHOM pa3zenie BbINONHAETCS COXpaHeHue TekyLero HTTP
SSL cepTudukaTa, KOTOPbIN B AasibHENLLEM MOXET 6bITb NCMOJb30BaH Kak backup-dann:

+ Download Method — meTog coxpaHeHusa HTTP SSL cepTtnéumkaTa:
* HTTP - ¢ainn byget coxpaHeH no HTTP Ha koMnbloTep;
« TFTP - ceptndukaT byaeT coxpaHeH Ha TFTP-cepBepe, Npu yKa3aHWM 3TOro cnocoba Hy>KHO
3ano/IHUTL c/iedytoLme nons:
« HTTP SSL Certificate File — nmsa ¢avina ceptnéumkaTta, 3afaeTca CTpoka A0 256 CMMBO/OB,
no yMo/l4aHuo yctaHosneHo Mini_httpd.pem;
+ Server IP — IPv4- nnu IPv6-agpec TFTP-cepBepa, KOTOpbIN ByAeT MCNoNb30BaTbCA A5
3arpysku ¢ann. Mo ymonuaHutio yctaHosneHo 0.0.0.0.

Haxxmute kHonky «Download» ana coxpaHeHus ¢aina HTTP SSL ceptnéumkaTa.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zesie BbINONHAETCA 3arpyska ¢painna
HTTP SSL Certificate:

* Upload Method — meTop 3arpy3kn ¢anna HTTP SSL ceptnéumkaTa:
* HTTP - no HTTP, Nnpu ykaszaHnn 3TOro cnocoba HaxxmuTte KHOMKy «BolbepuTe ¢painy», ykaxure
darin, KOTopbIA HYXKHO 3arpy3uTb B YCTPOWCTBO U HaXMnUTe KHOMKy «Uploady;
« TFTP - yepe3 TFTP-cepBep, NpY yKa3aHWM 3TOro Cnocoba HY>KHO 3aNONHUTL CriedytoLime
nonsa: HTTP SSL Certificate File; Server IP 1 HaxaTb KHonky «Upload». OnvcaHve nonein
nprBezeHo BblLLe.

6.3 lNoamMmeHo «SSH»
B pasaene «SSH» BbINONHAETCA HACTPOMKa AOCTyMNa K yCTPOMCTBY Mo npoTokony SSH.

SSH - 6e30nacHbIi NPOTOKON yAaNeHHOro ynpaBneHus ycTpoictBamu. B otanume ot Telnet npoTokon
SSH windpyeT Becb Tpaduk, BkOUas nepesaBaeMble Naposu.
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Set S5H Status

S5H Status ®' Enabled Disabled

Click "Update” to =ave the new =ettings.
Update

+ SSH Status — cocTosiHMe A0CTyMna K yCTPOMCTBY Mo NpoTokony SSH:
+ Enabled — npu yctaHoBneHHOM ¢nare JOCTyn pa3peLueH;
+ Disabled — npu yctaHOBneHHOM ¢nare AOCTyn 3anpeLleH.

HaxxmuTe KHonky «Update» ans COXpaHeHUs BHECEHHbIX M3MeHEeHUIA.

6.4 TMoameHto «Telnet»

B pa3zene «Telnet» BbINOMHSAETCS HACTPOKa AOCTYMa K yCTPOCTBY Nno npoTokony Telnet.

Telnet - NMPOTOKO, I'Ipe,CI,HaBHaLIEHHbIVI ANnda opraHmsaunnm ynpaBneHuUd rno CceTn. Mo3Bonser YAaneHHo
NOAKNHOUNTBCA K WAK3Y C KOMIMbOTEPa ANA HaCTpOVIKM nynpasneHna.

Set Telnet Status

Telnet Status ® Enabled Cisabled

Click "Update” to save the new settings.
Update

+ Telnet Status — cocTosiHMe AOCTYyNa K YCTPOWCTBY No npoTokony Telnet:
* Enabled — npu yctaHOBNeHHOM ¢nare JOCTyn pa3peLueH;
* Disabled — npu yctaHOBNeHHOM ¢iare JOCTyn 3anpeLueH.

HaxxmunTe kHonky «Update» Ansi COXpaHeHUs1 BHECEHHbIX M3MEHEHWIA.

6.5 lNoameHto «QoS»

B noameHto «QoS» HacTpamnBatoTca pyHKLUMM obecnedeHns kavectBa obcnyxunBaHus (Quality of Service).
HacTpoiika napameTpoB QoS BbINOAHAETCA A8 KAXAOro pagnonHtepdeica.

QoS ncnonb3yeTcs A8 obecnevyeHNs MUHMMaNbHbIX 3a4epXeK B nepejayde AaHHbIX TakKUX CEPBUCOB,
Kak nepegaya ronoca no IP (VolP), Buaeo B pexnme peasbHOro BpeMeHU 1 Apyrnx CepBrCoB,
UYBCTBUTE/IbHbLIX KO BpeMeHN nepejayn aHHbIX.
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Modify QoS queue parameters

Radio |1 ¥
EDCA Template Custom hi
Cueue AIFS  cwMin cwMax Max. Burst
Data 0 ¥ | = v -
(\Voice) L 3 . L5
Data 1 < v - v
AP EDCA parameters (Video) L : 15 3.0
Data 2 v = v
(Best Effart) 3 15 0
Data 3 - = v v
(Background) S 1022 0
Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS  cwMin cwhMax TXOP Limit
Data 0 ¥ | = r a4z
(\Voice) 2 3 . ’
_ Data 1 2 7 v | 15 v 04
Station EDCA parameters (Video) :
Data 2 v = v
(Best Effort) 3 15 0
Data 3 - = v v
(Background) S 1022 0
No Acknowledgement on '*® Off
APSD ® on Off

Click "Update™ to zave the new =settings.
Update

* Radio — pagnonHTepdeinc, ans KOTOporo 6yayT BbIMONHATLCSA HACTPONKM NapaMeTpoBs QoS;
+ EDCA Template — wabnoH ¢ npegonpegeneHHbIMN NapameTpamu EDCA:
+ Default — HaCTPOMKM MO YMONYAHUIO;
+ Optimized for Voice — onTManbHble HACTPOVKWN A5 Nepesayn roaoca;
+ Custom — nonb3oBaTeNbCKMe HAaCTPOMKMW.
« AP EDCA parameters — Tabnnua HacTpoek napameTpoB TOUKM AocTyna (Tpaduk nepeaaeTcs ot
TOUKM AOCTYNa K KANEHTY):
+ Queue — npegonpejeneHHble oyepeamn 415 pPasINYHOro poga tpaduka:

+ Data 0 (Voice) — BbICOKONPUOPUTETHAsA o4vepesb, MUHMMaNbHble 3a4epXKu. B gaHHOM
oyepesn aBTOMaTMYeCcKn 0b6pabaTbiBatOTCA AaHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM,
Takue Kak: VolP, noTokoBOe BNAEO;

+ Data 1 (Video) — BbicOKONpropuTeTHas ouepesb, MUHUMaNbHble 3a4ep>XKn. B gaHHON
oyepesn aBTOMaTM4YeCcKn obpabaTbiBatOTCS BUAEOAAaHHbIE, YyBCTBUTEIbHbIE K
BpeMeHu;

* Data 2 (best effort) - cpegHenpropuTeTHasi odepeab, CPeAHSA NPOMNyCcKHas
CNOCOBHOCTL M 3ajepxKa. B AaHHYI0 ouepesb OTNpaBaseTcs 60AbLLMHCTBO
TPAAVLMNOHHbLIX IP-A4aHHbIX;

* Data 3 (Background) — HN3KONPUOPUTETHAsA o4epesb, BbiICOKast NPOMNyCckHas
CNOCOBHOCTb.

+ AIFS - Arbitration Inter-Frame Spacing, onpegenset Bpems oxungaHus kagpos (dpelimos)
AAHHbIX, U3MepseTcs B C10Tax, NpUHUMaeT 3HayveHuns (1-15);
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* cwMin — HayanbHOe 3HaYeHMe BpeMeH OXNAAHNA nepej NoBTOPHOW OTNPaBKOWN Kajpa,
3ajaeTcs B MUINCEKYHAAX, MPUHMMaeT 3HaveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHVe cwMin He MOXeT npeBbIWaTb 3HaveHne cwMax;

* cwMax — MaKCrManbHoe 3Ha4YeHe BpeMeHn OXUAaHWA nepes NoBTOPHOM OTMPaBKOM
Kajpa, 3afaeTca B MUININCEKYHAAX, MPpUHMMaeT 3HaveHua 1,3, 7,15, 31, 63, 127, 255, 511,
1023. 3HaueHne cwMax A0MXKHO 6bITb 60/bLLE 3HaueHUs cwMin;

* Max. Burst Length — napaMeTp MCMonb3yeTcs TONbKO A/1A AaHHbIX, MepeaBaeMblX OT TOUKM
A0CTyna A0 CTaHUMKW KAveHTa. MakcuManbHas A/IMHa NakeTa, paspeLleHHas Ana ovepejein B
6ecnpoBOHOV ceTu, NPUHMMaeT 3HayeHus 0-999.

* Wi-Fi MultiMedia (WMM) - cocTosiHne paboTbl dyHkumm WiFi Multimedia, koTopasi nossonsieT
ONTUMUN3MPOBaTb Nepegayvy MynbTUMeAnIiHOro Tpadurka Nno 6ecnpoBoAHON cpeje:

* Enable — pyHKLUMA BKIIOYEHS;

* Disable — pyHKLNSA BbIK/IFOUEHa.

+ Station EDCA parameters — Tabnnua HaCTpoek NapaMeTpoB CTaHUMKM kKaneHTa (Tpaduk nepegaercs
OT CTaHLUMW K/IeHTa A0 TOUKW JOCTyna):

+ OnucaHue napameTtpos Queue, AIFS, cwMin, cwMax npviBeeHo BblLLE;

+ TXOP Limit — napamMeTp NCMoJ/Ib3yeTCsA TONbKO ANIA AAaHHbIX, MepeAaBaeMblX OT CTaHLMN
K/MeHTa A0 TOYKM A0CTyrna. BO3SMOXHOCTL rnepeAayn — MHTepBaa BpeMeHN, B
MUINNCEKYHAAX, Korga knneHTckasa WME-CTaHUMS MeeT npaBa MHULMMPOBAaTL nepejady
JAaHHbIX NO 6ecnNpPoBOAHOM Cpeje K ToUKe J0CTyna, MakKCMManbHoe 3HaveHne 65535
MUJITNCEKYHA.

+ No Acknowledgement — npu yctaHoB/IeHHOM ¢nare «On» TouKa A0CTyna He Jo/IXHa Npu3HaBaTb
Kaapbl QosNoAck Kak 3HaueHue Knacca 06CnyXnBaHuUS,;

* APSD - npwu yctaHoB/NeHHOM ¢nare «On» 6yzeT BKIOYEH PEXNM 3KOHOMUN SHEPrUn JOCTaBKN
APSD, KOTOpbI/ ABNSETCA METOAOM YrpaBieHNsa NUTaHNSA. JaHHbIA pexXnM peKoMeHAyeTcs, ecn
Aansa VolP-TenedpoHOB JOCTYN K CETY NMPeAOoCTaBAseTCa Yepes ToUKy J0CTyna.

HaxxmunTe kHonky «Update» Ansi COXpaHeHUs1 BHECEHHbIX M3MEHEHWIA.
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B pa3gene «Email Alert» BbinonHsieTCA HacTPoOKa OTCbINKM CEPBUCHOM MHbOPMaLMKX MO 3N1eKTPOHHO

noute (Email).

Email Alert Configuration.

Email Alert Global Configuration

Admin Mode

From Address

Log Duration

Urgent Message Severity

MNon Urgent Seventy

Emailalert MailServer Configuration
Mail Server Address

Mail Server Security

Mail Server Paort

Username

Password

Emailalert Message Configuration
To Address 1

To Address 2

To Address 3

Email Subject

Update

down ¥

Alert \

Warning v

Log message from AP

{Range: 1

- 255 characters)

minutes (Range: 30 - 1440

Diefault: 30)

(oox. .00 w Hostname max 255 Characters)

{Range:

({Range:

(Range: 1

(Range:

-
Fel

ange:

(Range:

Test Mail

1 - 64 characters)

- 64 characters)

0 - 255 characters)
0 - 255 characters)
0 - 255 characters)

(Range: 1

- 255 characters)

B pasaene «Email Alert Global Configuration» 3agatoTcs rnobanbHble HaCTpOKK ANns GyHKLWM OTAPaBKU

Email-coobuieHnin.

* Admin Mode - cocTtosiHne dyHKLMKM oTApaBkmn Email-coobLieHnin Ha Touke gocTyna:
+ Up — dyHKUMSA BKIOYEHS;
+ Down — dyHKUMSA OTKNOYUEHA.
* From Address — nouTOBbI agpec oTnpasuTens, Hanpumep AP23@foo.com. 3ajaeTcsa cTpoka 0

255 cMmMBONOB;

* Log Duration — nHTepBanbl BpeMeHN OTNPaBKN HEKPUTUYHbBIX COOBLLEHWNI, MPUHVMAET 3HavYeHUs
30-1440. Mo ymonyaHwuo — 30;
+ Urgent Message Severity — ypoBeHb BaXHOCTV COOBLLLEHWNIA, KOTOopble byAyT OTnpaBfeHbl

HemMea1eHHO,

+ Non Urgent Severity — ypoBeHb BaXXHOCTM COOBLLEHNIA, KOTOPbIE BYAYT ONpaB/ieHbl B UHTEPBaniax

«Log Duration.

B pasaene «Email Alert Mail Server Configuration» BbINOnHSETCA HAaCTpoOKa NapaMeTpoB MOYTOBOIO

cepBepa " KNnMeHTa.

* Mail Server Address — agpec no4ToBOro cepsepa, 3agaetca ctpoka suga XXX XXX XXX.XXX;
* Mail Server Security — npoToKon ayTeHTUdMKaLmm Ha noutosoM cepsepe: Open, TLSv1. Mo

ymondaHuio — Open;

* Mail Server Port — HoMep NopTa NOYTOBOro cepBepa, NpUHMMaeT 3HaveHKnsa 0-65535. Mo
YMO/1YaHWI0 YyCTaHOB/IEHO — 25,
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* Username — 1IMfA MOYTOBOrO K/IMEHTAa, 3aZ,aeTCA CTPOoKa A0 64 CUMBOJOB;
+ Password — napo/sib NOYTOBOro K/IMEeHTa, 3aAaeTcs CTPoKa A0 64 CMMBOJIOB.

B paszene «EmailAlert Message Configuration» BbINosHAETCA HacCTpoOKa NapaMeTpoB aBapuUMHOro
coobuleHus:

+ To Address 1 — agpec nepBoro noay4yaTensi COO6LLeHNI;

+ To Address 2 — agpec BTOPOro nosy4artens coobLeHn;

+ To Address 3 — agpec TpeTbero noay4yaTensi COo6LLeHNI;
« Email Subject — TeKCT B TeMe N1cbMa.

HaxxmunTe kHonky «Update» Ansi COXpaHeHUs1 BHECEHHbIX M3MEHEHWIA.

Ana oTnpaBKM TECTOBOr0 COOOLLEHUA HAaXMUTe KHOTMKY «Test Mail».

6.7 MNoameHto «LLDP»

B pa3aene «LLDP» BbiNnonHsieTCA HacTpolika paboTbl npotokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode  ® Enabled Disabled
T Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)

PQE Priority | Unknown ¥

Click "Update” to save the new settings.
Update

* LLDP Mode - cocTosiHue paboTbl npoTokona LLDP:
* Enabled — npwn yctaHoBneHHOM ¢nare LLDP akTuBeH;
+ Disabled — npwn yctaHoBneHHOM ¢nare LLDP BbikntoUeH.
« TX Interval — nHTepBan nocbinkn LLDP-coobLueHniA, npuHMMaeT 3HaveHns 5-32768. Mo ymonyaHuio
yctraHoBneHo — 30 cekyH/;
* POE Priority — npuopuTeT, Nepecbliiaemblii B none «Extended Power Information».

Haxmunte KHOMKY «Update» Ana coXpaHeHnAa BHECEHHbIX N3MEHEHWIA.
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6.8 MNoameHto «SNMP»

B pa3gene «SNMP» BbIMO/IHAETCA HACTPOKKa ynpaBaeHus ycTpocTsoM no SNMP.

SNMP Configuration

SHMP  ® Enabled Disabled

Read-only community name (for permittad SNMP get operations) public (Range: 1 - 256 characters)
Paort number the SNMP agent will listen to ]]__5611__3 (Rangs: 1025 - 65535, Default:
Allow SNMP sat requests % Enabled Disabled

Read-write community name (for permitted SHMP set operations) private (Range: 1 - 256 characters)
Restrict the source of SHMP requests to only the designated hosts or subnets Enabled ® Disabled

'L I -
Hostname, address, or subnet of Network Management System . booteont oot oo/ Hostname
max 253 Characters)

IPvE hostname, address, or subnet of Network Management System (B0 BN | BN T NG | R B0 1 e 3000/ Hostname max
235 Characters)

Trap Destinations

Hostname or IP or IPvE Address

Host . Community name . B f
Enabled SHNMP version - LT S I B BB B B I | B 2 R ) Hostname
Type (Range: 1 - 256 characters) L
max 253 Charactars)
IPv4 ¥ || snmpV2 v
IPv4d ¥ || snmpV2 ¥
IPvd ¥ || snmpV2 A

Debug Settings

(Range: 0 - 256 characters, empty string for 'no debug'. 'ALL', or

Debugging cutput tokens
ssing " 'traps.send’ - any tokens without spaces)

Dump sent and received SNMP packets Enabled ® Disablad

Logs to Don't log v

Logs to specified files Vvar/log/snmpd.log (Range: L - 256 characters, Default: /var/log/snmpd.leg)
Logs priority level Emergency Y | (for Standart output, Standart error and File logs output)

Logs pricrity range From | Emergency ¥ [to| Emergency ¥ | (only for Syslog cutput)

Transport ¥ uDpP UDPs I TCP TCPG

Click "Update™ to save the new settings.
Update

* SNMP - BkntoUYeHue/BbIKNOYEHWE yripaBaeHns ycTponctsoM rno SNMP:
* Enabled — npu yctaHoBneHHoM ¢nare SNMP akTuBeH,;
+ Disabled — npu yctaHoBneHHoM ¢nare SNMP BbIKOUEH.
* Read-only community name — naponb ans read-only 3anpocos, 3agaeTcs CTpoka A0 256 CMMBOJIOB;
* Port number the SNMP agent will listen to — Homep nopTa npuema/oTnpasky SNMP-coobLueHnA,
npuHmMmMaeT 3HaveHunsa 1025-65535, no ymonyvaHumo 161,
+ Allow SNMP set requests — pa3peLunTb/3anpeTnTb KOHGUrypmpoBaHue yctponctea no SNMP:
* Enabled — pa3pelwunTb KOHPUrypmpoBaHue yctpoictea no SNMP;
+ Disabled — 3anpeTunTb KOHPUrypmpoBaHue ycTpoincTea nNo SNMP;
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* Read-write community name — naponb Ans read-write 3arnpocos, 3a4aeTcsA CTPoKa A0 256 CMMBOJIOB;

* Restrict the source of SNMP requests to only the designated hosts or subnets — npHMaTb SNMP
3anpochkl TONIbLKO C YKa3aHHbIX agpecos, 3agaeTca IP-agpec B Brge XXX XXX XXX XXX nan nmsa
XOCTa;

* Hostname, address, or subnet of Network Management System — nms, agpec unm nogcetb IPv4, n3
KOTOpOW paspeLueHo npuHMMaTe SNMP-3anpochi;

* IPv6 hostname, address, or subnet of Network Management System — nms, agpec unn nogcetsb IPv6, n3
KOTOpOW paspeLueHo npuHMMaTb SNMP-3anpochl;

+ Community name for traps — CTPOKa, acCoLMMPOBaHHas C NepeaaroLLIMMNCA Tpanamu;

* Enabled Host Type SNMP version — conoctaBneHune agpecos noayyatenet SNMP-Tpanos ¢
BepcnamMm SNMP-Tpanos, a Takxxe Bepcuei IP-npoTokona.

B noapa3gene " Debug Settings " BbINoNHAETCS HAaCTpoOKa OTAPABKM OTAAA0UHbIX COOBLLEHNIA.

+ Debugging output tokens — ngeHTNdMKaTOP rpynnbl OTAALAOUHbLIX COOOLLLEHN;
+ Dump sent and received SNMP packets — BbIBOJ, B 10T COAEPXVMOro NPUHMMaeMbIX U
nepegaBaemMblix SNMP-coobLyeHN;
* Logs to — ykasaHue mecTa BbiBOJa Jiora:
« Don't log — He BbIBOAWTb NOT;
+ Standart error, standart output — BbIBOA B KOHCO/b;
* File - BbIBOA B dain;
+ Syslog — Syslog-BbiBOA,
+ Logs to specified files — ykazaHve ¢aiina Ana BbiBOAA /10T 3;
* Logs priority level — BbI6Op yPOBHS BbIBOANMbIX N0r0OB, YKa3bIBaeTCA NPW BbIBOJE /10ra B KOHCONb
nnu pann,
* Logs priority range — yKasaHue Arana3oHa ypoBHei n10ros A1 Syslog-BbIBOAa;
+ Transport — TPaHCMOPTHbIA NPOTOKO/, UCNONb3yeMbln Ana Nepesaydnt SNMP-coobLueHVA.

HaxxmunTe kHonky «Update» Ansi COXpaHeHUs1 BHECEHHbIX M3MEHEHWIA.

6.9 MogMeHto «Time Settings (NTP)»

B pa3gene «Time Settings (NTP)» BbINONHAETCA HACTPOMKa IOKaNbHOro BpeMeHW YCTPOACTBA.

Modify how the access point discovers the time

Systam Time (24 HR) Thu Dec & 2018 12:55:24 +07
Sat System Time ® Using Network Time Protocol (NTR)
Manually
TR Server IPva/10vE Address/Hame 172.16.01 (030, 20000.26300, 2000 H0R00C T HOURDEE DO | ROMI0E E 0K 00 § IR0 000

/Hostnamea max 253 Charactars)
[se3ex. 3303030303003, 300K T I00R00E IO KKK E KKK FRRKH I RHKKE KHHK
JHostname max 253 Characters

NTP Alternative Server IPvd4/IPvE Address/MName

(osmonoeanono oo =
fHostname max 252 Characters)
Tima Zana Russian Fed. Zona & {Noveosibirsk; Krasnoyarsk) A

= : . ST e R b R
MTP Alternative Server 2 IPvd/IPvE Address/Name

Adjust Time for Daylight Savings

Click "Updats" to save the new ssttings.
Update

+ System Time — TekyLLee CMCTEMHOE BPeMs;

+ Set System Time — BbI6Op cNocob6a yCTaHOBKY BpeMeHWU:
+ UsingNetworkTimeProtocol (NTP) — aBToMaTu4eckas ycTaHOBKa € nomoLLbto NTP-npoTokona.
* Manually - py4Has ycTaHOBKa BpeMeHWU.
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ABTOMaTM4Yeckas ycTaHoBKa ¢ nomoLbio NTP-npoTokona (BbibpaHo Using Network Time
Protocol (NTP)):

* NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnm nmsa xocta NTP-
cepBepa. Ecm He ykasaTb cepsep — 6yzeT MCNONb30BaTbCS NMSA cepBepa
nosyyeHHoro B onuun DHCP;

* NTP Alternative Server IPv4/IPv6 Address/Name v NTP Alternative Server 2 IPv4/IPv6
Address/Name — ykaxwuTe IPv4-agpeca, IPv6-agpeca nim rmeHa xocToB
aononHutenbHbIX NTP-cepBepoB. Eciv He yka3aTb cepBep — byAeT MCNo1b30BaThCA
MA cepBepa nonyyeHHoro B onuwn DHCP;

Py4yHas ycTaHOBKa BpemeHu (BbibpaHo Manually):

+ System Date — ycTaHOBKa JaTbl;
+ System Time (24 HR) - ycTaHOBKa BpeMeHU c1UcTeMbl B 24-4acoBoM popmare;

+ Time Zone — BpeMeHHasi 30Ha, MO YMOYaHWIO ycTaHoB/IeHO — Russia (Moscow);
* Adjust Time for Daylight Savings — npv ycTaHOBNeHHOM ¢nare BbIMNOJHAETCA aBTOMaTNYECKNIA
nepexoa Ha netHee Bpewmsi (DST). MNpw BbicTaBneHHOM dnare, 6yayT AOCTYNHbI CieAytoLLne nons:
+ DST Start (24 HR) — ycTaHOBUTb BpeMsi nepexoja Ha 3VMHee BpeMs;
+ DST End (24 HR) - ycTaHOBUTb BpeMs Mepexosa Ha IeTHee Bpems;
+ DST Offset (minutes) — ycTaHOBUTb pasHULY BO BpeMeHU (B MUHYTaXx).

HaxxmunTe kHonky «Update» ana coxpaHeHWsi BHECEHHbIX U3MEeHeHWIA.
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7 MeHr «<SNMPv3»

MeHto «<SNMPv3» npesHa3HayeHo A5 KOHGUryprpoBaHUSA Npas B3aMOAeCTBUS C PYHKLMOHANOM

yCcTpowcTBa Npuv nomoLuy npotokona SNMPv3.

7.1 TMoameHro «SNMPv3 Views»

B noameHto «<SNMPv3 Views» popmumpyeTtca onncaHue gepesa nnv nogaepesa OID, a Takxke BKAOUeHMe

NN UCKIIOYeHe noaaepesa 13 063opa.

SNMPv3 Views Configuration.

View Name Tvpe olD Mask
{1 -32 characters) ¥p (max 256 characters) (max 47 characters)

included r Add

SNMPY3 VIEWS [yigw-all----included----.1----
view-none----excluded----.1----

Click "Update” to save the new settings.

Update

+ View Name - nmsa gepesa nnu noggepesa MIB, 3agaetcsa cTpoka 40 32 CMMBOJIOB;
+ Type — BKIHOUNTb NAU UCKNKOUYNTL Nogaepeso MIB 13 o63opa:

* include - BKIHOUNTB;

+ excluded — ncknrUUTL.

+ OID - cTpoka OID, onuceiBatoLLas NogaepeBo, BKIKOYaeMOoe Uan Nckatodaemoe 13 063opa,

3a/aeTcsa CTpoKa A0 256 CMMBOOB;

+ Mask — macka, 3agaeTcs B popmate xx.xx.xx(.).. pasmepom He 6onee 47 CMMBOJIOB, UCMOb3yeTCs

ans bopmurpoBaHMs HE06X0AMMOro nojaepeBa B pamkax ykasaHHoro OID;
* SNMPv3 VIEWS — crnncok cyLecTBYOLLMX Npasu.

Ans pobaBneHna NpaBuaa HAKMUTE KHOMKY «Add».

Ansa yaaneHnsa npasuna B none «<SNMPv3 VIEWS» BbibepuTe 3anncb 1 HaXMUTE KHOMKY «Remove».

HaxxmuTe kHonky «Update» ans npyMeHeHUs 1 COXpaHEeHUst BHECEHHbIX M3MEHEHWIA.
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7.2 TlMoameHro «SNMPv3 Groups»

B noameHo «<SNMPv3 Groups» BbiNnoiHseTcs GopMUpOBaHMe rpynn € pasiNyHbIMU YPOBHSIMU
6e30MacHOCTU, MPYMEHEHHbIMU K NpaBuiaM 0630pa AepeBbeB 1 NOAAEPEBLEB.

SNMPv3 Groups Configuration.

(1 SZFi:ﬁr'lna-lsacters] Security Level Write Views Read Views

nofuthentication-noPrivacy ¥ || wview-all T || view-all ¥ || Add

SNMPv3 GROUPS [Rg--authPriv--view-nona--view-all
RW--authPriv--view-all--view-all

Click "Update™ to save the new settings.

Update

+ Name — nms rpynnsl, 3agaeTca cTpoka 0 32 CMMBO/OB;
* Sequrity Level — ypoBeHb 6@30MacHOCTY A5 rpynnbi:

* noAuthentication-noPrivacy — He NCMonb3yeTca ayTeHTUUKauma 1 WmnppoBaHme AaHHbIX;

* Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUPUKALNA, HO HE NCNO/b3YeTCH
wrdposaHme gaHHbIX. [pu oTrnipaBke SNMP-coobLeHuin Ans ayTeHTudmrKaumm
ncnonb3yetca MDS koY 1 Naponb;

* Authentication-Privacy — ncnonb3yeTcs ayTeHTUGUKaALUNA U LIpoBaHMe JaHHbIX. MNpun
oTnpaske SNMP-coobLueHUIn Ana ayteHTudmMKaumm ncnonbsyetcs MD5S knrou/napons, Ans
WrdpoBaHUS JaHHbIX Ucrnosb3yeTtca DES kntoy/napons;

+ Write Views — Bbl6bop fepeBa/nopaepesa OID, AOCTYNHOro ANs 3anucu:

* view-all - rpynna MoxeT co34aBaTb, U3MeHATb 1 yaansaTb 6a3bl MIB;

* view-none — rpynne He pa3peLLeHo Co3aBaTb, USMeHATb U yAansaTb 6asel MIB.
*+ Read Views — Bbl6op fepeBa/nogaepea OID, 4OCTYNHOro ANA YTEHUS:

* view-all - rpynne pa3peLueH NpocMoTp 1 uTeHne Bcex MIB ¢painnos;

* view-none — rpynne He pa3peLleH NpocMoTp 1 yteHne MIB ¢painnos.
* SNMPv3 GROUPS — crncok cyLecTByOLWMX rpymnn.

Ana pobasneHns rpynnbl HAKMUTE KHOMKY «Add».

Ansa yaaneHuns rpynnbl B none «SNMPv3 GROUPS» BbibepuTe 3anmncb U HAXMUTE KHOMKY «Remove».
HaxmunTte kHonky «Update» Ana npyMeHeHns 1 COXPaHEHNSA BHECEHHbIX N3MEHEHN.
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7.3 TlMoameHro «SNMPv3 Users»

B nogmeHto «<SNMPv3 Users» NponcXoAnT CO34aHMe Nonb3oBaTesiell n napamMeTpoB 1X JOCTyNa,
paboTaroLmx C yCTPONCTBOM Mo npoTokony SNMPv3.

SNMPv3 User Configuration.

Name Authentication Key

L Encryption Key
{1 - 32 characters) Group Authentication type (& - 32 characters)

Encryption Type (8 - 32 characters)

RO ¥ || MD5 r DES r Add
SNMPw3 USERS

Click "Update” to zave the new =settings.
Update

* Name — nmsa nonb3oBaTens, 3ajaeTcs CTpoka A0 32 CMMBOJIOB;
* Group — rpynna, co3gaHHasa B nogmMmeHo «SNMPv3 Groups»;
* Authentication type — TN ayTeHTUdMKaLMM AN NCNoNb3oBaHUSA SNMP-3anpocos:
* MD5 — TpeboBaTb NpoBepKy NOAAMHHOCTW No anroputmy MD5 ana SNMPv3-3anpocos
nonb30BaTens;
+ None — npu nepegaum SNMPv3-3anpocoB OT AaHHOro Nnosib3oBaTens He TpebyeTcs
ayTeHTUPUKaLnS.
* Authentication Key — knto4 ayTeHTUdMKaLMN, 3ajaeTCa CTpoka oT 8 g0 32 cMBOIOB. Vicnonb3yeTcs,
ecnn B nosne «Authentication type» BelbpaTtb 3HaueHne «<MD5»;
* Encryption Type — Tun windpoBaHUA:
* DES - ncnonb3oBaTtb anropnt™ windposaHusa DES ana SNMPv3-3anpocoB nonb3oBaTtens;
+ None — npu nepegaum SNMPv3-3arpocoB OT JaHHOro MnoJsib30oBaTens WwmuppoBaHme He TpebyeTcs,
* Encryption Key — knto4 windpoBaHWs, 3ajjaeTcs cTpoka oT 8 0 32 cMBOOB. MIcnonb3yeTcs, ecin B
none «Encryption Type» BblbpaTb 3HaveHMe «DES».

Ana pobaBneHnsa Nonb3oBaTens HaXXMUTE KHOMNKY «Add».
Ana ypaneHunsa nonb3osaTtens B nose «SNMPv3 USERS» BblbepuTe 3anncb 1 HAXXMUTE KHOMKY «Remove».
HaxxmuTte kHonky «Update» Ana npyMeHeHns U COXPaHEHNSA BHECEHHbIX N3MEHEHN.
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7.4 TopmeHto «SNMPv3 Targets»

B nogmeHto «<SNMPv3 Targets» BbINONHAETCH HACTPOMKa TPanoB OT YCTPOMCTBA Ha onpeaeneHHblin |P-
agpec, nopt UDP 1 nonb3oBaTens.

SNMPv3 Targets Configuration.

IPv4/IPvE Address [ s, s, X Port (1 - 65535) Users
OO OO OO KK

SNMPv3 TARGETS

Click "Update” to =ave the new =ettings.
Update

* IPv4/IPv6 Address — aapec IPv4 nnu IPv6, Ha KOTOpbI byayT OTnpasaeHbl Tpanbl

* Port — nopt UDP, Ha KoTOpbI 6yAyT OTApaBfieHbl Tparnbl, NPUHUMAET 3HayeHus 1-65535;
* Users — nms nonb3oBaTtens, KOTOPOMyY byAyT oTnpasaeHbl Tpanbl.

Ana pobaBneHnst NpaBKaa OTNPaBKM TPANoB HAXMUTE KHOMKY «Add».

Ana yaaneHnsa npasuna otnpasku Tpanos B none «SNMPv3 TARGETS» BblbepuTe 3anncb U HaXMUTe
KHOMKY «Remove».

Haxmute KHOTMKY «Update» AnAa NpuMeHeHNA N COXpaHeEHUA BHECEHHbIX N3MEHEHWA.
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8 MeHro «Maintenance»

JaHHbI pa3gen web-nHTepderica npegHa3HayveH Ansa obLero yrnpasneHnsa yCTPONCTBOM: BbIrpy3Ka,
3arpyska, yctaHoBKa KOH$Urypaumm no ymonyaHuo, obHosneHwue MO, nepesarpyska ycTpomncTea, a
TaKxe AnsA onepauuini oTnagkun: cHnPuHra Tpadrika, MPOXoAsALLEro Yepes TouKy A0CTyna U BbIrpyska
AMarHocTnyeckon nHeopmauumm no ycTpomucTey.

8.1 MopgmeHto «Configuration»

B nogMmeHto «Configuration» Npon3BoANTCSA 3arpy3ka 1 Bbirpy3ka KOHPUTrypaLmm yCTPONCTBA, @ Takxke
cbpoc ycTpoiicTBa K KOHPUrypaLuymm no yMoadaHuIo 1 nepesarpyska yCTponcTBea.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Downlead Methed @ prrp TFTP

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore" button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® HTTE TFTR

Configuration File Buifiepute dain | ¢ain He swibpad

Restore

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

*' Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Destination File Name: Startup Configuration

*' Backup Configuration

Click "Update” to =save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

Reset — cbpoc ycTpolricTBa K 3aBOACKMM HacTpokaM. Mocne cbpoca yCTpOMNCTBO aBTOMAaTUYeCKU
nepesarpysmTcs. 370 3aiMeT HeCKOIbKO MUHYT.
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© C6poc K 3aBOACKMM HACTPOLiKaM NPUBEAET K yaaneHuo Bceli KOHGUrypaLumm ycTpoincTsea, B TOM

uncne n IP-agpeca ansa 4ocTyna K yCTpoicTsy. Mocne BbINO/HEHWs JaHHO ornepaLy BO3MOXHaA
noTepsi CBA3W C yCTPOMCTBOM.

Buirpyska tekyLuein koHpurypaumm B backup daiin. Beirpyska koHbUrypaumm ycTpomncTesa MoxeT
OCYLLIeCTBAATLCA ABYMSA MeToAaMu: Bbirpy3ka yepe3 HTTP (Ha IMK) n Bbirpyska yepe3 TFTP-npoTokon (Ha
CTOpOHHUI TFTP-cepBep);

* Bbirpyska yepe3 HTTP. YctaHoBuTe ¢nar «Download Method» B 3HaueHne «<HTTP». HaxmuTe
«Download» 1 B AnanoroBoM OkHe BblbepuTe NyTb A8 cOXpaHeHus ¢paina Ha MK;

Buirpyska yepes TFTP. YctaHoBuTe ¢nar «Download Method» B 3HaueHune «TFTP». B none
«Configuration File» ykaxxute nmsa ¢aiina, B KOTOPOM byzeT coxpaHeHa KOHPUrypaLmsa ycTponcTBa.
Nmsa painna ob6s3aTenbHO JOMKHO cogepxaTb pacumpenmne .xml. B none «Server IP» ykaxuTe IP-
aapec TFTP-cepBepa, Ha KOTOPOM byaeT coxpaHeH backup-daiin. Haxmute «<Download» ans Havana
BbIrpy3ku danna.

3arpy3ska coxpaHeHHOW KOH$Urypaummn B YCTPOIACTBO. 3arpy3ka KOHGUrypaumm B yCTPOMCTBO MOXeT
OCYLLLeCTBNATLCS ABYMS MeToAamu: 3arpy3ka yepe3 HTTP (c MK) n 3arpy3ka yepes TFTP-npoTokon (co
cTopoHHero TFTP-cepBepa).

© lMpwn 3arpyske backup-daiina koHPUrypaumm B ycTpOMNCTBE NPON3ONAET NPUMEHEHME BCeX

napameTpos 13 darina, Bkatovaa Management VLAN u IP. B cnyyae ecnm 6yget 3arpyxxeH ¢ainn
KOH$Urypaumm Apyroro ycTporcTBa, TO BCIeACTBME NPUMeHeHus vyxoro IP unu Management
VLAN mMoxeT nponacTb CBSA3b C YyCTPOMCTBOM.

+ 3arpy3ka 4yepe3 HTTP. YctaHoBuTe ¢pnar «Upload Method» B 3HaueHne HTTP. HaxmuTe «Beibepute
¢avi/» N B ANaNOroBoM OkHe BblbepuTe NyTb K cOXpaHeHHOMY ¢ainy backup Ha MK. Haxmute
«Restore» AN Hayana 3arpysku ¢arina KoHourypaumm B yCTPONCTBO.

+ 3arpy3ka yepe3 TFTP. YctaHoBuTe dnar «Upload Method» fonxeH 6bITb YCTaHOB/EH B 3HaYeHMe
TFTP. B none «Filename» ykaxute nms darna, KOTopblii byaeT 3arpy>eH B yCTpOMUCTBO. MIMa ¢paiina
06513aTeNnbHO AO/MKHO coAepKaTb pacumpeHune .xml. B none «Server IP» ykaxuTe IP-agpec TFTP-
cepBepa, Ha KOTOPOM coxpaHeH backup-dain. Haxmunte «Restore» ans Havana 3arpyskm ¢aina.

Buirpyska tekyLuein koHpurypaumm B backup-¢painn B saHeproHesaBMCUMYIO NaMATb YCTPOUCTBA U
3arpyska coxpaHeHHOW KOH$Urypawumm us sHeproHe3aBMCcUMOA NaMATUN YCTPOMCTBA.

+ Source File Name - nms ¢ainna ncrouHmka koHourypaumm (Startup vnm Backup).
+ Destination File Name — nmsa ¢aiina, B KOTopbIli byaeT 3anncaHa BbIbpaHHas KOHGUrypauus.

Reboot — nporpammHas nepesarpyska ycTpoiicTBa.

8.2 MopmeHto «Upgrade»

B nogmeHto «Upgrade» BbinonHAeTcsa o6HoBMeHe 1 cmeHa MO ycTporncTBa. B pusnueckont namaTtu
YCTPOWCTBa OAHOBPEMEHHO COAEePXUTCA ABa obpa3a MNO. Ecam ogmH 13 06pa3oB yCTPOMCTBA Bbillesn 13
CTPOS, TO 3arpyska byzeT BbINO/HEHa € gpyroro obpasa MNO. OgHOBPeMeHHO B YCTPOMCTBE MOXET 6bITb
aKTUBEH TONbKO OAMH 06pas.
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Manage firmware

Modal Elbax WOPRP-12ac-LR rrav.D
Firmwarse Varsion
Primary Image: |(Telvan gepena M)
Secendary Imags: (Bepona MO pesepBHOro odpaial

| Switch |
Uplead Method @ yTTR TETR
MNew Firmware [mage | Ofsep.. | ®sin He enfpan.
Upgrade |

* Model - mogenb yCTPONCTBa;

* Primary Image — Bepcus MO akTMBHOro obpasa (TekyLiasn sepcus M0O);

+ Secondary Image — Bepcus MO pe3epBHOro obpasa (He UCNob3yeTcsa B AAaHHbIV MOMEHT);

+ Switch — 3arpy3uTtb N0 ycTpoicTBa ¢ pe3epBHOro obpasa. lNpu BbINOAHEHNW AaHHOV onepauumn
aKTUBHbI 06pa3 neperijeT B pe3epBHOE COCTOSAHME, a pe3epBHbI — B aKTUBHOE. YCTPOICTBO
aBTOMaTM4YeCckn nepe3arpysmnTca U YCTAaHOBUT B KayecTBe akTUBHOro pe3sepsHoe [10.

O6HoBneHue MO ycTpoiicTBa. MNpun o6HOBAeHUM MO ycTpoicTBa dpaiin NPOLLNBKIM 3arpyXaeTcs Ha
YCTPOMCTBO 1 CTAaHOBUTCA akTUBHbIM (Primary Image). MNpu 3Tom TekyLwunii 06pa3 nepemMeLLaeTcs Ha
no3sumumto «Secondary Image». ABTOMaTU4eCK NPONCXOAMT Nepe3arpyska yCTPorCcTBa 1 OHO
3arpyxaetcs c 10, kKoTopoe COOTBETCTBYeT 3arpy>XeHHOMy 0bpasy.

3arpyska ¢aina MO Ha yCTPOMCTBO MOXeT Npoun3BoanTbCs Yepe3 HTTP nan TFTP-npoTokon.

3arpyska 4yepe3 HTTP. YctaHoBuTe ¢nar «Upload Method» B 3HaueHne HTTP. HaxmuTe «Beibepute
gavizi» N B ANanoroBom okHe BblibepuTte nyTb K dariny MO Ha MK. HaxmunTe «Upgrade» ana Hayana
3arpysku BblbpaHHoro ¢aina MO B yCTPONCTBO.

3arpyska 4yepe3 TFTP. YcraHoBuTe ¢nar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
ykaxuTe nms ¢aina Mo, kotopbl byaeT 3arpyXxeH B yCTPONCTBO. VIMs dpainna 0683aTeNlbHO JOMKHO

coZepxaTb pacwuvpeHwve .tar. B none «Server IP» ykaxuTe IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpPaHeH

dainn NO. HaxxmuTe «Upgrade» Ana Havana 3arpysku ¢anina.

© B npouecce obHoBneHUs MO yCcTpONCTBa He OTK/IHOYaNTe NMTaHKe YCTPOKCTBA, a Takxke He
06HOBNANTE N HEe MeHANTe TeKyLLy web-cTpaHuuy ¢ nporpecc-6apomMm 06HOBNEHMS.

8.3 MopgmeHto «Packet Capture»

B nogmeHto «Packet Capture» peannsoBaHa BO3MOXHOCTb GOPMUPOBAHKWA U BbIFPY3KkL JaMna Tpaduka

C oAHOro n3 nHtepdeincos yctporictaa B darin ¢ popmatom PCAP. Mocne BblIbopa NapameTpoB 3anncu
Aamna Tpaduka, cTapTa 3anmncu, OCTaHOBKM 3anncn 1 BbIFPY3ku paiina Jamn MOXHO
npoaHann3npoBaThb CneunanbHbIMU NporpaMmmamu, Hanpumep, Wireshark.
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Packet Capture Configuration and Settings

Click "Refresh™ button to refresh the page.
Refresh

Packet Capture Status ...

Current Capture Status Remote capture in progress
Packet Capture Time 00:54:51
Facket Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled
Capture Beacons .

Fromiscuous Capture C)

Client Filter Enable

Client Filter MAC Address WLAN client MAC
00:37:6d:fb:1f:5b address filtering

applies only to radiol
or radio2 interface.

Click "Update” to save the new settings.
Update

Packet File Capture ...

Capture Interface radiol v
Capture Duration 300 Seconds (range 10 to 3600)
Max Capture File Size 64 KB (range 64 to 40596)

Click "Update” to zave the new settings.
Update

Start File Capture

Remote Packet Capture ...
Remote Capture Port 2002 (Range:1025-65530, Default: 2002)

Click "Update” to zave the new settings.
Update

Start Remote Capture

Packet Capture File Download ...
# Use TFTP to downlecad the capture file

TFTF Server Filename apcapture.pcap

Server [P 0.0.0.0

Download

Ana obHoBNeHNA NHPopmMaLmm Ha CTPaHULE HaXMUTe KHOMKY «Refresh».

Packet Capture Status — B pa3zene BbINMOAHAETCS NPOCMOTP MHPOPMaLMKM 1 OCTAHOBKA 3anmcK Aamna
Tpaduka.

* Current Capture Status — TeKyLLMIA CTaTyC 3anncy gamna Tpaduka (3annce 3anyLieHa/
OCTaHOBNEHA);

* Packet Capture Time — Bpems 3anncu gamna Tpaduka;
* Packet Capture File Size — pa3mep 3anmcaHHoOro gamna tpaduka.

[Ana 0CcTaHOBKM 3anuncy gamna Tpadurika HaxmmuTe KHorky «Stop Capture».

Packet Capture Configuration — B paszene BbINoNHsAETCA HaCTPOliKa NapaMeTpoB 3anumcK Aamna
Tpaduka:

+ Capture Beacons — ecnv yctaHoBneH dnar B nonoxeHue «Enabled» - 3annceiBaTb B Aamn Beacon-
nakeTbl, ec/v ycTaHOBNEH dnar B nonoxeHue «Disabled» - He 3anuncbIBaTh;

* Promiscuous Capture — 3anncbiBaTb B Aamn BCe NpUHMMaeMble pagnonHTepdeincom nakeTsl,
BKJ/ItOYAsA MakKeTbl, He NpeAHa3HauYeHHble A1 JaHHOM TOYKM AOCTYNa;
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+ Client Filter Enable — 3anncbIBaTh B AaMn TO/IbKO Te MakeTbl, KOTOPble NPUXOAAT OT ornpeaeneHHoro
nosib3oBaTens;

+ Client Filter MAC Address — MAC-agpec knveHTa, Tpapurk KOTOPOro Ao/KeH oTGUIbLTPOBLIBATHCA B
Aamn.

HaxxmuTe KHonky «Update» ans coOXpaHeHWs BHECEHHbIX 3MeHEeHUIA.
Packet File Capture — B pa3zene BbIMOJIHAETCA HAaCTPOWKa NapaMeTpoB 3arycka 3anmcu gamna tTpaduika:

+ Capture Interface — nmsa nHTepdeiica ycTPONCTBa, C KOTOPOro byaeT NPON3BOANTLCSA 3anNncb AaMna
Tpaduka (eth0 - GE1, eth1 — GE2, wlanOvap1 — BupTyanbHas ceTb 1 Ha 6ecnpoBogHOM MHTepdeiice
0);

+ Capture Duration — gnuTenbHOCTb 3anncy gamna (ot 10 cekyHz Ao 1 Yaca);

* Max Capture File Size — MmakcMManbHbIn pa3mMep gamna (ot 64 go 4096KB);

*+ Update — npymeHeHe NnapamMeTpoB 3anycka 3anncu Tpaduka;

+ Start File Capture — 3anyck 3anucm gamna Tpaduka ¢ ycTaHOB/IEHHbLIMW NapaMeTpamMu.

Remote Packet Capture — B pasgene BbINoNHAETCS yAaneHHas 3anmcb gamna Tpaduka:

YcTponcTso nogaepxuvsaeT npoTokon RPCAP, no3sonsoLwmii Npon3BoANTbL 3annchb gamna Tpaduka ¢
NHTepdeica yCTponCTBa Ha y4aNeHHOWN MaLlLUNHE B PeXVIMe OHNaNH.

* Remote Capture Port - Homep nopTa (o1 1025 g0 65530), KOTOPbIN CAYXUT ANSA MOAKIHOUEHNS
YyAaNneHHOW MallnHblI.

Ana npnmeHeHVs napameTpa «Remote Capture Port» HaxxmuTe KHOMNKY «Update».
[nsa ctapta RPCAP-cepBepa Ha yCTPOMCTBe HaXXMUTe KHOMKY «Start Remote Capture».

MNocne ctapTa RPCAP-cepBepa Ha yaaneHHOW MaLlLMHe HYXXHO MOAKNHOUYNTLCA K TOUKe

Joctyna, ncnonb3ysa Management IP Ha nopT Remote Capture Port, ncrnons3sysa RPCAP-npoTokorn.
HanpvimMep, 3T0 MOXHO BbINOJHUTL C NMomoLbio nporpammel Wireshark. 3atem, Heo6xo41MMO NONYUNTL
CNUCOK NHTepdencoB ans cHNGGMHra ot yCTPOMCTBA, BbIbpaTb OAMH U3 HUX U 3aMyCTUTb CHATUE JaMna
C yAaneHHoro nHtepodenca.

Packet Capture File Download — B pa3gene BbINO/HAETCA BbIrpy3Ka 3annmcaHHOro gamna Tpaduka:
Bbirpy3ska gamna MoxeT npon3BoanTbCca Yepe3 HTTP van TFTP-npoTokon.

* Bbirpy3ka 4yepe3 HTTP. ®nar «Use TFTP to download the capture file» ponxeH 6biTb CHAT. HaxmuTe
«Download» n B AnanoroBom okHe BblbepuTe NyTb A5 COXpPaHeHusa gamna Ha MMK;

* Bbirpyska dyepe3 TFTP. @nar «Use TFTP to download the capture file» fonxeH 6bITb ycTaHOB/EH. B
none «TFTP Server Filename» ykaxunTe nmsa ¢aiina, B KOTOPoM byzeT coxpaHeH famn Tpaduka Ha
TFTP-cepBepe. ms ¢paina obasatenbHO AOMHKHO cofepXaTb paclumpeHme .pcap. B none «Server
IP» ykaxuTe IP-agpec.

TFTP-cepBepa, Ha KOTOPbLIV byaeT oTnpasnieH gamn Tpaduka. Haxmute «Download» ana Havana
BbIFPY3KM Aamna.

8.4 TMopMmeHto «Support Information»

B noameHto «Support Information» BbINONHAETCA BbIrpy3Kka M3 YCTPOCTBA B BUAe TeKCToBOro daiina Bcei
NHbOPMaLMM O HEM (KOIMYECTBO NaMsITK, 3anyLLeHHbIe NPOoLLEecChl, KOHPUIypaLMsa) Ha TeKYLLNIA
MOMEHT A/151 MOC/IeyOLLIEr0 aHaNN3a COCTOSHNS YCTPOMCTBA, ANArHOCTUKM, BbISIBIEHUS Npo6aem.
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Support Information

To download the diagnestic information for support, click "Download™ button.
| Download |

Download - BbIrpy3ka TekctoBoro ¢aiina B RTF-popmate 13 yctpoincrtea no npotokony HTTP Ha
KomnbloTep. Mocne HaxaTus AaHHOM KHOMKW NOSABASIETCA AMaNoroBoe OKHO, B KOTOPOM TpebyeTcs
yKasaTb NyTb Ha JIOKaNbHOM KOMMblOTEpe ANA COXpaHeHns daina.
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9 MeHto «Captive Portal»

B meHto «Captive portal» BbINONHAETCA HAacTpolika CcreunanbHOro nopTana, Ha KOTopbli
nepeHanpaBAsOTCA KANEHTbI A5 MPOXOXAEHWA aBTOPM3aLnmn Npu NOAKAIYEHNN K ceTn HTepHeT.

Takum 06pa3oM MOXHO, Harnpumep, nepesecTy Wi-Fi ceTb B OTKPbIThIV peXunMm, CHAB LWMppoBaHme, HO
OrpaHNymMB AOCTYN K CeTEBbIM pecypcaM. MNogkoueHre K ceTeBbIM pecypcam byaeT peann3oBaHo
yepes web-aBTopU3aLUIO.

9.1 MopgmeHto «Global Configuration»

B pa3gene «Global Configuration» BbinonHsAeTCS HacTpoiKa 06LLMX NapaMeTpoB NnopTana M MOHUTOPUHT
TeKyLLEero KoIM4ecTBa Co3aHHbIX 06bEKTOB.

Global Configuration Settings

Captive Portal Mode Enzbled ™ Dizshled

Authentication Timeout 200 (60 - 600 sec, 300 = Default)

Roaming service URL (3 - 2048 characters)
Roaming no action timeout 720 (0 - B6400 min, 720 = Default)

Instance Count: ]

Click "Update” to save the new s=ttings.
Update

+ Captive Portal Mode — cocTosiHVe paboTbl nopTana:
* Enabled — npwn yctaHoBNeHHOM ¢iare nopTan NCNonb3yeTcs;
+ Disabled — npv yctaHOBNeHHOM ¢iare NopTan He UCMOJb3yeTcs.

* Authentication Timeout — nepnoj BpeMeHn B CEKYHAAX, B TEYEHE KOTOPOro KIMEHT MOXET BBECTU
aBTOpM3aLMOHHble JaHHble Ha CTpaHuLe nopTasna Aasd NoayyeHns AocTyna K ceTu. Ecnm nHtepsan
npeBblLLeH, He0b6X0ANMO 06HOBUTL CTPAHULY 1160 MOBTOPHO MOAKIUYNTLCS K ceTU. MNpuHMMaeT
3Ha4eHus (60 - 600) cekyHA,. Mo ymonyaHmioo yctaHoBneHO - 300 cekyHz;

* Roaming service URL - agpec Service APB ansa noaaep>Xku poyMuHra B pexume hotspot. 3agaetcs B
dopmare: "ws://host:port/path”,

* Roaming no action timeout, min— Bpems, Yepe3 KOTopoe To4Ka A0CTyna yAanuT ycrtapesLume/
HeaKTMBHbIe 3aMncn O KNIVeHTaX B POYMUHTE;

* Instance Count — Ko/In4ecTBO 3K3eMMJIAPOB NOPTasa, HACTPOEHHbIX Ha To4YKe gocTyna.HaxmuTe
KHoMky «Update» Ans coxpaHeHWs BHECEHHbIX M3MEHEHUU.

9.2 MopmeHto «Instance Configuration»

B pa3zene «Instance Configuration» co3gatoTcs nopTanbl U HaCTPaMBaOTCA NapameTpbl MOPTaNoB.

Instance Configuration Settings

Captive Portal Instances ¥

Captive Portal Instance Parameters

Click "Update™ to save the new settings.
Update
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Ans co3paHnsa HoBoro noptana B nose «Captive Portal Instances» He06X0ANMO Bbl6paTb NYHKT «Create» 1
B none «Instance Name» yka3aTb 1M HOBOro nopTtana (4o 32 cuMmB0o0B). 119 co34aHNs nopTana HaXaTb
KHOMKY «Update».

[na nepexoga K paboTe ¢ nopTanoM HeobxoAMMO BblIbpaTb ero nmsi B none «Captive Portal Instances»:

Instance Configuration Settings

Captive Portal Instances |test v

Captive Portal Instance Parameters

Instance ID: 1

Admin Mode ® Ensbled Disabled

Protocol http ¥

Verification Guest ¥

External Enabled "™ Disabled

External URL (0 - 236 characters)
Rediract Enabled '"® Disabled

Redirect URL (0 - 256 characters)
Avay Time &0 (0 - 1440 min, 60 = Default)

(0 - 1440 min, 0 = Default)

(0 - 1331200 Kbps, 0 = Default)

{0 - 1221200 Kbps, 0 = Default)

Session Timeout
Max Bandwidth Upstream

Max Bandwidth Downstream

Lol I ]

Locale Count:
Delete Instance

Click "Update™ to save the new settings.
Update

* Instance ID — Homep nopTana;
+ Admin Mode — pexum paboTbl nopTana:
» Enable — BktOYEH;
* Disabled — BbIK/HOYEH.
* Protocol — NpoTOKO/, UCMOJIb3yeMbll Mpy paboTe Co CTpaHULen aBTopu3aLny Noab3oBaTesNa Ha
noptane: http; https;
* Verification — meToZ4 NpOBEPKN NOANNHHOCTW NONb30BaTeNs:
*+ Guest - Npu BXoje B CUCTEMY BBOAWNTCS TOJIbKO MPOWN3BOJIbHbIN IOMVIH MNOJib30BaTeNs, TO
eCTb OrpaHUYeHNr’ Ha AOCTYM HeT,;
* Local — pns aBTOpPM3aLMKM NONb30BaTe b A0/KEH BbITb NPOnNMcaH Ha ctpaHuLe «Local User»,
* Radius — pns aBTOpM3aLmMM NoNb30oBaTe b A0/KeH bbITb NponncaH Ha Radius-cepsepe;
+ External — onuus, akTMBMPYIOLLLAA NepeHarnpasieHe Nosib3oBaTeNs Ha BHeLWHWY captive portal.
* Enable - npv ycTaHoB/IeHHOM ¢nare rnonb3oBaTe/lb NepeHanpasiseTca Ha CTpaHuLy, agpec
KOoTopoW yKa3aH B none «External URL» ;
+ Disable — npu ycTaHoB/IeHHOM ¢nare 6yaeT nokasaHa CTPaHWLA SI0KalbHOro nopTana;
+ External URL — agpec BHeluHero Captive Portal, Ha koTopbIl 6yaeT nepeHanpasfieH Nofb30BaTe b
npuv nogkntoveHnun K hotspot;
* Redirect — onuusa, onpegensoLlasn JercTere CMcTeMbl Noc/ie ycrneLwHon aBTopum3aummn Ha nopTrane:
* Enable - npv ycTaHoB/NIeHHOM ¢nare nonb3oBaTe/lb NepeHanpasiseTca Ha CTpaHuLy, agpec
KOoTopoW yKka3aH B none «Redirect URL»;
+ Disable — npu ycTaHoB/ieHHOM ¢nare 6yAeT nokasaHa J1oKa/ibHasa CTpaHuLa NPpUBETCTBUS,;
* Redirect URL - appec, Ha KOTOpbI byaeT nepeHanpas/ieH Nob30BaTe b NPU yCNeLwHon
aBToOpM3aLNM B CUCTEME, 3a[,aeTCA CTPOKa A0 256 cMBO/I0OB. [1osie aKTVUBHO, eC/I 3HaYeHne
napameTpa «Redirect» - «<Enable»;
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Away Time — BpeM$l, B TeYeHMe KOTOPOro AeNCTBUTE/IbHA 3annCb ayTeHTUdUKALMM NONb30BaTeNA
Ha 6a30BOW CTaHLUMM NOC/Ee ero gnccoumaumn. Ecm B Te4eHne 3TOro BpeMeHu KANEHT He
npongeTt ayTeHTU$UKaLMo NOBTOPHO, 3annckb byaeT yaaneHa. NpuHnmMmaeT 3HayeHuns 0-1440
MUHYT, MO YMOIYaHWIO — 60 MUHYT,;

Session Timeout — TaiMayT XWU3HU ceccun. [Tosib30BaTe/Ib aBTOMaTUYECKN BbIXOAUT U3 NopTasa
yepes yKasaHHbIN NPOMeXyTOK BpeMeHW. MNMpnHnMaeT 3HayveHuns 0-1440 MuHYT. Mo yMonyaHuio
YCTaHOB/IEHO 3HayeHune «0» — TalMayT He MpUMeHAeTCs;

Max Bandwidth Upstream — MakcMasibHasi CKOPOCTb rnepegauyun Tpadumka ot aboHeHTa. MNpuHnmaeT
3HaueHusa 0-300 MbuT/c. Mo ymonyaHVo yCTaHOB/IEHO 3HayeHre «0» — 6e3 orpaHnyeHus;

Max Bandwidth Downstream — MakcrMaJsibHasi CKOPOCTb nepesaumn Tpadmka K aboHeHTy.
MpuHMMaeT 3HaueHus 0-300 MéuT/c. Mo ymonyaHuo ycTaHOBIEHO 3HaveHne «0» — 6e3
orpaHnyeHus;

Locale Count — KONM4YeCTBO NPUBSI3AHHbIX K JaHHOMY nopTany rpaduyeckmx npodunein (Web
Customization);

Delete Instance — ana yaaneHvsa jaHHoOro nopTasna ycTaHOBUTe ¢iar 1 HaxXMmTe KHonky «Update».

HaxxmunTe kHonky «Update» Ansi COXpaHEeHUs1 BHECEHHbIX M3MEHEHWIA.

9.3 MopgmeHto «VAP Configuration»

B pa3gene «VAP Configuration» BbInonHAeTCs npmBa3Kka nopTana K BupTyanbHbiM Wi-Fi cetam VAP.

VAP Configuration Settings

Radioc |1 ¥

VAP Instance Name

0 v
i ¥
? ¥
3 v
4 ¥
5 v
5 v

Click "Update™ to save the new sattings.
Update

Radio — Homep Wi-Fi nHTepderica, Ans KOTOPOro Npov3BOAUTCA HAaCTPOliKa.

B Ta6n|/|u,e ana Ka)K,ﬂ,Oﬁ BmpTyaanoM CeTN Ha3Ha4vaeTCcd NopTana no ero MMeHN.

Haxmunte KHOMKY «Update» Ana coOXpaHeHnAa BHECEHHbIX N3MEHEHUIA.

9.4 NMopameHto «Authenticated Clients»

B pa3zene «Authenticated Clients» 0To6paxkaeTcsi CNUCOK KIMEHTOB, KOTOPbIE YCNELLHO NPOLLN
ayTeHTUdMKaLMIO Ha nopTane.
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Authenticated Client List

Click "Refresh” button to refresh the page.

Refresh

Total Number of Authenticated Clients 0

MAC Address IP Address User Name Protocol Mode Verfy Mode VAP ID Radio ID Captive Portal 1D Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes

Ans o6HOoBNEHUS HGOPMALMKM Ha CTPaHULLE HAaXMUTe KHOMKY «Refresh».

Total Number of Authenticated Clients — KONM4eCTBO yCreLHO aBTOPN30BaHHbIX KINEHTOB B
JAAHHbIA MOMEHT;

MAC Address — MAC-agpec KIneHTa;

IP Address - IP-agpec KnneHTa;

User Name — M8 nonib30BaTens, C KOTOPbIM KAVMEHT MPOLWeén ayTeHTUdrKaumo Ha nopTane;
Protocol Mode — npoTokon, ucnonb3yemblii Ana coegmHeHna HTTP / HTTPS;

Verify Mode — meTog, aBTOpM3aL M1 Ha NnopTane;

VAP ID — HoMep BUpPTyaNbHOW ceTy;

Radio ID — Homep paguionHTepdeinca;

Captive Portal ID — nmsi nopTtana, C KOTOPbIM acCOLVMNPOBAH KNEHT;

Session Timeout — ocTaBLLeeCsA BpeMs XN3HU ceccuu;

Away Timeout — oCTaBLUeeCs BPeMS XU3HU 3anucn ayTeHTUbMnKaLunm KIneHTa;

Rx Packets — KONMYeCcTBO NMPUHATLIX MAaKeTOB OT K/INEHTa;

Tx Packets — KONM4yecTBO NnepeAaHHbIX KJINeHTY NakeTos.;

Rx Bytes — konn4ecTBO Nony4veHHbIX 6ariT UAP oT nonb3oBaTtens;

Tx Bytes — konn4yecTBo nepegaHHbix 6aT UAP nonb3oBaTenem.

9.5 MoameHto «Failed Authentication Clients»

B paszene «Failed Authentication Clients» npvBegeH cn1cok KNMeHTOB C OLLIMOKOM aBTopmM3aumm Ha
noprasne.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

Ana 06HOBNEHUst UHPOPMALMM Ha CTPaHKLIE HAaXMUTe KHOMKY «Refreshy.

MAC Address — MAC-agpec KN1eHTa;

IP Address - IP-agpec KNneHTa;

User Name — nMs nonb3oBaTens, C KOTOPbIM KJAVNEHT NPOoLUéN ayTeHTUUKALIMIO Ha nopTane;
Verify Mode — meTog, aBTOpM3aL M1 Ha nopTane;

VAP ID — HoMep BUpPTYya/ibHOW ceTy;
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* Radio ID - Homep paanonHTepdeica;
+ Captive Portal ID = nmsa nopTana, ¢ KOTOPbIM aCCOLMMPOBAH KIVEHT,;
* Failure Time — Bpems, korga nponsoLuna owunobka.
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10 MeHto «Client QoS»

MeHto «Client QoS» npesHa3HaueHO AN 6osiee TOHKOW HAaCTPOMKK QOS KNNEHTCKNX MOTOKOB Tpaduka.
Client QoS no3BonsieT HaCTPOUTb NPUOPUTU3ALMIO OTAE/bHBIX MOTOKOB TPaduKa, OrpaHNYNTb LWNPUHY
NON0ChI A/1A KaXKA0ro KAVeHTa.

10.1 NoameHto «VAP QoS Parameters»

MNoameHto «VAP QoS Parameters» no3BonseT rnobanbHO BKIHOUMTL MCNONb30BaHMeE BCEX HAaCTpoek
Client QoS (Class MAP, Policy MAP, Bandwidth Limit), HazHaunTb paHHee chopmUpoBaHHbIe Npasuaa ACL
1 npnopuTusaunm Tpaduka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled ® Dizabled

VAP QoS Default Parameters

Radic |1 T
VAP |VAPO Y

Client QoS Mode Enabled ® Disabled
Bandwidth Limit Down |0 (0 - 1331200 Kbps)
Bandwidth Limit Up 0 (0 - 1331200 Kbps)
DiffServ Policy Down v

DiffSery Policy Up A

WAP Limit Down 0 (0 - 1331200 Kbps)
WAP Limit Up 0 (0 - 1331200 Kbps)

Click "Update” to save the new settings.
Update

+ Client QoS Global Admin Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke A0CTyna rnobanbHo:
« Enable — BKNOUnTb;
* Disabled — BbIKIHOUYUTb.

* Radio — BbIbOp pagnonHTepdeca, Ha KOTOPOM byaeT Npon3BoANTLCA HacTpolika Client QoS;

+ VAP - BbI60Op BUPTYasibHOM TOUYKM AOCTYMa, HA KOTOPOW ByAeT Npon3BOAMTLCA HacTpolika Client
QoS;

+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbibpaHHOM VAP:

« Enable — BKNOUnTb;
* Disabled — BbIKIHOUYUNTb.

* Bandwidth Limit Down — orpaHnyeHmne LWNPUHbI NONOCLI Tpadrka OT TOUKM AOCTYMNA K KaXA0MY
KAVEHTY, 6uT/c. Jnana3oH BO3MOXHbIX 3HaueHunin: 0 — 4294967295 6uTt/c. Ecnm Ha3HadeH 0, To
orpaHVyeHVie NOAOCkl Tpadurka He NpuMeHsieTcs. JTloboe HeHyieBoe 3HaYeHe OKPYrasaeTcs 40
Be/IUYVHbI, KPaTHON 64 K6UT/C;

* Bandwidth Limit Up — orpaHnyeHmne LUNPUHbI NONOCbI TpadriKa OT KaXKAOro KAMeHTa 40 TOUKN
pocrtyna. EamHnua namepeHus: 6ut/c. inanasoH BO3MOXHbIX 3HadeHW: 0 — 4294967295 6uT/c.
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Ecnn Ha3HayeH 0, To orpaHuyeHme rnonockl Tpapurika He nprumeHsieTcs. Jlroboe HeHynesoe
3HaueHVe OKPYrfeTca 40 BeIMYNHbI, KpaTHOWN 64 K6UT/C;

+ Diff Serv Policy Down — nms npo¢uns Policy, KOTOpbIA A0KEH 6blTb NPUMEHEH K Tpaduky,
nAayLemMy oT TOUKU A0CTyMa K KJIVEHTY,

+ Diff Serv Policy Up — nms npoguns Policy, KOTopbI fO/IXeH 6bITb NPUMeHEH K Tpaduky, nayuiemy
KNVeHTa K TouKe AoCTyna.

* VAP Limit Down — orpaHun4eHme WNPUHbI NOI0CkI TpadumKa OT TOUKM AOCTyNa K KAneHTam (B
CyMMe), NOAKNOYEeHHbIM K JaHHOMY VAP, 61T/C. lInanasoH BO3MOXHbIX 3HaUeHn: 0 —
4294967295 6uT/C. ECnvi Ha3HaueH 0, To orpaHnyeHve He npumMeHsieTcs. Jlloboe HeHynesoe
3HaueHVe OKPYrfAeTca 40 BeIMYNHbI, KpaTHOWN 64 K6UT/C;

+ VAP Limit UP — orpaHun4eHune WnpUHbI N0I0Ckl Tpadumka OT KNMEHTOB (B CyMMe) A0 TOUKM AOCTYNa,
6uT/C. iInanasoH BO3MOXHbIX 3HaueHuin: 0 — 4294967295 6ut/c. Echm Ha3HauveH 0, TO
orpaHunyeHvie He npuMeHseTcs. Jlloboe HeHyneBoe 3HaYeHe OKPYrAseTca A0 BE/INUVIHSI,
KpaTHOW 64 K6UT/C.

HaxxmunTe kHonky «Update» Ansi COXpaHEHUs1 BHECEHHbIX M3MEHEHWIA.
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10.2 MoameHto «Class Map»

B nogmeHto «Class Map» BbinosiHseTcs HacTpoiika knaccndukaumm tpadurka. Ha ocHoBe yHUKaNbHbIX
0CO6EeHHOCTel NakeToB onpeseneHHoro NoToka Tpadurka GopmMmpyeTcs Knacc NpUHaANEXHOCTA
MakeToB K JaAHHOMY MOTOKY. B anbHeliem 3TOT knacc byAeT UCNoNb30BaH A1 onepawmii
NPUOPUTM3ALNN PA3INYHBIX MOTOKOB, 06 beAVMHEHHbIX MO 06LLeMy NPU3HaKYy.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name {1 - 21 characters)
Mzatch Layer 2 Protocol IPvd ¥
Add Class Map

Match Criteria Configuration

Class Map Name test - ipvd ¥

Mztch Every Ld

Protocol Select From List | ip A Match to Valus (0 - 255)

Source IP Address (¥.X.2.X) Source IP Mask (M)
Destination IP Address (¥.X.X.X) Destination IP Mask (H.XXX)
Source Port Select From List v Match to Port {0 - 85535)
Destinzation Port Select From List v Match to Port {0 - 85535)
EtherType Select From List v Match to Value (0800 - FFFF)
Class Of Service (0-7)

Source MAC Address Source MAC Mask {2 1 33 LI B B L)
Destination MAC Address Destination MAC Mask (3 1 3 LI L B L)
VLAN ID (0 - 4055)

Service Type

IF DSCP Select From List v Match to Value (0-632)

IP Precedence (0-7)

1P TOS Bits (00 - FF) IP TOS Mazk (00 - FF)

Delete Class Map

Click "Update” to save the new settings.
Update

Class Map Configuration — B pa3zgene BbINo/HAeTCs co3gaHne npoduns knaccuounkaumm Tpaduka.

+ Class Map Name — nms knacca Tpaduka;

* Match Layer 3 Protocol — npoToKon, Mo KOTOPOMY byaeT NPoncxoAnTb knaccudukaums (IPv4 nnn
IPv6). B 3aBMCMMOCTM OT BbI6Opa NpOTOKOa ByAeT NpeAnoXeH pa3nnyHblii Habop nonei, no
KOTOpbIM ByZeT BbIMONHATLCA Knaccudumkaums Tpaduka.

Ansa co3gaHna HOBOro knacca Tpaduka ykaxmTte B none «Class Map Name» 1Msi knacca n HaxmMmTe
kHonky «Add Class Map».

Match Criteria Configuration — B pa3zene BbINONHSAETCS HACTPOKa KpUTEpUEB AN1s kKnacca Tpaduka.

+ Class Map Name — Bbl60p knacca Tpaduka, A/1si KOTOPOro ByAeT NPOUCXOANTb KOHOUIYpUpOBaHMe

NMPMN3HaKOB NMPUHaANEXHOCTU K K/1acCcy,
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+ Match Every — npu yctTaHoBNeHHOM ¢iare Tpaduk byset oTHeCeH K JaHHOMY KJ1acCy He3aBNUCMMO
OT CoZiep>XXaHus rnoJsieit B ero 3aronoske. Ecnv ¢nar He ycTaHOBNEH, TO TpebyeTcs yka3aTb
3HaYeHNsa Heob6XoAMMBbIX None Tpadurka, KOTopble AOSIKHbI 6blTb COOTHECEHbI C JaHHbIM
Knaccow;

* Protocol — 3HauyeHue nonga Protocol B IPv4-nakeTe;

+ Source IP Address — 3HaueHMe IP-agpeca oTnpaBuUTeNs NakeTa;

+ Source IP Mask — macka, ykasbiBatoLLasi Ha 3Ha4YMMOCTb 6uToB B IP-agpece, Ha OCHOBaHNM KOTOPbIX
KnaccuunumpyeTcsa naker,

+ Destination IP Address — 3Ha4yeHwue IP-agpeca nonyyatens nakera;

+ Destination IP Mask — macka, ykasblBatoLlasi Ha 3HaUMMOCTb 6MTOB B IP-agpece, Ha OCHOBaHUN
KOTOPbIX KNaCcCUPULMpPYETCH Mnaker,

+ Source Port — nopt otnpasutens (Layer 4);

+ Destination Port — nopT nony4atens (Layer 4);

+ EtherType — 3HaueHue nons EtherType, yka3biBaroLLero TMn NPoOTOKOa, UCMO/Ib3yeMOro B MNakeTe;

+ Class Of Service — 3HayeHue nons CoS, ykasblBaloLLEro Ha NpMopuTeT nNnakeTa Ha Layer 2 nakeTa;

+ Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens rnakeTa;

+ Source MAC Mask — macka, yKka3blBatoLLLaA Ha 3HauYMMocTb 61uToB B MAC-agpece, Ha OCHOBaHNM
KOTOPbIX KNaCCUPULMPYETCH Maker,

+ Destination MAC Address — 3HaueHne MAC-agpeca nosy4dartens nakera;

+ Destination MAC Mask — Macka, yKa3blBaloLLLaa Ha 3Ha4YMMOCTb 61ToB B MAC-aZpece, Ha OCHOBaHNW
KOTOPbIX KNaCCUPULMPYETCH Maker,

* VLAN ID - 3Ha4eHwne nona VLAN B nakeTe,

* IP DSCP - 3HaueHune nona DSCP B IP-3arosioBke nakeTta;

* IP Precedence — 3HaueHue nons Precedence B IP-3arosioBke nakera;

* IP TOS Bits — 3HaueHune nons TOS B IP-3aronoBke nakeTa,

+ IP TOS Mask — macka, ykasbiBatoLLasi Ha 3Ha4YMMOCTb 61TOB B nosie TOS, Ha OCHOBaHUM KOTOPbIX
KnaccuunumpyeTca naker,

* Delete Class Map — ypanuTtb Knacc Tpaduka;

+ Update — npymMeHNTb NapamMeTpbl Knacca Tpaduka;

* IPv6 Flow Label — 3HaueHune nons Flow Label.

HaxxmunTe kHonky «Update» Ansi COXpaHEeHWs1 BHECEHHbIX N3MEHEHWIA.
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10.3 MogmeHto «Policy Map»

MoameHto «Policy Map» npesHa3Ha4yeHo 4151 HACTPOMKM LUMPUHbLI MOAOCHI MPOMNYCKaHWA ANs
KnaccudunLMpoBaHHOIO Mo 06LLeMy NPU3HAKY NOTOKa Tpaduka, MapKMpoBaHUs NpuopuTeTa AaHHOro
knacca Tpaduka Ha yposHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1s NPUHATUS peLleHnst o
nponycke gaHHoro Tpaduka nam o ero 610kMpoBkU. B noameHto dpopmupyetcs npodunb «Policy Map»,
4151 KOTOPOro nocieAoBaTe/IbHO HAa3HAYaOTCs paHee co3daHHble knaccuumkatopbl Tpadumka «Class
Map». Ans Kaxzoro knaccnpumkatopa ykasbiBaroTCs onepaunm, KoTopble HeE06X0ANMMO NPOUN3BECTHU C
AAHHBIM TUNOM Tpaduka.

Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Policy Map Name Skype ¥

Class Map Name Sloype A

Police Simple Committed Rate (1 -1000000 kbps) Committed Burst (1 - 204800000 bytes)
Send

Drop

Mark Class Of Service (0-7)

Mark 1P D=cp Select From List | ef v

Mark IF Precedence (0-7)

Disas=zociate Class Map

Skype, Skype_src
Member Classes

Delete Policy Map

Click "Update” to save the new settings.
Update

Policy Map Configuration — B pa3gene BbinonHseTcsa co3gaHume Hosoro npoduns Policy Map.
* Policy Map Name — nmsa npoduns Policy Map.

Ana pobasneHuns HoBoro nNpoduns BeeanTe nMs npoduns B none «Police Map Name» 1 HaXMUTe KHOMKY
«Add Policy Map».

Policy Class Definition — B pa3gene BbinonHseTCSA HacTpoMKa knaccnbumkaTtopoB Tpaduka.

+ Policy Map Name - nms npoduns «Policy Map», B KOTOpOM 6yaeT Npon3BOANTLCS AdNbHelLwas
HacTpolKa onepauuin ana knaccndmnkaTopos TpaPurka;
+ Class Map Name — knaccndukaTtop Tpaduka, paHee co3aaHHbIN B nogmeHto «Class Map».

Onepaunu, KoTopble HEO6XOAMMO NPOU3BECTU C AAHHBLIM TUMOM TpaduKa:

* Police Simple — ynpoleHHas HaCTpPOIKa, NPV KOTOPOI 3a4at0TCA ABa NapameTpa:
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Committed Rate — rapaHTVpOBaHHasa CKOPOCTb Nepejayn 415 AaHHOro B1Aa Tpapuka;

Committed Burst — orpaHun4eHve ckayukoB Tpaduka;

Send — npuv ycTaHOBNeHHOM ¢dnare Bce NakeTbl COOTBETCTBYHOLLEro NoToka Tpaduka byayTt
nepegaHsbl, ecin kputepumn Class Map BbINONHAOTCS;

Drop —npwv yctaHoOB/IEHHOM ¢nare BCe NnakeTbl COOTBETCTBYHOLLEro NoToka Tpapuka byayT
oTbpoLuleHsbl, ecnu KpuTepuun Class Map BbINONHAKOTCS;

Mark Class Of Service — npu ycTaHOBNeHHOM ¢iare Bce rnakeTbl COOTBETCTBYHOLLLEro NoTokKa
Tpaduka 6yayT MapKMpoBaTbCs 3a4aHHbIM 3HaueHnem CoS (uenoe ymncno ot 0 go 7);

Mark IP Dscp — npwv yctaHOBNeHHOM ¢are Bce NakeTbl COOTBETCTBYHOLLEro NoToka Tpaduka byayt
MapKMpoBaTbCA 3aZaHHbIM 3HaueHnem IP-DSCP. 3HaueHme MOXHO BbIbpaTb N3 CAKCKa UNn
yKasaTb;

Mark IP Precedence — npu ycTaHOBJ/IEHHOM ¢are BCe NakeTbl COOTBETCTBYHOLLEro notoka tpaguka
6yAyT MapKMpoBaTbCsa 3aAaHHbIM 3HaYeHmeM IP Precedence (uenoe ymcno ot 0 go 7);

Disassociate Class Map — yctaHoBuUTe ¢pnar n Haxmmte KHorky «Update», uTobbl yaannTb NpuBsA3KYy
AaHHoro Class Map u Policy Map;

Member Classes — cnucok Bcex Class Map, KoTopble CBsi3aHbl € BbIbpaHHoM Policy Map. Ecnn knacc
He CBSI3aH C MOJINTUKOM, 3TO MOoJie NyCTOoE;

Delete Policy Map — yctaHoBuTe ¢nar n Haxxmute kKHonky «Update», utobbl yaanute Policy Map,
yKa3aHHyt B Policy Map Name.

MoameHto «Client Configuration»

B 3TOM pa3zgene MOXHO MPOCMOTPETh TekyLLyH KoOHGUrypauumio QoS.

QOS Configuration Status for associated clients
Station | a8:f3:4b:bZ:02:36 ¥

Global QoS Meade down
Clisnt QoS Mode Disabled
Bandwidth Limit Up lu]
Bandwidth Limit Down |0

ACL Type Up Mone
ACL Mame Up
ACL Type Down Mane

ACL Mame Diown
Diffsery Paolicy Up
DiffSery Palicy Down

Station — Bbl6op nHTepdeiica no MAC-agpecy;
Global QoS Mode — ncnonb3osaHue Client QoS Ha Bceil Touke AocTyna rnobasbHo:
* Up — BKJTHOYEHO;
+ Down — BbIK/IHOYEHO.
Client QoS Mode — ncnonb3osaHue Client QoS Ha BbI6paHHOW VAP:
Enable — BkNtoYeHoO;
Disabled — BbIK/1HOUEHO;
Bandwidth Limit Up — orpaH/4YeHmne WWPUHbI NONOCkl TPadrKa OT KaXKAOro KAMeHTa 40 TOUKN
A0CTyna, B 6UT/C;
Bandwidth Limit Down — orpaHyyeHune LWNPUHbI NONOCLI Tpadrika OT TOUKN AOCTYNa K KaXKA0MY
KAVEHTY, buT/c;
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ACL Type Up — Tvn Tpaduka OT KNIMEeHTa K TOUKe JOCTYna, A1 KOTOPOro 6yayT NpUMeHsTbCA
npasuna ACL;

ACL Name Up — nma npodunsa ACL, KOTOpbIiA AOIKEH 6bITb NPUMEHEH K Tpaduky, nayLiemy ot
K/IMeHTa K ToUKe JOCTyna;

ACL Type Down — Tnn Tpadurka OT TOUKW AOCTYNa K KINEHTY, A1 KOTOPOro 6yayT NPUMeHATHCS
npasuna ACL,;

ACL Name Down — nms npoduna ACL, KOTOpbIA A0/KEH BbITb NPUMEHEH K Tpaduky, nayLiemy ot
TOUKW JOCTYNa K KJINEHTY;,

DiffServ Policy Up — nmsa npoéwuns Policy, KOTOpbIN A0/MKEH BbITb MPUMeEHeH K Tpaduky, nayLiemy
OT KJINEHTa K TOYKe A0CTyna;

DiffServ Policy Down — nmsa npogwns Policy, KOTOpbIN A0/KeH 6bITb MPUMeHeH K Tpaduky,
nAyLemy oT TOUKM JOCTyNa K KJINEHTY.
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11 MeHto «Work Group Bridge»

11.1 NMoameHto «Work Group Bridge»

MNoameHto «Work Group Bridge» npeiHa3HauYeHO A1 HACTPOWMKM YCTPOKCTBA B peXnmM 6ecnpoBogHOro
KNVEeHTa C NCNOSIb30BaHNEM OLHOM0 U3 6eCnpoBOAHbIX MHTepdEelCcoB.

Modify AP Work Group Bridge Settings

Waork Group Bridge Mode @ Down

Radio 1 T

Upstream Interface

VLAN ID 1

S5I1D Upstream S5I0D -

Roam threshold -75 (-89 - -1) dBm
Security WPA Enterprise ¥

Connection Status Disconnected

Downstream Interface

Status Up ® Down
VLAN ID 1

551D Downstream 551D
Broadcast 551D On ¥

Security MNone v
MAC Auth Type Disabled ¥

Click "Update™ to save the new settings. Click "Refresh™ button to refresh the page.
Update Refresh

* WorkGroupBridgeMode — BKntoueHme/BbIK/IIOYEHE peXnMa KIneHTa Ha nHTepderice;
* Radio — BbI6bOp 6ecnpoBOAHOro NHTepdeinca, Ha KOTOPOM BKOHAETCH PEXMM KIMEHTa.

«Upstream Interface» — HacTpokn nHTepderica, KOTopbI ByaeT ABNATLCA 6€CNPOBOAHBLIM KJINEHTOM
NOAK/IOYATLCA K CTOPOHHEN TouKe A0CTYna;

* VLANID — HoMep VLAN, ncrnonb3yemblii Ha TOUKe JOCTYna;
*+ SSID - MS TOYKM JOCTYNa, K KOTOPOW MPOUCXOANT NOAKITHOUEHNE,;
* Roamthreshold — MMHMMaNbHLIN YPOBEHb CUIHaNa OT TOUKM JOCTYNa, MPY KOTOPOM MPONCXOANT
NOAK/HOYEHME K TOUKE,
* Security — peXxvmM 6e30nacHOCTN TOYKW AOCTYMa, K KOTOPOW MPOUCXOANT MOAKJIHOYEHME:
* None - He ncrnonb3oBaTh WW$pPOBaHME A/15 Nepejayn AaHHbIX. Touka OTKpbITa A1 A40CTyna
Nob0oro KANeHTa;
* WPA Personal — pexvM NoAK/Il0YeHns K ToYKe A0CTyrna C UCMoJib30BaHEM MexaHn3ma
6e3onacHocT WPA-TKIP nnn WPA2-AES. lNMpw Bbibope AaHHOIo pexmnMa Ans
pefakTUpoBaHUs 6yAyT AOCTYMNHbI CeytoLe HaCTPONKU:
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Eecurity WPA Personal v | [
WPAVersions: WPA-TKIP ¥ wpaz-AES
MFP Capable r
Key:

« WPAVersions — Bepcusi NCNOb3yeMoro npoTokosa 6esonacHoctn (WPA nnn WPA2);
* MFP - 3awmTa ynpasnstowmx kagpos: Not Required — He ncnonb3oBaTtb; Capable —
onumnoHanbHo; Required — NCNONBL30BaTH;
*+ Key — k/1t04/napob, HEO6XOANMBIV 4151 aBTOPU3aLIMKM Ha TOYKe A0CTynNa;
* WPAEnterprise — pexXuM NOAK/IHOYEHNSA K TOUKe JOCTyNa C UCMOoJib30BaHNeM aBTopu3aLnm n
ayTeHTUPUKaLMKM Ha BbllecTosiLeM cepsepe. Npu Bbibope AaHHOTo pexuma ans
pefakTUpoBaHus 6yAyT AOCTYMNHbI CleytoLme HaCTPONKK:

Gecurity WPA Enterprise ¥ =

WPAVersions: WPA-TKIP ¥ wpa2-AES
MFP Not Required ¥
EAP Method ® peap tls

Username
Passward

WPAVersions — Bepcns ncnonb3yemMoro npotokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
MFP - 3awmTa ynpasnstowmx kagpos: Not Required — He ncnonb3oBatb; Capable —
OMuUWOHaNbHO; Required — NCMONB30BAaTh;

EAP Method — BbIbop NpoTokona ayTeHTUdMKauum (peap nnu tls);

+ Username — nms nonb3oBaTens, MCNOAb3yeMoe Npy aBTopur3aLnMm Ha cepBepe;

+ Password — naponb nNonb30oBaTens, UCNob3yeMblil MPU aBTOPU3aLIA Ha CepBepeE;

Connection Status — cTaTyC NOAKMNHOYEHUS K TOYKe AOCTyra.
B pa3gene «<Downstream Interface» BbIMONHAOTCA HAaCTPOVKN NHTepdelica, BbICTyNatoLLLero B kKayectse
TOUKM A0CTynNa.

+ Status — BktoUYeHMe/BbIkNOYeHVe downstream-HTepdelica:
+ Up — nHTepdeiic BkaoYveH;
+ Down — nHTepdeinc BbIKAOYEH.
VLANID - Homep VLAN, B KOTOpOM byaeT nepegaBaTbCa ceTeBOM TpaduK NS JaHHOM TOUKN
JocTtyna;
SSID — mA TOUKK JOCTYNa;
Broadcast SSID — BKNHOUNTL/BbIK/IIOUYNTL BELLaHMe TOUKWM J0CTyna:
+ On - BeLyaHWe BK/THOYEHO;
« Off — BeLyaHwme BbIK/IHYEHO.
« Security — pexxmm 6e30MacHOCTM CO34aBaeMO TOUKM AOCTyNa;
+ None — He ncnonb3oBaTh WKdpOBaHME A5 Nepesayn JaHHbIX. Touka OTKpbITa ANA 4OCTyna
nob0oro KNNEHTa;
* WPA Personal — pexum NoAKN0YEHUs K TOUKe J0CTyrna C MCNOob30BaHNEM MeXaHW3Ma
6e3onacHocT WPA nnn WPA2. Mpu BbIbope AaHHOMO pexnmMa K peakTpOBaHMIo

AOCTYNHbI cneayrouine NyHKTbI:
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WAF Enabled VLAN ID SSID Broadcast SSID WLAN trunk  Station Isolation Sand Steer 802.11k DSCP Priority VLAN Priority Security MAC Auth Type

1 Eltex WAF31-1 L L v WPa Personal ¥ | | Disabled v -

+
WPAVersions: WRA-TKIF WPAZ-AES
Key: CELTT TR Ty

Broadcast Key Refresh Rate 0 (Range:0-8356400)

MFP Mot Required ¥ Capable ¥ Reguired

« WPAVersions — Bepcusi NCMONb3yemMoro npotokona 6esonacHocty (WPA-TKIP nnn WPA2-AES);

Ecnm BbibpaH WPA-TKIP, To 415 HaCTpPOMKM ByayT AOCTYMHbI NONS:

+ Key — kntou/naponb, HeO6X0AMMbIA AN aBTOPM3aLMM Ha TOYKe AOCTYNa;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHV 06HOBAEHWS FPYNMOBOro Kakua,
npvHumaeT 3HayveHus 0-86400.

Ecnun BoibpaH WPA2-AES, TO A1 HAaCTPOWMKK 6yAyT AOCTYMNHbI MONS:

+ Key — kntou/naponb, HeO6X0AMMbIA AN aBTOPM3aLM Ha TOYKe AOCTYyNa;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHV 06HOBAEHWS FPYMNMOBOro Kakua,
npuHumaeT 3HayveHus 0-86400;
* MFP - 3aWiuTa ynpasnsaoLWmxX KajpoB:
* Not Required — He NCNONbL30BaTb;
+ Capable — onuyMoHankLHo;
* Required — ncnonb3oBaTb;

* MACAuthType — pexunm ayTeHTUdMKaLMn nonb3oBaTenei ¢ yyetom nx MAC-agpeca:
+ Disabled — He ncnonb3oBaTb ayTeHTUPMKaALMIO Nonb3oBaTeneit no MAC-agpecy;
* RADIUS - ncnonb3oBaTtb ayTeHTUdMKaLMIO Nonb3oBaTeneri no MAC-agpecy C MOMOLLbIO
RADIUS-cepBepa;
* Local — ncnonb3oBaTtb ayTeHTUdMKaLMIO Nonb3oBaTenen no MAC-agpecy € NOMOLLbHO
NIOKaNbHOro Crnmcka aagpecos, cGOPMMPOBAHHOMO Ha JaHHOW TOYKe A0CTyna.

HaxxmuTe KHonky «Update» ans COXpaHeHUs BHECEHHbIX M3MEeHEeHUIA.

Ana o6HoBNeHMs MHPOPMaLMKM Ha CTPaHMLE HaXMUTe KHOMKY «Refresh».
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11.2 MNoameHto «WorkGroup Bridge Transmit/Receive»

B noameHto «WorkGroup Bridge Transmit/Receive» npeacTaBfieHa CTaTUCTVIKaA NO rnepeaaHHoOMY/
npuHATOMY Tpaduky Ha nHTepdelicax, cbopmmpoBaHHbIX B pexxnme Work Group Bridge.

Ans o6HOoBNEeHUS HGOPMALMM Ha CTPaHULLE HAaXMUTe KHOMKY «Refresh».

View transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Interface Status VLAN ID Mame (S5ID)

Transmit
Interface Total packets Total bytes

Receive
Interface Total packets Total bytes

* Interface — nmsa nHTepodelica;

+ Status — cTaTyc paboTbl UHTepdelica;

* VLAN ID - Homep VLAN, HazHa4yeHHOro Ha nHTepdeic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CeTU, CKOHOUIYPUPOBAHHOW Anst MHTepdelica.

B pa3zene «Transmit» BbINONHSAETCS MPOCMOTP CTAaTUCTUKK MO NepesaHHoOMY Tpaduky.
B pa3zene «Receive» BbINOMHAETCSH MPOCMOTP CTAaTUCTUKM NO NPUHSATOMY TpaduKy.

* Interface — nmsa nHTepodelica;
* Total packets — o6LLee KONNYECTBO NepeAaHHbIX/MPUHATLIX NaKeTOB;
+ Total bytes — obLLee KONNYECTBO NepesaHHbIX/MPUHATbIX 6aNT.
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12 CnNncok nameHeHunm

Bepcus gokymeHTa [laTa BbInycka CopepxaHvne nsMeHeHun

Bepcusa 1.10

Bepcns 1.9
Bepcua 1.8
Bepcua 1.8

Bepcua 1.7

Bepcua 1.6
Bepcua 1.5

Bepcua 1.4

Bepcns 1.3

05.06.2019

12.02.2019
30.11.2018
10.08.2018

14.04.2018

27.12.2017
30.10.2017

01.02.2017

20.09.2016

CnHxpoHu3aums c sepcmein MO 1.17.0
N3meHeHbI pa3gensi:

5.5 MNoameHto «Radio»
5.8 NMogmeHto «<VAP»

CHXpOHM3aLums ¢ Bepcnein 1.16.0
CnHXpoHM3aums ¢ Bepcuein 1.15.0

CnHXpoHM3aums ¢ Bepcnein 1.14.0
JlobaBneHbl pasgensi:

+ 5.11 MNogmeHto «Passpoint»
+ 5.17 NogmeHto «Mesh»
+ 5.18 NMogmeHto «Mesh Monitoring»

CnHxpoHu3aums ¢ Bepcuein MO 1.12.0
N3mMeHeHbl pasgenst:

« 5.4 MopmeHto «Wireless Settings»
+ 5.5 MogmeHto «Radio»

CnHxpoHu3aums c sepcmein N0 1.11.4

CnHXxpoHM3aums ¢ sepcuein MO 1.11.2
N3meHeHbI pa3genst:

+ 4.3 NoameHto «Transmit/Receive»
+ 4.5 NogmeHto «Client Association»
+ 4.10 NMNoameHto «Radio Statistic»

CnHxpoHu3sauwms ¢ sepcuern MO 1.9.0
M3meHeHbI pasgernsbi:

+ 4.1 NMNoameHto «Interfaces»

+ 4.5 NopmeHto «Client Associations»

« 5.5 NMoagmeHto «Radio»

* 10.1 NoameHto «VAP QoS Parameters»

CnHxpoHu3aums c sepcuein MO 1.8.0
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Bepcusa sokyMeHTa

Bepcua 1.2

Bepcua 1.1

Bepcua 1.0

[aTa Bbinycka

26.07.2016

21.10.2015

16.04.2015

Web-KoHPUrypatop WOP-12ac-LR

CopepxaHve nsMeHeHui

CnHXpoHM3aumsa ¢ Bepcuein MO 1.7.0

Job6asneHbl pasgensi:
+ 4.6 NMoagmeHto «TSPEC Client Associations»
« 4.8 NMoameHto «TSPEC Status and Statistics»
+ 5.9 MNoameHto «TSPEC AP Statistics»

N3meHeHbl pa3gensi:
+ 5.5 MogmeHto «Radio»
« 5.7 NoameHto «Scheduler Association»
+ 5.8 NogmeHo «<VAP»

CnHXpoHM3aumsa ¢ Bepcuein MO 1.6.2
JlobaBneHbl pasgenbl:
+ 5.9 MogmeHto «VAP Minimal Signal»
+ 5.10 NoameHto «Fast Bss Transition»

N3meHeHbl pa3gensi:
« 4.1 MoagmeHto «Interfaces»
+ 4.5 MNoameHto «Client Associations»
+ 4.6 NogmeHto «Rogue AP Detection»
+ 5.4 MopgmeHto «Wireless Settings»
+ 5.5 MogmeHto «Radio»
+ 5.8 NogmeHo «<VAP»
5.16 MoaMmeHto «Authentication»
+ 6.2 NogmeHto «Web Server»
* 6.8 NMogmeHto «SNMP»
+ 6.9 MoameHto «Time Settings (NTP)»
+ 8.1 NogmeHto «Configuration»
+ 10.2 NMogmeHto «Instance Configuration»
* 11.1 NogmeHto «VAP QoS Parameters»
+ 11.2 NogmeHto «Class Map»
+ 11.3 NMogmeHto «Policy Map»
12.1 MogmeHto «Work group bridge»

MepBas ny6ankaums

Bepcuma nporpammHoro obecneveHns 1.17.0
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TEXHUNYECKASA NOAAEPXKA

Ana nonyyeHnsa TeXHNYeCKon KOHCYNbTaumMy o BoONpocam skcnayataumm obopyaoBaHns
00O «Mpeanpuatne «3ITEKC» Bbl MoxeTe 06paTuUTbcs B CEPBUCHbLIN LEHTP KOMMaHUK:

Poccuinckas ®egepaums, 630020, r. HoBocnbumpcek, yn. Okpy>kHas, oM 29B.
TenedoHbl LLeHTpa TeEXHNYECKOM Noaaep>KKn: +7(383) 274-47-87, +7(383) 272-83-31,
E-mail: techsupp@eltex.nsk.ru

Ha odunumanbHOM cainTe KOMNaHUM Bbl MOXeTe HalTV TEXHUYECKYIO JOKYMeHTauuto 1
nporpaMmmHoe obecneuyeHne ansa npoaykumm OO0 «[MpeanpuaTtue «JITEKC», 06paTnTbCsa K
6a3e 3HaHWI, OCTaBUTb NHTEPAKTUBHYIO 3asiBKY U MPOKOHCYNbTUPOBATLCSA Y MHXEHepPOB
CepBW1CHOrO LIeHTPa Ha TeXHNYeckom popyme:

OduvumanbHbI canT koMnaHuu: hitp://eltex-co.ru
TexHu4vecknn popym: http://eltex-co.ru/forum
basa 3HaHui: hitp://eltex-co.ru/support/knowledge

LeHTp 3arpys3ok: http://eltex-co.ru/support/downloads
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