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Bepcua JOKymeHTa

[ara Bbinycka

CofeprKaHne U3MeHeHMi

Bepcus 2.26

18.07.2019

MN3meHeHnA B pasgenax:

2.2.2 dyHKuum npu pabote c MAC-agpecamu

5.12 WLITopm-KOHTPO/Ib

5.16.4 MexaHu3m obHapyxeHus netens (loopback-detection)
5.19.7.2 KomaHgbl KOHOUTYPMPOBaAHUA TepMMHaNa

5.19.4 NpoToKkon ynpasneHus cetbto (SNMP)

5.27.3 KoHTtponb npoTtokona DHCPu onuumn 82

Bepcua 2.25

26.12.2018

M3meHeHns B pasgenax:
- 5.9 HacTtpo#Kka cucTeMHOro BpemMeHu
- 5.16.12 HacTpowka ¢pyHKLmMmM Layer 2 Protocol Tunneling (L2PT)

Bepcus 2.24

28.06.2018

N3meHeHunA B pasaenax:

- 5.24.2 Onepauwnsa UDP lJitter

- 5.27.3 KoHTponb npotokona DHCP v onuuun 82

- 5.30 KoHourypuposaHue PPPoE Intermediate Agent

Bepcua 2.23

29.05.2018

[OobasneH pasgen:
-4.3.2.2 PacluMpeHHan HacTpoMKa ypoBHA AOCTyna

MN3meHeHuA B pasgenax:

- 5.2 ba3oBble KOMaHAbl

- 5.8.2 KomaHgb! ans paboTbl ¢ palinamm

- 5.10 KoHourypuposaHue nHtepoeicos 1 VLAN

- 5.10.1 HacTtpoiika napameTtpos Ethernet-uHtepdeiicos,
Port- Channel n Loopback-untepdeiicos

- 5.14 HacTpolika IPv4-agpecauun

- 5.15.1 NpoToKkon IPv6

- 5.16.3 Hactpoiika npotokona GVRP

- 5.19 Telnet, SSH, HTTP n FTP

- 5.24 Onepauusa UDP litter

- 5.31 KoHourypuposaHme DHCP-cepsepa

- 5.32.1 KoHourypuposaHue ACL Ha 6ase IPv4

- 5.34 KayectBo obcny:kmnsanma — QOS

Bepcusa 2.22

18.09.2017

N3meHeHnAa B pasgenax:

- 5.2 ba3osble KOMaHAbI

- 5.5 KomaHabl ynpaBaeHus cuctemon

- 5.12 lUTopMm-KOHTPOIb

-5.16.5.1 HacTpolika npoTokona STP, RSTP
- 5.20 ¥ypHan aBapwuit, npotokon SYSLOG
- 5.34.1 Hactpoiika QoS

Bepcua 2.21

26.12.2016

[obasneHbl pasaenbl:

- 5.10.3 ®dyHKums Private vlan

- 5.29 dyHKumm Lightweight DHCPv6 Relay Agent (LDRA)
- 5.34 CratMyeckaa mapLupyt1saumns

N3meHeHuA B pasaenax:

- 5.8.2 KomaHpgpl ansa paboTsl ¢ palinamm

- 5.10.1 HacTtpoiika napameTtpoB Ethernet-uHtepdeiicos n nHtepdeicos
Port-Channel

- 5.13 I'pynnbl arperayuun kaHanos — Link Agregation Group (LAG)
-5.16.5.1 HacTpoiika npoTokona STP, RSTP

- 5.16.12 Hactpoiika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)
- 5.18.2 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)
-5.18.1 Mpasuna rpynnosoii agpecauumn (multicast addressing)
-5.27.3 KoHTtponb npoTtokona DHCP v onuma 82

-5.28 dyHKuuu DHCP Relay nocpegHuka

- 5.29 KoHourypuposaHue PPPoE Intermediate Agent

-5.31 KoHourypmposaHue ACL (cnMcKM KOHTpOAA foCTyna)

- 5.33.1 Hactpoitka QoS

Bepcusa 2.20

22.06.2016

MN3meHeHun B pasgenax:

- 5.5 KomaHabl ynpaBieHus cuctemon

-5.16.5 CemeitctBo npoTtokonos STP (STP, RSTP, MSTP)
- 5.20 ¥ypHan aBapwuit, npotokon SYSLOG

- 5.23.1 inarHocTMKa megHoro Kabens

- 5.27.3 KoHTponb npoTtokoaa DHCP u onuua 82
-5.31.1 KoHdurypmposaHue ACL Ha b6ase IPv4
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- 5.33 KayectBo obcnyxuBanma — QOS

Bepcua 2.19 01.02.2015 JobasneHo onucaHue dpyHKLmMM Layer 2 Protocol Tunneling (L2PT)
N3meHeHuWA B pasaenax:

- 5.10 KoHourypuposaHune nHtepdeiicos

- 5.12 KoHTpO/b WMPOKOBELLATE/NIbHOIO «LUTOPMA»

- 5.13 I'pynnbl arperaumn KaHanos — Link Agregation Group (LAG)
- 5.18 'pynnosana agpecauma

- 5.19 ®yHKLMM ynpaBieHus

- 5.19.4 NpoTtokon ynpasneHus ceTbto (SNMP)

- 5.27.2 MNpoBepKa NOAJIMHHOCTU KAWEHTa Ha OCHoBe MopTa (cTaHaapT
802.1x)

- 5.27.3 KoHTponb npoTtokoaa DHCP u onuua 82

- 5.27.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.27.6 Hactpoiika pyHKkumm MAC Address Notification

-5.31.1 KoHdurypmpoeaHue ACL Ha 6ase IPv4

- 6.2 O6HOBNEHME NpOrpammMmHoro obecneyeHus c cepsepa TFTP

Bepcua 2.18 23.11.2015 LOobasneHo onucaHne MES2124F
Bepcusa 2.17 20.10.2015 MN3meHeHns B pasgenax:
- 5.23.1 lnarHocTMKa megHoro Kabens
Bepcus 2.16 31.08.2015 JobasneHo onucaHue ycTpoiicte MES1124MB, MES1124M  DC,

MES2124M DC

N3meHeHuWA B pasaenax:

- 2.2.8 flononHutenbHble GyHKLUK

- 2.3 OCHOBHbIe TeXHUYECKME XapaKTEPUCTUKN

- 2.4 KOHCTPYKTUBHOE UCNONHEHNe

- 5.5 KomaHabl ynpaBaeHus cuctemom

- 5.10 KoHdurypumposaHmne nHtepoericos

- 5.11 Selective Q-in-Q

-5.12 KOHTpPO/b LUIMPOKOBELLATENBHOIO «LITOPMa»
- 5.13 I'pynnbl arperayumn kaHanos — Link Agregation Group (LAG)
- 5.16.6 Hactpoiika dyHKumu flex-link

-5.19.1 MexaHusm AAA

- 5.21 3epkanvpoBaHne (MOHUTOPUHT) MOPTOB

- 5.33.1 Hactpoiika QoS

[OobasneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcusa 2.15 18.05.2015 [JobasneHo onucaHue yctpoicts MES1124M, MES2124M.
JobasneHbl pasgesnsbi:

- 2.4.3 BHewWHUI BUA, U ONMcCaHWe NaHenen ycTponcTs cepmm
MES1124M, MES2124M

- 2.2.7 OyHKUMM ynpaBieHNA KOMMYTaTOPOM

- 2.8 OCHOBHble TeXHUYECKME XapaKTEPUCTUKHN

- 5.29 KoHdurypuposaHue DHCP cepsepa

N3meHeHuWA B pasaenax:

- 5.5 KomaHabl ynpasaeHus cuctemom

- 5.8.1 OnncaHMe apryMmeHTOB KOMaHA,

- 5.8.3 KomaHzabl Ans pesepBupoBaHnA KOHOUTypauum

- 5.10.1 Napametpbl Ethernet-uHtepdeiticos n uHTepdeiicos Port-
Channel

- 5.10.2 HacTtpoiika nHtepdeica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
- 5.16.5 CemeiictBo npoTokonos STP

- 5.16.6 Hactpoiika dpyHKumm flex-link

-5.16.11 HacTtpowka npotokona CFM

- 5.19.2 NMpoTtokon RADIUS

- 5.19.4 NMpoTtokon ynpasneHus cetbto (SNMP)

- 5.26.2.2 PacwmpeHHas npoBepKa NoANMHHOCTH

- 5.26.3 KoHTponb npotokoaa DHCP u onuua 82:

InobanbHasa KomaHaa Ana 3agaHuA dopmaTa remote id B onumm 82
- 5.27 ®yHKkumn DHCP Relay nocpeaHuKa

Bepcus 2.14 17.02.2015 [JobasneHo onucaHue yctpoiicte MES2124MB
[obasneH pasgen:

- 3.3 NoakntoveHne AKb Kk MES2124MB
N3meHeHuWA B pasaenax:

- 5.10.2 HacTtpoiika nHtepoeica VLAN
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- 5.12 KoHTpob WMpPOKOBELLATENbHOIO «LTOPMA»

- 5.18.2 dyHKUMA nocpeaHuKa npoTtokona IGMP (IGMP Snooping)
- 5.19.4 NMpoTokon ynpasnieHus cetoto (SNMP)

- 5.26.2.2 PacwmpeHHas npoBepKa NoA/IMHHOCTH

Bepcusa 2.13 14.01.2015 M3meHeHna B pasgenax:
- 5.8.3 KomaHab! ansa pesepsrMpoBaHUA KOHGUIypauum
[obasneHbl pasaenbl:
- 5.15.3 HacTtpoiika ¢yHKumm IPv6 ra guard
- 5.15.4 Hactpoiika ¢yHKummn DHCPv6 guard
- 5.16.6 Hactpoiika ¢pyHKumm flex-link
Bepcusa 2.12 21.10.2014 MN3meHeHna B pasgenax:
- 5.10.2 HacTtpoiika nHtepoeica VLAN
- 5.12 KOHTpO/b WNPOKOBELLATENBHOMO «LUTOPMa»
Bepcusa 2.11 27.08.2014 MN3meHeHna B pasgenax:
- 5.10 KoHourypuposaHune nHtepdeiicos
- 5.16.6 NMpoTtokon EAPS
- 5.27 ®yHkumn DHCP Relay nocpeaHuka
Bepcua 2.10 28.07.2014 M3meHeHUA B pasaenax:
-5.19.7.1 Telnet, SSH, HTTP n FTP
Bepcua 2.9 12.05.2014 [obasneHo onucanue yctpocte MES2124P, MES2208P
Bepcua 2.8 06.05.2014 M3meHeHUA B pasaenax:
- 5.5 KomaHabl ynpaBaeHus cuctemom
- 5.19.2 dyHKuMA nocpegHuKa npotokona IGMP (IGMP Snooping)
Bepcusa 2.7 27.03.2014 MN3meHeHns B pasgenax:
5.24.1 inarHocTrKa meaHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP u onuua 82
Bepcua 2.6 09.01.2014 M3meHeHUA B pasaenax:
- 4.3 Pexkum paboTbl KOMMYyTaTOpPa
- 5.18.2 dyHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.4 dyHKuMKM orpaHnyenns multicast-Tpaduka
[obasneHbl pasaenbl:
- 5.18.5 AyteHTndunkauma IGMP yepes RADIUS
- MpunoxeHnne A. HacTpolika aBTopusauum IGMP-3anpocos uepes
RADIUS
Bepcusa 2.5 22.11.2013 MN3meHeHns B pasgenax:
- 5.9.1 Napametpsbl Ethernet-uHtepdeiicos n nHtepdeicos Port-Channel
-5.16.5 CemelictBo npoTokosos STP (STP, RSTP, MSTP)
- 5.16.6 NMpoTtokon EAPS
-5.19.2 NMpoTokon Radius
[obasneHbl pasaenbl:
- 5.3 dunbTpauma coobuieHnit KOMaHAHOMN CTPOKM
Bepcusa 2.4 15.08.2013 MN3meHeHnA B pasgenax:
-5.26.1 KoHdurypmposaHue ACL Ha b6ase IPv4
- 5.26.2 KoHdurypmposaHue ACL Ha 6ase IPv6
- 5.26.3 KoHourypuposaHue ACL Ha 6a3e MAC
Bepcusa 2.3 05.07.2013 [obasneHbl pasaenbl:
- 6.27 KoHourypuposaHue 3awwmTbl ot DoS-aTak
MN3meHeHnA B pasgenax:
- MpunoxeHue A. Tpumepbl MNPUMEHEHUA U KOHOUIYpUpOBaHUA
ycTpoiicTBa
Bepcusa 2.2 18.06.2013 [obasneHbl pasaenbl:
- 5.14.9 Hactpoliika npotokona OAM
-5.14.10 HacTpowka npotokona CFM
MN3meHeHnAa B pasgenax:
- 4.1 HacTpolika TepmuHana
- 5.9 KOHTpOAb WMPOKOBELATENIbHOIO LUTOPMA»
-5.17.1 MexaHusm AAA
-5.17.7.1Telnet, SSH, HTTP n FTP
-5.17.7.2 KomaHabl KOHPUIypMpoBaHMA TEPMUHANA
Bepcusa 2.1 28.05.2013 [obasneHbl pasaenbl:
- 5.6.3 KomaHab! ansa pesepsrMpoBaHUA KOHGUIypauum
- 5.15.7 Hactpoliika npoTtokona G.8032v2 (ERPS)
MN3meHeHnA B pasgenax:
- 5.18.2 NMpoTtokon RADIUS
- 5.18.3 NMpotokon TACACS+
4 Ethernet-kommymamopsi MES1000, MES2000
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- 5.18.4 NMpoTtokon ynpasneHus cetbto (SNMP)
- 5.21.2 InarHOCTMKa ONTUYECKOro TpaHcuBepa

Bepcusa 2.0 03.04.2013 [JobasneHo onucaHue ycTpoictea MES1124

Bepcusa 1.6 20.03.2013 [JobasneHbl pasgensi:

- ®yHKUMK orpaHnyeHuns multicast-Tpaduka

MN3meHeHna B pasgenax:

- dyHKUMA nocpegHuMka npotokona IGMP (IGMP Snooping)
- MexaHusm AAA

- Hactpoitka goctyna

- KoHTponb npotokona DHCP n onuna 82

- KoHdurypmposaHue PPPoE Intermediate Agent

Bepcusa 1.5 06.03.2013 MN3meHeHna B pasgenax:

- 5.4 KomaHabl ynpaBaeHUs cuctemom;

- 5.9 Selective Q-in-Q;

- 5.17.2 dyHKuma nocpegHuKa npotokona IGMP (IGMP Snooping)
JobasneHo:

- MpunoxeHne b Tunosblie cxembl MOCTPOEHUs ceTell Ha 6ase NpoToKkona
EAPS

Bepcua 1.4 28.12.2012 M3meHeHUA B pasaenax:

- 5.4 KomaHabl ynpaBneHus cuctemoin: fob6aBneHo onmcaHue
KOHOUryprpoBaHMa GYHKLMUIA MOHUTOPUHIA U 3alwmTbl CPU;

-5.8.1. flobaBneHo onncaHme KOHPUrypmupoBaHua GyHKLMM
MOHWTOPUHTA Harpy3Kn Ha HTepdeicax.

- 5.8.2. lobasneHo onucaHne KoHourypuposaHus MAC-based vlan,
EtherType ans ncxopawmx nakeTos.

-5.17.1. NobasneHo onucaHue KoHdUTrypnpoBaHua nsyveHma MAC-
aapecos 8o VLAN.

-5.18.4. lo6aBneHo onucaHue KOHPUIypmMpoBaHMA snmp trap
coobLLeHuMI Ha NopTax.

-5.20. Jo6aBneHo onMcaHne KOHPUIYPUPOBAHUA YAANEHHOTO
3epKannMpoBaHus.

-5.23.3. lobaBneHo onucaHue KoHduUrypuposaHua ¢opmata DHCP
onuuu 82.

YpnaneH pasgen 5.28 PaboTa B pexxnme mapLipytusaTtopa.
[obasneH pasaen 5.23.6 “Hactpoiika ¢pyHKummn MAC Address

Notification”.
Bepcua 1.3 10.09.2012 N3meHeHWA B pasgene 5.22 OyHKLMU ANArHOCTUKM GU3MYECKOro
YPOBHA
Bepcusa 1.2 21.08.2012 JobasneHo onvcaHne KOHGUTrypupoBaHus npoTokosa EAPS.
Bepcna 1.1 12.05.2012 [OobasneH pasgen:
- Hactpoiika PPPoE Intermediate Agent
Bepcua 1.0 21.12.2011 Mepsas nybamkauma.
Bepcua nporpammHoro 1.1.48.6
obecneyeHus
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YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

B KBaApaTHbIX cKobKax B I-(OMaH,CI,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTeNbHble

[1 napameTpbl, HO MX BBOA, NPEAOCTaBAAET OnpefefieHHble AOMNONHUTENbHbIE
onuuu.

0 B ¢urypHbix cKobKax B KOMAHAHOM CTPOKe YKasblBaloTcA 0bA3aTeNbHble
napametpbl.

«,» ﬂ,aHHbIe 3HaKM B OMNMUCAHUMU KOMaHAbl WCNONbL3YKOTCA ANA YKa3aHWUA

«-» AMana3oHoB.

«|» [aHHbIN 3HAK B ONUCAaHMM KOMaHAbl 0603HaYaeT «KUANY.

«/» [aHHbIM 3HAK NPU YKa3aHUM 3HAYEHUI NepeMEHHbIX Pa3aenaeT BO3MOMKHbIe

3Ha4YeHUnA N 3Ha4YeHUnA NO YMO4aHUIO.

Kypcvsom Calibri yKasbiBatoTca nepemeHHble MAW MapameTpbl, KOTOpble

Kypcue Calibri o
Heobxo4MMO 3aMEHNTb COOTBETCTBYHOLLMM C/TOBOM WUJIN CTPOKOIA.

MonyxcupHoiii Kypcue MoNyXUPHBIM KYPCMBOM BblAENEHbI NPUMEUYAHUA U NPesynpeXaeHuUs.

<MonyxcupHeoiii MoNy»KMPHbIM KYpCMBOM B YT/I0BbIX CKOOKaxX yKa3blBAOTCA Ha3BaHMA KAaBuL
Kypcue> Ha KnaBuaType.
Courier New MonyxupHbim Wpndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3ynbTaTbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHuna u npegynpexaeHus

MpumeuyaHua copgepaT BaXKHyl0 WHPOpPMaLMIO, COBETbI WAU pPeKoMeHZauMM no
MCNO/1Ib30BaHUIO U HAaCTPOIiKe YCTPOACTBA.

NpepynpexaeHna MHGOPMUPYIOT NONIb30BATENA O CUTYALUAX, KOTOpble MOryT HaHecTU
’ Bpes, YCTPOMCTBY MM UYeNoBeKy, NPUBECTM K HEKOPPEeKTHOW paboTe ycTpoilcTBa MM
notepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnwopaeTcd TeHAEHUMA K OCYLLECTBAEHMIO MaclTabHbiX MNPOEKTOB Mo
NOCTPOEHMUIO ceTeli CBA3M B COOTBETCTBUMU C KoHuenumeit NGN. OaHoM M3 OCHOBHbIX 3a4a4 NpuU peanvsaumm
KPYNHbIX MYNbTUCEPBUCHbIX CeTel ABNAETCA COo34aHWe HaAeXHbIX U BbICOKONPOW3BOAUTENbHbIX
TPaAHCMOPTHbIX CeTel, KoTopble ABAAIOTCA OMOPHbIMU B MHOFOC/IOMHOW apXUTEKType ceTel c/eayloLlero
NOKONEHMA.

[Nna JOCTUXKEHUA BbICOKMX CKOPOCTEM LUMPOKO MPUMEHSIOTCA TEXHOIOMMKU nepeaayn MHbopmaLmm
Gigabit Ethernet (GE). MNepegaya vMHPoOpMaLMM HA BbLICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, nogpasymeBaeT BblbOP TAaKOW TOMONOIMM CETM, KOTopas MO3BOASET TMOKO OCyLecTBAATb
pacnpeaeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepun MES1000, MES2000 moryT MCNONb30BaATbCA HA CETAX KPYMHbIX Npeanpuatui m
npeanpuATHIA Manoro n cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0b6ecneymBatoT BbICOKYHO
NpPon3BOAUTENIbHOCTb, IMBOKOCTb, 6€30MacHOCTb M MHOFOYPOBHEBOE KauyecTBO 06cayKmBaHUsA (QoS).

B HacTosiwem pyKOBOACTBE M3N0XeEHbI HAa3HAYEHNE, TEXHUYECKME XapPaKTEPUCTUKM, PEKOMEHLALMM
MO Ha4ya/NbHO HACTPOMKE, CUHTAKCUMC KOMAHZ A1 KOHOUIypUPOBAHWS, MOHUTOPUHIA UM OBHOBAEHUSA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

YcTpoiictBa cepuit MES1000 1 MES2000 aBnstoTca ynpaBasemMbiMn CTEKMPYEMbIMM KOMMYTaTOPamMM,
BbINO/HAOLWMMM CBOM KOMMYTaLMOHHbIE QYHKLUMN Ha KaHA/IbHOM M CeTEBOM YPOBHAX moaenu OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBOEM cocTase 24 nopta Fast Ethernet c anekTpuyeckumm
nHTepdelricamm n 2 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu Ana ycTraHoBKM SFP-TpaHcuBepoB
(combo-noptbl).

CeTteBble KommyTaTopbl MES1124, MES1124M, MES1124MB nmetot B cBOEM cocTaBe 24 nopta Fast
Ethernet c anekTpuyeckumn uHTepdelicamm n 4 nopta Gigabit Ethernet, coBmelleHHble co cnotamu ans
ycTaHoBKU SFP-TpaHcuBepos (combo-noptel). Ans mogenn MES1124MB  mMmeeTcs BO3MOXKHOCTb
nogkntoveHuns 12V AKb gna obecneyeHma pesepBHOro NUTaHuUA.

CeteBble KommyTaTopbl MES2124, MES2124M mnmetoT B cBOEM cocTaBe 24 nopTa Gigabit Ethernet ¢
afekTpuyeckummn mnHtepdericamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO CNOTaMKU A8 YCTaHOBKMU
SFP-TpaHcuBepoB (combo-nopTbl).

CeteBble KommyTaTopbl MES2124MB wmmetoT B cBoém coctaBe 24 nopta Gigabit Ethernet c
anekTpuyeckummn mnHtepdencamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO cnOTamMu AN YCTaHOBKMU
SFP-TpaHcuBepoB (combo-nopTbl). MmeeTcas BO3MOXHOCTb noakaodeHus 12V AKB ans obecnevyeHus
pe3epBHOro NUTaHUS.

CeteBble KommyTaTopbl MES2124P umeloT B cBoém coctaBe 24 nopta Gigabit Ethernet c
3NEKTpUYEeCKUMN MHTepdeiicammn u noaaep»koi PoE+ u 4 nopta Gigabit Ethernet, cosmelueHHble co
CNloTamm ANA ycTaHoBKM SFP-TpaHcueepos (combo-nopTsi).

CeteBble KommyTaTtopbl MES2124F umeor B cBoem coctase 24 cnota ANnAa yCTaHOBKWM SFP-
TpaHcuBepoB U 4 nopTta Gigabit Ethernet, coBmeleHHble co cnoTamu Ana ycTaHoBKM SFP-TpaHcMBepos
(combo-noptbl).

CeteBble KommyTaTopbl MES2208P nmetoT B cBoéMm cocTase 4 aneKkTpuyecknx nopta Gigabit Ethernet
c noaaepkKkoh PoE+, 4 nopta Gigabit Ethernet, coBmelleHHble co cnotamuM Ana ycTtaHoBKM SFP-
TpaHcMBepoB (combo-nopThl), 2 onTuyeckmux nopta Gigabit Ethernet n 2 asnekTpnueckux nopta Gigabit
Ethernet.

/' B KOMBUHUPOBAHHBIX NOPTaX MOMKET 6biTb aKTUBHbIM TONbKO OAWUH U3 UHTepdeiicos. Mpu
OAHOBpPEMEHHOM NoAKAoUeHUN byaeT akTuBeH uHTepdeinc c SFP-TpaHcuBepom.

2.2 ®DyHKUMM yCcTpOiiCcTBA

2.2.1 OcHoBHble PYyHKLUMU

B Tabamue 2.1 npuBeaeH CNUMCOK OCHOBHbIX GYHKLMA KOMMYTaTOPOB A0CTYyNa.
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Tabanua 2.1 — OcHOBHble PYHKLUKN YCTPOICTBA

3awjuma om
6710KUpPOBKU oYepedu

BNOKMPOBKa BO3HMKAET B CAy4asx Meperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBA
TPadMKOM OT HECKONIbKMX BbICOKOAKTUBHbLIX MCTOYHUKOB. ITO MOXKET NPUBECTU K
notepe TpaduKa OT APYrMX MUCTOYHWMKOB C HU3KOM aKTUBHOCTblO. [AA

(HOL) NpeaoTBpalLeHna TaKMX CUTyaLMi WUCMOb3YIOTCA MeToAbl Pe3epBUpOBaHUSA
pecypcos KoMmyTaTopa.
Moddepicka MeToa, obpaTHOro AaB/ieHUs UCMONb3YeTCA HA NOAYAYNAEKCHbIX COeaUHEHMUAX
ANA PerynMpoBaHMa NOTOKa AaHHbIX OT BCTPEYHOrO YCTPOMCTBA MyTEM CO34aHMA
obpamHozo dasneHus o .
Konnusun. MeToa nossosseT u3bexaTb nepenosHeHus 6ydepHon namaTu
(Back pressure) o
YCTPOMCTBA M NOTEPU AAHHbIX.
ABTOMaTMYecKoe onpeaeneHune TMna kabena — nepekpectHolli kKabenb uam kabenb
NPAMOro NOAKNOYEHUA.
- MDI (Media-Dependent Interface — npsamoit) — ctaHZapT Kabeneh ans
Moddepscxa MDI/MDIX ( P : pAMOi) Aap ad
NOAKMOUYEHNSA OKOHEYHbIX YCTPOMCTB;
- MDIX (Media-Dependent Interface with Crossover — nepekpecTHblit) -
CTaHAAPT Kabenen ANs NOAKAOYEHUA KOHLEHTPATOPOB M KOMMYTAaTOPOB.
Moddepcka KommyTaTop cnocobeH noafepuBaTb nepenavy CBEPXAJIMHHBbIX KagpoB, YTO
C8epx0sUHHbIX Ka0po8 | No3sBonAeT nepefasaTh JaHHblE MEHbLIMM YMCNIOM NaKeToB. ITO CHMXKaeT obbem
(Jumbo frames) cnyxkebHol nHopmaumn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaeneHue nomoKkom
(IEEE 802.3X)

YnpasneHne MNOTOKOM MO3BONAET COeAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C
BbICOKOCKOPOCTHbIM. Ona npeaoTBpaLLeHnA nepenosHeHuA bydepa
HM3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBasaTb nakeT PAUSE, Tem
cambiM MHGOPMMPYA BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOHXOAMMOCTU caenaTb
naysy npu nepegaye nakeTos.

Paboma e cmeke
ycmpolicme

KommyTaTop noaaepusaer o6beaAMHEHNE HECKOIbKUX YCTPOWCTB B CTEK. B a3TOM
C/lyyae KOMMYTaTOpbl PAacCMaTPUBAIOTCA KaK eaMHOe NOorMyeckoe YCTPOMCTBO C
06LWMMM HACcTPOMKaMM. BO3MOXKHbI ABE TONONOTMMU NOCTPOEHMA CTEKA — KOJ/IbLLO U
uenoyka. Mpu 3ToM NapameTpbl MOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK,
MOXHO 3agaTb C KOMMyTaTopa, paboTalowero B pexume «macTep».
CTeKMpoBaHWe YCTPOICTB NMO3BO/IAET CHU3UTL TPYLOEMKOCTb YNPaBAeHUs CETbIO.

2.2.2 ®yHKuum npu paborte c MAC-agpecamm

B Tabnmue 2.2 npuBegeHbl GyHKUMKN YCTPOMCTB Npu pabote ¢ MAC—agpecamu.

Tabnnua 2.2 — yHKUMK paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop cocTaBnseT B nNamATM Tabauuy, B KOTOPOW YycTaHaBAWBaeTcs
cooTBeTcTBME MexKay MAC-aapecamu U nHTepdeincamm KommyTaTopa.

Pexcum obyyeHus

B oTvcytctBMe 06yuyeHws, JAaHHble, MNOCTynawwue Ha Kakol-1Mbo noprT,
nepegaloTca Ha BCe OCTajlbHble NOPTbl KOommyTatopa. B peume obyyeHus
KOMMYTaTop aHanu3upyet Kagpbl u, onpegenms MAC-agpec otnpasutens,
3aHOCMT ero B Tabauuy KommyTaumu. BrnocneacTsuu, NOCTYNUMBLUMIA  Kaap,
npeAHasHayeHHbI Aana xocta, MAC-agpec KOTOpOro y:e ecTb B Tabauue,
nepepaeTcsa TONbKO Yepes YKasaHHbIM NopT B Tabauue.

loddepicka nepeda4u
HQO HEeCKO/bKO

MAC-adpecos
(MAC Multicast Support)

[aHHaa $yHKUMA NO3BOAAET YCTaHaBAMBATb COEAMHEHUA KOAMH KO MHOTMMY» M
«MHOTME KO MHOrMM». TakMm obpasom, Kaap, afpecoBaHHbI MHOroagpecHol
rpynne, NnepesaeTca Ha Kaxabli NOpT, BXOAALLMIA B rpynny.
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Asmomamuyeckoe . .
Ecnn ot ycTponctea ¢ onpeaeneHHbim MAC-agpecom 3a onpeaesieHHbI nepuog,
8peMAa XpaHeHuUA
BPEMEHM He MNOCTynatoT MaKeTbl, TO 3anucb B Tabavue MaplpyTMsauuu ans
MAC—anecoe OAaHHOr0 aapeca ycTapeBaeT U yaansaeTcs. 3To No3BoAAET NOALEPKMBATL TabanLy
(Automatic Aging for MAC B aKTyaJIbHOM COCTOAHUMU.
Addresses)
CmamuyecKkue 3anucu | CeTeBo KOMMYTATOP MO3BO/IAET NO/b30BATENIO ONPEAENUTb CTaTUYECKME 3annCH
MAC cooteTcTBMA MAC-agpecoB WHTepdeicam, KoTopble COXpaHAlTCcA B Tabauue
(Static MAC Entries) KomMMmyTaTumm.

2.2.3 ®yHKUMM BTOPOro ypoBHA ceTeBoid mogenu OSI

B Tabnnue 2.3 npuBeneHbl GyHKLMM MU 0COBEHHOCTM 8MOpPOo20 yposHsA (yposeHs 2 OSl)

Tabnnua 2.3 — OnucaHune GyHKLUMIA BTOporo ypoBHaA (yposeHb 2 OSl)

Moddepxcka VLAN

KommyTaTopbl Nnogaep»knsatoT paboTy BUpTyanbHbIx ceTeit VLAN.

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM

Multicast-TV VLAN

®dyHkyua IGMP npv aHanuse cogepxmmoro IGMP nakeToB, onpeaennTb, Kakne ycTpoucTea B ceTu
Snooping y4yacTBYIOT B Tpynnax MHOroagpecHOW paccbIKK, M agpecoBatb Tpaduk Ha
COOTBETCTBYIOLLME NOPTHI.
®yHryus MLD Snooping Peanunsauua d)yuHKLI,MM MLD Snooping no3BonseT yCTPOMCTBY MWHMMMU3UPOBATb
MHoroagpecHsbii IPv6 Tpaduk.
®PyHKUMA, NO3BONAOWAA NepeHanpaBaATb MHOrOa4pecHbl TpaduK U3 3a8aHHON
®dyHKkuuA VLAN (multicast VLAN) B nopT nosib3oBaTens Ha ocHoBaHuu IGMP-coobueHui,

4YTO NO3BOJIAET YMEHbLWMUTb Harpy3ky Ha uplink-nopt KommyTtaTopa. ®PyHKUMA
npumeHsaeTca B pelweHuax lll-play.

3awuma om
WwupoKosew,amesbHo20

«wmopma»
(Broadcast Storm Control)

lnpokoBeLaTesibHblA  WTOPM — 3TO  Pa3MHOMKEHME  LWMPOKOBELLATENbHbIX
COOBLLEHMIN B KaXK4OM y3/1e, KOTOpoe MPUBOAMT K J1aBUHOOBPa3HOMY POCTy WX
ymcna v napanusyet paboTy ceTu. YCTPoCTBa MUMEIOT QYHKLUMIO, MNO3BOAIOLLYIO
OrpaHMYMTb CKOPOCTb Nepeaayin MHOroagpPecHbIX U WMPOKOBELLATEeIbHbIX Kaapos.,
NPUHATbIX U NepesaHHbIX KOMMYTaTOPOM.

3epkanuposaHue

nopmos
(Port Mirroring)

3epKkanupoBaHue nossonsetT aybauposatb TpaduK HabAgaembix MNOPTOB,
nepecblian Bxogawme n/Mam ncxoaawme nNakeTbl Ha KOHTPOAMPYHOWMIA nopT. Y
Nno/ib30BaTeNsA eCTb BO3MOXHOCTb 3aZaTb KOHTPOAMUPYIOWMIA U KOHTPOAUPYEMble
nopTbl U BbIBPaTb TUN TpaduKa (BXOAAWMIA U/MAN UCXOAALWLMI), KOTOPbIN Byaer
nepezaH Ha KOHTPOIMPYHOLWMIA NOPT.

N3onayusa nopmos
(Protected ports)

[daHHaa ¢yHKUMA no3BosAeT HasHauuTb nopTy ero uplink-nopT, Ha KoTopbiit
6e3ycnoBHO bByaeT nepeHanpaBAaTbCcA Becb TpaduK, obecrneumsas TemM Cambim
M30/1ALMIO C APYrMMK NopTamu (B Nnpegenax o4HOro KoMmyTaTopa).

Private VLAN Edge

[aHHaa ¢yHKLUMA NO3BO/IAET M30/MPOBaTb rpynny MopToe (B npeaenax O4HOMO
KOMMYyTaTopa), HaxogAalWMXcA B OAHOM LUMPOKOBELATe/IbHOM AOMEHEe MeXay
coboit, nosgosnss npu 3ToM 06MeH TpadMKOM C ApPYyrMMM  NopTamu,
HaxoZAWMMMCA B 3TOM  Ke  LUMPOKOBEWATe/IbHOM  JOMeHe, HO He
npuHagAeKalymm K aToi rpynne.

Private VLAN

ObecneunBaeT M30MAUMIO MEXKAY YCTPOMCTBAMM, HAXOAAWMMWUCA B OAHOM
LUMpPOKOBELLATENIbHOM flIOMEHe, B Npeaenax Bcel L2-ceTn. PeannsoBaHbl pexnumbl
paboTbl nopTa: Promiscuous, Isolated (Isolated-nopTbl He moryT obmeHMBaTbHCA
apyr ¢ apyrom) n Community (nopTbl moryT obmeHmBaTbcA mexay coboii u
Promiscious —nopTtom).

Moddepcka

npomokona STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoil NpPOTOKOJ, OCHOBHOW 3adayel KOTOpPOro
ABnaetcA npuBegeHue cetn Ethernet ¢ UM36bITOYHBIMM  COeAMHEHUMAMM K
APEeBOBUAHOW TOMONOIMK, UCKAtoYatowen netan. KommyTtaTopbl obmeHuBaloTCA
KOHOUIYPaUMOHHbIMU COOBLLEHNAMM, UCNOAB3YA Kaapbl cneunansHoro popmara,
M BbIBOPOYHO BKIKOYAIOT M OTK/OYALOT NOPTbI YCTPOMCTBA.

Ethernet-kommymamopsi MES1000, MES2000
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lModdepcka

npomokona RSTP
(IEEE 802.1w Rapid Spanning
Tree protocol)

Rapid (6bicTpbint) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepmu3yeTca MeHbLUIMM BpemMeHeM MpuBeAeHUA CeTM K ApPeBOBUAHOM
TONOMOrMKN N UMmeeT Bonee BbICOKYHO YCTOMYMBOCTD.

lNoddepxcka
¢yHKYyuoHana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) nossosifeT nponyckaTb C/AyKebHble MaKeTbl
(PDU) L2-npoTokonoB yepes ceTb NpoBaiigepa, 4To obecneymBaeT «Npo3padHyo»
CBA3b K/IMEHTCKUX CETMEHTOB CETU.

(L2PT)
EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneuvBatoLLmii
WCKNIOYEHME 3aLMKAMBAHNA TpaduKa B CETAX C KO/bLEBOM TOMOIOIMEN, A TaKkKe
lpomokon EAPS npeAHa3HayYeHHbIA A1 6bICTPOro BOCCTAHOB/EHWUSA MPOXOXAEHMA TpaduKka B
C/ly4ae aBapuM Ha OTAEeNbHOM Yy4yacTKe ceTu. EAPS obecneuyvBaeT Bpems
BOCCTQHOB/IEHWNA CYLL,ECTBEHHO MeHbLUe, YeM NPOTOKOJIbI spanning tree.
MpoToKon npefHasHayeH ANA NOBbIWEHMA YCTOMYMBOCTM WM HALENKHOCTU CeTu
lpomokon ERPS nepegaym QAaHHbIX, MMEIOLWEN KONbLEBYIO TOMONOTMIO, 3@ CYET CHUMKEHMA
(Ethernet Ring BPEMeHM BOCCTAaHOBJ/IEHUA CETM B CAyvyae aBapuun. Bpemsa BOCCTaHOBNEHUA He

Protection Switching)

npesblwaeT 1 CeKyHAbI, YTO CYLLECTBEHHO MEHbLUE BPEMEHWU MepecTPorKu cetu
npu MCNONb30BaHUM NMPOTOKOIOB cemeicTBa Spanning Tree.

Moddepxcka GVRP
(GARP VLAN)

MpoTokon perncrpauum GARP VLAN obecneunBaeTr  AMHaMuUyeckoe
pobasnenune/yaanenve rpynn VLAN Ha noprtax. Ecam BkatoueH npotokosn GVRP,
KOMMYTATOp OonpeaensaeT, a 3aTemM pacnpoCTPaHAET AaHHble O NPUHAANIEXKHOCTU K
VLAN Ha BCce NopTbl, ABNAIOLLMECA YACTbO aKTUBHOM TONOAOTMW.

Moddepxcka VLAN Ha

6asze nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA MO BXOAAWMM nopTam. [JaHHoe
pelleHne No3BoNAET UCMOJIb30BaTb Ha KaXKAOM NOpTy TONbKO ofHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIA ONMUCbiIBAaeT npoueaypy
TermpoBaHua TpaduKa 4na nepegaym MHGopmauum o npuHagnexkHoct K VLAN.
MNo3BonaeT ncnonb3oBaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Azpeaayusa KaHan08
(epynnel kaHanos LAG)

B ycTpoictBax noagep:kmaeTtca GpyHKLMA CO34aHUA TPYNn KaHanos. Arperauusa
KaHanoB (Link aggregation, trunking) wnu |EEE 802.3ad — TexHonoruA
06beAMHEHN HECKONIbKMX (U3MYECKUX KaHANoB B OAMH NOTMYECKMIA. ITO
CNocobCcTBYET HE TONbKO YBEMYEHUIO MPOMYCKHON CNOCOBHOCTM MarncTpanbHbIX
KaHa/N0B KOMMYTaTOP—KOMMYTATOpP UM KOMMYTAaTOp—CepBep, HO U MOBbILWEHUIO
WX HaZEeKHOCTU. BO3MOXKHbI TpM TMMNA 6aNaHCUPOBKMU HarpysKn MeXKay KaHanamu:
Ha ocHoBaHunM MAC-agpecoB, Ha OCHOBaHUM IP agpecoB M Ha OCHOBaHMW MopTa
HasHaueHua. lpynna LAG cocTouT M3 NOPTOB C OAWHAKOBOM CKOPOCTbIO,
paboTatowmx B AYNJIEKCHOM PeXUME.

HuHamuyeckue 2pynnsi
KaHan108 (MpomokKon
LACP)

Mpotokon LACP obecneunBaeT aBTOMaTUYecKoe OObeaUHEHUE OTAEe/bHbIX
KaHaNoB  MeXay ABYMSA  YCTpOMCTBAMM  (KOMMyTaTop—KOmMMyTaTop  WAu
KOMMYTaTop—CepBep) B e4MHbIM KaHaa Nnepesaym SaHHbIX.

B npoTOKONE NOCTOAHHO ONpPeAenseTca BOSMOXHOCTb 06beAMHEHNA KaHANOB, U B
C/y4yae OTKasa COeAMHEHWsA, BXOAAWEro B Ob6beAMHEHHbIW KaHan, ero Tpaduk
aBTOMAaTUYeCKM  nepepacnpegenseTcA NO  HEOTKAa3aBLIMM  KOMMOHEHTam
06beMHEHHOr0 KaHana.

lModdepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOMHOCTb WMAEHTUOULMPOBATL rOA0COBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique ldentifier — nepsble 24 6uta MAC-
agpeca). Ecnrm B MAC-Tabnuue kommytatopa npucytcteyeT MAC-agpec ¢ OUI
ro0CcoBOro W/3a uAuM Xe |IP-TenedoHa, TO AaHHbIA MNOPT ABTOMATUYECKM
pobasnaetca B voice vlan (ngeHTMdumKauma no npotokony SIP nam xe no MAC-
afpecy nosyyatensa He NogAeprKMBaeTcA)

Selective Q-in-Q

Mo3BoNAET BbINONHATL AEMCTBUA C BHEWHUM uaeHTudukatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHoBe CKOHGUIYpMpPOBaHHbIX NpaBun GunbTpaumm
no BHyTpeHHeMy ngeHtuoumkaTopy VLAN (Customer VLAN). MpumeHeHue Selective
Q-in-Q no3BonseT fo6aBUTb UK M3MeHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
y4acTKe ceTu.
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2.2.4 ®PyHKUUM TpeTbero ypoBHA ceTeBou mogenu OSI

B Tabaunue 2.4 npusegeHsl GyHKUMKU TPeTbEro ypoBHs (yposeHb 3 OSl)

Tabnnua 2.4 — OnucaHune GyHKUMIA TpeTbero ypoBsHs (Layer 3)

KnueHmei BootP u DHCP
(Dynamic Host Configuration
Protocol)

YcTpoitctBo  cnocobHo

BootP/DHCP.

aBTomaTuyeckn nonydvatb IP-agpec no npoTtokony

lpomokon ARP

(Address Resolution Protocol)

ARP — npoTokon conoctaBneHus IP-agpeca u ¢u3nyeckoro agpeca ycTpoucrsa.
CooTBeTCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/nM3a OTBeTa OT y3/la CeTu, aapec
y3/1a 3anpallnBaeTca B LUMPOKOBELLATE/IbHOM MakKeTe.

2.2.5 ®dyHKuum QoS

B Tabauue 2.5 npuBeaeHbl OCHOBHbIe PYHKLUUM KadecTBa obcaysknaHua (Quality of Service)

Tabnuua 2.5 — OcHoBHble GYHKUMM KadyecTBa 0b6CyKnBaHUA

lModdepxcka
npuopumemHsbix
ouepedeli

YCTPOICTBO NoAaAepKunBaeT NPUOPUTE3ALMIO UCXoaALWero TpaduKa No odepeaam
Ha Kaxgom nopTy. PacnpegeneHune nakeToB Mo oYepeasm MOMKET NPOU3BOAUTLCA
B pesynbTaTe KAaccuduKauMuM MNaKeToB MO Pas/iMYHbIM MOAAM B 3aro/j0BKax
nakeTos.

lModdepxcka knacca
obcnymcusaHua 802.1p

CraHgapt 802.1p cneumnduumpyeT meTos yKasaHUsa NpMopuTeTa Kagpa U airoputm
MCMNO/Ib30BaHMNA NPUOPUTETA B LLEIAX CBOEBPEMEHHOM A0CTABKM YYBCTBUTENIbHOTO
K BpeMeHHbIM 3agepXKam Tpaduka. CraHgapT 802.1p onpeaensetr BoceMb
ypoBHen npnoputetoB. KOMMyTaToOpbl MOFYT UCNO/Ib30BaTb 3Ha4YEHME NpuopuTeTa
802.1p ana pacnpeneneHna Kagpos no NPUOPUTETHLIM ovepesam.

2.2.6 PyHKUuM obecneyeHna 6e3onacHOCTU

Tabnnuya 2.6 — DyHKLUMM obecneyeHns 6esonacHOCTH

DHCP snooping

®PyHKUMA  KOmMyTaTopa, MpejHasHayeHHaa And  3aWuTtbl OT  aTak ¢
ucnonbsoBaHnem npoTtokona DHCP. O6ecneunBaetr dunbtpaumo DHCP
COObLEeHMIA, MNOCTYNUMBLWIMX C HEHaZeXHbIX MNOPTOB, MyTemM MOCTPOEHUA U

noaaepXaHua 6asbl gaHHbIX npueasku DHCP (DHCP snooping binding database).
DHCP snooping BbINOAHAET AelcTBMA b6paHAMayspa MeXKAy HeHaeXKHbIMU
noptamu u cepsepamu DHCP.

Onuyus 82 npomoKona

Onuwus, KoTopas nossonseT npouvHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnsaTopa 1 Yepes Kakon NopT npuLlen 3anpoc.

Mo ymonyaHMIO KOMMYyTaTop, ucnonb3ylowmn o¢yHkumMto DHCP  snooping,

DHCP obHapyxunBaeT n otbpacbiBaeT nwoboint DHCP-3anpoc cogepkalmini onuuio 82,
KOTOpPbI OH MNOAYYUA Yepes HeHaaEXHbIN (untrusted) nopt.
UDP relay MepeHanpasneHune wWnpokoseLatenbHoro UDP-TpadurKa Ha yKasaHHbIM IP-agpec

IP Source address guard

dyHKUMSA KomMmyTaTopa, KoTopasa orpaHuuymsaet IP-Tpadwuk, ¢unbTpya ero Ha
OCHOBaHWM Tabanubl COOTBETCTBUM 6asbl AaHHbIX npuesskM DHCP — DHCP
snooping M CTaTUYeCKM CKOHOUTYPUPOBaHHBbIX IP-agpecoB. PyHKLMA UCNONb3yeTCs
ana 6opbbbl c noameHol IP-aapecos.

Dynamic ARP Inspection
(Protection)

®PyHKUMA  KOmMMyTaTopa, MpeAHasHayeHHaa And  3aWuTtel OT  aTak ¢
ucnonb3oBaHMem npotokona ARP. CoobuieHue, KoTopoe nocTynaer ¢
HEeHaAeXHOoro NopTa, NoABepraeTca NpoBepKe — cooTBeTcTByeT n IP-agpec B Tene
npuHatoro ARP-nakeTa IP-agpecy oTnpasutens.

Ecnv appeca He coBnazatoT, TO KOMMYTaTOp OTBpacbiBaeT NakerT.

L2 —-1L3— L4 ACL (Access
Control List)

Ha ocHoBe WHbOpmaLuMK, cofep:Kalienca B 3aronoBKax ypoBHel 2, 3 u 4, y
aAMWHUCTPATOPa €CTb BO3MOXHOCTb HACTPOWTb MNpaBWAa, COMACHO KOTOPbIM
nakeT byaeT obpaboTtaH, 160 OTOPOLLEH.
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Time-Based ACL

Mo3BonseT CKOHPUrypMpoBaTb BPEMEHHbIE PaMKU, B TEUEHUE KOTOPbIX AaHHbIN
ACL byaeTt aeictBoBaTb

Moddepcka
6710KUpOoBKU Mopmose

OcHoBHaa ¢yHKLMA 6/OKMPOBKM — NOBLICUTL BE30NAaCHOCTb ceTu, NpeaocTaBaAn
AOCTYN K NOPTY KOMMyTaTopa TOAbKO ANa ycTpoicTe umetowmnx MAC — agpeca,
3aKpensieHHble 3a 3TUM NOPTOM.

lposepka
nodauHHOCMU HA
ocHose rnopma (802.1x)

Mposepka nognuvHHocTM IEEE 802.1x npepctaBnseT coboil mexaHU3M KOHTPONA
JOoCTyna K pecypcam u4epe3 BHelWwHW cepsep. [lpoweawne npoBepKy
NOANMHHOCTW NOIb30BaTENN MNONYYAOT JOCTYN K pecypcam BblibpaHHOW ceTu.

PPPoE IA

®dyHKUMA no3BonAeT [ONOAHATL nNakeTbl PPPoE Discovery uHdopmaunen,
XapakTepuaylowein nHtepdeiic aoctyna. 310 Heobxoammo ana naeHTUdUKauum
nonb30BaTeNbCKOro MHTepdeiica Ha cepeepe aoctyna (BRAS, Broadband Remote
Access Server).

2.2.7 OYHKUUM ynpaBieHUA KOMMYTaTOPOM

Tabnumua 2.7 — OcHOBHble GYHKLUMM YIPaBAEHUA KOMMYTaTOPOB

3azpy3Ka u ebi2py3Ka
¢alina Hacmpolku

MapameTpbl YCTPOMCTB COXPaHAOTCA B ¢aisie HaCTPOMKKU, KOTOPbIM COAEPKUT
[AaHHble KOHPUTYPaLKMK KaK BCEM CUCTEMbI B LLE/IOM, TaK U OnpeaesieHHOoro nopTa
yCTpoWMcTBa.

lMpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yeTtcsa Ana onepauunii 3anncy n uteHua ¢aiinos. MNpotoKon
OCHOBaH Ha TpaHCcnopTHOM npoTokonae UDP.

YcTponcTBa noanepKMBatoT 3arpy3Kky 1 nepesadvy no gaHHOMy npoTokony ¢ainos
HaCTPOMKKN 1 06pa3oB NporpaMmHoro obecneyeHums.

lMpomokon SCP (Secure

MpoTokon SCP ucnonb3yeTtca aas onepaumnii 3anncu n yteHns damnos. MpoTokon
OCHOBaH Ha ceTeBOM NpoToKone SSH.

MOHUMOpuUHe (RMON)

Copy) YCTpOoIiCTBa NOAAEPKMBAIOT 3arpy3Ky U Nepeaady no gaHHOMY npoTokony dannos
HACTPOMKKM 1 06pa3oB NporpaMmHoro obecneyeHus.

YaaneHHblh MoHUTOpUHT (RMON) — cpeacTBO MOHWMTOPWMHIA KOMMbHOTEPHbIX

cetei, pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA MO3BOAAKT CObMpaTb

YOaneHHsili OVNArHOCTUYeCKMe AaHHble C NOMOLLBIO CTaHUUKM ynpasneHuna cetbto. RMON — 370

ctaHaaptHaa 6asa MIB, B KOTopoit onpeaeneHbl TeKyllas M npeablaylian
ctatucTnka yposHa MAC 1 06beKTbl ynpasneHusa, npeaocrasnaollmMe AaHHble B
peanbHOM BpemMeHu.

Mpotokon SNMP wucnonb3yeTcs ANA MOHWUTOPUHIA W YNPaBAEHUA CeTeBbiM

lpomokon SNMP ycTpoictBom. [na ynpaBfieHMA LOCTYNOM K CUCTEME Onpenensercs ChucoK
3anuceit coobLLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT MPUBUAETUN AOCTYNA.
YnpasneHue yctpoiictBamu nocpeactsom CLI ocywecTBaseTca S0KanbHO Yepes
NHmepdgpelic nocsiegoBaTenbHbIM NopT RS-232, nMbo yaaneHHo yepes Telnet, SSH. UHTepdelic
KOMAHOHOU cmpoKu KOMaHAHON CcTpoKM KoHconn (CLI) sBnAeTca NPOMbIWAEHHbIM CTaHAAPTOM.
(CLI) NHTepnpetatop CLI npepoctaBaseT CNMCOK KOMAHA W K/AKYEBbIX CNOB ANnA
NOMOLLM MONb30BATENIO M COKPALLEHUIO 06beMa BBOAMMbIX AaHHbIX.
Syslog Syslog — npoTtokon, obecneunBatowmin nepeaady coobleHMn o NPoOUCXoanaLmx B
cucteme cobbITUAX, @ TaKKe yBeAOoMAeHUI 06 OLWNMOKAX yAaNEHHbIM CepBEPaM.
SNTP MpoTokon SNTP — npOTOKON CUHXPOHM3ALMW BPEMEHU CeTW, rapaHTupyet
(Simple Network Time TOYHOCTb CWMHXPOHM3aUMM BPEMEHW CeTEBOro YCTPOMCTBA C CEpPBEPOM A0
Protocol) MUWANINCEKYHARDI.
Traceroute Traceroute — cnyxebHaa o¢yHKUMA, nNpeAHasHAYeHHaa AN onpejeneHus
MapLUPYTOB Nepeaaymn AaHHbIX B IP-ceTax.

YnpaeneHue AOMUHUCTPATOP MOXKET ONpefennTb YPOBHW NpuMBUAErMI  AocTyna  Ans
KOHMpoaupyemoim Nno/sib30BaTeNeN YCTPOMCTBA U XapaKTEPUCTUKU AJ/1A KAXKAOr0 YPOBHA NPUBUAErUi
docmynom — ypoeHuU (Tonbko anAa uteHMa — 1 ypoBeHb, MOJIHbIA A0cTyn — 15 ypoBeHb), a TaKkxKe

npusuneaui KOHTPO/IMPOBATb, KaKMe KOMaHAbl AOCTYMNHbI HA KaXK40M M3 YPOBHEN Npusmnerui.

B/10KUpO8Ka KommyTaTop cnocobeH ycTaHaBnMBaTb 3anpeT AOCTyna K Kaxgomy uHTepodeiicy

M ynpasnenus (SNMP, Telnet, SSH). 3anpeT moKeT 6bITb YyCTaHOBAEH OTAENLHO AN

uHmepdelica .

Kaxkgoro Tmna gocrtyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over
ynpaesneHus

SSH); SNMP.
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JlokansHaAa Ona nokanbHoi ayTeHTUPUKALMKM MoaaeprKMBAETCA XpaHeHue naponen B Hase
aymeHmuguKkayus [aHHbIX KOMMyTaTOpa.
dunempayusa IP Hoctyn no SNMP paspeluaetcs Ans onpegeneHHbix |IP-agpecos, sBAalowmxca
adpecos 015 SNMP uneHamm SNMP-coobecTsa.
Mpotokon RADIUS wncnonb3yetca AnA ayTeHTUdMKAUMKM, aBTOopU3aLMKM U y4yeTa.
Knuerm RADIUS CepBep RADIUS ucnonb3yer 6a3y AaHHbIX NoAb3oBaTesiei, KOTOpas COAEPKUT
OaHHble MPOBEPKN MNOAJMHHOCTM ANA KaxKAoro nonb3oBaTensa. Kommyrtatopbl
NoAAEepPKMBAKOT KNMEHTCKYIO YacTb NpoTokona RADIUS.
YCTpONCTBO NpeaocTaBnsieT MOALEPMKKY MNPOBEPKUM MOAJIMHHOCTU  K/IMEHTOB
TACACS+ nocpeactsom npotokona TACACS+. T[potokon TACACS+ obecneumBaet
(Terminal Access LeHTPaIM30BaHHy0 cuctemy 6e30nacHOCTM A1s MPOBEPKU  MOJIb30BATENEN,
Controller Access Control | nony4alowWwmx [AOCTYyN K YCTPOWCTBY, a TaK¥Ke LLEHTPa/IM30BaHHY0 CUCTEMY
System) ynpasneHus npu cobatogeHnmn coemectumoctu ¢ RADIUS u apyrumm npoueccamm
NPOBEPKM NOAJINHHOCTU.
Cepeep SSH dyHKUMA cepBepa SSH nosBonsetr KaveHTy SSH ycTaHOBWUTbL C YCTPOMCTBOM
3alWMLLLEHHOE COeMHEHME AR YyNPaBAEHUA UM.
Moddepscka JanHaa oyHKumnA I‘Ipee,OCTaB/'IHET BO3MOXHOCTb CO34aBaTb MaKpPOKOMAHAbI,
npeacrasnsaowme cobon Habop KOMaHA, M NMPUMEHATb UX A8 ONEpPaTUBHOrO
MOKPOKOMAHO

ynpaB/ieHUs yCTPOACTBOM.

2.2.8 [ononHutenbHble GyHKLUUMN

B TabsiMue HUXe npuseaeHbl A0NOIHUTE IbHbIE PYHKLMM YCTPOMUCTBA.

Tabnuua 2.8 — JononHUTeNbHble GYHKLMU YCTPOMCTBA

KommyTaTopbl MUMEOT B CBOEM COCTaBe MpOrpammHble U annapaTHble CpeacTsa,

BupmyanoeHoli No3BOANAIOLLME BbINOAHATb GYHKL MU TECTUPOBAHUA Kabens — VCT:

KabenoHbIl mecmep - onpeaeneHne npobnaem cBsA3W MNPU WUCMNOSb30BaHUMM MefHbIX Kabenein
(VCT) (obpblB, 3aMbiKaHMe NPOBOAOB);
- OTYET MO pe3y/ibTaTaM TECTUPOBAHUSA.

YCTpoiCTBO NO3BOMAET TECTUPOBATb OMTUYECKUI TpaHcusep. MNpu TecTMpoBaHUu
LuazHocmuka OTCNIEXKMBAIOTCA TaKMe MapamMeTpbl, Kak TOK U HanNpAXeHue NUTaHuA, TemnepaTtypa
onmuYyecKko2o TpaHcMBeEpa, MOLHOCTb CUTHaNa Ha Npuéme u nepegaye. [lnarHocTmka AOCTynHa
mpaHcusepa TONbKO [A/1IA TPaHCMBEPOB, noagep:kueatowmx ¢yHkumto Digital Diagnostics

Monitoring (DDM).

Green Ethernet

,ﬂ,aHHbll‘/‘I MexXaHU3M No3BONAET KOMMYTATOPY CHU3UTb :—)Hepron0Tpe6neHme 3a cyet
nepesoaa HeaKTUBHbIX 3/1EKTPUYECKUX NOPTOB B 3KOHOMMUYHbIN pexXunm.

IP SLA

TexHO/NIorMA  aKTUBHOIMO MOHWUTOPWHIA, WCMNO/b3ylowWwanca Ana  M3MepeHua
napameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbIX CeTel W KayecTBa nepenayu
AaHHbIX. Moapeprkmneaemole onepauunn — ICMP Echo, UDP litter.

2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTuKu

OCHOBHble TexHU4eckume napameTpbl KOMMYTAaTOpPOB NPpMUBELEHDbI B Ta6nmu,e 2.9

Tabnnua 2.9 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wme napameTpbl

MakeTHbIM Npoueccop

NHTepdeicol

Marvell 98DX1035 / 98DX3035

24x 10/100Base-T
MES1024 2x Combo 10/100/1000Base-T / 1000Base-X
mgiﬁziM 24x 10/100Base-T
MES1124MB 4x Combo 10/100/1000Base-T / 1000Base-X

Ethernet-kommymamopsi MES1000, MES2000

17



HELTEX

MES2124
MES2124M
MES2124P
MES2124MB

24x 10/100/1000Base-T (MES2124P - c noaaep*Koi PoE+)
4x Combo 10/100/1000Base-T / 1000Base-X

MES2208P

4x 10/100/1000Base-T (c noaaepskKoi PoE+)
4x Combo 10/100/1000Base-T / 1000Base-X
2x 1000Base-X

2x 10/100/1000Base-T

MES2124F

24x 1000Base-X (SFP)
4x Combo 10/100/1000Base-T / 1000Base-X

OnTu4eckme TpaHcMBepbl

SFP

[LynnekcHbiii/MonyaynnexkcHbii
pexum

LynnexkcHblin/nonyaynaeKCHbI pexnm AN 3N1eKTPUYECKMUX NopToB.,
OYNAEKCHbIM PEXMM A1 ONTUYECKMX NOPTOB

MES1024 8,8 reut/c

MES1124

MES1124M 12,8 Féut/c

MES1124MB
MponssoanTenbHOCTb MES2124
KOMMyTaTopa MES2124M

MES2124P 56 réut/c

MES2124MB

MES2124F

MES2208P 24 Téut/c
O6bem bydepHOn namaTm 1 Mb
O6bem TCAM 512x24B

. Ingress: 168

Konnyectso npasun SQinQ Egress: 96
Konunyectso npasun ACL 246

CkopocTb nepesayun gaHHbIX

dneKkTpuyeckne nHtepdeiicol: 10/100/1000 M6ut/c
OnTuyeckune uHtepdeiicol: 1r6ut/c

Tabnnua MAC-agpecos

16K  3anuceit  (4actb
NCMO/Ib30BaHNA CUCTEMO).

MAC-agpecoB  pesepsupyetca  AnAa

Nopaepxka VLAN

CornacHo 802.1Q ao 4K

KauecTtBo ob6cnykmBaHua QoS

MpuopuTesauus Tpaduka, 4 ypoBHs
4 BbIXOAHbIX 04epeamn C pa3sHbIMU NPUOPUTETAMU ANA KaXKA0ro nopTta

Multicast

[o 1000 ctatnyeckmnx multicast-rpynn.

Konunyectso aksemnnapos MSTP

28

CBepxanvHHble Kagpbl (Jumbo frames)

MakcumanbHbIM pasmep naketos 10K

Arperauus KaHanos (LAG)

16 rpynn, Ao 8 NOPTOB B KaxKAoM

CreKknpoBaHue

[o 3-x ycTpoiicTts
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IEEE 802.3 10BASE-T Ethernet
IEEE 802.3u 100BASE-T Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
ANSI/IEEE 802.3 aBTOONpeaeneHne cCKopocTtu
IEEE 802.3X KOHTPO/1b MOTOKOB AAaHHbIX
IEEE 802.3ad o6beanHeHne kaHanos LACP
IEEE 802.1p npuoputesauma Tpadmka
C
OOTBETCTBNE CTaHAAPTaM IEEE 802.1q BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v
IEEE 802.3ac
IEEE 802.1d cBasyiouwee aepeso STP
IEEE 802.1w bbicTpoe cBasytouee aepeso RSTP
IEEE 802.1s mHOecTBO cBA3yHOLWMX aepesbeB MSTP
IEEE 802.1x ayTeHTMdUKaLMA NoNb30BaATENEN
IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P, MES2208P)
YnpasneHue
JlokanbHoOe ynpasnieHue KoHconb RS-232
YpaneHHoe ynpasieHue Telnet, SSH, SNMP
dusnyeckme XxapakTepUCTUKU U YCI0BUA OKPYrKatoLen cpeapl
MES1024 CeTb nepemeHHoro Toka 110-2508B, 50 Iy,
MES1124 MNoTpebasemas MOWHOCTb:
- MES1024, MES1124, MES1124M — He 6onee 25 BT;
MES2124
MES2124F - MES2124 — He 6onee 30 BT;
- MES2124F — He 6onee 40 BT.
CeTb nepemeHHoro Toka 110-2508B, 50 'y, naun ceTb NOCTOAHHOIO TOKA
MES1124M :83' 6 _
MES2124M oTpebnfaemasn MOLLHOCTb:
- MES1124M — He 6onee 25 BT;
- MES2124M — He 6onee 30 Br.
MES2124P AC CeTb NnepemeHHoro Toka 170-2658B, 50 'y,
MoTpebnsemas mowHocTb He 6onee 400 BT
CeTb nocTtoAHHOro Toka 48B+-10%
MES2124P DC, MoTpebnsemas MOLWHOCTb:
NcTounmk MES2208P - MES2124P DC — He 6onee 400 BT;
nnTaHnA - MES2208P — He 6onee 140 Br.
CeTb nepemeHHoro Toka 110-250B, 50 Iy M CBMHLUOBO-KMCNOTHbIN
aKKyMynaTop
MoTpebnsemas MowHOCTb He bonee 45 BT
MES1124MB XapaKTepuCTUKM 3apsALHOro YCTPOMCTBaA:
- TOK 3apaga — 1,7A;
- HanpsXeHue cpabaTbiBaHWA pacuenuTenn Harpysku — 10-10.5B;
- MOPOroBOe HanpAKeHne MHANKaLMM HU3Koro 3apaga — 11B.
CeTb nepemeHHoro Toka 110-250B, 50 Iy M CBMHLOBO-KMCNOTHbIN
aKKymynaTop
MoTpebnsemas mowHoCTb He 6onee 50 BT
MES2124MB XapaKTepuUCTUKM 3apsAAHOro YCTPOMCTBA:
- TOK 3apaga — 1,7A;
- HanpsaxeHue cpabaTbiBaHUA pacuennTens Harpyskm — 10-10.5B;
- NOPOroBoe HanpAXeHue MHAMKaLMN HU3Koro 3apaga — 11B.
Macca He 6onee 2,5 Kr
labapuTHble MES1024
asM‘; y MES1124 430x44x138 MM
pasmep MES2124
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m;ﬁ;jme‘ 430x44x160 mm
MES2124M 430x44x180 mm
MES2124P 430x44x203 mm
MES2208P 320x44x159 mm
MES2124MB 430x44x190 mm
MES2124F 430x44x206,5 mm

oT-10 go +45 °C
(oT-20 po +65 °C ana MES2208P)

MHTepBan Temnepatypbl XpaHeHUA ot -40 go +70°C

MHTepBan pabounx Temnepatyp

OTHOCUTeNbHanA BNIAYKHOCTb npu
aKcnayataumum  (6es  obpasoBaHua | He 6onee 80%

KOHAeHcaTa)

OTHOCUTeNbHanA BNIAYKHOCTb npu

XpaHeHUn (6e3 obpasoBaHua | ot 10% no 95%
KOHZeHcaTa)

CpepHuii CpoK cyxbbI 10 net

Tun 6n0Ka NnUTaHKUA onpeaensaeTca npyu opopmaeHMU 3aKasa.

2.4 KOHCTpYKTUBHOE UCMO/IHEHUEe

B naHHOM pasgene onucaHo KOHCTPYKTUBHOE WUCMOJIHEHME YCTPOICTB. MNpeacTaBieHbl 3obpaxkeHus
nepeaHemn, 3agHen n BGOKOBbIX MaHesnel YCTPOMCTBA, ONMCaHbl Pa3beMbl, CBETOANOLHbIE UHANKATOPbI U
opraHbl ynpas/ieHus.

KommyTaTopbl BbINO/MIHEHbI B METa/ZINYECKOM KOPMyce C BO3MOMHOCTbIO YCTaHOBKM B 19”7 Kapkac
TMnopasmepa 1U.

B KOM6MHUPOBAHHbIX NOPTaX MOXKET 6biITb aKTUBHbIM TO/IbKO 0AUH U3 UHTepdelicos. Mpu
oAHOBpeMeHHOM NogKnoueHun byaert aktuseH uHtepdeiic c SFP-tpaHcusepom.

2.4.1 BHewHMW BUA U ONUCaHMEe nepegHeir naHenun ycrpoicte cepun MES1024,
MES1124, MES2124

BHewHWn BuA, nepepHein naHenu yctpoiicts cepum MES1024, MES1124, MES2124 noKasaH Ha
pucyHkax 1-3.

DeLTex
I MES1024

Console
e\

€ JO | bbb b o a1 | o b b

(Al

PucyHok 1 — MES1024, nepedHss naHeso
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[ MES1124

Console

unit I
110-250 VAC
it
Status 0 0 it

QELTEX
" MES2124

Console

PucyHok 3 — MES2124, nepedHsas rnaHesb

B Tabsamue 2.10 npueeaeH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHoB
yNpaB/ieHNs, PacrnoOKEHHbIX Ha NepeaHen NaHean KoMMyTaTopa.

Tabanua 2.10 — On1caHue pa3beMoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA nepegHei naHeaun

dnemeHT nepegHen

Ne OnucaHue
naHenu
1 Console KoHconbHbIN NopT RS-232 gna NOKanbHOro ynpasaeHMa yCTPONCTBOM
MES1024
24 nopta 10/100Base-T (RJ-45)
2 [1..24] MES1124
MES2124 | 24 nopta 10/100/1000Base-T (RJ-45)
25,26 MES1024
3 Kom6o-noptbi: noptel 10/100/1000 Base-T (RJ-45) 1 cnoTbl A8 yCTaHOBKM
MES1124 | | -
paHcuBepos 1000Base-X (SFP)
25,26,27,28 MES2124
Unit ID (1-4) MHAMKaTopbl HOMEpa YCTPOMCTBA B CTEKE
Power MHAWKaTOp NUTAHMA YCTPOMUCTBA
4
Status MNHAMKATOP COCTOAHMA YCTPOICTBA
Master NHauKaTop pexxuma paboTbl yCTPOMCTBA B CTEKE - BeAyLLMiA AN BeAOMbIN
dyHKLMOHaNbHAA KHOMNKA A/1a nepesarpyskun ycTpolicTea u cbpoca K
33aBOACKMM HaCTpOMKam:
5 r - MPY HAXKaTMM HA KHOMKY A/NTeNbHOCTbIO MeHee 10 ceKyHa, npoucxoant
nepesarpyska ycTpoucTBa;
- MPU HaXaTuUM Ha KHOMKY AAUTeNbHOCTbo 6osiee 10 cekyHA npoucxoauT
cbpoC HacTpOEeK YCTPOICTBA A0 3aBOACKON KOHPUrypaumm.
6 ~150-250VAC, 60/50Hz Paszbem gna noaKntoveHna K UICTOYHMKY 3/IEKTPONUTAHMA NEPEMEHHOIO TOKA
7 BonT ans 3a3emneHnna ycTpomncTaea
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2.4.2 BHelwWHUIt BUA U oNucaHUe naHenen ycrpoiicrea cepun MES1124MB, MES2124MB

BHewHW BUA, nepegHen naHenn ycrpoicts cepum MES1124MB, MES2124MB nokasaH Ha pUCyHKax
4un5.

. ) s . s s B R B " . " AELTEX MESL124M8
== 50 [P o i ot e o S ey v PT—
i s 1528 0 RAS o S TRAS X
Cun] o] o] o] ] o] L] o] 1155
o 25 26 27 28
bl b [l b Rl Sl bl SO 7 i i
Q0=
oo (- = = ooy =) ] ] oo o O]
® N non B =

13 14 15

6 8 7 8

JLELTEX MES2124MB

528 18/100/I00DBASE T or 10OBASE FX/10008ASE X

o [ i

PucyHok 5 — MES2124MB, nepedHsas naHesno

B Tabanue 2.11 npmBeaeH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB U OPraHoB
yNpaBAeHWA, PacnosIOKEHHbIX Ha NnepeaHen naHeAn KommyTtaTopa cepum MES1124MB, MES2124MB.

Tabnuua 2.11 — OnucaHMe pa3bemos, MHANKATOPOB M OPraHOB yrNpaBAeHUA nepeaHel naHenu

Ne | 3nemeHT nepeaHei naHenu OnucaHue
~110-250VAC, Pasbem 4na NnOAKAOYEHUA K UICTOYHWUKY INEKTPONUTaHUA NepemeHHOoro
60/50Hz max MES1124MB TOKa
1A

1

~110-250VAC,
60/50Hz max MES2124MB

2A
2 12VDC max 3A Knemmbl gns NOAKAOYEHNA aKKYMYNATOpPHOM 6aTapen 12V
Unit ID (1-4) MNHAMKaTOpbl HOMEpPaA YCTPOMCTBA B CTEKE
Power MHAWKaTOp NUTAHMA YCTPOMUCTBA
MHOnKaTop pexuma paboTbl YCTPOMCTBA B CTEKE — BeaylWit uam
3 Master .
BE4OMbIN
Status MHAMKATOp COCTOAHMA YCTPOMCTBA
Battery MHOMKATOP COCTOAHMA aKKyMynAToOpHO 6aTapen
4 Console KoHconbHbIN NopT RS-232 ans NOKaNbHOTO yNpaBieHns yCTPOMCTBOM
DyHKUMOHANbHAA KHOMKA AAA nepesarpysku ycTponctsa u cbpoca K
3aBOACKMM HACTPOMKaM:
5 r - NPU HaXXaTUW HA KHOMKY AOAUTENbHOCTbIO MeHee 10 CeKyHA

NpoMnCXoauT NepesarpysKka ycTpoicTBea;
- MPU HaxaTMM Ha KHOMKY AauTenbHOCTblo  6onee 10 cekyHa
NPONCX0ANT COPOC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHOUIypaLmm.
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6 [1..24] MES1124MB 24 nopta 10/100/100Base-T (RJ-45)
N MES2124MB 24 nopta 10/100/1000Base-T (RJ-45)
7 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX UHTEpdeincoB
8 25 26,27, 28 Kombo-noptbl: noptel 10/100/1000Base-T (RJ-45) u cnotbl Aans
yCTaHOBKM TpaHcmeepoB 1000Base-X Combo

BHewHWMn BWa 3agHel naHenu yctpoictea cepum MES1124MB, MES2124MB npuBeseH Ha
puUcyHKe 6.

© [¢] ©
OOOOOOOOOOOO%O(%)OOOOOOOOOOOOOOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO @
OOOOOOOOOOOO%OESJOOOOOOOOOOOOE?O%OOOOOOOOOOOOOOOESDO%OOOOOOOOOO OOOOOOOOOOOOOOESDO%OOOOOOOOOOOOOO%OOOOOOOOOOOOOOOE%OOOOOOO
© COOUOU00U0000000000000U00000000T0 O000T000000000UO000NTOU00TT000 ? °

PucyHok 6 — MES1124MB, MES2124MB, 3a0HAA naHesb

Ha 3agHei naHenu ycrpoicrea cepun MES1124MB, MES2124MB pacnonoxeH 60T gnsa 3a3emieHns
ycTponcTea, 0603Ha4eH cumBosiom = (1).

2.4.3 BHewHUU BMUA M ONUCAHUE NaHenei ycTponucTs cepun MES1124M, MES2124M

BHewHun Bua nepegHei naHenn MES1124M ¢ pa3sbemomMm A8 NOLKAOYEHMA K WCTOUYHWMKY
3/1eKTpONUTaHMA nepemeHHoro Toka 110-250B npuBeneH Ha pUCYHKe 7, K UCTOYHUKY MUTAaHUA NOCTOAHHOIO
TOKa 48B Ha pucyHKe 8.

«»ELTEX MES1124M

PucyHok 7 — MES1124M AC, nepeOHsAsa naHess

—25 == 2] —

o 1 2 3 4 5 6 7 8
o] L] o] G} ] D] o] G ]
F bl Lo} b Yol
[=} (==, (=)= =, L=} (=)=, (=)=,

P o ] el

e

w25 26 27 28
2
2

JELTEX MES1124M

124 10/1008ASE T
25,28 - 10/100/1000BASE T or 100SASE P/ 10008ASE X

2

5

PucyHok 8 — MES1124M DC, nepedHsa rnaHesns

7

BHewHuMn BuAa nepegHel naHenn MES2124M ¢ pasbemomM A5 NOAKAOYEHMA K WCTOUYHMKY
3/1eKTPONUTaHMA nepemeHHoro Toka 110-250B npuseneH Ha pUCYHKe 9, K UCTOYHUKY MUTAHUA NOCTOAHHOIO

TOKa 48B Ha pucyHke 10.
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JVELTEX MES2124M

124+ 10/100/10008ASE:T
2525  10/100/1000BASE.T or 1008ASE-FX/10008ASE-X

o

7

PucyHoK 9 — MES2124M AC, nepedHAA naHeso

1 2 3 4 5 ] 7 8 9 10 11 12
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PucyHok 10 — MES1124M DC, nepeOHssA naHesb

B Tab/Mue npuseaeH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yrpaB/ieHus,

PacrnoNoXKeHHbIX Ha NepeaHer naHean KommyTtatopos cepun MES1124M, MES2124M.

Tabanuya 2.12 — OnucaHune pasbeMoOB, UHANKATOPOB M OPraHOB yNpPaBAeHUA NepesHel naHenm

dnemeHT nepegHen

Ne OnucaHue
naHenu
110-250VAC, 60/50Hz Paszbem gna NOAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHMA NepeMeHHOro ToKa
max 1A
1
36-72 VDC max 1A Pasbem ANA NOAKNOYEHUA K UCTOYHMKY SNEKTPOMUTAHUA NOCTOSHHOIO TOKa
48B
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
5 Status NHAMKaTop COCTOAHMA YCTPOMCTBA
Master NHamMKaTop pexnuma paboTbl yCTPOICTBA B CTEKE - BeAyLMIA Unu BeSOMbIN
Unit ID (1-4) NHAMKaTopbl HOMepa YCTPOMCTBA B CTEKe
3 Console KoHconbHbIN nopT RS-232 ans noKanbHOro ynpasaeHUa yCTPOMCTBOM
dyHKLMOHaNbHAA KHOMKa [ANA nepes3arpysku ycTpoictBa M cbpoca K
3aBOACKMM HACTPOMKaMm:
4 r - MPU HA¥KaTUM Ha KHOMKY AAUTeNbHOCTbI0 MeHee 10 cekyHZ mpoucxoaut
nepesarpyska ycTpoucTBa;
- MPW Ha¥KaTUM Ha KHOMKY A/UTeNnbHOCTblo 6onee 10 cekyHA npoucxoaut
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUTYpaLuu.
c [1.24] MES1124M | 24 nopta 10/100Base-TX (RJ-45)
N MES2124M | 24 nopTa 10/100/1000Base-T (RJ-45)
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencos
7 25 26 27 28 Komb6o-nopTbl: noptbl 10/100/1000Base-T (RJ-45) M cnoTbl ANA YCTaHOBKU
e TpaHcuBepos 1000Base-FX/1000Base-X Combo
BHelWwHM BMA 3a4HeN NnaHenn yctpoicts cepmumn MES1124M, MES2124M npuBeaeH Ha pucyHke 11.
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PucyHok 11 — MEES1124M, MES2124M, 300HAS raHesns

Ha 3agHen naHenu yctpoiicts cepum MES1124M, MES2124M pacnonokeH 60T Ans 3a3emseHus
ycTpoincTea, 0603Ha4eH cumeosiom = (1).

2.4.4 BHelwHU BUA 1M oONUCaHUE NepeaHeN naHenu ycrpoiictea cepumn MES2208P

BHewHW BUA nepegHen naHenn yctpoicrea cepmmn MES2208P npuseaeH Ha pucyHKe 12.

Combo pﬂl‘;i

36-72VDC max 2A

DELTEX

MES2208P conene ﬁﬁﬁﬁ
k=l odbodbd b

PucyHok 12 — MIES2208P, nepedHss naHesnb

B Tabnvue 2.13 npuBegeH nepeyeHb PasbeMOB, CBETOAMOAHbLIX WHAMKATOPOB M  OPraHoB
YyNpaB/ieHNs, PAacroIoXKEeHHbIX Ha NepeaHeln naHenn KommyTatopa cepumn MES2208P.

Tabanuya 2.13 — OnucaHmne pasbeMoB, UHANKATOPOB M OPraHOB yNpaBAeHUs nepesHeln naHenm

No dnemeHT nepepHei Onncanme
naHenu
1 Console KoHconbHbIN NopT RS-232 ans NOKANbHOTO yNpaBieHUa yCTPOMCTBOM
2 1,2,7,8 4 nopta 10/100/1000Base-T (RJ-45 c noaaepskkoit POE+)
3 3,4.9,10 Kom60-nopTbl: noptbl 10/100/1000Base-T (RJ-45) 1 cnoTbl AN YyCTaHOBKM
TpaHcueepos 1000Base-X (Combo)
4 5,11 2 nopta 1000Base-X
5 6,12 2 nopra 10/100/1000Base-T
Unit ID (1-4) MHAMKaTopbl HOMEpa YCTPOMCTBA B CTEKE
Power NHAWMKaTOp NUTaHMA yCTPOMCTBA
6 Status MNHAMKATOP COCTOAHMA YCTPOMCTBA
Master NHAMKaTOp pexrma paboTbl yCTPOMCTBA B CTEKE — BeAyLUIN UK BEAOMBIN
Alarm MHAMKATOp NMUTaHMA yCTPOMCTBA MO TexHonornm PoE
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dYHKUMOHaNbHAA KHOMKa ANA Nepes3arpysku ycTpoicTea u cbpoca K
3aBOACKMM HACTPOWMKam:

- NPVY Ha)KaTUM Ha KHOMKY A/UTENIbHOCTbIO MeHee 10 cekyHA NpoucxoauT
nepesarpyska ycTpoicTsa.

- NPW HaXXaTUM HA KHOMKY AnTenbHOCTbIO 6onee 10 cekyHA nponcxoauT
cbpocC HAacTpoeK YCTPOICTBa 4,0 3aBOACKON KOHPUIypauuu.

8 36-72 VDC max 4A Paszbem gna NOAKNOYEHNA K UCTOYHUKY 31€KTPONUTAHMA NOCTOAHHOMO TOKA

9 . BonT pna 3a3emneHnA yCcTpomncTea.

2.4.5 BHewWHUU BMUA M ONUCAHUE NAHeNel ycTpoucTBa cepun MES2124P

BHewHW BUA nepegHen naHenn yctpoicTea cepmn MES2124P npuseaeH Ha pucyHKe 13.

I P
B S i =

F
Alarm
A s 24 - 10/100/1000 BASE-T, 502 Jat Fake
26 L9\ ugmoence 5.26.27.2% - 10100/ 1000 BASE.T or 1000 BASE-X

Unit ID
—LaitiD
Q O Power 0
QO O Status 0 0
QO
[ele]

Master

PucyHok 13 — MES2124P, nepedHAA naHesnb

B Tabanue 2.14 npuBeaeH nepeyeHb PpasbemMoB, CBETOANOAHbIX MHAMKATOPOB U OPraHoB
yNpaBAeHMA, PAaCNO/IOKEHHbIX HA NepeaHen naHean KommyTaTopa cepun MES2124P.

Tabauua 2.14 — OnncaHuMe pa3bemMoB, MHANKATOPOB M OPraHOB yNpaBiAeHUA NepeaHen naHenu

dnemeHT nepegHen
Ne PeA OnucaHue
naHenu
1 Console KoHconbHbIN nopT RS-232 ans noKanbHOro ynpasaeHUa yCTPOMCTBOM
2 1-24 24 nopta 10/100/1000 Base-T (RJ-45 c noaaepskkoit POE+)
3 25-28 Kombo-nopTbl: noptbl 10/100/1000 Base-T (RJ-45) u cnoTbl A18 YyCTaHOBKM
TpaHcmeepoB 1000Base-X (Combo)
Unit ID (1-4) MNHAMKaTopbl HOMepa YCTPOMCTBA B CTEKE
Power NHAWKaToOp NUTAHKUA YCTPOMCTBA
4
Status NHAMKaTop COCTOAHMA YCTPOMCTBA
Alarm NHAMKATOp ypOBHSA aBapuu yCTpomncTaea
PyHKUMOHANbHAA KHOMKa AN1A nepes3arpy3ku ycTpoictea u cbpoca K
33aBOACKMM HacCTpOMKam:
5 P - NPU HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 cekyHA npoucxoauT
nepesarpysKka ycTponcTsaa.
- NPW HAXXaTUM HA KHOMKY AAUTeNbHOCTbIO 6onee 10 cekyHA NponcxoanT
cbpocC HacTpPoEeK YCTPOICTBA 4,0 3aBOACKON KOHPUTYypauuu.
6 ~150-250VAC, 60/50Hz Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NEPEMEHHOIO TOKa
max 2A
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BHewWHM BMA 3a4HEN NaHenn yctponcTea cepum MES2124P npuBeaeH Ha pucyHke 14.

N——®
®

PucyHok 14 — MEES2124P, 300HAA naHens

Tabnunuya 2.15 — OnncaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB YNpPaBieHMA 3a4Hel NaHenu

dnemeHT 3aaHei
Ne A OnucaHue
naHenun
1 BeHTUNATOPbLI OXNaxaeHna
2 ke BonT anA 3a3emneHna ycTporcTea

2.4.6 BHelwHMUU BMUA M ONUCAHUE NaHeneu yctponcrea cepun MES2124F

BHewHW BuA nepegHen naHenn yctpoicrea cepmm MES2124F npuseseH Ha pucyHke 15.

(ATarararaya)
2500 0 002700
o]

PucyHok 15 — MES2124F, nepedHAsA naHesnb

B Tabnuue 2.16 npuBeseH nepeyeHb pPa3bEMOB, CBETOAMOAHbLIX WHAMKATOPOB W OpPraHos
YyNpaBAeHMA, PaCcNo/IOKEHHbIX Ha NepeaHen NnaHeAn KommyTaTopa cepumn MES2124F.

Tabnnuya 2.16 — OnucaHune pasbemMoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepesHen naHenn

No dnemeHT nepepgHei Onucanme
naHenu

1 ~150-250VAC, 60/50Hz Pasbem gna noakntoveHnA K UCTOYHMKY 3/1EKTPONUTAHMA NEPEMEHHOIO TOKA
max 2A
Power NHAMKaTOp NUTaHMA yCTpOMCTBa
Status MHAMKaATOP COCTOAHMA YCTPOMCTBA

? Master NHOMKaTop pexkuma paboTbl yCTPOWCTBA B CTEKE — BeAyL M UK BESOMbIN
Alarm NHAMKATOp YPOBHSA aBapuu yCTPOMCTBa

3 Console KoHcobHbIN nopT RS-232 oA NOKanbHOro ynpasaeHMa yCTPOMCTBOM
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dYHKUMOHaNbHAA KHOMKa ANA Nepes3arpysku ycTpoicTea u cbpoca K
3aBOACKMM HACTPOWMKam:

- NPVY Ha)KaTUM Ha KHOMKY A/UTENIbHOCTbIO MeHee 10 cekyHA NpoucxoauT
nepesarpyska ycTpoicTsa.

- NPW HaXXaTUM HA KHOMKY AnTenbHOCTbIO 6onee 10 cekyHA nponcxoauT
cbpocC HAacTpoeK YCTPOICTBa 4,0 3aBOACKON KOHPUIypauuu.

5 1-24 24 cnoTa gnAa yctaHoBKM TpaHcmeepos 1000Base-X

Komb60o-nopTbl: nopTbl 10/100/1000Base-T (RJ-45) 1 cnoTbl A1s YyCTaHOBKM

6 25-28 TpaHcueepoB 1000Base-X (Combo)

BHewHW BUA 3agHen naHenn yctpoicrea cepmum MES2124F npuBeneH Ha pucyHke 16.

N —®

PucyHok 16 — MES2124F, 3a0HAs naHesnb

OnucaHuMe pa3bemoB, MHAMKATOPOB M OPraHoOB ynpasaeHus 3aaHen naHenn MES2124F npuseaeHo
B Tabanue 2.16.

2.4.7 bBoKoBble NaHenun ycTpomucTBa

PucyHok 18 — J/lesasa 60kosas naHeno Ethernet-kommymamopa

Ha 60KOoBbIX MaHenax YCTpOVICTBa PacnNoN0OXeHbl BEHTUNALMOHHDbIE PELUETKKU, KOTOPbIE CNyXaT ANA
oTBoga Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHUMU nNpegmeTamu. 370 MoOKeT
npuneecTn K neperpesy KOMMOHEHTOB YCTpOf/‘ICTBa M BbI3BaTb HapyweHnA B €ro pa60Te. PekomeHgaumn no
YCTaHOBKe YCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA 1 NOAKNOYEHUE Y.

2.4.8 CeeTtoBaa MHAUKaAuMA

CocTonHue uHTepdelicoB Ethernet nHamMumnpyetca aByma CBETOAMOAHLIMW WHAMKATOpamu, SPEED
AHTapHoro useta M LINK/ACT 3eneHoro ugeTa, Pacro/iOKeHHbIMM BO3/E KaX4oro WHTepdencHoro
pasbema. PacnonoxeHue cBETOANOL0B NOKA3aHO Ha puUcyHKax 19, 20.
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LINK/ACT SPEED

PucyHok 19

— BHewHuli 8ud pasvema RJ-45

LINK/ACT  SPEED

PucyHok 20 — BHewHuli suo pasvema ¢ SFP-mpaHcusepamu

Tabnuua 2.17 — CeeToBana UHANKALUSA COCTOSTHUSA 3/IEKTPUUYECKUX U ONTUYECKUX nHTepdeiicos Ethernet

CeeyeHue
CeeyeHue uHOUKamopa .
LINK/ACT uHOuKamopa CocmosaHue uHmepdgeilica Ethernet
SPEED
BbikntoueH BbikntoueH MopT BbIKNIOYEH UM COEANHEHNE HE YCTAHOBJ/IEHO
[opnUT NOCTOAHHO BbikntoyeH YcTaHoBEHO coeamHeHne Ha ckopocty 10 nam 100M6éut/c

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YCTaHOB/IEHO coeanHeHme Ha ckopocT 1000M6uT/c

Mwuranune

X

NpeT nepefaya faHHbIX

NHankatopbl Unit ID (1-4) cny»kaT ana o603HauyeHMa HoOMepa YCTPOMCTBaA B CTEKe.

CUCTEMHbIE MHAMKATOPLI, ONMCaHHbIE B Caeayloweit Tabavue, cay:Kat Ansa onpeaeneHna cocToaHMA
paboTbl Y3108 KOMMYyTaTOpPA.

Tabnnuya 2.18 — CeeToBas MHAMKAUMSA CUCTEMHbIX MHANKATOPOB

Ha3eaHue DyHKYuA -
CocmosaHue uHOUKamopa CocmosHue ycmpolicmea
uHAuKkamopa UHOUKamopa
BbikntoveH MnTaHne BbIKNOYEHO
[MnTaHWe BKNKOYEHO,
3eneHbli, ropuT NOCTOAHHO HOopMasibHasA paboTa
CocTosaHue N
Power ycTponucTtea
MUCTOYHUKOB NUTaHUNA
ABapVIFl KaK MUHUMYM O4HOTO
KpaCHbIVI M3 BTOPUYHbBIX ICTOYHUKOB
NMUTaHUA.

Ethernet-kommymamopsi MES1000, MES2000

29



HELTEX

. HopmanbHas pabota
3eneHbliA, ropuT NOCTOAHHO .
ycTpoWncTsa
OTKa3 ynpasasatowen nam
Cocrosnme KpacHbIi, roput NOCTOAHHO KOMMYTUpYIOLLLEN YacTu
Status ycTpoiicTsa yCTpoiicTBa
3arpysKa yctpoicrtsa. He
o o Ha3HayeH IP-agpec HX Ha
3eneHblii, KPacHbIN, MUTraHne o
0AMH 13 nHTepdencos.
. YcTpoicTBo ABnAeTcA
n 3eneHbli, ropuT NOCTOAHHO
pU3HaK BeayLLero «MacTepom» CTeKa
Master ycTpolicTBa npu YCTPOICTBO He ABNseTCA
paboTe B cTeke BbikntoueH «MaCTeEPOM» B CTEKE WU He
33aH PEXUM CTEKMPOBAHMUA
3eneHbli, ropuT NOCTOAHHO verpoiictso paboraer
Alarm’ NHAuKaTop ypOBHA ’ HOPMa/IbHO
aBapuK yCcTPOKCTBa OpaHKeBbli, FOPUT NOCTOAHHO HecpouHas aBapus
KpacHbli1, ropuT NOCTOAHHO KpuTtunueckas aBapua
. AKB nogkntoyeHa, nuTaHme B
3eneHbliA, ropuT NOCTOAHHO
HOopMme
" 3eneHblit, MUraHue AKB 3apsarkaeTca
HAMKaTop
o OcHoBHOE NuTaHue
COCTOAHUA OpaH:KeBbli, FOPUT MOCTOAHHO
Batteryz . oTKAtoveHo, AKB pasparkaeTca
AKKYMYNATOPHOM 2 2
6aTZ\,pZM P OpaH’KeBbli, MUraHue Husknin yposeHb 3apaga AKb
KpacHbIN, ropuT NOCTOAHHO AKB oTKnto4eHa
o ABapua PTB (pacuenutens
KpacHbi, muraHme P (pacu
ToKa 6aTapewu)

Y

2.5

KomnnaeKT nocrasku

B 6a308BbIi KOMMIEKT MOCTABKWN BXOAAT:

— Ethernet-kommyTatop;

B Tom cnyvae, Korga KommyTtatop pabotaeT B aBTOHOMHOM pexume 6e3 cTeKMpoBaHus,
nHpukKatopbl Master u Unit ID BbiIKNIOYEHbI.

—  LWHyp nuTaHua (ana moaenen kommytatopos MES1124M AC, MES1124MB AC,
MES2124M AC, MES2124MB AC, MES2124P AC, MES2124F AC);

— KomnnekT Kpenexa B CTOMKY;

— PyKOBOACTBO Mo 3KcnayaTaumu (noctasnsetca Ha CD-gucke);
— CepTndUKaT COOTBETCTBUSA;

— Nacnoprt.

V Mo 3aKa3y NoKynarena B KOMMJIEKT NOCTaBKU MOryT 6biTb BKAOYeHbl SFP-TpaHcuBepbl.

! Mcnonb3yeTca ToNIbKO B yCTpolicTBax cepmum MES2208P, MES2124P
2 Mcnonb3yeTca ToNbKo B ycTponcTBax cepun MES1124MB, MES2124MB
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pa3gene onucaHbl npoueaypbl YCTaHOBKU 060pyAoBaHMA B CTOMKY U MOAKAOYEHUA K
NUTAIOLLLEN CETH.

3.1 KpenneHue KpOHLWTENHOB

B KOMNMEKT MOCTaBKM YCTPOWMCTBA BXOAAT KPOHLWTENHbl AN YCTAaHOBKM B CTOMKY M BWHTbI A/A
KpenieHun KPOHLUTEMHOB K Kopnycy yCcTpoicTea. [1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue KpoHWwmeliHo8

1. CoBmecTuTe Tpu OTBEPCTMA A1 BMHTOB Ha KPOHLUITEMHE C TAaKMMW Ke OTBEPCTUAMM Ha
60KOBOM NaHesn yCTPOMCTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMYycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKA/IbHBIM HAMPaBASIOLLMM CTONKMN.

2. CoBmMecTUTE OTBEPCTUSA KPOHLITEMHOB C OTBEPCTUAMM HA HanpasAsOWMX CTOMKM.
Mcnonb3yiite OTBEPCTUA B HANPaBAAIOWMX HAa O4HOM YpOBHE C 06enx CTOPOH CTOMKW, ANs
TOrO YTO6bI YCTPOMCTBO PACNO/araiocb FOPU3OHTA/BLHO.

3. CnomoLblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMM.
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OLO00000000,

[ OOO000000000680886000000000/

e

PucyHok 22 — YcmaHosKa ycmpoticmea 8 cmoliKy

Ha pucyHKke 23 npuBegeH npumep pasmeLLeHUs KOMMYTaTOpPOB B CTOMKe.

o MES1000/MES2000 N1 (o]
(o} KabenbHbIin opraHaiaep o
o MES1000/MES2000 N1 (o]
(o] KabenbHblit opraHainaep o)
o[  MES1000/MES2000 N1__ |0
o] KabenbHblin opraHaiaep o]
o 7 MES1000/MES2000 N1 o]
o KabenbHeblil opraHaiiaep o
o 7 MES1000/MES2000 N1 (o]
o KabenbHbIi opraHaiaep ]

PucyHok 23 — PasmeuweHue Kommymamopos 8 cmolike

MuHuMmanbHoe pacctoAHne mexay KOMMYTatopamm Nno BbiICOTE — HE MEHEE 1U.

an YCTaHOBKE KOMMYTATOpPOB B86113M I'IpM60pOB C NoBblWEeHHbIM TennoBblaeNeHNEM pPacCTtoAHUE
HGO6XOAVIMO YBE/IUYUTD.
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3.3 NoakntouyeHne AKb Kk MES1124MB, MES2124MB

MoakntoyeHne AKB ocywectBasetcA mMeaHbiM NPOBOAOM cevyeHMem He meHee 0,5 MMZ. Mpwn
nogkntoueHnm AKB Heobxoaumo cobatogath NOASPHOCTD.

PucyHok 24 — NodknoueHue AKE K ycmpolicmay

3.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB.

YcTaHOBKa ONTUYECKUX MOAVﬂEﬁ MOXEeT NPpon3BoAnUTbCA KaK NPU BbIK/ZIIOYEHHOM, TaK U NpU
BK/IIOYEHHOM YCTPOVICTBE.

1. BcraBbTe BepxHMit SFP-MoAy /b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUXKHWI SFP-
MOZAY /b OTKPLITOM YacTblo pa3bema BBEpX.

PucyHok 25 — YcmaHosKka SFP-mpaHcusepos

2. Hapasute Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe xapaKTepruZ LLENYOK.

PucyHok 26 — YcmaHoeneHHsle SFP-mpaHcusepbi
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[na yaaneHua TpaHcueepa:

1. OTKpoWTe 3alLenKy moayns.

N

0
' ¢

%@ﬁf\

PucyHok 27 — Omkpsimue 3awenku SFP-mpaHcusepos

2. WN3Bneknte moagynb 13 cnoTa.

PucyHok 28 — N3enevyeHue SFP-mpaHcusepos
3.5 MoaknioueHue NUTalOLEN CETU

MopAAOK YCTaHOBKM YCTPOICTBA:

1. CMOHTMpOBaTb YCTPOWMCTBO. B cnyyae ycTaHOBKM ycTpoictBa B 19” KOHCTPYKTMB,
HeobXo0AMMO NPUKPENUTb K HEMY KPOHLUTEMHbI, BXOAAWME B KOMMNIEKT yCTpoicTea (cm. n/n
3.1).

2. 3a3emMnTb KOPMyC YCTPOICTBA. ITO HEOHXOAMMO BbINONHUTL MpPENXKAE, YEM K YCTPOMUCTBY
6yLeT NOAKAYEHA NUTAlOWAs CeTb. 3a3eMieHne HeEOBX0AMMO BbIMONHATL U30MPOBAHHbIM
MHOTOXWNbHbIM MPOBOAOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3eMAALWero Nposoaa
OOJ/IKHbI COOTBETCTBOBATL TPeboBaHMAMM MpaBUIam yCTPOMCTBA 31EKTPOYCTaHOBOK (MY3).

3. Ecnn  npepgnonaraetcs  NOAK/AOYEHME KOMMbIOTEPA WAM  MHOrO 06OPYyAOBaHUS K
KOHCO/IbHOMY MOPTYy KOMMYyTaTopa, 3TO 0OOpyAOBaHME TaKkKe [AOMKHO OblTb HageKHO
3a3emneHo.

4. MoaxnwounTb K YCTPOMCTBY Kabenb NUTaHWA. B 3aBMCMMOCTM OT MOAENM KOMMYTAToOpa,
NMUTaHWE YCTPOMNCTBa MOXET OCYLLECTBAATLCA OT CETU NepeMeHHOro Toka 220B 50/60My, uan
OT CeTM MNOCTOAHHOro Toka 48B. lNpu NoAKAYEHUM CeTM NepemMeHHOro TOoKa cnegyet
MCNoNb30BaTb Kabesb, BXOAAWMIA B KOMMAEKT YCTpoKhcTBa. [nAa nopKntoveHusa ceTu
NOCTOAHHOrO TOKa WCMONb3YiiTe NPOBOJ, CEYeHNEM He MeHee 1 MM,

5. BkAu4UTb NuTaHMe ycTpolctBa M ybeauTbCA B OTCYTCTBMM aBapui MO  COCTOAHUIO
WHAMKATOPOB Ha NepeaHel NaHenun.

6. YbeauTbca, 4TO MHAMKATOpP Power ropuT 3e/seHbiM LBETOM, WHAMKaTop Battery muraet
3efieHbIM ugeTom, ecan AKB nogkntoyeHa, wam roput KpacHbim usetom, ecan AKB He
nogKtoueHa'.

! MpumeHnmo gna MES1124MB n MES2124MB
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4 BKNIOYEHMUE YCTPOUCTBA, HAYA/IbHOE KOH®UTYPUPOBAHME.

KommyTaTop OCHalleH KOHCO/IbHbIM MOPTOM, KOTOPbIA NpPefoCTaBAseT AOCTYNM K AWMarHoCTuKe,
YNPaB/AEHNIO U MOHWUTOPUHIY YCTPOWCTBA. B 3TOM pasaene onucaHbl BOSMOXHOCTM KOHCOJIbHOFO MopTa
YCTPOICTBA W NpoLeAypPbl HAYaNbHOIO KOHPUIYPUPOBaHUS.

4.1 HacTpoiiKa TepMmuHana

[na cBA3M C KOMMYTAaTOPOM 4epe3 KOHCO/bHbIA MOPT Ha KOMNbOTepe HeobXoAMMO 3anycTUTb
nporpammy 3smynauum tepmuHana (HyperTerminal, TeraTerm, Minicom) ¥ npousBecTn cnegyrowme
HACTPOMKU:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIM NOPT KOMMbIOTEPA.

2. YCTaHOBUTb CKOPOCTb Nepenayn gaHHbix — 115200 6o4.

3. 3apatb dopmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPOS YETHOCTM.

4. OTKAOYMTb annapaTHOE U NPOrpaMMHOE ynpasB/ieHNEe NOTOKOM AAHHbIX.

5. 3apgaTb pexum amynaumm tepmmHana VT100 (MHorne TepmuHanbHble NPOrpaMmmbl UCMOJb3YHOT
OAHHbIN PeXnUM 3MyNALUNMM TEPMUHAA B KAYECTBE PEeXMMA NO YMONUYAHUIO).

4.2 BKAloYeHUue YyCTPOUCTBA

MoaroToBuTb 060PYAOBaHUE K paboTe B COOTBETCTBUM C TpeboBaHMUAMM pasgena 3.

YCTaHOBUTb COeMHEHME KOHCOIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesbHoOro
MHTep¢el7|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/NIEHO NMNPOrpaMmmHoe obecneveHue IMyNnAUnNnN TepMnHanNa.

Bkntountb KommyTtaTop. [pn KaxKaom BKAOYEHUM 3anycKaeTca npoueaypa «TeCTMPOBaHUA CUCTEMBI
npu BKAtoYeHUU» (POST), KoTopas no3BoMAET onpeaenntb paboTocnocobHOCTb YCTPOMCTBA Nepep,

3arpy3Koit OCHOBHOW MPOrpaMmbl.

OTobpaxkeHue xo4a BbiNoaHeHUs npoueaypbl POST Ha kKommyTaTope:

Bootl Checksum Test. ...ttt ittt eetieeeeeennns PASS
Boot2 ChecksUm Test. ...ttt ineeeeeeeneeeennns PASS
Flash Image Validation Test.............o.iuo.nn. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe ceKyHAbl nocne 3aBeplueHuns npoueaypbl POST HauMHaeTcA aBTO3arpy3Ka NporpammHoOro
obecneyeHnsa KoMmyTaTopa. [ns BbINOJHEHMSA CMeLMaibHbIX NPOLeAyp MCNONb3YETCA CEePBUCHOE MEHIO,
BOMTM B KOTOPOE MOXHO MpepBaB 3arpysky HaykaTMem Knasulwmn <Esc> wunu <Enter> B TeyeHuWe 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YyMpaBAeHWUA YCTPOMCTBOM CpeAcTBaMWM  CEPBUCHOMO  MEHIo
npeacTaBneHo B pasgene 6.

Mpumep AanbHelLWen 3arpysKu ycTponcTaa.
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Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

ok hkhk Ak kA hhkhkhhkhhk Ak h A hkhk A hhkhkhhkhhkhkhkhdAhkhkrhhkhkhhkrhkhkhkhhkhkhkrhkhkrhkhkrhkkhkhkhhkxkk*x

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

ok hkhk Ak kA hhkhkhhkhhk Ak kA hkhk A hhkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhhkhkhkrhkkrhkhkrhkkkhkhhkxkk*x

HW version is V0O

Base Mac address is: 02:11:12:13:14:27

Dram size is : 128M bytes

Dram first block size is : 98304K bytes

Dram first PTR is : 0x1C00000

Dram second block size is : 4096K bytes

Dram second PTR is : 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 $CDB-I-LOADCONFIG: Loading startup configuration.
The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.

Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration
change trap.

Tapi Version: v1.9.5

Core Version: v1.9.5

23-Nov-2011 18:15:29 SINIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items
loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items
loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 S$LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 S$LINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16
23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup

Mocne ycnewHoM 3arpy3kn KOMMyTaTopa HeobxoAMMO BBECTU MMA NO/1b30BaTeNA U Napoib.
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/ yCTpOﬁCTBO nocraBnaeTca npoussogutenem C napametTpamu KOHd)Ml'ypaLIMM,
YCTAHOBJ/IEHHbIMU B HAa4ad/ibHOE COCTOAHUE.

Mpu aTOM MMA NONb30BaTENA U NAPO/Ib He 3a4aHbl U He 3anpallnBaloTCA CUCTEMOW.

Mocne perncrpaumMmM Ha YCTPOMCTBE B KOHCOMW MOSABUTCA CUCTEMHOE NpPUrAalleHne uHTepdelica
KOMaHgHoM cTpoku CLI .

console>

/ [na 6biCTPOro BbI30Ba CNPaBKM O AOCTYNHbIX KOMaHAaX MCNOAb3yiTe KOM6MHauuio
Knasuwl «SHIFT» n «?».

4.3 MopapoK KOHPUrypmuposaHuA

Mpexae, 4em NPUCTYNUTb K KOHPUTYPUPOBAHUIO, HEOOXOAMMO UMETb C/eAYIOLYI0 MUHUMANbHYO
nHbopmaumio:

—  Pexvm paboTbl yCcTpoMCTBa — aBTOHOMHbIV WU B CTEKE;

— IP-agpec, KoTopblli ByAeT MCNONb30BaTbCA A4/1A A0CTYNa K YyNpaBAeHNI0 KOMMYTaTOPOM;
—  MapuwpyT No ymon4yaHuio;

—  3HauyeHue MacKu NoaceTy.

B nepsyto ovepegb n ecam 370 HEO6XOAMMO, AONXKeH 6bITb HaCTpPOEH peXunm CTeKupoBaHuUA.
KommyTaTopbl OTFPYKaKTCA Npomn3sBogutTesemM HaCTPOEHHbIMU 1A aBTOHOMHOTO peXnma pa60Tb|.

ECc/iv KOMMyTaTOp ABAAEGTCA CAMOCTOATE/IbHBIM YCTPOMCTBOM U/IM BeAyLLMM YCTPOMNCTBOM B CTEKe, TO
OONMKHO 6bITb BbINOSIHEHO €ro0 HAYA/AbHOE KOHGU2ypupoedaHue, B XOAe KOTOPOro AO0/KHbl 6biTb
NOAroToBNEHbI MHTepdeNchbl ynpaBAeHMs YCTPOUCTBOM M HacTPOeH HeobxoaMMbI ypoBeHb 6e30NacHOCTH.

CnepylowmMm warom KOHOUIypupoBaHUA MOXET OblTb fAeTasbHaa Hacmpolika cucmemsl
6e3onacHocmu, BKIIOYAOLLAA HACTPOMKY Mpoueasyp aBTOpM3aLMM U ayTeHTUPUKALUKU NpU ynpaBaeHUK
YCTPOACTBOM.

/' Mocne BHeceHMa NObbIX M3MeHeHUIT B KOHPUrypauuio ycTpoiictea Heobxoamumo penatb
coXpaHeHue KoH$Urypauum B s3HeproHe3aBUCMMON NamMATU A0 nepesarpys3ku ycTpoiicTsa.
[na coxpaHeHMA KOHPUrypaLUmM UCMO/Ib3yiiTe KOMaHAY:

console# write

4.3.1 Bblbop pexxuma cTeKMpoBaHUA

YCTpoicTBO MOKET paboTaTb B ABYX PEXMMaX — aBTOHOMHOM W pPeXUme CTEKMPOBaAHWA. B pexume
CTEKMPOBAHMA HECKOJIbKO KOMMYTAaTOPOB MOTYT 6bITb 06beMHEHbI B CTEK U GPYHKLMOHMPOBATL Kak eauHoe
YCTpOMCTBO. MO YMONYAHMIO KOMMYTATOPbl PaboTaloT B peXMme aBTOHOMHOTO YCTPOMCTBa. B cTek moryT
6bITb 06beAMHEHBI KOMMYTATOPbI TO/ILKO OLAHOMMEHHBIX MOAENEN.

Bblbop pexknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO Hauya/IbHOro 3arpysyumKa:

Startup Menu

[1] Download Software
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Erase Flash File

Password Recovery Procedure

Set Terminal Baud-Rate

Stack menu

] Back

Enter your choice or press 'ESC' to exit:

oY U W N

MyHKT [5] — ynpaBneHue cTekom.

Stack menu

] Show unit stack id

] Set unit stack id

] Set unit working mode

] Back

Enter your choice or press 'ESC' to exit:

[
[
[
[

DS N

B MeHI0 ynpaB/ieHUA CTEKOM AOCTYMHbI CAeaytowme NyHKTbI:

[1] — oTob6parkeHne naeHTMdUKaTOpPa YCTPOMCTBA B CTEKE
[2] — Ha3HayeHWe naeHTUdMKaTOpa YCTPONCTBA
[3] — BbIGOpP pexkunma paboTbl ([1] — aBTOHOMHBbIN pexXum, [2] — pexknum CTEKMPOBaHUSA)

MNoapobHee o paboTe yCTPOICTBA B peXKMUME CTEKA MOMKHO Y3HaTb U3 NyHKTa 5.6.

4.3.2 HayanbHoe KOH$UrypuposaHue

HavyanbHoe KoHGUrypMpoBaHMe BbIMOJHAETCA Yepe3 KOHCO/bHbIM NOpT ycTpoicTBa. B pesynbrate
BbINONHEHUA HaAYaNbHOrO KOHQUIypupoBaHWA MOTYT BblTb HACTPOEHbl PasfiMuyHble cnocobbl JocTyna K
YyNpPaBAEeHWNIO — MOXET BbITb U3MEHEH PEXKUM KOHCONbHOTO MOpPTa UK paspeLleH yaaneHHbl AoCTyn Yepes
[OCTynHble MHTepdEeCbl U NPOTOKO/Ibl YNPaBAEHUA.

MpuBeaeHHble fanee NPUMepPbl HAYaNbHOrO KOHGUIYPUPOBAHUA BKIOYAIOT CeayoLmMe HaCTPOMKM:

1.

&

4.3.2.1

® oy,

Co3paHve y4yeTHOM 3anucuM agMMHUCTpaATOpa C MMmeHem «admin», naponem «pass» Wu
MaKCMMabHbIM YpOBHEM npuoputeTa — 15.

KoHopurypuposaHme cratuyeckoro IP-agpeca M agpeca wA3a ceTM Ana  ynpaBfieHus
KOMMYTaTOpPOM.

HacTpoiika napameTpoB ynpassaeHua no npotokony SNMP.

HacTpoitka nonyyeHus IP-agpeca ot cepsepa DHCP.

HacTpoiika napameTtpos npotokona SNMP.

MapameTpbl, HeobxoauMble ANA KOHGUTYPUPOBAHUA, MOTYT 6bITb NOAYUYEHbI Y
agMUHUCTPaTOpa CeTu.

Mpu onucaHum npoueayp KOHPUrypupoBaHUA NpeanoaaraeTcs, YTo KOMMYTaTop He 6bin
CKOHPUrypMpoBaH paHee.

Co3daHue yyemHoii 3anucu admuHucmpamopa

[Ona o6ecneueHns 3alMLLEHHOrO BXOAA B CUCTEMY BCEM NPUBUNETUPOBaHHbIM
NoNb30BaTeNAM A0NXHbI 6bITb Ha3HaUeHbl NAPOAU JocTyna.
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MmA nonb3oBaTeNids WM MNaposib  BBOOUTCA MNpW  BXOZ4E B CUCTEMYy BO BpPeEMS CEaHCOB
aAMMHUCTPUPOBAHUA YCTPOMCTBA. O1a cO34aHUsA HOBOIO MOJIb30BaTesIn CUCTEMbI MW HACTPOMKK Ntoboro
M3 NapameTpoB — UMEHMW NO/b30BaTeNs, MaPOA, YPOBHSA NPUBUAETUIA, UCMOJb3YIOTCA KOMaHAbI:

console (config) # username name password password privilege {I1I-15}

V' YposeHb npuBunerMiti 1 paspewaetr A0CTYN K YCTPOMCTBY, HO 3anpeliaeT HaCTPOMKY.
YposeHb npuBuaeruii 15 paspeluaet Kak 40CTyN, TaK U HAaCTPOIKy yCTpoiicTBa.

Mpumep KomaHA, Ana 3ag4aHuA Nonb3osartento «admin» napona «eltex» n cosgaHua nonb3osartens
«operator» c naponem «pass» 1 yposBHem npusuaernin 1:

console>enable

console#configure

console (config) #fusername admin password eltex

console (config) #fusername operator password pass privilege I
console (config) #exit

console#

4.3.2.2 PacwupeHHas Hacmpolika ypoeHa docmyna

Ha ycTpolicTBe cyliecTsyeT BO3MOXHOCTb pacnpeaenieHus npas nosb3osaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBWJIETNI, Ha KOTOPOM Kaxkabli M3 nosb3oBatenen 6bin co3gaH. KOHKpeTHoOMy YpPOBHIO
npuBMAErniA NpPUcBaMBaeTcs Habop KOMaHZ, KOTopble CTaHOBATCA MCMOJHUMBIMW A4 MOSb30BaTeNein ¢
YPOBHEM HE HUKe JaHHOTO.

' KommyTaTop noppep)KvMBaeT CUCTEMy HacneaoBaHUMA Habopa KomaHp, oT 6osiee HU3KUX
YpPOBHeii npusunerun.

' Mpusunerun BbLICTPAMBAIOTCA ANA KOHKPETHO 3afaHHOro ys3na. Kaxayiw KomaHay
HEOGXOAMMO nponucbiBaTtb ABHO, HE UCNO0JIb3yA COKpPALUEeHHble (I)Oprl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOro KOHGUrypnpoBaHma:
console (config) #

Tabnunua 4.1 — KomaHabl N5 HAaCTPOMKM pacluMpeHHoro AocTyna

Komanoa 3HayeHue/3Ha4yeHue no Neiicmeue
YMOAYAHUIO
privilege context level MpucBanBaeT yKazaHHOMY YPOBHIO NpuBUaeruii
command 3aZ@aHHY0 KOMaHAy.
level: (1..15); - context — pexxum paboTbl KOMaHAHOM CTPOKM;
/ypoBeHb NnpueMaernii KomaHg, | - level —yposeHb npusunernin, Ha kotopom byaer
pexxnma EXEC -1, [OCTyMNHa HacTpanBaemaa KomaHAa;
BCEX OCTa/IbHbIX KOMaHA — 15 - command — KomaHza.
no privilege context level Ypanaer octyn K KOMaHAe C YPOBHA, Ha KOTOPOM
command KOMaHAa bblna paspeLleHa.

= [lpumep HACTPOIKM Habopa KoMaHg A1 noib3oBaTens «admin» ¢ 4 ypoBHEM NpPUBUAETUI
1 Habopa KomaHg, Ana nosb3oBaTtens «user» ¢ 10 ypoBHem npusmunermi

console#configure
console (config) fusername admin password passl privilege 4
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console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb Ans NOKajibHbIX NOAb30BaTeNeN, Yel YpOBEHb NMPUBUNETMIA Bbllle WAM paBeH 4, CTaHeT
JOoCTyneH BbiBOg, KomaHAbl show running-config, Ho He OyaeT goctynHa HacTpoika vlan. [na
nonb3oBaTesiell, ypoBeHb NpPUBUAErMii KoTopbix cooTBeTcTByeT 10 U Bbile, byaeT AOoCTynHa HacTpoiika vian
1 BblIBOA KOMaHAbl show running-config.

4.3.2.3 KoHghuzypuposaHue cmamu4ecKux cemeabix Napamempos yrnpaesneHus

[lnAa BO3MOMKHOCTM ynpaB/iieHMsas KOMMYTaTOPOM M3 CeTM HeobXoaMmo HasHauuTb ycTpoictey IP-
aZipec, MacKy NOACETU U, B C/lyyae yrnpas/ieHnUa U3 Apyron cetv, agpec Wwito3a.

IP-agpec MOXKHO HasHauuTb Ntobomy uHTepdelicy — VLAN, dpusnyeckomy nopty, rpynne noptos. IP-
ajpec W3a AOMKEH NPUHAANEXKATb K TOM e NOACETU, YTO N 0AuH u3 IP-uHTepdericos ycTponcraa.

V' Mo ymonuyaHuio HasHauveH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

/' B cnyyae ecnu IP-agpec HacTpamBaetca Ana uHtepdeiica ¢pusMyeckoro nopTa UAKM rpynnbi
nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagaesKan.

=  [lpumep KoMaHg HacTponku IP-agpeca ans nHtepderica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaembili 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonvaHuro —192.168.16.1

consolef#configure

console (config) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #exit

console (config) #ip default-gateway 192.168.16.1
console (config) #exit

console#

[ns Toro ytobbl ybeantbea, uto agpec 6ol HasHavyeH uHTepdelicy, BBeaUTe KOMaHAY:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.4 Hacmpoliika napamempos npomokoaa SNMP daa docmyna k ycmpolicmey

MpoTtokon SNMP (Simple Network Management Protocol) npesoctasnset cpeacTsa A1a ynpasaeHns
ceTeBbIMU YCTPOIMCTBAMM. YCTPOICTBA, nogaepxusatowme npotokon SNMP, cogepkaTt B cocTaBe CBOero
nporpammHoro obecnedyeHua KoA, BbINOAHAKWMNA YHKUMIO areHTa ynpasaeHua. AreHT SNMP
B3aMmoaencTeyeT ¢ Habopom napameTpoB YCTPOMCTBA. ITU NapameTpbl onucaHbl B MHPopmaunoHHOM
6ase ynpasnenus (MIB, Management Information Base).
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Mpasa goctyna K AreHty SNMP ynpasasatotca nytem 3agaHma umeHn SNMP coobuiecTtBa 1 ykasaHnem
pa3pelleHHoro TMna gocryna.

KommyTatopbl AonycKalT ynpasiaeHue ¢ nomowbio npotokona SNMP, copep»kaT BCTpOeHHOro
areHta SNMP 1 nopgaep»usaloT Bepcum npotokona vl/v2c/v3. AreHt SNMP noaaepxuBaeT Habop
CTaHAAPTHbLIX N PACWIMPEHHbIX NnepemeHHbIx MIB.

V B uensax obecneyeHMa MHTErpaLMmM KOMMYTaTOPOB B CUCTEMbI MOHUTOPUHIA U YNPaBieHuUA
WUAK gnA pa3paboTKu TakMUX cMCTEM MOKeT 6bITb NpeaocTaB/eHo nosiHoe onucaHue MIB.

C nomouwbto npotokona SNMP moryT ObiTb M3MeEHeHbl Jtobble napameTpbl YCTpoicTBa 3a
nckntodeHnem IP-agpeca ynpasneHus, umeHn SNMP coobuiectBa 1 YpOBHS NPUBUAETMIA NONb30BaTENEN.

V YcTpoiicTBa nocrasaAloTca 6e3 onpeaeneHHbix HactpoeK SNMP coobuiecTs.

Ona BO3MOMKHOCTU agMUHUCTPUPOBAHUSA YCTPOMUCTBA nocpeacTBom npotokona SNMP, Heobxoaumo
€034aTb XOTs 6bl 0AHY CTPOKY coobuiecTBa. KoMmyTaTopbl NOAAEPKUBAIOT TPU TUMA COOOLLECTB:

— Read Only (ro) — onpepenset, yto YneHbl coobllecTBa MMEHT AOCTYN TO/NbKO Ha YTeHue
(npocmoTp KOHGUIYpaLMK), HO HE MOTYT MEHATb Kakne-anbo napameTpbl;

— Read/Write (rw) — onpegenser, yYTO 4/ieHbl COOBLLECTBA MMEIOT AOCTYN Ha YTEHUEe K
M3MeHeHMe NapamMeTpoB KOHUrypauuu;

— Super (su) — onpeaenser, 4YTO uneHbl coobwecTBa MMEIT YpPOBEHb MpPUBUAETUIA
agMUHUCTpaTopa.

Hanbonee pacnpocTpaHeHO MCMOAb30BaHWE CTPOK coobuiectBa public — ¢ AOCTYNOM TOAbKO AONA
yTeHMsa obbekToB MIB (ro) u private — ¢ gOCTynom Ha uyTeHWe U uameHeHue obbektoB MIB (rw). Ons
KaXk40ro coobLecTBa MOXKHO 3a4aTb IP-agpec cTaHUMM ynpaBaeHus.

Mpumep cospaHua coobuiecTBa private ¢ AOCTYNOM Ha uTeHuMe U 3anucb U IP-agpecom cTaHumm
ynpasneHna 192.168.16.44:

console>enable

consolef#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblectsa 1 HacTpoek SNMP ncnosb3yetca KomaHAa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
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Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 HacTpoiika napameTpoB cuctembl 6@30nacHOCTU

B aTom pasgene npuBegeHa MHPOPMaALMA O HACTPOMKe AMHAMMYECKOro HasHayeHus IP-agpeca u
HacTpoOMKe  3alMLEHHOrO YNpaB/iieHWa YCTPOMCTBOM Ha OCHOBAaHUM MEXaHW3MOB ayTeHTUdUKauum,
aBTOpM3aLMM U yyeTa.

— Authentication (ayTeHTUdUKauma) — conocTaBaeHME 3anpoca CyLLeCcTBYHOWEN YYETHOM
3anucu B cucteme 6e30MacHoCTU.

— Authorization (aBTopu3aums, NPOBEPKA YPOBHA AOCTyMNa) — conocTaBjeHue YYETHOMN 3anmncu
B cucTeme (npowealein ayTeHTUOUKALMIO) U onpeaeiEHHbIX NOJTHOMOYUIA.

— Accounting (y4€T) — cnekeHue 3a noTpebieHneM pecypcoB No/ib30BaTe/IeM.

4.3.3.1 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moKeT mcnonb3osaTbcA npotokon DHCP, gnAa storo B cetm A0AXKEH
npucytcteoBaTb DHCP-cepBep. YcTpoicTeo BbicTynaeT B ponm DHCP-kaneHTa. IP-agpec ot cepsepa DHCP
MOXHO MoJsly4aTb Yepes ntoboi nHtepdeiic — VLAN, dmsmnyeckunii nopt, rpynny nopTos.

V Mo ymonuanuio DHCP-knneHT BKAtoueH Ha uHTepdeiice VLAN 1.

Mony4yeHHbIM ¢ nomolubto NpoTokona DHCP agpec He coxpaHaeTcs B KOHPUIypaLLmMKM yCTpoICTBa.

Mpumep HacTPOMKKN NoAyYeHUsa AnHammyeckoro IP-agpeca ot DHCP-cepeepa Ha uHTepdelice VLAN 1:

console> enable

console#configure

console (config) #interface vlan !
console (config-if) #ip address dhcp
console (config-if) #exit

console#

[na Toro ytobbl ybeautbea, uto agpec 6bin HasHaveH MHTepdeicy, CnoNb3yiiTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid
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4.3.3.2 be3onacHocmb ynpaeneHua U KOHguaypuposaHue naposeli

Ons obecneyeHma 6e30NacHOCTU CUCTEMbI UCMO/b3YETCA MEXaHU3M ayTeHTUPUKALUM, aBTOPU3aLUN
n yyeta (AAA, Authentication, Authorization, Accounting), KoTopblii ynpaBnseT npaBamu AocCTyna
Nnosib30BaTeNEeN, YPOBHAMU NPUBUAETUIA N METOAAMM yripasaeHna. MexaHnam AAA MOXKeT MCNOb30BaTb
60 NoKanbHyto, NMb60 yaaneHHyto 6a3y nosb3oBaTenen.

Ona obecneyeHna 6e30MACHOCTU YMNPaBAEHUS MOMKET WCMNO/b30BaTbCA LWNGPOBAHNE AAHHbIX
ynpaBAeHNA C NOMOLLbIO NPOTOKOAa SSH.

yCTpOﬁCTBO NnoCTaBNAAE€TCA C HEeHa3Ha4YeHHbIM Mnaponem Aoctyna. HasHayeHue naponeﬁ AocTtyna
ABNAETCA OTBETCTBEHHOCTbHO aAMUHNCTPATOPA.

B Tom cnydyae, eciv naposb AOCTyna K YCTPOMCTBY yTepsAH, MOXeT bbiTb MCMO/Ib30BaHa npoueaypa
BOCCTaHOB/IEHMA Napos. ITa npoueaypa O4HOKPATHO paspellaeT AOCTYN K ynpas/eHnto ycTpoicTeom 6es
Mapons C J/IOKa/bHOrO TepmMWHana (KoHcosbHOro noprta). BocctaHoBneHME Mapons MOMKeT ObiTb
MHULMUPOBAHO TO/IbKO Yepes KOHCO/bHbIM NopT.

Maponun goctyna K yCTPOMCTBY MOTYT ObITb YCTAaHOBAEHbI ANA Caeayiowmx MHTepdeincos gocTyna:

—  JloKanbHbIV TEpMMHAN (NOAKAOYEHME Yepe3 KOHCONbHbIM NOpT);
— Telnet;

— SSH;

—  HTTP.

) Mpu co3paHnmn nonb3oBaTens Ha3HavyaeTcs YpoBeHb npuBuaeruii 1, uto AaeT BO3MOXKHOCTb

V BbIGOPOYHOro NPOCMOTPA MAPaMeTPOB YCTPOACTBA, HO He AAeT BO3MOXKHOCTU YNPaBAATb

YCTPOACTBOM. BO3MOMKHOCTb KOHPUIypUpPOBaHMA MMEIOT MONb30BaTeI C YPOBHEM
npusunerum 15.

V BO3MOXXHO, HO He peKoMeHAyeTcA He Ha3HavaTb Napo/ib NO/b30BaTeNAM C YPOBHEM
npusunerum 15.

V B Tom cayuyae, ecan NpuUBUAETMPOBAHHOMY MO/Ib30BaTeN0 He HAa3HaYeH MNaponb, TaKOW
nonb3oBaTelb MOXKeT NoayunTb goctyn K Web untepdeiicy yctpoiictea c ntob6bim naponem.

YcmaHoeKa napona 0aa KoHconu

console (config) #aaa authentication login default lIine
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password passwdl

B oTBeT Ha NpuraaweHne BBECTM Napo/ib BO BPEMA PerncTpaumnm B yCTPOMCTBE Yepes ceaHC KOHCoM
BBeguTe naponb — passwdl. Kpome Toro, BBOA Mapona MOXeT noTpeboBaTbcA MNpu nepexoae B
NPMBUAETMPOBAHHbBIN PEXUM C MOMOLLbIO KOMaHAbl enable .

YcmaHoeka napons onsa Telnet

console (config) faaa authentication login default lIine
console (config) #aaa authentication enable default Iline
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
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console (config-line) #fenable authentication default
console (config-line) #password passwd2

B oTBET Ha NpwurnaleHne BBECTM NApo/ib BO BPEMS PerncTpauum B yCTponcTee yepes ceaHc Telnet
BBEAUTE Naposib — passwd2.

YcmaHoseka napons ona SSH

console (config) #aaa authentication login default Iline
console (config) #aaa authentication enable default line
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd3

B oTBeT Ha nmpurnaweHne BBECTU Mapo/ib BO BPEMSA PErncTpaumm B yCTPOMCTBe yepe3 ceaHc SSH
BBEAUTE Napo/b — passwd3.

YcmanHoeka naponsa ona HTTP

[na KoHPUrypMpoBaHUA Napons A0CTyna no npoTokony HTTP cieayeT BBECTUM KOMaHAbI:

console (confiqg) #ip http authentication local
console (config) #username admin password passwd4 level 15

Mpu mHuumanmsaumm HTTP-ceccum cnegyeT MCNosb3oBaTb MMA MNoab3oBaTens admin v naponb
passwd4.

BoccmaHosneHue napoaa docmyna K ycmpoiicmay

MpK MCNONb30BaHMM HACTPOEK YCTPOMCTBA MO YMONYAHUIO MMA NOAb30oBaTena — admin, Naponb He
3agaH. Maponb HasHavaeTca noJsib3oBaTenem. B ciyyae eciv Maposib yTpayeH, MOMKHO MepesarpysuTb
YCTPOWCTBO M Yepes KOHCO/bHbIM NOPT NpepBaTh 3arpy3Ky, Ha)kaB Knasuwy <Esc> unn <Enter> B TeyeHune
nepBbIX ABYX CEKYHZA Noc/e MosB/ieHUA cooblieHna aBTo3arpysku. OTKpoeTca MeHio Startup, B KOTOPOM
HY*KHO 3anyCcTUTb NpoLeaypy BoccTaHoBneHua napona ([3] Password Recovery Procedure).
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHOUTYypMpOBaHMA HACTPOEK KOMMYTaTopa WCMO/Ib3YEeTCA 4YeTblpe OCHOBHbIX pexkuma. B
KaXkOoM perkume O0CTyneH onpefesieHHbI CNMCOK KoMaHA. BBoZ CMMBONA «?» CAYKUT A8 NPOCMOTPA
Habopa KoMaHg, AOCTYMNHbIX B KaXKA0M U3 PEXKMMOB.

Ona nepexoga n3 o4HOro pexunma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHblie KOMaHAbl. nepe‘-IEHb
CyWeCTBYHOLWNX PEXMMOB U KOMaH/A BXO4a B PEXNM!

KomaHOHbili  pexcum (EXEC), paHHbIA pexum [OCTyneH cpasy Mnocje YCMewHol 3arpysku
KOMMYTaTOpa U BBOAa UMeEHU NOJib30BaTeNA. ﬂpmrnameHMe CUCTEMDbI B 3TOM peXmnme COCTOUT U3 MMeHU
ycTpoicTea (host name) u cumsona “>”.

console>

Ecaiv ms ycTpoiicTBa He Ha3Ha4YeHO, TO BMECTO HEro MCMoJib3yeTcs c/oBo “console”.

MpueuneauposaHHbiili KoMaHOHbIl pexcum (privileged EXEC), 3TOT pexum AOCTYNEH Npu Bxoge
NPMBUAErMPOBAHHOIO NOJb30BaTens. Bxog B peMm AoMKeH 6biTb 06A3aTeNbHO 3alLMLLEH MAPONEM.
TOoNbKO B MPUBMAETMPOBAHHOM PEXMME AOCTYMHbl KOMaHAbl M3MEHEHMS CUCTEMHbIX MapameTpoB
KOMMyTaTopa. B npuBMaernpoBaHHOM perKMMe B CTPOKE MPUIIaWEHUs CUCTEMbI UCMOAb3YETCA CUMBO
«#t». Ona nepexoga us pexkmma EXEC B NpMBUAErMPOBAHHbIN PEXKUM MOXKET BbiTb MCMO/b30BaHa KOMaHAa
enable.

console>enable
enter password:
console#

Pextum 2nobanbHo20 KoHgpuzypuposaHua (global configuration), paHHbIN peum npegHasHayeH
ON5 3a4aHUA 06LLMX HACTPOeK KommyTaTopa. KomaHabl pexnuma rnobanbHol KoHbUrypaLmm AOCTYMNHbI U3
noboro nogperknma KoHoUrypaumm. Bxoa B pexxmMm ocyLLecTBAAETCs KOMaHAaoM configure.

console#configure
console (confiqg) #

Pexcum KoHpu2ypupoeaHus uHmepdpelica (interface configuration), paHHbIK  peXum
npeaHasHayeH AnA KOHOUrypupoBaHusa UHTepdencoB (mopT, rpynna noptos, WHTepdelic VLAN)
KOMMyTaTopa. Bxoz B peXXnMm OCyLLECTBAAETCA U3 PEXMMA FN0OaNbHOrO KOHOUIYPUPOBAHUA, /1R KAXKAOMO
WHTepdelica cBoeli KOMaHAOW (B MpMMepe HUKe KOomMaHAa ANs BXOAa B PEXMM KOHUrypupoBaHMs
nHTepdelica VLAN c VID=1).

console (confiqg) #interface vlan 1
console (config-if) #

Pexcum KoHgpuzypuposaHua mepmuHana (line configuration), paHHbili pexxum npegHasHayeH ans
KOHUIypupoBaHUs, CBA3aHHOro c paboToit TepmuHana. Bxog B peUM OCYLLECTBASETCA W3 pPeXuma
rno6anbHOro KOHPUIrypMpoBaHMs.

console (config) #line {console | telnet | ssh}
console (config-line) #

Ethernet-kommymamopsi MES1000, MES2000 45



HELTEX

5.1 TpaBuna paboTbl C KOMAHAHOM CTPOKOM

/l Mpu nepesarpyske YyCTPOWACTBA BCe HECOXPaHEHHble AaHHble 6yayT yTepAHbl. OnA
COXpaHeHUs /o6bIX BHECEHHbIX U3MEHEHWA B HACTPOMKY KOMMYyTaTopa MCNoJib3yeTcA
cneayowan KOMaHAaA:

console#write
] ,Cl,nﬂ YCKOpeHuna BBOAa KOMaAHA MOXHO BOCMO/1b30BaTbCA ¢yHKU,VIeﬁ aBTOMaAaTUYeCKoro
\ DONONHEHUA, KOTopas aKTUBUPYETCA NPU HENoJsIHO HabpaHHOI KOMaHge M NpU HaXKaTum

Knasuwu <Tab>.

5.2 ba3osble KOMaHAbI

KomaHObI pexcuma EXEC

3anpoc KoOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabanua 5.1 — basoBble KOMaHAbl JOCTYMHble B pexxkmnme EXEC

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAYAHUIO

MepekntounTbCA B MPUBUNETMPOBAHHBIN PEXUM (ecn
3HayYeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).

enable [priv] priv: (1..15)/15

login - 3aBepLUEHME TEKYLLEM CECCUN U CMEHaA NO/Ib30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHANBHYIO CECCULO.
help 3anpoc cnpaBoYHou MHOpMaLmm o paboTe MHTepdeiica
KOMaHZHOW CTPOKM

show history MoKasaTb UCTOPUIO KOMaHA, BBEAEHHbIX B TEKYLLEN

i TepMMHabHOMN ceccuu.
show privilege - MoKa3aTb ypOBEeHb NPUBMAETNIA TEKYLLENO NOb30BATENSA.
show privilege configuration MoKas3aTb CNMCOK KOMaHA, A5 KOTOPbIX Hbina BbINOIHEHA

KOHOUIypaLusa ypoBHA NpuBUNEruii.

terminal history BkAtounTb GYHKLMIO COXPAaHEHUA NCTOPUMN BBEAEHHbBIX KOMaHS,
ONA TeKyLwen TepMUHANBHOMN ceccum.

- - -/ GYHKUMA BKAOYEHA
no terminal history BbIKNOUUTL QYHKLUMIO COXPAaHEHWUA CTOPUN BBEAEHHbIX

KOMaHZ, ANA TEKYLLEN TePMUHAIbHOWN CeCCUU.

terminal history size {size} N3meHnTb pasmep bydepa NcTopumn BBEAEHHbIX KOMaHA, AN5
size: (10..216)/10 TEKyLL el TEPMUHANBHOW ceccuu.

no terminal history size YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

terminal datadump OT06pasmnTb BbIBOA KOMaHA 6€3 pasaenieHnsa Ha CTPaHuLbI
-/ BbIBOA KOMaHA (pasmeneHme BbIBOAA CNPaBKM MO CTPAHMLLAM OCYLLLECTBAACTCA
pasaenserca no CTpOKoIi: More: <space>, Quit: g, One line: <return>)..

no terminal datadump CTpaHnuam YCTaHOBWTb 3HaYeHME MO YMOAYAHMUIO.

show banner [motd | login | OtobparkaeT KoHOUrypaunio 6aHHepos.

exec]

KomaHOwbi pexcuma privileged EXEC

Tabnnua 5.2 — basoBble KOMaHAbl, AOCTyMNHble B pexume privileged EXEC

Komanda 3HayeHue/ §
3Ha4yeHue no Aelicmeue
YMOMYAHUIO
disable [priv] priv: (1..15)/1 BepHyTbCA B HOPMasibHbIV PEXUM U3 NPUBMNETMPOBAHHOTO
(ecnu 3HaueHMe He yKa3aHO — TO ypOBEHb NpuBUaernii 1).
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configure[terminal]

MNepeiTn B peKMm KOHOUTYpUpoBaHUA.

debug-mode

MepeiTn B peXknm oTNagkM (KomaHaa LOCTYMHA TONbKO A4S
NPUBUAETMPOBAHHOrO NOJ/b30BaTeNs).

set system mode {acl-only |
acl-sqinqg | acl-sqing-udb}

-/acl-sqing

YCTaHOBUTb PeXUM HACTPOMKKN dUnbTpaLmm Tpadumka.
-acl-only - SQinQ oTkAloyeH; pobaBneHa BO3MOXKHOCTb
Ha3HauYnTb Heckoibko ACL 04HOro 1 TOro e Tuna Ha NopT;
- acl-sqing — pex1Mm no ymonyaHuio;
- acl-sqing-udb — po6aBneHa BO3MOXHOCTb GWUABLTPALUM NO
TPUHALLATU NONb30BaTENbCKUM oddceTam (B perkume no
YMONYaHWIO — NATb); Bce npasuia SQINQ ana sxoaallero
TpaduKa UCNONb3YIOT B ABa pa3a bo/blie pecypcos.
Mpu cmeHe pexuma HauyanbHaA KoHdurypauus
H 6yaeT cTepta, nocne u4ero YCTpoucTBo bGyper
nepesarpyeHo.

KomaHObI, docmyrnHble 80 8cex pexuUmMax KOHGU2ypuposaHUs

3anpoc KOMaHAHOM CTPOKM UMeeT OANH U3 CAeAYIOWNX BUAOB:

console#

console (config) #

console (config-line) #

Tabnuua 5.3 — basoBble KOMaHAbI, AOCTYMNHbIE BO BCEX PEXMMAX KOHPUIYPUPOBaAHUA

KomaHda 3HaueHue Aeiicmeue

exit i BbIliTV U3 N1t060ro pexxmma KOHPUrypupoBaHUA Ha ypoBEHb
Bblle B Mepapxumn komang, CLI.

end ) BbIliT U3 Nt060ro pexxmma KOHPUrypupoBaHUA B KOMaHAHbIN
pexum (Privileged EXEC).

do i BbINONHWUTbL KOMaHAY KoMaHAHOro yposHs (EXEC) u3 no6oro
pexmMma KoHOUTYpUpoBaHUs.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.

KomaHOb1, docmyrniHbie 8 2106071bHOM pexume KOHpU2ypuposaHUS

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWwmin BUA,:

console#

console (confiqg) #

Tabnuua 5.4 — ba3oBble KOMaHZAbI AOCTYMHbIE B PEXUME KOHPUTYPUPOBAHUS

KomaHda

3HauyeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTb TeKcT coobuieHnn motd (coobLieHnn TeKyLLero AHs), u
BKJ/IIOYUTb BbIBOZ, Ha 3KPaH.

- d - pasgenutens;

- message-text — TeKCT coobueHus (B cTpoke ao 510
cumBonos, obuiee 2000 cmBoOB).

banner exec d message-
text d
no banner exec

3afath TeKcT cooblieHms exec (Mpumep: Nonb3oBaTeslb
YCMeLwHO BOLEN B CUCTEMY), U BK/HOUUTL BbIBOZA Ha SKpaH.
-d- paspenutenn;

- message-text — TeKCT coobLeHus (B cTpoke ao 510
cumBonos, obuiee 2000 cmBonos).

banner login d message-
text d

no banner login

3agaTb TeKcT coobuieHus login (MHPopmaumoHHoe
coobuieHne, KoTopoe oTobparkaeTca nepes BBOAOM UMEHU
nonb3oBaTens U Napons), U BKAOUYUTb BbIBOA Ha IKPaH.

- d- paspenutens;

- message-text — TEKCT coobueHuns (B cTpoke ao 510
cumBonos, obuiee 2000 cMmBOOB).
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KomaHObl, docmyriHble 8 pexume KOHPU2ypUpoB8aHUA MepMUHana

3anpoc KOMaHAHOW CTPOKM B PEXMME KOHPUTYPUPOBAHUA TEPMMUHANA UMEET Ceay oM BUA;

console (config-line) #

Tabnuua 5.5 — basoBble KOMaHZAbI LOCTYMNHbIE B PEXNME KOHPUIYPUPOBAHUS TEpMUHANA

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue
YMOAYAHUIO
. BKAOUYMTL HKUWKO COXpaHEHUA NCTOPUN BBEAEHHDbIX
history PyHKL, p p il
KOMaHA.
-/ GyHKUMA BKAKOYEHA
. BbIKNOUNTb QYHKLUMNIO COXPAaHEHUA UCTOPUM BBEAEHHbIX
no history

KOMaHa,

history size {size}

no history sie

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHDBIX KOMaHA,

size: (0..216)/10

YCTaHOBUTb 3HAYEHUe Mo YMOI4aHUIO.

motd-banner

BK/I1OYMTL BbIBOA NPUBETCTBEHHbIX COOBLLEHNI TN «motd»
(coobuieHms TekyLero gHA).

no exec-banner

-/BKAtOYEH 5 o p -
bIK/TIOYUTb BbIBOA MHOPMALMOHHBIX COOBLLEHMIA TUNA
no motd-banner A pmay W
«motd».
login-banner BKNOUMTL BbIBOA, NPUBETCTBEHHbIX CO0bLLEeHNit login.

- -/ BKNOYEH —
no login-banner BbIK/OYMTb BbIBOA NPUBETCTBEHHbIX CO06LLEHNI login.
exec-banner BKNOUMTL BbIBOA, NPUBETCTBEHHbIX COODOLLEHUI exec.

-/ BKAtOYEH

BbIKNOUMTL BbIBOA, NPUBETCTBEHHbIX C006|J.I|EHMI7I exec.

5.3 ®unbTpauma coobuweHnit KOMmaHgHOM CTPOKU

dunbTpauma cooblieHMit N03BOAAET YMEHbLLNTL 06bemM oTobparkaeMbixX AaHHbIX B OTBET Ha 3anpoCh!
nosib3oBatena u 0bnerdyntb NOUCK Heobxognumon nHbopmauuun. Ans dunbTpaumm nHdopmaumnmn Tpebyetca
006aBUTb B KOHel, KOMaHAHON CTPOKM cumBOn “|” M UCNoNb30BaTb OAHY M3 onuuin GpuabTpaLumu,
nepeyYncieHHbIX B Tabnauue.

Tabnuua 5.6 — KomaHabl pexnma rnobanbHoro KOHPUrypmMpoBaHus

3HayeHue/3HayeHue no
YMOMYAHUIO

Memoo Aelicmeue

begin pattern MNoka3sbiBaeT CTPOKWU, nepBble CUMBOJIbl KOTOPbIX

COOTBETCTBYIOT WabnoHy pattern.

include pattern BbIBOAMT BCe CTPOKM, coaeprKalime WwabioH.

exclude pattern

BbiBOAUT BCe CTPOKU, He coaepKalime WabnoH.

5.4 HacTpoiika MaKpOKOMaHJg,

[aHHas GyHKLMA NO3BOAIAET CO34aBaTb YHUOULMPOBAHHbIE HAabOPbl KOMAHA - MaKpOCbl, KOTopble
MOXHO BMOC/NeACTBUMN MPUMEHATbL B MPOLLECCe KOHUTYpauum.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnnuya 5.7 — KomaHab! perknma rnobanbHoro KoHd

bUrypuposaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

macro name [word]

no macro name word

word: (1..32) cumsonos

Co3gaeT HOBbI HAbop KOMaHA, eciv Habop ¢ Takum
MMEHEM CyLLeCcTBYeT — nepesanucbiBaeT ero. Habop KomaHpg,
BBOAMTCA NOCTPOYHO. 3aKOHYUTL MAKPOC MOXKHO C
NOMOLLbIO CMMBOJIA “@”. MaKcumanbHas 4/MHa Makpoca —
510 cumBonoB.

Ypanaert yKaszaHHbIA MaKpoc.

macro global apply word

word: (1..32) cumBonoB

MpUMeHSEeT yKasaHHbIA Makpoc.

macro global trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbIM MaKpoC Ha BaIMAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumonos

Co3faeT CTPOKy-AecKpunTop rnobanbHoro Mmakpoca.

YanseT CTPOKy-AeCcKpunTop.

KomaHOobi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanuya 5.8 — KomaHzabl pexkmma EXEC

KomaHda

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpUMeHSEeT yKasaHHbIA MaKpoc.

MposepsaeT yKasaHHbI MakpoC Ha BaIMAHOCTb.

show parser macro [
description [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}] |
name macro-name]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
macro-name:
(1..32) cumBonos

OTob6parkaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nuHtepodeiica:

console (config-if) #

Tabnnuya 5.9 — KomaHab! perknuma KoHourypaumm nHtepdeiica

KomaHda

Aelicmeue

macro apply word

word: (1..32) cumBosioB

MpUMeHseT yKasaHHbIA Makpoc.

macro trace word

word: (1..32) cumeonos

MpoBepseT yKasaHHbIN MaKpoC Ha BaIMAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YcTaHaBAMBaET CTPOKY-AECKPUNTOP MaKpoca.

YaanaeT cTPOKy-AecKpunTop.
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5.5 KomaHabl ynpaBnaeHua cucremon

KomaHOb! pexcuma EXEC

Tabnnua 5.10 — KomaHabl ynpasneHuns cuctemomn B pexkmme EXEC

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBonos;
size: (64..1518)/64 Bait;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mmc

KomaHga cnyxut gns nepeaaum 3anpocos (ICMP Echo-
Request) npoTtokona ICMP yKaszaHHOMY y3/1y CETU, a TaK e Ana
KOHTpO/IA nocTynatowmx oteeTos (ICMP Echo-Reply).

-A.B.C.D -IPv4-agpec y3na cetu;

- host — pOMeHHOe MMA y31a ceTu;

- Size — pasmep NakeTa A/ OTNPABKM, KOANYECTBO HalnT B
nakerte;

- count — KONMYeCTBO NaKeTOB AN1A Nepefayn;

- timeout — Bpema 0XuaaHua OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F|host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBoNOB;
size: (68..1518)/68 baitT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHga cny»kut ana nepeaaum 3anpocos (ICMP Echo-
Request) npotokona ICMP ykasaHHOMY Y37y CETU, a TaK e, 4NA
KOHTpoIA nocTynatowwmx otsetos (ICMP Echo-Reply).
-A.B.C.D.E.F - IPv6-agpec y3na ceTu;

- host — pOMeHHOe MMA y31a ceTy;

- Size — pa3amep NakeTa A5 OTNPaBKKU, KOJIMYECTBO 6aT B
nakerte;

- count — KONMYeCTBO NaKeToOB ANA Nepesayn;

- timeout — Bpema OXKuUAaHUA 0TBETa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host: (1..158) cumB0ON0B;
size: (64..1518)/64 baur;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpeaeneHve mapwpyTa TpaduKa 40 y3/1a HAa3HAYEHUS.

-A.B.C.D —IPv4-agpec y3na cetu.

- host — pOMeHHOe MMA y3na ceTy;

- Size — paamep NakeTa ANs OTNPABKKU, KOANYECTBO 6aT B

nakere;

- tt/| — MaKCcMMabHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYECTBO NOMbITOK Nepesayn NakeTa Ha KaxKaom

y4acTke;

- timeout — Bpema 0XuAaHuA OTBETA Ha 3anpoc;

- ip_address — IP-agpec nHTepdeica KommyTaTopa,

NCMONb3yeMbIit ANA Nepesaym NakeTos;

- tos — TUN cepBuca, NepesaBaemblii B 3aronoske npoTokona IP.
V' OnucaHue oWwKn60K Npu BbINONHEHUN KOMaHA, U

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source
ip_address ]

[tos tos]

host: (1..158) cumBonos;
size: (64..1518)/66baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

pe3ynbTaToB npuBegeHo B Tabanyax 5.12, 5.13
OnpeaeneHve maplupyTa TpaduKa 40 y3/1a Ha3HaYEHUA.
-A.B.C.D.E.F —IPv6-agpec y3na ceTu.

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa 414 OTNPaBKM, KOMYeCTBO 6aiT B

nakere;

- tt/ — MaKCcMManbHOE KONMYECTBO YHaCTKOB B MapLupyTe;

- count — KOIMYECTBO NOMbITOK NepeAayn nakeTa Ha Kaxkaom

yyacTtke;

- timeout — BpemA 0XuAaaHWA OTBeTa Ha 3anpoc;

- ip_address — IP-agpec nHtepdelica KommyTaTopa,

MCNoNb3yeMmblil ANA nepefayn NakeTos;

- tos — T1n cepsuca, NepesaBaemMblii B 3arooBke npoTtokoa IP.
V‘ OnucaHne owK60K NpU BbINOJHEHUN KOMaHA, U

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pesynbTaToB NnpuBeaeHo B Tabnumuax 5.12, 5.13
OTkpbiTve TELNET-ceccumn gns yana cetu.
-A.B.C.D -IPv4-agpec y3na cetu;
- host — pOMeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaet ciykba Telnet;
- keyword — Kno4YeBoe CNoBO.

) OnucaHue cneumanbHbix KOMaHa Telnet u KatoueBbIxX
V cnoB npuseaeHo B Tabnnuyax 5.14 , 5.15
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ssh {A.B.C.D | host} [port
port] [username username]
[cipher cipher]

host: (1..158) cumBonos;
port: (1..65535)/22;
username: (1..70)
CMMBOJI0B

OTKpbITME SSH-ceccun ana y3na cetu.

- A.B.C.D - IPv4-agpec y3na cetu;

- host — poMeHHOe MMA y3na ceTu;

- port — TCP-nopT, no KoTopomy paboTaet ciy*kba SSH;

- username — UMA NO/Ib30BaTeNA, NOL KOTOPbIM HEOHXOAMMO
BbINOJ/IHUTL BXOA,;

- cipher — BbibOp MmeToaa wudposaHus. MoaaeprKmBatoTca
cneayowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymonuaHuio npeanaraloTca Bce MeTobl.

resume [connection]

connection:(1..4)/
nociaeaHAs yCTaHOB/IEHHas
ceccun

MepekntoyeHne Ha gpyryto yctaHosneHHyo TELNET-ceccuto.
- connection — Homep ycTaHoBeHHoin TELNET-ceccun.

show cpu counters

MpPOCMOTP CHETYUMKOB NAKETOB LLEHTPaNbHOIO NpoLeccopa.

show users

OT0b6parkeHne nHbopMaLLMK 0 NONb30BATENAX, UCMO/b3YIOLLMX
pecypcbl yCTpOWCTBa.

show sessions

OTobpakeHne nHoopmauumn 06 oTkpbITbix TELNET-ceccuax K
YO3aNeHHbIM YCTPOMCTBaM.

show system
[unit unit_id]

unit_id: (1..4)/-

OTobparkeHne CUCTEMHOMN MHPOPMALIMM KOMMYTATOpa.
- unit_id — Homep ycTpoWicTBa B CTEKE (415 KOMMYTATOPa,
paboTatoLLero B aBTOHOMHOM PEXUME, NapameTp He
nmcnonbsyeTtca).
l MapameTp unit Nnpu BbINOIHEHUN KOMaHAbI AOCTYNEH
H TOJIbKO B peXXUMe CTEKUPOBAHUA.

show version

OTo6parkeHne TekyLell BEPCUMU CUCTEMHOTO MPOrPaMMHOTO
obecneyeHus, paboTaloLLero Ha yCTpoMCTBe.

show system tcam utilization
[unit unit_id]

unit_id: (1..4)/-

OTobparkeHue 3arpysku pecypcos namaT TCAM (KOHTEHTHO-
afpecyemas namaTb).
- unit_id — Homep yCcTpOICTBa B CTeKe (A1 KOMMYTaTopa,
paboTatoLLero B aBTOHOMHOM PEXUME, NapameTp He
ncnonbsyercs).

NapameTp unit Nnpu BbINOJIHEHMM KOMAHAbI A0CTYNEeH

. TONIbKO B peXXume CTeKMpoBaHuA.
KomaHpa «show sessions» otobpaykaeT Bce yaaneHHble COeAUHEHUA TO/IbKO U3 TEKyLUeWn
ceccuu. [laHHasa KOMaHAa UCNo/b3yeTca caegytowmm obpasom:

A

1. BbINOAHUTL NOAKAKOYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTAaTopa C NOMOLLbIO
TELNET nnun SSH;
2. BepHYTbCA B pPOAUTENbCKYID ceccuio (Ha KommyTtatop). [nA 3TOro Haxartb

KombuHauuio Knasuw <Ctrl+Shift+6>, oTnycTutb U HaxaTb <x> (uKc). Mpousongér
nepexoA B B POAUTENbCKYIO CECCULO;

3. BbINOMHUTbL KomaHay «show sessions». B Tabnuue A0/AXKHbLI NPUCYTCTBOBATb BCe
ucxopsdiume coegMHEHUA B TeKyLei ceccum;

4. pna Toro uTtobbl BEpPHYTbCA K CeccMM Y[anéHHoro Yycrpoiictea, Heobxoaumo
BbINO/IHUTb KOMaHAY «resume N», rae N — HoOmep coeguHeHUs U3 BbiBOAa KOMaHAbI
«show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexknme privileged EXEC umeeT cnegytowmin sua;:
console#
Tabnnuya 5.11 — KomaHabl ynpasaeHus cuctemon B pexkume privileged EXEC

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

reload [unit unit_id] KomaHgza cnyuT ana nepesanycka ycTponcTaa.

it_id: (1.4 . o
unit_id: (1..4) - unit_id — Homep yCTPOWCTBa B CTEKE.

reload in time YcTaHOBKa NpoOMeXKyTKa BpeMeHU, Yepes KOTopbI NpousonaeT

time: (mmm | hhh:mm) M
OT/IOXKeHHasn nepesarpysKka ycTponcTaa.

reload cancel - OTMeHa OT/I0KEHHOI Nepesarpysku.
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show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpyskM pecypcos
LLeHTpasibHOro npoueccopa.

show cpu input-rate

OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX GperiMmos,
0b6pabaTbiBaeMbIX MPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTU BXOAALLMX Gperimos,
06pabaTbiBaeMbix MPOLLECCOPOM MO TUMY TpadumKa.

show cpu rate-limits

OTobparkeHne OorpaHuYeHUn Mo CKOPOCTU A/1A BXOAAWMX
¢dpeitmoB, obpabaTbiBaeMbix MPOLLECCOPOM.

show tasks utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM pecypcos
LLeHTPaIbHOro NpoLeccopa A1a Kaxaoro npowecca.

clear cpu counters

- O6HyNeHWe CHETYMKOB NAKETOB LLeHTPasIbHOro npoueccopa.

show system id
[unit unit_id]

OTobpakeHne WHPOPMALUM  CUCTEMHOW  UAEHTUDUKauUK
yCTpoOWcTBa.
-unit_id — Homep ycTpoiCTBa B CTeKke (418 KommyTaTopa,
unit_id: (1..4)/- paboTalolero B aBTOHOMHOM peEXWMeE, MapameTp He
ncnonbsyercs).

Mapametp wnit_id npu BbINOAHEHMUM KOMAHADI
H AOCTYNEH TONbKO B PeXKMMe CTEKMPOBAHUA.

show system defaults
[{management|ipv6|802.1x|
port|fdb| multicast|port-
mirroring| spanning-
tree|vlan|voice-
vlan|network-security| dos-
attacks | ip-addressing| qos-
acl}]

OTob6parkeHne 3aBOACKMX HACTPOEK YCTPOICTBa.

show system mode

OTobparkeHne wuHbopmaumMm o napametpax GuabTPaLMM
Tpaduka.

show system resources tcam

OtobparkeHne noapobHon WHPopmauum o6 MCNob30BAHUM
pecypcos TCAM (Ternary Content Addressable Memory).

show system tcam utilization

OTobpakeHne KpaTkon uMHPopmaumm 06 UCNO/b30BaAHUK
pecypcos TCAM (Ternary Content Addressable Memory).

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console#traceroute eltex.com

3***

Type Esc to abort.

Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

Tabnnua 5.12 — OnucaHue pesynbTaToOB BbINOJIHEHWUA KOMaHAbIl traceroute

lone

OnucaHue

1

MopsaaKoBbI HOMEP MapLLIPYTM3aTopa B MYTU K YKa3aHHOMY Y371y CEeTH.

gateway.eltex

CeTeBoe MMA 3TOro MapLipyTM3aTopa.

192.168.1.101

IP-apgpec aToro mapwpyTtusaTtopa.

0 msec 0 msec 0 msec

Bpems, 3a KOTOpoe NaKkeT 6bln NepeaaH U BepHyACA OT MapLipyTM3aTopa.
YKasblBaeTcs ANA KaxA0M NONbITKM NepeAayn naketa.

an BbINOJIHEHUWU KOMaHAbI traceroute moryT ﬂpOMBOﬁTM OLLIVI6KVI, onucaHue oWwnboK npmeeneHoO B

Tabnunue 5.13.
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Tabnnua 5.13 — OwmnbKKM Npu BbINOJHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepesayn naketa
? HewnsBecTHbIM TMN NaKeTa
A AZMWHUCTPATUBHO HegocTyneH. O6bIMHO NPOUCXOaUT NpU 60KMPOBaHUK
ucxoaswero Tpaduka no npasunam B Tabamue gocryna ACL.
F TpebyeTca dparmeHTauma n yctaHoBka 6utos DF
H Y3en ceT HegoOCTYyNeH
N CeTb HeJOCTYMNHA
P MpoTokon HepgocTyneH
Q UcTouHMK nogasneH
R UcTekno Bpema NOBTOpHOM cbopku pparmeHTa
S OwmnbKa ncxoaalLero mappyTa
U MopT HepocTyneH

MporpammHoe obecneyeHne Telnet-knneHTa KOMMyTaTopa NOAAEPIKMBAET CreLMaibHble KOMaHAbl
— GYHKLMM KOHTPOA TepMUHana. [na BXoAa B PEKMM CneumnanbHbiX KOMaHg, Bo Bpemsa akTuBHoM Telnet-
CeccuMm UcnosbsyeTtca KombuHauma Knasmuw Ctrl-shift-6.

Tabnuua 5.14 — CneunanbHble KomaHabl Telnet

CneyuanbHasa KomaHoa

Has3HayeHue

AN Mepepatb no telnet paspbis coegmHeHuA

AN Mepepatb no telnet npepbiBaHue npouecca (IP)

AN K Mepeaatb no telnet yaanenme cumsona (EC)

AN o Mepeaatb no telnet npekpalteHune sBbisoga (AO)

Ant Mepepatb no telnet coobuieHune «Are You There?» (AYT) ana KoHTpons
NnoaKNto4eHUA

ANy Mepeaatb no telnet ctpanue ctpoku (EL)

AN x Bo3BpaT B peXXMm KOMaHAHOM CTPOKMU

TaK*Ke BO3MOXHO UCNO/Ib30BaHME A0NOAHUTENbHbIX OI'ILI,Mﬁ npu OTKPbITUN Telnet-ceccuu:

Tabnnua 5.15 — KntoueBble c10Ba, UCNob3yemble Npu oTKpbITUK Telnet-ceccuu

Onyus OnucaHue
/echo JlokanbHO BKAtOYaeT dpyHKUMIo echo (NogasaeHMe BbIBOAA Ha KOHCOJIb)
/quiet He gonycKkaeT BbiBOA, BCex coobLieHMi nporpammHoro obecneyexus Telnet

/source-interface

OnpegenseT nHTepdenc-MCTOYHUK

/stream

BkntoyaeT 06paboTKy NOTOKa, KOTOPbLIN paspellaeT HesawuueHHoe TCP-

coefmHeHWe 6e3 KoHTpoAA nocnesoBatenbHocTel Telnet. MoToKoBoOe coeanHeHUe
He obpabaTbiBaeT Telnet-onumm U MOXKET NCNONb30BaTbCA AN MOLK/IOUYEHUS K
nopTam, Ha KOTOPbIX 3anyLeHbl Nporpammbl KonnposaHusa UNIX-to-UNIX (UUCP)

NMbB0o Apyrve NPOTOKObI, He AsAlowmeca Telnet-npotokonamu.

KomaHObI 0ocmynHbie 8 pexcume 2106a0716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKM B pexknme rnobanbHoro KOHGUrypmMpoBaHUa MMeeT cneayowmnin Bua.:

console (config) #
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Tabnunua 5.16 — KomaHabl ynpaBaeHUsa CUCTEMOM B pexXume rnobasibHoro KoHGUrypmpoBaHUs

3HayeHue/ 3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

hostname name

name: (1..160) cumBosioB/-
no hostname

KomaHaa cnysut s 3aaHus CeTeBoro MMeHu yCTPOMCTBa.

BepHyTb ceTeBoe UMA YCTPOMCTBA B 3HAUEHWUE MO YMOYaHHIO.

no service cpu-input-rate

service Pa3pelunTb yCTpolicTBy NPOrpaMmHO U3MepsATb YPOBEHb
cpu-utilization 3arpy3sKu pecypcos LieHTpanbHOro npoleccopa KommyrtaTtopa.
-/BKAOYEHO
no service 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MepPATb YPOBEHb
cpu-utilization 3arpysKu pecypcoB LLeHTPabHOro npoLieccopa KoMmyTaTopa.
PaspelunTb ycTpPOMCTBY NPOrpaMMHO U3MEPATb CKOPOCTb
service cpu-input-rate BXoAsALWmMX bpeiimos 06pabaTbiBaeMbIX LEHTPAIbHbIM
NPOLLEcCCOpoOM KOMMyTaTopa.
-/BKAIOYEHO

3anpeTuTb YCTPOMCTBY NPOrPAaMMHO U3MePATb CKOPOCTb
BXoaAlmMX Gperimos 06pabaTbiBaeMbIx LLEHTPAbHbIM
NpoLLEeccopom KommyTaTopa.

traffic: (http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping,
igmp-snooping, mld-
snooping, sflow, log-deny-
aces, dhcpv6-snooping
vrrp, other);
pps: (8..1024)

service cpu-rate-limits
traffic limit pps

YCTaHOBKa OrpaHMUYEHUI CKOPOCTU BXoAALMX dpelimoB ans
onpefeneHHoro TMna Tpaduka.
- ppS - NAKETOB B CEKYHAY.

service tasks-utilization

-/BbIKNIOYEHO

no service tasks-utilization

Pa3pelunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb
3arpysKu pecypcos LLeHTPabHOro NpoLLeccopa KoMmyTaTopa
ONA KaXKA0ro CMCTEMHOrOo npouecca.

3anpeTuTb YCTPOWCTBY NPOrpamMmmHO M3MEPATb YPOBEHb
3arpy3Ku pecypcos LLeHTPabHOro NpoLLeccopa KoMmyTaTopa
ONA KaXKA0ro CMCTeMHOro npouecca.

reset-button {enable |

- -/BKNOYEHO
disable| reset-only} /

HacTpoWika peakuumn KoMmyTaTopa Ha HaxKaTne KHomnku F.

- enable — npu HakaTUM Ha KHOMKY A/UTENbHOCTbIO MeHee 10
C MPOUCXOAMT Nepesarpyska yCTpoMCTBa; Npw HaXKaTuKM Ha
KHOMKY AnunTesbHoCTbio 6onee 10 ¢ nponcxoauT copoc
YCTPOMCTBA A0 3aBOACKON KOHOUrypauuu;

- disable — He pearupoBaTb (O0TK/tOYEHa);

- reset-only — TonbKO nepesarpyska.

5.6 YnpaBneHue cTeKOM KOMMYTaTOpPOB

o ~ 1
CTeK KOMMYTaTOPOB GYHKLUMOHMPYET KaK eaMHOE YCTPOWCTBO M MOMKET BK/IHOYATh A0 3-X YCTPOMCTB',

MMeILNX cneaytowme poau, onpeaensemble Ux ngeHtTupurkatopamm (StackiD):

=  Master (StacklD 1) — Beaywmii KOMMyTaTOp, OH YNPaBASET BCEMM YCTPONCTBAMM B CTEKE.

=  Backup (StackiD 2) — pesepBHbIii Beaywmii KommyTtatop. EcnvM B cTeKe MNpUCYTCTBYET U
KOPPEKTHO YHKUMOHUPYeT ycTpoiicTBo co StackiD 1, TO 3TOT KOMMyTaTop ABAAETCA
nogyvHeHHbIMm. Mpu Bbixode M3 cTPos master-kommytatopa backup 6epeT Ha cebsa ponb
Begyllero ycrpoictea. B npouecce paboTbl NpPOUCXOAMT CUHXPOHM3aumAa  startup
KOHUrypauum mexay master n backup.

= Slave (StackiD 3) — nogYMHEHHbIN KOMMyTaTop. Takon KOMMYTaTOp He MOXeT paboTaTb B
OTCYTCTBUE BeAYLLErO YCTPOMNCTBA.

B perKMme CTEKMPOBAHMA KOMMYTaTOPbI MCNO/b3YIOT Napy NOPTOB ANA CUHXPOHM3ALMM cTeKa. Bbibop
NOPTOB 3aBMCUT OT MOAEeN I KOMMYTaTOpa:

1 v
B TeKyLlei Bepcmm nNporpammHoro obecnedyeHus.
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=  MES1024 ncnonbsyet Gi0/1 n Gi0/2;

=  MES1124, MES1124M uncnonb3yet Gi0O/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytot Gi0/27 n Gi0/28;
= MES2208 - TBD.

MopTbl, 3aHATble A9 CTEKMPOBAHMUA, MCMOAb3YIOTCA AAA nepedayn cayxebHol uHpopmauum u
TpaH3MTHOro TpaduKa mexay KommyTaTopamu cTeka. [logaeprkuBatoTca ABe TOMNOJOrMU CoeauHEHUs
YCTPOMCTB B CTEKE — KO/bLLEBAA U /IMHEHan. PeKoMeHAyeTcs MCNOAb30BaTh KOJbLEBYIO TOMOMOIMIO ANA
NOBbILLIEHMA OTKAa30yCTOMYMBOCTU CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,;

console#

Tabnnua 5.17— basoBble KOMaHAbIl, AOCTYMNHblE B pexxunme privileged EXEC

{standalone | stackable}

-/standalone

3HayeHue/
KomaHoa ”
3Ha4yeHue no Aelicmeue
YMOAYAHUIO
Onpeaenset pexxnm paboTbl KOMMYyTaTOpPa:
. - standalone — KommyTaTop MOXKeT paboTaTb KaK CamocTosiTe/lbHOEe
unit mode

YCTPOWCTBO;
- stackable — KommyTaTop mMoKeT paboTaTb B perKMme CTekKa.
CMeHa perkMma NpoucxXoauT Nocae nepesarpyskn KOMmyTaTopa.

unit renumber local after-
reset stack-id

stack-id: (1..3)/1

HasHauaeT Homep ycTpoiicTBa «stack-id» noKasbHOMY yCTpOKCTBY (Ha
KOTOPOM BbIMO/IHEHA KOMaHAa). KomaHAa MoxKeT 6biTb MCNO/Ib30BaHa B
pexxume «standalone» nnm B pexxnme «stackable» Ha Begywem
ycTpoictee. CMmeHa Homepa yCTPOMCTBa NPOU30MAET nocne
nepesarpyskum KommyTtatopa.

unit renumber current-id
after-reset new-id

current-id: (1..3)
new-id: (1..3)

HasHavyaeT HOBbIN HOMEp YCTPOMCTBA «new-id» KommyTaTopy C
Homepom «current-id». KomaHZa MoKeT 6bITb MCNONb30BaHA TONbKO
Ha BeAyLLeMm yCTPOMCTBE CTeKa.

CmeHa HoMepa yCTpoCTBa NPON30MAET Nocae nepesarpysku 3Toro
YCTpOMCTBA.

show unit [stack-id]

stack-id: (1..3)

OTobparkaeT MHGopMaL Mo 06 YCTPOMCTBAX, BXOAALLMX B CTEK.

Mpu BBOAE KOMaHApI 6e3 NnapameTpa oTobpaykaeTca KpaTkas
MHPopMauma 060 Bcex yCTPOMCTBAX CTEKa.

Mpw ykasaHumn «stack-id» otobparkaetcs nogpobHasa nHdopmaums o
BblbpaHHOM ycTpolicTBe.

- Mpumep MCNOAb30BAaHUA KOMAHAbl show unit:

console#show unit 1

Unit:

MAC address:
Master:
Product:
Uplink unit:
Status:
Active image:

Selected for next boot:

Topology is Chain

1
aB:f9:4b:81:61:40
Enabled.

MES-2124. Software:
0 Downlink unit: O.

master
imagel.
imagel.

1.1.16

stacking

Stack image auto synchronization is enabled
Unit Mode After Reset:
Unit Num After Reset: 1
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Tabnnuya 5.18 — OnucaHune pesynbTaToB BbINOJHEHNA KOMaHAbl «show unit»

BblBpaHHOro ycTponcTea

Mone OnucaHue
Unit: NpeHTudmKaTop BbIBPaHHOIO yCTPOICTBa
MAC address: MAC-agpec kKommyTaTopa
Master: PaspelweHure cTaTb BeAyLLMM YCTPOMUCTBOM B CTEKE
Product: OnncaHne moaenn KommyTaTopa
. . NaeHTudMKaTOp KOMMYTaTopa, MOAKIOYEHHOTO K BEPXHEMY CTEK-NOPT
Uplink unit: AeHTnd p ytartop 4 P y pTY

Downlink unit:

NoeHTUdrKaTOp KOMMYTaTOPa, NOAK/IOYEHHOTO K HUMKHEMY CTEK-NOPTY

BblbpaHHOrO ycTpoicTBa

Status:

TeKylwan ponb KOMMyTaTopa B CTEKe

Active image:

AKTUBHbIN 06pa3 MO

Selected for next boot:

O6pas MO, KoTopbli ByaeT aKTUBHbIM NOC/IEe Nepesarpyskm

Topology is

TeKyLLasa TononoruaA creka - chain (uenoyka) uau ring (KonbLo)

Unit Mode After Reset:

Pexknm paboTbl KOMMyTaTOpa nocse nepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTUdUKaTOp KOMMYTaToOPa, KOTOPbI NPUMEHUTCA NOC/e Nepesarpysku

YcTpoiicTBa ¢ oguMHaKoBbiMu ngeHtudurkatopamm «Unit ID» He moryT paboTtaTb B ogHOM

e CTeKe.

5.7 KomaHAabl ANA HAaCTPOMKMN NapaMeTpPoB ANA 3a4aHUA Naponen

,ﬂ,aHHblﬁ KOMN/1eEKC KOMaHA, npegHa3sHayvyeH 4NA 3a4aHNA MMUHUMANIbHOM C/IOXKHOCTM naponaA, a Takxe

ANA 3a4aHMA BpeMeHU AeNCTBMA Napons.

KomaHObI 0docmyrniHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUSA:

3anpoc KoOMaHAHOW CTPOKM B peKmnme rnobanbHoro KOHGUrypmMpoBaHMA UMEET CleayoWwmnin BUA,:

console (config) #

Tabanua 5.19 — KomaHap! ynpaBieHNa CUCTEMON B peXUme r1o6anbHOro KoOHGUIypupoBaHua

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHei

3afaeT BPEMSA *KU3HW naponeil. Mo ucteyeHnto 3aaaHHoro
CpoKa byaeT npeAnoxeHo CMeHWUTb Naposib. 3HadeHue 0
rOBOPUT O TOM, YTO BPEMSA KU3HM Naponeit He 3a4aHo

BoccTaHaBnMBaeT 3HauYeHMe No YMOIYaHUIO

passwords complexity
enable

-/BbIK/OYEHO

Bk/itoyaeT orpaHuyeHne Ha popmat napons

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

Bk/itoYaeT orpaHuyeHue, 3agatoliee MMHUManbHoe
KOJIMYECTBO KNACcCOB CMMBO/IOB (CTPOYHble BYKBbI, 3arn1aBHble
6YKBbI, UMdPbI, CUMBObI)

BocctaHaBnvBaeT 3HaveHue no YMON4YaHUIO

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaet orpaHu4YeHne Ha MMHUMaNbHYO A/IMHY NAapPOoaA.

BocctaHaBnvBaeT 3HaveHue no YMON4YaHUIO
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passwords complexity no-
repeat number

no password complexity
no-repeat

BkitoyaeT orpaHuyeHue, 3agatolee MakCMmanbHoe
KO/IM4ecCcTBO Nnocnenosate/ibHO MNOBTOPAKOLWMXCA CUMBO10B B

number: (0 ..16)/3 HOBOM napone.

BoccTaHaBnMBaeT 3HavYeHMe No YMONYaHUIO

passwords complexity not-
current

3anpeLlaeT Npu CMEHE NapoiA UCNONb30BaTh B KaYecTse
HOBOFO CTapbIi

no passwords complexity
not-username

-/BK/IOYEHO
no passwords complexity .
Pa3pelaeT ncnonb3oBaTh CTapbllii NAaposib NPU CMEHe
not-current
passwords complexity not- 3anpeLlaeT UCNOb30BaTh B KAYeCTBE Napoas UM
username nosnb3oBaTens
-/BK/IOYEHO

PaSDELIJBET MUCNO/Ib30BaTb B Ka4eCTBe Napo/sia uma
nonb3osatena

Tabnuua 5.20 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC

KomaHoa

Aeiicmeue

show passwords
configuration

OTobpaskaeT MHPopmaumio 06 orpaHMYeHMAX Ha Napoau

5.8 Pab6ora c paitnamm

5.8.1 OnucaHue aprymeHTOB KOMaHA

Mpu ocywecTBNeHnn onepaumii Hag Gpannamu B KauecTBe aprymeHTOB KOMaHZ BbICTynatoT aapeca

URL -

onpeagennTenn MeCTOHaxoXaeHunAa pecypca.

OnncaHne KAlO4YeBbIX CANOB,

onepaumax, npuseaeHo B Tabaunue 5.12.

Tabnuua 5.21 — CNrCcok KAtoYeBbIX CI0B U UX ONUCaHne

Knrouyesoe cnoeo

OnucaHue

flash://

McxoHbIV agpec unmn agpec Mecta HazHauyeHUs A1 SHEPTOHE3aBUCUMOM NaMATH.
JHeproHesaBncUman NamaATb UCNOb3YeTca No ymonvaHuto, ecnmn agpec URL onpeaeneH 6es
npedukca (npedukcamu asnatotca: flash:, tftp:, scp:...).

running-config

dalin Tekylwen KoHoUrypaumm.

startup-config

dalin nepBoHavanbHOM KOHdUIypauuu.

Ecnun ncxogHbil paiin — aaHHbIN 06pa3 aKTUBHbIN.

image . . .
Ecnu ypaneHHbIvi dpaiin — faHHbIN 06pa3 He aKTUBHBIN.
boot 3arpy3ou4Hblii painn.
McxopHbl agpec nam agpec mecta HasHadeHus gna TFTP-cepsepa.
tftp:// Cuntakcuc: tftp://host/[directory/] filename. ) .
host — moxeT 6bITb IPv4-agpecom nnm ceteBbiM MMeHeM yCTPOKCTBa, directory — kaTanor,
filename — uma daina.
McxopHbIv agpec namn agpec mecta HasHadyeHus ana SSH-cepsepa.
scp:// Cuntakcuc: scp://[username[:password]@]host/[directory/] filename
username — uma nonb3oatens, password — naponb nosnb3osartens, host — IPv4 agpec nam
ceTeBOe MMA YCTPONCcTBa, directory — katanor, filename — uma daiina.
xmodem: McxoaHbi agpec daiina npu ncnoab3oBaHUM NpoTokoaa X-modem no nocnefosateslbHOMY

COeANHEHNIO.

unit://member/ startup-
config

KoHourypaumoHHbIi daitn, ncnonbyemblii Npu 3anycKe yCTPOMCTBA.
member — MoXeT 6bITb IP-afpecom nam ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKe.

unit://member/ image

dainn cuctemHoro MO Ha ycTpoWcTBE UM Ha OAHOM U3 YCTPOMCTB CTeKa. [ANA KONMpPOBaHUA C
BeyLLLEero yCTPOMCTBa Ha BCe OCTa/ibHble MOAYIN MOXKHO B 3/leMeHTe member Ucnonb3osaTb
«*»,

member — MOXeT bbITb IP-afpecom uam ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.

MCNoNb3yembiX B
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3arpy3ouHblit hana Ha yCTPOMCTBE AW HA OAHOM M3 YCTPOMCTB cTeKa. [1na KonnposaHuUA ¢
BeyLLEro yCTpoiCTBa Ha BCe OCTa/IbHblE MOAY/IN MOXHO B 3/IeMeHTe member UCnonb30BaTb

unit://member/ boot *r
(M,
member — MoXeT 6bITb IP-afpecom uau ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKE.
null: MycToe mecTo HazHa4YeHUA Aaa Konui uam ¢annos. MoXKHO KONUMPOBATL YAANEHHbIM dalin K
’ nycTomy yKasatento, 4Tobbl onpeaenunTtb ero pasmep.
logging daiin c nctopmelt KomaHa,
unit://member/ backup- PesepBHbI daiin KOHOUTYpPaLMK HA YCTPOCTBE UM HA OAHOM U3 YCTPOMCTB CTEKa.
config member — MoXeT 6bITb IP-afpecom uau ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKE.

5.8.2 KomaHpapbl ana pabortbl ¢ paitnamu

KomaHabl ana paGOTbI C d)aVlﬂaMM AOCTYNHbI TOZIbKO NPUBUNETNPOBAHHOMY NOJZ1Ib30BATENIO.

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin sua;

console#

Tabnunua 5.22 — KomaHabl ans pabotbl ¢ dpaiinamm B pexkmume Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

copy source-url destination-
url [snmp]

copy source-url image

copy source-url boot

copy source-url running-
config

copy source-url startup-
config

copy running-config
destination-url

copy startup-config
destination-url

source-url:
(1..160) cumBonos;

destination-url:
(1..160) cumsonos;

KonupoBaHue dalina 3 MecTononoXeHma NCTOYHUKA B
MECTOMO/IOMKEHNE Ha3HaYeHus.

- SNMp — UCNO/Ib3YeTcA TONIbKO KOraa KonvpoBaHue
ocyulectensetca ns/s startup-config. Cneunduumnpyer
MCNONb30BaHME UCXOLHOTO afpeca Uau agpeca mecta
Ha3sHayeHuA B popmate SNMP;

- source-url — mectononoxeHune konupyemoro ¢aina;

- destination-url — appec mecta HazHayeHus, Kyaa dain byaer
CKOMMPOBaAH.

KonupoBsaHue datina cuctemuoro MO c cepsepa B
SHEeProHe3aBUCUMYIO NAMATb.

KonupoBsaHwue 3arpy3oyHoro ¢aiina c cepsepa B
3HEeproHe3aBUCUMYIO NAMATb.

KonupoBsaHue daiina KoHoUrypaumm c cepeepa B TEKYLLYHO
KOHdUrypaumtio.

KonupoBsaHue ¢dalina KoHduUrypauum c cepeepa B
nepBOHaYasbHy0 KOHbUrypaLmio.

CoxpaHeHue TekyLuei KoHdUrypauum Ha cepeepe.

CoxpaHeHwue nepBoHayanbHOW KoHbUrypaLumm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwe TeKyLei KoHOUTypaLmmn B nepBoHaYasbHyo
KOHUrypaumio.

copy running-config file

CoxpaHeHue TeKyLen KoHOUIypauumn B 3a4aHHbIN pe3epBHbIl
daiin KoHbUrypauum.
MNoapepnsaetca ABa dalina KoHdurypauum.

copy startup-config file

CoxpaHeHwue nepBOHaYaibHOM KOHGUIYpaL MM B 3aAaHHbIV
pesepBHbIi Gpain KoHPUrypaumu.

copy running-config
backup-config

CoxpaHeHue TeKyLel KoHUrypaLmmn B pesepBHbii dain
KoHbUrypauuu.

copy startup-config
backup-config

CoxpaHeHwue nepBoHaYanbHOM KOHOUIYpaLUn B pe3epBHbIii
dain KoHduUrypauum.

dir

OTobparkaeT cnncok ¢ainioB Bo GA3W-NamaTh
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more {flash://<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumsonos

OTobparkaeT cogepxumoe daina.
- startup-config — otobparkaer cogepkumoe daiina
nepBOHaYaibHOW KOHOUTypauuuy;
- running-config — oTobpakaeT cogepumoe dpaiina TekyLien
KoHbUrypauuu;
- flash:// — oto6paraeT dpaitnbl ¢ USB flash-HakonuTeneit;
- mirror-config — oTobparkaeT cogepxumoe dalina Tekylen
KOHPUrypaLmm ¢ 3epKana;
- file — vims darina.
daitnbl otobpaxkatorca B popmate ASCII, 3a

e UCK/loYeHnem image, KoTopble oTobpaxatoTca B
wecTHaauatepuyHom popmare.
* prv daiinbl He oTobparkaloTca.

delete url

Ypanenue ¢aiina c GAsw-namaTv yCTpoICTBa.
daiinbl *.prv, image-1 n image-2 He MoryT 6bITb yaaneHbl.

delete startup-config

YpaneHue ¢alina nepsoHayvanbHON KoHUIypauuu.

boot system
[unit unit] {image-1|
image-2}

unit: (1..4)

OnpeaenseT daitn cuctemHoro MO, KoTopbl ByaeT 3arpyKeH
npu 3anycke.

- unit — Homep yCTPOWCTBa B CTEKe (419 KoMMmyTaTopa,
paboTatoLLero B aBTOHOMHOM PEXUME, MapaMeTp He
ncnonbsyercs).

boot system
inactive-image [unit unit |
all]

3arpyska ¢ HeaktTusHoro ¢aina cuctemroro MO. NoBTOPHbIN
BBOJ, KOMaHAbl AeNaeT aKTUBHbIM Terywmi ¢ain MNO.

show running-config

OTobparkaeT cogeprkumoe dalina TekyLel KoHbUrypaumm.

show startup-config

OTobparkaeT cogeprkumoe ¢daliia nepBoHavabHOM
KOHUrypaumu.

show bootvar [unit unit]

unit: (1..4)

MoKasbiBaeT akTUBHbIN dalin cuctemHoro N0, KoTopbi
YCTPOICTBO 3arpy»KaeT Npu 3anycke.
- Unit — HOMep yCTPOICTBa B CTEKe (419 KoMMmyTaTopa,
paboTaloLLero B aBTOHOMHOM peXxnme, napameTp He
ncnonbsyeTtca).
Mapamertp [unit unit] npu BbINONHEHUN KOMaHAbI
,’ [OCTYMNEH TONIbKO B PeXXUme CTeKUPOBaHUA

write [memory|terminal]

CoxpaHeHwue TeKyLeit KoHburypauumn B dain
nepBOHaYaNbHON KOHOUTYpauuu.

rename url new-url/

url: (1 .. 160)

N3meHeHne umeHu daina.
- url — Terywee uma daiina;
- new-url — HoBoe nms daina.

CyLLecTBYIOT HEKOTOpPble HeonycTMmMble KOMOMHAL MU MEeCTONONOXKEHUA U mecTa
’ Ha3HayeHus. Henb3sa KONMpPOBaTb B CEAYIOWUX CAYYAAX:
. oo . " "
ec/n ucxogHblii paiin n paiin HasHaueHUA — OAMH U TOT XKe Paiin;

— Xxmodem He moKeT 6biTb agpecom HasHauyeHusa. Mo X-modem c agpeca
MCTOYHUKA ¢aiin moxKeT 6bITb CKONMPOBaH TONbKO B ¢paitn cuctemHoro MO,
B 3arpy304HbIN ¢aiin uaum B null;

— cepBep TFTP He moXKeT 6bITb aapecom UCTOYHMKA U aAPecoMm HasHauyeHus
ANA OAHOI KOMAHAbI KONMUPOBAHUSA;

—  *.prv ¢aitnbl He MoryT 6bITb CKONMPOBaAHbI UM NPOYUTAHDI;

— KomnupoBaHue K/OT YCTPOWUCTB CTeKa, paboTalowmx B BeAOMOM pexKume,
BO3MOXHO TONbKO Ana ¢aina cucremHoro MO u ¢aina HavanbHoro
3arpysuuka.
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Tabnnua 5.23 - OnncaHMe NPU3HAKOB KONMPOBaHUA

lpusHak

OnucaHue

BocKkauLaTeNbHbIM 3HaK 03HAYAET, YTO NPOLLECC KONMPOBAHUA UAET YCMNELIHO.
KasKablii BOCKAMLATENbHbIM 3HAK YKa3blBaeT Ha YCMeLLHyo nepeaady 4ecatu
nakeToB (512 6aTOB KaKablit).

TouKa 03HavaeT, YTO NPOLLECC KONMPOBaHMA NpepBaH. HeCKObKO ToYeK noapsas,
03HayYaeT, YTo B NpoLLecce KONMPOBAHMA BO3HMKAA OWMBKa.

[pumepbl UCI016308GHUA KOMAHO.

= Ypanutb ¢painn test ns sHeproHe3aBUCUMON NAMATH:

console# delete flash:

Delete flash:test?

test

[confirm]

Pe3ynbTaT BbINOJIHEHUS KOMAHAbI: NOCNE NOATBEPKAEHUA dalin byaeT yaaneH.

5.8.3 KomaHpbl ana pesepsmMpoBaHMAa KOHGUTrypauum

B gaHHOM paszesie onncaHbl KOMaHbl HACTPONKM pe3epBMPOBaHUA KOHOUIypaLmMm nNo Tanmepy nim

NpwW coXpaHeHuu TekyLwen KoHdurypaumm Ha flash-Hakonutens.

KomaHObI 0docmyrniHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUSA:

3anpoc KOMaHAHOM CTPOKK B pexume rnobasbHOro KOHGUIypMpoBaHUA UMEET CaeayoWwmii BUA;:

console (config) #

Tabnuua 5.24 — KomaHabl ynpaBieHUsA CUCTEMON B pexxmnme rnobanbHOro KOHPUrypmpoBaHua

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

backup server server

no backup server

server: (1..22) cumBonos

YKazaHue tftp-cepsepa, Ha KOTOpbI ByaeT NPOU3BOAMUTLCA
pesepsupoBaHue KoHoUrypauun. Ctpoka B popmare
«tftp:/ /XXX XXX XXX XXX »,
«scp://[[username][:[password]]@]host».

YpaneHue cepsepa ANa pe3epBupoBaHuA.

backup history enable

no backup history enable

-/BbIK/IIOYEHO

Bkatountb COXpaHeHUne UCTOPUKN pe3epBHbIX KONWi.

OTKAOYUTD COXpaHEeHUEe NCTOPUN pe3epBHbIX KOMWWA.

backup path path

no backup path

path: (1..128) cumsonos

YKasaHue nyTv pacnonoxkeHus daina Ha cepsepe U npeduKca
daina. Mpu coxpaHeHun K npedurKcy byaer obasnatbea
TeKyLLas aata v Bpems B bopmare rrrrMmaaq4mmcc.

YpaneHue nytm ans pesepsupoBaHus.

backup time-period timer

no backup time-period

timer: (1..35791394)
MUH/720 MUH

YKaszaHuMe NpoMesKyTKa BPeMeHMU, Mo UCTeYEHMUU KOTOPOro
6yAeT OCyL,ecTBAATLCA aBTOMATMYECKOE pe3epBrpoBaHmne
KOHbUrypauum.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO

backup auto

no backup auto

-/BbIK/IIOYEHO

BK/ItOYEHWE aBTOMATUUYECKOTrO pe3epBnpoBaHua
KOHbUrypauuu.

YcTaHOBKa 3Ha4YeHuna no YMOI4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

BrAtoueHWe pe3epBMPOBaHUA KOHOUIYPaL MK NPU COXPaHEHUN
nonb3osaTenem KoHdurypaumum Ha flash.

YCcTaHOBKa 3HAY€HUA NO YMOYAHUIO.
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Tabnnua 5.25 — KomaHabl ynpasaeHus cuctemont B pexkume Privileged EXEC

KomaHoa Aelicmeue
show backup OtobparkaeT MHGOPMALLMIO O HACTPOMKaX Pe3epPBMPOBAHUA KOHPUTypaLMK.
show backup history OTob6parkaeT UCTOPUIO YCMNELIHO COXPAHEHHbIX Ha CEPBEP KOHOUTYypaunii.

5.8.4 KomaHabl onsa aBTOMaTUYECKOro 06HOBNEHUA U KOHPUTYPUPOBaAHUA

lpoyecc asmomamuyeckoz20 obHoeneHun

KommyTaTop 3anyckaeT npouecc aBTOMaTuyeckoro obHoBneHusa, 6asupyrowminics Ha DHCP (mo
npouecca aBTOMaTUYECKOM KOHGUIypaLuumn), ecm oH BKAOYEH U nmA TekcToBoro dairina (DHCP-onuusa 125),
coaepKawero nma obpasa NO, 6110 NpegocTaBneHo cepeepom DHCP.

Mpouecc aBToMmaTUyeCcKoro 0B6HOBEHWNS COCTOMUT M3 cneayroumx waros:

1. KommyTaTop 3arpy:KaeT TeKCTOBbli dain 1 ymTaeT us Hero uma ¢daina obpasa MO Ha TFTP-
cepsepe;

2. KommyTtaTop cKauymBaeT nepsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepsepa, B KOTOPOM
coaeputca sepcma MNO;

3. KommyTtaTop cpaBHUBaET Bepcuto ¢aina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
akTMBHOro obpasa MO KommyTaTopa. Ecin oHM OT/IMYAKOTCS, KOMMYTaTOp 3arpyxaet obpas MO
¢ TFTP-cepBepa BMecTO HeaKTMBHOro obpasa O kKommyTaTtopa W AenaeT gaHHbli 0bpa3
aKTUBHbIM;

4. Ecnvo6bpas MO 6bin 3arpykeH, TO KOMMYTaTOp Nepe3arpyrKaercs.

Mpoyecc asmomamuyeckoz2o KOHpu2ypuposaHus

KommyTaTop 3anyckaeT npoLecc aBToMaTUYecKoro KoHourypuposaHua, 6asmpytowmiica Ha DHCP,
NP1 BbINOJHEHUN CeAYIOWMNX YCOBUIA:

1. AsTOMaTMyecKoe KOHPUrypnpoBaHMe paspeLleHo B KOHOUrypaLmu.

2. OtBer DHCP-cepsepa cogeput IP-agpec TFTP-cepBepa (DHCP-onums 66) u ums daina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

V MonyueHHbI ¢paiin KoHUrypauum gobasnserca K TeKyweit (running) KoHdpurypauum.

Ecan nonb3oBaTesnb BKAOUMA aBTOMATMUYeCKOoe coXpaHeHue (KomaHpa boot host auto-
V save), To Tekywasa (running) KoHdurypauma 6yaeTr cCKONMpoBaHa B MNepPBOHAYa/IbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NonbITKy 3arpy3nTb KOHOUIYpaLMIo, eCv BbIMONHAETCA OA4HO U3 YC/0BUI:

1. KommyTaTop MMeeT KOHOUIypaumio No YMOIYAHMIO;
2. [o nepesarpy3kuM KOMMyTaTopa nosb3oBaTesiem Oblna BBefeHa KOMaHAaa «boot host dhcp»,
KoTopas ¢opcupyeT nosyyeHne KoHOUIrypaLmm npu 3arpyske.

KomaHObI, docmyrnHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKM B pPeXKMME r106anbHOro KOHGUIYPUpPOBaHUA UMEET CAeayIOLNIA BUA:

console (config) #
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Tabnnua 5.26 — KomaHabl ynpaBaeHUsa CUCTEMOW B pexume rnobasibHOro KoHGUrypupoBaHus

3HayeHue/ 3HayeHue no

no boot host auto-config

KomaHoa Aelicmeue
yMOn4YaHuro
. BK/IlOYEeHMe aBTOMATUYECKOTO KOHOUIYpUPOBaHUA
boot host auto-config durypup
-/BKAKOYEHO 6asmpytoweroca Ha DHCP.

YCTaHOBKa 3HAY€HUA NO YMOHAHUIO.

boot host auto-save

no boot host auto-save

-/BbIK/IIOYEHO

BK/IlOYEHWE aBTOMATUYECKOrO COXPAHEHUS TEKYLLEN
KOHbUrypaLumn B NnepBOHaYasibHyIO NOC/E NONYYEeHUs ee No
TFTP.

YcTaHOBKa 3Ha4YeHUA nNo YMOI4aHUIO.

boot host auto-update

no boot host auto-update

-/BKIOYEHO

BKtoYeHWe aBTOMaTUYECKOro KOHOUTYpUpoBaHUA
6asupytoweroca Ha DHCP.

YcTaHOBKa 3Ha4YeHuA no YMOI4aHUIO.

boot host dhcp

no boot host dhcp

-/BbIK/IIOYEHO

Bk/itoYEHWE NPUHYAUTENBHOM 3arpy3ku KoHbUrypauum npu
cnepyroLLem BKAOYEHUN KOMMyTaTopa.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

KomaHOwbi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKKM B pexume privileged EXEC nmeeT cnegytowmin BuA;:

console#

Tabnnua 5.27 — KomaHabl ynpasneHuns cuctemon B pexkume privileged EXEC

KomaHoa

3Ha4yeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show boot

MpPOCMOTP HAaCTPOEK aBTOMATUYECKOro 06HOB/IEHUA U
KOHOUrypMpoBaHus.

= [lpumep KOHOUrypaumum ISC DHCP Server:

text

}i

unsigned integer 8,

unsigned integer 8,
unsigned integer 8,

option image-filename code 125 = {
unsigned integer 32,

35265 (Eltex)
#data-len.

obpaza IIO

host mes2124-test {
hardware ethernet a8:£f9:4b:85:a2:00;
filename "mes2124-test.cfg";
option image-filename 35265 18 1 16 "mes2000-1144.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

#enterprise-number. MmeHTuduKaTOp NPOMU3BOIOUTENH,

InyHa BCeX IOaHHEIX OIILMMU.
option-data + 2.
#sub-option-code.
#sub-option-len.
#sub-option-data. Mma TexcToBOTO Odaiina,

Kon nmomonuuy, BCerma paBeH 1
InvHa CcTpokM sub-option-data
comepXamero MM

# MAC-ampec koMMyTaTOpa
#1uMa KOHOMIT'ypaLuM KOMMYyTaTopa

danna,
#IP-ampec TFTP-cepBepa
#IP-agpec koMMyTaTopa

5.9 HacTtpo#iKa cucTeMHOro BpemeHu

ABTOMATMUYECKMIA nepexos Ha JNeTHee Bpems OCyLLeCcTBAAETCA B COOTBETCTBUU CO
craHpgaptamu CLUA u EBponbl. B KOHGuUrypauum moryt 6biTb 3agaHbl Nt0bble gaTta U Bpems

ANA NepexoAa Ha ieTHee Bpems U o6paTHo.
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KomaHOb! pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexkume Privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabanuya 5.28 — KomaHAbl HACTPOMKM CUCTEMHOTO BpemeHu B pexxume Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

clock set hh:mm:ss day
month year

clock set hh:mm:ss month
day year

hh: (0..23), mm: (0..59),
ss: (0..59), day: (1..31);
month: (Jan..Dec);
year: (2000 — 2037)

PyyHas ycTaHOBKa CUCTEMHOrO BpeMeHM (KomaH4a A0CTynHa
TO/IbKO A8 NPUBUIETMPOBAHHOIO NOJb30BaTENA).

- hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;

- day — peHb; month — mecau,; year — rog,

show sntp configuration

MokasbiBaeT KoHbUrypauuio npoTokosia SNTP.

show sntp status

MNMoKa3biBaeT cTaTyc npoTtokona SNTP.

KomaHOobi pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabanuya 5.29 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexxnme « EXEC»

KomaHda

3Ha4yeHue

Aeiicmeue

show clock {sntp | ntp}

show clock detail

MokasbiBaeT cuctemMHoe Bpemsa u aaTty
- sntp — c nomoubto npoTokona SNTP;
- ntp — ¢ nomoLbio NnpoTtokoaa NTP.

JononHutensHo 0T06pa>+(aeT napameTpbl HaCoBOro nNoAca n
nepexoaa Ha /1eTHee Bpema.

KomaHObl 0docmyrniHbie 8 pexcume 2106a71bH020 KOHU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKK B pexume rnobasbHOro KOHGUrypMpoBaHUA UMEET Caeayowmii BUA;:

console (config) #

Tabnnua 5.30 — CAMCOK KOMaHZ A1 HACTPOMKM CUCTEMHOIO BPEMEHM B pexume rnobanbHoro
KOHbUrypuposaHuma
3HayeHue/3Ha4yeHue no o
KomaHda / Aeiicmeue

ymon4yaHuro

clock source {sntp | ntp}

no clock source

-/BHELIHUI UCTOYHUK He
ncnonbsyerca

Mcnonb3oBaHMe BHELWHEro NCTOYHUKA A/1A YCTAaHOBKM
CMCTEMHOrO BpeMeHM:

- sntp — no npotokonay SNTP;

- ntp —no npotokony NTP.

3anpeu.|,aeT MCNONb30BaHME BHELWIHEro MUCTOYHUKa ANnA
YCTAHOBKU CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / HeT
OnucaHus 30Hbl

hours-offset: (-12..+13)/0;

minutes-offset: (0..59)/0

YcTaHaB/MBaeT 3Ha4YeHMe YacoBoro nosca.

- zone — cnoso, cpopMMpoBaHHOE U3 NepBbix OYKB
CNIOBOCOYETAHWUA, KOTOPOE OHO 3aMeHseT (onMcaHue 30Hbl);
- hours-offset —4yacoBoe cmelLeHNe OTHOCUTENbHO HYNEBOTO
mepuanaHa UTC;

- minutes-offset — MMHYTHOE CMelLeHne OTHOCUTENBHO
Hynesoro mepuanaHa UTC.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eu|

{week day month hh:mm
week day month hh:mm}}
[offset]

no clock summer-time

zone: (1..4) cumsona/ HeT
OMUCaHNA 30HbI
week: (1..4, first, last);
day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymonuyaHutio nepexon,
Ha neTHee Bpems
BbIK/IIOYEH

3apgaeT faty v Bpema 418 aBTOMATMYECKoro nepexoaa Ha
NneTHee Bpems M BO3BpaTa 06paTHO (415 onpeaeneHHOro
roga).

MepBbiM B KOMaHAE YKa3blBAETCA ONUCAHUE 30HbI, BTOPbIM
Bpema A/1A nepexona Ha neTHee Bpems U TpeTbUM Bpems ans
BO3BpaTa.

- zone — cnoso, cpopMMpoBaHHOE U3 NepBbix OYKB
CNIOBOCOYETAHMA, KOTOPOE OHO 3aMeHsAET (OnMcaHue 30HbI);

- date —uucno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, A06aBAAEMbIX NPU Nepexoae Ha
NeTHee Bpems.

3apaet Aaty M Bpema 414 aBTOMaTUYeCKoro nepexoaa Ha
NeTHee BpeMA M BO3BpaTa 06paTHO B PeXKMME eXKerogHo.

- zone — cnoBo, CGOPMUPOBAHHOE U3 NepBbIX BYKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMEeHSAET (ONMCaHMe 30Hbl);

- usa — yCTaHOBWUTb NPaBMa Nepexosa Ha neTHee BPeMs,
ucnonbsyemblie 8 CLUA (nepexog Bo BTOpoe BOCKpeceHbe
MapTa, 0bpaTHO B NepBOe BOCKpeceHbe HOAbPsA, B 2 Yaca yTpa
No MECTHOMY BPEMEHMU);

- eu — yCTaHOBWTb NPaBuIa Nepexosa Ha NeTHee BPeMS,
ucnonbsyemble EBpocoto3om (nepexos B nocnegHee
BOCKpeceHbe MapTa, 0bpaTHO B nocnegHee BOCKpPeceHbe
OKTs6p#, B 1 yac yTpa no puHBKYY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hegena mecAua;

- day — peHb Hegenw;

- month — mecsau;

- offset — konnyecTBo fobHaBAAEMbBIX MUHYT NPU Nepexoae Ha
NeTHee Bpems.

OTK/OYaeT aBTOMATUYECKMI Nepexos Ha eTHee Bpems.

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumsonos/
BbIK/IIOYEHO

YcTaHaBAMBaET KoY NPOBEPKM MOAAMHHOCTM AN NPOTOKONA
SNTP.

- number — Homep Kntoua;

- value — 3Ha4YeHue Knuya.

Ypanaert KN4 NpoBepKU NOAIMHHOCTY AN1A NpoToKoia SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NOAANHHOCTH
He TpebyeTca

TpebyeT npoBepKy NOAAMHHOCTU AR NOAYYEHUA
MHpopmauum ot NTP-cepBepoB.

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295)/
BbIK/IOYEHO

OcyLiecTBnAeT NPOBEPKY NOAJIMHHOCTU CUCTEMbI, OT KOTOPOW
CUHXPOHU3MpyeTcA ¢ nomolLbto SNTP no 3agaHHOMY Katouy.
- key-number — Homep Kntoya.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

sntp client poll timer
seconds

seconds: (60 .. 86400)/

YctaHaBauBaet Bpems onpoca ana SNTP-kauneHTa.

R . 1024
no sntp client poll timer YcTaHaBMBAET 3HAYEHME MO0 YMOYAHMIO.
sntp broadcast client
enable Paspewaet paboTy wnpoKoseLaTenbHbiXx SNTP-K1MEHTOB.
- -/3anpeleHo
no sntp broadcast client P
YcTaHaBAMBaeT 3Ha4YeHMe MO YMOMYAHWIO.
enable
Paspewaet paboty SNTP-KnneHTam, noaaepKMBaloLLMM
sntp anycast client enable METOZ, PaCcCbl/IKM NAaKeToB, MO3BOAIOWMIA NOCLINATL AAHHbIE
-/3anpeweHo 6anKalwemy yCTPOCTBY U3 rpynnbl nosyyaTtenei

no sntp anycast client
enable

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);

Paspewaet paboty SNTP-KAneHTam, No4aepKUBatoLLMmM
MEeTO/, PAcCbI/IKM NAaKeTOB, MO3BONAIOLLMI NOCbINATL AaHHbIE
6unKalwemy yCTPOMUCTBY M3 TPynnbl NoJlyyaTenel, a TakKe
LWnpoKoselatenbHbiM SNTP-KiMeHTam gnsa BblbpaHHOroO
MHTepodeica.

- noapobHoe onncaHne MHTEPPENCOB U3N0KEHO B pasaene

no sntp unicast client poll

group: (1..16); o
. «KoHdurypuposaHue nHtepdelicos».
. vlan_id: (1..4094) urypup pd
no sntp client enable
S . /3anpelueHo
{ gigabitethernet gi_port |
fastethernet fa_port | YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.
port-channel group |
vlan vian_id}
sntp unicast client enable PaspewaeT paboTy ogHoaapecHbix SNTP-KANeHTOoB.
no sntp unicast client -/3anpeweHo
YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
enable
. . PaspeluaeT nocnefoBaTe/IbHbIM ONPOC 3a4aHHbIX
sntp unicast client poll p A P A
-/3anpeuyeHo oaHoagpecHbIx SNTP-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

sntp server

{ipv4_address |
ipv6_address |
{ipv6-link-local-address }
%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server
{ipv4_address |
ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }/
hostname}

hostname: (1..158)
CUMBOJIOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - |pv4-agpec y3na ceTy;
- ipv6_address - Ipv6-aapec y3na ceTu;
- ipv6z-address - lpv6z-aapec y3na cetn ana ping.
dopmat agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbIl IPv6 agpec KaHana;
interface-name —Mma ucxogawero nHtepdelica sagaerca B
cnepyrowem dopmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — poMeHHOEe MSA y3/1a CeTu;
- poll — BKAtouaeT onpoc;
- keyid — vaeHTUPUKaTOP Katoya.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpepgenaet UDP-nopT SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

Pa3pelaeT nonyyeHne TakMx AaHHbIX KaK 4HacoBOWM NOAC U
netHee Bpems ot DHCP-cepsepa.

3anpeLyaeT NOAyYeHUA TaKMX AaHHbIX KaK 4acoBOM MNOAC U
netHee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica

3anpoc KOMaHAHOW CTPOKK B PeXKMME KOHPUIYpUpPOBaHUA nHTepdelica MMeeT Cneayowmii BUA:

console (config-if) #

Tabnnuya 5.31 — CNMCOK KOMaHA A5 HaCTPOMKM

CUCTEMHOTO BPEMEHMU B PEXMME KOHOUTYPUPOBAHMUA

nHTepdelica
3Ha4yeHue/3HayeHue o -
KomaHoa Aelicmeue
YMOAYAHUIO
PaspewaeT paboty SNTP-KAMEHTY, KOTOPbIV NoAAepKUBAET
MEeTOZ, PacCbl/IKM NAKEeTOB, MO3BOAIOLWMIA NOCbINATL AaHHblE
sntp client enable yCTpoicTBY BAnKaiwemy 13 rpynnbl Noay4YaTenein, a Takke
-/3anpeuyeHo

no sntp client enable

wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpanBaemom
nHtepodeiice (ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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=  OT06pasnTb CUCTEMHOE BpeMsA, AaTy 1 AaHHble MO YaCOBOM 30HeE:

console#show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyC npoLecca CMHXPOHM3ALUMN BPEMEHU OTOBPaXKaeTca C MOMOLLBIO OMOHUTE/NIbHO CMMBOJA
nepeg, 3Ha4eHMEM BPEMEHMU.

lpumep:

*¥15:29:08 NSK(UTC+7) Jun 17 2009

Mcnonb3ytoTtca cneaytoume o6o3HaueHns:

— TOuKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHU3aLUNK ¢ cepBepom SNTP;
—  OTCyTCBME CMMBOJIA O3HAYaEeT, YTO BPeMA LOCTOBEPHO U CUHXPOHM3ALIMA ECTb;
— 3Be3fou4Ka (*) o3HauaeT, YTo Bpems HeZOoCTOBEPHO.

= 334aTb AaTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
consolefclock set 13:32:00 7 Mar 2009
=  OT06pa3unTb cTaTyc npoToKkona SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3UPOBAHO OT cepBepa 192.168.16.1, nocnegHuii oteeT
nony4yeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemMeHeM Ha cepeepe coctasuno 7,23 c.
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5.10 KoHdurypuposaHue untepdeiicos n VLAN

V' B 3aBMCMMOCTU OT TOTO B KAaKOM pexume paboTaeT KOMMYTaTop — aBTOHOMHO WaU B

cocTaBe CTeKa, U3aMmeHAeTca Bup, 3anucu ansa uHtepdeiica Ethernet. Mpu aBTOHOMHOI

pabote 3anucb ana uHtepdeiica umeer sug: 1/0/N, rae N — Homep uHTepdeiica; npu

pabote B coctaBe cTeKa 3anucb ana uHtepdeiica umeer sua: K/0/N, rae K — Homep

ycTpoiictBa B cteKe, N — Homep uHTepdeiica. Bbibop pexkuma paboTbl KommyTtaTopa
onucaH B nyHKTe 4 MeHio Startup.

3HaueHne Macku moeT bbiTb 3anucaHo nnbo B popmare X.X.X.X, nn6o B popmate /N, rge
N — KonnyecTso eanHUL, B ABOUYHOM NpeacTaBIeHUN MACKMU.

(

C6poc HacTpoeK MHTepdeiica HA 3HAYEHUA MO YMOJIYAHUIO BbIMOJIHAEGTCA CaeayloLein
KOMaHgoi:

<

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vlian id | tunnel
tunnel id | range {..} | loopback loopback id}

5.10.1 Hactpoiika napametpoB Ethernet-untepdeincos, Port-Channel u Loopback-
uHTepdencos

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica (OuanaszoHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | loopback loopback id | range {..}}
console (config-if) #

[aHHbIN pexnm [OCTyneH U3 pexnuma KOHPUIYpUpOBaHUA U npedHasHayeH ANA 3af4aHus
napameTpoB KoHdUrypauumn mHTepdeica (nopta KommyTtaTopa, rpynnbl NOPTOB, paboTaloWMX B peume
pasgeneHus Harpysku unm loopback-uHTepodeiica), 1Mbo gnanasoHa MHTepHENcoB.

Bobibop unmepdpelica ocyw,ecTBAfETCA NPU NOMOLLM KOMaHA;

ana MES1024

interface fastethernet fa_port — ana HacTpoliku nntepoeiicos Fast Ethernet 1-24;
interface gigabitethernet gi_port — ona HacTpoiikn nHTepdeincos Gigabit Ethernet 1-2;
interface port-channel group — pns HacTpoliku rpynnbl KaHaNoB;

interface loopback /oopback_id — pns HacTpoiKu BUpTYyanbHbIX HTepdeicos 1-64,

roe

—  group — NOpsZAKOBbIM HOMep rPynnbl KAHAN0B MPUHUMAET 3Ha4YeHus (1..16);

— fa_port — nopaakosbii Homep nHTepdeiica Fast Ethernet 3agaetca s suae: 1..3/0/1..24;

— gi_port — nopaaKkosbii Homep uHTepdeinca Gigabit Ethernet 3agaetca s suae: 1..3/0/1..2;

— loopback_id — nopsgKoBbii HOmep BUpTyanbHoro mHTepdeiica loopback npuHUMmaeT 3HayeHwus
(1..64).

ana MES1124, MES1124M

interface fastethernet fa_port — ona Hactpoliku nntepdeincos Fast Ethernet 1-24;
interface gigabitethernet gi_port — gpns HacTpoikn nHtepdeincos Gigabit Ethernet 1-4;
interface port-channel group — pns HacTpolKu rpynnbl KaHaNoB;
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interface loopback /oopback_id — pna HacTpoOMKM HACTPOIMKM BUPTYanbHbIX MHTEpdeicos 1-64,
roe

group — NopaAAKoBbIA HOMEpP rpynMbl KAHAN0B NPUHMMaET 3HadeHus (1..16);

fa_port — nopsaakosbii Homep HTepdelica Fast Ethernet 3apaetca s suge: 1..3/0/1..24;

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3apaetca s suge: 1..3/0/1..4;
loopback_id — nopagKosbin Homep BUpTyanbHoro mHTepdenca loopback npuHUMaeT 3HauyeHus
(1..64).

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — ans HacTtpoikn nHtepdeincos Gigabit Ethernet 1-28;
interface port-channel group — pns HacTpoiKkm rpynnbl KaHaNoB;
interface loopback loopback _id — pna HacTPOMKK HAaCTPOMKM BUPTYaibHbIX MHTepdelicoB 1-64,

roe

group — NopaAAKoBbIA HOMEpP rpynMbl KAHAN0B NPUHMMAaET 3HadeHus (1..16);

gi_port — nopaaKkosbii Homep nHTepdeica Gigabit Ethernet 3apaetca 8 suge: 1..3/0/1..28;
loopback_id — nopaakosbii HoMmep BUpPTyanbHOro MHTepdeica loopback npuHMMaeT 3HaveHus
(1..64).

ana MES2208P

interface gigabitethernet gi_port — gpns HacTpoitkn nHtepdeicos Gigabit Ethernet 1-12;
interface port-channel group — ona HacTpoliku rpynnbl KaHanoB
interface loopback loopback _id — pna HacTPOMKK HAaCTPOMKM BUPTYaibHbIX MHTepdelicoB 1-64,

roe

group — NopaAAKoBbIA HOMEpP rPynMbl KAHANA0B NPUHMMAET 3HadeHus (1..16);

gi_port — nopaaKoBbIi HoMep UHTepdeiica Gigabit Ethernet 3agaetca 8 euge: 1..3/0/1..12;
loopback _id — nopagKoBbin Homep BUpTyanbHoro mHTepdeinca loopback npuHUMaeT 3HauyeHus
(1..64).

3anucb uHTepdeica

1..3/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cnoTa HoMep nHTepdeliica

KomaHzbl, BBeAeHHble B perkMme KOHOUIypupoBaHUa MHTepdelica, MPUMEHAIOTCA K BblbpaHHOMY

nHTepdelicy.

Huxke npuBegeHbl KOMaHAbl AN BXOAA B PEXMMM HACTPOMKM gecAtoro ethernet-uHtepderica

NepBOro yCTPOWCTBA B CTEKE M BXO4A B PEKMM HACTPOWMKM rpynnbl KaHanos 1.

console#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #

Bbi6op duana3oHa uHmepdgeiicoe ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

interface range fastethernet portlist — pnsa HacTpolikn ananasoHa fastethernet-nHrepodeitcos;
interface range gigabitethernet portlist — pna HacTpoiiku gruanasoHa gigabitethernet-uHtepdeiicos;
interface range port-channel grouplist — pns HacTpoliku gnanasoHa rpynn nopTos.
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KomaHabl, BBeAeHHble B AaHHOM peXXume, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHApl A5 BXOZaA B PEXKMM HACcTPOMKM AnanasoHa ethernet nHtepdeicos c 1
no 10 n gna BxoAa B PEKMM HACTPOMKM BCEX FPYNM MOPTOB.

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if)#

consolef#configure
console (config) #interface range fastethernet 1,/0/1-10
console (config-if) #

console#configure
console (config) #interface range port-channel 1-16
console (config-if) #

Tabnuua 5.32 — KomaHapl pexmma KoHourypmuposaHus uHtepodeica Ethernet, Port-Channel u loopback-

nHTepodeiica
3HavyeHue/3HaveHue no o
KomaHda / Aeiicmeue
YMOAYAHUIO
shutdown BbIKNOUUTb KOHUTYpUpyembili HTepdelic (Ethernet, port-
-/BKAIOYEH channel, loopback).

no shutdown

BKNOUUTL KOHOUTYPUPYEMbIA MHTEpPDENC.

description descr

no description

descr: (1..64) cumsonos/
HeT onucaHma

[ob6aeutb onucaHue nHtepoeliica (Ethernet, port-channel,
loopback).

Ypanutb onncanue nHtepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3a4aTb CKOpOCTb Nepedaun gaHHbix (Ethernet, port-channel).

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

media-type {force-fiber |
force-copper |
prefer-fiber |
prefer-copper}

no media-type

/prefer-fiber

- force-fiber — paspelueHa aKTUBHOCTb TOIBKO ONTUYECKOM
4acTn KoMbo-NopTa;

- force-copper - pa3spelueHa akTUBHOCTb TO/IbKO MeAHOM YacTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLeCTBO ONTUYECKOTO NNHKA;

- prefer-copper — npeMmMyLLECTBO MEAHOIO INHKA.

V- TonbKo ana KOM60-NOPTOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

duplex mode

no duplex

mode: (full, half)/full

3a4aTb pexxum aynnekca uHtepdelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1 [cap2...
cap5]]

no negotiation

capl: (10f, 10h, 100f, 100h,
1000f);

cap2: (10f, 10h, 100f, 100h,
1000f);

cap3: (10f, 10h, 100f, 100h,
1000f)

BkntoyaeTt aBTOCOrN1acoBaHMe A8 CKOPOCTU U AynaeKca Ha
HacTpanBaeMom MHTepdeiice. MOXHO yKasaTb
onpeaeneHHble COBMeCTMMOCTM NapameTpa
ABTOCOrNacoBaHWA, eCv NapameTpbl He 3aaHbl, TO
noaaep»KusatoTca sce coemectumocT (Ethernet, port-
channel).

BbIK/IlOYaEeT aBTOCOr1acoBaHMe ANA CKOPOCTM M AynjieKca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apaTb pexkum ynpasnerHusa notokom flowcontrol (BKAoUnTb,
OTK/IIOYUTb UM aBTOCOrNacoBaHWe). ABTOCOT/IacoBaHMe
flowcontrol paboTaeT ToNbKO B Cnyyae, ecin pexmm
aBTOCOr/1acoBaHMA negotiation BKNKOYEH Ha HAaCTpanBaemMmom
nHtepoerice (Ethernet, port-channel).

OTKAOYUTD pexum ynpasieHnAa NOTOKOM.

mdix mode

no mdix

mode: (on, auto)/auto

Mo3Bo/IAET UCNO/b30BaHNeE «NepeKpeLeHHoro» Kabensa Ha
HacTpauBaemom nHTepdeiice (Ethernet).

3anpewaeT UCNoNb30BaHUE «MNepeKkpeLLeHHoro» Kabensa Ha
HacTpanBaemom UHTepodelice.

back-pressure

-/BbIKNOYEHO

BratouaeT PpyHKUMIO «0BPaTHOTo AaBAEHUA» HA
HacTpanBaemom uHTepdeiice (Ethernet).
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no back-pressure

BbIkntoyaeT GyHKLMIO «06PaTHOrO AaBNEHUA» HA
HacTpanBaemom UHTepodelice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWTb Neprog, B TeueHne KoToporo cobupaetca
CTaTUCTMKa O HarpysKe Ha uHTepdeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHOUTyprpoBaHua:

console (config) #

Tabnumua 5.33 — KomaHapl pexxmma obumx Hactpoek nHtepodeiica Ethernet n Port-Channel

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-
loopback-guard}

KomaHoa 3HayeHue Aelicmeue
port jumbo-frame PaspewaeTt KommyTaTopy paboTaTb ¢ pperimamm 6oabworo
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuanuio 1500 6air.
-/3anpeLyeHo V HacTpoiika BcTynuT B culy TOIbKO nocne
nepesarpysKku ycTpoicTaa.
V 3HaueHue maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aur.
no port jumbo-frame 3anpeLaet KommyTaTopy paboTaTtb ¢ pperimamum 6oabLIOro
pasmepa.
errdisable recovery cause BKNtOUNTL aBTOMATMUYECKYIO aKTUBaLMIO MHTepdelica nocne
{loopack-detection | €ro OTK/IOYEHMUS B CIeAYIOLLMX CYyYanX:
port-security | - loopback-detection — o6Hapy:xeHue netens;
dotlx-src-address | - port-security — HapyLeHue 6esonacHocTu ana port security;
acl-deny | - dotlx-src-address —He npoxoxaeHue ayTeHTUdUKaunm,
stp-bpdu-guard | OCHOBaHHOM Ha MAC-agpecax nosb3osaTesnei;
stp-loopback-guard } - acl-deny —He cooTseTtcTBMe cnuckam goctyna (ACL);
- stp-bpdu-guard — aktnsauua 3awmtel BPDU Guard (nprém
-/3anpeLyeHo HecaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6Hapy:xeHue netens.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400)/300
CeKyHA,

YCTaHOBWTb BPEMEHHOW UHTEepBan A1 aBTOMATUYECKOro
NOBTOPHOTO BK/OYEHUA MHTepdeiica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
loopback_id: (1..64)

Cbpoc HacTpoek nHTepdeica nam rpynnsl MHTEpdEcoB Ha
3HayeHuA, YCTaHOB/IEHHbIE MO YMOAYAHMUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:
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console#

Tabnuua 5.34 — KomaHap! pexkuma EXEC

KomaHda

3HaveHue

Aelicmeue

clear counters

C6poc CTaTUCTUKKM ANA BCex MHTepdencos.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Cbpoc cTatuctnkm ans Ethernet-nopTta, rpynnbl NOpPTOB.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

AKTMBMpPYET NOPT, BbIK/AOYEHHbIN KomaHgow shutdown.

show interfaces
configuration
[gigabitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

Moka3aTb KoH$Urypaumio nHTepdeicos.

port-channel group

fastethernet fa_port | port- group: (1..16)
channel group]
set interface active group: (1..16) AKTMBMpPYET rpynny NopTOB, BbIKIHOYEHHYIO KOMaHA0M

shutdown.

show interfaces status

Moka3aTb cocToAHUe BCex MHTepdencoB.

show interfaces

{ gigabitethernet gi port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cBOAHYI0 MHOPMALIMIO O COCTOAHUM, HACTPOMKe U
cratuctuke Ethernet-nopta, rpynnbl nopTos.

show interfaces status

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTtb coctosHuMe Ethernet-nopTa, rpynnbl nopTos.

show interfaces advertise

MokasaTb MapameTpbl aBTOCOr1IaCOBaHUA, 06bABNAEHHbIE ANA
BCeX UHTepdeiicos.

show interfaces advertise

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb NnapameTpbl aBTOCOI/1acoBaHMA, 06bABAEHHbIE ANA
Ethernet-nopTa, rpynnbl nopToB.

show interfaces description

MoKasaTb onucaHus Bcex MHTepdeicos (Brkntoyan VLAN
nHTepdeiicobl).

show interfaces description
{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTtb onucaHue Ethernet-nopTa, rpynnbl nopTos.

show interfaces counters

MoKa3aTb CTaTUCTUKY A5 BCeX UHTepdeicos.

show interfaces counters

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb cTaTUCTUKY AnAa Ethernet-nopTa, rpynnbi NOpTOB.

show interfaces utilization

MoKa3aTb CTaTUCTUKY NO Harpyske Ans BCex MHTepbeincos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb CTaTUCTUKY NO Harpyske gnsa Ethernet-uHtepdeiica,
rpynnbl NOpTOB.

show ports jumbo-frame

Moka3aTb HacTPOMKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HAaCTPOMKM ANA aBTOMATUYECKO NOBTOPHOM
aKTMBaLMK UHTepdelica.

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb NPMUYMHY OTKAOYEeHUA HTepdeica/uHTepdelicos n
COCTOSIHME aBTOMAaTUYECKOM aKTUBaLMM.
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[pumepbl 8b1N0AHEHUA KOMAHO.

= [loKa3aTb COCTOAHWE UHTEPENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/3 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/4 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/5 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/6 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/7 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/8 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/9 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/10 1G-Copper - - - -- Down - - -- Access
gil/0/11 1G-Copper - - - -- Down - - -- Access
gil/0/12 1G-Copper - - - -- Down - - -- Access
gil/0/13 1G-Copper - - - -- Down - - -- Access
gil/0/14 1G-Copper - - - -- Down - - -- Access
gil/0/15 1G-Copper - - - -- Down - - -- Access
gil/0/16 1G-Copper - - - -- Down - - -- Access
gil/0/17 1G-Copper - - - -- Down - - -- Access
gil/0/18 1G-Copper - - - -- Down - - -- Access
gil/0/19 1G-Copper - - - -- Down - - -- Access
gil/0/20 1G-Copper - - - -- Down - - -- Access
gil/0/21 1G-Copper - - - -- Down - - -- Access
gil/0/22 1G-Copper - - - -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper -= - - -- Down - - - General
gil/0/25 1G-Combo-C -= - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C -= - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 -= -= -- -= Not Present Access
Po3 -= -= -= - Not Present Access
Po4 -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Pob6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 -= -= -= - Not Present Access

=  BbiBectu uHdopmauuto 06 nHtTepdeicax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O O o
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" NMoKa3aTb NapameTpbl aBTO-COr/1IaCOBaHMUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement

gi0/1 1G-Fiber Disabled -

gi0/2 1G-Fiber Disabled -

gi0/3 1G-Fiber Disabled -

gi0/4 1G-Fiber Disabled -

gi0/5 1G-Fiber Disabled -

gi0/6 1G-Fiber Disabled -

gi0/7 1G-Fiber Disabled -

gi0/8 1G-Fiber Disabled -

gi0/9 1G-Fiber Disabled -

gi0/10 1G-Fiber Disabled -

gi0/11 1G-Combo-C Enabled -

gi0/12 1G-Combo-C Enabled -

gi0/13 1G-Fiber Disabled -

gi0/14 1G-Fiber Disabled -

gi0/15 1G-Fiber Disabled -

gi0/16 1G-Fiber Disabled -

gi0/17 1G-Fiber Disabled -

gi0/18 1G-Fiber Disabled -

gi0/19 1G-Fiber Disabled -

gi0/20 1G-Fiber Disabled -

gi0/21 1G-Fiber Disabled -

gi0/22 1G-Fiber Disabled -

gi0/23 1G-Combo-C Enabled --

gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h

Ch Type Neg Operational Link Advertisement

Pol - Enabled -

Po2 - Enabled -

Po3 -= Enabled -

Po4 - Enabled -

Po5 - Enabled -

Po6 - Enabled -

Po7 - Enabled -

Po8 -= Enabled -
=  [loKasaTb CTaTUCTUKY MO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

gio/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>
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= [loKasaTb CTaTUCTUKY MO rpynmne KaHanos 1:

console#show interfaces counters port-channel 1

Pol
Alignment Errors:
FCS Errors: 0
Single Collision
SQE Test Errors:

Late Collisions:

Oversize Packets:

Symbol Errors: 0

InUcastPkts InMcastPkts InBcastPkts InOctets

OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

0

Frames: O

Multiple Collision Frames: 0

0

Deferred Transmissions: 0

0

Excessive Collisions: O
Carrier Sense Errors: 0

0

Internal MAC Rx Errors: O

Received Pause Frames: 0
Transmitted Pause Frames: 0

Tabnuua 5.35 - OnncaHune cyeTYnNKoB
Cyemyuk OnucaHue
InOctets Konnuyectso NnpuHATbLIX 6aiToB
InUcastPkts Ko/iMyecTBo NpUHATLIX OAHOAAPECHbIX MAKETOB
InMcastPkts Ko/iMyecTBo NPUHATLIX MHOTOA4PEeCHbIX MAaKeToB
InBcastPkts KoanyecTBo NPUHATLIX LUMPOKOBELLATE/IbHbIX MAaKETOB
OutOctets Konnuectso nepesaHHbIx 6ainTos
OutUcastPkts KosmuecTso nepesaHHbIX O4HOAAPECHbIX MAKETOB
OutMecastPkts Konnuyectso nepesaHHbIX MHOTOaApeCcHbIX MaKeToB
OutBcastPkts KonnyecTso nepesaHHbIX LWMPOKOBELLATENbHbIX MaKeTOB

Alignment Errors

Koninyectso npuHATbIX GPpeinmoB ¢ HapyLeHHOM LLeNIOCTHOCTbIO (C KOIMYecTBOM
6aliT He COOTBETCTBYIOLMM AJMHE) U HE NPOLUEALLINX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

Konunyectso NpuHATLIX GPeriMoB C KOMYeCTBOM 6aliT, COOTBETCTBYIOLLMM ANNHE,
HO He NpoLeaWwnX NPOBEPKY KOHTPOIbHON cymmbl (FCS).

Single Collision Frames

Konunuectso ¢ppeliMoB, BOB/IEYEHHDIX B € 4MHUYHYIO KOIN3MIO, HO BNOCAEACTBMM
nepesaHHbIX yCreLwHo.

Multiple Collision Konnuectso ¢ppeimoB, BoBAEYEHHbIX 6oiee Yem B O4HY KONIN3UIO, HO
Frames BNOCNEACTBMM NepefaHHbIX yCnewHo.
Deferred Konnuectso ppeitmos, Ans KOTOPbIX NepBas NomnbITKa nepeaayn oTaoXxeHa U3-3a
Transmissions 3aHATOCTU Cpeabl nepeaayn.

Late Collisions

Konunuectso ciy4yaes, Koraa Koiamsusa 3adMKCMpoBaHa nocsie Toro, Kak B KaHas
CBA3K yKe bblnn nepegaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konunyectso ¢ppelimoBs, KoTopble He 6blIM NepesaHbl U3-3a U3BbLITOYHOTO
KO/IMYEeCTBA KONNU3ZUIA.

Carrier Sense Errors

KonunyectBo cnyyaes, Korga cOCTOsHME KOHTPOAS Hecylen bbl1o notepsHo, ambo
He YTBEPKAEHO Npu NonbiTKe nepegaum ppelrima.
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Oversize Packets KonnuyecTBo NpUHATLIX NAKETOB, pa3mep KOTOPbIX NPeBbIAeT MaKCUMabHBbIN
paspelleHHbIl pasmep dpeima.

Internal MAC Rx Errors | Konudectso ¢ppeiimoB, KoTopble He 6bl1M MPUHATLI YCNELWHO M3-33 BHYTPEHHEN
owmnbKKM npnema Ha yposHe MAC.

Symbol Errors [na nntepdelica, pabotatolero B pexkxume 100M6/c — Konmuectso caydyaes, Koraa
MMeNca HeAoNyCTUMBbIA CUMBOA AAHHbBIX, B TO BPEMA KaK NpaBu/bHasA HecyLan
6blna npeacraBeHa.

Ons nHtepdeiica, pabortatowero B noayayniekcHom pexume 1000M6/c —
KOJIMYECTBO C/ly4aeB, KOrAa cpeacTsa NpMema 3aHATbl B TeHeHMe BPEMEHU, PaBHOMY
nnu 6osbwemy yem pasmep cnoTa (slotTime), U B Te4eHMEe KOTOPOro MMENOCh XOTSA
6bl 04HO cobbITUE, KOTOpPOE 3acTaBnseT PHY BblgaBaTh OWMOKY NpMema SaHHbIX
(Data reception error) nnu owmnbKy Hecyweli (Carrier extend error) Ha GMII.

[na nntepdelica, paboTatolLero B NoJIHOM AynjaekcHom pexunme 1000M6/c —
KOZIMYECTBO C/ly4aeB, KOrAa cpeAcTBa Npuema 3aHATbl B TeHEHNE BPEMEHW, PpaBHOMY
nnu 6obeMY YEM MUHMMANbHbIV pa3mep ¢perima (minFrameSize), 1 B TeyeHue
KOTOPOro umenoch XxoTa 6bl 04HO cobbITUE, KoTOpOe 3acTaBnseT PHY BblgaBaTth
olwmnbKy Nnprema AaHHbIx (Data reception error) Ha GMII.

Received Pause Konunyectso npuHATbIX ynpasastowmx MAC-¢pelimos ¢ Kogom onepaunm PAUSE.
Frames
Transmitted Pause Konunyectso nepegaHHbIx ynpasaatowmx MAC-ppeimos ¢ kogom onepaumm PAUSE.
Frames

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTOpe:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

5.10.2 Hactpoiika VLAN un peXxumos KoMmmyTauumu uHtepdeiicos

KomaHObI pexcuma KoHguaypuposaHua VLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHma VLAN:

consolet#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN perMm [A0CTyneH M3 pexuma rnobasbHoOro KOHOUIypupoBaHWA M NpefHasHayeH Aans
3aZaHMA napameTpoB KoHourypaumm VLAN.

Tabnnuya 5.36 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3Ha4yeHue/3Ha4yeHue no ”
KomaHda / Aeiicmeue
YMOYAHUIO
vlan vian_range [o6asutb VLAN nan Heckosibko VLAN.
vlan_range: (2 .. 4094)
no vlan vlan_range Ypanutb VLAN nan Heckonbko VLAN.
map protocol protocol protocol: MpuBA3aTb NPOTOKO/ K rpymnne NpoTOKO/OB,
[encaps] protocols-group (ip, ipx, ipv6, arp, accoUMMPOBAHHbIX BMECTe.
group (0600-ffff (hex)}*);
no map protocol protocol encaps: (ethernet, rfc1042, | ypanuts npusssky.
[encaps] licOther);
group: * - Homep npoTokona (16 6uT).
(1.. 2147483647)
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map mac mac_address Mpusasatb MAC-agpec nan gnanasoH MAC-agpecos no
{ host | mask } macs-group macke K rpynne MAC-agpecos.
group mask: (9..48);
group: (1..2147483647)
no map mac mac_address Yaanutb npuBA3sKy.
{ host | mask }
map subnet ip_address MpusAasaTtb IP-agpec nan gnanasoH IP-agpecos No macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.
no map subnet ip_address group: (1..2147483647) YaanuTb NpuBA3KY.
mask

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypuposaHma nntepdeica VLAN:

console#configure
console (config) #interface {vlan {vlan id} | range vlan {vlan list}}
console (config-if)#

[aHHbIA peXum [OCTYNeH M3 peuma KOHOUIYPUPOBaAHMA M NpefHasHayeH AAs 3a4aHuA
napameTpoB KoHdUrypaumm nntepdeica VLAN, nimbo agnanasoHa MHTepdencos.

Bblbop MHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHAbl interface vlan {vlan_id}.

Bbibop AnanasoHa MHTepdencoB OCyLLLECTBIAETCA NMPU NMOMOLLUM KOMaHApl interface range vlan
{vlan list}.

Hue npuBeaeHbl KOMaHAbl ANA BXOAA B PEXUM HacTpoiku nHtepdeiica VLAN 1 n Bxoza B pexxum
HacTpoliku rpynnbl VLAN 1, 3, 7.

consolef#configure
console (config) #interface vlan 1
console (config-if) #

console#configure

console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.37 — KomaHabl pexkMma KoHpurypmuposaHus nHtepdelica VLAN

KomaHda 3HayeHue/3HayeHue no Aeilicmeue
YMOAYAHUIO
name name name: (1..64) cumsonos/ | Oo6asutb uma VLAN
no name MMS COOTBETCTBYET
YCTaHOBUTb 3HAYEHME MO YMONYAHUIO
Homepy VLAN

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagelica (duanaszoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupa, 3anpoca KOMaHAHOWN CTPOKK B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console#configure

console (config) #interface {fastethernet fa port | gigabitethernet gi port |
port-channel group | range {..}}

console (config-if) #
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[aHHbIA peXum [O0CTyNeH M3 peuma KoHOUrypupoBaHMA U MNpefiHa3HayeH AN 3a4aHuA
napameTpoB KOHUrypauum uHTepdeica (nopta KommyTatopa WAW rpynnbl NOPTOB, paboTaloumx B
pexkume pasgenieHus Harpysku), inbo amanasoHa nHTepdeiicos.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — UHTepdenc AocTyna — HeTErMpoBaHHbIN MHTepdenc ana ogHol VLAN;

— trunk — wHTepdelic, NPUHUMAOWMNIA TONbKO TErMPOBAHHbLIN TpaduK, 33 UCKAHOYEHMEM OLHOro
VLAN, KoTopbIit MOXeT 6bITb 06aBNEH C MOMOLLBIO KOMaHAb! switchport trunk native vian;

— general — vHTepdenc c nonHoit nogaepxkon 802.1¢, NPUHUMAET KaK TErMpoBaHHbLINA, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — 802.1 Q-in-Q uHTepdelic.

Tabnunuya 5.38 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general, customer)/access

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Lo6asutb VLAN ana nHtepdeliica gocryna.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asuntb cnucok VLAN gna nHitepdeiica.

Yaanutb cnucok VLAN gns nHtepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[o6asnaet ykasaHHbI VLAN B kKayecTse Default VLAN gns
AaHHOro nHTepdelica, BeCb HETErMpoBaHHbIN TPaduK,
NoCTynalLWuii Ha AaHHbIN NOPT, oNpesenseTca B AaHHbIN
VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport general allowed
vlan add vian_list [tagged|
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asuTb cnvcok VLAN gna nHtepdeitca.

MopT 6yaeT nepenasats:

- tagged — TerMpoBaHHble,

- untagged — HeTernpoBaHHble naketbl Ana VLAN.

Yaanutb cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 - ecnu yctaHosneH VLAN
Nno YMONYaHUIO, UHaye

[o6asutb ngeHtndumkatop VLAN nopta (PVID) ans ocHoBHOro

MHTepodeiica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ingress-filtering disable

bunbTpauma BratoYeHa

4095
switchport general ingress- BbIK/OYMTb ANA OCHOBHOrO MHTepdeiica uabTpaumio
filtering disable BXOZALLMX NAaKETOB Ha OCHOBE NMPUCBOEHHOIO MM 3HAYeHMUA
VLAN ID.
no switchport general Y BK/I1OYMTb 418 OCHOBHOIO MHTepdeiica duabTpaumio

BXOAALLMX MAKETOB Ha OCHOBE MPMUCBOEHHOIO UM 3HaYeHunA
VLAN ID.

Ecnan dunbTpauma BKAOYEHa, M MAKeT He BXOAMUT B rpynny
VLAN c npucBoeHHbIMm nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTca.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NpUHKUMaTBL BCE TUMbI
dpeiimos

MpUHUMaTL Ha OCHOBHOM MHTepdelice ToNbKO Gpermbl
onpefeneHHoro TMna:

- tagged-only — TONbKO TerMpoBaHHbIE;

- untagged-only — TONbKO He TErMPOBAHHbIE;

- all — Bce dppelimbl.

MNMpuHUMaTbL Ha OCHOBHOM MHTepdelice Bce TMNbl ppelrimos.
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switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTb Npasuno knaccudukaumm VLAN ana nHtepoeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

Ypanutb npasuao Knaccudurkaumm.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTL Npasuno knaccuodurkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npusaske kK MAC-agpecy.

Ypanute npasunao knaccuduraumm.

switchport general map
subnets-group group vlan
vian_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHOBWTb NpaBuno knaccudukauymm VLAN ana nHtepoeiica,
OCHOBAHHOe Ha nNpusAsKe K IP-agpecy.

Ypanute npasuao Knaccudurkaumu.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHuTb EtherType B cxoaAaLLmMx € JaHHOrMO MHTepdeica
nakerax.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

switchport customer vlan
vlan_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[o6asntb VLAN ana nonb3osaTenbcKoro nHTepdeica.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspeluaeT NpuMHMMaTb MHOrOaAPECHbIN TpaduK n3
yKasaHHol VLAN (He ssnstowelica VLAN nonb3oBaTelbCKoro
uHTepderica) Ha HacTpaMBaeMom UHTepdeice, COBMECTHO C
Nonb30BaTENSAMU APYTUX NO/b30BATENbCKUX NOPTOB,
NPVHUMAIOLWMX MHOFOaAPEeCHbIV Tpaduk 13 gaHHon VLAN.

3anpeLaeT NPMHUMATb MHOFOAAPECHbIN TPadUK Ha
HacTpanBaemom MHTepodeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl

nopty

3anpetutb gobasneHune ykasaHHbix VLAN nopty.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport forbidden vian
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopty

PaspewnTtb AobaBneHne ykasaHHbIx VLAN noprty.

YCTaHOBUTb 3HaYeHue no YMO/1HaHUIO.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo yMOAYaHMIO YNEHCTBO B
nedontHon VLAN
paspelueHo

3anpeTtutb gobasneHue aedontHon VLAN nopTy.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAnT NOPT B PEKUM U30NALMUM BHYTPU FPYNMbl NOPTOB.

BoccTaHaBivBaeT 3HavyeHMe No YMONYAHUIO.

switchport community
community

no switchport community

community: (1..30)

[o6asnseT nopT B cO0b6LLECTBO (rpynna U3onaLMmn NopTos).
MopTbl BHYTPKM coobLyectBa moryT o6MeHMBaTbCA TpaduKom
TO/IbKO MeX Ay COBOoM, a TaKkKe C APYrMMU He3aLULLEHHbIMK
nopTamu (Ha KOTOpbIX HET HacTpolKkuK «switchport protected-
port»).

- community —uma coobluecTsa.

BoccTaHaBnMBaEeT 3HaYeHWe No ymonyaHuto. B atom cnyyae
3aLUMLLEHHDBIV NOPT ABAAETCA N30/IMPOBAHHLIM MOPTOM (He
COCTOSILLMM HW B OLHOM COOBLLECTBE), U OH MOXKET
06meHnBaTLCA TPAaPUKOM TONIBKO C HE3ALUMLLEHHBIMK
rnopTamm (Ha KOTOpbIX HET HacTpoWKkKM «switchport protected-
port»).

switchport protected
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MNepeBoanT nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLipyT13aumio no 6ase AaHHbIX M3ydeHHbIXx MAC-agpecos
(FDB) n HanpaBAseT BeCb 04HOAAPECHbIA, MHOTOAAPECHbIN 1
LUMpPOKOBeLLaTeNbHbIM TpaduK Ha uplink-noprT.
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no switchport protected

Mo ymonyaHutio
nmcnonb3syeTca
mapLpyTusauma no 6ase
AaHHbIX n3yyeHHbIXx MAC-
aapecos (FDB)

OTKAKOYaeT OTMEHY MapLUpyTM3aunm no 6ase AaHHbIX
n3y4yeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsupoBaTtb VLAN ana BHyTpeHHero ncnoab3oBaHMA Ha
UHTepodeiice.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YcTaHOBWTL NOPT Kak Ternpytowmii 8 gedpontHon VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexcuma 21060a16H020 KOHU2YpUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console#configure
console (config) #

Tabanuya 5.39 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHumsa

KomaHda 3HaueHue Aeiicmeue

vlan database

Bxoa B pexxum KoHourypmposarua VLAN

default interface {vlan
vlan_id | range vlan

Cbpoc HacTpoek nHTepdeica VLAN nnam ananasoHa
nHtepderico VLAN Ha HaCTPOMKM NO YMONYAHUIO.

vlan_list} vlan_id: (1..4094);

vlan_list: (1..4094)

- vlan_id — ngeHtTndumkaumoHHbIi Homep VLAN;

- vlan_list — cnucok VLAN ID. Aunana3soH VLAN MOXHO 334aTb
nepeyncieHMem Yepes 3anATylo MM YKa3aTb HavaibHoe 1
KOHeYyHoe 3HayeHus guanasoHa yepes gedwuc "-".

[pumep UCnoa6308aHUA KOMAHObI:

consolet#configure
console (config) #vlan database
console (config-vlan) #

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnunua 5.40 — KomaHabl pexkmuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue
show vilan - MNokaszatb uHbGopmauuio no scem VLAN.
show interface description . o

wi . Pt vlan_id: (1..4094) MokasaTtb onucaHue VLAN umHTepodeiica.
vlan vian_id

show vlan name name (1..32) cumBonos

vlan_id: (1..4094)

MNokaszatb uHGopmauuto no VLAN, noMCcK No UMeHMU.

show vlan tag vian_id MokasaTb nHpopmaumto no VLAN, nouck no ngeHtnduKkatopy.

MokasaTtb cnncok VLAN ana BHYTpeHHero ncnonb3oBaHua

show vlan internal usage - KOMMYTaTOpPOM.

show default-vlan-
membership

[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.41 — KomaHab! pexkmma EXEC

KomaHda 3HaueHue Aeiicmeue
show vlan multicast-tv vian MoKasaTb MOPTbI-UCTOUHWUKM U NPUEMHWMKN MHOTOQZPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHoM VLAN. MopTbl UCTOYHUKKU MOTYT, Kak

nepenasaTb, TaK U MPUHUMATb MHOTOAAPECHbIN TPaduK.

show vlan protocols-

- MoKa3aTb MHPOpPMALMIO O rpynnax NPOTOKONOB.
groups dopmay py P

show vlan macs-groups - MNokasaTtb uHbopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24); MoKasaTb KOHOUIypaLMto NOpTa, rPyNMbl MOPTOB.
group: (1..16)

show interfaces protected-

F(g):g'::bitethernet gi_port | g_gg:: 8;;8;1;2;' Moka3aTb cocTosHMe NopToB: B pexkmume Private VLAN Edge, B
fastethernet fa_port | ~ group: (1..16) private-vian-edge-coobuiectae.

port-channel group ]

[pumepbl 8b1MN0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console#show vlan

Vlan Name Tagged ports Untagged ports
Type Authorization

1 _ —_

fal/0/1-2,fal/0/4, Default Required

fal/0/6-24,91i1/0/1-4,Pol-8

5 - fal/0/11-12,fal/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

= [loKasaTb NOPTbl UCTOYHMKN U NPUEMHUKM MHOTroagpecHoro Tpaduka B VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loka3aTb MHGOPMALMIO O rPyNMax NPOTOKO/IOB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
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= [lokasaTb MHPOPMaUMIO O rpynnax NnoAceTen:

console#show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnncok VLAN ana BHyYTpeHHEero ucnosib30BaHUA KOMMYTaTOPOM:

console#show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHPUrypauuto nopTa GigabitEthernet 22:

consolet#show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Port Membership Type

1 1 Untagged System

Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacrpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npousBoguTb pasrpaHuyeHne TpaduKa Ha BTOPOM

ypoBHe mogenu 0S| mexxay nopTaMmm KOMMYTaTopa, KOTOpble HaxoAATCA B OAHOM LUMPOKOBELLaTe/IbHOM
AoMeHe.

Ha kommyTaTopax MoKeT 6bITb CKoOHUrypmnposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — 3TO MOPT, KOTOpPbI cnocobeH O0bMeHMBATbCA AAaHHBIMU MeXKAy NobbiMu
nHTepdelicamm, Bkatoyas isolated 1 community noptel PVLAN;
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— isolated — 3TO NOPT, KOTOPbIN NONHOCTbIO U30AMPOBAH OT APYIMX NOPTOB BHYTPM OAHOIO U
Toro e PVLAN, HO He oT promiscuous noptoB. PVLAN 610KupytoT Becb Tpaduk, naywmi s
CTOpoHy isolated nopToB, Kpome TpaduKa CO CTOPOHLI Promiscuous NOPTOB; MAKETbl CO

CTOopoHbI isolated NopToB MoryT nepesaBaTbCA TONILKO B CTOPOHY promiscuous NopTos.;

— community — 3TO rpynna NnopToB, KOTOpPble MOryT 0OMEHMBATLCA AaHHBIMW MeXay cobol U
promiscuous nopTamu, 3T MHTepdencbl oTaeNeHbl Ha BTopom yposHe moaesnun OSI| oT Bcex

oCTanbHbIX community uHTepdelicos, a TakKe isolated nopTos BHYTpM PVLAN.

Mpouecc BbINOAHEHUA GYHKUUM AOMNOAHUTENBHOTO pasAeneHMsa MOPTOB C MOMOLLbIO TEXHOJIOMMK

Private VLAN npepctaBneH Ha pucyHKe 29.

VLAN 100

Switch A

Promiscuous ports

=0

Trunk ports

VLAN 100

Switch B

L

J

VLAN 201

VLAN 202

S

U

VLAN 202

J

VLAN 201

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}

console (config-if) #

PucyHok 29 — lpumep pabomsi mexHonozuu Private VLAN

Tabnunua 5.42-KomaHabl pexknma KoHGUrypuposaHua nHtTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3apaTb pexkum paboTbl nopta B VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aBuTb (yaanuTb) oCHOBHOM M BTopocTeneHHble VLAN Ha
promiscuous uHTepderic.
A HaopuH promiscuous nHTepdeiic Henb3A f06aBUTL

| 6onble ogHoro primary vian.

WA

YaanuTb 0CHOBHOM U BTopocTeneHHble VLAN.
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switchport private-vlan
host-association
primary_vlan
secondary_vlan

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

no switchport private-vlan
host-association

[o6aBuTb ocHOBHOM M BTopocTeneHHble VLAN Ha host
UHTepodenc.
| Ha oauH host untepdeiic Henb3a Ao06aBuTb 60nblue
V oaHoro secondary vlan.

YAanuTb 0CHOBHOM U BTopocTeneHHble VLAN.

Tabnuua 5.43 — KomaHap

| pexxnuma KoHdUrypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntounTtb mexaHu3m Private VLAN v 3apaTtb TMR uHTepdelica.

OTKNOYNTE MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan (1..4094)

[Jo6aButb (ymanutb) npuBA3Ky BTopocTeneHHol VLAN K
OCHOBHOW. HacTpolika npumeHuma TonbKo ansa primary VLAN.

no private-vlan association

Yaanutb npusasky sTopocteneHHoi VLAN K OCHOBHOW.

/' MaKkcumanbHoe Konnyectso BTopocteneHHbix VLAN — 256.
| MaKcumanbHoe KonmuectBo community VLANS, KoTopble MoryT 6biTb acCOLMMPOBaAHDI

C oaHOI

ocHoBHoM VLAN - 8.

[pumep Hacmpoliku uHmepagelicoe Kommymamopa SW1 (puc. 31)

promiscuous nopt- interface gigabitethernet 1/0/4

isolated nopt- gigabitethernet 1/0/1
community nopT— gigabitethernet 1/0/2, 1/0/3.

interface gigabi

tethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|
interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|
interface gigabitethernet 1/0/5

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
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exit

|

interface vlan 100

name primary
private-vlan primary
private-vlan association add 201-202
exit

|

interface vlan 201

name isolate
private-vlan isolated
exit

|

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

JaHHas GyHKUMS MO3BONSAET Ha OCHOBE CKOHPUIYPUPOBAHHbIX NPaBuUA GUALTPALMN O HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussogutb pobasBneHue BHewHero SPVLAN (Service Provider’s
VLAN), noameHsaTb Customer VLAN, a Tak:Ke 3anpelaTtb NPoXoxKaeHns TpaduKa.

[nsa ycTpoiicTea co3aaeTcs CNMCOK NPaBMA, Ha OCHOBaHMM KOoToporo byaeTt o6pabaTbiBaThCA TPAadUK.

/ B pexxume acl-only kKomaHgbl KoHpuUrypupoBaHua npasun Selective Q-in-Q HeaOCTYNHbI.
Hanuuue xota 6bl ogHoro npasuna Selective Q-in-Q Ha uHtepdeiice 3anpewyaer

V BKAlOYeHue GYHKLUU NOrMpoBaHUA LUMPOKOBELLATENbHOIO LUTOPMA Ha 3TOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHud uHmepdgelica (Ouana3oHa uHmepageticos) Ethernet u Port-
Channel

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma KoOHPUrypupoBaHua nHTepdeiica KoHGUrypnpoBaHms:

console#configure

console (config) #interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnuua 5.44 — KomaHgbl perkrMma KoHoUrypuposaHua nHtepdeliica (ananasoHa nHtepdelicos) Ethernet

KomaHoa 3HauyeHue Aelicmesue

Co3pgaeT NpaBuIo, Ha OCHOBaHMMU KOTOPOTO K BHELLHEN MeTKe
BXoAALLero nakeTa ingress_vlan_id 6ypeT pobasnaTbes
selective-qinq list ingress vian,_ id: (1..4094); BTOpOW Ter vian_id.

add_vlan vian_id . - Ecnu napametp ingress_vlan_id He 3apaH, To npasuio byaet
[ingress_vlan ingress_vlan_id: (1..4094) I'IpMMEHF:lTbCFI E BX%,CI,FI MM NaKeTam BHe 3aBMCEMOCTM o¥ nx
ingress_vlan_id] npvHaanexxHoctn K VLAN. Takoe NpaBuio MoKeT BbiTb
MCNO/b30BaHO ANA 06pabOoTKM NAaKeTOB, He MOMNABLIMX NOA,
[eicTBUe ApYyrux Npasu (MPaBUao «Mo YMONYaHUIO).
CospgaeT 3anpeluatollee NPaBuIo, Ha OCHOBaHWUM KOTOPOTO
selective-qinq list ingress BXOAALLME NaKeTbl C BHEWHeN MeTKol ingress_vlan_id 6ypyTt
deny [ingress_vlan oTbpacbiBaTbea. Ecnn napameTp ingress_vlan_id He 3apaH, To
ingress_vlan_id] npasuio 6yaeT NpMBOAUTL K OTOPACbIBAHUIO BXOAALLETO
TpadmKa HE3aBUCUMO OT BHelHelh meTKku VLAN.

ingress_vlan_id: (1..4094)

84 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3gaeT npasnIo, Ha OCHOBaHWUM KOTOPOrO BXOAALLME NaKeTbl
C BHEWHUM Terom ingress_vlan_id 6yayT nepeaaBaTbcs 6e3
N3MEHEHWUN.

Ecnv napametp ingress_vlan_id He 3aaaH, To npu obpaboTke
TaKoOro npasuia BXOAALLME NaKeTbl ByayT nepeaasaTbhes
HEe3aBMCMMO OT 3HAYEHUA BHELIHErO Tera.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CosgaeT NpaBu0, Ha OCHOBAHWM KOTOPOTO BHELLHAA MeTKa
BXoAALLero naketa ingress_vlan_id 6yaeT 3ameHATbCA Ha
3HayeHue vian_id.

Ecnv napametp ingress_vlan_id He yka3aH, To npaswo byaet
NPUMEHATLCA K BXOAALLMM NaKeTam, He MONasLUMM Noj,
fAencTBue Apyrux npasun.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CospgaeT NpaBuIo, Ha OCHOBAHMU KOTOPOTO B MPUHATOM C
BHeLWHen MeTKol ingress_vlan_id nakeTe 6yaeT BbINONAHATLCA
3ameHa BHelHero Tera Ha Ter vlan_id. Mpasuno npumeHsaeTca
K MCXOAALMM NaKeTaMm.

Ecnu napametp ingress_vlan_id He ykasaH, To npasusio byaeT
NPUMEHATHCA K UCXOZALLMM NaKeTaM He3aBUCMMO OT
3HauyeHus ingress_vlan_id.

no selective-ginq list
ingress [ingress-vlan
ingress_vlan_id]

ingress_vlan_id: (1-4094)

Ypanaet npaBuao ANA yKkasaHHoro ingress_vlan_id nons
BXOZALLMX NAKETOB.

KomaHpaa 6e3 napametpa ingress_vlan_id yaanaet npasuno,
npymeHsemoe K Bxoasawemy TpaduKy no ymonyaHuio.

no selective-qginq list
egress ingress-vlan
ingress_vlan_id

ingress_vlan_id: (1-4094)

Ypanset npasuno selective qing pns yKazaHHoOro
ingress_vlan_id pns ucxogAawmx NakeTos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.45 — KomaHgb! perkuma EXEC

KomaHOoa

3HayeHue

Aelicmeue

show selective-qinq
[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT cnvMcoK npasun selective ging ana ykasaHHOro
nopTa.

[pumepsi 8biM0AHEHUS KOMAHO

= Co3gaTtb npaBuna0, Ha OCHOBAHUWM KOTOPOTro BHELWIHAA METKaA BXOAALLEro naketa 11 6yAeT

3ameHATbeA Ha 10.

console#configure
console (config) #interface gigabitethernet 1/0/1
console (config-if) #selective-qing list ingress override vlan 10 ingress-

vlian 11

console (config-if) #end

=  OT06pas3nTb CNNCOK CO3aaHHbIX Npasua selective ging:

consolef#show selective-gqing

ingress

Direction Interface Rule type

override vlan

Vlan ID

gion/1

Classification by Parameter
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5.12 WTopm-KOHTpOb

«lLTopm» BO3HWKaeT BCNeACTBME YPE3MEPHOrO KOAMYecTBa COObLEHWA, O[HOBPEMEHHO
nepesaBaemblx MO CETW Yepes OAMH MOPT, YTO MPUBOAUT K NEPErpysKe pPecypcoB CETM M MOABAEHUIO
3agepsKeKk. «LLTopm» MOMKET BO3HMKHYTb MPU HaINUYUKU «3aKONbLOBAaHHbIX» cermeHToB B ceTu Ethernet.
KommyTaTop M3mepaeT CKOPOCTb NPMHMMAEMOTO LUIMPOKOBELLATe/IbHOrO, MHOTOaAPECcHOro M HEM3BECTHOMO
04HOAaApPEeCcHOro TpaduKa A NOPTOB C BK/AOYEHHBIM KOHTPONEM «LUTOPMa» M OTGpacbiBaeT NakeTbl, €CAn

CKOPOCTb nNpesBbliWaeT 3a4aHHOE MaKCMMa/IbHOE 3HaYeHUe.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepoeica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.46 — KomaHapl pexxmma KoHoUrypupoBaHusa nutepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUKO

Aelicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dYHKLMA BbIKNOYEHA

BK/ItO4aeT KOHTPO/Ib MHOTOAAPECHOTO TpaduKa.

BbIK/IO4AET KOHTPO/Ib MHOrOaAPECcHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control
multicast level

rate: (1..1000000)/3500
Kéut/c

3aaeT MaKCMMasbHYI0 CKOPOCTb MHOTroaapecHoro Tpaduka.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

storm-control
unknown-unicast enable

-/dYHKLMA BbIKNOYEHA

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO OA4HOAAPECHOro TpadumKa .

no storm-control BbIKNlOYaeT  KOHTPOAb  HEU3BEeCTHOro  OfHOAaAPecHoro
unknown-unicast enable Tpaduka.
storm-control 3apaet MaKCUManbHYtO CKOpOCTb Hen3BecTHOro

unknown-unicast level
kbps rate

no port storm-control
unknown-unicast level

rate: (1..1000000)/3500
Kéut/c

ofHOaZpecHoro TpadukKa.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKLMA BbIKOYEHA

BK/tOYAET KOHTPO/Ib LMPOKOBELLaTeNbHOO TpaduKa.

BbIK/tOYAET KOHTPO/Ib LMPOKOBELLaTeNbHOrO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dyHKLMA BbIKAOYEHA

Bk/tOYaeT norMpoBaHMe  LIMPOKOBELLATENIbHOrO  LITOPMA.
JlormpoBaHue MHOroagpecHoro U 0aHOaAPECcHOro Tpaduka He
ocyLecTAeTcs.
| BKkaoyeHMe NoOrupoBaHMA  WITOPMA  3anpewiaer
V KOHpuUrypupoBaHue npasun SQinQ Ha 3Tom
UHTepdodeiice.

BbIkntoyaeT normposBaHue LIMPOKOBELLATE/IbHOrO LWTOPMa.

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

-/dyHKLMA BbIKAOYEHA

OTKntoyaet MHTepodeic npu 06HapyKeHun
LUMPOKOBELLATEIbHOrO LWTOPMa
| ®yHKuuA BbIK/IOYEeHUA nHTepdeiica npum
V 06HapyXeHuun wTopma 3anpewiaer
KOHpuUrypupoBaHue npasun SQinQ Ha 3Tom
uHTepodeiice.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3ajaeT MaKCMMasbHYIO CKOPOCTb ANA LIMPOKOBELLATENIbHOMO
TpaduKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.47 — KomaHab! pexkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

show storm-control i port: (1..3/0/1..28); MokasbiBaeT KOHOUrypaumio bYHKUUK KOHTpONsA
[gigabitethernet gi_port | i;porf(1“3/0/i.24{ LIMPOKOBELLATENIbHOTO  KLITOPMa» /1A yKa3aHHOMO NopTa,
fastethernet fa_port] —port:{2.. - NMBOo BCex NopToB..

l Storm-control He orpaHuunBaetr DHCP, ARP, IGMP-TpaduK Bo VLAN, B KOTOpPbIX BK/OYEH
o DHCP Snooping, ARP Inspection, IGMP Snooping.

[pumepbl 8b1M0AHEHUS KOMAHO

" BKAWOUYMTb  KOHTPOAb  LWIKMPOKOBeWwaTe/bHOro, MHOFOaApecHoro W  Heus3BeCTHOro
ofHoaApecHoro TpaduKka Ha 15 uHTepdeice Ethernet. YCTaHOBUTb MaKCMMANbHYIO
CKOPOCTb ANA KOHTpoaunpyemoro Tpaduka — 5000 K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control include-multicast

console (config-if) #storm-control include-multicast unknown-unicast
console (config-if) #storm-control broadcast level kbps 5000

5.13 I'pynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTaTopbl obecneunBaloT MOAAEP!KKY A0 BOCbMM WHTepdeiicoB Ethernet B ogHoi rpynne
nopTtos LAG 1 go wecTHaguatv rpynn LAG Ha ycTpoicTBe MM CTeKe yCTPOWCTB. KarKaaa rpynna nopTos
OONKHa coCToATb M3 MHTepdeicoB Ethernet ¢ oaMHaKoBOW CKOPOCTbIO, pPaboTaloWMX B AYNAEKCHOM
pexknume. ObbeaMHeHMEe MNOPTOB B rpynny YBeAMYMBAET MPOMYCKHYIO CMOCOBHOCTb KaHana Mexay
B3aMMOZENCTBYIOWMMM YCTPOMCTBAMM M MOBbIWAET OTKA30yCTOMYMBOCTb. [pynna NopToB ABAseTcA AAA
KOMMYTaTOpa OAHUM NOTMYECKMM NOPTOM.

YCTpoWCTBO NOAAEepKMBAET ABA pexkMma paboTbl rpynnbl NMOPTOB — CTaTMYeCKaa rpynna v rpynna,
ynpasnsemas no npotokony LACP. Pabota no npotokosy LACP onucaHa B COOTBETCTBYHOLIEM pasaene

AOKYMeEHTAa.

/' Ecan ana nurepdeiica nponsseaeHbl HACTPOMKMU, TO ANA Ao6aBnaeHUA ero B rpynny cnegyer
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obaBneHne uHTepdeincoB B rpynny arperauuMum KaHajoB AOCTYNHO TO/MbKO B  pexume
KOHOUrypuposaHua nHtepdemnca Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if) #
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Tabnnua 5.48 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica Ethernet

KomaHda

3HayeHue

Aeiicmeue

channel-group group mode
mode

no channel-group

group: (1..16);
mode: (on, auto)

[o6asuTtb ethernet-nuHtepdelic B rpynny nopTos.
- on — nobaBuTb NOPT B KaHan 6e3 LACP;
- auto — £06aBuTbL NOPT B KaHan ¢ LACP.

Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console#configure
console (confiqg) #

Tabnuua 5.49 — KomaHap! pekmuma rnobanbHOro KOHGUrypupoBaHma

KomaHda

3HayeHue

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip |

src-mac | src-ip}
[mpls-aware]

-/src-dst-mac

3apaeT mexaHU3m 6aNaHCMPOBKM HArpysKku Ana rpynnbl
arperMpoBaHHbIX NOPTOB. [OCTYNHbIEe BApUAHTLI:

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHM3m 6anaHCcUMpPOBKM
ocHoBbliBaeTca Ha MAC-agpece, IP-agpece n nopte
Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHcMpPOBKKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyatens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha IP-
afpece nosnyyartens;

- Src-mac — MexaHn3m 6anaHCMPOBKKM ocHOBbIBaeTcAa Ha MAC-
afpece oTnpaBuTens;

- Src-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTCA Ha IP-
afpece oTnpaBuTens;

- mpls-aware — BK/toueHWe napcuHra L3/L4 3aronoskos
naketos ¢ MPLS-meTKamu gns BCEro yCTpomncTea. AKTyasibHO
TONILKO C pexxumamm 6anaHcnposkm no L3/L4-3aronoskam
nakera.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkuma EXEC

KomaHda

3HaueHue

Aeilicmeue

show interfaces
channel-group [group]

group: (1..16)

Moka3sbiBaeT MHbOPMaLLMIO NO rpynne KaHanoB.

5.13.1 CraTtuyeckue rpynnbl arperaumum KaHanos

®yHKuMeln cTaTuyeckux rpynn LAG sBnsetcs obbeguHEHME HECKONbKUMX GU3MYECKMX KaHaloB B
OJAMH, YTO MO3BOJIFET YBE/NMYMUTb NPOMYCKHYH CMOCOBHOCTb KaHasa M NOBbICUTb €ro OTKa30yCTOMYMBOCTD.
[ns cTaTU4eckux rpynn npuopuTeT NCMNO/b30BaHNA KaHAN0B B 06beANMHEHHOM MyYKe He 3aZaeTcs.

/' Dna BKAveHUA paboTbl MHTepdelca B COCTaBe CTAaTUYECKOW rpynnbl UCNONb3yiuTe
KomaHay channel-group group mode on B pekume KOHPUryprMpoBaHMUA COOTBETCTBYIOLLErO
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uHTepdeiica.

5.13.2 MpoTtoKon arperaunmn KaHanos LACP

dyHKumen npoTtokona Link Aggregation Control Protocol (LACP) aBnaeTtcs o6beanHEHNE HECKONBbKUX
dU3MYECKMX KaHaNoB B OAWMH. ArperMpoBaHWe KaHa/loB WCMO/b3yeTca ANA YBEAWYEHUA MPONYyCKHOM
CNOCOBHOCTM KaHana M MNOBbIWEHMA ero oTKasoyctomumeocTu. LACP nossondeT nepegasaTb TpaduKk no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMW MPUOPUTETAMU.

V' [Ona BknoueHns pabotbl nHTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group group mode auto B pexxume KOHGUrypMpoBaHUA COOTBETCTBYIOWEro MHTepdeiica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnuua 5.51 — KomaHap! pekuma rnobanbHOro KOHGUrypupoBaHmsa

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
lacp system-priority value YcTaHaBAMBaAET NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HaYEHUE N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU B peXume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 5.52 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet

3HayeHue/
KomaHoa 3HayeHue no Aelicmeue
yMoOA4YaHuro
lacp timeout {long | short} YcTaHaBAMBaeT agMUHUCTPATUBHBIV TaliMayT NPOTOKONa
Mo ymonyaHuio LACP:
MCMONb3yeTca 3HaUYeHne - long — anutenbHoe Bpems TaiimayTa;
long - short — manoe Bpemsa TarimayTa.
no lacp timeout YcTaHaBAMBAET 3HAaYEHME MO YMOMYaHMIO.
lacp port-priori.ty Ya/ue value: (1..65535)/1 YcTaHaBauBaeT npuoputet uHtepdelica Ethernet.
no lacp port-priority YcTaHaBAWBAET 3HAaYEHME MO YMONYAHMIO.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.53 — KomaHabl pexkuma EXEC

3HayeHue/
KomaHoa 3HavyeHue no Aelicmeue

YMOAYAHUIO
show lacp MokasbiBaeT MHbOpMaLmto o npoTtokose LACP gns
{ gigabitethernet gi_port| gi_port: (1..3/0/1..28); nHTepoerica Ethernet. Ecam gononHuTenbHbie napameTpbl He
fastethernet fa_port } fa_port: (1..3/0/1..24) MCMNoNb3ytoTcs, To byaeT nokasaHa BcA MHGOPMaLMA.
[parameters | statistics | - parameters — NOKa3bIBaeT NapameTpbl HACTPOMKM
protocol-state] NnpoTOKoNa;
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- statistics — nokasbIBaeT cTaTUCTUKY PaboTbl NPOTOKONA;
- protocol-state — noka3sbiBaeT cocTosaHMe paboTbl NPOTOKONA

show lacp port-channel MokasbiBaeT MH$opmaumto o npoTtokose LACP gns rpynnbi
group: (1..16)
[group] nopToB.

[pumepebl 8b1M0AHEHUA KOMAHO

= Co3paTb NepBylo rpynny noptos, paboTatowyto no npotokony LACP u BKkAtovatowlyto ABa
uHtepoderica Ethernet — 3 n 4. Ckopoctb paboTbl rpynnbl — 1000 M6éut/c. YctaHoBUTbL
npuopuTeT cuctemsl — 6, npnoputetbl 12 1 13 ana noptos 3 U 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) #fexit

console (config) #interface fastethernet1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) #exit

console (config) #interface fastethernet1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #fexit

console (config) #

5.14 Hacrtpoiika IPv4-agpecauun

B gaHHOM pasgene OnMcaHbl KOMAHAbl A1 HAcTPOMKWM CTaTUYecKUX napameTtpos IP-agpecauumu,
TaKKUX KaK IP-agpec, macka noaceTy, W03 No ymonyaHuto. Hactpoika npotokosos DNS n ARP onucaHa B
COOTBETCTBYIOLWMX pa3genax JOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepgelica 2pynnsi
nopmos, VLAN, uHmepgelica Loopback

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nnrtepdeiica
rpynnbl nopToB, nHTepdeicos VLAN:

console (config-if) #

Tabnunua 5.54 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HaueHue Aeiicmeue
ip address HasHaueHue ¢usnyeckomy mHtepdeiicy Ethernet IP-agpeca,
ip_address mask MaCKu NOACETH, aApeca LUI03a N0 YMOAYAHUIO.
[Z_atewayl prefix_length] prefix_length: (8 .. 30) A AP y
no ip address [ip_address ] Ypanenwue IP-agpeca Ha ¢usmyeckom nHTepdeiice Ethernet.
ip address dhcp MNonyuyeHune IP-agpeca gns HacTpamBaemoro uHTepdeica ot

DHCP-cepsepa.

- V He ucnonb3syerca gna loopback-unrepdeiicos.

no ip address dhcp He nonyyaTb gns HacTpamBaemoro uHTepdelica IP-agpec ot
cepsepa DHCP.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUIyprupoBaHusa:

console (confiqg) #

Tabnnuya 5.55 - KomaHgb! pexnuma rnobanbHOro KOHGUrypmpoBaHUsA

KomaHoa 3HavyeHue Aelicmeue
ip default-gateway 3apgaeT ANA KOMMYTaTOPa A3 MO YMOAYAHUIO.
) -/Wnto3 No yMoNYaHuo He
ip_address
- 3a4aH
no ip default-gateway YpanaeT Ana KOMMyTaTOpa LUO3 MO YMOAYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabanuya 5.56 - KomaHgb! pexkuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

clear host dhcp {name | *} Yaanaer us namaTtu, noaydyeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH UHTepdeiicoB U ux IP-agpecos (komaHaa
[OCTYNHa TONbKO A/19 NPUBUIETMPOBAHHOIO MOJ/Ib30BaTENS).

* - yAanuTb BCE COOTBETCTBUA.

name: (1..158) cumsonos

renew dhcp OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6HoBNEHMe IP-
{gigabitethernet gi_port | gi_port: (1..3/0/1..28); agpeca.

fastethernet fa_port | fa_port: (1..3/0/1..24); - force-autoconfig — npu o6HoBNeHUM IP-aapeca 3arpyrkaeTtca
port-channel group | group: (1..16); KOHduUrypaumsa c TFTP-cepsepa.

vlan vian_id} [force- vlan_id: (1..4094)

autoconfig]

KomaHObI pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKK B pexkume Exec:

console>

Tabnnuya 5.57 - KomaHgb! pexkmuma EXEC

KomaHda 3HavyeHue Aelicmeue

show ip interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id | loopback
loopback_id]

MoKasbiBaeT KoHdUrypaumio IP-agpecalmm Ans yKasaHHOro

gi_port: (1..3/0/1..28); uHTepdeiica

fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

[pumepsbi 8biM0AHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyanuio - 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
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5.15 Hacrpoiika IPve-agpecauumn

5.15.1 MpoTtokon IPv6

KommyTtaTopbl nogaep:kuBatoT paboty no npotokony IPv6. Mopgaep:kKa IPv6 aBnseTca BaKHbIM
[OOCTOMHCTBOM, MOCKO/IbKY MpOTOKoA IPv6 npu3BaH, B nNepcrnekTusBe, MOJIHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHUto ¢ IPv4 npoTtoKkon IPv6 nmeet pacliMpeHHoe agpecHoe NpocTpaHcTeo 128
6uT. Agpec IPv6 npeactasnnet coboit 8 6N10K0B, pa3aesieHHbIX ABOETOUYMEM, B KaXXA0M B/10Ke copeprutca
16 6uT agpeca, 3aNMCaHHbIX B BUAE YeTbIpex WeCcTHaAUATEPUYHbIX YMCeN.

Mommmo yBennyeHuMAa agpecHOro MPOCTPAHCTBA NPOTOKOA IPv6 mmeeT uepapxuyeckyto cxemy
agpecaumn, obecneymBaeT arperaumio MapllipyToB, ynpowaeT Tabavuy Maplpytv3aumm, npu 3Tom
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPa NOBbILIAETCA 3@ CHET MEXaHU3Ma OOHapYKEHMA COCeaHMX Y310B.

JNlokanbHble aapeca IPve (IPv6Z) B KOmMMyTaTope HasHayaloTca WHTepdeiicam, nostomy npu
ncnoab3oBaHMKM IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNONb3YyeTca cneaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe
interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7]|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V' Ecnu 3HaueHue rpynnbl UM HECKOIbKUX FPYyNn noapaa B agpece npotokona IPvé pasHo
HyAto - 0000, To gaHHbIe rpynnbl MOryT 6bITb onyuw,eHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxkeT 6biTb coOKpawieH ao FE40::AD21:FE43.
CoKpalleHuo He MoryT 6biTb NOABEPrHYTbl 2 pa3aesieHHble HyeBble rpynnbl U3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

V EUI-64 — 310 ngeHtudukarop, co3gaHHbit Ha 6ase MAC-agpeca uHtepdeiica, ABnsoLwminca
mnagwumm 64 6utamum IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gBe yactu no 24 6ura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOW CTPOKM pexkMMa rnobanbHOro KOHUrypnuposaHua:
console (config) #

Tabnnua 5.58 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHda 3HavyeHue
ipv6 default-gateway

ipv6_address

Aelicmeue
3apaeT 3HaYeHue noKkanbHoro agpeca IPv6-wao3a no
YMONYAHMIO.
- [aHHaa KomaHaa JOCTyMNHa TOIbKO B PeXMMe KoMMmyTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway Yaanser HacTpolKu IPv6-1unt03a No yMONYaHUIO

ipv6 host name
ipv6_address 1
[ipv6_address 2... name:

ipv6_address 4] (1..158) cumBonos

Co3paeT CTaTUYECKYIO 3anunch, CTaBALLLYIO B COOTBETCTBUE
ceTeBOMY MMeHM ycTpolicTea IPvb-aapec.

Ypanaet ctaTMyeckyto 3anucb cooTeeTcTBmA IPv6-agpeca n
CeTeBOro MMeHW yCTPOWCTBa.

no ipv6 host name

ipv6 neighbor
ipv6_address
{gigabitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);

Cospaet cTaTnyeckoe cootsetcTeme mexay MAC-agpecom
cocefiHero ycTponcTtsa u ero IPvb-agpecom.
- ipv6_address — IPv6-aapec;
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fastethernet fa_port |
port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor

vlan_id (1..4094)

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cooTtsetcTeme mexxay MAC-agpecom
cocefiHero ycTpoincTtsa 1 ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0..2147483647}/100
bucketsize: {1..200}/10

3agaeT orpaHuyeHue ckopoctu ans ICMPv6 cooblueHunii 06
olInbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwbI

pexcuma KoHguaypuposaHua uHmepgelica (VLAN, Ethernet,

Port-Channel,

Loopback)

Bug, 3anpoca KOMaHAHOM CTPOKM pexXnma KoHPUrypupoBaHus nHtepoelica:

console (config-if)#

Tabnnua 5.59 — KomaHgpl pexuma KoHourypupoBaHus uHTepdenca (Ethernet, VLAN, Port-channel,

Loopback)
3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
ipv6 enable BKatoyaeT nogaepkky IPv6 Ha uHtepdelice.

[no-autoconfig]

no ipv6 enable

OTKAtoYaeT noaaepkKy IPv6 Ha nHtepdelice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
lipv6_address
/prefix_length] [eui-64]

prefix_length: (3..128)
(64 ecnn ucnonbsyetca
napametp eui-64)

3apaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — IPv6-ceTb, Ha3Ha4yeHHas uHTepdelicy (8
6710K0B pa3geneHHbIX ABOETOUMEM, B KaxKAoM 610Ke 16 6uT,
3anNUCaHHbIX B BUAE YETblpex WecTHaALATePUYHbIX Ynucen);

- prefix_length — pnnHa npedukca IPv6 — gecaTMyHoe Yncno —
KO/ZIMYECTBO CTapLimx BUT agpeca cocTaBaAoWwmX npedumkc;

- eui-64 — naeHTMdUKaTOp, CO34aHHbIN Ha 6aze MAC-agpeca
nHTepderica, 3anucbiBaeTcs B 64 mnaawmx buta IPv6 agpeca;
- anycast — yKasblBaeT, UTO 3a4aHHbIN agpec anycast-aapec.

Ypanset IPv6-aapec c uHTepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyanuio
aBTOMaTU4ecKan
KOHUrypaLma BKAOYEH],
aZipeca He Ha3Ha4eHbl.

BkntoyeHne aBTomaTyeckoi KoHdurypaumm IPv6-agpecos Ha
uHTepderice. Aopeca HacTPanBaloTCA B 3aBUCUMOCTU OT
npeduKcoB, KOTOpPble NOAyYeHbl B cO0bLLEeHMAX «Router
Advertisement».

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ipv6 address ipv6_address /
prefix_length link-local

no ipvé address
[ipv6_address/prefix_length
link-local]

Mo ymonuaHuio 3HauyeHne
/IOKaNbHOro aapeca:
FE80::EUI64

3agaeT nokanbHbIM IPv6-agpec uHtepderica. Ctapwmne 6UTbI
NokanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipvé nd dad
attempts-number

attempts

attempts-number:
(0..600)/1

3azaeT Ko/IMYeCTBO Co0bLWeHNN-TpeboBaHNM, NnepeaaBaemblx
MHTepdencom B3aMMogenCcTBYIOLLEMY YCTPOWUCTBY B C/lyyae
obHapykeHua aybamnkauum (konnmnsmm) IPve-agpeca.

ipv6 unreachables

no ipv6 unreachables

BkntoueHune ICMPV6 coobuieHnin 0 HeZOCTUKMMOCTU agpecaTta
npu nepegaye NakeToB Ha onpeaeeHHbIN MHTepdeic.

YcTaHaBAnBaeT 3HaYeHue no YMOYaHUIO.

ipvé mld version version

no ipv6 mld version

version: (1,2)/2

OnpepeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ipvé mld join-group
ipv6_multicast_address

no ipvée mid
group-address

join-group

3agaeT MLD-coobueHuns gna onpeaeneHHon rpynnbl.
- ipv6_multicast_address — IPv6-agpec rpynnbi
MHOroaZpecHOM PacCblIKM.

OTMeHsAeT OTYeTHOCTb U yaansaeT IP-agpec u3 rpynnbi
MHOroaApecHO PaccblNKu.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexkuma PrivilegedEXEC:

console#

Tabnumua 5.60 — KomaHapl pexkmuma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

ipv6 set mtu gi_port: (1..3/0/1..28); 3agaet 3HaveHne MTU ans IPV6 nakeTos.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..16);

port-channel group } bytes: (1280 .. 65535)

{ bytes | default} /1500

show ipv6 neighbors MokasbiBaeT MHboOpmauuio o cocedHux IPv6 ycTpoiicTeax,
{static | dynamic} coAepsKalllytoca B Kalle.

[ipv6-address ipv6_address | gi_port: (1..3/0/1..28); - static — noKasbIBaeT cTaTMYecKMe 3anucy;
[mac-address mac_address | fa_port: (1..3/0/1..24); - dynamic — noKkasbiBaeT AMHaMUYECKMNE 3aMNnCH.
[gigabitethernet gi_port | group: (1..16);

fastethernet fa_port | vlan_id: (1..4094)

port-channel group |
vlan vian_id]

OumnwaeT Kaw, cogepxawuii WMHOOPMALMIO O COCeAHUX
- ycTpoicTax, paboTatowmx no npotokony IPv6. UHbopmaums
O CTaTUYEeCKUX 3aNnCAX COXPaHAETCA.

clear ipv6 neighbors

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

OnucaHue KomaHg, pexxmma EXEC npuseaeHo B Tabaumue 5.61.

Tabnuua 5.61 — KomaHab! perkuma EXEC

KomaHoa 3HayeHue Aelicmeue

MNoKasbiBaeT HaCTpPOMKM npoTokona IPv6 pns yKasaHHOro
MHTepodeiica

show ipv6 interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id | loopback
loopback_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

show ipv6 route _ MokasbiBaeT Tabanuy IPv6-mapipytos

show ipv6 icmp error- MokasbiBaeT HacTponku ICMPV6 coobuieHnin 06 owmnbKax

interval

[Mpumepbl 8bINOAHEHUA KOMAHO

= T[loKasaTb AgMHAamMU4Yeckme 3anucu B Tabauue MapwpyTMsaumm o cocegHux IPve
YyCTpOMCTBAXx.

consolef#show ipv6é neighbors dynamic

Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH
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BO3MOXKHble COCTOAHUA:

INCMP (Incomplete) — Mpoueaypa paspelleHnn aapeca BbINOJHAETCA Ha Bxoge. 3TO 03HAYaeT, YTo
3anpoc o coceactBe Obln OTNpaBAeH Ha FPynmnoBOM afpec, HO COOTBETCTBYOLLEE MNOATBEPXKAEHWE O
coceAcTBe elle He Bbl10 NoAYyYeHO.

REACH (Reachable) — MNonoxuntenbHoe NoaTBEPKAEHME O TOM, YTO MyTb A0 COCEAHEro YCTPOMCTBA
dYHKLMOHMPYET BEPHO, ObIIO NOMYYEHO B TeYeHMe nepuoda «aoctuxkumoctm» (ReachableTime, mc). Moka
cocegHee yCTPOMCTBO AOCTUXMMO, U 0OBMEH NakeTamu UAET HOPMaJIbHO, HUKAKUX CreLMasbHbIX AeNCTBUIM
He npeanpUHUMAETCS.

STALE — TlonoxutenbHoe NOATBEPXKAEHME O TOM, 4YTO MyTb [0 COCEAHEero YycTpoucTea
dYHKLUMOHNPYET BEpHO, ObINIO NOSYYEHO B TeYEHMEe BpeMeHM 6onbliero, Yem nepuos «AO0CTUNRMMOCTUY
(ReachableTime, mc). MoKa cocegHee YCTPOMCTBO AOCTUXMMO, U OOMEH nakeTamu MAET HOPMAaJbHO,
HUKaKMX CNeunanbHbIX 4eMCTBUI He NpeanpUHUMaETCs.

DELAY - TlonoxutenbHoe MOATBEP)KAEHWE O TOM, 4YTO nNyTb [0 COCEAHEro YCTPOMCTBa
dYHKUMOHNPYET BEpHO, BbINIO NOSYyYEHO B TeYeHMe BpemMeHU BOo/bliero, Yem nepuoa «AOCTUNKMMOCTU»
(ReachableTime, mc) n noBTOpHbIN 3anpoc bbln NepeaaH B TeYUEHUE UHTEPBasia BPEMEHU OTBEAEHHOrO Ha
nonbITKy (DELAY_FIRST_PROBE_TIME, cekK). Ecan nono»KMTeNbHbIN OTBET HEe NPUAET B TeYEHUE WHTepBana
BpemeHu, oTBeseHHoro Ha nonbiTky (DELAY_FIRST_PROBE_TIME, cek), To cocTosiHMe NyTW A0 COCeaHero
ycTpoicTea nsmeHutca Ha PROBE.

PROBE — 3anpocbl O coceactse nNepuoAMYEcKM NepefaroTca C MHTEPBA/IOM «PETPAHCAALUMNY
(RetransTimer, mc) 40 Tex Nop, NOKa He ByAeT Nosy4eHo NONOKUTENbHOE NOATBEPKAEHME.

5.15.2 TyHHenupoBaHue npotokona IPv6 (ISATAP)

®YHKUMA TyHHenMpoBaHuA Tpaduka IPv6 Ha 6ase npoTokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3sosiseT ocylecTBAATb nepegady Tpaduka IPv6 yepes cetn ¢ agpecaumeit IPv4.
Takum o6pasom, ys3abl ¢ agpecaumen IPv6, nopaepruBatowme TyHHennposaHue ISATAP, moryt
coobwwaTbcs, MHKancyanpysa TpadumK B NaKeTbl C 3aronoBkom IPv4.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmposaHumsa:
console (config) #

Tabnuua 5.62 — KomaHgbl pexkuma rnobanbHOro KoOHGUryprMpoBaHUA

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
interface tunnel number 1. Co3paet uHTepdeiic TYyHHeNNpPOBaHMA.
number: (1)/- 2. OcyLLecTBAAET BXOA, B PEXUM KOHOUTYPUPOBaHUA
nHTepderca TYHHeNNPOBaHUA
tunnel isatap query-interval YctaHaBnauBaeT nepuos mexagy DNS 3anpocamu,
seconds OTNpPaBAAEMbIMU AN aBTOMATUYECKOTo onpeaeneHus IP-
seconds: (10..3600)/10 cek | agpeca mapwpyTusatopa ISATAP.
no tunnel isatap query- YcTaHaBMBaET 3HaYeHME N0 YMONYAHUIO.
interval
tunnel isatap solicitation- YcTaHaBAMBaET Nepuog, nepesaym 3anpocos, TPEBYHOLMX
interval seconds noATBepXAeHUA OT MaplipyTusaTtopa ISATAP (B ciyyae
seconds: (10..3600)/10 cek | OTCYTCTBMA aKTUBHOrO MapLUpyTMU3aTopa).
no tunnel isatap solicitation- YcTaHaBAMBAET 3HAYEHME MO0 YMONYAHUIO
interval
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tunnel number: (1..20)/3

isatap robustness number

no tunnel isatap robustness

3agaet Koandvectso DNS-query 3anpocos 1 KonnuecTso
3anpocos, nepegasaembix mapLipytusatopy ISATAP B
TeYyeHne BPeMeHM XU3HW YCTAaHOB/IEHHOTO COeANHEHMA.
Mepuroapl 3anpocos onpegensetca Gopmynamu:

- ans DNS: (Bpems KMU3HU NPUHATOE B OTBETE OT cepsepa
DNS)/(number+1);

- NS 3aNpOCOB K mapLupyTusatopy ISATAP: (MMHUManbHoe
BpeMs KU3HU NpuHAToe B oTBeTe OT ISATAP
mapupyTtusatopa)/(number+1).

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHULO.

KomaHObI pexcuma myHHeAuposaHus

Bug, 3anpoca KOMaHAHOW CTPOKM PEXMMA TYHHENNPOBAHUA:

console#configure

console (config) #interface tunnel 1

console (config-tunnel) #

Tabnvua 5.63 — KomaHapl pexxrma TYHHEeAMPOBaHMUA

KomaHda 3HayeHue

Aelicmeue

tunnel mode ipv6ip isatap

-/BbIKNIOYEHO

no tunnel mode ipv6ip
isatap

BkntoyaeT noaaepKy TYHHenMpoBaHMA npoTokona IPve
yepes IPv4 npyn nomowm ISATAP.
|  [Ona opHoro M TOro e WHTepdeiica (Hanpumep
V Ethernet/VLAN) noapepxka IPv6-agpecaumm wu
TYHHE/IMPOBAaHMA MOFYT COCyLLecTBOBaTb  BMecTe.
Bbi6op MUCNONb30BaHUA IPv6-agpecauuun nwimn
TYHHeNUpoBaHUA 6yAeT OcCylecTB/IeH Ha OCHOBaHUMU
mHdpopmaumm o6 IP-aapece HazHaueHuA.

BbIKntoYaeT noaaep Ky TYyHHeMpoBaHUA NPoTokona IPv6.

tunnel isatap router

router_name
-/AOMeHHbIM nMmeHem

no tunnel isatap router

ABNAETCA CTPOKaA ‘isatap’

3a8aét fomeHHoe uMmsA ana TyHHens IPv6. MNonb3oBaTtenu ¢
aapecauueit IPv4 6yayT MmeTb BO3MOXHOCTb AOCTYNA K
YCTPOMCTBY (YCTPOMCTBO TYHHEAMPOBAHMA) NPU BbINOAHEHUN
CTaHZapTHOM npoueaypbl DNS.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

tunnel source
{auto |

ip-address ipv4_address } -/IP-agpec He HasHaueH

no tunnel source

KomaHaa Ha3HavaeT NoKasbHbii IP-agpec TyHHeNto, KoTopbIi
6yZeT MCNO/b30BaTLCA, B KAYeCcTBe afpeca UCTOUHMKA, NpK
OTNpaBKe NaKeTos.

- auto — IP-agpec 6yaeT aBTOMaTUYECKM Ha3HaYeH CUCTEMOA.

Ypanser nokanbHbIn IP-agpec TyHHens.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.64 — KomaHabl pexkuma EXEC

KomaHda

Aelicmeue

show ipv6 tunnel

Moka3biBaeT MHHOPMALMIO O HACTPOWMKAX TYHHENS.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BkAountb MHTEpdENC TYHHENMPOBAHUA, HAa3HAYNTb AOMEHHOe MMA TyHHena — MES2124,
YCTaHOBUTb JIOKa/bHbIN IP-agpec —192.168.16.88.

console#configure

console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap
console (config-tunnel) #tunnel isatap router MES2124
console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.15.3 Hactpouka ¢pyHKuum IPv6 RA guard

®yHKuMA IPv6 RA guard npegocTaBnseT 3aliMTy OT aTaK, OCHOBaHHbIX Ha PACCblIKe NOAAENbHbIX
nakeTtoB Router Advertisement, paspeLas 06paboTKy coobLLeHNIA TONBbKO C LOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypnpoBaHus:

console (config) #

Tabanuya 5.65 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

ipv6 nd raguard
-/BbIK/IIOYEHO

no ipv6 nd raguard

PaspelaeT KOMMYTaTOpy KOHTPOANPOBaHWe GyHKUMK IPV6
RA guard.

BbikntoyeHue dpyHKumum IPv6 RA guard.

ipv6 nd raguard vlan

vian_id vlan_id: (1..4094)

PaspelaeT KoHTponnposaHue dpyHKuuM IPv6 RA guard B
npegenax ykasaHHown VLAN.
- vlan_id —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUIrypuposaHua nHtepdeica:

console (config-if) #

Tabnnuya 5.66 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
ipv6 nd raguard device-role Bbibop perkrma paboTbl nopTa.
{ host | router} Jhost - host — 6n10KkMpoBKa Bcex BxoaALmx RA-coobeHni;

- router — dunbTpauma RA-coobLLeHUIA B COOTBETCTBUM C
HaCTPOEHHbIMM NPaBUIAMMU.

ipv6 nd raguard match

access-list ac/ acl: (1..32) cumeona

BkntoyeHune ACL ans dunbTpaumm RA-coobuieHunin B pexume
router.
- acl —wnma ACL.

ipv6 nd raguard match

prefix-list prefix-list prefix-list: (1..32) cumsona

BkntoueHwue prefix-list ana punbrpaumm RA-coobweHmnl B
pexume router.
- prefix-list — uma prefix-list.

-/BCE NOPTHI ABAAIOTCA
untrusted

ipv6 nd raguard trusted-
port

[o6aBnser NopT B CNNCOK AOBEPEHHBIX.
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5.15.4 Hacrpoitka ¢pyHKuumn DHCPv6 guard

DHCPv6 guard — ¢pyHKLMA, NO3BOAAIOWANA NPeaoTBpaLLaTh noasaeHne ctopoHHnx DHCPv6-cepBepoBs
B CETW, pa3peLlas 1x UCMosib3oBaHMe TOIbKO Ha A0BEPEHHbIX MHTEpPdeNcax.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxmnma ri1ob6anbHoro KOHPUrypmpoBaHums:
console (config) #

Tabnnua 5.67 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

Komanda 3HayeHue/3Ha4yeHue no Leiicmeue

yMOAYaHUIo

ipv6 dhcp guard PaspeluaeT KOMMYTaToOpy KOHTPO/IMPOBaHUE GyHKUUK
-/BbIKNOYEHO DHCPv6 guard.

no ipv6 dhcp guard BbikntoueHune ¢pyHkunn DHCPv6 guard.

ipv6 dhcp guard vlan vian_id PaspeLlsaeT KoHTponpoBaHue ¢yHKuuu DHCPV6 guard B

vlan_id: (1..4094) npepgenax ykasaHHown VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKU pPeXnma KOHPUrypuposaHua nHtepdeica:
console (config-if) #

Tabnunua 5.68 — KomaHapl pexkuma KoHPUrypuposaHua nHtTepdeica Ethernet
3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YyMOAYAHUIO
ipv6 dhcp guard device- Bbibop pexkuma paboTbl nopTa:
role { client | server } - client — coobuieHns TMna «advertise» u «relpy»
-/client oTbpacbIBaloTCSH;

- server — cooblueHuna TMna «advertise» u «reply»
bUNBTPYIOTCA NO YCTAHOB/IEHHbBIM NPaBUAAM.

BkntoueHne ACL ana dunbtpaumm DHCPV6-coobueHnit.

- acl—vmsa ACL.

BkntoueHwue prefix-list ana punvrpaumm DHCPV6-co0bLLEeHNN.
- prefix-list — uma prefix-list.

ipv6 dhcp guard match

. acl: (1..32) cumeona
server accsess-list ac/

ipv6 dhcp guard match

reply prefix-list prefix-list prefix-list: (1..32) cumsona

ipvé dhcp guard trusted- Job6asnaeT NopT B CNMCOK A0BEPEHHbIX. 117 f0BEepeHHbIX
port -/BCe NopTbI ABNAOTCA NoOpTOB paspeLleHbl BCe TUMbl COOBLLEHWIA.
no ipv6 dhcp guard untrusted Yaanser nopT U3 CNMCKa AOBEPEHHDIX.

trusted-port

5.16 Hactpo#Ka npoToKkonos

5.16.1 Hactpoitka npotoKkona DNS — cuctembl JOMEHHbIX UMEH
OcHoBHoW 3agavei npotokosia DNS aBnsetca onpeaeneHue IP-agpeca y3na cetu (xocta) no 3anpocy,

cofeprKallemy ero AomeHHoe umA. basa p[aHHbIX COOTBETCTBUIM [AOMEHHbIX MMEH Y3/10B CETU MU
cooTBeTCTBYIOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHOro KoHGUrypnposaHus:
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console (config) #

Tabnnuya 5.69 - KomaHgb! pexuma rnobanbHOro KOHGUrypmpoBaHUsA

KomaHoa Aelicmeue
ip domain lookup PaspewwaeT ncnonbsoBaHune npotokona DNS.
no ip domain lookup 3anpewaeT ncnosnb3oBaHue npotokona DNS.
ip name-server Onpegenset IPv4/IPv6-aapeca focTynHbix DNS-cepsepoB. MoxHO onpeaenuTs IP-agpeca
server_ipv_address_list ANA BOCbMM cepBepoB. IP-aapeca cepsepoB HEOBXOAMMO 3anNUCbIBATL Yepes npoben.

no ip name-server
[server_ip_addressl1 ... Ypansaet IP-agpec DNS-cepsepa 13 CUCKA AOCTYMNHbIX.
server_ip_address8]

OnpeaenseT JOMEHHOe MMA MO YMO/YaHUIO, KOTopoe byaeT MCNOb30BaTLCA MPOrPamMMON,
ONA AONOMIHEHMA HENPaBUAbHbIX LOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 Touku). Ans
AOMEHHbIX UMeH H6e3 TOUKM B KOHew, UMeHU byaeT 406aBAATLCA TOUKA M YKa3aHHOe B
KOMaHAe gomeHHoe umsa. Uma gomkHo cogeprkatb 1 go 158 cumBonos.

ip domain name name

no ip domain name Yaanaet AOMEHHOE UMSA NO YMOJHAHUIO.

ip host name ip_address1 OnpegenseT cTaTUYECKME COOTBETCTBUA MMEH Y3108 ceTu IP-agpecam, gobasnaeT
[ip_address2 ... YCTaHOB/IEHHOE COOTBETCTBUE B K3L. Mimsa moxeT coaepatb oT 1 o 158 cumBonos. MoxHO
ip_address4] onpeaennTb Ao YeTbipex IP-aapecos.

YpanaeTt ctaTuyeckue COOTBETCTBUA UMeH Y3108 ceTu IP-agpecam. ima moxKeT cogepaTb oT

no ip host name
P 1 po 158 cumBonos.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxkunme EXEC:

console#

Tabnunua 5.70 - Komanapl pexkuma EXEC

KomaHoa Aelicmeue

Ypanaer 3anuce COOTBETCTBMA MMEHM y3/1a ceTu IP-agpecy Kawa nanbo Bce 3anucu (*). Uma

clear host {name| *
{ 1"} LO/IKHO copepxaTtb oT 1 o 158 cumBonos.

OTtobparkaeT AOMEHHOE UMSA N0 YMONYaHUIo, cnncok DNS-cepBepoB, cTaTUYeckne u
K3LWMPOBaHHble COOTBETCTBUA MMeH Y3108 ceTu 1 IP-agpecos.

Mpu ncnonb3oBaHWM B KOMaHAE UMEHU y3/1a ceTu, oTobpakaeTca cooTBeTCTBYOWNIA emy IP-
agpec. Uma gonxkHo cogepxaTtb oT 1 o 158 cumBon0B.

show hosts [name]

[Tpumepbl UCNoAb308aHUA KOMAHO

=  Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 mn 192.168.16.38, ycTaHOBUTL
OOMEHHOE MMA NO YMOJIHaHMIO - mes:

console#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain-name eltex-sw-1

= YCTaHOBWUTb CTaTUYeCKOe COOTBETCTBME: y3eN CeTu C MmeHem eltex.mes umeet IP-agpec
192.168.16.39:

consolef#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.16.2 Hactpoiika npotokona ARP

ARP (Address Resolution Protocol — npoTokon paspeleHus agpecoB) — MPOTOKOJ KaHa/lbHOro
YPOBHS, BbiMOAHAWWMIN PyHKUMIO onpegeneHna MAC-agpeca, Ha OCHOBaHUM cogepKallerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoOHGUIyprupoBaHusa:

console (confiqg) #

Tabnnua 5.71 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue o

no arp ip_address
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

KomaHoa Aelicmeue
YMOAYAHUIO

arp ip_address
mac address dopmat  ip_address [Lob6asnaet cratnyeckyto 3annce cootsetctana IP u MAC-
[giga_bitethernet gi_port | A.B.C.D; agpecos B Tabanuy ARP ana ykasaHHOro B KomaHae
fastethernet fa po;t | dopmaTt mac_address : w’-ﬁepd)emca.
port-channel gr_oupl H.H.H - ip_address — IP-appec
vian vian_id] H:H:H:H:H:H - mac_address — MAC-agpec

— H-H-H-H-H-H;

Ypanaet ctaTUyeckyto 3anucb cootsetctana IP 1 MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpaunBaeTt Bpems XU3HM AUHAMMUYECKUX 3anmcel B
Tabamue ARP (cek).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.72 - KomaHgb! pexuma privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

clear arp-cache

Ypanset Bce guHamuyeckune 3anncu ns ARP Tabauubl.
(KomaHga AocTynHa TO/IbKO aNa NPUBUAETMPOBAHHOIO
nosb3osaTens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

ip-address: (A.B.C.D)
mac-address: (H.H.H naun
H:H:H:H:H:H nan
H-H-H-H-H-H);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT 3anucn ARP-Tabaunupl: Bce 3anmcu, puabtp no IP-
aapecy; dpunbtp Nno MAC-agpecy; dunbTp no nHTepdeiicy.

- ip_address — IP-appec;

- mac_address — MAC-agpec;

- gi_port —Homep uHTepodeiica Gigabit Ethernet;

- fa_port — Homep uHTepdelica Fast Ethernet;

- group — rpynna KaHanos.

show arp configuration

MokasbiBaeT rnobanbHyo KoHoUrypaumio ARP n
KoHourypaumio ARP ansa nHtepdeicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIKNOYEHO

OTKAIOYaET peXkMm NpoKkcnposBaHua ARP-3anpocoB gns
KOMMyTaTopa.

Bkntoyaet pexmm npokcnposaHma ARP-3anpocos ana
KOMMyTaTopa.

100

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabnunua 5.73 - KomaHab! pexkuma interface configuration

KomaHoa 3HavyeHue Aelicmeue

OTKAlOYaeT pexkmum NpokcnposaHma ARP-3anpocos Ha
HacTpanBaemoM MHTepoeince
BkntouaeT pexxum npokcmposaHua ARP-3anpocoB Ha
HacTpanBaemom MHTepoeice

ip proxy-arp

-/BbIKIOYEHO
no ip proxy-arp

HacTpavBaeT Bpems }KU3HU AMHAMUYECKUX 3anuceil B

arp timeout seconds .
P Tabnuue ARP (cek) ana HacTpamBaemoro nHTepdeica.

seconds: (1..40000000)
YcTaHaBAMBAET 3HaYeHMeE N0 YMOAYaHMIO (yCTaHaBIMBaeTcA

no arp timeout
P rnobanbHo).

[pumepbl UCI016308AHUA KOMAHO

= [Jlo6aBuTb cTaTU4Yeckylo 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBMTb BpeMs XKM3HM AMHAMMYECKUX 3anucen B ARP-Tabamue — 12000
CeKkyHa;
console#configure
console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config) #exit
consoleffarp timeout 12000

= [lokasaTtb coaeprkumoe ARP Tabaunubi:

console#show arp

vlan 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 HacTtpowka npotokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumu. MpoToKon nossonset
pacnpocTpaHuTb no cetu wugeHtuduratopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP asnsetca
o6HapyKeHne nHpopmaLmm 06 oTcyTcTBYHOLWMX B Base AaHHbIX KommyTaTopa VLAN-ceTAX Nnpu noayveHun
coobueHnin GVRP. Monyuns nHoopmaunio 06 otcytcreytowmx VLAN, KommyTtaTop fobaBnseT ee B CBOKO
6a3y AaHHbIX.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KoMaHAHOW CTPOKM pexkuma r106aibHOro KoHUrypuposaHua:
console (confiqg) #

Tabnunua 5.74 — KomaHabl pexkuma rnobanbHOro KoHGUrypupoBsaHums

3Ha4yeHue/3HayeHue no "

KomaHoa / Aelicmeue
YMOAYAHUIO

gvrp enable BkntouaeT ncnonbsosaHme npotokona GVRP KommyTatopom.
-/BbIKNIOYEHO

no gvrp enable BbikntouvaeT ncnosb3osaHme npotokona GVRP kommyTtaTopom.

Ethernet-kommymamopsi MES1000, MES2000 101



HELTEX

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOM CTPOKK B pexMme KOHPUrypmposaHua nntepoeiica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet

fa port|port-channel group}
console (config-if) #

Tabnnua 5.75 — KomaHabl pexkmma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3Ha4yeHue/3HayeHue o -
KomaHoa Aelicmeue
YMOAYaHUuro
gvrp enable Bkntoyaet ucnonb3osaHme npotokona GVRP Ha
HacTpanBaemom MHTepodeiice.
-/BbIKNIOYEH
no gvrp enable BbikntoyaeT ucnonb3osaHme npotokona GVRP Ha
HacTpanBaemom MHTepodeiice.
garp timer {join | leave | timer_value: YcTaHaB/MBAET 3HaUYeHUA Tanmepos NpoTokoaa GARP
leaveall} timer_value (10..2147483640) mc/ (onucaHue Talimepos npueeaeHo B Tabavue 5.77).
3HayeHuMA No ymonyaHuo: | - timer_value — 3HayeHWe Taimepa (401XKHO 6bITb KpaTHO 10).
no garp timer join: 200 mc;
leave: 600 mc; YCTaHOBUTb 3HAYEHUA MO YMONYAHUIO.
leaveall: 10000 mc
gvrp vlan-creation-forbid 3anpewaeT gMHaMn4eckoe nsmeHeHmne nam cosganume VLAN
A HacTpamMBaemoro nHTepdeiica.
-/pa3pelueHo A P pd
no gvrp PaspewaeT guHamn4yeckoe nsmeHeHme namn cosgaHue VLAN
vlan-creation-forbid ANA HacTpaMBaemoro nHtepdelica.
gvrp registration-forbid BbinonHaeT cHATUe pernctpauunn ansa scex VLAN u He
Mo ymonyaHuio co3gaHue u
[0NYyCKaeT co3aaHuA uam pernctpaumm Hoebix VLAN Ha
pernctpauma VLAN Ha o
N AaHHOM nHTepdeiice.
- - - WHTepderice paspelleHa
no gvrp registration-forbid YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHua VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHpurypmposaHma VLAN:

consolet#configure
console (config) #interface vlan vlan id
console (config-if) #

Tabnnua 5.76 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymon4aHuro
gvrp advertisement-forbid 3anpewaeT aHoHcupoBaHue VLAN no npotokony GVRP.
no gvrp advertisement-forbid - OTmeHsieT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP.
Tabnnua 5.77 — OnucaHue Talimepos GARP
Taiimep GARP 3HayeHue
Join Timer OnpepenseT MHTEpPBan Mepefayu 3anpocoB Ha npucoeauHeHue B rpynny VLAN

(ananasoH 3HauyeHnt ot 10 go 2147483640 MUNNUCEKYHA, 3HAYEHNE NO YMOTUYAHUIO
— 200 munnmcekyHa).

Leave Timer OnpepensieT UHTEPBas, KOTOPbIK UHTEpdeiic ByaeT OXuaaTb nepes, BbIXOAOM U3
rpynnsbl VLAN (amanasoH 3HaveHuit ot 10 go 2147483640 MUAAUCEKYHA, 3HAYEHNE
no ymonyaHuio — 600 MUANUCEKYHA).

V 3HaueHue Leave Talimepa [ONMKHO 6biTb 60nblie MAM paBHO Tpem
3HauyeHuaMm Join Talimepa.
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LeaveAll Timer OnpegensieT WHTepBan, KOTOpbIM MHTepdeic byaeT oXuaaTb nepes OTNPaBKOM
3anpoca LeaveAll Ha nosHoe oTkAtoueHue oT rpynnbl VLAN (AnanasoH 3HayeHuin ot
10 no 2147483640 MUNAWUCEKYHA, 3HAYEHUE No yMmondaHuio — 10000 muanucekyHa).

/! 3HaueHue LeaveAll Taiimepa fonkHO 6biTb HamHOro 6onbwe 3HaueHus
Leave Taiimepa.

3HaueHua GARP TalimepoB A,0/13KHO 6bITb OAMHAKOBbIM A1A BCEX B3aUMOAENCTBYIOWUX
yctpoiicts. Ecan 3HaueHus TaiimepoBs 6yayT OTIMUATLCA, TO KOMMYTaTOp MOXKeT
HEeKOppPeKTHO paboTaTb no npotoKoay GVRP.

B3aumopgeiicTBue HeTerMpoBaHHOro NOPTa C TErMPOBAHHbIM MOMKET bbITb
aAMUHUCTPATUBHO onpegesieHo NyTem yCTaHOBKM 3HaueHua PVID Ha HeTermpoBaHHOM

< X

nopry.

UHTepdeiic, HacTpoeHHbI B pexxume nopTta gocryna (Access port), He morKeT paboTtaTtb
' no npotokony GVRP, NOCKO/IbKY OH Bcerga ABAAETCA Y1eHOM TOJIbKO O4HOM rpynnbl
L]

VLAN.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.78 — KomaHabl pexkmuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

clear gvrp statistics . OuuuiaeT HaKOMNJEHHYIO CTaTUCTMKY npoTokona GVRP.
[gigabitethernet gi_port | fgl_port:' qi/g/i;i)’
fastethernet fa_port | a_port: (1..3/0/1..24);

roup: (1..16).
port-channel group] group: ( )

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.79 — KomaHabl pexkuma EXEC

KomaHda 3HayeHue Aelicmeue
show gvrp configuration MokasbiBaeT KoOHUrypaumio npotokona GVRP gna
[gigabitethernet gi_port | YKa3aHHOro nHTepdelica, mbo ana scex HTepdeicos.

fastethernet fa_port |
port-channel group]

show gvrp statistics loKa3blBaeT HaKOMIEHHYIO CTaTUCTUKY No npoTtokoay GVRP

[gigabitethernet gi_port | fi_port:. (133’/8/1;?/ [NA yKazaHHOro uHTepodelica, nMbo s Bcex HTEpdeincos.
fastethernet fa_port | a_port: (1..3/0/1..24);

group: (1..16).
port-channel group]
show gvrp error-statistics MoKa3sblBaeT CTaTUCTUKY No owmnbkam npu paboTe
[gigabitethernet gi_port | npotokona GVRP gns yKasaHHoro uHtepderica, imbo ana
fastethernet fa_port | BCeX MHTepdeiicos.

port-channel group]
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5.16.4 MexaHu3sm obHapyxeHua netenb (loopback-detection)

[aHHbI MexaHM3M MO3BOAAET YCTPOWCTBY OTCAEXMBATbL 3aKO/bLLOBaHHbIE NOPTLl. MeTna Ha nopty
ob6HapyKMBaeTcA NYTEM OTCbIIKM KOMMYTAaTOPOM ppeiima € aapecom HasHaYeHUs, COBMNALAOWMM C OGHUM

13 MAC-agpecoB yCTpOMCTBa.

KomaHObI pexcuma 2106a0716H020 KOHhU2YpPUPOB8aAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUIyprupoBaHusa:

console (config) #

Tabanua 5.80 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIK/IOYEHO

BkatouaeT mexaHU3m o6Hapy)+(eva neTenb ANAa KOMMyTaTopa.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/ 30 cekyHA

YcTaHaBnvBaeT uHTepBan mexay loopback-ppenmamu.
- seconds — HTepBan BpemeHu mexay LBD dpeirimamm.

BoccTaHaBiMBaeT 3HauYeHMe NO YMOIYaHMIO

loopback-detection mode
{src-mac-addr|base-mac-
addr | multicast-mac-addr}

-/src-mac-addr

YcTaHaBAMBaeT pexxum obHapyKeHUs neTenb:

- src-mac-addr — onpegenset, yto MAC-agpec HazHa4YeHuUA —
MAC-agpec uHtepdelica;

- base-mac-addr - onpegensert, uto MAC-aapec HasHayeHus —
MAC-agpec ycTpoiicTsa.

- multicast-mac-addr —8 KauyecTBe agpeca HazHayeHuUA
MCNoNb3yeTca rpynnoBo agpec

loopback-detection
vlan-based

no loopback-detection
vlan-based

-/BbIK/IIOYEHO

BktovaeT pexknum obHapykeHus netam 8o VLAN. Mpu
Hannuum netnm Bo VLAN pgaHHana VLAN 6yaet 3abi10KkmMpoBaHa
Ha NopTy, Ha KOTOPOM bObl/la ObHapyKeHa neTns.

OTKANtOYaeT pexknm obHapyKeHus netam 8o VLAN.

loopback-detection vlan-
based recovery-time sec

no loopback-detection
vlan-based recovery-time

sec:
(30..1000000)/BbIKNOYEHO

3apaet Bpema B CeKyHAaX, B TedeHue Kotoporo VLAN Ha nopty
6yneT HaxoaUTbCA B 3a61OKMPOBAHHOM COCTOAHMUM.

VLAN Ha nopTty, B KOTOpom bblna 06HapyKeHa neTas, He byaet
pa36/710KMpPOBaHa aBTOMATUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagelica (duanasoHa uHmepgelicos) Ethernet,

UHmepcgelica epynnel MOpmMos

Bupa, 3anpoca KOMaHAHOM CTPOKU B pexkmme KoHPUrypmposaHua uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port|

fa port|port-channel group}
console (config-if) #

fastethernet

Tabnnua 5.81 — KomaHabl pexkuma KoHourypuposaHus uHTepdelica Ethernet, rpynnsl uHTepdelicos

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIK/IIOYEHO

BkitovaeT mexaHn3m 06Hapy)+(eHVIFI neTesb Ha NopTy

BocctaHaBnvBaeT 3HaveHue no YMON4YaHUIO
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.82 — KomaHab! pexkmma EXEC

KomaHda 3HauveHue Aeiicmeue

show loopback-detection OTobparkaeT cocTosHMe mexaHu3ma loopback-detection.
[gigabitethernet gi_port | ] i - gi_port — Homep uHTepdelica Gigabit Ethernet;
fastethernet fa_port | fa_port: (1..3/0/1..24); - fa_port — Homep nHTepdeliica Fast Ethernet;

group: (1..16)

port-channel group] - group — rpynna KaHanos.

gi_port: (1..3/0/1..28);

5.16.5 CemeiicTtBo npotoKonos STP (STP, RSTP, MSTP)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) sensetca npuseaeHune cetu Ethernet c
MHOXEeCTBEHHbIMW CBA3AMWU K APEBOBMAHOM TOMOJIOIMKU, UCKAOYAIOLWEN UMKAbI Naketos. KommyTaTopbl
06MeHMBaAOTCA KOHOUIYPAUMOHHBIMU COOBLLEHMAMM, MCMNONb3YA Kagpbl cheuuanbHoro ¢opmarta, M
BbIOOPOYHO BK/IOYALOT M OTKKOYAOT Nepeaayy Ha nopTol.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcA ycoBeplUeHCTBOBaHMEM npoTokona STP, xapaKrepusyetcs
MEHbWWNM BPEMEHEM TNPUBEAEHUA CETU K [APEBOBUAHOM TOMONOTMM U UMeeT 6onee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) snaBnaetca Hambonee coBpemeHHOW peanusaumein STP,
noagep:kmeatowenn mncrnonbsosaHne VLAN. MSTP npeanonaraet KoHOUrypupoBaHMe HeobXoaMmoro
KOJIMYECTBA 3K3EMMIAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMCMMOCTM OT Ymncnaa rpynn VLAN Ha
KomMmyTaTope. Kaxablit 3K3emMnaap MOXKeT cofeprkaTb Heckosibko rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnaeTcs To, YTO Ha BCEX KOMMyTaTopax, B3aumogencTaytowmx no MSTP, fonHbl 6bITb 04MHAKOBO
CKoHOUrypuposaHsbl rpynnbl VLAN.

MexaHn3m Multiprocess STP npeaHasHayeH Ans co3gaHMA HesaBUCUMbIX Aepesbes STP/RSTP/MSTP
Ha MopTax yCTPoMncTBa. M3ameHeHUA COCTOAHMA OTAE/IbHOMO AepeBa He OKa3blBalOT BAUAHWUA Ha COCTOAHME
APYrUX AepPeBbEB, YTO NO3BOISET NOBLICUTbH YCTOMUYMBOCTb CETU U COKPATUTb BPEMS NepecTpoeHns aepesa
B C/ly4yae OTKa30B. MMpU KOHOUIYPUPOBAHUM CAeAyeT UCKAOUYUTb BO3MOMKHOCTb BO3HWMKHOBEHMA KoOAeL,
MeXKAy NOopTaMM-YNeHaMM pasHbix aepeBbeB. 18 06CAYKMBAHUA U30/IMPOBAHHbIX AEPEBLEB B CUCTEME
CO34aETCcA OTAEeNbHbIN Npouecc Ha Kaxkaoe gepeso. C NpoLEcCOM COMOCTaBAAKTCA NOPTbl YCTPOMCTB],
npuHagaexawme gepesy.

V' MaKcMmanbHO A0NYCTUMOE KONMUYECTBO 3K3emnaapoB MSTP yKasaHo B Tabauue
2.9.

5.16.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHGUrypnuposaHusa:

console (config) #
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Tabnnua 5.83 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHoa 3HayeHue/3HavyeHue Aeiicmeue
no ymon4aHuro
spanning-tree PaspelaeT ncnonb3oBaHMe KOMMyTaTopom npoTokona STP.
no spanning-tree i 3anpeuiaeTt NCNONb30BaHNME KOMMYTaTOPOM npoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXKMm paboTbl npoTokona STP:
rstp | mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
- mstp — I[EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaEeT 3HaYeHMe N0 YMOIYAHUIO.
spanning-tree forward-time YcTaHaBAMBaeT WHTEpPBa/s BPeMeHM, 3aTpayvMBaemblii  Ha
seconds seconds: (4..30)/15 cex npocaylwmsaHve " n3yyeHune COCTOSIHWM nepeg,
nepeKkntoYeHMEeM B COCTOAHME Nepesayu.
no spanning-tree forward-time YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.
spanning-tree hello-time YcTaHaBAMBaeT MHTepBanA BPeMeHW Mexay nepegavamu
seconds seconds: (1..10)/2 cek IJJVIpOKOBEEU@TEﬂbeIX coobLueHni «Hello» K
B3aMMOZEeNCTBYIOLLMM KOMMYTaTOPaM.
no spanning-tree hello-time YcTaHaBAMBaEeT 3HaYeHMEe N0 YMOIYAHUIO.
spanning-tree loopback-guard PaspelwaeT 3awumTy, BbIK/IOYatloLWy 060N MHTepdeinc npwu
npueme naketos BPDU.
no spanning-tree i 3anpeLuaeT 3aWwmTy, BbIK/AOYaloLWY UHTepdelc npu npuéme
loopback-guard naketos BPDU.
spanning-tree max-age YcTaHaBAMBaeT BpeMs XU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
spanning-tree priority priority HactpauBaeTt npuopuTeT cBAsyoLero gepesa STP.
priority: V 3HaueHue NpuopuTeTa A0MKHO 6bITb KpaTHO 4096.
(0..61440)/32768
no spanning-tree priority YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
spanning-tree pathcost YcTaHaBAMBAET METOA, OnpeaeieHns LEHHOCTU NyTu.
method {long | short} - long — 3HaueHwue LeHHOCTM B AnanasoHe 1..200000000;
-/short - short — 3HauyeHuWe ueHHocTH B gnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
method
spanning-tree bpdu {filtering | OnpegaenseT pexxum 06paboTku naketos BPDU nHTepdeiicom,
flooding | bridging} Ha KOTOPOM BbIK/tOYeH NpoToKon STP.

- filtering — Ha MHTepdelice ¢ BbIKAOYEHHbIM NpoTOKoNOM STP
BPDU nakeTbl dpunbTpytoTcs;
- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKONOM STP
HeTermpoBaHHble BPDU nakeTbl nepeaatoTcs, TermpoBaHHble —
-/flooding bunbTpytoTes;
- bridging — Ha uHTepodelice ¢ BbIKNOYEHHBIM NPOTOKOIOM STP
BPDU nakeTbl nepepatoTca.
JaHHas KomaHaa obpabaTtbiBaeT TosibKo STP BPDU
’ n He ¢punbTpyeT PVST BPDU ¢ DST MAC
01:00:0c:cc:cc:cd

no spanning-tree bpdu YcTaHaBMBaeT 3HaYeHWe NO YMONYAHUIO.
spanning-tree process KomaHaa co3faeT oOTAeNbHblt  npouecc M nepesoauT
process_id KOMaHZHbI MHTEPdENC B PEXXUM ero KOHOUTypupoBaHMs.

process_id: (1..31)/0

no spanning-tree process Yaanser yKasaHHbIM npouecc.
process_id
Mpun 3agaHum Taknx napamertpos STP, Kak forward-time, hello-time, max-age Heo6xoaumo,
’ 4TO6bl BbINONHANOCH C/leayiolLee COOTHOLIEHUE 3TUX NApPaMeTPOB:
e 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHabl pexxuma KoHburypuposaHua uHTepdeiica Ethernet, nHtepdeinca rpynnsl NopTos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepdeica Ethernet, nnrtepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.84 — KomaHabl pexkmma KoHpurypmposaHua nHtepdeliica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

spanning-tree disable

no spanning-tree disable

-/pa3spelueHo

3anpewaeT paboTy NpoToKoia STP Ha KoHdUTypupyemom
MHTepodeiice.

PaspewaeT paboTy npoTokosia STP Ha KOHPUTYpUMpyemMom
UHTepodeiice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cM. Tabanuy 5.85

YcTaHaBAMBaET LeHHOCTb NyTW Yepes BblbpaHHbI UHTEpPdENAC.

YcTaHaB/MBaEeT 3HaYeHue, onpesensiemoe Ha OCHOBAHUN
CKOPOCTM MOpTa U MEeTOAa ONpeae/ieHUs LLeHHOCTU NyTH,
Tabamua 5.85.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepdeiica B ceasyiolLem aepese
STP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaET 3Ha4YeHue no YMOI4aHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/IIOYAET pPeXunm, B KOTOPOM MOPT NPU NOAHATUM HA HEM
/IMHKa Cpa3y CTaHOBUTCA B COCTOAHME Nepesayn, He
LOXMAAACh UCTEYEHMA Talimepa.

- auto — no6aBNAET 334ePHKKY 3 CEKYHAbI Nepes Nepexosom B
COCTOAIHVE Nepesayn.

Bbikntouaet pPexXnm MOMeHTa/IbHOro nepexoaa B COCToAHUE
nepegadun no NOAHATUIO JIMHKA.

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BK/tOYaeT 3alLMTy «KOPHA» AN BCEX CBA3YIOLLMX AePEBbEB
STP BbIOpaHHOro nopta. [lJaHHas 3almTa 3anpeLaeTt
nHTepoericy bbiTb KOPHEBBIM NOPTOM KOMMYTATOpPA.

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/33 LWWNTa BblK/IKOYEHA

PaspelaeT 3aWMTy, BbIKAHOYAOLLYO MHTEpdec Npu npuéme
naketos BPDU.

3anpeLaeT 3alLmTy, BbIK/OYAIOLLYIO UHTEpdENC Npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKA-TOUKA»,
ANA NonyaynaekcHoro

— «Pa3BETB/EHHbIN»

YctaHaBauBaet npoTtokon RSTP B nepepatoLLee cocToaHme m
onpeaenser TMN cBsA3uM gna BbIOPaHHOTO NOPTa - KTOYKa-
TOYKa», «Pa3BETBAEHHbINY.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkm naketos BPDU uHTepdelicom,
Ha KOTOPOM BbIK/IlO4EH NpoTOKoA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKOAOM STP
BPDU nakeTbl GUnbTpytOTCA;

- flooding — Ha nHTepdelice ¢ BbIKAOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHbIe —
bunbTpytoTca.

[aHHas komaHaa obpabaTbiBaeT ToNbKo STP bpdu u He
¢dunbTpyet PVST BPDU ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IOYEHO

3anpeuwaet npuem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c pnarom TCN.

spanning-tree binding-process
process_id

no spanning-tree binding-
process

process_id: (1..31)/0

Mpu1BA3bIBAET NOPT K yKazaHHOMY npoueccy. 1o ymonyaHuio
BCe NOPTbl YNPABAAOTCA HYNEBbIM MPOLECCOM.

BocctaHaBnuBaer NPUBA3KY NOPTa NO YMONYAHUIO

Tabnumua 5.85 — LleHHOCTb NyTH, yCTaHOBAEHHAA N0 YMONYaHUIo (spanning-tree cost)

. Memoo onpedeneHus yeHHocmu nymu
Unmepdpeliic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHusa depesd

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:
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console (config-mstp-process) #

Tabanua 5.86 — KomaHabl pexkmma privileged EXEC

KomaHda 3HayeHue

Aelicmeue

spanning-tree forward-time
seconds
seconds: (4..30)/15 cek

YcTaHaBAMBaeT ANs KOHGUrypmMpyemoro npouecca MHTepBsan
BpPEMEHM, 3aTpaunBaeMblii Ha NPOCNYLINBAHME U U3yYeHue
COCTOAHWI Nepes NepekNtoHeHnemM B COCTOAHNE KOMMYTaLUN.

no spanning-tree forward-

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

seconds: (1..10)/2 cek

time
spanning-tree hello-time YcTaHaBAMBaET MHTEPBa BPEMEHU MEXAY Nepesadyamm
seconds LUMpPOKoBeLLaTeNbHbIX coobueHunin «Hello» K

B3aUMOJENCTBYIOLLMM KOMMYTaTOpam.

no spanning-tree hello-time

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree max-age

seconds seconds: (6..40)/20 cek

YcTaHaBAMBAET BpeMA XKM3HU cBA3ytoLero aepesa STP.

no spanning-tree max-age

YcTaHaBAMBaET 3HaAYeHue no YMO4YaHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority:
(0..61440)/32768

YcTaHaBAMBaeT 3HauyeHre NpuopuTeTa KOMMyTaTOpa B
BblIbpaHHOM 3ak3emnnape MST.

- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V ' 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst

instance_id priority

YCTaHaBAMBAET 3HAYEHWE NPUOPUTETA MO YMONYAHMIO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.87 — KomaHabl pexkmuma privileged EXEC

KomaHda 3HayeHue

Aelicmeue

show spanning-tree
[process process_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

process_id: (1..31)/0;

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16).

Moka3sblBaeT KoHdUrypauuto npotokona STP gna BblbpaHHOrO
npouecca
-process_id —Homep npouecca.

detected-protocols
[interface
gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

port-channel group]

show spanning-tree MoKasbiBaeT nNoApobHYID MHPOPMALMIO O  HaCTPOMKe
detail] [active npotokona  STP MHbopmaumio 06  aKTUBHbIX  UAK
[ 10 | process_id: (1..31)/0 P ! bopmay,

blockedports] [process 3a6/10KMPOBaHHbIX NOPTAXx

process_id]

clear spanning-tree MepesanyckaeT npoLecc MUrpauMuM MpPOTOKO/MA. 3aHOBO

npoucxoamT nepecyét gepesa STP.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

OnuncaHne KomaHa, pexkmma EXEC npeacrasnieHo B Tabanue 5.88.
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Tabnnuya 5.88 — KomaHab! perkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Moka3sbiBaeT pexkmm 06paboTku naketos BPDU Ha
MHTepdercax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabanuya 5.89 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3HayeHue/3HayeHue rno

no spanning-tree pathcost
method

Komanoa Aelicmeue
YMOAYAHUIO
spanning-tree Pa3pelaeT ncnonb3oBaHnme KOMMYTaTopom NpoTtokona STP.
no spanning-tree i 3anpeuaeTt NCNoib30BaHNE KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.
rstp | msfp} JRSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHMIO.
spanning-tree pathcost YcTaHaBAMBAET MeTOoA, ONpeaeneHns LEHHOCTU NyTu.
method {long | short} - long — 3HaueHwue LeHHoCTM B AnanasoHe 1..200000000;
-/short - short — 3HauyeHuWe ueHHocTH B ganasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaB/MBAET NPUOPUTET A1 AaHHOTO KOMMYTaTopa nepes,
0OCTa/IbHbIMM, UCMONb3YHOLMMM 0BLWMIA 3K3emnaap MSTP.

V 3HauyeHue NpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYEHNE MO YMOHAHUIO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMManbHOE KOIMYECTBO TPAH3UTHbIX
yyacTkoB a1 naketa BPDU, Heobxoanmbix Ana
dbopmMupoBaHMA AepeBa U yaeprKaHUa MHPOPMALUK O ero
CcTpoeHun. Ecm nakeT yxe npolen makcumanbHoe
KO/IMYECTBO TPAH3MTHbIX Y4aCTKOB, TO Ha CaeAyoLLeM yqyacTKe
OH oTbpacbiBaeTcA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxopg, B peXXum KoHdUrypmpoBaHusa npotokona MSTP.

KomaHObI pexcuma KoHgu2ypuposdHUa npomokosaa MSTP

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexkume KOHPUrypmposaHua npotokosna MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #
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Tabanua 5.90 — KomaHabl pexkMma KoHbUrypmpoBaHus npotokosa MSTP

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co34aeT COOTBETCTBME MEXAY IK3EeMNAAPOM NpoToKona MSTP
u rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTtokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MeXAY dK3emMNaapom npoTokona MSTP
n rpynnamu VLAN.

name string

no name

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.

Ypanset uma KoHdpurypauym MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBnsnn KoHdurypaumm MST.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

show {current | pending}

MokasbiBaeT TekyLyto (current), 1Mbo oxnagatowyto (pending)
KOHdurypaumto MST.

exit

Bbixoa 13 pexxuma KoHdurypaumm npotokona MSTP ¢
coxpaHeHnem KoHdurypaumu.

abort

Bbixog, 13 pexxmma KoHourypaumm npotokona MSTP 6e3
COXpaHeHMA KoHOUrypauuu.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet, uHmepdgpelica 2pynnel NopmMos

Bua 3anpoca KOMaHAHOWN CTPOKK B pexkmme KoHPurypmposaHusa nHtepdeiica Ethernet, nnrepdeitca

rpynnbl NOPTOB:

console (config-if)#

Tabauua 5.91 — KomaHap! pexkuma KoHdUryprposaHua nHTepdeliica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3au.|,v1Ta BbIK/1lOYEHa

BKkntoyaeT 3awmTy KKOPHA» A/1A BCEX CBA3YIOLLMX AEPEBbEB
STP BbIOpaHHOro nopra. [lJaHHas 3almTa 3anpeLaer
NHTepoericy bbiTb KOPHEBLIM NOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance-id
port-priority priority

no spanning-tree mst
instance-id port-priority

instance: (1..4094);

priority: (0..240)/128

YcTaHaBAMBaeT npuoputeT nHTepdeiica B aksemnasape MSTP.

V 3HaueHue NpuopuUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst
instance-id
cost cost

no spanning-tree mst
instance-id cost

instance: (1..4094);

cost: (1..200000000)

YcTaHaBAMBAET LeHHOCTb NYTU Yepes BbibpaHHbIN MHTepdelic,
ONA onpeneneHHoro ak3emnaapa npotokosa MSTP.

YcTaHaBMBaeT 3HaYeHne, onpeaensiemoe Ha OCHOBaHUN
CKOPOCTM MopTa M MeToAa onpeaeneHns LeHHOCTU MyTH,
Tabnuua 5.85.

spanning-tree port-
prioritypriority

no spanning-tree port-
priority

priority: (0..240)/128

YcTaHaBaMBaeT NpuopuTeT nHTepdeiica B KOPHEBOM
ceasyowem gepese MSTP.

V 3HauyeHue NpuopuTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnunua 5.92 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]
[instance instance-id]
[process process_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
instance: (1..4094);
process_id: (1..31)/0

MokasbiBaeT KoHdUrypauuto npoTokona STP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokosaa MSTP;
- process_id — Homep npouecca.

show spanning-tree
[detail] [active |
blockedports]
[instance instance-id]
[process process_id]

instance: (1..4094);
process_id: (1..31)/0.

MoKasbiBaeT NogpobHY0 MHPOPMALMIO O HACTPOliKe
npoTokona STP, nHpopmaumto 06 akTUBHbIX UK
3a6/710KMPOBAHHbIX NOPTAX.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTtokona MSTP;
- detail — npocmoTp noapobHo MHbopmaLmm.

show spanning-tree mst-
configuration

MokasbiBaeT MHPOPMaLMIO O CKOHGUTYPUPOBAHHbBIX
aksemnnapax MSTP

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MNepesanyckaeT npouecc murpaumm npoTokona. 3aHoBo
NponcxoauT NPocYéT aepesa STP.

port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkaountb nopaepkKy npoTtokona STP, ycTaHOBWMTb 3HaYeHWEe MpuUopUTETa CBA3YIOLLEro
nepesa RSTP — 12288, uHtepsan forward-time — 20 cekyHA, MHTEPBaAN BPEMEHU MeXay
nepefayamun LIMPOKOBELLATENbHbIX coobuweHuit «Hello» - 5 cekyHa, Bpema XKU3HU
cBA3ylowero gepesa — 38 CEKYHA.

console (config) #spanning-tree

console (config) #spanning-tree mode rstp
console (config) #spanning-tree priority 12288
console (config) #spanning-tree forward-time 20
console (config) #spanning-tree hello-time 5
console (config) #spanning-tree max-age 38
console (config) #exit

= [lokasaTb KOHOUrypaumto npoTokona STP:

consolef#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long

Loopback guard: Disabled
Root ID Priority 12288
Address a8:£9:4b:£1:1d:00

This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
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gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

B MSTP unHdbopmauma o nocnegHein cmeHe TONONOrMU BbIBOAUTCA
show spanning-tree detail

TOZIbKO C MOMOLbIO

y

5.16.6 Hactpouka ¢pyHKuum flex-link

Flex-link — ¢yHKuMA pesepBnpoBaHUA, NpeaHasHavyeHHaa gna obecnevyeHMA HaZEXKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt Haxoautbca ethernet u port-channel nHtepdeiicol. OguH u3
3TUX MHTepdericoB HaxoanTcAa B 3a6/0KMPOBAHHOM COCTOAHUM U HAaYMHAET NPONYyCKaTb TPAadUK TONBKO B
C/ly4ae aBapun Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHud uHmepgelica Ethernet, uHmepgelica 2pynnebi
mos

no
BuAa 3anpoca KOMaHAHOM CTPOKM B pexMme KOHPUrypuposaHua nHtepdeica Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.93 — KomaHapl pexknuma KoHdUrypupoBaHua nHTepdeinca Ethernet, rpynnel noptos
3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

Bkntoyaert flex-link Ha nHTepdeiice n HazHavaeT BbIBPaHHOMY
nHTepoericy ponb backup-uHtepdeiica B flex-link nape.

flex-link backup {
gigabitethernet gi port |
fastethernet fa_port |
port-channel port-channel}
no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port |
port-channel port-channel}
flex-link preemption mode
[forced | bandwidth| off]

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

Bbikntouaer flex-link Ha uHTepdelice n yganaer
KOHPuUrypupyemblin nHTepdeic us flex-link napel.

3apaeT genctame Npy NOAHATUN UHTepdelica, y4acTBYHOLLLEro
8o flex-link:

- forced — ecnn nogHaABLNIiCA MHTepdeEC HAaCTPOEH Kak
master, To OH CTaHEeT aKTUBHbIM UHTepbdelicom;

- bandwidth — npu nogHATUM MHTEpdElica aKTUBHbIM CTaHeT
MHTepdeic c 6onbLiel NPOoNyCKHOM CNOCOBHOCTbIO;

- off — nogHaABWMICA NHTepdelic ocTaHeTca B
3a610KMPOBAHHOM COCTOAHUM.

-/off

no flex-link preemption
mode

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3apaeT Bpems OT Mepexoa OTK/IHOUYEHHOro NopTa B COCTOAHME
«Up», MO NPOLIECTBMU KOTOPOTO BbINOHAETCA AEUCTBUIE,
ycTaHoBneHHoe komaHao flex-link preemption mode.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 5.94 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
port_channel: (1..8)

MNokasbiBaeT KoHbUrypauuto epyHkumm flex-link.

5.16.7 NMpotokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npeagHasHayeH ANnA NOBbIWEHUA
YCTOMUYMBOCTU U HAZEKHOCTM CeTU nepedauyy AaHHbIX, MMEeHLWeN KoJbLeBylo TOMOMOrMIo, 3a Cc4yeT
CHUMXXEHUA BPEMEHM BOCCTAHOBJIEHWUA CETU B C/lydyae aBapuun. Bpema BOCCTAHOBAEHUA He npesbiwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MEHbLIE BPEMEHM MNEepPecTPOKU CEeTU NPU MCNOAb30BaHUU MPOTOKO/IOB

cemelicTBa spanning tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabnnuya 5.95 — KomaHgpl pexknma rnobanbHOro KOHPUrypmposaHms

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

eaps

no eaps

Paspewaet paboTty npoTtokona EAPS.

3anpeuaeT paboTty npotokona EAPS.

eaps fail-timer seconds

no eaps fail-timer

seconds: (1..10)/3 cek

3afaeT Bpems OTCYTCTBMA TECTOBbIX NMAKETOB, MO UCTEYEHUM
KoToporo 6yaeT 3aduKcMpoBaHa aBapua KosbLa.

YcTaHaBAMBaeT 3HaYeHue Taﬁmepa No YMONYaHUIO.

eaps hello-timer seconds

no eaps hello-timer

seconds: (1..10)/1 cek

Tavimep nepuoamyHocTn oTnpasku hello-naketos.

YcTaHaBAMBaeT 3HaYeHue Taﬁmepa N0 YMONYaHUIO.

eaps domain domain_id

no eaps domain domain_id

domain_id: (0..63)

CospaHue EAPS-pervoHa c ugeHtuédukatopom domain_id v
nepexoz, B peXXum KOHPUrypupoBaHUA pernoHa.

Ynanernvne EAPS-pervoHa c ugeHtmeukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHda

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUTIypupoBaHUa AOMeHa:

console (config-eaps-domain) #

Tabnunua 5.96 — KomaHabl pexkmma KoHourypmuposaHus EAPS nfomeHa

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

control-vlan vian_id

no control-vlan

vlan_id: (1..4093)

NpeHtndukatop VLAN, ncnonbsyemon ans ynpasnexHms EAPS.
Kpome Toro, cneaytowmii no nopaaky naeHtmpukatop VLAN
MCMONb3yeTCca ANA yNPaBieHNA BTOPUYHBIMU KONbLAMM.
Ynpasnatowaa VLAN EAPS He J0MKHA MCMO/Ib30BATbCA AN
nepegayn ntoboro MHoro Tpadpuka.

OTmeHa Ha3HayeHua VLAN

ring ring_id

Co3paHue KonbLa ¢ naeHtTuduUKaTopom ring_id v nepexon s

{enable | disable}

ring_id: (0..15) peXunm KoOHGUTrypnpoBaHMA KobLia.
no ring ring_id YaaneHue KonbLa ¢ MaeHTUduUKaTopom ring_id.
set ring ring_id ring_id: (0..15) PaspeweHune unu 3anpet paboTbl KoNbLa C UAEHTUGUKATOPOM

ring_id.
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KomaHObI pexuma KOHgU2ypupo8aHuUsa Konbuad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHOUTyprpoBaHua:

console (config-eaps-domain-ring) #

Tabnnua 5.97 — KomaHabl pexkmma KoHpurypmposaHua EAPS Konbua

KomaHda

3HayeHue/3HayeHue
no ymon4aHur

Aelicmeue

primary-port
{gigabitethernet gi port |
fastethernet fa_port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6Op NEPBMYHOrO NOPTa KOMMYTaTOPa, BK/OYEHHOTO B
KONbLLO.

secondary-port
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

BblI6Op BTOPUYHOTO MOPTa KOMMYTATOPa, BKAKOYEHHOTO B
KONbLLO.

role {master | transit}
level level-id

level-id: (0..1)

role {edge | sub-edge}

Bbi6bop ponv KomMyTaToOpa B KOHPUTYPUPYEMOM AOMEHE U
Ko/bLe.

Bo3MOKHble ponu:

- master — yCTPOMCTBO ABNAETCA BEAYLIUM Y3/10M;

- transit — ycTpoICTBO ABNAETCA TPAH3UTHBIM Y3/10M;

- edge — cMeXXHbIl y3en, NprMHag/ eKalmnin OCHOBHOMY U
BTOPUYHOMY KOJ/IbLLAM;

- sub-edge — BcnomoraTeibHbIl CMEXKHbIN y3en,
NPUHAA/EXKALWNN OCHOBHOMY U BTOPUYHOMY KOJIbLLAM.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.98 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show eaps [domain
domain-id [ring ring-id ] ]

domain-id: (0..63);
ring-id: (0..15)

3anpoc MHbopMaLMmM O COCTOSHUM LOMEHOB U Konel, EAPS.

5.16.8 Hactpoiika npotokona G.8032v2 (ERPS)

MpoTokon ERPS ( Ethernet Ring Protection Switching) npeaHa3sHayeH AN NOBbILWEHUA YCTOMYMBOCTH
W HaZeXXHOCTU CeTu nepefayvm AaHHbIX, MMEIOLWEN KONbLEBYIO TOMOMOMMIO, 33 CHET CHUXKEHUA BPEMEHMU
BOCCTAHOBJIEHMA CEeTW B C/y4yae aBapuu. Bpema BoccTaHOBNEHMA He npesblwaeT 1 ceKkyHApl, 4TO
CYLLLECTBEHHO MeHbLLEe BPeMeHU NepecTporKM CeTU NPU UCNOIb30BaHMM NPOTOKO/IOB CEMENCTBA Spanning

tree.
KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA
Bua 3anpoca KOMaHAHOW CTPOKM pexkMMa rnobanbHOro KOHGUrypnuposaHua:
console (config) #
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Tabnnuya 5.99 — KomaHapl pexknuma rnobanbHoOro KoHpurypmposaHms

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

erps

no erps

PaspewaeT paboTty npoTtokona ERPS.

3anpeuwaeT paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOpoM byaeT nepenaBaTbca cnykebHas MHGopmaums n
nepexop, B PeXXMM KOHPUIYpUpoBaHUA KoNbLa.

Yaanernue ERPS-konbLa ¢ naeHtudukatopom vian_id.

KomaHObI pexcuma KoOHGU2ypuposaHUa Koabud

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHPUIypupoBaHUA KoabLa:

console (config-erps) #

Tabanuya 5.100 — KomaHgb! pexkuma KoHdurypuposaHma ERPS Konbua

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

protected vlan add
vlan_range

vlan_range: (2..4094, all)

Lo6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.

protected vlan remove
vlan_range

vlan_range: (2..4094, all)

Ypanaet ananasoH VLAN 13 cnucka 3awmuieHHbix VLAN.

port {west | east}
{gigabitethernet gi _port |
fastethernet fa_port |

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28);

Bbibop west(east) nopTa KOMMYTaTOPa, BK/IOYEHHOTO B
KONbLO.

no ring enable

port-channel group } group: (1.-16).
no port {west | east} YpaneHuve west(east) nopta KOMMyTaTOpa, BKAOYEHHOTO B
i KO/IbLLO.
rpl {west | east} {owner | Bbibop RPL nopTa KOMMyTaTOpa M €ro posiu:
neighbor} - west — RPL-noptom b6yaet HazHayeH west noprt;
- east — RPL-nopTtom byaeT HazHayeH east nopT;
-/no rpl - owner — KommyTaTop byaeT aBnaTbcA Bnagenbuem RPL-
nopTa;
- neighbor — kommyTaTop byaeT ABNATLCA cOCen0M BAagenbla
RPL-nopra.
no rpl YpaneHnvne RPL nopta KommyTaTtopa.
level level HacTtpoiika yposHs R-APS coobuieHunit. Heobxoanmo ans
level: (0..7)/1 npoxoxaeHua coobuieHunii yepes CFM MEP.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
ring enable BKkntoueHMe GyHKUNMOHNPOBAHMA KOJbLa.

BbikntoueHne GyHKLUMOHUPOBAHUA KOMbLA.

version version

no version

version: (1..2)/2

Bbibop pexunma COBMECTUMOCTH C APYTMMU BEPCUAMMU
npoTokona G.8032.

YcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHna no YMOI4YaHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue nogKobLa ANA AAaHHOMO KOMbLa.
- tc-propogation — BkatouaeT pacnpoctpaHeHue TC B
noAkonbLe.

YaaneHve noAaKoabLa.

timer guard value

no timer guard

value: (10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa 610KMpytoLero yctapeslume R-APS
cooblieHus.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTHoe 100 ¢ ToYHOCTbIO 5
mc/0 mc

YcTaHOBKa Talimepa 3aJ,epKKN PeakL M KoMMyTaTopa Ha
M3MEHUBLLEECA COCTOAHUE. BmecTo peakumm Ha cobbiTve
BK/IIOYAeTCA Talimep, No UCTeYeHUN KOTOPOro KOMMYTaTop
panopTyeT 0 cBoem cocToaHuW. NpeaHasHaveH ansa
ymeHblueHus dayaa naketos npv GaanuHre nopTos.

YCcTaHOBKa 3HaY€HUA NO YMOJYAHUIO.
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timer wtr value YcTaHOBKa Talimepa, KOTopblii 3anyckaetcsa Ha RPL Owner
KOMMyTaTope B revertive pexume. Mcnonbsyetca gna
value: (1..12) MMH/5 MWH npesfoTBPaLLEHMA YaCTbIX 3aLLUTHbLIX NepPeKoYeHNN n3-3a
CUIHANI0B O HEUCNPABHOCTAX.

no timer wtr YCcTaHOBKa 3HaY€HMA N0 YMOYAHUIO.

switch forced {west | east} PopcupyeT 3anycK 3alMTHOTO NepeKAoYeHUA KoNbLia, Npu
-/no 3TOM 6710KMpPYeTCA YKa3aHHbIW NopT.

no switch forced OTmeHa GopCMpPOBaHNA NEPEKIIOYEHMA KOJbLA.

switch manual {west | PyuHoe 610KMpOBaHKWe yKazaHHOro west(east) nopta u

east} -/no pa3bnokunpoBaHue east(west).

no switch manual OTMmeHa py4Holi 6OKMPOBKY.

abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXUM

KOHUrypaLmm KonbLa

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 5.101 — KomaHgb! pexkmuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show erps [vlan vian_id] 3anpoc nHbopmaLmm 06 obLiem COCTOAHUN erps unm

lan_id: (1..4094
vian_id: (1..4094) COCTOAAHMM YKa3aHHOro KoJibLa.

5.16.9 Hacrtpoiika npotoKona LLDP

OcHoBHoOW ¢yHKUMel npotokona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay
ceTeBblMM YCTPOMCTBAMM O CBOEM COCTOAHWUM U XapaKTepPUCTMKax. MHbopmaums, cobpaHHas nocpeacTBOM
npoTokona LLDP, HakannMBaeTcs B YCTPOMCTBAX M MOXKET 6bITb 3anpolleHa ynpaBaaiowmMmM KOMNbIOTEPOM
no npoTtokony SNMP. Takum 06pasom, Ha OCHOBaHMM COBpPaHHOW WMHPOPMALUW, HA YNPaABAAIOLLEM
KOMMNbloTepe MOKeT 6biTb CMOAENNPOBaHa TOMOOMMSA CETH.

KommyTaTopbl gocTyna cepun MES noaaep:kvMsatoT nepegady Kak CTaHAAPTHbLIX NapameTpoBs, TaK U
ONUMOHANbHbIX, TAKMX Kak:

— WM YCTPOWCTBA M €ro onucaHue;
—  WMA NopTa 1 ero onucaHue;

—  unHbopmauma o MAC/PHY;

- WUT.A

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabanua 5.102 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

Komanda 3Ha4yeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
lidp run PaspeluaeT KOMMYTaTOpy UCMONb30BaHMe NpoToKona LLDP.
no lidp run /Brnioverio 3anpelaeT KOMMYTaTOPYy UCNOAb30BaHWe NpoTokona LLDP.
lidp timer seconds OnpegaenseT, KaKk 4acTo yCTPOMCTBO byaeT oTNpaBAATb
seconds: (5..32768)/30 cek | obHoBneHue nHdopmaumm LLDP.
no lldp timer YCTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
lidp hold-multiplier number: (2..10)/4 3apaeT Be/IYNHY BpEMEHM A/1A NPUHMMAIOLWLEro YCTPOICTBA, B
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number

no lidp hold-multiplier

TeYEeHME KOTOPOTro HYXKHO YAEpKMBaATb MPUHMMAEMbIe NAKeTbl
LLDP nepep, nx copocom.

[aHHaa BennunHa nepegaeTca Ha NPUHUMAEMYIO CTOPOHY B
LLDP update nakeTtax (nakeTax o6HoBNeHMA), ABAAETCA
KpaTHOCTbIO Ans Tarimepa LLDP (lldp timer). Takum obpasom,
Bpemsa u3Hu LLDP nakeToB paccumntbiBaetcs no ¢opmyne TTL
= min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaer oxknaatb
nepeg noBTOPHOM UHULUManu3aumel LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBAMBAET 3a€PXKKY MeXAy NocaeyoWwmmm
nepegadyamu naketos LLDP, MHMUMMPOBAHHbIMMU
N3MEHEHUAMM 3HAYEHWUIN MK CTATyCa B IOKANbHbIX Bazax
baHHbIX MIB LLDP.
PekomeHgyeTcs, UTo6bl AaHHanA 3aAeprKKa 6bina
V MeHblue, yem 3HadyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

-/filtering

OnpeaensneT pexknm obpaboTkmn nakeTtos LLDP, Koraa
npoTokon LLDP BbikAtOYEH HA KOMMyTaTOpe:

- filtering — ykasbiBaeT, uto LLDP-nakeTbl $punbTpytoTCs, ecnm
npotokon LLDP BbikntouyeH Ha KommyTaTope;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl Nnepegatotcs, ecam
npoToKon LLDP BbIKAOYEH Ha KOMMyTaTope.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med fast-start repeat-
count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT umcao nostopenuii PDU LLDP gna 6bicTporo
3anycka, onpeaensemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}] [up priority]
[dscp dscp_value]

no lldp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63)

Onpeaenset npasuao Aaa napamerpa network-policy
(ceTeBasa nonuTMKa ycTponctea). [laHHbI napameTp aBAseTcA
OMUMOHANbHbIM ANA paclmpeHnsa npotokona LLDP MED.

- number — NnopaaKoBbI HoMep npasuaa network policy;

- application — rnaBHasa ¢GyHKUMA, onpeseneHHas gas 4aHHOro
npasuna network policy. Mcnonbsyemble nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

- vlan_id — wpeHtndumkatop VLAN ana naHHOro npasuna;

- tagged/untagged — onpegenser TernposaHHOM Un
HeTernposaHHol byaeT VLAN, ncnonbsyemasn AaHHbIM
npasuaom.

- priority — npuopWTET faHHOTO Npasuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);

- dscp_value — 3HayeHne DSCP, ucnonb3yemoe faHHbIM
npasuiIoMm.

Ypansaet co3gaHHoe npasuio Ansa napametpa network-policy.

lidp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5

YcTaHaB/MBaeT MaKCMMabHYIO CKOPOCTb Nepeaayn
yBegomnenuii LLDP.

- seconds — nepuog BpemMeHU, B TeyeHUe KOTOPOro YCTPOMCTBO
MOXeT 0TNpaBuTb He 60s1ee 04HOro yBeAOMAEHUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepaeticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmpoaHus nHtepoelicos Ethernet:

console (config-if) #
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Tabnnua 5.103 — KomaHAabl pexkuma KoHpurypuposaHma nHtTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

-/pa3spelueHo
MCnonb3oBaHue B
060MX HanpaBaeHUAX.

PaspewaeT nepegayy naketos no npotokony LLDP Ha
MHTepodeiice.

3anpelaeTt nepegayy Nnaketos No NpoTokony LLDP Ha
UHTepodeiice.

Paspewaet npvem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpelaeT npMem NakeToB No NpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tivt/v_list

no lidp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy,
802.3-lag, 802.3-max-
frame-size)/
onuMoHanbHble TLV He
BK/IIOYEHbI B MaKeT

OnpeaenseT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/lOYEHbI YCTPOMCTBOM B NepeaaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKOYUTL OT OAHOTO A0 NATU
onuuoHanbHbIX TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lldp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094)/
onuMoHanbHble TLV He
BK/IIOYEHbI

OnpeaenseTt, Kakue onumoHanbHble TLV-nonsa 6yayT BKAHOYEHbI
yCTPOMCTBOM B NepeaasBaemblii LLDP-naker:

- pvid — PVID uHTepdelica;

- ppvid — no6asutb/yaanuTb PPVID;

- vlan-name — go6asuTb/yaanutb Homep VLAN;

- protocol — 4o6aBuTb/yAannTb onpeaesieHHbIA MPOTOKO.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

lidp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] }

no lldp management-address

ip_address: (A.B.C.D);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1 .. 4094)/
ynpasAsoLwmin agpec
onpegensetca
ABTOMAaTUYECKM

OnpeaenseT ynpasnsoWmin agpec, 06bsABAEHHbIN Ha
UHTepodeiice.
- ip_address —3apaetca ctatuueckuit IP-agpec;
- none — yKa3blIBaeT, YTO afpec He 0bbABEH;
- automatic — yKka3bIBaeT, YTO CUCTEMA aBTOMATUYECKU
BblbMpaeT ynpasnstowmii agpec u3 scex IP-agpecos
KOMMYTaTOPa;
- automatic {gigabitethernet|fastethernet|port-channel [vlan} —
YKa3bIBaeT, 4To CMCTemMa aBTOMATUYECKM BbIGUpaeT
YyNpaBAAoLWMI afpec, U3 CKOHGUIYPMPOBaHHbIX a4 PECOB
3afaHHOro MHTepdeiica.
Ecnv untepdeiic ethernet unmn nHtepdeic rpynnsl noptTos
npuHaanexat VLAN, To faHHbIn agpec VLAN He byaeT BkatoyeH
B CMIMCOK BO3MOMHbIX YNPaBAAOLWMX aipeCcoB.

| B cnyuyae HanMumA HecKoNbKux IP-apgpecos, cuctema

V Bbl6MpaeT HauyanbHbIM IP-agpec M3 AnanasoHa

AuHamuyeckux IP-agpecos. Ecnm guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEeMA BblbupaeT HavanbHbIii IP-agpec 3
Aunana3oHa BO3MOXHbIX cTaTudeckux IP-agpecos.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

-/oTnpaska
yBegomneHuii LLDP
3anpeLyeHa.

Paspeluaet/3anpelwaer oTnpasKky yeegomaeHuii LLDP Ha
nHTEpoelice.

- enable — paspewaer;

- disable — 3anpewaer.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYAHUIO.

lidp med enable[t/v_list]

no lidp med enable

tlv_list: (network-
policy, location, poe-
pse, inventory)/
3anpeLueHo
MCrnoab3oBaHue
pacwmpeHus
npoTokona LLDP MED.

Pa3spewaet ucnonb3osaHune pacwimpeHma npotokona LLDP MED.
B KOMaHAy MOKHO BK/IOUUTL cneupnanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHUe No YMOHaHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
- add — Ha3HayvaeT NpaBuno;

- remove — yanseT Nnpasuo;

- number — Homep npasuna.

Ypanset npasuno network-policy c aaHHoro uHtepdeiica.
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lidp med network-policy voice
auto

no lidp med network-policy
voice auto

-/BKIOYEHO

BkntoyaeT nepegavy B coobuieHusax LLDP-MED napameTpos
voice-vlan

3anpeuiaeT nepegaydy napamertpos voice-vlan 8 LLDP-MED

lidp med location

{coordinate coordinate|
civic-address civic-address-data
| ecs-elin ecs-elin-data}

no lldp med location

coordinate: 16 6aiiT;

civic address: (6..160)
6aT;

ecs-elin: (10..25) 6auT.

3a/aeT MecToNo/0KeHMe YCTpPonCcTBa Ans npotokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpAMHAT;

- civic-address — agMMHUCTPATUBHbIN aapec YyCTPOMUCTBA;

- ecs-elin — appec B popmare, onpegenerHHom ANSI/TIA 1057.

Yaansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

lidp med notification topology-
change {enable | disable}

no lldp med notifications

Paspeluaet/3anpelaer oTnpasKy ysegomaenuii LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — pa3pewaeT oTNpaBKy yBEAOMNEHNN;

- disable — 3anpeluaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBAET 3HA4YeHUe no YMOYaHUIO.

topology-change

V LLDP-nakKertbl,
UHAUNBUAYANBHO

OH aBTOPU30BaH.

nNpuHATble  uyepe3
noprtamu rpynnbl,

KomaHObl pexcuma privileged EXEC

rpynny arperauuMuM  KaHanos, 3afnoMMUHalOTCA
npuHABWMMKU coobuieHnna. LLDP otnpasnser
pasanyHble cOObLEeHUA Ha KaXKabli NOPT rpynnbl.
' Pabota npotokona LLDP He 3aBMcUT OT cocTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP
V OTNPaBAAIOTCA U MPUHUMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKO/I0M STP nopTax.
Ecnan nopt KoHTpoaupyeTtca no 802.1X, To LLDP paboTtaeT c nopTOm TO/NIbKO B CAy4ae, ecnm

Bce KoMaHAbl AOCTYMHbI A1A NPUBUAETMPOBAHHOMO NOJb30BaTeNA. Bua 3anpoca KOMaHAHOMN CTPOKM

pexuma privileged EXEC:

console#

Tabnnua 5.104 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

clear lidp table

Ounwaet Tabamuy agpecos 06HapyKEHHbIX COCEAHUX
YCTPOWMCTB U HAaYMHAET HOBbIN LMK 06MeHa nakeTamu no
npotokony LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT LLDP koHdUrypauum scex pusnmyeckmx
WMHTepdENCcoB yCTPOICTBa, MO0 3aaHHbIX MHTEPDECOB.

show lidp med configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3sblBaeT KOHOUIypaLuun paclwmpeHns npotokona LLDP -
MED pgns Bcex pusnyecknx nHTepdeincos, 1Mb6o 3a8aHHbIX
NHTEpoercos.

show lidp local
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MNokasbieaeT LLDP-nHpopmaLmio, KOTOpYt aHOHCUpPYeT
[AaHHbIN NoprT.

show lidp local tlvs-
overloading
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

Moka3sblBaeT MHGOPMALLMIO O COCEAHMUX YCTPOMCTBAX, HA
KOTOpbIX paboTaeT npoTokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MNoKasbiBaeT cTaTuCTUKy LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

=  YcraHoBUTb Ana nopTa gi 1/0/1 cnepyrowme tlv-nona: port-description, sytem-name,
system-description. [Ana pgaHHoro wuHTepdelica [A06aBUTb ynpaBasaloWMA  agpec
192.168.17.55
console#configure
console (config) # interface gigabitethernet 1/0/1

console (config-if) #11dp optional-tlv port-desc sys-name sys-desc
console (config-if) #11dp management-address 192.168.17.55

= [locmoTpeTb KoHdurypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/o/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx SC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabnnua 5.105 - OnuncaHue pe3ynbTaTos

lMone OnucaHue

Timer OnpepenseT, KaKk YacTo ycTpoicteo wnet LLDP-o6HoBNEHMA.

Onpeaensiet BeanunHy spemenu (TTL, Time-To-Live) ansa npuHMMatoLLero
Hold multiplier YCTPOKCTBa, B TEYEHNE KOTOPOTO HYXKHO YAEpPKUBATb NPUHMMaeMble nakeTbl LLDP
nepep nx cbpocom: TTL = Timer * Hold multiplier.

OnpeaenaetT MMHUMaIbHOE BpemMsA, B Te4eHUe KOTOPOro nopTt 6yp,eT OXUOaTb

Reinit delay nepeg, nocbinkol cnegytouwero LLDP-coobuweHums.

Tx delay Onpepenset 3a4€eprKKy mexay I'IOCnep,yIOIJfVIMVI nepegavamu LLDP-¢pelimos,
WHULMUPOBAHHbIX U3MEHEHNAMM 3HaYeHUI anbo cTaTyca.

Port Homep nopra.

State Pexxum paboTbl nopTa gnsa npoTtokona LLDP.

TLV-onuunmn, KoTopble nepeaaroTca
Bo3MmOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHne cnctemsl;

SC — BO3MOHOCTM CUCTEMDI.

Optional TLVs

Address Appec ycTpoiicTBa, KoTopblt nepeaaetca B LLDP-coobueHunx.

Notifications YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHma LLDP.
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= [lokasaTb MHGOPMALMIO O COCEAHMNX YCTPOMCTBAX

console#show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities
gil/0/1 a8:£9:4b:84:02:c0 gil/0/9 ts=-7800-2 0
gil/o/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B
gil/0/3 aB8:f9:4b:91:66:66 gil/0/15 ts=-7900-2 B
gil/o0/4 aB8:£9:4b:81:71:48 gil/0/16 ts-7900-1 B

console# show 1lldp neighbors gigabitethernet 1/0/1

Device ID: a8:f£f9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabnunua 5.106 - OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopra.
Device ID Uma nan MAC-agpec coceHero ycTpomncrea.
Port ID NpeHTudukaTop nopTta coceHero ycTpomncraa.

System name

CuctemHoe Mms ycTpoitcTea.

Capabilities

[aHHoe none onucbiBaeT TUN YCTPOICTBa:

B — MocrT (Bridge);

R — MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHune cocefHero ycTpoiicTea.

Port description

OnucaHne nopTa cocefHero ycTpoicTsa.

Management address

Appec ynpaBneHus ycTponcTeom.

Auto-negotiation
support

Onpepenset, noaLepK1MBaeTca M aBTOMATUYECKOe onpeaeneHne pexuma noprta.

Auto-negotiation status

OnpegenseT, BK/AOYEHA N NOAAEPMKKA aBTOMATMYECKOrO Onpeae/ieHnsa pexnma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegensaet pexumsbl, nogaepmsaemble beHKU,VIel)'I dBTOMaTU4eCKoro
onpeaeneHWA nopTa.

Operational MAU type

Pabouunit MAU-TUN ycTponcTBa.
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5.16.10

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah — ¢yHKUMM YPOBHSA
KaHana nepepayun [aHHbIX NPeAcTaBAstoT coboli NPOTOKON MOHWUTOPWMHIA COCTOAHMA KaHana. B atom
NPOTOKO/IE ANA Nepesayn MHPOPMALUN O COCTOAHUM KaHana MeXAy HENoCpeaCcTBEHHO MOAK/IOUYEHHbIMM
yctpoictBamu Ethernet ucnonbsyiotca 610KM AaHHbIX npotokona OAM (OAMPDU). O6a yctpolicTea

Hactpoitka npotokona OAM

OO0/IXKHbI noaaepkmnBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 5.107 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/BbIK/IIOYEHO

BKkntounTb noagep:KKy Ethernet OAM Ha nopTy.

OTKkAtounTb Ethernet OAM Ha KoHdUryprpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-
monitor frame threshold

count: (1..65535)/1

YcTaHaB/IMBaeT NOPOT KO/IMYECTBA OLIMOOK 33 YKa3aHHbIN
nepvog, (nepuog yctaHasnmBaeTcs KomaHaol ethernet oam
link-monitor frame window).

BoccraHaBnuBaeT 3HaYeHMe NO YMONYAHMIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

window: (10..600)/100
mc

YcTaHaBAMBaET BPEMEHHOM NPOMEKYTOK A4 noAcyeTa
KOJInYecTBa oLWmnbOoK.

BoccraHaBnuBaeT 3HaYeHMe N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

count: (1..65535)/1

YcTaHasauBaeT nopor aAna cobbitna «frame-period» (nepuog
ycTaHaBAMBaeTca KomaHaow ethernet oam link-monitor
frame-period window).

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

window:
(1..65535)/10000

YcTaHaB/MBaeT BPeMeHHO NPOMEKYTOK Ana CobbITUA
«frame-period» (B ppeiimax).

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

count: (1..900)/1

YcTaHasauBaeT nopor ana cobbitna «frame-period» (nepuog
yCTaHaBnuBaeTca KomaHaon ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

window: (100..9000)/100

YcTaHaB/MBaeT BPEMEHHOM NPOMEKYTOK Ana cobbiTUsA
«frame-period».

no ethernet oam remote-
failure

no ethernet oam link- mc BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHUIO.

monitor frame-seconds

window

ethernet oam mode YcTaHaBAMBAET perkMm paboTbl npoTokona OAM:

[active | passive] - active — KomMmyTaTOp NOCTOAHHO oTnpasaseT OAMPDU;
-/active - passive — KOMMyTaToOp HaunMHaeT oTnpaBaaTb OAMPDU

TONbKO Npu Hannumm OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBvMBaeT 3Ha4YeHMEe N0 YMONYAHUIO.
ethernet-oam remote-failure BKatouaeT noaaepkKy n 06paboTKy cobbiTuin «remote-
-/BKAOYEHO failure>.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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ethernet oam remote-
loopback supported

no ethernet oam remote-
loopback supported

-/BbIK/IIOYEHO

BratouaeT nogaepKky dbyHKUMM 3aBopoTa Tpaduka.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ethernet oam uni-directional
detection

no ethernet oam uni-
directional detection

-/BbIK/IIOYEHO

Bk/itovaeT yHKLMIO 0BHAPYKEHMA OQHOHANPABAEHHbIX
cBA3ei Ha 6a3e npoTokosa Ethernet OAM.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ethernet oam uni-directional
detection action <log|error-
disable>

no ethernet oam uni-
directional detection action

-/log

OnpeaenaeT peakUMio KOMMyTaTopa Ha O4HOHAMNpPaB/IEHHYIO
CBA3b:

- log — otnpaska SNMP trap v 3anuce B XypHan;

- error-disable — nepeBog nopTa B coctonaHue «error-disable»,
3anuco B XypHan u otnpaska SNMP trap.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-
directional detection
agressive

-/BbIK/IIOYEHO

BKAtOYaeT arpeccmBHbIi pexmm onpegeneHus
OZiHOHanpaB/eHHOW cBA3N. Ecnn OT cocegHero ycTponcTaa
nepectatoT npuxogutb Ethernet OAM-coobLueHUsa — NIMHK
nomeyvaeTcs Kak OAHOHAMNpPaBAEHHbIN.

BoccraHaBnnBaeT 3HaYeHMe NO YMOYAHUIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaB/MBaeT BPEMEHHOM MHTEPBan 414 onpeaeneHns Tuna
CBA3M Ha NopTy.

BoccraHaBnnBaeT 3HaYeHMe NO YMONYAHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 5.108 — KomaHab! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ounwaet ctatncTnky Ethernet OAM gna ykasaHHoro
MHTepodeiica.

show ethernet oam
discovery [interface {
gigabitethernet gi_port |
fastethernet fa_port}]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT coctosiHMe npoTtokona Ethernet OAM ans
yKasaHHoro nHTepdeiica.

show ethernet oam statistics
[interface gigabitethernet
gi_port | fastethernet

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTOb6parkaeT CTaTUCTUKY 06MEHa NPOTOKOIbHbIMU
COO0bLLEeHUAMM oA yKasaHHOTo nHTepdeiica.

gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..3/0/1..24).

fa_port}]
show ethernet oam status Otobparkaet HacTpoiiku Ethernet OAM ans ykasaHHoOro
[interface gi_port: (1..3/0/1..24); nHTepdeiica.

show ethernet oam uni-
directional detection
[interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTObparKaeT COCTOAHME MEXaHU3MA OnpeaeneHns
OfiHOHanpaB/IeHHbIX CBA3EW AN1A YKa3aHHOTo MHTepdeiica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= OTo06pa3unTb cOCTOAHME NPOTOKONA ANA NopTa gigabitethernet 1/0/3:

console#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision:
Mode:

Unidirection:
Link monitor:

Remote loopback:

MIB retrieval:

3

active

not supported
supported
supported

not supported

Mtu size: 1500
console#

5.16.11 Hactpoiika npotokona CFM

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1 ag — npegoctasnser QyHKUUU
HabntogeHUA, NoucKa W yCTpaHeHWA HewcnpaBHocTelt B ceTAx Ethernet, nossonss KoHTposvpoBaTb
coefiMHEHWe, M30/IMPOoBaTb NPOBAEMHbIE YYAaCTKU CETU U UAEHTUPUUMPOBATL KAMEHTOB, K KOTOPbIM
NPUMEeHANNUCb OrpaHN4YeHnA B CETU.

MpoToKoa onepupyeT cneayrowmnmm NOHATUAMM:

— Maintenance Domain (MD) — y4yacTOK ceTW, NpuUHaANexKaluiA U ynpasBasemblii OOHUM
onepaTtopom;

— Maintenance Association (MA) — cOBOKYNHOCTb KOHe4YHbIX TouyeK (MEP), Kaxaasa ns Kotopbix
MMeeT OAMHaKOoBbIM uaeHTUdPuMKkaTop MAID (Maintenance Association Identifier),
onpeaensowmii TUN cepsuca;

— Maintenance association End Point (MEP) — KoHeyHan TouKa cepBuca, PacMNoONOMKeHHan Ha
ero rpaHuue;

— Maintenance domain Intermediate Point (MIP) — npomeKyTo4Hasa ToUYKa OMeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnua 5.109 — KomaHAabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBosioB
level: (0..7)/0

Co3pgaHue (Mnm cmeHa ypoBHs) CFM gomeHa (MD) ¢ umeHem
«name» 1 NEPexos, B PEXKMUM KOHOUIYPUPOBAHUA JOMEHA.
- level — ypoBeHb CFM gomeHa.

Yaanernune CFM gomeHa (MD) c umeHem «name».

KomaHObI pexcuma KOHgu2ypuposaHus 0omMmeHa

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHPUTYPUPOBaHMA AOMEHa:

console (config-cfm-md) #

Tabnunua 5.110 — KomaHab! pexuma KoHdpurypuposanmna CFM gomeHa (MD)

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

id { dns dns | name name |
id mac mac_address
number | id null }

no id

name: (1..43) cumBo0B;

dns: (1..43) cumBONOB;
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-H-

H-H);
number: (0-65535)/
id name cooTBeTcTByEeT
MMEeHN foMeHa

YKasaHue ngeHtuoukatopa CFM gomena (MD). MmeHem
LOMEHa MOKET 6blITb:

- dns — dns-ums;

- name — TEKCTOBasA CTPOKa;

- mac_address number — MAC-agpec n uncnosom
NaeHTUGUKaTOp 4OMEHA;

- null = NULL ngeHtndmkartop.

YcTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.

service port

{ vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094);
name: (1..45) cumBonOB;
number: (0..65535)

Co3spaHune CFM-cepsuca (MA) 6e3 npuBasku K VLAN u
nepexoj, B pexnm KOHGUTypupoBaHua cepeuca.

Ypoanenune CFM-cepsuca (MA).

CospaHune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢
HOMEpPOM «vlan» 1 nepexos B pexxum KoHOUTrypnupoBaHua
cepsuca. MmeHem cepBuca MOXKeT ObITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number —uncnoBov naeHTUdUKaTop.

YpaneHune CFM-cepsuca (MA) npussasaHHoro K VLAN ¢
Homepom «vlan_id».

mip auto-create
mep-only]

[lower-

no mip auto-create

-/BbIKNOYEHO

BK/IlOYEHWE aBTOMATUYECKOTO CO34aHNA NPOMEKYTOUHbIX
Touek cepsuca (MIP). MpomerkyTouHble Touku cepsuca (MIP)
CO34al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
cepsuca.

HeobsasaTenbHbli napametp «lower-mep-only» uckntouaer v3
CMMCKa NOPTbl, Ha KOTOPbIX Y}Ke CO34aHa KOHeYHan ToYKa
cepsuca.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkUme KOHGUryprupoBaHna gomeHa:

console (config-cfm-ma) #
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Tabnunua 5.111 — KomaHab! pexkuma KoHdurypuposaHua CFM cepsuca (MA)

KomaHda

3HayeHue/3HayeHue
1o yMmon4YaHuto

Aeiicmeue

continuty-check interval

interval

interval: (1, 10, 100, 600)

no continuty-check interval

cekyHa/1 cekyHaa

YcTaHOBKa MHTepBana otnpaBku Continuty Check coobuweHunit.

YcTaHOBKaA 3Ha4YeHuA no YMO4aHUIO

direction down

no direction down

YcTaHaBAMBaeT HanpasBaeHMe KOHeYHoM Toukn cepsuca (MEP)
B HUCXOAALLEE.

YcTaHaBAMBAET HanpaB/ieHMEe KOHEYHOM ToUKK cepsuca (MEP)
B BOCXoAALLee.

mep id

id: (1..8191)

no mep id

[obaBneHne KOHe4yHOW ToYKK cepeuca (MEP) ¢
naeHTudmKaTopom «id» K 4aHHOMY cepBuCy.
[aHHOI KOMaHA0i1 OCYLLECTBNAETCA TONIbKO
npusaska MEP K cepsucy. MEP co3paertca B pexxume
KOHGUrypuposaHua uHtepoeiica.

YpaneHune KoHe4yHol Touku cepsuca (MEP).

mip auto-create
[ { lower-mep-only | none }]

-/MCNONb3YEeTCA PEXKUM,
CKOHOUIYPMPOBaHHbIN
ON19 AOMEHa, B KOTOPOM
Haxo4mMTCA cepBuC

no mip auto-create

BKkntouyeHne aBTOMATUYECKOTrO CO34aHUA NPOMENKYTOUHbIX
Touek cepsuca (MIP). NMpomexKyTouHble TOUYKM cepBuca (MIP)
€03[al0TCA HA BCex NopTax, Ha KoTopbix nponucaH VLAN
cepsuca. HeobsazatenbHble NapameTpbl:
—  lower-mep-only — ucknto4aeT U3 cnmucka nopTbl, Ha
KOTOpbIX yKe co34aHa KOHeYHan ToYKa cepBuca
(MEP);
—  none — He c034aBaTb aBTOMaTUYECKM
NpoMeKyTouYHble ToYKK cepeuca (MIP).

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHLHOM CTPOKM B pexkMme KOHPUurypmposaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-

if)#

Tabanua 5.112 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain
domain_name service
{vlan-id vlan_id | name
name | number number }

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cuMBONOB;
number: (0..65535)

Co3paHue Ha nHTepdeice KoHeYHOM ToukK cepBuca (MEP) ¢
naeHTMduUKaTopom mep_id pna yKasaHHOro cepsuca B
YKa3aHHOM JOMEHE U Nepexos, B PeXKUM KOHOUIypUpoBaHUA
MEP.

YaaneHve KOHEYHOM TOYKM CepBUCa C MHTepdeiica.

KomaHObI pexcuma KoHgu2ypuposaHUA KOHEeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHGUIypUpoBaHUa AOMeEHa:

console (config-if-cfm-mep) #

Tabnnua 5.113 — KomaHab! pexkuma KoHdpurypuposaHma CFM KoHeuHoM Touku (MEP)

3HaveHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
active BKAtoYeHne KoHeyHoM Touku cepsuca (MEP).
- -/BblK/IlOYEHA
no active YcTaHOBKa 3HAYEHMA NO YMOYaHUIO.
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continuty-check enable

no continuty-check enable

-/BblK/IIOYEHA

BkntoyeHune otnpasku Continuty Check coobuyeHuit.

YCTaHOBKa 3HaY€HUA NO YMOJYAHUIO.

COs cos

Nno cos

cos: (0..7)/7

YcTaHOBKa 3HayeHus npuopuTteTa CoS, ¢ KoTopbim 6yayT
oTtnpasnsaTbca Continuty Check coobuweHus.

YcTaHOBKA 3Ha4YeHuA no YMOIHaHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHue MHTepBasa 3af4epKKN, N0 UCTEYEHUU KOTOPOTo
6yLeT reHepupoOBaThHCA aBapus.

YCTaHOBKa 3HaY€HUA NO YMOIYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKasaHWe NpoMeKyTKa BPeMEHMU, MO UCTEYEHUU KOTOPOTO
npousongeT cbpoc aBapuu.

YcTaHOBKA 3Ha4YeHuA no YMOI4aHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-error-xcon

BKkntoueHne yBeLOMNEHNI ANA ONpeaeneHHbIX TUNOoB
cobbITUMA.

Tunbl cObbITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote,
DefError, DefXcon;

- error-xcon — 10/1bko cobbiTusa DefError n DefXcon;

- remote-error-xcon — T0/1bko cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbitna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToJ/1bKo cobbiTne DefXcon;

- none — yBe4OM/IEHUA OTKIOYEHbI.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM pexnma privileged EXEC:

console#

Tabnunua 5.114 — KomaHab! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBosios

OTobparkaeT MHPopmauuto 06 yKazaHHOM fomeHe nam 060
BCEX.

show ethernet cfm errors

OTobparkaeT uHpopmaumto 06 owmbkrax Continuity Check
npoToKona.

show ethernet cfm
maintenance-points { local
| remote }

OTobparkaeT UHGOPMALMIO O NOKAJIbHBIX MU YAANIEHHbIX
KOHEYHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumB0ONOB;
mac-address: (H.H.H naun
H:H:H:H:H:H naun
H-H-H-H-H-H);
number: (0..65535)

OTobparkaeT MHGOPMALMIO O MPOMEKYTOUHbIX TOYKaX cepBmCca
(MIP) pna ykasaHHOro fOMeHa AN ANA BCEX.

show ethernet cfm
statistics

Otobparkaet CFM-CTaTUCTUKY ONA BCEX AOMEHOB.

show ethernet cfm
statistics domain
domain-name service {
vlan-id vian_id | name
name | number number }

domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cuMBONOB;
number: (0..65535)

Otobparkaet CFM-CTaTUCTMKY 1A YKAa3aHHOTO JOMeHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OT06parkaeT CFM-CTaTUCTUKY A/18 YKa3aHHOW KOHEYHOW TOYKM
cepsuca (MEP).
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5.16.12 Hacrpoitka ¢pyHKuumn Layer 2 Protocol Tunneling (L2PT)

®dyHKuma Layer 2 Protocol Tunneling (L2PT) nossonsieT nponyckaTb CAy»KebHble NakeTbl Pas/IUYHbIX
L2-npoTtokonos (PDU) yepes ceTb NnpoBanaepa, 4TO NO3BOAAET KNPO3PAYHO» CBA3ATb KAMEHTCKME CEFMEHTDI
cetu.

L2PT uHKkancyampyer PDU Ha rpaHMYHOM KOMMYyTaTope, nepenaer WX Ha APYyron rpaHUYHbIN
KOMMYTaTOp, KOTOPbIN OXWAAET cneunanbHble MHKaMNCY/IMPOBaHHbIE Kagpbl, a 3aTeM AeKancyaupyeT wux,
YTO NO3BO/SAET NOJIb30BATENAM NepesaBaTb MHPOPMALMIO 2-F0 YPOBHSA Yepes ceTb Nposanaepa.

KommyTtatopbl MES1000, MES2000 npenocTaBastoT BO3SMOMKHOCTb MHKAMCy/IMPOBaTb CAYyXKebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS, PVST.

lpumep

Ecan sratounTb L2PT ana npotokona STP, To KommyTtatopsl A, B, C u D 6yayT obbeanHeHbl B 04HO
cBA3yloLLee AepeBo, HECMOTPA HA TO, YTO KOMMYTaTOp A He coeaAMHEH HanpAMYo ¢ KommyTaTtopamum B, Cun
D. UHdopmaLma 06 n3smeHeHUM TONOSIOTMM CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Switch 1 Service Provides’s

[ [poY] |

Switch 2

PucyHok 30 — lpumep
Anzopumm pabomesi (pyHKyUOHana:

Unkancynayusa
1. Bce L2 PDU nepexBaTbiBatoTca Ha CPU;
2. Nopcuctema L2PT onpepenser L2 NpoOTOKO/, KOTOPOMY COOTBETCTBYET MpWHATbIM PDU, u
npoBepsAeT, BKAOYEHA /I Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpowka I2protocol-tunnel
ANA gaHHoro L2 npoToKona.

Ecnu HacTpolika BKAtoyeHa, To:

= B0 Bce nopTbl VLAN, Ha KOTOPbIX BK/AOYEHO TYHHEIMpPOoBaHWe, oTnpasasetca PDU-dpeiim;
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= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKJOYEHO TYHHEAMPOBAHWE, OTNpaBAAeTcA
WMHKaNcynnMpoBaHHbii PDU-dppelim (ncxoaHbit ¢perm ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHE/IbHbIN);

Ecan HaCTPOﬁKa BblK/1lOYEHa, TO!

= PDU-dppeitm nepegaercs B 06paboTuMK COOTBETCTBYIOLLENO NPOTOKOAA.

Aekancynayua

PeannsosaH nepexsat Ha CPU Ethernet-¢peiimos c Destination MAC-agpecom, 3agaHHbIM Npu
nomoLum KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAHOYAETCA TO/bKO
Torga, Koraa xots 6bl Ha OAHOM MOPTY BK/OYEHA HacTpoWKka I2protocol-tunnel (HesaBucumo ot
npoToKoa).

Mpu nepexsate naketa ¢ Destination MAC agpecom Xx-XX-XX-XX-XX-XX OH CHa4yasa nonagaet B
nogacuctemy L2PT, koTtopaa onpegensaeT L2 npoTtokon gna gaHHoro PDU no ero 3arosioBKy u
NpoBepsET, BKAOYEHA M HA NMOPTY, C KOTOPOro NPUHAT MHKaNCyMpoBaHHbIN PDU, HacTpoiKa

[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/TlO4€HaQ, TO:

=  MOPT, C KOTOPOro 6blA NOMyYeH MHKaNCyAMpoBaHHbIA PDU-ppelim, 610KMpyeTca ¢ NPUYNHOM

[2pt-guard.

Ecnun HacTpoiKa BbIKAOYEH], TO:

" BO BCe

AeKancynmpoBaHHbIi PDU-bpeinm;

" BO BcCe

MHKancyAnposaHHbIi PDU-bpeiim.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rinobanbHoro KOHPUryprmpoBaHumsa:

console (config) #

Tabnnua 5.115 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

noptel VLAN, Ha KOTOpPbIX BK/JIOYEHO TyHHeNMpoOBaHWe, OTNpaBaseTcA

noptbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TYHHe/NIUpPOBaHWe, OTnpasafeTcA

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

12protocol-tunnel address
[mac_address]

no I12protocol-tunnel
address

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apate  MAC-agpec HasHauyeHua pas
¢dpenmos.

TYHHENNPYEMBbIX

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

V' Ha rpaHuyHOM UHTepdeiice foNXKeH 6bITb OTKAOUEH NpoToKoA STP (spanning-tree disable)

FpaHMYHbI MHTepdeiic AonKeH BbITb HACTPOEH B peXKMMme access uaum customer
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BuAa 3anpoca KOMaHAHOM CTPOKU B perkume KoHpUrypmpoBaHus nHtepdeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.116 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc | pvst}

no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
eth-fc | pvst}

-/BbIK/IIOYEHO

BKatoyeHne pexkmma MHKancyaunmn nakeTos Ana NpoTOKOI0B
STP, LACP, LLDP, IS-IS, PVST.

BbikntoveHne  pexkMma  MHKancyaauum
npotokonos STP, LACP, LLDP, IS-IS, PVST.

nakeTos ana

12protocol-tunnel cos cos

3apaTtb 3HaveHne CoS gns 3anakoBaHHbIX PDU-dpelimos.

threshold

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

(1..4096)/BbIKNIO4EHO

cos: (0..7)/5
no I2protocol-tunnel cos YcTtaHoBKa CoS B 3Ha4YeHMe NO YMOIYAHUIO.
12protocol-tunnel HacTpoiika NoporoBoro 3HayeHWs CKOpPOCTM Bxoaawmx PDU-
drop-threshold {stp | dpeimoB (B NakeTax B CEKYHAY), MONYYEHHbIX U NogAeXKaLWmX
lacp | lidp | isis-I1 | MHKaNcynaumm. Mpwn npesblWeHnn nopora PDU
isis-12 | eth-fc | pvst} treshold: oTbpacbiBatoTCA.

OTKNOYaeT peXMM KOHTPONA CcKopocTn BxoaAawmx PDU-
¢dpeimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}
threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

treshold:
(1..4096)/BbIKNtOUEHO

HacTpoiika NoporoBoro 3HayeHWs CKOpPOCTM Bxoaawmx PDU-
dpeiimoB (B NakeTax B CEKYHAY), MONYYEHHbIX U NogAeXKaLWwmx
WHKancynaumu. Mpu  npesblWeHUMW nopora nopT byaer
nepeseseH B cocTosiHWe Errdisable (oTkntoueH).

OTK/NIOYaeT pexMm KOHTpoAaa CcKopocTu Bxoaawmx PDU-
¢dpeimos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.117 — KomaHab! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT uHpopmaumto L2PT gns ykasaHHoro nHtepdeiica
WK pna Bcex MHTepdelcoB, Ha KOTopbIX BKAlOYeH L2PT, ecau
nHTepdeiic He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Oumnctka ctatuctukm L2PT ana ykasaHHoro uHtepdeiica mam
Ana Bcex WHTepdeincoB, Ha KOTOpbIX BKAouYeH L2PT, ecau
WHTepoelic He yKasaH.

130

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

[Mpumepbl 8bIN0AHEHUA KOMAHO

=  YCTaHOBUTb TyHHesNbHbI MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAOUUTL OTNpPaBKY
SNMP traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHne drop-treshold u
shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUNTb pexXum TyHHenupoBaHua STP Ha uHTepdelice, ycTaHoBUTb 3HayeHue CoS
naketos BPDU paBHbIM 4, BKAOYUTb KOHTPOIb CKOPOCTU BXOAALMX NakeTos BPDU.

config) # interface FastEthernet 1/0/1
config-if) # spanning-tree disable
config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
)
)
)

console
console
console
console
console
console
console
console

config-if) # 12protocol-tunnel cos 4
config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

—~ e~~~ o~~~

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/0/1 4 stp 100 40 650 0 450

[Mpumepsi coobweHuli o cpabameisaHUU mpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1

12-Nov-2015 14:32:35 %$-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface fal/0/1

5.17

Voice VLAN

Voice VLAN wucnonb3yetca ana BblgeneHua VolP-obopyaoBaHus B otaenbHyto VLAN. Ona VolP-

dpelimoB MmoryT 6bITb HaszHauyeHbl Q0S-aTpmbyTbl Ans NpuopuTesaumm Tpaduka. Knaccudukauma dpelimos,
oTHocAlmxca K dpelimam VolP-obopyaosaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) otnpasutena. HasHauyeHue Voice VLAN pgns nopta npoucxoaut
aBTOMATMYECKM - Korga Ha nopTt noctynaet ¢peim ¢ OUl m3 T1abnuubl Voice VLAN. Korga nopt
onpegensercsa, Kak npuHagnexawmii K Voice VLAN — paHHbI nopt pgobasnsetca Bo VLAN Kak tagged.
Voice VLAN npymeHum ana cnenytowmx CXem:

— VolP-obopyaoBaHue HacTpamBaeTcs, YTobbl paccbliaTbh TerMpoBaHHble NakeTbl ¢ Voice VLAN
ID, HacCTpOEeHHbIM Ha KOMMYTATOpPE;

— VolP-obopyaoBaHue paccbliaeT HeTermpoBaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepBepa npucytcteyeT onuua 132, cogeprawas VLAN ID, kotopsbii VolP-ycTpolictBo
aBTOMaTM4YeCKM HasHauyaeT cebe B KauvectBe VLAN ana mapkmposku VolP-Tpaduka (Voice
VLAN ID);

— VolP obopyaosaHue nonyyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnuncok OUl nponssoauteneit VolP-060pyaoBaHUA, AOMUHUPYIOLWNX HA PbIHKE.
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(0]V]} dupma-npoussoautenb
00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:DO0:1E Pingtel

00:01:E3 Siemens

00:60:B9 NEC/ Philips

00:0F:E2 Huawei-3COM

00:09:6E Avaya

4

Voice VLAN moxKeT 6bITb aKTUBMPOBAH Ha NopTtax, paboTtatowmx B pexxume trunk u general.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KOHGUryprupoBaHus:

console (config) #

Tabnnua 5.118 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200)/1440

YcTaHaBAMBaeT TalmayT 4AA NopTa, MpUHaaNexaLero K
voice-vlan. Eciv ¢ nopTa B Te4eHUne 3a4aHHOMO BpEMEHU He
6b110 dperimos ¢ OUI VolP-o6opyaosaHus, To voice vlian
yAanseTcs ¢ AaHHOro nopTa.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YcTtaHasansaeT COS, KOTOPbIM MapKupytoTca dpelimel,
npuHagnexawme Voice VLAN.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_ld: (2..4094)

YcTaHaBanBaeT naeHtudunkaTop vlan_id gna Voice VLAN

Ypanaet ngeHtuedukatop vlan_id ana Voice VLAN
V Ans ypanenua naeHtudukaropa vlan_id tpebyerca

voice vlan oui-table
{add oui|remove oui}
[descript]

no voice vlan oui-table

descript: (1..32) cumBonos

npeABapuTesibHO OTKAUYUTb PYyHKLMIO Voice vian
Ha BCex noprax.

Mo3BonseT pegakTMposaTtb Tabanuy OUI.

- descript — onvucaHue oui;

- oui — neps.ble 3 6ainTa MAC-agpeca.

Ypansaet Bce nonb3oBaTeibckne nameHeHmna OUl-Tabaunubl.

voice vlan state
{oui-enabled | disabled}
no voice vlan state

-/BbIK/IOYEHO

BKAOYUTB/OTKAOUMTL Voice VLAN

BepHyTb 3HaYeHWe N0 YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypuposdaHUa uHmepgelica Ethernet

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmume KoHPUrypmposaHua uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #
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Tabnnuya 5.119 — KomaHgb! pexkuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

voice vlan enable

no voice vlan enable

-/BbIKIOYEHO

Bkntouaet Voice VLAN ana nopra.

OTtkntovaet Voice VLAN gns nopTa.

voice vlan cos mode
{src|all}

no voice vlan cos mode

BKtoyaeT MapKnpoBKy TpaduKa ana Bcex peinmos, 1Mbo
TO/IbKO A/1A UCTOYHMKA.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOYAHMUIO.

voice vlan secure

no voice vlan secure

-/BbIKNOYEHO

BkntouaeT 6e3onacHbili pexxum ana VLAN. KomaHga
NPUMEHSAETCA TONIbKO K NopTam, KoTopble 6bian AobasneHsbl K
Voice VLAN aBTOMaTUYeCKM.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 5.120 — KomaHgb! pexkuma KoHdurypuposaHma EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTtobparkaeT coctosiHMe Voice VLAN.

5.18 Ipynnosasa agpecauus

5.18.1 MNpaBuna rpynnosoii agpecauymmn (multicast addressing)

[aHHbIA Knacc KOMaHA, npegHasHadeH AAA 33a[aHWA NpasBua FPynnoBoM agpecaumm B CeTUM Ha
KaHa/IbHOM U ceTeBOM YpoBHAX mogenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepagetica VLAN

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if)#

Tabnnuya 5.121 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/3HayeHue o

no bridge multicast mode

KomaHnoa OnucaHue
YMOAYAHUIO
bridge multicast mode 3aZaeT perMm rpynnoBoi nepesayn AaHHbIX.
{mac-group | ipva-group |
ipva-src-group} - mac-group — MHOroagpecHas nepegaya, OCHOBAHHAA Ha
VLAN n MAC-agpecax;
- ipv4d-group — MHoOroagpecHas nepefjaya C TUNOM
-/mac-group dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece npMemMHuUKa B

¢dopmare IPv4;
- ip-src-group — MHOroaZpecHas nepegaya C TUMNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN M agpece oTnpasutens B
dopmarte IPv4.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

bridge multicast address gi_port: (1..3/0/1..28); [Oob6asnaetr rpynnosoit agpec B Tabauuy rpynnosow
{mac_muliticast_address | fa_port: (1..3/0/1..24); agpecaummM M cTatTMyecku pobaenser  wmavM  ypaanser
ip_muliticast_address} group: (1..16) nHTepdeiichl U3 rpynnb.
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[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

no bridge multicast
address
{mac_muliticast_address|
ip_muliticast_address}

- mac_muliticast_address — rpynnosoit MAC-aapec;

- ip_muliticast_address — IP-agpec MHOroagpecHom paccbiku;
- add - pob6aBnAeT cTaTMYeCKylo MOAMMUCKY K TPynnoBomy
MAC-agpecy amnanasoH Ethernet-noptos unm rpynn noptos.

- remove — yganaeT CTaTUYecKyto NOAMMUCKY.
MNepeuncneHne mMHTepdpencoB ocywecTBafeTca Yepes
«,»

«=» n

YpanseT rpynnosoi agpec us tabauupbl.

bridge multicast forbidden
address
{mac_muliticast_address |
ip_muliticast_address}
{add | remove} {
gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast
forbidden address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpewaeT NOAK/IOYEHME HacTpamBaemoro mnoprta/nopros K
rpynne, 3a4aHHOW rpynnosbiM agpecom.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — |IP-agpec MHOroaZpecHou paccbliku;
- add — go6asneHne NopTa/NOPTOB B CNMCOK 3aMNpeLLEHHbIX;

- remove — yaaseHune nopta/nopTos M3 CNMCKa 3anpeLLeHHbIX.
MepeuncneHne MHTEPHENCOB OCYLLECTBAAETCA Yepes «—» U
«,».

Yaanser 3anpewatouiee npasuio s rpynnosoro agpeca.

bridge multicast
forward-all

{add | remove}
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nepegada Bcex
MHOroaApecHbIX NakeTos
3anpewieHa

PaspewaeT nepesayy Bcex MHOroagpecHbiX NAaKeToB Ha NOPTY.
- add — gob6asnser nopTbl/06beAUHEHHbIE MOPTblI B CMWUCOK
NnopToB, ANA KOTOPbIX pa3pelleHa nepegadya BCeX rPynnosbixX
MaKeTos;

- remove — y6upaeT rpynny noptos/o6beguHEHHbIX NOPTOB 13
paspeLuatoLLero npasuna.

MepeuncneHne MHTepdencoB OocyLecTBAAETCA Yepes
«,»

«=» "

BocctaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
NopTam He 3anpeLieHo
AVHAMUYECKM
NPUCOeaMHATLCA K
MHOroaApecHoi rpynne

3anpewaet nopty fob6aBnatbeA K
MHOroaapecHol rpynne.

- add —gob6asnsetr nopTbl/o06beAUHEHHbIX MOPTbI B CMMUCOK
NopToB, ANA KOTOPbIX 3anpelleHa nepegadya BCEX MPynnoBbiX
nakeToBs;- remove — y6upaet rpynny nopros/o6beaAnHEHHbIX
MOpPTOB M3 3anpeLyatoLero npasua.

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA YEPEs «—» U «,»

ANHaMUYECKHN

BoccTaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

bridge multicast ip-address
ip_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast
ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Peructpupyet IP-agpec B Tabnuue rpynnosoi agpecaumu, u
cTatuyecku pgobasnset/yaanser uHtepdeicol U3 rpynneol.

- ip_muliticast_address — rpynnoso# |IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansfeT nopTbl U3 rpynnbi;

MepeuncneHne nHTEPGECOB OCYLLECTBAAETCA HEPES «—» U &, »

Ypansaet rpynnoso IP-agpec n3 tabauubl.

bridge multicast forbidden
ip-address
ip_muliticast_address {add
| remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpewaer  nopty [o6aBnaTbes K

MHOroafpecHow rpynne.

- ip_muliticast_address — rpynnoso# |IP-agpec;

-add — no6aBneHne NopTa/NOPTOB K CMIUCKY 3anpeLleHHbIX;

- remove - yfaneHve nopTta/mopToB W3  CMUCKa

3anpeLLeHHbIX.

Mepeuncnenme nHTepdENCOB OCYLLECTBAAETCA YEPE3 «—» U &, »
Mpexae uyem onpegenuTb 3anpelleHHble MNOPTbI,

V rpynnbl MHOrOaApPecHOW PacCcbIKU A0/MKHbI 6biTb
3aperucTpupoBaHbl.

ANHaAMUYECKN
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no bridge multicast
forbidden ip-address
ip_muliticast_address

BocctaHaBnvBaeT 3HaueHue no YMONYaHUIO.

bridge multicast source
ip_address group
ip_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTraHaBauBaet coOTBeTCTBME mexay IP-agpecom
Nnonb30BaTeNs U rpynnoBbIM aApecom B Tabauue rpynnosoi
ajpecaumu u ctatuuecku pobasnaet/yaanset untepdeiicol us
rpynnei.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoi IP-aapec;

- add — o6asuTb NOpTHI B rpynny ucxogHoro IP-agpeca;

- remove — yfannTb NOpTbl U3 rpynnbl ncxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBaAuBaeT 3anpert Ha nobasneHune/yaaneHvne
cooTBeTCcTBMA Mmexay IP-agpecom nonb3oBaTensa u rpynnosbim
agpecom B Tabauue rpynnoeoik  agpecauuu  Ans
onpeaeneHHoro nopra.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — 3anpeT Ha gobaBneHue nopTa B rpynny ncxogHoro IP-
appeca;

group: (1..16). - remove — 3anpeT Ha yaneHue nopTa M3 rpynnbl MCXOAHOTO
IP-agpeca.
no bridge multicast BoccTaHaBnMBaEeT 3HaYeHWe N0 YMONYAHUIO.
forbidden source
ip_address group
ip_muliticast_address
bridge multicast ipv6 mode 3apaeT pexum rpynnoBoi nepefayn AaHHbIX ansa  IPve-
{mac-group | ip-group | NMaKeToB MHOTOaZPECHOM PACChIKU.
ip-src-group} - mac-group — MHOroaZpecHas nepefiaya, OCHOBaHHas Ha
VLAN n MAC-agpecax;
- ip-group — mHoroagpecHas nepegaya ¢ TMNOM ¢uabTpaLmu,
-/mac-group OCHOBaHHbIM Ha VLAN 1 agpece npuemHuKa B dopmare IPv6;

no bridge multicast ipv6
mode

- ip-src-group — MHOroaZpecHas nepegaya C TUMNOM
dunbTpaummn, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
dopmare IPv6.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

bridge multicast ipv6
ip-address
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Peructpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoi
ajpecaumu u ctatmueckn gobasnaet/yaanset uutepdeicol U3
rpynnei.

- ip_muliticast_address — rpynnoso# |IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaansfeT nopTbl U3 rpynmbi;

Mepeuncnerne nHTEPdENCOB OCYLLECTBAAETCA YEPE3 «—» U &, »

Ypanset rpynnosow IP-agpec U3 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

3anpeLiaeT NoAKNOYEHWE HACTPauMBaemoro mopta/mopToB K
rpynnosomy IPv6-agpecy.

- ip_muliticast_address — rpynnoso# |IP-agpec;

- add —pgo6aBneHne nopTa/NOPTOB B CMIUCOK 3aMNpeLLEHHbIX;

- remove —yaaneHve nopTa/nopToB U3 CNUCKA 3anpeLLeHHbIX.
MepeuncneHne MHTepPencoB OCYLLLECTBAAETCA YEPES «—» U «,»

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcraHaBauBaet COOTBETCTBUE mexay IPv6-agpecom
nonb3oBaTeNs M rpynnosbiM aApecom B Tabsuue rpynnosoi
ajpecaumu u ctatuuecku pobasnaet/yaanset untepdeiicsl us
rpynnei.

- ipv6_address —ucxoaHbiii IP-appec;

- ip_muliticast_address — rpynnosot IP-agpec;

- add — go6asuTb NOPTLI B rpynny ucxoaHoro IP-agpeca;

- remove - yanuTb NopTbl U3 rpynnbl ncxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBauBaet 3anper Ha pobasneHune/yaanexuve
cooTBeTcTBMA  Mexay IPv6-agpecom  nonb3oBatena u
rpynnosbiM agpecom B Tabauue rpynnosoit agpecauuun ana
onpegseneHHoro nopTa.

- ip_address —uvcxogHbin IPvb-agpec;

- ip_muliticast_address — rpynnosoi IPv6-agpec;

- add — 3anpeTt Ha pobasneHue nopTa B rPynmny MCXOAHOrO
IPv6-agpeca;

- remove — 3anpeT Ha yganeHne nopTa M3 rpynnbl UCXOL4HOTO
IPv6-appeca.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHasauBaeT npasuio nepegauu nakeTos c
He3aperncTpUpPOBaHHbIX TPYMNNOBbIX a4PecoB.

- forwarding — nepegaBaTb He3aperMcTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering -  ¢unbTpoBaTL

MHOroagpecHble nakeTbl.

He3aperncTtpupoBaHHble

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,

UHMepdgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port |

port-channel group}
console (config-if) #

Tabnunua 5.122 — KomaHabl pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3Ha4yeHue/3HayeHue o

KomaHoa OnucaHue

YMOAYAHUIO
bridge multicast YcTaHaBuBaeT npasuio nepegayn nakeToB c
unregistered {forwarding | He3aperucTpMpoBaHHbIX FPYNMNOBbIX a4PECOB.
filtering} - forwarding — nepepaBaTb  He3aperucTpMpoBaHHbIE

. MHOroaZpecHble nakeTbl;
-/forwarding X 'D'F.J
- filtering -  ¢wunbTpOBaTL  He3aperncTpMpoBaHHblE

no bridge multicast
unregistered

MHOroajgpecHble nakeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOHaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KoOHGUrypnupoBaHus:

console (config) #
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Tabnuua 5.123 — KomaHabl pexkmma rnobanbHOro KoHGUrypmposaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/BbIKNOYEHO

BK/ItoYaeT puAbTPaLMIO FPYNMNOBbLIX a4 PECOB.

OTKAtoYaeT GMAbTPALLMIO FPYNNOBbIX a4Pecos.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..86400)/300
CeKyHA,

3apaeT Bpems xpaHeHna MAC-agpeca B Tabauue rnobansHo.
Bpems xpaHeHua MAC-agpeca, HaunHasa ¢ 600 cekyHA, moxeTt
6bITb 3343aHO TONLKO € MHTepBasiom B 300 cekyHa,. (900, 1200,
1500 u T.4).

Mpu manbix 3HaYeHuMAX aging-time (4o 600 cekyHA) gonycTuma

MorpewHocTb, couamepumas C ero  3HaveHunem. C
yBe/IMyeHnem 3HayeHun aging-time norpewHoCcTb
HWBenupyertcs..

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vian_id

seconds: (10..86400)/300
CEKYHA;
vlan_id: (1..4094)

3apaeT Bpemsa xpaHeHua MAC-agpeca B Tabnuue ana VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/
BKNKOYEHO

Bkntountb nsyyeHne MAC-agpecos B gaHHom VLAN

OTKAoYNTL n3ydeHmne MAC-agpecos B gaHHOM VLAN

mac address-table static
mac_address vlan vian_id
interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address ] vlan vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Lo6asnaet ncxoaHbit MAC-agpec B Tabauuy rpynnosoi
afpecaumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-afpec MOXHO YAaANTb TONbKO C
NOMOLLbIO KOMaHabl no mac address;

- delete-on-reset — naHHbIN agpec yaanutcs nocne
nepesarpysKku ycTponCTBa;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIN aApec yAaANTCA TObKO C MOMOLLbIO
KoMaHZbl no mac address naun nocne BO3BpaLLeHNA NOpTa B
pexum obydeHuns (no port security).

Ypanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.

bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]
{discard | bridge}

no bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | lic-snap pid ]

ethtype: (0x0600 - OXFFFF);
sap: (0 - OXFFFF);
pid: (O - OXFFFFFFFFFF)

OnpegenseT gencTene A4/1A NaKeToB MHOrOaApecHoM
PacCbIIKM C 3ape3epBUpPOBaHHOIO agpeca.

- mac_muliticast_address — rpynnosoit MAC-agpec;
- ethtype — Tun naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™n naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexkmme bridge.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3apaHue ganHbl xewa B Tabanue MAC-agpecos.

mac address-table
notification flapping

-/BKIOYEHO

BkntounTb dyHKLMIO 06HapyKeHus dnannuHra MAC-aapecos.
®nannuHr obHapyKMBaeTcA, ecnn BbINONHAETCA Creaylollee
ycnosue: AnHamumyeckas 3anuce 8 MAC-tabnunue meHaeT nopt
yeTbipe pa3a, Mpu 3TOM MeXAY KaXKAol CMEHON NPOXOAMUT He
6onee 2 cekyHa, (TOYHOCTb M3MEpPEeHUn - 04HA CEKYHAaA).

no mac address-table
notification flapping

BbIKNtOUNTb GYHKUMIO 0BHapyKeHusa dnannuHra MAC-
afpecos.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabnuua 5.124 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Ypanser ctatmueckme/auHammueckme 3anucy us Tabauubl
rpynnosoi agpecaumu.

- dynamic — yaaneHve guHaMUyYecKunx 3anucem;

- secure — yaneHune CTaTU4ECKMX 3anmncen.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 5.125 — KomaHab! pexuma EXEC

KomaHda

3HayeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

[address mac_address ]

show mac address-table
count

[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |

port-channel group} 1]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

MokasbieaeT Tabanuy MAC-aapecoB 15 yKazaHHOro
MHTepdeiica, MMbo Bcex MHTepdencos.

- dynamic — npocmoTp TONbKO AMHAMMUYECKUX 3anncei;
- static —NpocMOTp TONBbKO CTaTUYECKUX 3anucen;

- secure —NMPOCMOTP TOJIbKO 6e30nacHbIX 3anucen;

- vlan_id — naeHTMdPMKauMoHHbIN Homep VLAN;

- mac-address — MAC-aapec.

Moka3blBaeT KoAUYecTBo 3anuceit B Tabamue MAC-agpecos
AN yKa3aHHoro uHtepodelica, mbo ana sBcex MHTepdencos.

show bridge multicast
address-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address}]
[format {ip | mac}] [source

{ipv4_address
|ipv6_muliticast_address}]

vlan_id: (1..4094)

Moka3sbIBaeT TabauLy rpynnoBbIX aApecos A/1A YKazaHHOro
nHTepoerica, 1Mbo Bcex nHTepdeiicos VLAN (KomaHaa
[OCTYMNHA TONbKO A/ NPUBUAETMPOBAHHOIO NOJ/b30BaTeNs).

- ip — nokasbiBaTb No IP-agpecam;
- mac — nokasbiBaTb No MAC-agpecam;
- vlan_id — naeHTUdPMKaumoHHbIN Homep VLAN.

show bridge multicast
address-table static

[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

vlan_id: (1..4094)

Moka3sblBaeT Tab/nLy cTaTUYECKUX FPyrnnoBbIX afpecoB AnA
yKasaHHoro nHTepdeica, nimbo scex HTepdeiicos VLAN.

- vlan_id — naeHTUPMKauMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosont MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-afpec UCTOYHMKA;

- ipv6_source_address — IPv6-afpec UCTOYHMKA.
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show bridge multicast MoKasbiBaeT KoOHdUrypaLmio dGuabTpa rpynrnoBbIX a4pecos Ans
filtering vian_id ykasanHoro VLAN.

-vlan_id — naeHTUOUKaUMOHHBIM HoMmep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;
- ipv4_multicast_address — rpynnosoi IPv4-aapec;
vlan_id: (1..4094) - ipv6_multicast_address — rpynnosoit IPv6-agpec;
- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoi Tabaunybl;

- ipv4_source_address — IPv4-anpec UCTOUHWUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast MoKasbiBaeT KoHdUrypaLmio ¢punbTpa ana

unregistered gi_port: (1..3/0/1..28); He3aperucTpMpoBaHHbIX rPYNMoBbIX aApecos.
[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port |port- group: (1..16).

channel group]

show bridge multicast ) MoKa3bIBaeT pexxnm rpynnoBoi agpecaumm aAns yKasaHHoro
mode [vlan vian_id] vlan_id: (1..4094) nHTepdeiica, mbo scex MHTepdeicos VLAN.

show bridge multicast OTOb6parkaeT NpaBma, yCTaHOB/IEHHbIE A1 TPYNMNOBbIX
reserved-addresses - 3ape3epBMPOBAHHbIX 3 PECOB.

show mac address-table MpocmoTp TekyLel gnunHbl Xewa B Tabanue MAC-agpecos.
mode i

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTD OMANLTPALMUIO FPYMNMOBbLIX aAPecoB KOMMYTAaTOPOM. 3a4aTb BpemMsa XpaHeHus
MAC-agpeca 450 ceKyHA, pa3peLwnTb nepesadvy He3aperncTpMpoBaHHbIE MHOFOAAPECHbIX
nakeTtos Ha 11 nopTy KOMMyTaTOpa.

consolef#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic 1/1, 2/2
19 224-239.13012.2.8 static 1/1-8

19 224-239.1302.2.8 dynamic 1/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.130(2.2.8 2/8

5.18.2 dyHKUMA nocpegHUKa npoToKona IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping ucnonb3yetca B ceTAX rpynnoBoi paccbinkm. OcHoBHOM 3agadent IGMP
Snooping ABNAeTCA nNpeaoCTaB/fieHME MHOroagpecHoro TpaduKa TONbKO A1A Tex NOopToB, KOTOpble
3anpocuau ero.

V' IGMP Snooping MoXeT WUCNoAb30BaTbCA TONbKO B cTaTuuyeckoit rpynne VLAN.
NoapeprkusaloTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
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’ Yto6bl IGMP Snooping 6bin aKTUBHbIM, GYHKUMA rpynnoBoi ¢unbTpaumum “bridge multicast
° filtering” ponyKHa 6bITb BKAOYEHa (cm. pasgen «[paBuna rpynnoBoi agpecauumn»).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAK/IOYEHbI MHOTOaAPECHbIE MapLLIPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;
— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl MPOTOKO/A MHOFOaApPecHoM mapwpytusaummn Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTY;
— naketbl npotoKona MRDISC npunHATbI Ha NopTy;
— nakeTbl npoToKkona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnua 5.126 — KomaHAabl pexkmMma rnobanbHOro KoHGUrypmpoBaHus

vlan_id

KomaHoa 3HavyeHue Aelicmeue

ip igmp snooping Paspewaetr wucnonb3oBaHne o¢yHKUuMM IGMP  Snooping
KOMMYTaTOPOM.

— - -/BbIKOYEHO -

no ip igmp snooping 3anpewaet ucnonb3oBaHue GyHKuuMM IGMP  Snooping
KOMMYTaTOpOM.

ip igmp snooping vlan Paspewaetr ucnonb3oBaHne ¢yHKUMM IGMP  Snooping

vian_id vlan_id: (1..4094)/ KOMMYTaTOpPOM A/1A AaHHOro uHTepderica VLAN.

no ip igmp snooping vlan BbIK/IO4YEHO 3anpewaetr wucnonb3oBaHwe GyHKUMM IGMP  Snooping

KOMMYTaTOpOM A/1A faHHOTo UHTepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

PernctpupyeT rpynnosoit IP-agpec B Tabauue rpynnosoi
afpecaumu, U cTaTU4eckn aobasnser uHTepdeincbl U3 rpynnbl
ana Texkywen VLAN.

- ip_address —rpynnosoli IP-agpec;

MNepeuncneHne NHTepdENcoB OCYLLECTBAAETCA YEPES «—» U K,»

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094)/
paspeLeHo

Paspewaer pna pgaHHoli rpynnbl VLAN aBTOomaTuuyeckoe
pacno3HaBaHWe  MOPTOB, K  KOTOPbIM  MOAKAIOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

3anpewaetr pna  padHHoi rpynnbl VLAN aBTOMaTuyeckoe
pacnosHaBaHWe  MNOPTOB, K KOTOPbIM  MOZAK/OYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.

ip igmp snooping

vlan vian_id

mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Onpepenset NopT, K KOTOPOMY NOAK/OMEH MapLUpyTU3aTop
MHOT0aZpecHOM PaccblIKM AnA 3agaHHoi VLAN.

YKasblBaeT, 4YTO K MOPTy He MOAKNOYEH MapLipyTU3aTop
MHOr0aAPEeCcHOW PacchiKu.

ip igmp snooping vlan

vlan_id: (1..4094);

YcTaHaBAuBaeT 3anpeT Ha onpejgeneHwe nopra (CTaTVIHeCKM,
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vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OVMHaMUYeckn) Kak nopTa, K KOTopomy
MapLIPyTU3aTOP MHOMOAAPECHOW PACChIIKU.

MoAKoueH

CHMMaeT 3anpeT Ha onpefefneHue MopTa Kak nopta, K
KOTOPOMY MOAK/AOYEH MApLIPYTM3aTOp MHOrOaApecHoM
pPacCbIIKK.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA Ha YKasaHHbIA IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

OTkntovaeT 3ameHy IP-agpeca wucTtoyHuKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping map cpe
vlan cpe_vlan_id
multicast-tv vlan
mc_vlan_id

no ip igmp snooping map
cpe vlan cpe_vlan_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094)

[Job6asnaetr cootBercTBue mexay VLAN nonb3osatens
cpe_vlan_id v VLAN multicast-sewanuns mc_vlan_id.

Ecam IGMP coobuieHune npuxoauT Ha nopT ¢ Terom cpe_vian_id
n cyuiectsyet cootsetcteue cpe vian_id / mc_vlan_id, To
IGMP coobueHne byaet peTpaHcamMposaHo B mc_vlan_id.

OTmeHseT pexxkum Multicast-TV VLAN gns ykasaHHoro VLAN.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping
vlan vlan_id querier

vlan_id: (1..4094)

BkntouaeT noapeprKKy  BblAauum
KOMMYTaToOpom B AaHHoOM VLAN.

3anpocos  igmp-query

Mo ymonyaHuio nepegaya 3anpocos OTKAOYEHA.

BoccTaHaBMBaeT HaCTPOMKM NO YMONYAHUIO.

ip igmp snooping
vlan vian_id querier
version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094)

YctaHaBauBaetr Bepcuto IGMP-npoTOKoNa, Ha OCHOBaHMMU
KoTopol byayT dopmuposatecs IGMP-query 3anpocbl.

Mo ymonyaHuio ncnonbsyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepenset MUCXOAHbIN IP-agpec, KOTOpbI byner
ncnonb3oBatbca IGMP querier-om. Querier — ycTPOMCTBO,
KoTopoe otnpasnseT IGMP-3anpochl.

YcTaHaBAMBaeT 3HavyeHWe no ymonyaHuio. o ymonuaHuio
ecan |IP-agpec HactpoeH pgna VLAN, oH wucnonb3yetca B
KauecTBe agpeca ucrodHmnka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

vlan_id:
(1..4094)/BbIkNtO4EHO

Bkntounts npouecc IGMP Snooping Immediate-Leave Ha
Tekywelr VLAN. OsHayaeT, 4YTO NOpPT [JO/MKeH ObiTb
HemeasieHHO yganeH w3 rpynnbl IGMP nocne nonyvyeHua
coobuieHus IGMP leave.

MNpu pobasneHun onuumn host-based — mexaHunsm fast-leave
cpabaTbiBaeT TO/NIbKO B TOM C/ly4ae, KOr4a BCe NOAb30BaTeNM,
NOAK/IOYEHHbIE K AaHHOMY MOPTYy OTNMCANWUCb OT rpynnbl
(cueTumk nonb3oBaTeneit BedeTcA Ha OCHoBaHMWM src-MAC-
aapecos B 3aronoskax IGMP-report’os).

OTkntounTte npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN.

ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtOYEHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywelt VLAN. OsHayaeT, 4YTO NOpPT [JO/MKeH ObiTb
HemeaneHHO yaaneH w3 rpynnbl IGMP nocne nonyuvexua
coobleHus IGMP leave, ecnn 6osblle HET KAMEHTOB,
KOTOpbIM HeobXoAMMa AaHHaA rpynna.

OTtkntounts npouecc IGMP Snooping Immediate-Leave Ha
Tekyuel VLAN.

ip igmp snooping vlan
vlan_id proxy-report
[version version]

vlan_id: (1..4094);
version : (1..3)

BKntouaeT pexkum, nNpu KOTOPOM KOMMYTaTop OTnpasaseT
report Ha query 3anpocbl CTaTUYECKUX FPYMM, HACTPOEHHbIX Ha
Hem. Mpu 3tomy coobuieHuns |IGMP-report/leave Ha 3Tn
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no ip igmp snooping vian
vlan_id proxy-report

rpynnbl UTHOPUPYIOTCA.
- version — o¢uKcupyer Bepcuio report/leave coobueHuin,
OTNPaBAAEMBIX Proxy-report'epom.

Mo ymonyaHuio Bce |IGMP-coobuieHuns, Co3faHHble Proxy-
report'epom — IGMPv3, a oTBeTbl Ha query coobuieHuns 6yayT B
TOW Bepcuu, B KOTopoi 6bin npucnaH IGMP-query.

BoccTaHaB/iMBaeT HaCTPOMKM N0 YMONYaHUIO.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vlian
vlan_id cos

cos: (0-7)

YcTaHaB/iIMBaeT 3HayeHue
802.1p.

napametpa nons npuopuTeTa

BocctaHasnmsaer HaCTpOVIKM N0 YMOZIHaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOM CTPOKMK pexnma KoHourypmposaHusa VLAN:

console (config-if) #

Tabnnua 5.127 — KomaHab! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HauyeHue pobacTHocTu ana IGMP.
Ecnv Ha KaHane HabntogaeTca notepa AaHHbIX, 3HAYeHNe
pPoHaCTHOCTU A0MKHO ObITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTaHaBAMBAET TaliMayT, MO KOTOPOMY CUCTEMa OTMNPaBAAET
OCHOBHbIE 3aNpPOChl BCEM YHaCTHUKAM rpynnbl
MHOroaZpecHomn nepeaayn 4NA NPOBEPKU UX AKTUBHOCTY.

YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHne
nepemeHHow robustness

YcTaHaBAMBaEeT KO/IMYECTBO 3anpocoB., nocne paccblkn
KOTOpPbIX, KOMMYTAaTOp onpegenaeT, Y70 Ha AaHHOM NOPTY HET
Xenawuwmx y4actsosaTb B MHOFOBApECHOVI paccblnKe.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHaBAMBaeT MHTepBaJl 3anpoca Aas NnocaegHero
Y4aCTHUKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexnma KoHPUrypuposaHua nHtepdelica:

console (config-if) #

Tabnnua 5.128 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeilicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BKkntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN n mynbTuKacToBoro Tpadmka B
KknneHTtckyto VLAN ana nHtepdeica B pexxnme «access».

BbikntoyaeT nepeHanpasaeHme IGMP-3anpocos u3
KnueHTtckol VLAN B Multicast VLAN 1 mynbTMKacTOBOro
Tpadumka B kKnneHtckyto VLAN ans nntepdelica B pexxume
«access».
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switchport trunk
multicast-tv vlan vian_id

[tagged ]

no switchport trunk
multicast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpasneHune IGMP-3anpocos u3 VLAN,
Yy4YaCTHUKOM KOoTopblIx ABaseTca nopt, 8 Multicast VLAN ans
MHTepdeiica B pexknme «trunk».

MynbTKacToBbIM TpaduK nepegaeTca Ha NopT
HeTermpoBaHHbIM UM TEFMPOBAHHLIM B 3aBUCMMOCTM OT
napametpa «tagged».

MNapameTtp «tagged» yKasblBaeT Ha TO, YTO MYJIbTUKACTOBbLIN
TpaduK AONKEH OTNPABAATLCA B NOPT ME2UPOBAHHbIM.

BbikntouaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
W My/IbTUKAcTOBOrO TpaduKa B NOPT.

switchport general
multicast-tv vlan vian_id

[tagged]

no switchport general
multicast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpasneHune IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX fABAseTca nopT, B Multicast VLAN gna
nHTepderica B pexxmme «general». MynbTMKacToBbIN Tpadumk
nepefaeTca Ha NOPT HETErMPOBAHHbIM UAN TETMPOBAHHLIM B
3aBMCMMOCTH OT NapameTpa «tagged».

MNapameTp «tagged» yKasbliBaeT Ha TO, YTO MYJIbTUKACTOBbLIN
TpaduK AONKEH OTNPABAATLCA B MOPT Me2UpPOBAHHbLIM.

BbikntoyaeT nepeHanpasieHune IGMP-3anpocos Multicast Vlan
M My/IbTUKACTOBOrO TpaduKa B NoprT.

KomaHOobi pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.129 — KomaHab! pexkuma EXEC

KomaHda

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

Moka3sbiBaeT MHPOPMaLMIO 06 U3yYeHHbIX MHOTOaAPECHbIX MapLLPYTU3aTopax B yKasaHHOW

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT MHbopmaumto IGMP-snooping ana gaHHoro nHTepdeica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_muliticast_address]
[ip-address ip_address ]

MokasbiBaeT MHPOPMaUUIo 06 M3yYeHHbIX MHOFOaAPECHbIX rPYMNnax, y4acTBYOLWMX B

rpynnoBoi paccbisiKe.

show ip igmp snooping
multicast-tv [vlan vian_id]

MNokasbiBaeT IP-agpeca, accoummpoBaHHble ¢ VLAN gna TenesewaHuma.

show ip igmp snooping cpe
vlans [vlan vian_id]

MokasbiBaeT Tabimuy cooTeTcTBuii mexay VLAN 060pya0BaHUs, yCTaHOBIEHHOTO Y
nonb3sosartena, u VLAN gna tenesewaHma.

[pumepsi 8biM0AHEHUS KOMAHO

= BkaounTb  YHKLMIO

IGMP snooping Ha KommyTaTope.

Ona VLAN 6 paspewuntb

aBTOMATMYeCKoe pacno3HaBaHWe TMOPTOB, K KOTOPbIM MOAK/OYEHbl MHOroagpecHble
MapLpyTmMsaTopbl. YCTaHOBUTb MHTepBan mexay IGMP-3anpocamu — 100 cek. YBennuntb
3HauyeHue pobacTHocTn A0 4. YCTaHOBUTb MAKCMManbHOE Bpemsa OTBeTa Ha 3anpoc — 15

CekK.

console#configure
console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp

console (config) #interface vlan 6

console (config-if) #ip igmp robustness 4

(
(
console (config-if) #ip igmp snooping query-interval 100
(
(

console (config-if) #ip igmp query-max-response-time 15
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5.18.3 MLD snooping — NpOTOKON KOHTPOAA MHOroagpecHoro Tpaduka B IPve

MLD  snooping

MEXaHU3IM

MHOroaapecHom

paccbiKM  coobLLeHuH,

MWHMMM3MPOBATL MHOFOAAPECHbIV TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.130 — KomaHgbl rnobanbHOro perkmma KoOHPUrypmpoBaHus

no ipv6 mld snooping
[vlan vian_id]

(1..4094)/BbIKNIO4EHO

KomaHoa 3HavyeHue Aelicmeue
ipv6 mld snooping .
. B MLD .
[vIan vlan_ld] vIan_id: KNo4vaet snoolipng

Otkntovaet MLD snooping.

ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group}]

no ipvé mld snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Peructpupyert rpynnosoii IPv6-agpec B Tabnunue rpynnosoi
afpecaunv u ctatudecku gobasnset/yaanset uHtepdeiics! 13
rpynnol ana Tekywen VLAN.

- ipv6_address — rpynnosoit IPv6-agpec;

MepeuncneHne nHTephENcoB OCyLLECTBAAETCA Yepes «—» U
«».

Ypanset rpynnosou IP-agpec u3 Tabanupl.

ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

[ob6asnaeT npasuno, 3anpeLatoLlee peructpuposatb MLD-
mrouter NOpTbI U3 CMCKa.

Ypanaet npasuno, 3anpewatouee pernctpmposatb MLD-
mrouter NopTbl U3 CNUCKa.

ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKNIOYEHO

M3yyaTb NopTbl, NoaKAO4eHHble K mrouter'y no MLD-query-
naketam.

He n3yyaTtb nopTbl, NoAKNOYEHHbIe K mrouter'y no MLD-
query-naketam.

ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

no ipvé mld snooping vlan

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

,El,o6a BAAET CMUCOK mrouter-nopTos.

Yaanaetr mrouter-noprbl.

vlan_id immediate-leave

(1..4094)/BbIKNIO4EHO

vlan_id mrouter interface { group: (1..16)

gigabitethernet gi_port |

fastethernet fa_port | port-

channel group}

Ipv6 mld snooping vlian vlan_id: BkatounTb npouecc MLD Snooping Immediate-Leave Ha

TekyLer VLAN.
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no ipvé mld snooping vlan
vlan_id immediate-leave

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha
Tekyuel VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHOUIypupoBaHus:

console (config-if)#

Tabanuya 5.131 — KomaHgb! pexkuma KoHpurypuposaHma nHtepoeica VLAN

3Ha4yeHue/3HayeHue o

no pv6 mld last-member-
query-count

KomaHoa Aelicmeue
ymon4yaHuro
ipv6 mld join-group Co3paeT CTaTMYECKyto rpynny MHoroagpecHol IPv6-paccbinku.
ipv6_multicast_address - ipv6_multicast_address — rpynnosoi agpec IPv6.
no ipvé mld join-group i Ypansert ctaTUYeckyto rpynny mHoroaapecHoum |Pv6-
ipv6_multicast_address PaccbINKK.

YcTaHaBauBaeT Koanvectso MLD-3anpocoB, Nocne paccbliku
ipvé6 mid last-member- KoTopbix MES1024/MES1124/MES2124 onpengenseT, 4To Ha
query-count count OaHHOM MOPTY HET }KeNaloLmX y4acTBOBaTb B MHOTOaApecHoM

count: (1..7)

IPv6-paccbinke.

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ipvé6 mid last-member-
query-interval interval

no ipvé mld last-member-
query-interval

interval: (100..25500)/1000
MUINNCEKYHA,

3afaeT MaKCMManbHyIo 3aePXKKy OTBETA NOC/IEAHErO YneHa
rpynmnbl, KOTOPas UCMOb3YeTCA AN BbIYUCAEHMA KO4a
MaKCMManbHOM 3aaep:Kkn oteeTa (Max Response Code).

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ipv6 mld query-interval
value

no ipvé mld query-interval

value: (30..18000)/125
CEeKYHZ,

3afaeT MHTepBan PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTtaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

ipv6 mld query-max-
response-time value

no ipv6 mld query-max-
response-time

value: (5..20)/10 cekyHz,

3afaeT MaKCMManbHyIo 3a4epXKKy oTBeTa, KoTopasn
MCMONb3YeTCA A/1A BbIYMCIEHUI KO MaKCMMa/lbHOM
3a[1eP’KKM OTBETa.

BocctaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ipv6 mld robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBMBaeT 3HayeHne KoapduumneHTa
oTKasoycToiumsocTu. Ecaun Ha KaHane Habaogaerca notepa
OaHHbIX, KO3OPULMEHT OTKAa30yCTONYMBOCTU A0IKEH ObITb
yBeJIMYEH.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmMepgelica epynnsl nopmos, uHmepagelica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHus nHtepdeiica Ethernet, nntepdeiica

rpynnbl nopToB U MHTepdeinca VLAN:

console (config-if)#

Tabnunua 5.132 — KomaHabl pexkuma KoHpuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

ipv6 mld join-group
ipv6_address

no ipv6 mid join-group
ipv6_address

[aet yKasaHue paccblnate MLD-report coobuweHuns Ha
npucoeanHeHme K ipv6_address rpynnbl ¢ AaHHOTO NopTa.
- ipv6_address — rpynnosoii agpec IPv6.

Ypansaer ykasaHue paccbinatb MLD-report coobuieHus Ha
npucoeauHeHune K ipv6_address rpynnbl ¢ faHHOTO NopTa.

ipv6 mld version version

version: (1..2)/2

YcTaHaB/IMBaeT BePCUIO NMPOTOKOA, AEMCTBYIOLLYIO HA AAaHHOM
UHTepodeiice.
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| no ipv6 mid version

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

Tabnnua 5.133 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ipv6_multicast_address]
[source ipv6_ address]

vlan_id: (1..4094)

OT0b6parkaeT MHGOPMaLMIO O 3aPErMCTPUPOBAHHbIX FPYNMNax B
COOTBETCTBMM C 3a,aHHBIMK B KOMaHAe napameTpamm
dunbTpaymm.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_source_address — IPv6-agpec.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT uHpopmauuto o KoHdurypauum MLD-snooping
ans gaHHom VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaUMo 0 mrouter-nopTax.

5.18.4 ®yHKuUuMM orpaHuyeHna multicast-tpadpuka

®yHKUMKM orpaHMyeHua multicast-TpaduKka mcnonb3yoTca AnA yaobHOM HaCTPOMKWM OrpaHUYeHus

MPOCMOTpPa OnpeaAeneHHbIX FPynn MHOroaapecHoOn PaccbiUIKu.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobanbHOro KOHGUIrypupoBaHmsa:

console (config) #

Tabanua 5.134 — KomaHgb! pexxuma rnobasbHoOro KOHGUrypmpoBaHus

KomanHoa

3HayeHue

Aelicmsue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBonos

Mepexog, B pexknm KoHGUrypuposaHua multicast-npoduna.

Y8anuTb yKasaHHbIi multicast-npodunb.
Multicast-npopusnb moeT 6bITb yaaneH To/bKo
H nocne Toro, Kak 6yzeT oTBA3aH OT BCEX NOPTOB
KommyTaTopa.

KomaHObI pexcuma KoHgpuaypuposaHusa multicast-npogung

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHPpurypuposaHus multicast-npoduns:

console (config-mc-profile) #

Tabnnua 5.135 — KomaHabl pexkuma KoHurypuposaHua multicast-npodunsa

KomaHOoa

3HayeHue

Aelicmsue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3apaeT cooTBeTCTBME NPOdUNA yKa3aHHOMY AManasoHy |Pv4
multicast-agpecos.

- low_ip — BanngHbIi multicast-agpec;

- high_ip — BannaHbIi multicast-agpec.

Yaansaet cootBeTcTBUE NPoduaA yKazaHHOMY AnanasoHy IPv4
multicast-agpecos.

match ipvé
low_ipvé [high_ipv6]

no match ipv6
low_ipv6 [high_ipv6]

3apaeT cooTBETCTBME NPOGUNA YKasaHHOMY Anana3oHy IPv6
multicast-agpecos.

- low_ipv6 —BanuaHbiii IPv6 multicast-agpec;

- high_ipv6 — BanuaHbiii IPv6 multicast-agpec.

Yaanset cootseTcTBUE Npoduaa yKkasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit B cnyyae HeCooTBETCTBMA OAHOMY M3 334aHHbIX AMANA30HOB,
-/BbIK/IOYEHO
IGMP-report 6yayT nponyckaTbcs.
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no permit B cnyyae HeCoOTBETCTBMA OAHOMY M3 334aHHbIX MAMNA30HOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (duanasoHa uHmepgpelicos) Ethernet

Bua 3anpoca KoOMaHAHOW CTPOKU peXKMma KOHOUrypuposaHua nHTepdeitca:
console (config-if) #

Tabnnuya 5.136 — KomaHab! pexxuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl nHTepdeicos

3HayeHue/3HayeHue o -
KomaHoa Aelicmeue
YMOAYAHUIO

multicast snooping max- OrpaHM4YMBaeT KOIMYECTBO OLHOBPEMEHHO
groups number npocmaTtpmsaembix multicast-rpynn ansa nopra.

. . number: (1..1000)/- CHMMaET orpaHMYeHre Ha KONMYECTBO OAHOBPEMEHHO
no multicast snooping

npocMaTpmMBaembix rpynn gaa nopra.
max-groups
multicast snooping add MpwuBA3bIBaeT ykasaHHbIN multicast-npodunb Kk nopry.
name
- - name: (1..32) cumBonoB -

multicast snooping remove Ypansaet cooteeTcTBMe multicast-npoduna c noptom.
{name | all }

KomaHOb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TONBKO ANA NPUBUAETMPOBAHHOIO NONb30BaATENA.
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.137 — Komanap! pexkuma EXEC

KomaHoa Aelicmeue

show multicast snooping | OTob6parkaeT MHGOPMaLMIO A5 BCEX MOPTOB O TEKYLLEM KOJIMYECTBE 3aPErncTPUPOBAHHbIX
groups count rPynmn, a TakXke MakcMManbHOe BO3MOXKHOE KOANYECTBO.

show multicast snooping | OTob6parkaeT MHGOPMaLMIO O CKOHOUTYPUPOBAHHbLIX Multicast-npodunsax.
profile [name]

5.18.5 RADIUS aBTopusauumsa 3anpocos IGMP

[JaHHbIA MexaHM3M MO3BOAET NPOM3BOAMTL aBTOPM3aALMIO 3aNpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ons obecneyeHus HaZdeXHOCTU U pacnpeneneHus Harpysku MOMKET WCNo/ab30BaTbCA
HeckonbKko RADIUS-cepBepoB. Bbibop cepBepa Ans OTNpaBKM O4YepesHOro 3anpoca asBTopusaumm
NPOUCXOAUT ciydaliHbiM obpasom. Ecnv cepBep He OTBETW/, OH NOMEYAETCA KaK BPeMeHHO Hepabounit, n
nepectaeT y4yacTBOBaTb B MeXaHM3Me OMpOCa Ha OMpefeneHHbl Mepuoa, a 3anpoc OTCblAaeTcA Ha
cnepytowmii cepseep.

MonyyeHHble aBTOPM3ALMOHHbIE JAAHHbIE XPAHATCA B KIW-MAamMATM KOMMYTATopa B TeyeHue
3aflaHHOro nepuvofa BpemeHW. ITO MO3BOAAET YCKOPWUTb MOBTOPHYylD o06paboTky |IGMP-3anpocos.
MapameTpbl aBTOPU3aLMKN BKAOYAIOT B cebs:
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=  MAC-agpec KAMEeHTCKOro yCTPOCTBa;
=  WpeHTuduMKaTop nopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHue o gocryne - deny/permit.

Mpumep HacTpoikm RADIUS-cepsepa npusegeH B pasgene «HacTpolikm astopusaumm IGMP-
3anpocos Yepes Radius» B npuaoxKeHuu A.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.138 — KomaHab! pexkuma rnobasibHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue/3HavyeHue o
Aelicmeue
no yMoaA4YaHuto
ip igmp snooping authorization YcTaHaBAMBaeT BPeMSA XKM3HM B Kawe. Ecan 3HayeHne paBHO
cache-timeout timeout HY/II0 — OTCYET BPEMEHM XKMU3HW OTKJIIOYEH (3anuch He

timeout: (0..10000) mnH/0 | yAanaeTca co BpeMeHem).

no ip igmp snooping

s . YcTaHOBKa 3HaY€HMA N0 YMOJIYaHUIO.
authorization cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM permMma KOHOUrypuposaHua nHtepdeica:
console (config-if) #

Tabanua 5.139 — KomaHgbl pexxuma KoHpuUrypuposaHua nHtepoeica Ethernet

Komanda 3HayeHue/3HayeHue Aelicmeue
o ymMoa4aHuro

multicast snooping authorization BkntoyaeT aBTopm3aumio yepes RADIUS-cepBep. Ecnum ykasaH

radius [required] napametp required , To B c/ly4ae HeJOCTYMHOCTM BCEX
RADIUS-cepsepoB IGMP-3anpocbl UTHOPUPYIOTCA.

-/BbIKIO4EHO B npotneHom cnydae IGMP-3anpoc 6yaet o6paboTaH aaxe

Npu OTCYTCTBMM OTBETA CEPBEpA.

no multicast snooping authorization OTK/lOYEHME aBTOPU3ALMN.

BkntoyaeT npeasaputenbHyto 06paboTtky IGMP-3anpocos Ha
nopty o orseta RADIUS-cepsepa. 1o nonyyeHuun oTseTta ot
cepBsepa B Cy4ae NooXKUTENbHOro OTBETa NOANUCKA
-/BbIKNIOYEHO OCTaeTcs, B CyYae OTPULIATENIbHOTO — yAanAeTcA.

multicast snooping authorization
forwarding-first

no multicast snooping authorization

forwarding-first BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHUIO.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOALKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.140 — KomaHab! pexuma EXEC

KomaHda 3HayeHue Aelicmeue

show ip igmp snooping
authorization-cache
[gigabitethernet gi_port |
fastethernet fa_port ]

OTobparkaeT cogeprKMmoe Kala aBTopu3saumnmn IGMP.
Ecnun B KOMaHAe yKasaH nHTepdeiic — To oTobparkaroTtcs
TO/IbKO Te rpynnbl, KOTOPbIE 3aPerncTPMpPOoBaHbI Ha
YKa3aHHOM uHTepdelice.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

clear ip igmp snooping
authorization-cache
[gigabitethernet gi_port |
fastethernet fa_port ]

OuuLLaeT KLl aBToOpMU3aLUK.

Ecnun B KOomaHAe yKasaH nHTepdeinc — oumwatoTca 3anmcu
Kelw AN1A YKa3aHHOro nHtepdeica.

Ecnun nHtepdeiic He yKasaH — Kelll O4MLLIAeTCA NONHOCTbIO.

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

5.19 ®yHKuuKM ynpaBneHua

5.19.1 MexaHusm AAA

Ona obecneyeHnsa 6e30nNacHOCTU CUCTEMBI
aBTOpM3aLMA, yyeT).

ncnonbsyetrca mexaHusm AAA (ayTeHTMdUKauums,

— Authentication (ayTeHTUdMKaumMa) — COMOCTaB/NEHME 3anpoca CyLWEeCTBYIOWEN YYETHOW
3anucu B cucteme 6e30nacHOCTU.
— Authorization (aBTopv3auuMs, NPOBEPKA YPOBHA AOCTyna) — COMOCTaBAEHWE YYETHOM

3anucu B cucteme (Npowealiei ayTeHTUOMKaLMIO) M onpeaenEéHHbIX MOAHOMOUYNN,
— Accounting (y4€T) — cnekeHue 3a noTpebieHneM pecypcoB No/b30BaTeNIeM.

AN WwndppoBaHMA AaHHbIX MCNONb3YETCA MexaHU3mM SSH.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnunua 5.141 — KomaHab! pexuma rnobasbHOro KoHGUrypmpoBaHus

nposepKa No 0KaNbHOM
6ase JaHHbIX

(aaa authentication login
default local)

list-name: (1..12)
CMMBOJIOB

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOAYAHUIO

aaa authentication login YctaHaBavBaet cnocob ayteHTUdUKaLMM aNa BXO4a B

{default | list-name} cuctemy.

method1 [method?2...] - default — ucnonb3oBatb Ana ayTeHTUGUKALMM OMUCAHHbIE
HUXKE MeToAbl;
- list-name — ums cnucka ayTeHTUGUKALMOHHbIX METOA0B,
aKTUBU3MPYIOLLEroCs, KOrAa NoNb30BaTe b BXOAUT B CUCTEMY.

-/ocywecteanerca OnucaHue metogos (methodl [method2...]):

- enable — ucnonb3oBaTb Naponb ANA ayTeHTUPUKaUUK;

- line — ucnonb3oBaTb Naposb TepMUHaANa ANA

ayTeHTUOMKaumm;

- local — ncnonb3oBaTh NOKaNbHYO Haly MMeH Noab3oBaTeNel

ANA ayTeHTUdUKaLmu;

- none — He UCMNO/b30BaTb ayTEHTUOUKALMIO;

- radius — ncnonb3osaTtb cnncok RADIUS cepsepoBs ans

ayTeHTUOMKaumm;

- tacacs — ucnonb3osatb cnucok TACACS cepsepoB ana

ayTeHTUbUKaLmK.

V’ Ecnmn metop ayTeHTUPUKaALUM He onpeaeneH, To

A0CTYN K KOHCONM BCeraa ycnewHbli 6e3
ayTeHTU(PUKALMOHHBIX NPOBEPOK.
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no aaa authentication login
{default | list-name}

V Co3paaHue CnNUCKa OCyLLLeCTBAAETCA KOMaHAO0M:
aaa authentication login list-name method1
[method2...].
WUcnonb3oBaHuMe cnucKa:
aaa authentication login list-name

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication mode
{chain | break}

YcTaHaB/IMBaeT aNropuTM ONpoca MeTo0B ayTEHTUPUKALMM.
- chain — nocne HeyaayHOM NONBITKM ayTEHTUPMKALMM NO
nepBOMy MeTOAY B CIMCKe C/iefyeT NOnbITKa ayTeHTUGUKALMM
no cieytoLlemy MeToay B LLeMOYKe;

- break — nocne HeyaauHOW ayTeHTUGMKaALMKM NO NepBOMY
MeToAy npoLecc ayTeHTUdUKaLumM ocTaHaBNUBaETCA.

-/chain

aaa authentication enable
{default | list-name}
method1 [method2...]

no aaa authentication
enable {default | /ist-name}

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM MPU NOBbILLIEHUN
YPOBHSA NPUBUAETUIA 414 BXOAA B CUCTEMY.
- default — ncnonb3osatb Ans ayteHTUGMKaLUKM oNUCaHHbIE
HUKe MeTozbl;
- list-name — ums cnucka ayTeHTUGUKALMOHHbIX METOL0B
aKTUBU3UPYIOLLMIACA, KOTAa NOb30BaTENb BXOAUT B CUCTEMY.
OnucaHune metogos (methodl [method2...]):
- enable — ucnonb3oBaTb Naponb AN ayTeHTUGUKaUuu;
- line - ucnonb3oBaTb Naposb TepMUHaANa ANA
ayTeHTMdUKaumm;
-/ocyuiectensetca - none — He UCMOo/1b30BaTb ayTEHTUDUKALUIO;
npoBepka naposis (aaa - radius — ncnonb3oBaTb cnmcok RADIUS cepsepoB ana
authentication enable ayTeHTUOUKaUMK;
default enable) - tacacs — ucnonb3osatb cnncok TACACS cepsepos anA
ayTeHTUdUKaLmK.
list-name: (1..12) V Ecnu ans KoHCoNM Naponb He onpeaeneH, To J4ocTyn
CMMBOOB K KOHCO/NM Bceraa ycnewHdbii(aaa authentication
enable default enable none).
Co3aaHMe CNUCKA OCYLLeCTBAAETCA KOMaHAOoM
V aaa authentication enable list-name method1
[method2...]. Ucnonb3osaHue CnucKa: aaa
authentication enable list-name
V Bce 3anpocbl, nepepgasaemble K Radius u TACACS
cepsBepam, BK/IOYAlOT MMA nonb3osatens "SenabxS.", rae x —
ypOBEHb NpUBUIETUNA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

enable password [level
level] password [encrypted]

no enable password
[level level]

YcTaHaBMBaeT Napob 418 KOHTPOA U3SMEHeHUA
npuBuaerMii 4oCTyna nosab3osaTenei.
- level — ypoBeHb npusunerui;
level: (1..15); - password — napons;
password: (1..159) - encrypted — 3a4aTb 3aWwMbpPOBaHHbIN Naposb (Hanpumep,
CUMBOIOB naposb B 3alMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
yCTpOICTBa).

Ypanaet naposab ANA COOTBETCTBYHOLWEro YpPpOBHA I'IpVIBMl]eFMi;I.

username name {
nopassword |
password password |
password encrypted
encrypted_password }
[priveliged /evel]

Nno username name

[ob6aBnseT nonb3osaTens B JI0KaNbHYLO 6a3y JaHHbIX.
- level — ypoBeHb npusuieruii;
level: (1..15); - password — naponb;
password: (1..159) - name — MA NoNb3oBaTeNs;
CYMBOJIOB; - encrypted —3aaTb 3alWKNdPOBaHHbII Naponb (Hanpumep,
name: (1..20) cumsonoB naponb B 3aWMbpoBaHHOM BUAE, CKONMPOBAHHbIW C APYroro
YCTPOICTBA).

Ypanaet nonb3osarena ns NIOKaNnbHoM 6a3bl AaHHbIX
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aaa accounting login
start-stop group radius

no aaa accounting login
start-stop group radius

-/BefeHue yyeTa
3anpeLLeHo

Paspewaer ceccui

ynpasneHus.

BeAeHMe y4yeTa (aKkayHTa) ans
BepeHue yuyeta paspelieHo TONbKO ana
V nonb3oBaTenei, BOLWeALWNX B CUCTEMY NO UMEHU U
naponio, ANA nonb3oBaTeneii, BoweAwWwUX NO
naposio TepMmuHana, BegeHue yyeta sanpeLueHo.
V BepeHune yuyeta aKTMBMpyeTCA M NpeKpaljaercs,
Korga nosb3oBaTe/lb BXOAUT M OTK/IOYaeTcA oOT
CUACTEMbI, 4YTO COOTBETCTBYET 3HauyeHuMam start u stop B
coobueHunnx npotokona RADIUS (napameTpbl,
cogepxawmeca B coobuweHuax npotokona RADIUS,
npusegeHbl B Tabauue 5.142).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

aaa accounting dot1x
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/BefeHue yyeTa
3anpeLieHo

PaspewaeT BeaeHue yyeTa (akKayHTa) ana ceccuii 802.1x.

V BegeHne yyeTa aKTUBMpPYeTCA M NpeKpaliaercs,
KOrga nonb3oBaTeNlb BXOAUT M OTKAIOYAeTcA OT
CUCTEMbBI, YTO COOTBETCTBYET 3HauyeHUAM start u stop B
coobueHunnx npotokona RADIUS (napameTpebl,
cogepxawmeca B coobuweHuax npotokona RADIUS
npusegeHbl B Tabamue 5.143).
V B pexxume multiple sessions coobuieHus stat/stop
NoCbINAKTCA ANA KaXKA0ro NoJsib3oBaTens, B pexmme
multiple hosts - TonbKo gnA nonb3oBaTensa, npoweawero
ayTeHTUdUKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip http authentication aaa
login-authentication
method_list

method_list:
(local, none, tacacs,
radius)/local

OnpegenseT metog, ayTeHTUdMKaunm npu goctyne K HTTP-
cepBepy. Mpu ycTaHOBKE CNMCKa METOAOB, AONONHUTENbHbIN
meToz 6yaeT NPUMEHATLCA, TONIbKO KOrAa MO OCHOBHOMY
MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa oLnbKa.

- local —no nmeHu 13 NokanbHoM 6a3bl AAHHbIX;

- none — He NCnonb3yeTcs;

- tacacs — ucnonb3oBaHue cnuckoB Bcex cepepos TACACS+;
- radius — ncnonb3osaHue cnmckos Bcex RADIUS-cepsepoB.

no ip http authentication
aaa login-authentication

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip ftp authentication aaa
login-authentication
method1_list

no ip ftp authentication
aaa login-authentication

method1_list:
(local, none, tacacs,
radius)/local

OnpegaenseT metog, ayTeHTUdMKaunm npu goctyne K FTP-
cepsepy. MNpn ycTaHOBKE CNMCKa MeToA,0B, JOMNONHUTEbHbIM
meTog, 6yAeT NPUMEHATLCA, TO/IbKO KOTZ4a N0 OCHOBHOMY
MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa oLmnbKa.

- local —no nmeHu 13 nokanbHoM 6a3bl A4aHHbIX;

- none — He NUCcMNonb3yeTcs;

- tacacs — ucnonb3oBaHMe cnuckoB Bcex cepepoB TACACS+;
- radius — ncnonb3sosaHue cnmckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

aaa accounting commands
stop-only default tacacs

no aaa accounting

-/BeaeHue yyeta

Pa3pelaeT BegeHue yyeTa (aKKayHTa) ans seeaeHHbix B CLI
KOMaHA,.

3anpetLeHo
commands stop-only YcTaHaBMBaEeT 3HaYeHUe Mo YMOMYaHMIO.
default tacacs

l [na Toro uro6bl KAMEHT NOAYYUA AOCTYN K YCTPOICTBY, AaXKe ec/u Bce MeToAbl

ayTeHTMUKALUM BEPHYIU OWIKBKY, UCNONb3YiiTe 3HaYeHMe NociegHero metoaa B
KOMaHge — none.
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Tabnnua 5.142 — ATpmbyTbl co0bLEHNI BegeHMA yyeTa npoTokona RADIUS ansa ceccuin ynpaBaeHun

Hanuyue Haau4ue
Ampubym ampubymae | ampubyma e Onucanue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKauma nonb3oBaTens.
IP-apapec KommyTaTopa, KOTOPbIA UCNOb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap < y . P P y
ans ceccuin ¢ Radius-cepsepom.
Mpon3BonbHOE 3HAaYEHME, BK/IOYEHHOE BO BCE
Class (25) EcTb EcTb P "
coobLeHMA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCMOb3yeMbli ANA
Called-Station-ID (30) EcTb Ectb p,pv y P y A
Ceccui ynpasnieHums.
Calling-Station-ID (31) EcTb EcTb IP-appec nosnb3oBatens.
Acct-Session-ID (44) EcTb Ectb YHUKaNbHbIN naeHTUdUKaTOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KANEHT
Acct-Authentic (45) EcTb EcTb A POMy
AO/IKeH bbITb ayTeHTUPULMPOBAH.
. . Moka3blBaeT, KaK A0Aro Nosb3oBaTtenb Hbin
Acct-Session-Time (46) Het EcTb A
NOAK/IIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpunynHa 3aKkpbITUA ceccuu.

Tabnunua 5.143 — ATpmbyTbl cO0bLLEHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Ampubym Haauyue Hanuuue OnucaHue
ampubymae | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTnduKaums nonbsosatens.
IP-agpec KommyTaTopa, KOTOpPbIN
NAS-IP-Address (4) Ectb Ectb AP i P . P .
ucnonbsyetca gna ceccuii ¢ Radius-cepsepom.
NAS-Port (5) EcTh Ects MopT KOMMyTaTopa, Ha KOTOPOM NOAKAUNACA
nonb3oBaTesb.
Mpon3BoNbHOE 3HaYeHME, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
co0bLEeHMA yyeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-aapec nosnb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGUKaTOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KANEHT
Acct-Authentic (45) EcTb EcTb A pomy
[O/MKEH ObITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK A0Aro Nosib3oBaTeNb bbin
Acct-Session-Time (46) Het Ectb A
NOAK/IIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMokasbiBaeT TMN NopTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypuposaHUa mepmMmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUA TepMMUHANG:

console (config-line) #
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Tabnnua 5.144 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

login authentication
{default | list-name}

no login authentication

list-name: (1..12)
CMMBO/I0B

3apaeT MeToz ayTeHTUGUKaLMKM NPU BXOAE A1 KOHCOMU,
telnet, ssh.

- default — ncnonb30BaTh CNMCOK «NO YMOAYAHUIOY,
CO34aHHbIN KoMaHAoM aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIV KOMAHAOM
aaa authentication login list-name.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

enable authentication
{default | list-name}

no enable authentication

list-name: (1..12)
CMMBOJI0B

3apaeT MeTos ayTeHTUGMKaLMKM NoIb30BaTeNA MPU
NoBbILWEHUN YPOBHA NPUBUAETUIA ANA KOHcoM, telnet, ssh.
- default — ncnonb3oBaTh CNMCOK «NO YMONUAHUIOY,
CO34aHHbIN KOMaHZoM aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIV KOMAHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

password password
[encrypted]

password: (1..159)
CUMBO/I0B

3apaet naposb AnAa TepMuHana.

- encrypted — 3a4aTb 3alMppOBaHHbIN Napob (Hanpumep,
napo/b B 3aWMdpPOBaHHOM BUAE, CKONUMPOBAHHbIN C APYroro
yCTpOWMCTBa).

no password

Ypanaet naposb ANnA TepMmuHana.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.145 — KomaHgb! pexuma Privileged EXEC

KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
show authentication Moka3sblBaeT nHopmaLmio 06 ayTeHTUGUKALMOHHBIX MEeTOAAX
methods ) Ha KomMmyTaTope.
show users accounts MoKa3blBaeT I0KaNbHYI 633y AaHHbIX NOb30BATENEN U UX
) npusuaerni.
clear line line line: (0..8) 3aKpbIBaeT CeCCUto yAaNeHHOro ynpaBaeHus.

- line — HOMep ceCCUU yaaneHHOoro ynpasneHuA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena oCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.

Tabnunuya 5.146 — KomaHab! pexkuma EXEC

KomaHda

Aelicmeue

show accounting

Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA yueTa (aKKayHTa).

5.19.2 Npotokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdMKaumum, astopusaumm u ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NO/b30BaTeNel, KOTOPAA COAEPXKMUT AaHHblE NPOBEPKM MOAJMHHOCTU ANs
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KaKaoro

nonb3oBaTenA.

Takum  obpasom,

Mcnoab3oBaHNe MPOTOKO/a

OONONHUTENbHYIO 3aLMUTY NPU AOCTYMNE K pecypcam CeTH, a TaKXKe Npu A40CTyne K CaMoMy KOMMYyTaTopy.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexume rnobanbHOro KOHGUrypmpoBaHUs:

console (config) #

Tabnnua 5.147 - KomaHgbl pexxnuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue o

[timeout timeout]
[retransmit retries]
[deadtime time]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumBonoB;
encrypted key:
(0..128) cumBonos;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

KomaHoa Aelicmeue
YMOAYAHUIO
[ob6aBnseT yKasaHHbI cepBep B CMUCOK MCMNOJb3yeMbIX
RADIUS cepsepos.
- ip_address— IPv4 unu IPv6-agpec RADIUS-cepBepa;
- hostname — ceteBoe nma RADIUS-cepBepa;
- auth_port — Homep nopTa ANA nepeaayn
AYTEHTUDMKALUMOHHbBIX SAHHbBIX;
. - acct_port — Homep nopTta 414 nepefayvyun faHHbIX y4eTa;
radius-server host hostname: . —P b nopta A peA A Y
. - timeout - NHTepBaN 0XXUJaHWA OTBETa OT CepBepa;
{ip_address| (1..158) cumBonoB; . .
- retries - KOAN4YECTBO NONbLITOK Noncka RADIUS-cepsepa;
hostname} auth_port: - time - BpemA B MUHYTaXx, B TE4EHNE KOTOPOro HeAOCTYMNHbIE
[auth-port auth_port] (0..65535)/1812; ’
cepsepa He byayT onpawuneaTtbca RADIUS-kaneHTOM
[acct-port acct-port] acct_port:

KOMMYyTaTOpa;

- secret_key — Knto4 gns ayTeHTUGUKaUUM U WNdpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — kntoy pns ayTeHTUdGUKaLMM U WndpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- source_ip_address — IPv4 unn IPv6-agpec, ncnonb3yembliii B
KayecTBe aZpeca UCTOYHMKA, NepesaBaemoro B coobLeHumaxX
npotokona RADIUS;

- priority — npuopuTeT ucnonb3oBaHus RADIUS-cepsepa (Yem
HU}Ke 3HaYeHue, Tem NpUopuTeETHEE CepBep);

- type — TN ncnonb3oBaHua RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpos timeout, retries,
time, secret_key, source_ip_address gns gaHHoro RADIUS-
cepBepa UCMONb3YIOTCA 3HAYEHWA, HACTPOEHHbIE C MOMOLLLIO
COOTBETCTBYHOLMX IN106aNbHbIX KOMAHA,

YpanaeT yKaszaHHbI1 cepBep U3 CMCKa UCNONb3yeMbIX
RADIUS-cepBepos.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
K/NtOY He 3ajaH

YcTaHaBAMBaAET KKOY, UCMONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTUOUKaLMM 1 lWindpoBaHna Bcero obmeHa AaHHbIMU
RADIUS mexay ycTponctsom u okpyeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YctaHaBAuBaeTt MHTEepBan OXXMaaHUA OTBETA OT CepBepa,
MCHOHbByeMbIﬁ no YMO/IHaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

OnpepenaeT KOIMYECTBO MOMbITOK, UCMONb3yeMOe Mo
yMonyaHuto, noncka RADIUS-cepBepa u3 cnncka cepsepos.
Mpu o0TKa3e ocyLLecTBAAETCA NOUCK CieayHoLLero no
npUopuTeTy cepsepa 13 Cruncka.

YcTaHaBAMBaeT 3HaYeHne No YMONAYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime
deadtime

deadtime: (0..2000)/0 muH.

MNo3sonaetr onTMmmnsanposaTb Bpema onpoca RADIUS-
cepBepoB, KOrAa HeKoTopble cepBepa HeJOCTYMHbI.
YcTaHaBAWBaeT BpemA B MUHYTaX, UCNOJIb3yemoe No
YMO/I4aHWMIO, B TEYEHWE KOTOPOro HeAoCTyMNHble cepBepa He
6yayT onpawwusaTbes RADIUS-KAneHToM KommyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.
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radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3apaeT onpeaenerHblit IPv4-agpec, ucnonb3yemsiii no
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA NepesaBaemMoro B
coobleHusax npotokona RADIUS.

Ypanset onpeaeneHHblnt IPv4-agpec, ucnonb3yemblit no
YMO/IYaHMIO B KayecTse agpeca UCTOYHMKA NepesaBaemMoro B
coobleHusax npotokona RADIUS. YctaHasnusaeT IPv4-aapec
nHTepderica KOMMyTaTopa B KayecTBe afpeca UCTOYHUKA ANA
MCMNONb30BaHMA B cO0bLLEeHMAX NnpoTokona RADIUS.

radius-server source-ipv6
ip_address

no radius-server source-
ipv6 [ip_address ]

3agaeT onpeaeneHHbli IPv6-agpec, Mcnoib3yembiii no
YMONYaHMIO B KayecTBe agpeca UCTOYHUKA NepesaBaemMoro B
coobuieHunax npotokona RADIUS.

Ypansert onpeaeneHHblnt IPv6-agpec, UCnonb3yemblii no
YMONYaHMIO B KayecTBe agpeca UCTOYHWMKA NepesaBaemoro B
coobueHunnax npotokona RADIUS. YctaHaBausaeT IPv6-agpec
MHTepderica KoOMMyTaTopa B KaYecTBe agpeca UCTOYHUKA ANA
MCNoab30BaHMA B coobuyeHnsx npotokoaa RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas-id

no radius-server attributes
nas-id include-in-access-
req format

nas-id (1..32)/aTpnbyT 32
OTCYTCTBYET B 3anpocax

Job6asneHune atpnbyTta 32 (NAS-ID) B nakeTbl Radius-request.
- nas-id — popmart onumu;
- makpoc %h noacrtasnseT hostname-kommyTtaTopa.

Bo3BpalaeT 3HauyeHMe No YyMOYaHMUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 5.148 - KomaHab! pexkuma Privileged EXEC

KomaHda

Aelicmeue

show radius-servers

OtobparkaeT napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa A0OCTyNHa TONbKO ANA
NPUBUIEIrMPOBaHHbIX NO/b30BaTeseN).

show radius statistics

OTob6parkaeT CTaTUCTMKY NpoToKkona Radius.

[Mpumepbl UCM0/16308GHUS KOMAHO

= YcTaHOBUTb rn06asbHble 3HAYEeHWUA ANA NAPAMETPOB: WHTEPBAN OXMMAAHMA OTBETa OT
cepsepa — 5 cekyHA, KoanyecTso nonbITOK nomcka RADIUS cepsepa — 5, Bpems, B Te4eHue
KOTOPOro HeAOCTYMHble cepBepa He byayT onpawmneaTbca RADIUS KaneHTOM KoMmMyTaTopa

— 10 MmuHyrT,

CEKPETHbIN  KtoY
pacrnofioXeHHbId Ha y3ne cetu ¢

- secret.
IP agpecom 192.168.16.3,

ayTeHTMdUKaumm — 1645, KOANYECTBO NONLITOK AOCTYNa K cepeepy — 2.

console# configure

console (config)# radius-server
console (config)# radius-server
console (config)# radius-server
console (config)# radius-server
console (config)# radius-server
2

timeout 5
retransmit 5
deadtime 10
key secret
host 196.168.16.3 auth-port 1645 retransmit

= [lokasaTb NapameTpbl HacTpoikn RADIUS cepsepos

console# show radius-servers

Oob6asutb B cnucok RADIUS cepsep,
nopT cepsepa AnA

start
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IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Oout rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all

Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPv6

5.19.3 Npotokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPA/NM30BaHHYO cucTemy 6e30MacHOCTU A/1a MPOBEPKU
Nno/sib3oBaTe/iel, NoJiydatolmx AOCTYN K YCTPOMCTBY, NpM 3TOM Nnoaaepmsas coBmectumoctb ¢ RADIUS um
ApYrMmu npoleccamu nposepkn nogamHHoctn. TACACS+ npeaoctasnneT caeaylolmne ciy»Kobi:

— Authentication (npoBepka nognmHHocT). ObecneunsaeTcs BO BPems BXoAa B CUCTEMY MO UMEHam
nosib30BaTeNeN U onpeaeneHHbIM Nob30BaTeNAMM NAPOSIAM.

— Authorization (asTopusauusa). ObecneunsaeTtca BO Bpems Bxoda B cuctemy. Mocne 3aseplueHus
ceaHca nNpPOBEPKM MNOM/IMHHOCTM  3aMyCKaeTcAd CeaHC aBTopu3alMuM C  MCMOJIb30BaHUEM
NPOBEPEHHOr0 MMEHW MO/1Ib30BaTe/IA, TaKKe CEPBEPOM MPOBEPAIOTCA NMPUBUIETUA NO/b30BaATEA.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme rnobanbHOro KOHGUrypupoBaHua:

console (confiqg) #

Tabanua 5.149 — KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO

tacacs-server host [obasnsaeT yKasaHHbIM cepBep B CMUCOK UCMONb3yEeMbIX
{ip_address[hostname} TACACS cepBepoB.
[single-connection] - ip_address — IP agpec TACACS-cepBepa;
[port port] - hostname — ceteBoe uma TACACS-cepBepa;
[timeout timeout] - single connection — B KaX4blli MOMEHT BpeMeHU UMeTb He
[key secret_key] 60nblue 0AHOro CoeAnHEHMA ANa obMeHa AaHHbIMU C
[encrypted key encrypted_key] TACACS-cepBepom;
[source source_ip_address] - port — Homep nopTa gns obmeHa gaHHbiMm ¢ TACACS-
[priority priority] cepBepom;

hostname: (1..158) - timeout — NHTepBan OXNaaHWA oTeeTa OT cepBepa;

CMMBO/I0B; - secret_key — kntou ans ayteHTUGUKaumm n wmudposaHua
port: (0..65535)/49; Bcero obmeHa aaHHbimu TACACS;
timeout: (1..30) cek; - encrypted_key — kntod B WindpoBaHHOM BUAE ANA
retries: (1..10); ayTeHTUdMKaUUm 1 WndposaHNa Bcero obmeHa AaHHbIMU

time: (0..2000) muH; TACACS;
key: (0..128) cumsonos; | - source_ip_address — IP-agpec, UCnonb3yemblil B KayecTse
encrypted_key: (0..128) | aapeca UCTOYHMKA, NepesaBaemoro B CO0bLLEeHUAX

CUMBO/IOB; npoTtokona TACACS;

priority: (0..65535)/0 - priority — npnopuTeT ucnonb3osaHma TACACS-cepsepa

(4em HUKe 3HAUeHMe, TeM NpUopUTETHEE CepBep).

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs «timeout»,
«retries», «time», «secret_key», «source_ip-addr» ans
naHHoro RADIUS-cepBepa MCNob3yloTCA 3HaYeHus,
HaCTPOEHHbIE C MOMOLLIO COOTBETCTBYIOLLMX r106aNbHBIX
KOMaHZ,

no tacacs-server host YaanaeT yKasaHHbIM cepBep M3 CMUCKA UCMO/Ib3yeMblIX
{ip_address | hostname} TACACS-cepBepos.
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tacacs-server key [key] YcTaHaBAMBAET KAHOY, MUCNONb3YEMbIN MO YMOYAHUIO, A5
key: (0..128) cumBonos/ | ayteHTUdMKaumm n wndposBaHMA BCero obmeHa AaHHbIMU
nycTas CTpoKa TACACS meay yCTPOMUCTBOM M OKpyskeHnem TACACS.
no tacacs-server key YCcTaHaBAMBAET 3HAYEHME MO YMONTHAHUIO.
tacacs-server timeout timeout YcTaHaBAMBaeT MHTepPBa OXMAaHWUA OTBETa OT cepsepa,
timeout: (1..30)/5 cex. MNCNOb3yeMbI N0 YMONYAHUIO.
no tacacs-server timeout YCTaHOBWTb 3HAYEHME NO YMOYAHMIO.
tacacs-server source-ip 3apaet IP-agpec KOMMyTaTopa, MCNO/Ib3yeMblli MO
source_ip_address yMoYaHuto ans obmeHa coobuieHmamm ¢ TACACS-
cepsepom
no tacacs-server source-ip i YcTaHaBAuBaeT ncnonb3osaHue IP-agpeca nHtepdeiica
source_ip_address KoMmyTaTopa gaa obmeHa coobuieHnamm ¢ TACACS-
cepBepom.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:
console#

Tabanuya 5.150 - KomaHgb! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue
show tacacs ) OTobparkaeT HAaCTPOMKY U CTaTUCTUKY AnA cepBepa TACACS+.
[ip_address] - ip-address — IP-appec TACACS+ cepsepa, Mbo nms cepsepa.
show tacacs statistics - Otobparkaet cTatucTUKy npotokona TACACS+.

[pumepbl UCM1016308AHUS KOMAHO

= [lo6aBuTb B cNUcok cepepoB TACACS-cepBep, pacno/ioxKeHHbI Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TaimayT OXKMAaHMA OTBETA OT cepBepa — 4 CEKYHAbl, CEKPETHbIN KAtoY s
obmeHa paHHbIMM C cepBepom — secret, IP-agpec KommyTatopa, MCNO/Ab3yembl AnA
obmeHa c aTum cepsepom — 192.168.16.38, npmopuTeT cepeepa — 8.

console# configure
console (config) # tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NpoTtoKon ynpasneHua cetoto (SNMP)

SNMP — TexHonorusa, npu3BaHHas obecneuynTb ynpaBAeHME M KOHTPOAb Haj, YCTPOMCTBAMM U
NPUNOXKEHUAMM B CETU CBA3M NyTém obmeHa ynpasasaowen WHPopMaumein mexay areHTamm,
PacnoNoKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MEeHeAKepamn, HaxoAALWMMMUCA Ha CTaHLMAX YNpaBAeHus.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMX CTAHLMIA WU 31EMEHTOB CeTH (rnaBHble
MaLUMHbI, WAO3bl M MapLpyTU3aTopbl, TEPMUHANbHbIE CEepPBEPbl), KOTOpble COBMECTHO obecneyusatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAOWMMM CTAaHUNAMM U CETEBLIMU areHTamm.

Kommytatop MES1024/MES1124/MES2124 no3sonfeT HacTpouTb paboTy npotokona SNMP ans
YOANEHHOTO MOHUTOPUHIA U yNpaBAeHWUA YCTPOMCTBOM. YCTPOMCTBO NOAAEP!KMBAET MPOTOKO/bI BEPCUI
SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnnua 5.151 — KomaHgb! pexkuma rnobasibHoro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

ipv6_address|
ipv6z_address]

[mask | prefix_length]
[use-acl ip-acl-name]
snmp-server community-
group community
groupname
[ipv4_address|
ibv6_address|
ipv6z_address] [mask |
prefix_length]

no snmp-server
community community
[ipv4_address |
ipbv6_address|
ipv6z_address]

(1..20) cumBonos;

viewname:
(1..30) cumBon0B;

groupname:
(1..30) cumBonoB;

mask no ymonyaruto:
255.255.255.255;

prefix_length
N0 YMONYAHUIO:
32;
ip-acl-name:
(1..32) cumBonos
dopmar:
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

KomaHoa Aelicmeue
YMOMYAHUO
system iftypes {default | N3meHseT oTobpaxkeHue Tunos nHtepdelicos LAG u vian,
iana-new} XpaHsaLwwmxca B none ifType Tabauypi ifTable.
Mpu BBOAE "system iftypes iana-new":
— 3HaveHue nons ifType gna Port-Channel'os B
Tabauue ifTable otobparkaeTca Kak ieee8023adlag;
— 3HaveHue noas ifType gns Vlan'os B Tabauye ifTable
oTobpaxkaeTca Kak |2vlan.
-/default Mpwu BBoAe "system iftypes default":
— 3HaveHue noas ifType gna Port-Channel'os B
Tabnuue ifTable otobpaskaeTcs Kak ethernetCsmacd;
— 3HaveHue nons ifType gna Vlan'os 8 Tabauue ifTable
oTobpakaeTcs Kak propVirtual.
[na BCTyNNeHUA B cUNy U3MEHeHWUI nocne BBOAA KOMaHAbI
TpebyeTcA coXxpaHEHUE KOHOUTYpaLMK 1 Nepesarpyska.
snmp-server server BkatounTb noagepKy npotokona SNMP.
-/BKNtOYEHA
no snmp-server server OTKkntoYaeT noaaepXKy npotokona SNMP.
snmp-server community YcTaHaBAMBaET 3HAaUYEHME CTPOKM cooblecTBa Ans obmeHa
community [view AaHHbIMK no npoTokony SNMP.
viewname] [ro|rw|su] - community — cTpoKa coobuecTtsa (NapoAb) gna 4ocTyna no
[ipv4_address| . npotokony SNMP;
community:

- ro — AOCTYN TO/IbKO A1 YTeHus;
- rW — JOCTYN 418 YTEHUA U 3anncuy;

- SU — 40CTyNn afiMUHUCTPATOPA;

- viewname — onpegenaet uma gnsa npasuna o6o3peHnn
SNMP, KoTopoe A01KHO BbITb NPeaBapUTENbHO OnpeaeneHo
C MOMOLLbI0 KOMaHAbl snmp-server view. Onpegenset
06BbEKTbI, AOCTYMNHbIe COObLLLECTBY;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec
YCTPOICTBA;

- mask — macka agpeca IPv4, KoTopas onpegenset, Kakne
6UTbl afpeca UCTOYHMKA NaKeTa CPAaBHMBAKOTCA C 3a4aHHbIM
IP-agpecom;

- prefix_length —uyncno 6UT, KOTopble COCTaBAAOT NpeduKc
IPv4-appeca;

- ip-acl-name — ums cywecTaytowero ACL-cnumcka;

- groupname — onpegensaeT UMA rpynnbl, KOTOPOE AOMKHO
6bITb NPeABapUTEIbHO ONPeAEeNeHO C MOMOLLbIO KOMaHAbI
snmp-server group. Onpegenset 06bEKTbI, LOCTYNHbIE
coobuiecrsy.

Ypanaet napameTpbl 4NAa CTPOKU C006|J.I|ECTBa.

snmp-server view view-
name OID
{included|excluded}

no snmp-server view
viewname [OID]

view-name:
(1..30) cumsonos

Co3pgaeT unu peaakTupyeT npasuno obospeHuns ana SNMP —
paspeluatoLee Npasmno, MMbo orpaHMumMBatoLLEee cepBepy-
obospesatento goctyn K OID.

OID-naeHTMdMKaTop 0bbekTa MIB, NnpeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, moKeT BK/toYaTh B ceba
3ape3epBMpPOBaHHbIe C/10BA, Hanpumep: system, dod). C
NMOMOLLBIO CUMBO/IA * MOHO 0603HAYUTb CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKnto4YeHa B NpaBuio a4na 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuna gaa o6o3pesaHu.

YaanaeT npasuno o6o3peHus ana SNMP.
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snmp-server group
groupname {v1|v2|v3
{noauth|auth|priv}
[notify notifyview]}
[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumBonos;

notifyview:
(1..30) cumsonos;

readview:
(1..30) cumBonos;

writeview:
(1..30) cumBonos

Cozgaet SNMP-rpynny nam Tabamuy cootsetctanit SNMP-
nosib3osatesnei n npasun o6o3peHnin SNMP.

-vl,v2,v3 - SNMP vl, v2, v3 moaenb 6e3onacHocTu;

- noauth,auth,priv — Tun ayteHTUPUKaUNK, MCNONb3YyEMBIN
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUduMKaumm, auth —
ayTeHTUdMKauma 6e3 wnudposaHus, priv — ayTeHTUOUKALMA C
WwnpposaHuem);

- notifyview — uma npasuaa 0603peHUsA, KOTOPOMY paspeLLeHo
onpepenatb coobweHna SNMP-areHTa — inform wm trap;

- readview — ums npasuia 0603peHns, KOTOPOMY paspeLleHo
TONIbKO YTeHue cogepkmumoro SNMP-areHTa KommyTaTopa;

- writeview — uma npasuna 0603peHnsa, KOTOPOMY paspeLLeHo
BBOAMTb AaHHble U KOHPUrypmupoBaTb cogepknumoe SNMP-
areHTa KommyTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos;
groupname:
(1..30) cumBonos;
engineid-string:
(5..32) cumBonos;
password:
(1..32) cumBona;
md5:
16 nnu 32 6auT;
sha:
20 nnn 36 6aunT;
dopmart
IPv4: A.B.C.D
IPV6: X:X:X:X:: X
IPv6z: X:X:X:X::X%<ID>

Co3gaet SNMPv3-nonb3oBatens.

- username — UM NONb30BaTENS;
- groupname — vMa rpynnbl;

- engineid-string — naeHTudukaTop yaaneHHoro SNMP-
YCTPOICTBA, KOTOPOMY NOJIb30BaTE/Ib NPUHALNEKUT;

- auth-password — naponb A1a ayTeHTUOUKAUMU U reHepauum
KoYa;

- md5 — kntoy md5;

- sha — Koy sha;

- host — IP-agpec/ ums xocra.

Ypanaetr SNMPv3-nonb3osaTensa.

snmp-server filter filter-
name oid {included |
excluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3pgaet unu pegaktupyet npasuno SNMP-dunbTpa, KoTopoe
nossonset duabTposaTb inform u trap-coobLueHus,
nepenasaemble SNMP-cepsepy.

- oid — npeHTndumKaTop ob6beKTa MIB, NpeacTaBAeHHbIN B
Buae aepesa ASN.1 (cTpoKa Buaa 1.3.6.2.4, MOXKET BK/OYATb B
cebs 3ape3epBMpoBaHHbIe C10Ba, Hanpumep: system, dod. C
NOMOLLbIO CMMBOJIA ¥ MOXHO 0603HaYUTb CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuao GpunbTpaLmm;

- exclude — OID uckntoyeHa U3 npasuaa GuabTpaumm.

Ypansaet npasuao SNMP-¢unbTpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| priv]}] community [udp-
port port] [filter
filtername] [timeout
seconds] [retries retries)

no snmp-server host
{ipv4_address
|ipv6_address |
hostname}
[traps|informs]

hostname:
(1..158) cumBonos;

community:
(1..20) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonosB;

seconds: (1..300)/15;
retries: (0..255)/3

OnpegenseTt HaCTPOMKM ANA Nepesayun coobLieHmnin
ysegomnerus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobluecTsa 419 Nepesayn coobLieHni
yBeAOMIeHNs;

- version — onpeaensaT TMn coobuweHunit trap —trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKa3blBaeT NOANNHHOCTb NakeTa 6e3 wndposaHus;

- noauto — He yKa3blBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKasblBaeT No4/IMHHOCTb NaKeTa ¢ WwudpoBaHuem;

- port — UDP nopt SNMP-cepBepa;

- seconds — Nnepuoa OXnaaHna NOATBEPHKAEHUN nepes,
NOBTOPHOW Nepegayelt coobueHui inform;

- retries — KONNMYECTBO NOMbLITOK Nepegayn coobuueHuii inform,
Npv OTCYTCTBUM UX NOATBEPKAEHUA.

Yaansert HacTporKu AnsA nepesadn coobLeHnin yseLomneHus
inform u trap SNMPv1/v2/v3-cepsepy.
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snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps | informs]

{noauth |auth| priv} [udp-
port port] [filter
filtername] [timeout
seconds]

[retries retries]

no snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps|informs]

hostname:
(1..158) cumBonos;

username:
(1..24) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBsonos;

seconds: (1..300)/15;

retries: (0..255)/3

OnpeaenseT HaCTPOMKKU ANs nepesayn coobLieHnit
yBegomneHus inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tun ayteHTUdUKaumMn, ncnonbyemoii
npotokonom SNMP v3 (noauth — 6e3 ayTeHTUdUKaumm, auth —
ayTeHTUdMKauma 6e3 wnudposaHus, priv — ayTeHTUOUKALMA C
WwndposaHuem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nnepuoa OXnaaHna NOATBEPHKAEHUN nepes,
NOBTOPHOW Nepegayeit coobueHnit inform;

- retries — KONMYECTBO NOMNbLITOK Nepesaun coobuueruii inform,
Npv OTCYTCTBUM UX NOATBEPIKAEHUA.

YpanaeT HacTPOWKK AN nepesayu coobLieHuit ysegomaeHnA
inform v trap SNMPv3-cepsepy.

snmp-server enginelD
local {engineid-string |
default}

no snmp-server enginelD
local

engineid_string: (5..32)
CUMBO/I0B

Co3gaeT naeHtTupukaTop nokasbHoro SNMP ycTpolictea —
enginelD.

- default — npu ucnosnb3oBaHMM gaHHOW HacTpoWKK enginelD
byaeT aBToMaTUYECKM co3aaH, Ha ocHoBe MAC-agpeca
yCTPOMCTBA.

Ypansaet ngeHtndumkaTop nokanbHoro SNMP ycTpoictea —
enginelD

snmp-server enginelD
remote

{ipv4_address |
ipv6_address}
engineid-string

engineid_string: (5..32)

Co3gaeT naeHTUduUKaTop yaaneHHoro SNMP ycTpoicTea —
enginelD.

CUMBOJI0B
no snmp-server enginelD Ypanaet nageHtudukaTop yaaneHHoro SNMP yctpoiictea —
remote enginelD.

{ipv4_address |

ipv6_address}

snmp-server enable traps BkntovaeT nogaepky SNMP trap coobuieHnii.

no snmp-server enable -/BKNtOYEHO OTkntoyaeT noaaepKky SNMP trap coobLieHui.

traps

snmp-server enable traps
errdisable

no snmp-server enable
traps errdisable

-/BbIK/IIOYEHO

BkntoyaeT otnpasky SNMP trap-coobuieHunit npu nepesoge
noprta B coctosfHue Errdisable.

BbikntoyaeT otnpaBky SNMP trap-coobuueHuit npu nepesoae
nopta B coctosAHue Errdisable.

snmp-server enable traps
erps

BkntouaeT otnpasky SNMP trap coobuweHnin npu usmeHeHUmn
coctosHua ERPS-konbua.

-/BKAtOYEHO "
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap coobLweHnin npu nsmeHeHnn
traps erps coctosiHua ERPS-konbua.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHnin npu nsmeHeHUn
flex-link coctoaHua napsl flex-link nHtepdericos.

-/BKOYEHO —
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap coobLweHnin npu nsmeHeHnn
traps flex-link coctoaHua napsl flex-link nHTepdericos.
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuweHuit npu usmeHeHUmn
link-status COCTOAHMA NopTa.

-/BKNIOYEHO

no snmp-server enable
traps link-status

OTkAtoyaeT otTnpasKy SNMP trap coobLieHui npu MsmeHeHnu
COCTOSIHUA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

-/BbIK/IIOYEHO

BkntoyaeT otnpasky SNMP trap coobweHnit npu M3MeHeHUn B
Tabnvue nsyyeHHbix MAC-agpecos.

OTkntoyaeT otnpasKy SNMP trap coobLweHnin npu nsmeHeHUn
B Tabaunue nsyyeHHoix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification

flapping

-/BKNOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHunit npu
obHapy»keHun dnannmHra MAC-agpecos.

OTKkntoyaeT otnpasky SNMP trap coobuieHunin npum
obHapyeHun dnannmHra MAC-agpecos.

snmp-server enable traps
12protocol-tunnel

-/BbIK/IIOYEHO

BkntouaeT otnpasky SNMP trap coobuweHunit npu
cpabaTbiBaHum drop-treshold n shutdown-treshold 8 L2PT.
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no snmp-server enable OtkntoyaeT otnpasky SNMP trap coobuweHuin B L2PT
traps I2protocol-tunnel
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap coobuweHunit npu
storm-control 06HapyKeHWUM WMPOKOBELLATENIBHOTO LWUITOPMA.
-/BKIOYEHO -
no snmp-server enable BbikntoyaeT otnpaBky SNMP trap coobuuieHuii npm
traps storm-control 06HapyXeHWM WMPOKOBELLATE/IbHOTO LWITOPMA.
snmp-server trap PaspeluaeT nepesasaTb coobLLeHUs trap cepsepy He
authentication npoweaLlemy ayTeHTuduKaumto.
no snmp-server trap 3anpeluyaeT nepeaaBaTh cOobLEeHNA trap cepBepy He
authentication npoweaLlemy ayTeHTuduKaumtio.
snmp-server contact text OnpepgenaeT KOHTAKTHYIO MHPOPMaLMIO YCTPOCTBA.
text: (1..160) cumsonos —
no snmp-server contact YaanaeT KOHTAaKTHYI0 MHPOPMaLMIO YCTPOMCTBA.
snmp-server location text OnpegenaeT MHGOPMALMIO O MECTONOOKEHUN YCTPOMCTBA.
- text: (1..160) cumBonos —

no snmp-server location YaanaeT UHPOPMaLMIO O MECTOMONOXKEHUN YCTPOMCTBA.
snmp-server set variable- variable-name, name, Mo3BoNAET YCTAaHOBUTb 3HAYEHNA NepemMeHHbIX B 6ase gaHHbIX
name namel valuel value gomkHbl 3agasatbcs | MIB KommyTaTopa.
[name2 value?2 ... ] B COOTBETCTBUM CO - variable-name — nma nepemeHHo;

cneundmraumeit - name, value — napbl COOTBETCTBUIA UMA — 3HAYEHMe.

KomaHObI pexcuma KoHgu2ypuposaHUsa uHmepgelica (QuanaszoHa uHmepgelicosg) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnuua 5.152 — KomaHapl pexkmma KoHpurypmposaHusa nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO

snmp trap link-status BkntouaeT otnpasky SNMP trap coobLieHnin npu nsmeHeHUn

COCTOSIHUA HacTpaMBaemMoro nopTa.
- -/BKAtOYEHO —

no snmp trap link-status BbikntoyaeT oTnpaBKky SNMP trap coobuieHunit npu nsmeHeHum
COCTOAHMA HACTPAMBAEMOrO MOpPTa.

bandwidth rate N3meHseT 3HauYeHune noneli ifSpeed u ifHighSpeed gna
oTObpaXKeHUs peanbHOW NPONYCKHOM CNOCOBHOCTM KaHana B

rate: cUcTEME MOHUTOPUHIA. He BAMAET Ha CKOPOCTb Nepesaymn
(1—4294967295)/BbiKNtoueH0 | uHTepdeiica. Mcnob3yeTcs B cayyae, Koraa peasbHas CKOPOCTb

nepeAayn AaHHbIX B KaHae OrpaHUYMBaETCA AOMNONHUTENbHBIM
obopyaoBaHuem.

no bandwidth OTKntoyaeT nsmeHeHue nonei ifSpeed m ifHighSpeed.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 5.153 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MokasbiBaeT ctatyc SNMP-coegmHeHu .
show snmp enginelD Moka3sblBaeT naeHTMouKaTop nokanbHoro SNMP-ycTpoictea — enginelD.

show snmp views
P MokasbiBaeT npaBuia ob6o3peHns SNMP.

[viewname]

show snmp groups MNoka3biBaeT SNMP-rpynnbl.
[groupname]

shpw snmp filters Moka3sbiBaeT SNMP-¢unbTpbI.
[filtername]

show snmp users

MNoka3sbiBaeT SNMP-nosb3oBaTenei.
[username]
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[Mpumepbl 8bINOAHEHUA KOMAHO

®  YCTaHOBMTb 3HaYyeHMA A/ NapameTpoB contact, location. YcTaHOBUTbL AOCTYN Ha yTeHue
AnA cTpoKKM coobuiectsa public. YcTtaHOBUTL A0CTyn Ha yTeHue u 3anncbe SNMP-cepsepy ¢
agpecom 192.168.16.3 B coobuiectse private.

console#configure

console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server
console (config) #snmp-server

enable

contact support@eltex.nsk.ru
location Objedineniya-street, 9
community public ro

community private rw 192.168.16.3

5.19.5 MpoToKkon yaaneHHOro moHuTopuHra cetu (RMON)

MpoTokon MmoHuTopuHra cetu (RMON) sBnsetca pacwmpeHvem npotokosa SNMP, nossonss
npenocTaBuTb 60see WMPOKNE BO3MOXKHOCTU KOHTpons ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapaKTepe cobupaemolt MHPopmaumMm — AaHHble cobupaemble RMON B nepsyto odepesb
XapakTepusyloT Tpaduk mexay ysnamu cetn. WMHPopmauma, cobpaHHas areHTom, nepegaeTca B
NPUAOXKEeHUe ynpaBieHUA CeTbio.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 5.154 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535);

community text:
(0..127) cumBsonos;

description text:
(0..127) cumBonos;

owner name: CTPOKa

HactpaunBaet cobbiTuaA, UCNoNb3yemble B cUCTEME YAaeHHOro
MOHUTOpPUHra.

- index — nHpEKC cobbITUSA;

- type — TMN yBEAOM/IEHWA, TEHEPUPYEMOTO YCTPONCTBOM MO
aTOMy CObbITHIO:

none — He reHepupoBaTb yBEAOMIEHUS,

log — reHepunpoBaTh 3anuch B Tabnuue,

trap — otcbinate SNMP trap,

log-trap — reHepu1poBaTb 3anucb B Tabaunue n otcbliatb SNMP
trap;

- community — cTpoka coobuwectsa SNMP ana nepecbinku
trap;

- description — onvcaHue cobbiTus;

- name — umA co3gatens cobbITUA.

Ypanaet C06bITI/Ie, ncnosbsyemoe B CUCTEME YaaNNeHHOro
MOHUTOPUHTra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup direction]
[owner name]

index: (1..65535);

mib_object_id:
KOppeKTHbI OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

HacTpauBaeT ycnoBua Bbl4auv aBapuidHbIX CUTHA/I0B.

- index — NHAEKC aBapuUMHOro cobbITus;

- mib_object_id — ngeHTMdMKaTOp NepemeHHOMN YacTm
obbekra OID;

- interval — uHTepBan, B Te4EHNE KOTOPOro AaHHble
OTO6MPAIOTCA U CPABHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN
rpaHuLamu;

- rthreshold — Bocxoaswan rpaHnLa;

- fthreshold — HuCcXoaAWan rpaHnLa;

- revent — MHAEKC CObbITMA, KOTOPOE UCMO/b3yeTCs Npu
nepeceyeHnn BOCXoasALLEeN rpaHuULbI;

- fevent — nHzekc cobbiTUaA, KOTOpPOe UCMOob3yeTcs Npu
nepeceyeHnn HUCXOAALLEN rPaHNLLbI;

- type — meTog, 0T60pa YKasaHHbIX MepemMeHHbIX 1 noacyera
3HayYeHuA A1A CPABHEHUA C TPaHULLAMM:

Mertog absolute — abcontoTHoe 3HaueHne BbIbpaHHOM
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no rmon alarm index

fevent: (0..65535);
owner name: CTPOKa;

type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-falling

nepemeHHou byaeT CpaBHEHO C rpaHuLLEeNn Ha KOHLe
nccnesyemoro MHTepBana;

Mertog delta — 3HaueHune BbIGpaHHOW NepeMeHHoM nNpu
nocnegHem otbope 6yaeT BbINTEHO U3 TEKYLLETrO 3HAYEHUA U
pasHuLa byaeT cpaBHEHa C rpaHuLaMu (pasHuLa mexay
3HaYeHMAMM NepemMeHHOM B KOHLE W B Haya/ie KOHTPOJIbHOTO
WHTepBana);

- startup — MHCTPYKLUMA ANA reHepauumn cobblTUiM Ha NepBoM
KOHTPOJIbHOM WHTepBane. OnpeaenseT NpaBuaa reHepaLmm
aBapUMHbIX COBbLITUI AR NEPBOro KOHTPOLHOIO UHTEPBaNa
nyTem cpaBHeHMA OTOBPaHHOM NepemeHHOoM ¢ 0AHOM, 60
obenmu rpaHuLamu:

- rising — reHepupoBaTb eAMHUYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rpaHuLe, ecav 3HaYeHne oTobpaHHoM
nepemeHHoW Ha NepBOM KOHTPOIbHOM MHTepBane boblue
NMB0 PaBHO 3TOW rPaHuULLE;

- falling — reHepupoBaTtb eanHUYHOE aBapuiiHoe cobbiTMe Nno
HUCXO4ALLEN TPaHMLe, ec/iv 3HauyeHne oTobpaHHoOM
nepemeHHOM Ha NepBOM KOHTPOJ/IbHOM MHTEPBAJIE MeHbLUEe
nMb0o paBHO 3TOW rpaHuLEe;

- rising-falling — reHepupoBaTb eaAnHNYHOE aBapuiiHoe
cobbiTe NO BOCXOAALLEN U/UAN HUCXOAALLEN TpaHuLe, ecin
3HayeHue 0TobpaHHOW NepemMeHHON Ha NepPBOM KOHTPOIbHOM
nHTepBasie 6onblie NMM60 paBHO BOCXOAALLEN rpaHuLe, u/vam
MeHbLUe 60 paBHO HUCXOAALLEN FPAHULLE;

- owner — UMA co3AaTeNs aBapuiHoOro cobbitus.

Yaanset ycioBue BblAaun aBapuUnHbIX COObITUN.

rmon table-size {history
entries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3agaeT MakcMmanbHbl pasmep RMON-Tabanu,.
- history — makcMmanbHoe KoamyecTBo CTPOK B Tabauue
ncropuu,
- log — maKkcMmanbHOe KOIMYECTBO CTPOK B Tabauue 3anucen.
3HaueHue BCTYNUT B CMAY TOJIbKO nocne
H nepesarpysKu yCTPOMUCTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,

UHMepagelica 2pynnbl N1opmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.155 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeliica Ethernet, rpynnbl nntepdeiicos

KomaHoa 3HauyeHue Aeiicmeue

BkntouaeTt dopmupoBaHne UCTOPUM MO rpyrnnam CTaTUCTUKK
AnA 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — NHAEKC Tpebyemo rpynnbl CTaTUCTUKK;

- name — Bnageneu, rpynnbl CTaTUCTUKK;

- bucket_num — 3HayeHMe, acCoLMMpPYyEMOE C KOIMYEeCTBOM
Aveek Ana cbopa UCTOpUK NO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ans $opMMpoBaHUA UCTOPUU.
BbikntoyaeT popmumpoBaHMeE UCTOPUM NO TPYNNamM CTaTUCTUKMU
AnA 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

index: (1..65535);
name:
KOPPEKTHas CTPOKa;
bucket_num: (1..50)/50;
interval:
(1..3600)/1800 cek

no rmon collection stats
index

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

Ethernet-kommymamopsi MES1000, MES2000 163



HELTEX

console>

Tabnumua 5.156 — KomaHabl pexkmma EXEC

KomaHoa 3HayeHue

Aelicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3blBaeT cTaTUCTUKY MHTepdeiica Ethernet, nnbo rpynnbl
NMopTOB, UCMONb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHGOPMaLMIO MO 3anpallMBaemMbIM rpynnam
CTaTUCTUKK.

show rmon history index
{throughput | errors | other}
[period period] index: (1..65535);
period:
(1..2147483647) cek

MNokasbieaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolueHHas rpynna cTaTUCTUKK;

- throughput - noKa3sbiBaeT CHETYMKIM NPON3BOAUTENBHOCTU
(nponyckHol cnocobHocTK);

- €rrors - NoKa3blBaeT CHETYUKU OIJJVIGOK;

- other - NoKasbIBaeT cyeTYMKM 06PLIBOB U KONU3NNA;

- period — NOKa3bIBaeT MCTOPMIO 3a 3aMNPOLUEHHbIN Nepuos,
BpEeMEeHMU.

show rmon alarm-table -

Moka3blBaeT CBOAHYO TabanLy aBapuiiHbIX COBbITUNA.

show rmon alarm number
number: (1..65535)

MNMoKasbiBaeT KOHOUIypaLMIO HAaCTPONKM aBapUMHbIX COBbITUIA.
- number — NHAEKC aBapuUMHOro cobbITuA.

show rmon events

MoKasbiBaeT TabanLy cobbITUiA yAaNEHHOTO MOHUTOPUHIA
RMON.

show rmon log [event]
number: (0..65535)

MNoka3sbiBaeT TabauLy 3anvcen yaaneHHOro MOHUTOPUHTa
RMON.
- event — HgeKc cobbiTua.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTUCTUKY 10 nHTepdeica Ethernet nepsoro ycTponctea B cTeke:

console#show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0

Octets: 3876
Broadcast: O

CRC Align Errors: 0
Undersize Pkts: 0
Fragments: O

64 Octets: 0

128 to 255 Octets: O
512 to 1023 Octets: 0

Packets: 57
Multicast: 57
Collisions: 0
Oversize Pkts: O
Jabbers: 0

65 to 127 Octets: 57
256 to 511 Octets: 0
1024 to max Octets: 0

Tabnunua 5.157 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Dropped Konnuectso 3a4eTEKTUPOBaHHbIX COBbLITUM, KOrAa NakeTbl 6blM OTOPOLLEHDI.
Octets Konnuectso 6aiT AaHHbIX (BKAOUYaa 6aiTbl N10XMX NAaKeTOB), NPUHATLIX U3 CETH
(ncknouan pperimoBble 6UTHI, HO BKAOYAA BUTbI KOHTPOIbHOW CyMMbl).
Packets KonnuecTBo NpUHATLIX MAKeTOB (BKAtOYasA NaoxXue, LUMPOKOBELaTe/IbHbIe U
MHOroaZipecHble nakeTbl).
Konnuectso NPUHATHIX LIMPOKOBELLATE/IbHbIX MaKeTOB (TONbKO KOPPEKTHbIE
Broadcast
naKketbl).
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Multicast

Konnyectso NPUHATLIX MHOFOaApeCcHbIX NakeToB (TOI'IbKO KOPpPEKTHble I'IaKeTbI).

CRC Align Errors

KonnuectBo NpUHATLIX NAaKeTOB A/IMHON OT 64 A0 1518 6aiT BKAOUNTENBHO,
UMEIOLUX HEBEPHYIO KOHTPOIbHYO CYMMY 60 C LiesibiM Yncaom 6aiT (owmnbKkm
NPOBEPKM KOHTPOJIbHOM cymMbl — FCS), nnbo ¢ HelenbiMm yncaom 6anT (owmnbKu
BblpaBHMBaHMA — Alignment).

Collisions

OueHKa KoanyecTsa KoNansuii Ha gaHHom Ethernet cermeHTe.

Undersize Pkts

KonnuyectBo NpUHATLIX NAaKETOB A/IMHON MeHblue 64 6aliT (UcKtoYas pperimoBblie
6UTbI, HO BK/IIOYAA BUTBI KOHTPOJILHOWM CYMMbI), HO B OCTa/IbHOM MPaBUIbHO
cbOpMUPOBAHHDIX.

Oversize Pkts

KonmuyecTBo NPUHATLIX NAKETOB ANNHOW 6onblue 1518 6aiT (McKtovan pperimoBble
6U1Tbl, HO BK/lOYas BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM MPABUIbHO
CchPOPMUPOBAHHDIX.

KonmuecTBo NPUHATLIX NAaKeTOB ANMHON MeHblue 64 6aiT (McKAoYasa ppelimoBble
6UTbl, HO BK/IOYas BUTbI KOHTPONbHOW CYMMbI), UMEIOLMX HEBEPHYIO KOHTPObHYIO

Fragments . o
CYMMY IM60 C LLeNbiM Yucnom 6ainT (oWMBKM NPOBEePKN KOHTPOAbHON cymmbl — FCS),
MBO € HeuenbiM Ynuciom 6anT (oWMBKKM BbipaBHMBaHMA — Alignment).
KonnyectBo NpuHATLIX NakeToB AnnHON 6onble 1518 6aiT (Mckntovan dpelimoBsble
Jabbers 6UTbl, HO BK/tOYas BUTbI KOHTPOIbHOM CYMMbI), UMEIOLMX HEBEPHYIO KOHTPObHYIO
CYMMY IM60 C LLeNbiM Yucaom 6ainT (oWMBKM NPOBEePKN KOHTPOAbHON cymmbl — FCS),
MBO C HeuenbiM Ynuciom 6anT (OWMBKKM BbipaBHMBaHKUA — Alignment).
64 Octet Konunyectso NpuHATLIX NaKeTOB (BK/OYasA NaoXMe NakeTbl) A/IMHOW 64 baliTa

(ncknouana pperimoBble 6UTbI, HO BKAKOYAA BUTbI KOHTPOILHOW CyMMbl).

65 to 127 Octets

Konnyectso NpuMHATLIX NAaKeTOB (BK/lOYaA NAoXMe NakeTbl) 4JIMHON OT 65 go 127
6alT BKAOYUTENLHO (UCKAOYasa GppelimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOIbHOW
CYMMbl).

128 to 255 Octets

KonnuecTBo NPUHATLIX NAKeTOB (BK/AtOYasA NAoXMe NakeTbl) AAMHOM oT 128 Ao 255
6anT BKAOUNTENbHO (MCKNtoYana dpeiMmoBble BUTbI, HO BKAKOYan 6UTbl KOHTPObHOM
CYMMbI).

256 to 511 Octets

KonnuecTBo NPUHATLIX NAKeTOB (BK/tOYasA NaoXue nakeTbl) AAMHOM OT 256 Ao 511
6alT BKAOYUTENLHO (MCKAOYasa GppelimoBble BUTbI, HO BKAKOYasA BUTbI KOHTPOIbHOM
CYMMbl).

512 to 1023 Octets

Konnyectso NpuHATLIX NaKeToB (BK/OYadA Naoxue nakeTbl) A1nHon ot 512 ao 1023
6alT BKAOUUTENBHO (UCKAOYas dpeiimoBble BUTbI, HO BKAOYaA BUTbI KOHTPOIbHOM
CYMMbI).

1024 to 1518 Octets

KonnyectBo NpuHATLIX NaKeToB (BK/OYasA naoxue naketsbl) AavHon ot 1024 go 1518
6anT BKAOUYNTENBHO (MCKtoYaa dpeimoBble BUTbI, HO BKAtOYAn BUTbl KOHTPOIbHOM
CYMMbI).

= [loKa3aTb MHGOPMALMIO MO rPynnam CTaTUCTUKM s nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface

Interval Requested Samples Granted Samples Owner

Tabnnuya 5.158 — OnucaHue pesynbTaTos

Napamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWMIA 3aMKCh.
Interface Ethernet-nHtepdelic, Ha KOTopom 3anyLLeH onpoc.
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Interval

MHTepBan B CeKyHAAX MeXAy Onpocamu.

Requested Samples

3anpolweHHOoe KOAMYECTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

PaspelleHHoe (OCTaBLIEeca) KOMYECTBO OTCHETOB, KOTOPOE MOKET BbITb
COXpaHeHo.

Owner

Bnaaeneu aaHHOM 3anucu.

MoKa3aTb CYETYMKM NPOMNYCKHOM CNOCOBHOCTM ANs rpynnbl CTaTUCTUKKM 1:

console#show rmon history 1 throughput

Sample set: 1

Interface: gil/0/1
Requested samples: 50

Owner: MES
Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnumua 5.159 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTa 1 Bpema co3gaHuna 3anmcu.
Octets KonunuectBo 6aiT AaHHbIX (BKAOYan 6aiTbl NJIOXMX NAKETOB) MPUHATBLIX U3 CeTU (MCKAoYas
dperimosble 6UTbI, HO BKAHOYAA BUTbI KOHTPONLHON CyMMblI).
Packets KonnuecTso NpMHATLIX NAKETOB (BK/tOYasA NAOXME NaKeTbl) B TeUeHUE nepnosa
bopmmpoBaHMA 3anucu.
Broadcast KonnuecTBo NPUHATLIX XOPOLIMX NAKETOB B TeYeHMe nepmosa GopMUPOBaHMA 3anNmcK
HanpaBAEeHHbIX HAa LUMPOKOBeLaTeAbHble agpeca.
Multicast KonnuecTso NPUHATHIX XOPOLIMX NAKETOB B TeYeHMe neprosa GopMMPOBaAHMA 3anmcK
HanpaBNeHHbIX HA MHOroaZpecHble asgpeca.
OueHKa cpefHel NPoMNyCcKHOM cnocobHOCTM GM3MYECKOro YPOBHA Ha AaHHOM UHTepdelice
Utilization B TeyeHue nepmoga GopMMpPoBaHUA 3anmcK. MponyckHasa cnocobHOCTb OLeHMBaeTcA
BE/IMYMHOM A0 ThICAYHOM NpoLeHTa.
Konunuectso NpUHATLIX B TeYeHUe neprmoga GopmrMpoBaHMA 3aMMCcK NAKETOB ANNHON OT 64
CRC Alien 00 1518 6alAT BKAOUYUTENBHO, UMEIOLLUX HEBEPHYIO KOHTPO/IbHYIO CYMMY IGO0 C LiebiM
& yncaom 6aiT (OWMBKM NPOBEPKU KOHTPOIbHOM cymMbl — FCS), inMb0 ¢ Hewenbim Yncaom
6anT (oWwmnbKKM BbipaBHMBAHUSA — Alignment).
OueHKa KoanYecTBa KONAU3NIM Ha saHHOM Ethernet cermeHTe B TeueHue nepuosa
Collisions dopmmnpoBaHMa 3anmcu.

Undersize Pkts

Konnyectso NpuHATBLIX B TeueHWe nepmoaa GopmMMpPOBaHMA 3anmncu NakeToB AJNHOM
MeHbLUe 64 6ainT (Mckaoyan dpelimosble BUTbI, HO BKAKOYAsA GUTbI KOHTPOIbHOM CYMMblI),
HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHbIX.

Oversize Pkts

Konnyectso npuHATBLIX B TeueHne nepmoga GopmM1poBaHMA 3anmncu NaketTos AANHOMN
6onbue 1518 6anT (Mckatouan dpelrimoBsble 6UTbI, HO BKAKOYAs BUTbI KOHTPObHOM
CYMMbl), HO B OCTa/IbHOM NPaBu/IbHO CHOPMMUPOBAHHbIX.

Konnyectso NpuHATLIX B TeYeHWe nepmoga GopmM1MpoBaHMaA 3anmncu NaketTos AJANHOM
MeHbLUe 64 6ainT (Mckaoyan dpelimosble BUTbI, HO BKAKOYAsA BUTbI KOHTPOILHOM CYMMblI),

Fragments UMEIOLLUX HEBEPHYIO KOHTPOIbHYO CYMMY B0 C Lie/ibiM Yucaom 6aiT (owmnbKkm
NPOBEPKM KOHTPOJIbHOM cymMbl — FCS), 1Mbo ¢ Heuenbim Ynciom 6aiT (owmbKu
BblpaBHMBaHUA — Alignment).
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Konnyectso NpuMHATBLIX B TeueHWe nepmoaa GopmMMpoBaHMA 3anmncu NakeTos AANHOM
6onbuwe 1518 6anT (Mckatouan dpelrimoBble 6UTbI, HO BKAOYAs GUTbI KOHTPObHOM

Jabbers CYMMbl), UMEIOLLUX HEBEPHYH KOHTPOIbHYO CYMMY W60 C Le/IbIM YUCAOM 6aiT (OWMBKK
NPoBEpPKM KOHTPOJIbHOM cymMbl — FCS), 1Mbo ¢ Heuenbim Ynciom 6anT (owmbkm
BblpaBHMBaHMA — Alignment).

Dropped Konnuectso 3aeTeKTUPOBaHHbIX COBbITUI, KOraa NakeTbl 6binn OTOPOLLEHbI B TeUEHUE

nepvoaa GopmMMpoBaHUA 3anucu.

= [loKa3aTb CBOAHYIO Tab/nLy CUrHaI0B TPEBOTK:

console#show rmon alarm-table

Index OID Owner

1 1.3.6.1.2.1.2.2.1.10.1 cLr

2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 5.160 - OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAeKc, YHUKANbHO MAEHTUPULMPYIOLWMIA 3anncb
oID OID KOHTpOAUpPYEMOM NepemeHHOoM
Owner Monb3oBaTtenb, CO3A4aBLIMIA 3aNUCh.

console#show rmon alarm 1

Alarm 1

Interval:

Owner: CLI

Sample Type:
Startup Alarm:
Rising Threshold: 8700000
Falling Threshold: 78

Rising Event:
Falling Event:

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

1

Tabnnuya 5.161 - OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OoID

OID KoHTpoanpyemoit nepeMeHHON.

Last Sample Value

3HayeHMe NnepeMeHHOM Ha NocnegHeM KOHTPONbLHOM MHTepBane. Ecnm metog otbopa
nepemeHHbIx absolute — To 310 abconoTHOE 3HaYeHNe nepemeHHON, ecnu delta — To
pasHMLLA MeXKAY 3HAYEHUAMM NEePEMEHHOM B KOHLLE M B Hayane KOHTPONbHOIO MHTepBana.

NHTepBan B CEKYHAAX, B TeYeHMe KOTOPOro AaHHble OT6VIpaIOTCFI M CPaBHUBAKOTCA C

Interval . "
BEPXHEW M HUXKHEWN TPaHULAMMU.
MeTtopa oT6opa yKa3aHHbIX NePEMEHHbIX U NoAcyeTa 3HaUYeHMA 414 CPaBHEHUS C
rpaHuuamu. Metoz absolute — abcontoTHoe 3HaueHWe BbiIbpaHHOM NnepemMeHHOM byaeT
CpaBHEHO C rpaHULLEN Ha KOHLEe nccneagyemoro nHtepsana. Metop delta — sHaueHue
sample Type P paHnLy U ay P a

BblOpaHHOM NepemMeHHOM Npu nocieaHem oT6ope byaeT BbIMTEHO M3 TEKYLLEro 3HaYeHus,
W pasHuMLA byaeT cpaBHEHA C rpaHMLaMK (pasHULA MEXKAY 3HAYEHUAMMU NEPEMEHHOM B
KOHLLE U B Ha4a/ie KOHTPOJIbHOIO MHTEPBAaA).

Startup Alarm

MHCTPYKUMA ana reHepaumn cobbiTUii Ha NEPBOM KOHTPOLHOM MHTepBane. OnpeaenseT
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npasuaa reHepaLmMu aBapuinHbIX COObITUIN ANA NEPBOro KOHTPOALHOIO MHTEpPBana NyTem
CpaBHeHMA OTOBPaHHOW NepemMeHHoM C 04HOW, IM60o ob6enmm rpaHMLAMM.

rising — reHep1poBaTb eaMHUYHOE aBapuitHOe cobbITHE MO BOCXOAALLEN FPaHULLE, eCu
3HaYeHMe 0TOBPaHHON NepeMeHHOM Ha NepBOM KOHTPOJIbHOM MHTEpBase bonbwem Anbo
paBHOM 3TOM rpaHuLLe.

falling — reHepupoBaTb eANHUYHOE aBapuiiHOe cObbITUE MO HUCXOAALLEN FPpaHMLLE, ecn
3HayeHne oTobpaHHOW NepemeHHOM Ha NepBOM KOHTPOJIbHOM MHTEpBase MmeHblie nnbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTb eguMHUYHOE aBapuitHoe cobbiThe No Bocxoasallen u/mam
HUCXOAALLEN FPaHULE, eCY 3HAaYEeHWe OTOBPaAHHOWM NepeMeHHOW Ha NepBOM
KOHTPO/IbHOM MHTEpBae 6onblue 60 PaBHO BOCXOAALLEN rpaHULLEe, /UK meHbLle
MB0o paBHO HUCXOAALLEN FPaHULE.

Rising Threshold

3HauyeHMe BocxoasaLei rpaHnupl. Korga 3HayeHne oTobpaHHOM NnepeMeHHOoM Ha
npeablaywem KOHTPOIbHOM MHTepBase 6bl10 MeHblle aHHOM FPaHMLbl, @ Ha TEKyLLEM
KOHTPOJ/IbHOM MHTepBasie 6o/bluem MO0 PaBHOM 3HAYEHMIO FPaHMLbl, TOTAA eAUHUYHOE
cobbITMe reHepupyeTcs.

Falling Threshold

3HayeHMe HMCxoaalLen rpaHmubl. Korga 3HayeHre oTobpaHHOM nepemeHHOM Ha
npeablayLwem KOHTPOIbHOM UHTepBase 6bi1o 6o/blue AaHHOM rPaHuLbl, @ Ha TEKyLLEM
KOHTPO/IBHOM MHTEPBA/IE MeHbLUE MO0 PaBHO 3HAYEHWUIO FPaHULbI, TOTAA eAUHUYHOE
cobbiThe reHepupyeTcs.

Rising Event

NHpekc cobbiTuA ncnosb3yroweroca, Korga socxogalaa rpaHuUa nepecevyeHa.

Falling Event

NHpekc cobbiTuA ncnonb3yrouweroca, Korga HACXogAauwlaa rpaHnua nepecevyeHa.

Owner

MNonb3oBatens, cos,u,aeumﬁ 3anucob.

= [lokasaTb Tabamuy cobblTnin yaaneHHoro MoHuTopmHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 5.162 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKanbHO naeHTUGMUNPYIOLWNM cobbiTre.
Description KommeHTapwuit, onucbiBatowmin cobbitue.
Tun yBeiOMIEHUS, FeHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepupPoBaTb YBEAOMNEHMUS,
Type - log — reHepupoBaTh 3anucb B Tabauue,
- trap — otcbinate SNMP trap,
- log-trap — reHepupoBaTb 3anuck B Tabauue n otcbinate SNMP trap.
Community CTtpoka coobuwectsa SNMP ansa nepecbiniku trap.
Owner MNonb3oBaTtenb, CO34aBLUNM COObITHE.

Last time sent

Bpems v gaTa reHepupoBaHua nocaegHero cobbitua. Ecim He 6b110 creHepnpoBaHo
CobbITUI, TO 3TO 3HAYEHNe ByAeT paBHO Hy/HO.

= [lokasaTb Tabauuy 3anucei yaaneHHoOro moHutTopuHra RMON

consolef#show rmon log

|Maximum table size: 100
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1 Errors Nov 10 2009 18:48:33

Tabnnuya 5.163 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUDULMPYIOLWLMIA 3aMUCh.
Description KommeHTapwuit, onucbiBatowmin cobbiTue.
Time Bpema co3gaHuA 3anucu.

5.19.6 Cnuckum pgoctyna ACL gns ynpaBieHUA yCTPOCTBOM

MporpammHoe obecneyeHMe KOMMYTAaTOPOB MO3BO/AET paspewnTs AMBO OrpaHUyYMTb AOCTYN K
yNpPaB/IeHNIO YCTPOMCTBOM Yepes onpeseneHHble nHTepdeicol. Jaa 3Toi Lean co3aarTca CIMCKM 4oCTyna
(Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnunua 5.164 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HaveHue Aelicmeue
management access-list CosfaeT CNUCOK A0CTyna A4 ynpasaeHnsa. Bxog B peskum
name KOHOUIYPMpPOBaHMA CNINCKA AOCTYNA 419 YNpPaBAeHUs.
name: (1..32) cumBona
no management access-list Ypanaer cnvcok AocTyna AN ynpaBieHus.
name
management access-class OrpaHunyMBaeT ynpassieHue yCTPOMCTBOM Mo onpeseneHHoMY
{console-only | name} cnucky goctyna (access list). AKTUBMPYET YKa3aHHbIN CUMCOK
nocTyna.
name: (1..32) cumsona - console-only — ynpasneHue ycTpoicTBOM AOCTYMHO TO/BKO C
KOHCOAM.
no management access- OTMeHseT orpaHUYeHne Ha ynpasBaeHue yCTPOMCTBOM Mo
class onpeaeneHHOMy CNUCKY gocTyna (access list).

KomaHObI pexcuma KoHguU2ypuposaHUA cnucka docmynd 0448 ynpasaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUA CNUCKa A0CTyNa A5 yrpaBieHus:

console (config) #management access-list eltex manag
console (config-macl) #

Tabnunua 5.165 — KomaHabl pexxuma KoOHPUrypupoBaHMA CNMcKa A0CTyNa ANs ynpaBaeHus

KomaHda 3HavyeHue Aelicmeue
permit 3apaeT paspeluatolLee ycoBue ana
[gigabitethernet gi_port | gi_port: (1..3/0/1..28); ynpaBAstoLLLero cnmMcKka gocTyna.
fastethernet fa_port | fa_port: (1..3/0/1..24); B napameTpax ycnosua MoeT bbiTb yKasaH
port-channel group | group: (1..16); nHTepdeic 1 NPOTOKOA AO0CTYNa K
vlan vian_id] [service service] vlan_id: (1..4094); yCcTpoicTBy.
permit ip-source {ipv4_address | ipv6_address service: (telnet, ssh, snmp,
| prefix_length} http, https)
[mask {mask | prefix_length}] [gigabitethernet
gi_port |
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fastethernet fa_port |
port-channel group |
vlan vian_id] [service service]

deny 3afaert 3anpelaioliee yciosume s
[gigabitethernet gi_port | YyNpPaBAAOLWEro CNMcKa AoCTyna.
fastethernet fa_port |

port-channel group| gi_port: (1..3/0/1..28);

vlan vian_id] [service service] fa_port: (1..3/0/1..24);

deny ip-source {ipv4_address | ipv6_address / group: (1..16);

prefix_length} vlan_id: (1..4094);

[mask {mask | prefix_length}] service: (telnet, ssh, snmp,

[gigabitethernet gi_port | http, https)

fastethernet fa_port |
port-channel group |
vlan vian_id] [service service]

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnnua 5.166 — KomaHgb! pexxuma Privileged EXEC

KomaHoa Aelicmeue
show management access-list [name] MoKa3blBaeT CNUCKM JOCTyNa ANA ynpasieHus.
show management access-class Moka3biBaeT MHPOPMaLMIO 06 aKTUBHBIX CMIUCKAX AOCTYNa ANA yNpaBaeHus.

5.19.7 HacTtpo#Ka goctyna

5.19.7.1 Telnet, SSH, HTTP u FTP
[aHHble KOMaHAabl npefHa3HayeHbl A8 HAcTPOMKM CcepBepoB AOCTyna [ANA  ynpaBieHus

KommyTaTtopom. MNogaepxka cepsepos TELNET 1 SSH kommyTaTopom no3sonsaeT yAaseHHO NOAKAKYaATbCA
K HEMY 419 MOHUTOPMHIA U KOHPUTYPUPOBAHMUS.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOW CTPOKM pexkUMa rnobanbHOro KOHUrypnupoBaHua:
console (config) #

Tabnnua 5.167 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus
3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO

ip telnet server PaspeliaeT yaaneHHoe KOHGUrypupoBaHUe yCTpoMCTBa Yepes

Telnet.
- -/BKNIOYEHO —

no ip telnet server 3anpewaeT yaaneHHoe KOHGUrypmMpoBaHue ycTpoicTea yepes
Telnet.

ip ssh server PaspeluaeT yaaneHHoe KOHGUIypUpOBaHMe yCTPOCTBa Yepes
SSH.

[o Tex nop, NOKa KAty ANA WwudpoBaHUa He
-/BbIKAOYEHO creHepupoBaH, SSH-cepsep 6yaeT HaxoAUTLCA B
pesepse. Mocne reHepauum Kaoua (Mcnonbsyemble
KomaHgb! crypto key generate rsa u crypto key generate dsa)
cepBep nepeiiger B paboyee cocTosHue.
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no ip ssh server

3anpelaeT yaaneHHoe KOHGUrypupoBaHue yCTPOICTBa Yepes
SSH.

ip ssh port
port-number

no ip ssh port

port-number:
(1..65535)/22

TCP-nopT, ucnonbsyembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/vicnonb3oBaHune
ny6AnMYHOro Kntoya
3anpeLueHo

PaspelaeT ucnonb3oBaHWe Ny6ANMYHOTO KAOYa 4NN BXOAALMX
SSH-ceccui.

3anpeLaeT Ucnoab3oBaHMe Ny6AMYHOrO K/toYa AN BXOAALLMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IOYEHO

BK/itoueHWe pexknma ayTeHTUdMKaLMmn no naposto

OTKAKOYEHME perrMMa ayTeHTUOUKaLMM MO Naponto

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLlueHbl Bce

aNIrOPUTMbI, KPOME None

3afaeT CNMCOK paspeLLeHHbIX airopUTMOB WKdpPoBaHMA oA
cepsepa.

BoccTaHaB/IMBaET CMMCOK pa3peLleHHbIX aAropuTMos
WndpPoBaHMUA MO YMOAYAHMIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspelueHbl BCe MeToabl

3afaeT CNMCOK paspeLleHHbIX MeTO40B 0bMeHa KntoYamm ans
cepsepa.

BoccTaHaBAMBaeT CNUCOK paspeLleHHbIX airopuTMoB obmeHa
KAt0O4aMM MO YMOYAHUIO.

crypto key pubkey-chain
ssh

-/Kntou He co3paH

Bxog, B pexxum KoHbUrypauum nybamyHoro Kawova.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbI U Ny6AUYHbIN gns
SSH-cepsuca.
V' Ecnun xota 6bl 0AMH M3 Napbl KAOYe yKe co3aaH, To

crypto key generate rsa

cucTema NPeasIoKUT nepe3anmcaTb KA.
leHepupyeT napy Kntoyel RSA — YacCTHbIN M Ny6ANYHBIA AnA
SSH-cepsuca.
V' Ecnu xota 6bl 04MH M3 Napbl KAloYelt yxKe co3gaH, To

ip ftp server

no ip ftp server

-/FTP-cepBep BK/IIOYEH

cucTema NpeaioKUT nepesanucatb KoY.
Bkntouaet FTP-cepsep

OTtkntovaet FTP-cepsep

ip http port port

no ip http port

port: (1..65535)/80

3apaet nopt HTTP-cepBepa

BoccTtaHaBnAuBaeT 3HaYeHMe No YMONYaHUIO

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3apaet nopT HTTPS-cepsepa

BoccTtaHaBnAuBaeT 3HaYeHMe No YMONYaHUIO

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BbiK/OUEH

Bkntoyaet HTTPS-cepsep

BbikntoyaeT HTTPS-cepBep

ip http server

no ip http server

-/HTTP-cepBep BK/tOYEH

Bkntouaet HTTP-cepBep

Bbikntoyaet HTTP-cepsep

ip http timeout-policy
seconds

no ip http timeout-policy

seconds: (0..86400)/600

3apaeT TalmayT HTTP-ceccum

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

Ip https certificate

number: (1, 2)/1

Onpeaenset akTUBHbIN HTTPS-cepTudumKaT
- number — Homep HTTPS-cepTudmKaTa

crypto certificate number
generate

number: (1, 2)

leHepupyeT SSL-cepTudukar
- number — Homep HTTPS-cepTnduKaTa

crypto certificate number
import

number: (1, 2)

MmnopTtupyet SSL-cepTUdMKaT, HA3HAYEHHDBIN LLEHTPOM
cepTuduKaummn
- number — Homep HTTPS-cepTudmKaTa

Knioumn, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate dsa,
COXPAHAIOTCA B 3aKPbITOM A8 noib3oBatena ¢paine KoHpurypauum.
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KomaHObI pexuma KoHgu2ypuposaHus nybau4YHO20 KAH04a

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUme KOHPUIypupoBaHUa Ny6MYHOro Ktoua:

console#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.168 — KomaHgb! pexxuma KoHPUrypnpoBaHMa Ny6ANMYHOIO Ktoya

KomaHoa 3HayeHue Aelicmeue
user-key username {rsa|dsa} BXoZ, B peXxunm co3gaHua MHAMBKUAYaNbHOTro Ny6MYHOro
K/toua.
username: (1..48) - rsa —co3gatb RSA-Kkntoy;
CMMBOI0B - dsa — co3patb DSA-Kntou.
no user-key username YpanaeT ny6nMuHbIN KoY 418 onpeaeneHHOro
nonb3osaTens.

Bupg 3anpoca KOMaHAHOf/‘I CTPOKU B pexXXnume co3aaHna nHanBmayasibHOro I'IY6J'IMLIHOFO K/to4a:

console#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabnuua 5.169 — KomaHapl pexxmma co3gaHma MHANMBUAYAbHOrO Ny6/IMYHOTO K/toYa

KomaHoa Aelicmeue
key-string Co3paeT nybANYHbIN KoY A8 onpeaesieHHOro nNoJsib3oBaTesns.
key-string row key-string Co3aaeT ny6/IMUHbIV KAtoY ANs onpeaenieHHoro noab3oBatens. Beo Katoya ocyluecTsiserca
NOCTPOYHO.

- key-string — 4acTb Kntoya.

[na Toro utobbl CUCTEMA NOHANA, UTO KNIOY BBEAEH NONHOCTbIO, HE06X0AUMO
BBECTU KoMmaHay key-string row 6e3 cumeonos.

KomaHOowb! pexcuma EXEC

KomMaHabl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbIX NOb30BATENEN.
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 5.170 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue Aeilicmeue
show ip ssh MokasbiBaeT koHbUrypaunio SSH-cepBepa, a TakKe akTUBHbIE
) Bxoaswme SSH-ceccum.

show crypto key pubkey- username: (1..48) Moka3sbiBaeT nybanyHble SSH-KNtoumM, COXpaHeHHble Ha

chain ssh [username CMMBOJIOB. KoMmyTaTope.

username] [fingerprint

{bubble-babble | hex}] Mo ymonyaHuto OTNeYaToK | - username — UMA YAANEHHOTO K/IMEHTa;
KNtoya B - bubble-babble — oTneuatok kntoua 8 Koae Bubble Babble;

LecTHaALaTeEPUYHOM - hex — oTneyaToK Kntoya B WeECTHAALATEPUYHOM KoAe.

dopmare.

show crypto key mypubkey - Moka3sbiBaeT nybanyHble Kntoun SSH-kommyTaTopa.
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[rsa | dsa]

show crypto certificate
mycertificate [1]2]

OTtobparkaet SSL-cepTudmKaTtbl ana HTTPS-cesepa

show ip http

- Otobparkaet coctonaHune HTTP-cepsepa

show ip https

- Otobparkaet coctonaHune HTTPS-cepsepa

[pumepbl 8b1M0MAHEHUA KOMAHO

= BkAwuuTb cepBep SSH Ha KommyTaTope. Paspelwintb Ucnosib3oBaHne Nyo6/MUYHbIX KAtOYen.
Cos3patb RSA-Kt0Y anda nonb3osartena eltex:

console#configure

console (config) #ip ssh server

console (config) #ip ssh pubkey-auth

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #tkey-string AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWP
W1A1l4kpgIw9GBRoNZQZx JHKCKL6rM1Q+ZNXfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRE
pPSwoQUVV35LgJJk67I0U/zfwOl11gkTwml75QRIgHU]S6KWGN2QWXgh3ub8gDjTSqmuSn/WdAd051D
X2IExQWu08licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXUROJuNg5nFYsY0ZCkON/W9a/tnkm
1shRE7Di71+w3fNiOA6WwO044t6+AINEICBCCA4YCcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfc
el166DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint:

ad:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHhu2ypupoeaHua mepmuHana

KomaHabl KOHOUIypMpoBaHMA TepMWHana CAy»aT 418 HACTPOMKM NapameTpoB JIOKa/NbHOM U

yp,aneHHoﬁ KOHCOU.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOro KoOHGUIrypupoBaHmsa:

console (config) #

Tabnnua 5.171 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

Aelicmeue

line {console|telnet|ssh}

BXOZ, B peXXMM COOTBETCTBYHOLLENO TEPMUHANA (NOKaNIbHAA KOHCO/b, yAaNeHHasn KOHCO/b —
Telnet unun yaaneHHan 3aWwmweHHasn KOHconb — SSH).

KomaHObI pexcuma KoHgu2ypuposaHUa mepmMuHaaad

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKMme KOHOUTYyPUpoBaHUA TePpMMUHANa

console#configure
console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnunua 5.172 — KomaHAabl pexxuma KoHPUrypuposaHMa TepMmnHana

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
speed bps bps: (2400, 9600, 19200, YcTaHaBAMBAET CKOPOCTb AOCTyNa Mo JIOKa/IbHOM KOHCOU
38400, 57600, (KomaHga AOCTYMHA TO/IbKO B peXKMMe KOHOUTypnpoBaHua
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115200)/115200 604, JIOKa/IbHOM KOHCOAMK).
no speed YcTaHaBAMBaAET 3HAYEeHUEe N0 YMONYAHMUIO.
autobaud BKk/loYaeT aBTOMaTUUeCKoe onpeaeneHne CKopocTi AocTyna
Mo JIOKaNIbHOM KOHCO/IM (KOMaHAa LOCTYNHA TO/IbKO B pexxume
-/BbIKAOYEHO KOHPUIYpMpPOBaHUA NIOKANbHON KOHCOK).
no autobaud BbIKNtOYaeT aBTOMaTUYECKoe onpesaeneHne CKopocTh AoCcTyna
Mo IOKaNIbHOWM KOHCONM.
exec-timeout minutes 3apaeT MHTepBas, B TeYEHWE KOTOPOro cucTema oXKuaaet
[seconds] minutes: (0..65535) MuH; | Beoga nonb3osaTens. ECM B TeUeHWe AaHHOTO MHTEPBaNa
seconds: (0..59) cek/ Nno/ib30BaTeNb HUYEro He BBOAWUT, TO KOHCO/b OTK/AKOYAEeTCA.
10 MmuUHYT
no exec-timeout YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 5.173 — KomaHgb! pexkuma EXEC

KomaHoa Aelicmeue

show line

MNoKa3biBaeT NapameTpbl TEPMUHANA.
[console |telnet|ssh] P P P

5.20 XXypHan aBapu#, npoTtokon SYSLOG

CUCTeMHbIe }KypHasibl NO3BONAIOT BECTU UCTOPUIO COBLITUIA, MPOM30OLIEALINX Ha YCTPOWCTBE, @ TaK¥Ke
KOHTPO/IMPOBaTb Npousoweame cobbiTUA B peasbHOM BPpemMeHU. B XypHan 3aHocATca cobbitma cemu
TUMNOB: Ype3BbluyaiHble, CUrHaNbl TPEBOMM, KPUTUUYECKME U HE KpUTMYecKue ownbKu, npeaynpexaeHus,
yBegomieHus, MHGOPMaLMOHHbIE U OTNALOYHbIE.

KomaHObI pexcuma 2a0b6anbHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHo KoHdUrypaumm:

console (config) #

Tabnnua 5.174 — KomaHgb! pexuma rnobanbHon KoHbuUrypaumm

3HavyeHue/3Ha4yeHue no .
KomaHda / Aelicmeue
YMOAYAHUIO

Bkntovaer perncrpayuio OTNaA04HbIX COO6LLI,eHVII7I n

logging on coobuieHunit 06 owmnbKax.

BbIK/lOYaeT  perucTpauuio  OTNAZ0YHbIX  COOBLEeHWA 1

- /pernctpaums BrIOYEHa | coobLieHnii 06 owmnbKax.

no logging on V MpyM  BbLIKNIOYEHHOW  perucTpauuMuM  OT/NafouHbIe
coobuweHna wu coobuieHna o6 owwubkax 6byayT

nepeAaBaTbCA Ha KOHCO/b.
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logging host
{ip_address[host}

[port port] [severity level]l
[facility facility]
[description text]

no logging host
{ip_address[host}

host (1..158) cumBon0B;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/
local7;

text: (1..64) cumsona

Bk/toyaeT nepepayvy aBapuiHbIX M OTAA[0YHbIX COOBLLEHUIA
Ha yaaneHHbIn SYSLOG-cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepBepa;

- port — HOmep nopTa ANs8 nepegayn CcooblieHuin no
npoTokony SYSLOG;

- level — ypoBeHb Ba)KHOCTU COOBLIEHMI, NepeaaBaemMbix Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B coobLweHUnAX;

- text — onucaHune SYSLOG-cepsepa.

YpanaeT BblbpaHHbIN cepBep W3 CMUCKA MCMNONb3YEeMbIX
SYSLOG-cepBeposB.

logging console /eve/

no logging console

level (cm. Tabn. 5.175)/
informational

BkAtoYaeT nepegavy aBapuiiHbIX UAW OTAAL0UYHBIX COOBLLEHMI
BbI6PAHHOIO YPOBHA BaXKHOCTU Ha KOHCO/b.

Bbikntoyaer  nepegauy
COO0BLLEHMI Ha KOHCO/Ib.

ABAPUMHBIX  WAW  OTNAA0YHbIX

logging buffered
[severity-level]

no logging buffered

level (cm. Tabn. 5.175)/
informational

BkntoyaeT nepepavy aBapuiiHbIX MAW OTNAZ0UYHBIX COOBLLEHMI
BbIOPAHHOIO YPOBHA BaXHOCTM BO BHYTpeHHMI Bydep.

Bblk/loyaeT nepegady  aBapuiAHbIX UK
Cco0bLLEHMI BO BHYTPEHHUI Bydep.

OTNaA04HbIX

logging buffered size size

no logging buffered size

size: (20..400)/200

N3meHseT KO/IMYECTBO COOOLEHNIN, 3anoOMWHAEMbIX BO
BHyTpeHHeM Oydepe. HoBoe 3HauyeHue pasmepa bydepa
NPUMEHUTCA NoC/e Nepesarpy3kun yCTpomncTsaa.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

logging file level

no logging file

level (cm. Tabn.
5.175)/errors

BkAto4aeT nepegavy aBapuiiHbIX MAW OTAAZ0UYHBIX COOBLLEHMI
BbIOPAHHOIO YPOBHSA Ba*KHOCTU B dalin KypHana.

BblkntouaeT  nepegady  aBapuHbIX WM
coobuieHunin B dalin xypHana.

OTNago04HbIX

aaa logging login

3aHOCKTb B XYpPHasbl CObbITUA ayTeHTUdMKAL MK, aBTOPM3aLNM
n yyeta (AAA).

-/BKAOYEHO
. . He 3aHocuTb B KypHanbl cOBbITUA  ayTeHTUMKaLmu,
no aaa logging login
aBTOpU3aLMK 1 yyeTa (AAA).

logging events BK/tOYaeT perucrpauuio M3smeHeHusa ctatyca MHTepdeicos B
spanning-tree STP.
port-state-change

-/BKAOYEHO

no logging events
spanning-tree
port-state-change

OTKNOYaEeT PerncTpaLmio MSMeHeHUsa cTatyca MHTepdeicos B
STP.

logging events
spanning-tree
topology-change

logging events
spanning-tree
topology-change

-/BbIKNIOYEHO

BK/tOYaeT pernctpaumio MsmeHeHun Tononorum B STP.

OTKtOYaEeT PerncTpaumio M3sMmeHeHnn Tononorum B STP.

file-system logging {copy
| delete-rename}

no file-system logging
{copy | delete-rename}

-/peFMCTpaLI,MFI BK/lO4EHa

BkAtoyaeT pernctpaunio cobbiTnin hpannosoin cuctemsl.

- COpy — perncrpaums coobLeHNit, CBA3aHHbIX C onepaumamm
KOMupoBaHus ¢alinos;

- delete-rename — perucrtpauma coobLLeHUN, CBA3AHHbLIX C
yaaneHmem Gpainnoe 1 nepeMmeHoBaHMEM onepaLuii.

BbIK/IlOYaEeT perncrpaumio cobbitnii GpainoBol cuctemsl.

management logging
deny

no management logging
deny

-/perucTpaums BKAOYEHa

BK/toyaeT perncrpaumio cobbiTuil 4OCTyNa ynpasaeHus.

BbIKtOYaeT perncrpaumio cobbiTuit 4OCTyNa ynpasaeHus.

logging aggregation on

BKntoyaeT KOHTpoOb arperaymm syslog-coobuieHni.
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no logging aggregation on

OTKAtoYaeT arperaumio syslog-coobuieHni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

Cco0bLEeHNA.

YcTaHaBAMBaeT BPems XpaHeHWs CrpynnupoBaHHbIX syslog-

sec: (15..3600)
YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.

logging cli-commands

no logging cli-commands

Mo ymonyaHuio BeaeHue KoMaHa,

PaspelwaeT BeaeHMe yyeTa (aKKayHTa) ana BeegeHHbix B CLI

yuyeTa 3anpeLLeHo
YcTaHaBNWBAET 3HAYEHME MO YMONYAHUIO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local,

BK/IIOYAET KOHTPO/Jb OrpaHWYEHUs  CKOPOCTM
dpeimoB ana onpeaeneHHoro TMna TpaduKa.

BXOOALLMX

arp-switch-mode,
arp-inspection, stp-bpdu,
other-bpdu, dhcp-snooping,
dhcpv6-snooping,
igmp-snooping,
mld-snooping, sflow,
log-deny-aces, vrrp)/-

OTKAtoYaeT noru poBaHue.

logging service watchdog

no logging service
watchdog

BkntoyaeT normposaHue cobbitnii oT watchdog

-/BKNOYEHO OTKAoYaeT normposaHune cobbiTuii oT watchdog

Karkgoe cooblieHne nmeeT CBOM YPOBEHb BaXKHOCTH, B Tabanue 5.171 npmBegeHbl TUNbI COObLEHN

B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabnuua 5.175 — Tunbl BasKHOCTN COOBLLEHUI

Tun eaxxHocmu OnucaHue
coobweHuli
YpesebiyaliHbie B cucteme npomsoluna KpUTUYeckan owmnbKa, cuctema moxKeT paboTaTtb
(emergencies) HenpaBW/bHO.

CuzHasnbl mpesoau
(alerts)

HeO6XO,CI,VIMO HemegneHHoe BMeLWaTe/IbCTBO B CUCTEMY.

Kpumuueckue (critical)

B cucteme nponsowsia KpuTuyeckas owmnbKa.

OuwuboyHvle (errors)

B cucteme npounsowna owmnbKa.

fpedynpexdenus MpeaynpexaeHue, HeaBapuiiHoe cooblleHne
(warnings) PeAynp ! P ’
YeedomneHus .
e - YBegomM/eHre CUCTEMbI, HeaBapuiiHoe coobueHue.
(notifications)
UHpopmayuoHHble
, ¢op 'q NHbopMaLMOHHbIE COOOLLEHNA CUCTEMDI.
(informational)
OmnadoyHsble OThagouyHble coobuieHus, NpeaocTaBAAoT N0Ab30BaTeN0 MHPOPMaLMIO ANS
(debugging) KOPPEKTHOM HACTPOIMKN CUCTEMDbI.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 5.176 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHoa

Aeilicmeue

clear logging

Ypansaet Bce coobLLeHUsA U3 BHyTpeHHero bydepa.

clear logging file

Ypansaer Bce coobuieHuna ns gpaina KypHana.

show logging file

OTob6parkaeT cOCTOAHME KYpPHana, aBapuitHbie M OTN1aA04Hble COObLLIEHMSA, 3anNnCaHHble B
dainne KypHana.
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show logging OTObparKaeT COCTOAHUE KYpPHasa, aBapuiiHble U OTNIaA04HbIe COOBLLEHMSA, 3aNnCaHHble BO
BHyTpeHHem bydepe.
show syslog-servers OTOb6parkaeT HaCTPOMKM AN yAANEHHBIX syslog-cepBepos.

5.21

[pumepbl UC0a16308AHUA KOMAHO

= BKAKOUYUTb perncrTpaumio ownboYHbIX COOBLLEHMIA HA KOHCONN:

console#configure

console (config) #logging on

console (config) #logging console errors
= OuncTuTb Pain KypHana:

consolef#clear logging file

Clear Logging File [y/nly

3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKaNMpoBaHUSA MOPTOB MNpeAHasHayeHa A7 KOHTpoAns ceTeBoro Tpaduka nytem
MepecbINKN KOMUA BXOAALLMX WU/UAN UCXOAALLMX NAKETOB C OAHOTO MAM HECKONbKMX KOHTPOAMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMIA NOPT.

Mpu 3epkanupoBaHumn 6osiee ogHOro ¢pusnueckoro uHTepdeiica BO3MOXKHbI notepn Tpaduka.
OTCcyTCTBME nOTepb rapaHTUPYETCA TO/MIbKO NpU  3epKaJMpoBaHUU OAHOro ¢GU3NUYECKOro

uHTepdeiica.

K KOHTpoanpyoLemy NOpTy NPUMEHAIOTCA Cleaytolme orpaHuyeHns:

MopT He MOXKET ObITb KOHTPOANPYOLLMM U KOHTPOJIMPYEMbIM NOPTOM O4HOBPEMEHHO;

MopT He MOXKeT ObITb Y1IeHOM Fpynnbl NOPTOB;
IP-MHTEpdENC [AONKEH OTCYTCTBOBATL A4J1A 3TOrO NOPTa;
MpoTokon GVRP gonkeH 6biTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpOAKpyembIM NOPTam NPUMEHAIOTCA cnegylowme orpaHuyeHuna:

MOpPT HE MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOMPYEMbIM MOPTOM OAHOBPEMEHHO;

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoi KoHdUrypaumm:

console (config) #

Tabnnua 5.177 - KomaHgbl pexknuma rnobanbHon KoHbUrypaumm

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

port monitor mode
{monitor-only|network}

3apaet pexkum paboTbl NnopTa

-/monitor-onl
/ \ oTbpacbiBaloTCs;

- monitor-only — dpeiimbl, NnocTynatowme Ha nopT,

- network — no3BosiAeT BecTv 06MeH AaHHbIMU.

port monitor remote vlan
vlan_id [tx]|rx] vlan_id: (1..4094)

Onpegenerne VLAN gns yaaneHHOro MOHMTOPUHrA.

no port monitor remote
vlan [tx|rx]

Ypanernune VLAN gna yaaneHHOro MOHUTOPUHTA.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexmume KoHdUrypuposaHus nHtepdelica Ethernet:

console (config-if)#

[aHHble KOMaHAbl HeNb3A BbINO/IHATb B peXXume KOHPUrypupoBaHua aManasoHa
e uHtepdeiicos Ethernet.

Tabanua 5.178 - KomaHabl 4OCTyNHbIE B peXxume KOHPUrypmposaHma nHtepoelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

port monitor
{gigabitethernet gi_port |
fastethernet fa_port}
[rx]tx]

no port monitor
{gigabitethernet gi _port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BkAtoyaeT GyHKLUMIO MOHUTOPUHIA HA HAaCTPanBaeMoMm
nHTepoerice. laHHbIN MHTEpdeic byaeT KOHTPONMPYIOLLMM
NopTOM ANA YKa3aHHOro B KOMaHAe KOHTPOIMPYemMoro nopTa.
- gi_port/fa_port — KOHTpoOAUpPYEMbII NOPT;

- X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOAUPYEMbBIM
nopTom;

- tx — KonMpoBaTb NaKeTbl, NepefaHHble KOHTPOMPYEMbIM
nopTom;

Mpwn oTcyTCTBMM NapameTpa rx/tx c KOHTPO/MPyEeMOro nopTa
KOMMpPYHOTCA BCE MaKeTbl.

BbIK/OYaEeT GYHKLMIO MOHUTOPUHIA Ha HAacTpPaMBaemMmom
MHTepdeiice. [laHHbI MHTepdeic bonblue He byaeT
KOHTPO/IMPYIOWMM NOPTOM A5 YKa3aHHOro B KOMaHae
KOHTPO/IMPYEMOrO NopTa.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

Bk/tovaeT GYHKLMIO MOHUTOPUHIA HAa HAaCTPaMBaeMoOM
nHTepoerice. JaHHbl nHTEpdeic byaeT KOHTPONMPYIOLLUM
nopToM AN YKazaHHoM VLAN.

V MopT MOHUTOPUHIA HEe AO/IKEH NPUHAANENKATD K
HacTpauBaemoii VLAN.

MoHutopuHr VLAN moxKeT 6biTb BKNIOYEH ULLb B
TOM CNy4yae, eclM B CUCTEME HACcTPOEHO He 6onee
0HOTrO KOHTPOAIMPYIOLLEro nopra.

/! Ecnv KOHTPO/NMPYIOLWMIA NOPT HACTPOEH paHee, TO
TONbKO 3TOT MOPT MOXKEeT 6bITb MCNONb30BaH ANA
moHuTtopuHra VLAN.

Ypanaet ykazaHHyo VLAN 13 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

Bk/itoyaeT GyHKLMIO yaaNeHHOrO MOHUTOPUHTA Ha
HacTpanBaemom nMHTepodeiice.

BbIK/tOYaeT GYHKLMIO YAaNEHHOTO MOHUTOPUHIA Ha
HacTpanBaemom MHTepodeiice.

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM cTpoKu B pexkume EXEC nmeet cneayrowmii Bua;

console>

Tabnunua 5.179 — KomaHabl, AocTynHble B pexume EXEC

KomaHda

Aelicmeue

show ports monitor

BbIBOAUT MHOOPMALLMIO NO KOHTPOAMPYIOLLMM U KOHTPOAMPYEMbIM NOPTaMm.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

= YcraHosuTb 13 Ethernet nHtepdeic KoHTponnpyowmum ans 18 nHtepodeinca Ethernet. Becb
Tpaduk c 18 nHtepodeiica nepenasatb Ha 13.

console#configure
console (config) #interface gigabitethernet 1/0/13
console (config-if) #port monitor gigabitethernet 1,/0/18

= BbiBECTUM MHGOPMALMIO MO KOHTPOJIMPYIOLWMM U KOHTPOAMPYEMBIM NOPTaM.

console#show ports monitor

gil/0/18

Source Port Destination Port

gil/0/13

Type

RX, TX

Status

notReady

5.22 ®dyHKuyma sFlow

sFlow — TexHoN0OrMA, NO3BOAAKOWAA CAeANUTb 33 TPAadMKOM B MaAKETHbIX CETAX Nepenayn AaHHbIX
NMyTeM YacTUYHOM BbIOOPKM TpaduKa [NA Nocneaylolweit MHKancyaauMM B cneuumasnbHble cooblieHus,
nepenaBaemMble Ha cepBep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2a06an6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 5.180 — KomaHab! pexuma rnobanbHo KoHOUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

sflow receiver id {IPv4|
IPv6|IPv6z|url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1.. 8);
port: (1 .. 65535)/ 6343;
byte: nonoxutenbHoe
uenoe uuncno /1400;
dopmart
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

3apaeT agpec cepsepa cbopa ctaTucTmkm sflow.

- id — Homep sflow-cepBepa;

- IPv4, IPv6, IPv6z — IP-agpec;

- url — pomeHHOEe UMA XOoCTa;

- port — Homep NopTa;

- byte — makcMManbHoe KOIMYecTBO 6aiiT, KOTOpoe MOXKET
6bITb OTNPABNEHO B OZWH NAKET AAHHBIX.

YapansaeT agpec cepsepa cbopa ctatnuctukm sflow

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console#configure

console (config) #interface {gigabitethernet gi port|

console (config-if) #

Tabnnuya 5.181 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtTepdeica Ethernet

fastethernet fa port}

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

sflow flow-sampling[max-
header-size bytes]rate id

bytes:(20..256)/128;
rate: (0, 1024..107374823)
id: (0..8)

3afaeT cpefHIo CKOPOCTL BbIBOPKM NakeTos. MTorosas
CKOpOCTb BbIBOPKM cunTaeTca Kak 1/rate*current_spped
(current_speed — TeKyLwwan cpeaHAA CKOPOCTb).

- rate — cpeaHAn CKOPOCTb BbIGOPKM NAKETOB;
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no sflow flow-sampling

- id — Homep sflow-cepBepa;
- bytes — MakcumasibHOe Koanyectso 6aiiT, KoTopoe byaert
CKoOMNMpoBaHo 13 o6pasLia naketa.

OTKNIOYAET CUETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling
sec id

no sflow counters-
sampling

sec: (0, 15 .. 86400);
id: (0..8)

Onpegenser MaKCUMa/bHbI MHTEPBAA MEXAY YCMeLWHbIMM
BblI6OPKAaMM NAKeTOB.

- SeC — MaKCMMasibHbI MHTEPBaN MeXKAy BbibopKamMm,
CEeKyHAbl. 3HaueHne «0» OTKNKOYAET BbIBOPKY;

- id — Homep sflow-cepBepa (3agaetca komaHaow sflow
receiver B rn106anbHOM pexunme KoOHPUrypaumm).

OTKNKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOb! pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabanua 5.182 — KomaHabl, fOCTyMnHble B perknme EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
fastethernet fa_port]

clear sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

show sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BbiBOAMT HacTponku sflow.

Ouuiwaet ctatucTnky sFlow. Ecam nHTepdeinc He ykasaH,
KOMaHZAa OYMLLLaeT BCe CYETYMKM CTaTUCTUKK SFlow.

OTobparkaeT cTatUcTUKy sFlow

[pumepbl 8b1N0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepeepa 1 ansa cbopa cratuctukm sflow. Ana ethernet-
nHTepodelicos gil/0/1 - gil/0/24 ycTaHOBUTb CPEAHIO CKOPOCTb BbIBOPKM NakeTos - 10240

KBUT/C U MaKCMMasbHbI MHTEPBAN MeXAY YCnewHbiMKu BbibopKkamm nakeTos — 240 c.

console#configure
console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1

5.23 ®yHKUUKM ANArHOCTUKUN PU3NUYECKOro YPOBHA

CeTeBble KOMMYTaTOPbl A4OCTyMNa COAep*KaT annapaTHble U NPOrpaMMHble CPeACTBa AN AMAarHOCTUKM
M ynpaBneHua OU3MYECKMMM MHTepdeicammn U AUHMAMKU CBA3M. B nepeyeHb TecTMpyembiX MapameTpos

BXOAAT cneaytolme:

[Nns aneKkTpuyecknx nHTepdencos:

—  AJIMHa Kabens;
—  paccTosiHMe A0 MecTa HeMCcnpaBHOCTU — 06pbIBa AN 3aMblKaHUA.
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Ona onTuyeckmx nHTepdeincos:

— nNapameTpbl NTNTAaHNA — HAaNpPAXeHNE U TOK;

— BbIXOAHaA onNTU4YeCKaAa MOLWHOCTb,
— ONTn4eCKaAa MOWHOCTb Ha npuneme.

5.23.1 iluarHocTuKka megHoro Kabensa

/ OueHKa AauMHbl Kabena npu MUCNONb30BaHUM KOMaHAbl 'show cable-diagnostics
V cable-length' BbINONHAGTCA NO Be/IMYMHE 3aTyXaHUA curHana. PyHKuua green-ethernet,
nogaep:KMpaemas KOMMYTAaTOpPOM, YMeHbLUAeT ypoBeHb NnepenasBaemoro CUMrHana npwm
OTCYTCTBUM aKTUBHOCTM Ha JIMHMU U MO3TOMY KOPPEKTHOE U3MepeHue AJINHblI Kabens
CTaHOBUTCA HEBO3MOXXHbIM Ha YCTPOMACTBE, NPUHMMAlOL,EM OCNabneHHbIU curdan. B ceasu

C 3TUM Heob6XogMMO Ha BpemMs U3MepeHUid A/IMHbl Kabena OTKAYaTb pexum green-

ethernet Ha yaaneHHoMm ycTpoiicTBe.

Mo ymonuaHuio pexxum green-ethernet skaloueH. [onyctuman NOrpewHoCcTb U3MmepeHus
onpegensaerca pa3ébpocom napameTpos JIMHUUN U COCTAaBAAET 6M

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnuua 5.183 — KomaHabl ANArHOCTUKM MeaHOro Kabens

KomaHoa

3HayeHue

Aelicmeue

test cable-diagnostics tdr
{all | interface
{gigabitethernet gi_port |
fastethernet fa_port}}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbinonHAeT  BUpTyanbHoe Kabena  anAa
YKa3aHHOro uHTepdelica;

- all — ana Bcex nHTepdelicos.

TectmposaHue

test cable-diagnostics
tdr-fast {all |interface
{gigabitethernet gi_port |
fastethernet fa_port}}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbINONHAET YCKOpPEHHOE BUPTyasbHOE TeCTUpoBaHWe Kabens c
HU3KOM TOYHOCTbIO /1A YKa3aHHOro nHTepdeica;
- all — ana scex nHTepdeiicos.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnuua 5.184 — KomaHabl ANArHOCTUKM MeZHOro Kabens

KomaHda

3HaveHue

Aelicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTo6paskaeT pesyNbTaTbl NOCNEAHEr0 BUPTYaNbHOIO
TecTMpoBaHuA Kabena ansa ykasaHHoro nHtepderica (ecam
HOMep nopTa He 3a4aH, TO KOMaHAa BbINOHAETCA /1A BCEX
nopTos).

OTO6paKaeT NPeAnoNOKUTENbHYIO AIUHY Kabens,
NOAK/IIOYEHHOTO K YKazaHHOMY UHTepdeiicy (ecnm Homep
nopTa He 3aZlaH, TO KOMaHAA BbINOHAETCA A4/19 BCEX NOPTOB).
WHTepdeiic gomkeH 6biTb aKTUBHbIM U paboTaTtb B
V pexume 100M6ut/c nnn 1000M6wut/c.
[narHocTKa noaAepKUBAETCA TONbKO Ha UHTepdepcax
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| | | GigabitEthernet. |

MakcumanbHaa gnauHa Kabena npu TeCTUPOBaHUM He AO0/KHA cocTaBnAaTb Gonee 120
MeTpoB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lpoTecTMpoBaTb NOPT 24 NepBOro yCTPONCTBA B CTEKE:

console#test cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair Result Length [m] Date

gil/0/24 1-2 OK -- 24-Mar-2014 11:52:31
3-6 OK -
4-5 OK -=
7-8 OK -=

Huxe npmneeaeHbl BO3SMOXXHblE 3HaYEHNA pe3y1bTaTOB TECTA MO Napam:

— Test failed — pM3mnyeckas HemcnpaBHOCTD;

— OK-—napa B nopagke;

— Open — paspbis;

— Short — KOHTaKTbl Mapbl 3aMKHYTbI;

— Impedance-mismatch — pasHuua B conpoTuBaeHUm (camwKkom 6obluoe 3aTyxaHue B IMHUK);
— Short-with-pair — 3amblkaHMe mexay napamu;

— Not tested — TecTMpoBaHWe He NPOBOAMNOCH.

- lMoKa3aTb pe3ynbTaTbl NOCNeHero TeCTMpoBaHUA:

consolef#show cable-diagnostics tdr

Port Result Length [meters] Date

gil/0/1 Not tested

gil/0/2 Not tested

gil/0/3 Not tested

gil/0/4 Not tested

gil/0/5 Not tested

gil/o0/6 Not tested

gil/0/18 Not tested

gil/0/19 Not tested

gil/0/20 Not tested

gil/0/21 Not tested

gil/0/22 Not tested

gil/0/23 Not tested

gil/0/24 OK - 24-Mar-2014 11:52:31
tel/0/1 Fiber

tel/0/2 Fiber

tel/0/3 Fiber

tel/0/4 Fiber

5.23.2 inarHocTuKa onTUYecKoro TpaHcueepa
BunAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHo KoHUrypaumm:

console (config) #
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Tabnnua 5.185 - KomaHgb! pexxknuma rnobanbHon KoHbUrypaumm

3HayeHue/3HayeHue no

interval

no optical-transceiver
threshold notify-interval

(30..3600)/600 cek

KomaHoa Aelicmeue
YMOAYAHUIO
optical-transceiver YcTaHOBKa NPOMEKYTKa BpeMeHW 10 NOBTOPHOW reHepaLun
threshold notify-interval . P Y P A p payy
interval: npeaynpeskaeHus/asapmm no npotokony syslog/snmp.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console#configure

console (config) #interface {fastethernet fa port| gigabitethernet gi port}

console (config-if)#

Tabnunua 5.186 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepdeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

optical-transceiver
threshold action {
parameter | all } { none |
syslog | snmp-trap }

parameter: (current, input-
power, output-power,
temperature, voltage)

HasHauaemoe geiicTeue (He BbINOHATL A4eNCTBUIA, reHepaumsa
syslog-coobLuieHuns, reHepaLmsa snmp-Tpana), KOTopoe A0/KHO
ObITb BbINOJIHEHO npu npesbllWeHNN YKa3aHHbIX NOPOros anAa
3afaHHOro napamerpa:

- current — cmna TOKa;

- input-power — MOLLHOCTb BXOAALLEro CMrHana;

- output-power — MOLLHOCTb UCXOAALLEr0 CUTHANa;
- temperature — Temnepartypa;

- voltage — HanpseHue.

optical-transceiver
threshold values
parameter high-alarm high-
warning low-warning low-
alarm

optical-transceiver
threshold values
parameter

parameter: (current, input-
power, output-power,
temperature, voltage)

YKazaHue 3Ha4yeHui Noporos, NPU NPeBbILLEeHNNU KOTOPbIX
6yaeT npoucxoamnTb reHepaums syslog/snmp-trap coobuieHms
N9 YKa3aHHOro napamerpa:

- current — cuna Toka;

- input-power — MOLLLHOCTb BXOZALLEro CUTHanNa;

- output-power — MOLLHOCTb UCXOOALLEro CUrHana;

- temperature — Temnepatypa;

- voltage — HanpseHue;

- high-warning, low-warning — BepXHUIA 1 HUXKHWI Npeaenbl
Ana GopMUPOBaHMA Npeaynpexaatowmx COobLWeHN;

- high-alarm, low-alarm — BepXxHWI 1 HUXKHWI Npegenbl gna
bopmmrpoBaHUA aBapUINHbIX COOOLLLEHUN.

JonycTMmMbIi Anana3oH 3HAYeHU ANa NapameTpoB:

- current: 0...131000MKA

- input-power: -40000...8200 mdBm
- output-power: -40000-8200 mdBm

-temperature: -127...127 °c
-voltage: 0...6550 000 mkB
Moporosble 3Ha4YEHMA 33430TCA B YKA3aHHbIX eAMHULAX.

YpaneHve 3afaHHbIX NOPOroB ANA YKa3aHHOIo napameTpa.
3Ha4yeHus no YMONYAHUIO HE YCTAaHOB/IEHbI.

3anpoc KoMaHAHOM CTPoKM B pexxmume EXEC umeeT cnegytowmii Bua;:

console>
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Tabnunua 5.187 — KomaHaa ANarHOCTUKM ONTUUYECKOro TpaHCcMBepa

KomaHda 3HaueHue Aelicmeue

show fiber-ports optical-

! . OTob6parkaeT pesynbTaTbl AUArHOCTUKM ONTUYECKOTO
transceiver [interface

L. . gi_port: (1..3/0/1..28); TpaHcuBepa
ig'sgt:l:;frt:;r;:t gol;g;)rt | fa_port: (1..3/0/1..24) - detailed — nogpobHan amMarHocTuka, eeprom-napameTpbl
P TpaHcuBepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

consolef#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabnnua 5.188 — MapameTpbl AMArHOCTUKM ONTUYECKOro TpaHCUBepa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpsxeHWe NUTaHMA TpaHcMBepa.
Current OTKNOHEHMe TOKa Ha nepegave.
Output Power BbIxoZHas MOLHOCTb Ha nepegaye (mBT).
Input Power BxogHaa mMoLLHOCTb Ha Npueme (MBT).
LOS MNoTepsa curHana.

Mpu noapobHoi AmarHocTuke Ana napametrpoB Temp, Voltage, Current, Power unamepeHHble

3HayeHuWa BbIBOAATCA Ha Aaucnieir. Mpu 0O6bIYHOW AMArHOCTUKE W3MEpPEeHHble 3HauyeHuA A8 3TUX
napamMeTpPOB CPaBHMBAIOTCA C AOMYCTUMbIMM, U Ha AWCNIEN BbIBOAMTCA pe3ynbTaT cpaBHeHus (W, E, OK).

3Ha4yeHuA pe3ynbTatoB ANAarHOCTUKU U CPaBHEHUA NAPaMETPOB:

N/A - HepocTynHo,

N/S - He noaaepsknsaetcs,
W - npeaynpexgeHue,

E — owmnbKa,

OK — 3HaueHue B nopagkKe.
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5.24 P Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe obcnyKmnBaHusa B IP-ceTax) — TEXHOIOMMA aKTUBHOIO MOHMUTOPWUHTA,
MCNONb3YOWAACA AN U3MEPEHMA NapameTpoB ObICTPOAENCTBMA KOMMNbIOTEPHbLIX CETEeM W KayecTsa
nepegayn AaHHbIX. AKTUBHbIN MOHWUTOPWUHI MNPeACTaBAseT COOOM MNPOAO/KUTENbHYIO LMKANYECKYIO
reHepaumio TpadpuKka, coop MHPopMaLKMM O ero NPOXOXKAEHUM MO CETU N BeAEHNE CTAaTUCTUKN.

MN3mepeHne NnapamMeTpoB CETU MOMKET OCYLLECTBAATLCA NPWU NOMOLLM Pa3/IMYHbIX TUMOB onepauuii IP
SLA. Tunbl onepauuii pasMYalOTCA MPOTOKO/MAMM TFeHepupyemoro Tpaduka, a TaKkKe MeTodamM
NpoBeAeHUA U3MEPEHUA U M3MepAEMbIMM NapameTpamu. Tunbl NOAAEPHKMBAEMbIX HA AAHHbIA MOMEHT
onepaumni IP SLA:

— ICMP Echo;
— UDRP lJitter.

[ns ucnonbsosaHma onepaunii IP SLA HeobxoanMMo BbINOAHUTDL Caeaytowme AencTBUA:

— Co3paTb onepawumio Hy*KHOro TMMa U CKOHUIypUpoBaTh eé.

—  3anycTuTb LMKANYECKOE BbINO/HEHME OMepaunn, U NO3BOJIMTb €l BbINOAHATLCA B TEUYEHUE
HEKOTOPOTro BPEMEHMU.

— [pocmoTpeTb CTaTUCTUKY, COBPaHHYO 33 BPEMA KU3HM OMepaumm.

—  Tpu HEOBXOAMMOCTHU, MPEKPATUTb LMKANYECKOE BbINOIHEHWE Onepaumu.

KomaHObI pexcuma 2a0b6anbHol KoOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexXkume rnobanbHol KoHGUrypauum:

console (config) #

Tabnunua 5.189 — KomaHab! pexuma rnobanbHoM KoHbUrypaumm

KomaHda 3HaueHue Aeiicmeue
ip sla operation index index: (1..20) MNepeinTn B KOHTEKCT KOHPUTYPMPOBAHUA ONepaLLUn.
no ip sla operation index e YaanuTh cyliecTsytolyto onepaumio [P SLA.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.190 — KomaHgb! pexxkuma privileged EXEC

KomaHda 3HavyeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb UMKANYECKOE BbINOIHEHVE onepaLmu.
set ip sla stop index T OCTaHOBUTb LMKAMYECKOE BbIMOIHEHWE OMnepaLmm.
show ip sla statistics index index: (1..20) OTO6pasmnTb CTaTUCTURY A/1A onepauum IP SLA.

CtaTucTMKa onepaumii IP SLA umeeT obwmii ana Bcex TUMOB onepauuii 3aroN0BoOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter
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roe
— IP SLA Statistics for Index — Homep onepaunu, Aas KOTOPOWN 0TOOpParKaeTcsa CTaTUCTUKA;
— Operational state of entry — cTaTyc BbINOAHEHUS onepauuu:

= Active — onepauma akTMBHA M B AAHHbIA MOMEHT Haxo4MTCA B NPOLECCE LMKAUYECKOTO
BbINO/IHEHUSA;
= |nactive — onepauua He aKTUBHA, HAXOAWUTCA B PEXUME OXMAAHUA U [O0CTYyNHa AnA
KOHUrypupoBaHuA.
— Type of operation — Tnn onepauuun [P SLA. MpuvHMMaeT oA4HO 3HA4YeHWe M3 Ccrnucka
noaneprKMBaeMbIxX onepaumii.

Mpu nepesoge onepaumm B COCToAHME «Active» CTaTUCTMKA onepauum ouvuuiaetca. CTaTucTuKa
HaKan/nBaeTcA 3a TO Bpemsa, NOKa onepauma HaxoAUTCA B 3TOM cOCTOAHMK. CTaTUCTUKA COXpaHAeTca nocne
npeKpaLeHna LMKANYECKOro BbIMOHEHUA onepaunmn 1 nepexoaa B coctoaHue «lnactive» no tex nop, noka
onepauus CHoBa He byaeT nepesBeAeHa B aKTUBHOE COCTOAHME.

bonee nogpobHaa wHPopmaumA O coaepaHUM CTAaTUCTMKKM NpeacTaBNeHa B pasfenax,
ONMCbIBaOLWMX TUMbI onepaunii IP SLA.

5.24.1 Onepauusa ICMP Echo

Mpu Kaxgom BbinosHeHun onepauum ICMP Echo ycTtpoinctso otnpasnset ICMP Echo request
coobueHne Ha aapec HasHavyeHUA, OXUZAeT noayyeHus coobuernna ICMP Echo reply n namepsaet Bpems
[ABYCTOPOHHero npoxoxaeHnsa ICMP-naketa. Onepauma ICMP Echo TakKe npeaocTtasnsetr nHdopmauuto o
MWHUMANBHOM, CPeAHEM W MaKCMMaJbHOM BPEMEHHbIX 3HaYeHUAX U  KOJMYECTBE W3MEpPEHUH,
3aBEPLUMBLLMXCA HEYAAYHO NO TOM UM UHOM NPUUUHE.

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bunpg 3anpoca KOMaHAHOM CTPOKM B pernume co3gaHua onepaumnit IP SLA:

console (config-ip-sla)#

Tabanua 5.191 — KomaHgbl pexxuma co3ganHus onepaumit IP SLA

KomaHoa 3HavyeHue Aelicmeue

Co3paTtb onepauumio ICMP Echo.
- target-address — |Pv4-agpec, Ha KoTopbil byayT

icmp-echo target-address source-interface:

. oTtnpasnsaTeca ICMP Echo request coobuieHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — IPv4-aapec, NoACTaBNAOWMIACA B
address] [source-interface fa_port: (1..3/0/1..24) APEC, NOA W

3aronoBok ICMP-nakeTa, onuMOHaNbHbIM NapameTp;
- source-interface — NopT, C KOTOPOTO OCYLLECTBAAETCA
OTMpaBKa NaKeToB, OMNLMOHA/bHbIM NapameTp.

source-interface]

’ MapameTpbl target-address, source-address v source-interface moryTt 6biTb onpeaeneHbl

° TONbKO NpU CO34aHMU OnepaLumn U HeAOCTYMHbI A4N1A Aa/ibHellero peaakTMpoBaHua. Ans
3a[,aHUA APYrMx NapameTpoB Heob6Xo0AMMO yAaIuTb CYLLECTBYIOLLYIO ONepaL1Io U co34aTb
HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Bupa 3anpoca KOMaHAHOM CTPOKU B perxume KoHdurypmuposaHus onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #
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Tabnnua 5.192 — KomaHabl pexkuma KoHpurypuposaHuma onepauum ICMP Echo

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

frequency sec

no frequency

YCTaHOBMWTb YacToTy BbinonHeHUsa ICMP Echo onepauuu B cekyHAOax.

sec: (1..128)/60 cek - sec —yactoTa BbinosHeHua ICMP Echo onepaumii B CEKyHAAX.

YCTaHOBUTb 3HAYEHME YacTOTbl NO YMO/THaHUIO.

timeout msec

no timeout

YcTaHOBUTL TaimayT onepauuum ICMP Echo B munnucekyHaax.
msec: (1..3600000)/1000 - msec — u4actota BblnonHeHua ICMP Echo onepauuii B
mc MUAINCEKYHAAX.

YCTaHOBUTb 3HaYeHne TaﬁMayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

YcTaHOBUTL KoaudyecTBO 6aliT, nepegaBaembix B ICMP-nakete B
KayecTBe gaHHbIX (payload).

bytes: (1..1432)/56 Gaitr - bytes — KoimyecTBo b6alT.

YCTaHOBWTb 3HA4YEHME KonnyecTsa 6aiT No yMoa4YaHuIo.

YcTaHOBUTL 3HayeHue 6aitta Type of Service, nepepatowierocs B
3aronoBke IP-naketa B none Differentiated Services Field.

tos byt o . . .
s Dyte byte: (1..255)/0 - byte — 3HaueHue 6aiiTa Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTL 3HaYeHue balita Type of Service no ymonyaHuio.
tag strin 3afaTb TEKCTOBbIN Ter 41A onepauuu.
g g string: (1..63) cumBonos A » A patl
no tag Y6paTb TEKCTOBbLIN Ter.

DAna HopmanbHoro BbinonHeHus onepauumn ICMP Echo pekomeHayeTca ycTaHaBAMBaTb
3Ha4yeHue YacToTbl BbINOJHEHUA onepauumn 60ablIKM, YeM 3HAYEHUE TaldiMayTa onepauuu.

Mpumep BbIBOAA CTaTUCTMKK aas onepaumm ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo

Latest operation return code: OK

Latest latency value: 7 ms
Latency values:

Number of operations: 2182

Latency Min/Avg/Max: 1/6/18 ms

Number of successes: 2178

Number of failures: 4

Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0

Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe

— Latest operation return code — koA, 3aBeplueHnA NocneaHen BbINONHEHHON onepaumm:
= OK-ycnewHoe 3aBeplieHVe Npeaplayliein onepaumu;
"  Failed — HeypauyHoe 3aBepLUeHME NocaeAHeN NOMbITKU U3MEPEHUS.

— Latest latency value — 3HayeHve nocnefHero ycnewHo M3MEepPEeHHOro nepuosa BPemeHM

npoxoxaeHua ICMP-nakeTa.
— Number of operations — KOIMYECTBO NPOBEAEHHbIX 3aMyCKOB OnepaLmm.

— Latency Min/Avg/Max — MWHUManbHOE, cpedHee W MaKCMMas/bHOE 3HAYEeHUs BPEMEHM

NPOXOXAEHWUA NaKeTa, NOACYMTAHHbIE 33 BPEMA XKU3HU onepaLymu.
— Number of successes — KONMYECTBO YCMELIHO 3aKOHYEHHbIX ONepaLmit.
—  Number of failures — KonnyecTBo Heyaa4YHO 3aKOHYEHHbIX ONepaLmnii.

— Failed operations — c4éTuMKM, oTOBpaKaloWwMe KONIMYECTBO M3IMEPUTE/bHbLIX Onepauui,

3aKOHYMBLUMUXCA C COOTBETCTBYHOLWMM KOAOM OLIMNOKM.
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5.24.2 Onepauua UDP litter

Kaxpasa onepauma UDP Jitter vHUUMMpyeT OTNpaBKy NocnenoBaTesibHOCTU U3 HecKonbKux UDP-
naketos. llocnenoBaTenbHOCTb XapaKTepusyeTcA TaKMMKM MNapameTpamu, KaK KOJIMYeCTBO NakeToB B
NocneaoBaTeNlbHOCTU U BPEMEHHOW MNPOMENKYTOK MeXay oTnpasaeHusmu. OCHOBHOM M3MepseMoi
XapaKTepPUCTUKON ABASETCA AMKUTTEP — USMEHEHMNE MEXKNAKETHOro BpeMeHHOro uHTepBasa. Onepauma UDP
Jitter TakKe no3BonAeT UIMepATb ABYCTOPOHHEE U OAHOCTOPOHHEE BpemMA MPOXOXKAEHWUA MNAKETOB OT
OTNpaBUTENs K Noay4vaTento n obpaTHo.

' Onepauusa UDP lJitter TpebyeT noaaep)XKu Ha yaanéHHom ycTpoiictee ¢pyHKLUOHana IP SLA
e M He COBMECTUMA C YCTPOMCTBaMM Apyrux Nnpoussogurenei.

’ Ana nsamepeHusa spemeHu npoxoxkaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma

® TOYHAsA CMHXPOHU3ALUA YAaCcOB HA OTNPABAAIOLLEM U NPUHUMAIOLLEM YCTPOIACTBAX.

MNepen cozpgaHnem onepaumm UDP Jitter HeobxoanMMO BbINOAHUTL HacTpoliky UDP-noptos ans IP SLA
Responder Ha yaaféHHOM YCTPOMCTBE, C KOTOPbIM NponcxoantT obmeH naketamu. 3tot UDP-nopT cneayer
YKa3aTb Npu co3gaHum onepaunm UDP Jitter B KauecTBe NOpTa Ha3HaAYeHUA.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHom KoHOUrypaLmm:
console (config) #

Tabnuua 5.193 — KomaHab! pexuma rnobanbHo KoHOUrypaumm

KomaHda 3HaueHue Aeiicmeue

BKkntountb IP SLA Resonder u ycTaHOBUTb MPOCAYLIMBaEMbIit
nopt Ana onepaumn UDP litter.
port: (1..65535) - port —Homep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

IP SLAR .
udp_jitter OTkntounTb IP S esponder

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bupa 3anpoca KOMaHAHOM CTPOKU B peXnume cosgaHua onepaumnin IP SLA:

console (config-ip-sla)#

Tabnunua 5.194 — KomaHabl pexxuma cosgaHuns onepaumit IP SLA

KomaHda 3HayeHue/3HavyeHue no Aeilicmeue
YMOAYAHUIO
Co3patb onepauuto UDP lJitter.
- target-address — IPv4 appec, Ha KoTopbli 6yayT
.. otnpasnatbca UDP-nakeTbl;
udp-jitter target-address target-port: (1..65535); P
- target-port — UDP-nopT Ha3HayeHWA, AO/KeH coBnagaTb C
target-port [source-address source-port: UDP-n0DTOM. HACTDOEHHbIM Ha DECHOHACDE:
source-address] [source- (1..65535)/61040; PTOM, P P Aepe;
- source-address — IPv4 agpec, NOACTaBAAOWMICA B 3aroN0BOK
port source-port] [num- num-packets: (1-1000)/10
UDP-nakerTa;
packets num-packets] MaKeros; num-packets — konnyectso UDP-nakeToB B Kaxaom
[interval interval] interval: (1-60000)/20 mc P A
nocnefoBaTeNbHOCTY;
- interval — BpeMeHHOW NPOMEXYTOK MeXAay MakeTamu B
nocnesoBaTeNbHOCTH.
' MapameTpbl KomaHAbl «udp-jitter» moryT 6biTb OonpeaeneHbl TONbKO NPU CO34aHUU

onepauuu U HeJOCTYNHbI A4NA AaNbHellero pegakTMpoBaHua. A 3agaHua apyrux
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napameTpos Heobxo4umo YA3annTb CywiecTsyroLlyro onepauuio n co3gatb HOBYHO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepauuu UDP Jitter

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KoHPuUrypuposaHma onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #

Tabanua 5.195 — KomaHgb! pexxuma KoHpurypuposaHma onepauymm UDP lJitter

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

frequency sec

no frequency

sec: (1..128)/60 cek

YCTaHOBUTb 4acTOTy BbINOJHeHWA onepauun UDP Jitter B
CeKyHAaax.
- Sec —y4acToTa BbinonHeHusa onepaunm UDP Jitter B cekyHaax.

YCTaHOBUTb 3HAY€HMEe YacTOTbl NO YMONYaHUIO.

timeout msec

no timeout

msec: (1..3600000)/1000
MC

YcTaHOBUWTb TalimayT onepauumm UDP Jitter B mMunnmcekyHaax.
- msecs — 4actoTa BbINOAHeHMA onepauyum UDP litter B
MUIIUCEKYHAAX.

YCTaHOBWTb 3HaYeHWe TalmayTa No YMOJYaHUIO.

request-data-size bytes

no request-data-size

bytes: (20..1432)/30 6aint

YcTaHOBUTL KoiMyecTBo 6aiT, nepegasaembix 8 UDP-nakeTe B
KauecTBe AaHHbIX (payload).
- bytes — KonnyecTtso 6alT.

YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHULO.

YcTaHOBWTL 3HauYeHWe baiTa Type of Service, nepeaatouerocs
B 3arosiosKe |IP naketa B none Differentiated Services Field.

tos byte . . . .
y byte: (1..255)/0 - byte — 3HaueHue baiite Type of Service B none Differentiated
Services Field.
no tos YcTaHOBUTb 3HaveHue balita Type of Service No ymoN4aHuio.
. 3a4aTb TEKCTOBbINM Ter AN onepauunn.
tag string i 'D'. o A pau
string: (1..63) cumBonoB - string — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBBIN Ter.
Ona HopmanbHOro BbinonHeHua onepauun UDP lJitter pekomeHpyeTca ycTaHaBAMBaATb
' BpemeHHble NapameTpbl onepauumn, UCXoa4A U3 cneayrouLero COOTHOLWEeHUA:
e

frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2

Operational state of entry: Active

Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: O

Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms

Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms

Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative Jjitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive Jjitter Num/Sum: 96/241 ms
Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative Jjitter Num/Sum: 29/46 ms

Ethernet-kommymamopsi MES1000, MES2000

189




HELTEX

Packet Loss values:

Out Of Sequence: 0

Number of successes: 91

Number of failures: 0

Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

’ CraTucTUKa OAHOCTOPOHHEro NPoXoXxXAeHUA NaketToB MOXKeT 6bITb nycrta n3-3a OTCyTCTBUA
® CUHXPOHU3aUUun BpeMeHUn Ha yc7poﬁc1'Bax N BO3HUKHOBEHUA HEKOPPEKTHbIX 3HauYeHUil.

roe

Latest operation return code — Ko, 3aBepLieHUn nocieaHel BbINOJHEHHOM onepaunm:

= OK-ycnewHee 3aBepLleHMe NpeablayLeit onepauuu;

"  Failed — Heypga4yHoe 3aBepLleHWe nocaeaHen NonbITKU U3SMEPEHUS.
Latest latency value — 3HayeHWe nocAefHel YCNEWHO W3MEPEHHOW ABYCTOPOHHEMN
3aEPXKKM.
Latest lost packets count — 3HaYeHMe cHeTYMKA NOTepb B Npeaenax ogHol Npobsl.
Latency two-way values — cTaTUCTUKA U3MepPeHUA ABYCTOPOHHEro BPEMEHMU MPOXOXKAEHUN
MaKeToB.
Latency one-way values — cTaTUCTUKa M3MEPEHUS OAHOCTOPOHHETO BPEMEHU MPOXOKAEHMUSA
MaKeToB:

=  SD - oT oTnpaBuTeNa K noayvatento (source-to-destination);

= DS -— 0T nosyyatensa K otTnpasutento (destination-to-source).
Jitter values — cTaTUCTUKA M3MEPEHUS O4HOCTOPOHHEro Axutrepa. OTAeNbHO yYUTbIBAOTCA
NONOMKUTE/bHbIE U OTPULATE IbHbIE 3HAYEHMA AKUTTEPA B KAaXKA0M U3 HanpasieHWUN.
Out Of Sequence — KONNMYECTBO NAKETOB, BEPHYBLUUXCA BHE o4Yepeam.
Number of successes — KONMYECTBO YCNELWHO 3aKOHYEHHbIX Onepaumi.
Number of failures — konn4ecTBO HeyAAYHO 3aKOHYEHHbIX ONepaLmii.
Failed operations — CY4ETYMKKM, OTOBpParKaloWMe KONMYECTBO M3MEPUTE/IbHBIX OMnepaLui,
3aKOHUYMBLLUMXCA HEYAAUYHO C COOTBETCTBYHOLLMM KOLOM OLLUMBKU.

5.25 Hactpoiika Green Ethernet

Green
OTK/Il0YEeHUA

Ethernet — TeEXHON0IrnA, no3sonArowand CHU3UTb aHepron0Tpe6neHme yCTpOﬁCTBa 3a cyet
NMANTaHNA ONA HEAKTUBHbLIX 3/1EKTPUYECKUX MOPTOB U U3IMEHEHUNA YPOBHA NnepeaaBaemoro

CUrHana B 3aBUCUMOCTU OT OJINHbI Kabens.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106anbHOro KOHGUIypupoBaHusa:

console (config) #

Tabnunua 5.196 — KomaHAabl pexkuma rnobasibHOro KOHGUrypmpoBaHUa

KomaHoa 3HaueHue Aeilicmeue
green-ethernet energy-detect BKktoyaeT sHeprocbeperaowwmii pexknum Ana HEaKTUBHbIX
noptos
-/BKAtOYEH —
no green-ethernet OTkAloyaeT sHeprocbeperatoLLmnii PeXXMm 1A HeaKTUBHbIX
energy-detect noptos
green-ethernet short-reach Bk/itovaeT sHeprocbeperatownii pexxum Ansa nopTos., K

KOTOPbIM NOAKAIOYAOTCA YCTPOMCTBA C ANMHOW Kabens
MOAKIOUYEHMSA MEHbLLE MOPOroBoOro 3HaYeHus,
yCTaHaBAMBAEMOrO C MOMOLLbIO KOMaHAb! green-ethernet

-/BKAOYEH
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short-reach threshold

no green-ethernet short-reach OTKAtoYaeT sHeprocbeperatowmii peXxMm Ha OCHOBaHUK
ONVHbI Kabensa

green-ethernet short-reach value: (0..70 YcTaHaBAMBaeT NOpPOroBoe 3HayeHue ana

threshold value meTpos)/40 sHeprocbeperatowero pexxmma short-reach.

no green-ethernet short-reach Bo3BpaluaeT HaCTPONKM NO YMONYAHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepgeltica

BuAa 3anpoca KoOMaHAHOM CTPOKK B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:
console (config-if)#

Tabnnua 5.197 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy-detect BkntouaeT sHeprocbeperatowmii pexxum ana nHtepdeiica.
-/BKAOUEH " "
no green-ethernet energy- OTKAtOYaeT aHeprocbeperaowmii pexxnum ans nHtepdeica.
detect
green-ethernet short-reach BkntoyaeT sHeprocbeperatowmin pexxMm Ha OCHOBaHUU A/INHbI
Kabens.
-/BKNtOYEH .
no green-ethernet short-reach OTKANtOYaeT sHeprocbeperaoLwmnin pexxMm Ha OCHOBaHUK
ONVHbI Kabens.
green-ethernet short-reach force MNepmaHeHTHO BK/lOYaET 3HeprocbeperaoLmii pexkum gns
nopra.
-/BbIK/IIOYEH —
no green-ethernet short-reach MepmaHeHTHO BK/IlOYaeT sHeprocbeperatowmin peskum ais
force nopra.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:
console#

Tabnuua 5.198 — Komanapl pexkuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

show green-ethernet
[gigabitethernet gi_port |
fastethernet fa_port]
green-ethernet power- C6pacbiBaeT CYETUMK U3MEPUTENA MOLLLHOCTH.
meter reset

gi_port: (1..3/0/1..28); OTobpaskaeT cTaTUCTUKY green-ethernet.

fa_port: (1..3/0/1..24)

[pumepsi 8biM0AHEHUS KOMAHO

= OT06pasuTb CTaTUCTUKY green-ethernet:

consolef#show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length (m)
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gil/0/1 on off LU on off on 10
gil/o0/2 on off LU on off on 4
gil/0/3 on off LU on off on 4
gil/o0/4 on off LU on off on 4
gil/0/5 on off LU on off on 4
gil/o0/6 on off LU on off on 4
gil/0/7 on off LU on off on 4
gil/0/8 on off LU on off on 4
gil/0/9 on off LU on off on 5
gil/0/10 on off LU on off on 4
gil/0/11 on off LU on off on 4
gil/0/12 on off LU on off on 4
gil/0/13 on on on off off LD

gil/0/14 on off LU on off off LL 60
gil/0/15 on off LU on off off LL 60
gil/0/16 on off LU on off off LL 60
gil/0/17 on off LU on off off LL 59
gil/0/18 on off LU on off off LL 60
gil/0/19 on off LU on off off LL 59
gil/0/20 on off LU on off off LL 59
gil/0/21 on off LU on off off LL 61
gil/0/22 on off LU on off off LL 60
gil/0/23 on off LU on off off LL 59
gil/0/24 on off LU on off off LL 60
gil/0/25 on off LT on off off LT 11
gil/0/26 on off LT on off off LT 12
gil/0/27 on off LT on off off LT 11
gil/0/28 on off LT on off off LT 11

LU — viHTepdeic HaxoguTca B coctosiHum UP.

LD — nHtepdeirc HaxoanTca B coctosHum DOWN.

LL — pnviHa Kabens, NoAKAOYEHHOTO K MHTepdelicy NpeBbIaeT NOPOroBoe 3Ha4YeHMe.
LT — uHTepoelic ABNAETCA ONTUYECKMM.

5.26 dnektponutaHue no amHuam Ethernet (PoE)

Mogaenn KommyTtatopoB ¢ cyddukcom ‘P’ B 0603Ha4YeHUM MOAAEPKMBAIOT 3/EKTPONUTaHUE
ycTpolicTs no nvHum Ethernet B cootBeTcTBuM ¢ pekomeHaaumamu IEEE 802.3af (PoE) n IEEE 802.3at (PoE+).
Konnuyectso noptos, noggepxuatowmx POE n makcMmanbHaa cymmapHad MOLLHOCTb 3/IEKTPOMNUTAHUA
BapbupyeTca ANA pasHblx mogeneit. MoapobHble CBEAEHUA NO KaXKAOW MOAENM KOMMYTATOpa MOMKHO
HauTu B nogpasaene 0.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOro KoHGUrypnposaHus:

console (config) #

Tabnnua 5.199 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/ 3Ha4yeHue no .
KomaHda Aelicmeue
YMOAYAHUIO
power inline limit-mode Bbibop pexkmMma orpaHMYeHUs MOLHOCTU 31EeKTPONUTaHUA.
{port | class} - port — orpaHMYeHNe YCTaHaBAMBAETCA Ha OCHOBaHUM
-/class aAMMHUCTPATUBHbIX MapaMeTpoB nopTa

- class — orpaHuYeHne ycTaHaBMBaeTCA Ha OCHOBAHUM Kaacca
NOZK/NOYEHHOrO YCTPOWCTBa

power inline YcTaHaBAWBaeT nopor notpebasemoit MOLLHOCTH, NPY KOTOPOM

usage-threshold percent percent: (1..99)/95 dopmmpyeTca MHPopmaumoHHoe cooblieHue (snmp trap) o
npeBblWeHnK nopora
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no power inline
usage-threshold

BoccTaHaBnvBaeT 3HaveHne nopora no ymon4aHuto

power inline traps enable

no power inline traps
enable

PaspeleHune popmmnpoBaHmne MHPOPMALMOHHBIX COOBLLLEHMI
ana noacuctemol PoE

Bo3BpallaeT HAaCTPOWKM K NapameTpam No yMOAYaHUIO

Mo ymon4yaHuio oTrnpaBKka MHPOPMALMOHHbIX COOBLLLEHNIA
3anpetleHa.

KomaHObI pexcuma KoHgpu2ypuposaHuUsa UHmepagelica

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypuposaHua nHtepdelica Ethernet:

console#configure

console (config) #interface {fastethernet fa port| gigabitethernet gi port}

console (config-if)#

Tabnvua 5.200 — KomaHapl pexxmma KoHpurypmposaHusa nutepdeica Ethernet

3Ha4yeHue/3HayeHue no

no power inline
powered-device

CMMBO/10B)/He 3aaaHo

KomaHda Aeiicmeue
YMOAYAHUIO
KomaHaa  ycTaHaBAuBaeT  pexum  paboTbl  cUCTeMbl
3/1eKTPONUTaHNA Ha nHTepdeiice.
- auto — paspewaeT paboTy npoToKkona obHapyXKeHus
power inline {auto | never} _Jauto PoE-ycTpoiticTB  Ha MHTep?eﬁce M BKAKOYAeT nogady
3N1IEKTPONUTAHUA Ha UHTepdeiic
- never — 3anpeuwaaetr paboTy nNpoTOKosa O6Hapy:KeHus
PoE-ycTpoiicTB Ha WHTepdelice M  OTKAOYaeT nogavy
3N1eKTPONUTaHUA
power inline powered- [obasnser npousBonbHoe onucaHuve PoE-ycTpoiictBa ans
device pd_type pd_type:(1..24 NMOMOLLM B aAMUHUCTPUPOBAHUN YCTPOMCTBA.

Ypansert paHee 3agaHHoe onncaHune PoE -ycTpolicTea

power inline priority
{critical | high | low}

no power inline priority

-/low

3apaét  npuoputeT PoE
3/1IeKTPONUTaHNEM.

- critical — ycTaHaBAMBaeT HauBbICLLMI NpUOPUTET
3N1eKTPONUTAHUA. DNEKTPONUTAHME NOPTOB C TAKUM
npvoputeTom ByaeT NnpeKkpaLwaTbca B NOCAeLHIO0 ovepeb
npu neperpyske cuctembl PoE

- high — ycTaHaBnnBaeT BbICOKMI MPUOPUTET 3NEKTPONUTAHUA.

- low — ycTaHaBAMBaeT HU3KUIM NPUOPUTET INEKTPONUTAHMUA

nHTepoeiica npyv ynpasaeHuu

BoccTaHaBnvBaeT NpMopuUTET MO YMONYAHUIO

power inline limit power

no power inline limit

power: (0..30000)/30000
mBT

HasHauaetr npeaen
BbiGpaHHOro nopta

MOLLHOCTU 3/IEKTPONUTAHUA AnAa

BoccTaHaBnvBaeT npesen MOLWHOCTM NO YMONYAHUIO
Mo ymonyaHuio ycTaHaBAMBaeTcA MaKCUMaNbHbIM npeaen
MOLLHOCTU SNEKTPONUTAHUA

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnunua 5.201 — KomaHab! pexkuma Privileged EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show power inline
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTO0b6parkaeT COCTOAHME INEKTPONUTAHUA BCEX MHTEPPENCOoB,
NoAAepKUBAOLLMX NUTaHWe No MHUK POE, nau Tonbko
Bbl6paHHOro MHTepdeiica.

show power inline

OTO6parkaeT XxapaKTepUCTUKKN NOTpebaeHNA MOLLHOCTU BCeX
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consumption
[gigabitethernet gi_port |
fastethernet fa_port]

PoE-MHTepdeincoB ycTpoicTBa UM TONbKO BbIBPaHHOIO
MHTepodeica.

show power inline version

OTobparkaeT Bepcuto NporpammHoro obecnedyeHuns
KOHTpoAnepa noacuctembl PoE.

[pumepbl 8b1M0AHEHUS KOMAHO

consolef#show power inline

MOKa3aTb COCTOSAAHNE 3/1IEKTPONUTAHUA BCEX MHTepdeNCcoB yCTPONCTBa

Port based power-limit mode
Unit Power Nominal Consumed Usage Traps Temp (C)
Power Power Threshold
1 On 300 Watts 50 Watts (17%) 95 Disable 0
2 Off 1 Watts 0 Watts (0%) 95 Disable 0
3 Off 1 Watts 0 Watts (0%) 95 Disable 0
4 Off 1 Watts 0 Watts (0%) 95 Disable 0
Port Powered Device State Status Priority Class
gil/0/1 IP Phone Model A Auto On High Class0
gil/0/2 Wireless AP Model A Auto On Low Classl
gil/0/3 Auto off Low N/A

console#show power inline gil/0/1

MoKa3aTb COCTOSAHME 3/IEKTPONUTaHMA BbIOPAHHOIO MHTepdeica

gil/0/1 IP Phone

Time range:
Power limit
Port Status:
Overload Counter:
Short Counter:
Denied Counter:
Absent Counter:

Invalid Signature Counter:

Port is on

0
0
0
0
0

Powered Device State Status Priority Class
Model A Auto On High ClassO
(for port power-limit mode): 30W

- valid capacitor/resistor detected

OnmcaHme0To6pamaemmxnapameTposanmﬂponMTaHMﬂanBeAeHOBTa6nmue

Tabnnua 5.202 — MapameTpbl cTaTyca 31eKTponMTaHuA

Power

Cratyc noacuctemol anekTponutaHmna Pok

Nominal Power

HomMHanbHaa MOLWHOCTb MCTOYHMKA NUTaHUA noacuctemsl PoE

Consumed Power

N3mepeHHOoe 3HavyeHue ﬂOTpeﬁﬂﬂeMOVI MOLHOCTU

Usage Threshold MoporoBoe 3HayeHMe NOTPebAAEMOM  MOLWHOCTM, NpW  KOoTopom  dopmupyetcs
MHbOpPMaLMOHHOEe coobLyeHune (snmp trap) o NpeBbieHMM Nopora

Traps OTobparkaeT paspelieHme popmmpoBaHne MHGOPMALMOHHbIX COOBLLEHN

Port O603HaueHne nHTepdelica KommyTaTopa

Powered device

OnwncaHue PoE-ycTpoicTtea

State

AOMUHUCTPATUBHOE COCTOAHME INEKTPONMTaAHMA nopTa. BoO3mOKHble 3HayeHna — auto u
never.

Priority MpuopuTeT ynpaBaeHUs sNeKTponMTaHnem nopTta. BoamorkHble 3HaueHua — critical, high, low.
Status OnepaTMBHOE COCTOSAHWE 3NEKTPONMUTAHNA NOPTA. BO3MOXKHbIE 3HaYEHUA:
Off - NnuTaHMe nopTa BbIKAOYEHO AAMUHUCTPATUBHO
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Searching — nuTaHWe NopTa BKAOYEHO, OXKMaaHMe noakntodeHmns PoE-ycTpoiictea

On — nUTaHWe NopTa BK/OYEHO U eCTb NpUcoeguHeHHHoe PoE-ycTpoiicTBo

Fault — aBapua nuTaHuMAa nopta. POE-yCTPOMCTBO 3anpoCUN0 MOLHOCTb 6O/bLIyI0, Yem
AOCTYNHO UK notpebasemas POE-yCTpOCTBOM MOLWHOCTb NPeBbICMAA 3aZaHHbIV Npeaen.

Classification Knaccndurkauma nogKnoueHHOro ycTpoictea B cootseTctBmu ¢ IEEE 802.3af, IEEE 802.3at

Overload Counter CYeTyMK KoIMYecTBa C/ly4aeB Neperpyskun no 31eKTPONUTaHUIO

Short Counter CYeTUMK ClyyaeB KOPOTKOTO 3aMbIKaHUA

Denied Counter CyeTumk cayvaeB OTKa3a B NoJave anekTponuTaHma

Absent Counter CyeTumK cnyvaeB NPeKpPaLLEHUA 3TEKTPONUTAHNA N3-33 OTKAOYEHWUS MUTAEMOTrO YCTPOMCTBA

Invalid  Signature
Counter

CyeTumK oWwmMbOoK KnaccudumKaumm NoaKAoHeHHbIX POE-ycTponcts

5.27 ®yHKuMM obecneueHuna 6esonacHocTH

5.27.1 ®yHKUuuM obecneyeHmnA 3aWmUTbl NOPTOB

C uenbto NoBbllWeHMA 6e30NacHOCTM B KOMMYTATOpe CYLL,eCTBYET BO3MOMKHOCTb HAaCTPOUTb KaKoM-
nmMbo MNopT TakK, YTo6blI AOCTYN K KOMMYTATOpy 4yepe3 3TOT MOPT NPeAoCTaBAAsACA TO/IbKO 3a4aHHbIM
ycTpoiictBam. PyHKLMA 3alLMTbl NOPTOB OCHOBaHa Ha onpegeneHnn MAC-aapecoB, KOTOpbIM paspellaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHO WAM M3y4YeHbl KOMMyTaTopoMm. locne m3ydyeHus
HeobXxoAMMbIX aApecoB MNoOpT ciaedyeT 3ab/0KMpPOBaTb, 3aWMTMB €ro OT MNOCTYNNeHMA NaKeToB C
HeusydyeHHbIMU MAC-agpecamu. Taknm ob6pasom, Koraa 3ab10KMPOBaHHbIM NOPT NoaydyaeTt naket, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3UPYETCA MEXaHWU3M 3aLLMTbI, B 3aBUCMMOCTM OT
KOTOPOro MOryT 6biTb MPUHATLI CleayloumMe Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NMocTynalowme Ha
3206/10KMPOBAHHbINV NOPT, MepPecbINatoTcs, 0TOPAChIBAOTCA, MO0 e NOPT, MPUHABLUUIA MAKET, OTKAKOYAETCA.
®dyHKuMA 6e3onacHocTn Locked Port no3BosiseT coxpaHUTb CNMCOK M3yyeHHbIx MAC-agpecoB B dainne
KOHOUrypaumm, Takum o6pa3om, 3TOT CMMCOK MOYKHO BOCCTaHOBUTL NOC/E Nepesarpyskun ycTponcTsa.

CywiecTByeT orpaHudyeHue Ha KoaudectBo MAC-agpecoB, KOTOpPOe MOXKET U3yYuTb NopT
MCNoAb3YIOWMIA PYHKUMIO 3awmTbl. Ona Kommyratopa MES1024/MES1124/MES2124 310
orpaHuyeHue paBHo 128 aapecam Ha nopr.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepagelica (duanaszoHa uHmepgelicog) Ethernet,
UHmMepagelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexMMe KOHPUrypmposaHua nHtepdeica Ethernet, nuntepoeiica
rpynnbl NOPTOB:

console (config-if) #
Tabnnua 5.203 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeliica Ethernet, rpynnbl nntepdeiicos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda Aelicmeue

port security max num 3afaeT MaKcumanbHoe Koauyectso MAC-agpecos, KoTopoe

num: (0...1024)/1 MOMET U3y4nTb NOpT.

no port security max YcTaHaBAMBAET 3HAaYEHME MO YMONYAHMIO.

port security routed
secure-address MAC

®opmat MAC agpeca: YcraHaBauBaeT 3awmweHHblin MAC-agpec.

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

no port security routed
secure-address

Ypansaet sawmueHHbii MAC-agpec.

port security BKAtoyaeT OYHKLUMIO 3alyMTbl Ha WHTepdeiice. Bnokupyet
bYHKLUMIO M3yYyeHMs HOBbIX afpecoB AN uHTepdeica. MakeTbl
C HeusydyeHHbiMM MAC-agpecamm UCTOYHMKA OTOpaCbIBaAlOTCA.

trap: (1..1000000) cex KomaHpaa aHanornyHa komaHae port security discard.

port security forward
[trap trap]

BkatouaeT ¢yHKUMIO 3aWwmMTbl Ha wWHTepdelice. Bnokupyer
bYHKUMIO M3ydeHMn HOBbIX afpecoB AN uHTepdeiica. MakeTsl
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port security discard
[trap trap]

port security
discard-shutdown
[trap trap]

port security trap trap

no port security

€ Hensy4yeHHbIMM MAC-agpecamum UCTOYHMKA NepecblNatoTCA.

BkstovaeT OyHKUMIO 3almMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO U3yyeHUA HOBbIX agpecoB Ansa uHtepdeiica. MakeTbl
C HensyyeHHbIMM MAC-agpecammn UCTOYHUKA OTOpachIBaloOTCA.

BkntovaeT ¢yHKUMIO 3aWwuTbl Ha MHTepdelice. BbikatouaeT
nopT Npu MNOCTYNAEHMN MaKeToB C HeusyvyeHHbimn MAC-
agpecamu. [lakeTbl ¢ HeusyyeHHbiIMM  MAC-agpecamm
MCTOYHMKA OTOpacbiBaloTCA.

3aZaeT YacToTy reHepupyemblx coobuieHnit npoTokoia SNMP
npw NOCTYNNIEHNN HECAHKLIMOHMPOBAHHbIX NAKETOB.

BbIKkNtoYaeT GpyHKLMIO 3alMTbl HA HTepdelice.

port security mode
[max-addresses | lock |
secure]

no port security mode

-/lock

3apaeT pexum orpaHuyeHua wusydeHuma MAC-agpecos anA
HacTpanBaemoro nHTepoeica.

- max-addresses — yganfeTr  TeKkylwuMe  AWHAMUYECKM
M3y4YeHHble afpeca, CBA3aHHble C MHTepdeicom. PaspelseHo
M3y4yeHUEe MAKCMMa/IbHOTO KO/MYecTBa afpecoB Ha MopTy.
MOBTOpPHOE U3yYeHUE U CTapeHWe paspeLLEHbI.

- lock — coxpaHsaeT B dpaiin TeKywme gMHaMUYECKM N3YyUYEHHblEe
afpeca, cBsidaHHble ¢ MHTepdeicom M 3anpelaet obyyeHue
HOBbIM aZlpecam U CTapeHME YKe U3YYEHHbIX afpPecoB.

- secure — HacTPaMBaET CTAaTMYECKOE OrPaHUYEHUE U3YYeHUs
MAC-agpecos Ha noprty.

YcTaHaBAMBaeT 3HavyeHue no YMONYaHUIO.

port security mode secure
{permanent |
delete-on-reset}

no port security mode
secure

-/lock

- permanent — yzanfeT TeKywue AUHAMWMYECKM W3YyYeHHble
afpeca, cBA3aHHble C WHTepdelicom. PaspeweHo wusyyeHue
MaKCMManbHOro KoAM4yecTBa afpecoB Ha nopty. [osBTopHoe
n3yyeHune n ctapeHue 3anpetteHbl. MAC agpeca He yganatoTca
rnocne nepesarpysku.

- delete-on-reset — yganAer  Tekywme  AMHAMUYECKM
M3y4YeHHble afpeca, CBA3aHHble C MHTepdeicom. PaspelueHo
M3y4yeHMe MaKCMMasIbHOrO KOoJiMyecTBa afpecoB Ha MopTy.
MNoBTOpHOE M3yyeHMe n ctapeHue 3anpeweHbol. MAC agpeca
yAansaoTca nocne nepesarpysKu.

YcTaHaBAMBaeT 3HavyeHue No YMOMYAHUIO

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.204 — KomaHab! pexkuma EXEC

fastethernet fa_port |
port-channel group}

fa_port: (1..3/0/1..24);
group: (1..16)

KomaHda 3HavyeHue Aelicmeue
sh.ow _ ports . security gi_port: (1..3/0/1..28); MokasbiBaeT HaCTpOVIliVI dYHKUMKM Be3onacHOCTU Ha
{gigabitethernet gi port | BblbpaHHOM MHTepdeice.

show ports security addresses
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

loKa3blBaeT TeKkylne AMHaMUYecKue agpeca gna
3a6l'IOKMpoBaHHbIX nopToB.

set interface active
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

AKTUBU3MPYET UHTEPPEIAC, OTK/IIOHEHHDIN GYHKLMEN 3aLMTbI
nopTa (KOMaHAa A0CTYMNHa TObKO AJ18 NPUBUIEIMPOBaHHOIO
nonb3osaTens).
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[Mpumepbl 8bIN0AHEHUA KOMAHO

= Bkaountb PyHKUMIO 3awmuTbl Ha 15 mHTepdeince Ethernet. YcTaHOBUTL orpaHMyeHune Ha
nsyyeHme noptoB — 1 nopt. Mocne um3yyeHns MAC-agpeca 3abn0KMpoBaTb GYHKUMIO
M3y4YeHMA HOBbIX aApecoB Ans UHTepdenca ¢ uenbto oTbpocuTb NakeTbl C HEM3YYEHHbIMMU
MAC-agpecamm nctoyHmnka. CoxpaHutb B paiin nsyvyeHHbIn agpec.

console#configure
console (config) #interface gigabitethernet 1/0/15

console (config-if) #port security max 1

= [loaKNtoUYUTbL KAKEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

5.27.2 MNpoBepKa NOAJNMHHOCTU K/IMEHTA Ha OCHOBe nopTa (craHgapt 802.1x)

5.27.2.1 ba3oeas nposepKa nodAauHHocCMu

AyteHTMdMKAumMa Ha ocHoBe cTaHaapTa 802.1x obecneyMBaeT MpPOBEPKY MNOANMHHOCTU
nosib30BaTe/Ien KOMMyTaTopa Yepe3 BHELHWI cepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAK/OYEH K/IUEHT.
Tonbko ayTeHTUOMUMPOBAHHbIE M aBTOPM30OBaAHHbIE MO/b30BaTE/IM CMOTYT MnepegasaTtb M NPUHMMATb
AaHHble. [poBepka NOAAMHHOCTU NONb30BaTesiel NopToB BbinoaHAeTcA cepBepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 5.205 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue
YMOAYAHUIO
dotlx system-auth-control BkntouaeT pexxknm ayteHTUPUKaumm 802.1X Ha KommyTaTope.
no dotlx -/force-authorized BbikntoyaeT pexkum ayteHTuduKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3afaeT 0AMH UK ABa MeToZa NPOBEpPKM NOAJMHHOCTY,
default {none | radius} [none aBTopu3aumm un yyeta (AAA), ANA UCNONb30BaHMA HA
| radius] nHTepoericax IEEE 802.1X.
- none — He BbINONHATb ayTeHTUDUKaLMIO;
- radius — ucnonb3oBaTtb cnucok RADIUS-cepsepoB ans
-/radius ayTeHTMdUKaLMM NoNb3oBaTeNs.
Bropoii meToa ayTeHTUdUKaLUKN UCNoNb3yeTcA
V TO/NIbKO B C/ly4ae, eciv no nepBomy ayTeHTUpUKauma
6blna HeycnewHoM.
no aaa authentication dotlx YcTaHaBAMBaET 3HAYeHUe No YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if)#
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MpoTtokon

y

EAP

(Extensible

Authentication
ayTeHTUdUKaL MU YHANEHHOTO KANEHTa, NPU 3TOM onpeaenas MexaHU3m ayTeHTUGUKaLun.

Protocol) BbinonHAeT 3agaun And

Tabnnua 5.206 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized}
[time-range time]

no dotlx port-control

-/force-authorized
range_name: (1..32)
cMMBO/IA

HacTtpausaet ayteHTUOMKaumto 802.1X Ha nHTepdeiice.
PaspelaeT py4yHOM KOHTPO/Ib 32 COCTOAHWEM aBTOPU3aLUN
nopra.

- auto - ucnonbszosatb 802.1X gnAa USMeHeHMA COCTOAHUA
KNMEHTA MeX4y aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — BbiktouaeT ayteHTUOUKaUMIo 802.1X Ha
nHTepoevice. MopT NnepexoauT B aBTOPU30BAHHOE COCTOSIHUE
6e3 ayTeHTUOUKauuK;

- force-unauthorized - nepesoanT NOpT B HEaBTOPU30BAHHOE
cocToAHMe. UrHopupytoTca Bce NONbITKM ayTeHTUdMKaLumum
KNWEHTa, KOMMYTaTop He NpeAoCTaBAAET CEPBUC
ayTeHTUOUKALMM oA 3TOro NOpTa;

- time — uHTepBan BpemeHun. Ecm gaHHbIV napameTp He
onpegeneH, To NOPT He aBTOPM30BaH.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx reauthentication

no dotlx reauthentication

-/neproguyeckue
NMOBTOPHbIE MPOBEPKM
NOANNHHOCTM BbIK/KOYEHbI

BK/toYaeT nepnogmnyeckme NoBTOpHbIE MPOBEPKU
Nog/IMHHOCTU (NepeayTeHTUPUKALUIO) KANEHTA.

BbIK/tOYAET NEpPUOAMYECKME NOBTOPHbIE MPOBEPKU
NoA/IMHHOCTM (NepeayTeHTUdUKALMIO) KNINEHTa.

dotlx timeout reauth-period
period

no dotlx timeout reauth-
period

period:
(300..4294967295)/
3600 cek

YcTaHaBMBaeT Nepuos Mexay NoBTOPHbIMU NPOBEPKaMU
NOA/IMHHOCTHM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

period: (0..65535)/60 cek

YcTaHaB/MBaeT Nepuos, B TE4eHWEe KOTOPOro KOMMYTaTop
OCTaeTcA B COCTOAHUM MOMAHUA NOCNE HeyAa4YHON NPOBEPKM
NoA/IMHHOCTK.

B TeyeHue nepmnoaa MoNYaHMA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMIA.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

period: (30..65535)/30 cek

YcTaHaBMBaeT Nepuog, B Te4eHne KOTOPoro KOMMyTaTop
0’KMAAeT OTBET Ha 3anpoc IM60 naeHTUdUKaLMIo No
npotokony EAP oT KaneHTa, nepes NOBTOPHOW OTNPABKOM
3anpoca.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

dotlx max-req count

no dotlx max-req

period: (1..10)/2

YcTaHaBAMBAET MaKCMMAasIbHOE YMC/I0 NOMbITOK Nepesayu
3anpocoB NpoTokona EAP-kAneHTy nepes HOBbIM 3aMyCcKOM
npovuecca NpoBePKU NOANMHHOCTY.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30 cek

YcTaHaBAMBaeT Nepuos Mexay NoBTOPHbIMU Nepegadamm
3anpocoB NpoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 cek

YctaHaBauBaet nepuos, B Te4eHne KoOToporo KommyTtatop
OXWOaeT OTBETA OT cepBepa ayTeHTVI(bVI Kauuu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
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console#

Tabnnua 5.207 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyyHylo ocyLiecTsaseT NOBTOPHYIO NPOBEPKY NOAJAMHHOCTU
YyKa3aHHOro nopTa B KOmaHae, 1Mbo Bcex NopTos,
noagepxusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MokasbliBaeT coctoaHune 802.1X gna kommyTatopa mbo ana
YKa3aHHOro uHTepdeiica.

username]

show dot1x users [username

(1..160) cumBonos

MoKa3blBaeT aKTUBHbIX aYyTEHTUDULMPOBAHHbIX
nonb3osatenei 802.1X KommyTaTopa.

show dot1x statistics
interface
{gigabitethernet gi _port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

nHTepoeiica.

MoKa3sblBaeT cTaTUcTUKy no 802.1X ans BbiIbpaHHOro

[pumepbl 8b1M0MHEHUS KOMAHO

= Braountb perrmm ayteHTUdMKaumm 802.1X Ha KommyTtaTope. Mcnonb3osaTb RADIUS-
cepBep 4717 MPOBEPKU MOAJMHHOCTM KAMEHTOB Ha MHTepdelicax |EEE 802.1X. Ons 18
nHtepoelica Ethernet ucnonbsosaTb pexum ayteHTUdMKaumm 802.1x.

console#configure
console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius

(
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTb coctoaHue 802.1X ana KommyTtaTopa.

console#show dotlx

Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Authorized
Quit: q,

802.1x is disabled
Admin
Port Mode
gi0/1 Force
gi0/2 Force
gi0/3 Force
gion/4 Force
gi0/5 Force
gi0/6 Force
gi0/7 Force
gion/8 Force
gi0/9 Force
gi0/10 Force
gi0/11 Force
gi0/12 Force
gi0/13 Force
gi0/14 Force
gi0/15 Force
gi0/16 Force
More: <space>,

Oper Reauth
Mode Control
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Enabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
Authorized* Disabled
One line: <return>

Reauth
Period

Username

= [lokasaTb coctoaHue 802.1X ana 12 uHtepdoeiica Ethernet.

consolef#show dotlx interface gigabitethernet 1/0/12

802.1x is disabled
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* Port is down or not present

Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2

Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds

Session Time (HH:MM:SS): 00:00:00

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a

MAC Address:

Authentication Method:
Termination Cause:

Remote
Port re-initialize

Authenticator State Machine

State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnumua 5.208 — OnuncaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep nopTa.

Admin mode

Pexkum ayteHTUOMKauum 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbI peXxMm NopTa: aBTOPU30BaHHbIN, HEaBTOPU30BaHHbII, NMB0
BbIKAOUeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUdMKaLMM.

Reauth Period

I'Iepwop, mexay NOBTOPHbIMU NpoBepKamun NOA/TMHHOCTU.

Mma nonb3osaTtena npu ucnonbzosaHnu 802.1X. Echm nopt aBTOpU30BaH, TO
oTobpakaeTca MMsA TeKyLLero nonb3osaTtens. Eciv nopT He aBTOPU30BaH, TO

Username
oTobpakaeTca MMs NocAeHEero ycrnewHo aBToOpM30BaHHOIO Nob30BaTeNa Ha
nopTy.

. , Mepuoa, B Te4eHMe KOTOPOro KOMMYTAaTOP OCTAETCA B COCTOAHUM MOJIYAHUA noc/e

Quiet period pnoa, . P Y P
HeyAa4YHoON NPOBEPKU NOAJMHHOCTH.
Mepuog, B Te4EHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo

Tx period naeHtTudmKaymo no npotokony EAP oT KnmeHTa, nepes NOBTOPHOM OTNpPaBKoM
3anpoca.

Max req MaKcrMmanbHOe YMCI0 NONbITOK Nepesayn 3anpocoB NPoTokoaa EAP KnneHTy

nepej, HOBbIM 3aMyCKOM MPOLLECcca NPOBEPKM NMOAANHHOCTH.

Supplicant timeout

Mepuog mexay NOBTOPHbIMUM Nepefavyamn 3anpocoB NPOToKona EAP KaneHTy.

Server timeout

Mepwuopa, B Te4eHNEe KOTOPOro KOMMYTATOP OXKUAAeT OTBETa OT cepBepa
ayTeHTUdUKaumK.

Session Time

Bpems nogxnoyeHns nosib3osaTens K yCTPOWCTBY.

Mac address

MAC-agpec nonb3oBatens.

Authentication Method

MeToa ayTeHTUdUKALMM YCTAHOBNEHHOWN CECCUN.

Termination Cause

MpuyYmHa 3aKpbITUA ceccun.

State

Tekyliee 3Ha4YeHMe aBTOMaTa COCTOSSHUIM onpeaennTens NoaJMHHOCTM U BbIXOAHOTO
aBTOMaTa COCTOAHUM.

Authentication success

KonunyectBo nosyyeHHbIX coobLieHni 06 ycnewHom ayTeHTuduKaLmm ot cepeepa.

Authentication fails

Konnyectso noslyyeHHbIX COOBLLEHNI O HeyCNeLwHoW ayTeHTUdMKALMK OT cepBepa.
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VLAN pynna VLAN Ha3Ha4yeHHaA Nonb3oBaTento.

Filter ID NaoeHTudumKaTop rpynnbl GpuabTpaLmm.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nntepoeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 5.209 — OnuncaHMe pesybTaToB BbIMNO/IHEHMA KOMaH/,

Mapamemp OnucaHue

KonnuectBo KoppeKTHbIX NakeToB ntoboro Tuna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NnpuMHATbIX AaHHbIM ONpeaenmTenem

NOA/IMHHOCTMU.

KonunyectBo KoppeKTHbIX NakeToB Atoboro Tuna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P » NepeA

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konnyectso naketos Start npotokona EAPOL, NpUHATLIX 4aHHbIM onpeaennTenem
EapolStartFramesRx P » NP A Pea

NOA/IMHHOCTMU.

Konunyectso naketos Logoff npotokona EAPOL, NpUHATLIX AaHHbIM
EapolLogoffFramesRx & P » P

onpeaenutTenem NoAJAMHHOCTU.

Konnyectso naketos Resp/Id npotokona EAPOL, NpUHATLIX AaHHbIM
EapolRespldFramesRx P P » P A

onpeaenutenem nNoAJAMHHOCTU.

Konunyectso naketos oTBeToB (Kpome Resp/ld) npoTtokona EAPOL, NpuHATBIX
EapolRespFramesRx (kp p/id) np » NP

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konunyectso nakeTtos Resp/Id npotokona EAPOL, nepeaaHHbIX AaHHbIM
EapolReqldFramesTx P P » NEPeA A

onpeaenutTenem noaAMHHOCTU.

Konunuectso nakeTos 3anpocos (kpome Resp/Id) npotokona EAPOL, nepegaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA

OaHHbIM onpeaennTenem NoaAMHHOCTU.

. Konnyectso naketos npotokoaa EAPOL ¢ Hepacno3HaHHbIM TUMOM, MPUHATbIX

InvalidEapolFramesRx

AaHHbIM onpegenutenem NnoANMHHOCTU.

Konunyectso naketos npoTtokosia EAPOL ¢ HEKOpPPEKTHOM ANNHOM, NPUHATbIX

EaplLengthErrorFramesRx
AaHHbIM onpeaenuTenem NoAMHHOCTH.

Bepcua npoTtokona EAPOL, npuHATan B camom nocnegHem Ha AaHHbI MOMEHT

LastEapolFrameVersion
nakere.

MAC-aapec UCTOYHUKA, NPUHATBIN B CAMOM MOC/AeAHEeM Ha AaHHbIA MOMEHT

LastEapolFrameSource
nakerte.

5.27.2.2 PacwupeHHasa nposepKa nooauHHocmu.

PacwupeHHble HacTpPoWkn dotlx Mo3BOAAOT MPOBOAMTL MPOBEPKY MOAJMHHOCTU AN HECKObKUX
KJMEHTOB, NOAK/IOYEHHbIX K NopTy. CyLLecTBYeT ABa BapuaHTa ayTeHTUdMKaLMN: NepBbli, KOoraa npoBepKa
NOAJIMHHOCTM Ha OCHOBe NopTa TpebyeT ayTeHTUOUKAUMM TONbKO OLHOTO KAMEHTa, yTobbl JOoCTyn K
cucteme MMenu Bce KaueHTbl (pexum multiple hosts), BTopoli, Korga npoBepka NOA/MHHOCTM TpebyeT
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ayTeHTUPUKaLMM BCEX NOAKIIOUEHHbIX K MOPTY KANEHTOB (pexum multiple sessions). Ecav nopT B pexxume
multiple hosts He npoxoauT ayTeHTUdUKALMIO, TO BCEM NOAKAOYEHHbIM XOCTam 6yAeT 0TKa3aHo B AOCTyne
K pecypcam ceTu. TakKe K pacliMpPeHHbIM HacTpPOMKam OTHOCUTCA agMUHUCTpUMpoBaHue rocteBbix VLAN, K
KOTOPbIM MMEIT A0CTYN He npollelime ayTeHTUMGUKaLMIO NONb30BaTE/N.

y

Mopt pocryna (Access) He moKeT 6biTb YneHoM HeayTeHTUduuupoBaHHoii VLAN. Native
VLAN tpaHKoBoro nopra (Trunk) He morKeT 6bITb HeayTeHTUPULUUPOBaHHbIM VLAN. Ho gnna

nopta B pexume General PVID moxet 6biTb HeayTeHTUdUUMpoBaHHbIM VLAN (B 3atom
C/yyae TOJIbKO TerMpoBaHHble MNaKeTbl MOryT ObiTb MNPUHATbBI B HEaBTOPU3OBAHHOM

COCTOAHUM).

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKN B pexknume r106abHOro KOHGUIypMpoBaHUA:

console (config) #

Tabanuya 5.210 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
yMon4YaHuro
dot1x bpdu {filtering | 3apaet 06paboTKy 3awmThl noptos 802.1x BPDU, Koraa 802.1x
bridging} rno6anbHO BbIKAKOYEH.
- filtering — dpunbTpoBaTH NAKeTbl 802.1x BPDU;
- bridging — nepepasaTb nakeTbl 802.1x BPDU KaK 0b6bl4Hble naKkeTbl
-/filtering AanHbix.

no dotlx bpdu

DyHKUMA paboTaeT TONbKO KOrAa pexxum ayTeHTuduKaumm
V 802.1x Ha KOMMYyTATOpE BbIKNIOYEH. [1NA BbIKNKOYEHUA
ayTeHTMdUKauum 802.1x ucnonb3yertca KomaHga: no dotlx
system-auth-control.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan
timeout

timeout: (30 .. 180) /

YCcTaHaBAMBAET BPeMSA 3a[EPKKM MEXKIY BKIIOYEHWEM peXMMa
ayTeHTUdMKaumm 802.1x (Mnun BKAOUYEeHWEM NopTa) n gobasneHvem
nopta B guest VLAN.

YcTaHaBAMBaeT 3HAYeHKne no YMONYaHULO.

dotlx traps mac-
authentication success

no dotlx traps mac-
authentication success

-/BbIK/IIOYEHO

PaspeluaeT oTnpaBKy trap-coobLEeHMI, KOTA4a KNMEHT yCrewHo
npoxoamT ayTeHTUdUKaumo no MAC-agpecy, OCHOBaHHYH Ha
ctaHgapTe 802.1x.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx traps mac-
authentication failure

no dotlx traps mac-
authentication failure

-/BbIKNIOYEHO

PaspeluaeT oTnpasKy trap-coobLUeHMI, KOoraa KAMEHT He npoLien
ayTeHTUdMKaumio no MAC-agpecy, OCHOBaHHYIO Ha CTaHZapTe
802.1x.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx radius-attributes
errors filter-id resource
{accept | reject}

YcTaHaBAnBaeT 06paboTKy oWwmnboK ans atpubytos RADIUS:

- accept — nonb3oBaTeNb NPUHAT, ecan GuabTpauma no ID He mokeT
6bITb NPOM3BeAeHa MO NPUYMHAM pacnpeseneHus pecypcos. Ecau
dunbTpauua no ID He MoxKeT bbITb NPOV3BeAEHA MO 4PYTUM
npudMHam, Nonb3oBaTenb 6yaeT OTKAOHEH;

/reject - reject — Ecam dunbTpauma no ID He moxKeT bbITb 3a4aHa, TO
nonb3oBaTesb OyAeT OTKAOHEH.
no dotlx radius-
attributes errors filter-id YcTaHaBAMBAET 3HAYEHME MO0 YMONYAHUIO.
resources
dotlx radius-attributes YcTaHaBAnBaeT GopmaTt Hymepauumn noptos B aTpmbyTe NAS-Port
nas-port format-type _/default npu ayteHTMdumKaumm no 802.1x:

{default | human}

- deafult - 3HaueHue No ymonuaHuio, HymepaLmsa cooTBeTCTByeT
BHyTpeHHMM ifIndex'am;
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no dotlx radius-
attributes nas-port
format-type

- human - Hymepaums nopTos HaumnHaetca ¢ 1 (Kak Ha nepeaHei
naHenu).

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 5.211 — KomaHgbl pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

dotlx host-mode
{multi-host | single-host
| multi-sessions}

-/multi-host

PaspeluaeT HanMuMe 04HOMO/HECKONbKUX KNINEHTOB Ha
aBTopu3oBaHHOM nopTy 802.1X.

- multi-host — HeCKObKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — HecKobKo ceccuit.

dotlx violation-mode
{restrict | protect |
shutdown }

no dotlx
single-host-violation

-/protect

3afaeT AelnicTeune, KOTopoe HeoHXo0ANMMO BbINONHUTL, KOrAa
yctpoictso, MAC-agpec KoToporo otanyaercsa ot MAC-agpeca
KNMEHTA, OCYLLLeCTBAAET NOMbITKY A0CTYNa K MHTepdeicy.

- restrict - naketbl ¢ MAC-agpecom, oTamnuHbiM oT MAC-aapeca
K/IMEHTa, NepecbiaaloTcA, NPU 3TOM apec UCTOYHUKA He U3y4vaeTcs;
- protect — naketbl ¢ MAC-agpecom, oTimyHbiMm oT MAC-agpeca
K/IMeHTa, oTbpacbIBatoTCS;

- shutdown — nopt BbIkAOYaeTcs, nakeTbl ¢ MAC-agpecom,
oTAMYHbIM OT MAC-agpeca KaveHTa, oTbpacbiBaloTcA;

YacTtoTa reHepupyembix coobLieHuni npotokona SNMP trap npu
NOCTYNJEHNUN HECAHKLUMOHMPOBAHHbIX NAKeTOB cocTasnsaeT 1

V CeKyHay.
KomaHga urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

dotlx guest-vlan enable

no dotlx guest-vlan
enable

-/pocTyn 3anpeleH

PaspeluaeT HeaBTOPM30BaHHbIM NO/Ib30BATENAM AAHHOTO
nHTepdeiica goctyn K rocteso VLAN.
’ | Ha ycTpoiicTBe AonXKeH 6biTb HacTpoeH XoTa 6bl 0AUH
- rocteBo VLAN (komaHaa dotlx guest-vlan B HacTpoiikax
uHTepdeiica VLAN).

3anpelLaeT HeaBTOPU30BAHHbIM N0J/Ib30BATENAM AAHHOTO
nHTepdeica goctyn K roctesoi VLAN.

dotlx mac-
authentication {mac-only
| mac-and-802.1x}

no dotlx mac-
authentication

-/BbIKNIOYEHa

BkAtoyaeT ayTeHTUGMKaLMIO, OCHOBaHHYO Ha MAC-agpecax
nosb3osaTenei.
- mac-only — BK/AtOYaEeT ayTeHTUDUKALMIO, OCHOBAHHYIO TONbKO HA
MAC-agpecax, nakeTbl 802.1x UTHOpUpYHOTCA;
- mac-and-802.1x — BK/ItOYaEeT ayTeHTUPUKALMIO, OCHOBAHHYIO Ha
802.1x 1 MAC-agpecax.

, - FocteBas VLAN ponykHa 6bITb BK/KOUEHA, Korga

. ucnonb3yertca ayteHTuduKauma no MAC-agpecy.

- He ponkHo 6bITb cTaTUUecKkux npusasok MAC-agpeca.

- ®YHKLMA NOBTOPHOM ayTeHTUPMKaLMU f0MKHA BbITb BKAIOYEHA.

BbikntouaeT ayTeHTUdMKaLMIO, OCHOBaHHY Ha MAC-agpecax
nonb3oBaTenen.

dotlx mac-
authentication format
username { lowercase |
uppercase } [ separator {
-]:1.}1[groupsize {1 |
214}1

-/lowercase 6e3
pasgenuteneit u aeneHus
Ha rpynnbl (alb2c3d4e5e6)

KomaHpa 3apaét dopmat cTpokm ¢ MAC agpecom KANEHTa,
nepefasaemoit B atpmubyte User-Name.

-lowercase, uppercase - onpegenaloT perncTp GyKBeHHbIX
CMMBOI0B;

- separator - 3a4aéT pas3genuntenb Mexay rpynnamv CMmMBOJIOB;
- groupsize - KOANMYECTBO CMMBOJIOB B KaXAoWm rpynne. 3agaHve
napameTpoB separator 1 groupsize He 06a3aTenbHo (T.€., ecm
TpebyeTcs, MOXKHO YKa3aTb TONIbKO PETUCTP), HO A/ TOTO, YTObbI
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MAC-agpec oTobpakanca pasgenéHHbIM Ha rpynnbl, HE06XoANMO
3agaTb 06a 3TUX NapameTpa.

Mpumep KoHPUrypaumm:
dotlx mac-authentication format username uppercase separator :
groupsize 4

dopmar cTpoku B aTpubyTe:
A1B2:C3D4:E5F6

no dotlx mac-
authentication format
username

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO

no dotlx radius-
attributes vlan

dotlx mac- CTpoka password_string nepegaétcsa 8 RADIUS aTpubyTte User-
authentication format Password. Mo ymonuyaHuto B aTpubyTe nepenaétca MAC agpec
password -/User-Name KAneHTa B popmate, 3a4aHHOM KomaHgom dotlx mac-
{password_string} authentication format username. MakcumanbHasa gavHa
nepesasaeMomn CTPoKM - 128 cumsoioB.

no dotlx mac- YcTaHaBAnBaeT 3HaYeHMe N0 YMONYAHUIO
authentication format
password
dotlx radius-attributes BK/OYMTL NPOBEPKY NOA/IMHHOCTM, OCHOBaHHY0 Ha ACL/ HasHauuUTb
filter-id QOS-Policy.

- -/BbIKAOYEH
no dotlx radius- YcTaHaBMBaeT 3Ha4YeHMe NO YMONYAHUIO.
attributes filter-id
dotlx radius-attributes BkntouyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
vlan coobuieHumax RADIUS-cepsepa.

-/BbIKAOYEH

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-1D (81) B
coobueHunsax RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHua VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexkume KOHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnnua 5.212 — KomaHab! pexkuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

-/moctyn
HEaBTOPU3O0BaAHHbIM
noNb30BaTeNAM 3anpeLleH

PaspewaeT goctyn K gaHHon VLAN HeaBTOpM30BaHHbIM
nosb3oBaTensam.

3anpewaeT gocTyn K AaHHol VLAN HeaBTOpM30BaHHbIM
nonb30oBaTeNAM.

dotlx guest-vlan

no dotlx guest-vlian

-/VLAN He onpegeneHa Kak
rocresas

Onpegenset roctesyto VLAN.

OTKpbIBaeT HeaBTOPU30BAHHbBIM NO/Ib30BaTENAM UHTepdelica
poctyn K roctesol VLAN. Ecim rocteBas VLAN onpegeneHa u
paspelueHa, NnopT ByaeT aBTOMaTUYECKU NPUCOEANHATLCA K
Hel, Korga He aBTOPM30BaH, U NOKMAATb, Koraa nponaet
aBTOpM3aumio. YTobbl MCNOIb30BaTb AaHHbIW GYHKLUMOHAnN,
NopT He J0/KeH BbITb CTaTUYECKMM YieHoM roctesoit VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#
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Tabnuua 5.213 — KomaHapl pexkmma Privileged EXEC

KomaHda 3HaveHue Aelicmeue

show dotlx advanced ) MoKa3biBaeT 4ONONHUTE/IbHbIE CBEAEHUSA O HAaCTPOMKAX
[gigabitethernet gi_port | gi_port: (1..3/0/1..28); npoTtoKkona 802.1x (KomaHAaa AOCTYNHA TONbKO AN
fastethernet fa_port] fa_port: (1..3/0/1..24) NPUBUIErMPOBaAHHOIO NO/b30BaTENSA).

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.214 — KomaHgb! pexuma Privileged EXEC

KomaHda 3HaveHue Aelicmeue

show dotlx bpdu MokasbiBaeT 06paboTKy 3awmTbl noptoB 802.1x BPDU Korga
- 802.1x rnobasbHO BbIK/OYEH.

5.27.3 KoHtponb npotokona DHCP u onuuu 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli MpPOTOKO/, NO3BOMAIOWMIK KAUEHTY NO
3anpocy nonyyaTb IP-agpec u apyrue Tpebyemble napameTpbl, Heobxoaumble ansa pabotsl B cetn TCP/IP.

MpoTtokon DHCP moxKeT cnosb3oBaThbCA 3/10YMbILINIEHHMKAaMM A8 COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAMeHTa, 3acTtasnAa DHCP-cepsep BblgaTb BCe AOCTyMHble afpeca, Tak U CO CTOPOHbI
cepBepa, NyTem ero nogmetbl. MporpammHoe obecrneyeHne KOMMyTaTopa NO3BOSET 06ecneyYnTb 3aLmTy
YCTPOMCTBA OT aTak C MCNoab3oBaHMeMm npoTokona DHCP, anAa yero npumeHsaetcAa QyHKLMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoicTBO  cnocobHo oTcnexkuBatb nossneHve DHCP-cepBepoB B CeTu, paspewas WX
MCMNONb30BaHMNE TO/IbKO Ha «AO0BEPEHHbIX» MHTEpPdENCax, a TaKKe KOHTPOAMPOBaTb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMA.

Onuma 82 npoTokosia DHCP (option 82) ncnonbsyetca ana toro, 4tobbl nponHdopmmuposats DHCP-
cepBep 0 ToM, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 yepes Kakoli ero nopt 6611 Nony4YeH 3anpoc.
MpumeHseTcs oNa yCTaHOBNEHUA COOTBETCTBUI IP-agpecoB M NOPTOB KOMMYTATOPa, @ TaKXKe ANA 3aliuTbl
OT aTakK C Wucrnosb3oBaHMemM npoTtokona DHCP. Onuua 82 npepcraBnseT coboit AOMNOAHUTENbHYIO
MHPopMaumio (MMa yCTPOICTBa, HOMepP MopTa), AobaBasemyio KOMMYTaTOpOM, KOTOPbI paboTaer B
perknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpMHATOro OT KAMeHTa. Ha ocCHOBaHWKM AaHHOM onuuu,
DHCP-cepBep Bblaenset IP-agpec (guanasoH IP-agpecoB) M apyrue napameTpbl NMopTy KommyTaTtopa.
Monyuns Heobxoammble AaHHble oT cepsBepa, DHCP Relay areHT BbliaensieT IP-agpec KAMEHTY, a TaKxke
nepegaer emy gpyrue HeobxoamMmble NapameTpbl.

Tabnunua 5.215 — dopmart noneit onuum 82

Mone Mepedasaemasn uHghopmayus

Mms xocTa ycTpoicTBa.

Circuit ID CtpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuit 6aAT — HOMep MOPTa, K KOTOPOMY MOAKIIOUYEHO YCTPOMCTBO, OTNpaB/sAtoLLee
dhcp-3anpoc.

Remote agent ID Enterprise number —0089c1

MAC-agpec ycTpoiicTBa.
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' . Ana ucnonb3osBaHua onuun 82 Ha yCTPOICTBE A0/XKHa 6biTb BKAloueHa ¢pyHKuma DHCP relay
. areHTa. Ana sknoueHna DHCP relay areHTa ucnonb3yetca kKomaHga ip dhcp relay enable B
pexxume rno6anbHOro KOHGUrypmpoBaHmUa (CM. COOTBETCTBYIOLUIA pa3aen AOKYMEHTALUK).

.‘

DOna KoppekTHo paboTbl dyHKuMn DHCP Snooping Bce ncnonbsyemble DHCP-cepBepbl
OO/KHbI 6bITb MOAK/IIOUYEHDI K € A,0BEPEHHbIMY» NOPTaM KoMmMyTaTopa. Ana aobasneHus

nopTa B CNUCOK «A0BEePEeHHbIX» Ucnonbayetca KomaHaa ip dhcp snooping trust B pexxume
KoHdurypaumm nntepdeiica. Ana obecneyeHns 6e30NacHOCTM BCe OCTasIbHbIE MNOPTbI
KOMMYTaTOpPa A0/XKHbI 6bITb «He40BEPEeHHbIMMU Y.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnnua 5.216 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

ip dhcp snooping

no ip dhcp snooping

Bkatoyaet KOHTpoab npoTtokona DHCP nytem BegeHna
Tabanubl DHCP snooping 1 0TNPaBKM KAMEHTCKUX
-/BbIK/IIOYEHO wupokoseLatenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»
nopTbl.

BbikntoyaeT KOHTPOIb NpoToKosia DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

BKAtoyaeT KOHTposib NpoTokona DHCP B npeaenax yKasaHHoM

vlan_id: VLAN.
(1..4094)/BbIkNtOYEHO BbikntoyaeT KOHTpOb npoToKosia DHCP B npeaenax
yKasaHHon VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Paspewaet npuHumaTte DHCP-nakeTbl ¢ onumeit 82 ot
-/npuem DHCP-nakeTos ¢ «HEeHaaeXHbIX» NOPTOB.
onuueli 82 ot

«HeHageXHbIX» NopToB 3anpewaet npuHnumatb DHCP-nakeTbl c onuuen 82 ot
3anpeLleH «HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping
verify

BkntouaeT BepuopmrKkaymo MAC-agpeca knmenta u1 MAC-
agpeca UCToYHUKA, npuHaTtoro B DHCP-nakeTte Ha
«HeJ0BepPeHHbIX» NopTax.

-/BEepudMKaumMa BKIOYEHA
BbikntoyaeT Bepuduraumio MAC-agpeca kameHTa u MAC-

aZpeca UCTOYHMKA, npuHaToro B DHCP-nakeTe Ha
«HegoBepeHHbIX» NOPTax.

ip dhcp snooping
database

no ip dhcp snooping
database

PaspeluaeT ncnonbaoBaHue pesepsHoro daina (6asbl)

-/pe3epBHbii daiin He KOHTpOAA npoTokosia DHCP.

ncnonb3syerca 3anpeLlaeT Ucnonb3oBaHue pesepsHoro daiina (6asbl)
KOHTpOAA npoToKosia DHCP.

ip dhcp snooping
database update-freq
seconds

no ip dhcp snooping
database update-freq
seconds

3apaet YactoTy 06HOBNEeHUA dalina (6a3bl) KOHTPOA
npoTtokosa DHCP.
seconds:

(600..86400)/1200 YcTaHaBAUBAET 3HAYeHME MO YMONYAHUIO.

ip dhcp information
option

no ip dhcp information
option

Paspeluaet ycTpoiicTBy gobasneHue onuum 82 npu pabote

npoTtokosa DHCP.
-/pob6asneHve onunn 82

paspelleHo 3anpewaeT ycTpoictey aobasneHue onuun 82 npu pabote
npoTtokosa DHCP.

ip dhcp information
option format-type
access-node-id node_id

node_id: (1..32) YcTaHOBKa ngeHtTuouKaTopa access-node_id onumm 82.

CMMBONOB/-
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no ip dhcp information
option format-type
access-node-id

YcTaHOBKa 3Ha4YeHUs no YMONYaHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHOBKa ngeHtudumKatopa remote_id onuumm 82.

YcTaHOBKa 3Ha4YeHuMA no YMON4YaHUIO.

ip dhcp information
option format-type

delimiter]

option format [delimiter

no ip dhcp information
option format-type
option

format: (sp, sv, pv, spv, bin,

user-defined);
delimiter: (.,;#)/npo6en

Hactpolika popmarta DHCP onuuum 82.
dopmar:
- Sp — HOMep cnoTa 1 NopTa;
- sV —Homep cnota u VLAN;
- pv —Homep nopta u VLAN;
- SpV — Homep cnoTa, nopta u VLAN;
- bin — 6uHapHbIN dopmat: VLAN, cnoT, noprT;
- user-defined — popmat onpegenserca nonb3zosatenem. Mpu
onpeaeneHnn UCNob3yoTcA cneaytowme WabnoHbl:
%h: hostname;
%p: KOpPOTKOEe UmA nopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHue nona ifTable::ifType B
LWecTHaAuaTeEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHNUTA;
%s: HOmep CNOoTa;
%n: Homep nopTa (Kak Ha IMLEBO NaHenu);
%i: ifindex nopTa;
%V: ngeHtndukatop VLAN.

YCTaHOBKA 3HAYeHUA No YMO4aHUO

ip dhcp information
option suboption-type
{tr101 | custom}

no ip dhcp information
option suboption-type

-/tr101

Hactpolika ¢opmata onumm 82.

- tr101 — ycTaHaBnMBaeT popmat onumm 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekoMmeHaaumax TR-101 (cm.
Tabnnuy 5.217);

- custom — ycTaHaBaMBaeT GopmaT onuumn 82 B COOTBETCTBUM
¢ popmartom, npusegeHHom B Tabnmue 5.218.

Bo3Bpau.|,aeT 3Ha4YeHune No ymonyaHuio

Tabnunua 5.217 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lMone

lMepedasaemas uHgpopmayus

Circuit ID

hostname ycTpolicTBa

cTpokKa Buga eth <stacked/slotid/interfaceid>:<vlan>

MocneaHunit 6aiT — Homep NOPTa, K KOTOPOMY NOAK/OYEHO YCTPOMCTBO, OTNpasastoLLee

dhcp-3anpoc.

Remote agent ID

Enterprise number —0089c1

MAC-agpec ycTpoiicTBa

Tabnnua 5.218 — Popmat none onupum 82 pexxknmma custom

lMone

lMepedasaemasn uHgpopmayusa

Circuit ID

Onnna (1 6anT)

Tun Circuit ID

OnvHa (1 6ait)

VLAN (2 6aitTa)

Homep mopyna (1 6aiT)
Homep noprta (1 6aiT)
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Onnna (1 6anT)
Tun Remote ID (1 6aiiT)
OnuHa (1 6anT)

MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupg, 3anpoca KOMaHAHOM CTPOKK B pexunme KoHUrypuposaHua uHtepdeiica Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.219 — KomaHab! pexuma KoHpuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNIOYEHO

BKkatoyaet KOHTponb npoTtokona DHCP B npeaenax
MHTepoeica.

BkntouaeT KoHTpob npoTtokona DHCP B npegenax
MHTepoeica.

ip dhcp snooping trust

no ip dhcp snooping trust

-/vHTepdeiic He aBnAeTca
LOBEPEHHbIM

JobasnsaeT nHTepdenc B CNUCOK «40BEPEHHBIX» MPU
MCNO/Ib30BaHMM KOHTpoaA npoTtokona DHCP. DHCP-Tpaduk
«0BepeHHoro» nHTepdelica cumTaetca 6e3onacHbIM U He
KOHTpO/IMpyeTcs.

YaanaeT uHtepoeinc n3 cnucka «40BepeHHbIX» Npu
MCNONb30BaHUM KOHTPOANA NpoTokona DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/BbikNtOUEHO

YcTaHaBAMBaeT orpaHuYeHmne Ana AaHHOro NopTa Ha
KO/M4ecTBO NpuHMMaembix DHCP-nakeToB B cekyHAy .

CHumaeT orpaHmyeHmne Ha npmém DHCP-nakeToB ¢ gaHHOro
nopra.

ip dhcp information
option format-type
circuit-id circuit_id

no ip dhcp information
option format-type
circuit-id

circuit_id:
(1..63) cumBonos/-

YcTaHasaunsaeT cneundundHblii Circuit-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip dhcp information
option format-type
remote-id remote_id

no ip dhcp information
option format-type
remote-id

remote_id:
(1..63) cumonos/-

YcTaHaBAnBaeT cneunouyHbili Remote-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma Privileged EXEC:

console#

Tabnnua 5.220 — KomaHab! pexxkuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16);
seconds: (10..4294967295)

Hob6asnsaet B paitn (6a3sy) KoHTpons npotokona DHCP
cooTtBeTtcTBne MAC-agpeca kameHTa, rpynne VLAN u IP-agpecy
018 yKa3aHHOro uHTepdelica.

[JaHHas 3anuck byaeT feicTBUTENbHA B TEYEHME YKa3aHHOrO B
KOMaHZAe BPEMEHU XU3HU 3aMnCK, eCAN KANEHT He OTNPaBuT
3anpoc Ha DHCP-cepsep Ha o6HoB/eHMe. Talimep 0b6HyNseTcA
B C/ly4ae NoJIy4eHUA OT KIMEHTA 3anpoca Ha 06HOBEHNEe
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expiry {seconds|infinity} (KomaHpa JoCTYyNHA TONbKO ANA NPUBUAETMPOBAHHOIO
nonb3osarens).
- seconds — Bpems }KU3HW 3anuncu;
- infinity — Bpems *KM3HM 3anucKn He orpaHNYeHo.
no ip dhcp snooping Ypanaet u3s daina (6asbl) KoHTponA npoTokona DHCP
binding mac_address cootBetcTBne MAC-agpeca kaveHTa v rpynnbl VLAN.
vlan_id
clear ip dhcp snooping dopmat mac_address : Ouuwaet 3anucu B dpaiine (6ase) KoHTpona npotokona DHCP.
database [mac-address H.H.H
mac_address ] H:H:H:H:H:H
[vlan vian_id] H-H-H-H-H-H;
[gigabitethernet gi_port | gi_port: (1..3/0/1..28);
fastethernet fa_port | fa_port: (1..3/0/1..24);
port-channel group] group: (1..16);
vlan_id (1..4094)

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnuya 5.221 — KomaHgb! pexkmuma EXEC

KomaHda 3HaveHue Aelicmeue

option npoTtokosa DHCP.

show ip dhcp information Moka3biBaeT MHGOpPMauuto 06 MCNob30BaHMM onuumn 82

show ip dhcp snooping gi_port: (1..3/0/1..28);

MoKasbiBaeT KOHOUIrypaunio GyHKLUN KOHTPOIA NPOTOKOA

[mac-address
mac_address ]
[ip-address ip_address ]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094).

igabi i DHCP.
[gigabitethernet gi_port | fa_port: (1.3/0/1.24);
fastethernet fa_port | roup: (1..16)
port-channel group] group: {2
show ip dhcp snooping MokasbiBaeT cooTBeTCTBUA U3 dalina (6asbl) KOHTpoAA
binding npotokona DHCP.

[pumepsi 8biM0AHEHUS KOMAHO

=  PaspewunTtb ucnonbzosaHne DHCP onuun 82:

console#configure
console (config) #ip dhcp relay enable
console (config) #ip dhcp information option

= [lokasaTb Bce cooTBeTCTBUA U3 dalina (6asbl) KOHTpPoNA NpoTokona DHCP:

console#show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 40
DHCP snooping database is Disabled

Relay agent Information option 82 is Disabled
Option 82 on untrusted port is forbidden
Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 1200 seconds
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Interface Trusted Rate Limit (pps)
fal/0/1 No 5

fal/0/5 Yes --

fal/0/11 Yes --

fa2/0/11 Yes 9

fa3/0/5 No 1781

fa3/0/11 No 7

Pol Yes 124

5.27.4 3awumTa IP-agpeca KnueHrta (IP-source Guard)

®yHKuMA 3awmTbl IP-agpeca (IP Source Guard) npepHasHaveHa ana ¢unbTpaumm TpaduKa,
NPUHATOrO C WHTepdelica, Ha OCHoBaHWWM Tabauubl cootBeTcTBUA DHCP snooping w cTaTuyeckumx
cooTBeTcTBMi IP Source Guard. Takum obpasom, IP Source Guard nossonseTr 6opoTbca ¢ nogmeHoun |P-

aapecoB B NMNaKeTax.

MocKonbKy $yHKLMA KOHTpOAA 3awmTbl IP-agpeca ucnonbsyet Tabnuuy cootserctsuini DHCP

V snooping, MmeeT CMbIC/1 UCNONb30BaTb AaHHYK (YHKUMUIO, NpeaBapuUTe/IbHO HAcTPOUB U
] BKAtounB DHCP snooping.
V’ dyHKuymo 3awmTtbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAIOUYUTbL r106anbHO U ANnA
uHTepdeiica.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:

console (config) #

Tabanua 5.222 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue

Aelicmeue

ip source-guard

no ip source-guard

-/BbIKNIOYEHa

BrkntoyaeT GyHKUMIO 3awmnThl IP-agpeca KivMeHTa ans Bcero
KomMMyTaTopa.

BbIk/toYaeT GyHKLMIO 3aWwuThl IP-agpeca KAMeHTa ANs BCero
KOMMyTaTopa.

ip source-guard binding
mac_address vian_id
ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip source-guard
binding mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

Co3sfaHue cTaTU4ecko 3anmcu B TabauLe cooTBeTCTBUA
mexay IP-agpecom knneHTa, ero MAC-agpecom 1 rpynnoi
VLAN ans yKasaHHOro B KOmaHae uHtepdelica.

Ypanernune CTaTUYEeCKOM 3anucu B Ta6n|4u,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds |
never}

no ip source-guard tcam

retries-freq

seconds: (10..600,
never)/60 cek

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM
pecypcam c Lenbio 3anmMcu B NaMATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.

- never — 3anpeLaeT 3anncb B NamATb HEAKTUBHbIX
3awmueHHbIX IP-agpecos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmMepagelica 2pynnel Nopmos

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHUrypuposaHua uHtepoeica Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanuya 5.223 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnel nHtepdeiicos

KomaHda

3HauyeHue

Aelicmeue

ip source-guard

no ip source-guard

-/BbIK/IIOYEHO

BkntouaeT dyHKUMIO 3awmThl IP-agpeca KnveHTa ana
HacTpanBaemoro nHTepdeica.

BbIKk/toYaeT GyHKLMIO 3awuThl IP-agpeca KaveHTa ans
HacTpanBaemoro nHtepdeica.

KomaHObl pexcuma Privileged EXEC

Bug 3anpoca KomaHAHOM CTpoKM pexkuma Privileged EXEC:

console#

Tabnnua 5.224 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HavyeHue

Aelicmeue

ip source-guard tcam
locate

BpyuyHyto 3anyckaeT npouecc 0b6palleHns yCTPOoMCTBa K
BHYTPEHHUM pecypcam C Liebto 3an1cy B NamMATb HEaKTUBHBbIX
3aWuLLeHHbIX IP-aapecos. KomaHaa foCTyNHA TONbKO ANA
NpUBKMAEIMPOBAHHOIO NOAb30BATENA.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.225 — Komanap! pexknma EXEC

KomaHda

3HauyeHue

Aelicmeue

show ip source-guard
configuration
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

KomaHgza oTobpaskaeT HacTpoiKy GyHKLMK 3awuTsl IP-agpeca
Ha 3aflaHHOM, MBO Ha Bcex MHTepdencax yCTPoMCTBa.

show ip source-guard
status

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

KomaHgaa otobpaskaet ctaTyc dyHKLMM 3awuThl IP-agpeca ana
yKasaHHoro nHtepdeiica, IP-agpeca, MAC-agpeca naum rpynnol
VLAN.

show ip source-guard
inactive

KomaHza oTobparkaeT He akTMBHbIe IP-aapeca oTnpasuTens.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKas3aTb HacTPOMKy PyHKUMM 3almTbl IP-agpeca ans Bcex MHTepdeincos:

console#show ip source-guard configuration

Interface

gil/0/1
gil/0/22
gil/0/23

Enabled
Enabled
Enabled

IP Source Guard is Enabled

State

= BKAOUAUTb GYHKUMIO 3aWwmTbl IP-aapeca ana ¢unbTpaumnmn Tpadmka Ha OCHOBAHWMM TabaMLbI
cooTBeTcTBuir DHCP snooping u ctatuyeckux cootseTtctBuit IP Source Guard. Cospatb
CTaTUYecKylo 3anucb B Tabauue cooTBeTcTBus Ana uHTepdeica Ethernet 12 nepsoro
ycTpoictea B cTeke: |P-agpec KamenHta — 192.168.16.14, ero MAC-agpec -
00:60:70:4A:AB:AF. UnTepdenc B 3-1 rpynne VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip source-guard
console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.27.5 KoHTponb npotokona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npegHasHadeHa Ansa 3awuTbl OT aTaK C
ncnonb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-TpaduKa). KoHTponb
npotokosa ARP ocyliecTBifeTca Ha OCHOBE CTaTUYecKkux cooTBeTcTBui IP- 1 MAC-agpecos, 3agaHHbIX 1A

rpynnbl VLAN.

’ MopT, ckoHPUryprMpoOBaHHbIN «HegoBepeHHbIM» AnA GyHKuuu ARP Inspection, gonkeH

N TaK}Ke 6bITb «HeaoBepeHHbIM» ana yHKuuu DHCP snooping nam coorsercraue MAC-
agpeca u IP-apgpeca gnA 3T0ro NopTa AO0/MKHO 6bITb CKOHGUIYPUPOBAHO cTaTUYECKU. MHaue
AaHHbI NopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

/' [Ana HeHapEXXHbIX NOPTOB BbINONHAIOTCA NPoBepPKU cooTetcTBuUii IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasnbHoro KoHGUrypnuposaHus:

console (config) #

Tabnnua 5.226 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

-/BbIK/IIOYEHO

BK/lOYaeT KOHTPOb NpoToKona ARP (dpyHKumio ARP
Inspection).

BbIKNtoYaeT KOHTPOIb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspelwaeT nposepKy npoTokona ARP, ocHOBaHHYyto Ha 6ase
cootsetcTeuit DHCP snooping, B BbibpaHHOW rpynne VLAN.

3anpelyaeT nposepky npoTtokona ARP, ocHoBaHHyto Ha Hase
cootsetcTeuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.
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ip arp inspection validate

no ip arp inspection
validate

MpepocTtaBnaeT cneunduyHble NPOBEPKN ANA KOHTPOAA
npoTtokona ARP.

MAC-agpec uctodHuka: na ARP-3anpocos n oteeTos
nposepseTca cooteeTcTBne MAC-agpeca B 3aronoBske
Ethernet MAC-agpecy UCTOYHUKA B COAEPHKMMOM NPOTOKONA
ARP.

MAC-agpec Ha3HayeHua: Ona ARP-oTBeTOB npoBepaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoBke Ethernet MAC-
aZpecy Ha3HayYeHWs B COAEPKMMOM nNpoTokoaa ARP.
IP-agpec: MNposepaetca cogepxmmoe ARP-nakeTa Ha Hanmuune
HeKoppeKTHbIX IP-agpecos.

3anpewaet cneymduyHble NPOBEPKU A1 KOHTPONA
npotokona ARP.

ip arp inspection list
create name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucKka ctatuyecknx ARP cooTBeTCTBUN.
2. Bxog B pexum KoHdurypmposaHma ARP-cnncKoB.

YpaneHue cnucka ctatudecknx ARP cooTBeTCTBUN.

ip arp inspection list
assign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHavaeT cnucok ctatuyeckmx ARP cooTBeTcTBUIA ANs
yKasaHHon VLAN.

OTMmeHAeT Ha3HayeHne cnucka ctatnyecknx ARP cooTseTcTBui
Ons ykasaHHou VLAN.

ip arp inspection logging
interval {seconds |
infinite}

no ip arp inspection
logging interval

seconds: (0..86400,
infinite)/5 cek

3a43eT MMHUMANbHbIN MHTEPBAN MEXAY COOBWEHNAMM,
cofeprKalmmm nHbopmaumio npoTokona ARP,
nepegasaembiMK B XKypHan.

- 3HaueHue 0 yKasblBaeT Ha To, YTo coobLueHun byayT
reHepupoBaTbhCsA He3aMea/IMTENbHO;
infinite — He reHepMpoBaTb COOBLLEHMI B KypHan.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepagelica 2pynmnbl 1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPurypmuposaHus nHtepdeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.227 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl nntepdeiicos
KomaHda Aelicmeue

3HauyeHue no
YMOMYAHUIO

ip arp inspection trust [obasnaeT uHTEpENC B CNUCOK «A0BEPEHHBIX» NPK
MCNOIb30BaHMM KOHTPOAA NpoTokona ARP. ARP-TpaduK
«l0BepeHHOro» nHTepderica cuntaetca 6e3onacHbIM U He

KOHTpOAMpyeTcs.

-/vHTepdeic He aBnaeTca
[OBepeHHbIM

no ip arp inspection trust Ypanaer uHTepdeinc M3 Crnmcka «4,0BepeHHbIX» Npu

MCNONb30BaHUM KOHTPOANA NpoTokona ARP.

KomaHObI pexcuma KoHgu2ypuposaHua ARP-crniuckos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypmposaHmsa ARP-cnncKos:

consolef#configure
console (config) #ip arp inspection list create spisok
console (config-arp-list)#
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Tabnnua 5.228 — KomaHab! pexkmuma KoHpurypuposaHua ARP cnuckos

KomaHda

Aeilicmeue

ip ip_address
mac mac_address

[o6asnsaet cTaTuyeckoe cootseTcTBume IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypansaet cratnyeckoe cootsetctaue IP- 1 MAC-agpecos.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.229 — KomaHab! pexuma EXEC

KomaHda

3Ha4yeHue

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT KOHUIypaLuio GYHKLUM KOHTPOIA MPOTOKOAA
ARP Inspection Ha Bbi6paHHOM uHTepdeiice/Bcex
nHTepdencax.

show ip arp inspection
list

MoKa3bIBaeT CMUCKKU CTaTUYECKNX cooTBeTcTBUM IP- n MAC-
aapecos (KomaHAa JOCTYMHA TONbKO AAn
NpVWBUIErMPOBAHHOIO NoJib30BaTeN ).

show ip arp inspection
statistics
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

MoKa3blBaeT CTaTUCTMKY ANA CAeayoWwmxX TUNOB NaKeTos,
KoTopble 6bl1M 06paboTaHbl Npu nomowwm GyHKLmMm ARP:
- nepeaaHHble nakeTbl (forwarded);

- noTepsHHble nakeTbl (Dropped);

- owmn6ku B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

OuunuaeT CTaTUCTUKY KOHTpOAA npoTokosa ARP Inspection.

[pumepbl 8b1M0AHEHUS KOMAHO

=  BKAOUUTL KOHTPO/Ib MpoToKona ARP u pobaBuTb B CNMCOK spisok cratuyeckoe

cooTBeTCcTBUE: 192.168.16.98. Ha3sHauuTb

MAC-agpec:

00:60:70:AB:CC:CD,

IP-agpec:

cnucok spisok cratnuecknx ARP cooteeTtctBmin gna VLAN 11:

console#configure
console (config) #ip arp inspection list create spisok
console (config-ARP-1list) #ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1ist) #exit

console (config) #ip arp inspection list assign 11 spisok

= [lokasaTb CMMUCKU CTaTMYECKMX cooTBeTcTBUM IP- n MAC-agpecos:

consolef#show ip arp inspection list

IP

192.168.16.98

List name: servers
Assigned to VLANs: 11

ARP

0060.70AB.CCCD
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5.27.6 Hactpoitka ¢pyHKuumn MAC Address Notification

®dyHkuma MAC Address Notification nossonseT oTcnexKmMBaTb NOABNEHUE U UCYUE3HOBEHWE aKTUBHOTO
obopyaoBaHMA Ha CeTU, NyTemM CcoXpaHeHusa wuctopum wusydeHus MAC-agpecoB. [pu 0BHapyKeHUu
M3MEHEHMN B cocTaBe M3ydyeHHbix MAC-agpecoB KOMMYyTaTop coxpaHaeT MHpopmauuio B Tabauue wm
u3Belaer o6 3ToMm C nomouwbio coobueHun npotokona SNMP.  PyHKUMS MMeeT HacTpanmBaemble
napameTpbl — rnybmMHa UCTOPUN O COOBLITUAX U MUHUMAJIbHbIMA MHTEPBan OTNPaBKU cooblueHuit. CepBuc
MAC Address Notification no ymonyaHuto oTKAOYEH U MOMKET BbiTb HAaCTPOEH BbIOOPOYHO A5 OTAE/bHbIX
NOpPTOB KOMMYTaTOpPAa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUryprupoBaHusa:

console (config) #

Tabnnua 5.230 - KomaHAb! pexknuma rnobanbHOro KOHPUrypmupoBaHus

KomaHoa 3HaveHue/ 3HayeHue Aelicmeue
10 yMoYaHUIo

[no] mac address-table KomaHga npegHasHayeHa ana rnobanbHoro ynpasneHua dyHkumenr MAC
notification change notification. KomaHaa paspeluaer perucTpaumto cobbiTuii gobaBaeHUs n
yaanenunsa MAC agpecos B/U3 TabauL, KOMMyTaTopa U OTNPaBKY
yBEAOMJIEHUS O COOLITUAX.

OTpuuatenbHas dopma KomaHabl (¢ npedprKcom no) BbIKNOUAET GYHKLMUIO
rno6anbHO N OTMEHAET COOTBETCTBYIOLLME HACTPOMKM Ha BCex UHTepdelicax.
[ns paboTbl yHKUMM HEOBXOAMMO LOMNOAHUTENBHO pa3peLlaTb reHepaLmio
yBeAOM/IEHUI Ha UHTepdEelcax (CM. HUXKE).

-/BbIK/IOYEHO

MaKcrMManbHbIi MPOMENKYTOK BPEMEHWN Mexay oTnpaBKkamu SNMP-
yBegomneHui. Ecnv 3HaueHne nHTepBana BpemeHun pasHo 0, To reHepauma
YBEAOM/IEHUI N COXPaHEHWE COBbITUI B UCTOPULD DyAeT ocyLLecTBAATLCA
value: Hemen/IEHHO N0 Mepe BO3HUKHOBEHMS COBbITUIA 06 N3SMEHEHUM COCTOAHUSA
(0..4294967295)/1 Tabanusl MAC-agpecos. Ecnm 3HaueHMe MHTepBana BpemeHu bonblue 0, To
yCTpOiCTBO ByAeT HakaniMBaTb cObbITUA 06 U3MEHEHUU COCTOAHUA
Tabanubl MAC-agpecoB B TeHEHME 3TOTO BPEMEHM, A 3aTeM OTNPABAATb
yBegomneHusa npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.

mac address-table
notification change
interval value

KomaHpaa 3agaeT MakcMmaibHOe KONMYecTBo cobbITUN 06 M3MEHEHUN

mac address-table cocTosAHuA Tabaunubl MAC agpecos, KOTOpoe coxpaHaeTcsa B UcTopun. Ecam
notification change value: (0..500)/1 YCTaHOBJIEH pPa3mep UCTOpMM paBHbIi 0, TO cObbITUA He coxpaHsatoTca. Mpu
history value nepenosiHeHun bydpepa MCTopMM HOBOE COBbITUE MOMELLLAETCA HAa MECTO

Camoro ctaporo.

KomaHga npefHasHavyeHa A1A BKAKOYEHUA AN OTKIIOYEHUA OTNPaBKY
SNMP-yBegomneHuii 06 usmeHeHUM cocToAaHus Tabamubl MAC-agpecos.
[na oTkNoueHUA ucnonb3yeTca oTpuuaTenbHas Gopma KOMaHabl.
-/BbIK/IlOYEHO Ecnv oTnpasKa yBeAOMAEHWUI BKNOYEHA, TO YCTPOMCTBO byaeT
MHbOPMMPOBATL O COOLITUAX COODbLLEHUAMMU NpoToKoa SNMP 1 coxpaHATb

[no] snmp-server
enable traps
mac-notification

change cooTeeTcTBylowMe cobbiTvA B uctopuun. Ecam otnpaska SNMP-yBegomneHui

BbIK/IOYEHA, TO YCTPOWUCTBO BYAET TONLKO COXPaHATb COBbLITUA B UCTOPUN.
[no] snmp-server BK/IIOUMTb/BbIK/IHOYUTL OTNPABKY Tpanos o ¢paannuHre MAC-agpecos
enable traps mac- -/BKAOYEHO (eltMnFlappingNotification).

notification flapping

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnumua 5.231 - KomaHabl pexkmma KoHpurypmposaHusa nHtepdeinca Ethernet

KomaHda 3HayeHue/3HayeHue o Aeiicmeue
YMOAYAHUIO

Bk/itoyeHWe reHepaLun yBeAOMAEHWUI Ha KaXaoM
nHTepderice o cobbITUAX U3MEHEHMA cocTosHMA MAC-
-/BbIKNOYEHO appecos. OTAeNbHO MOXKHO PaspeLlnTb reHepauuto
yBeAoOM/IeHUIA TONbKO 06 M3yveHmun MAC agpecos nMbo
TO/IbKO 06 UX yaaneHun.

snmp trap mac-notification
change [added | removed]

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:
console#

Tabnnua 5.232 — KomaHgb! pexuma privileged EXEC

KomaHda 3HaueHue Aeiicmeue

OTobparkeHne Bcex yBeAOMIEHUA 06 USMEHEHMU COCTOAHUSA
show mac address-table
MAC-agpecoB, COXpaHEHHbIX B UCTOPUK. BO3mOXKHa

tificati h hist - .
n.o eatlon change history dunbTpauma cobbiTuii No Nnoptam, rpynnam noptos (LAG) n
[interfaces] VLAN

OTobparkeHue CTaTUCTUKM cepBuca: 0bLLee KONNYecTBo
cobbITuit 06 nsyyeHnn MAC-agpecos, obLiee KOANYECTBO
cobbITnit 06 yaaneHun MAC-agpecos, obLuee KONMYecTso
oTnpasneHHbIx SNMP-coobLeHuni.

show mac address-table
notification change -
statistics

[Mpumepbl UCM016308AHUS KOMAHO

= [lpuMep NOKasblBaeT. Kak HacTpouTb nepegady coobueHuini SNMP MAC Notification Ha
cepBep c agpecom 172.16.1.5. lNpun HacTponke 3apaeTca obuiee paspeweHne paboTobl
cepBuca, HacTpavMBaeTCad MWHWMAJbHbBIA WHTEPBAs OTMNPABKM COOOWEHUI, 3adaeTca
pasmep UCTOpPUM COBLITUIN U HACTPAMBAETCA CEPBUC Ha 3a4aHHOM MOPTY.

Console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
console (config) #fmac address-table notification change

console (config) #mac address-table notification change interval 60
console (config) #fmac address-table notification change history 100
console (config) #interface gigabitethernet 0/7

console (config-if) #snmp trap mac-notification change

console (config-if) #exit

console (config) #

5.28 ®dyHkuum DHCP Relay nocpegHuka

3apauyeli DHCP Relay areHTa aBnseTtcsa nepegadya DHCP-nakeToB OT KAMEHTa K cepeepy M 0bpaTHo, B
cnyyae ecan DHCP-cepsep Haxoamutca B OOHOM CETU, a KAMEHT B gpyroi. [pyron ¢dyHKumen asnsertca
nobasneHne fononaHUTeNbHbIX onumii B DHCP-3anpockl KaneHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:

KOMMYTaTOp NpuHMMaeT oT kaneHTa DHCP-3anpocbl, nepegaer 3T 3anpocbl cepBepy OT MMEHMU
KAneHTa (oCTaBnsAa B 3anpoce onuuu c TpebyembiMM KAMEHTOM NapameTpamu U, B 3aBUCMMOCTU OT
KOHUrypaumm, gobasnsas ceoun onumm). NMoayuns oTBET OT cepBepa, KOMMYTATOP NepesaeT ero KMeHTy.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIrypupoBaHua:

console (config) #

Tabnnuya 5.233 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HavyeHue/3HavyeHue no Aelicmeue
YMOAYAHUIO
ip dhcp relay enable BkntoueHune ¢pyHKumin DHCP Relay areHTa Ha KommyTaTope.
-/BbIKNIOYEH

no ip dhcp relay enable

BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

MosKeT 6bITb 3a4aH0 [0 8-
MM cepsepos

3apaért IP-apgpec pgocrynHoro DHCP-cepsepa ans DHCP Relay
areHTa.

Ypanset IP-agpec n3 cnnucka DHCP-cepsepos aas DHCP Relay
areHTa.

ip dhcp relay broadcast
enable

no ip dhcp relay broadcast
enable

-/BbIKNOYEHO

BK/IOYAET pexmnm WNPOKoBeLLaTeIbHOM PacChbiKW OTBETOB
DHCP-cepsepa.

YcTaHaBAMBAET PeXMM MO YMOJTYAHUIO

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay
information policy

-/keep

OnpegenseT pexxum obpabotkn DHCP-nakeTos ¢ onuueit 82:
- keep — nponycKkaeT nakeTbl 6e3 U3MeHeHUN;

- replace — 3ameLLaeT cogepkmmoe onuun 82;

- drop — oTbpacbiBaeT NakeTbl c onuuen 82.

YcTaHaBAMBAET PEXMM MO YMOJTYAHMIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay
information option
format-type option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpolika dopmarta DHCP onuuu 82.
dopmar:
- Sp — HOMep cNoTa U NopTa;
- sv—Homep cnota u VLAN;
- pv — Homep nopta u VLAN;
- SpV — HOMep cnoTa, nopta un VLAN;
- bin — 6uHapHbIi dopmat: VLAN, cnoT, nopt;
- user-defined — popmat onpegensetca nonb3osatenem. Mpu
onpeaeneHnn NCnonb3yoTca cieaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE MMA nopTa, Hanpumep gil/0/1;
%P: oMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN  nopta (3HayeHue nona ifTable:ifType B
LWecTHaALaTePUYHOM BUAE);
%m: maK-agpec nopta B popmaTte H-H-H-H-H-H-H;
%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;
%S: Homep CNoTa;
%n: Homep NopTa (Kak Ha IMLEeBO NaHenu);
%i: ifindex nopTa;
%v: ngeHtnédurkatop VLAN.

YcTaHOBKa 3HaYeHUA Mo YMONYaHUIO

ip dhcp relay information
option suboption-type
{tr101 | custom}

no ip dhcp relay
information option
suboption-type

-/tr101

HacTpolika ¢opmata onumm 82.

- tr101 — ycTaHaBnMBaeT popmat onumm 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHaaumax TR-101 (cm.
Tabnuuy 5.217);

- custom — yctaHaBAMBaeT popmat onummn 82 B COOTBETCTBUM
¢ dopmatom, npuseseHHom B Tabaunue 5.218.

BOSBpaLLI,BET 3Ha4YeHune No ymony4aHuio
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KOHPUrypuposaHua nHtepoeica VLAN:

console#configure
console (config) #interface vlan {vlan id}
console (config-if) #

Tabnnua 5.234 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOMYdAHUO
ip dhcp relay enable BkntoueHune ¢pyHKumin DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeice.
- -/BbIK/IIOYEHO -
no ip dhcp relay enable BbikntoueHune ¢pyHkunin DHCP Relay areHTa Ha HacTpaMBaemom
MHTepodeice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 5.235 — KomaHgb! pexkuma KoHpuUrypuposaHua nHtepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHda Aelicmeue
YMOAYAHUIO
ip dhcp relay information Onpegenset pexxum obpabotkn DHCP-nakeTos ¢ onumeit 82.
policy {keep | replace | - keep — nponyckaeT nakeTbl 6e3 U3MmeHeHUi;
drop | global} /global - replace — 3amelLaeT cogepkmmoe onuun 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onuunen 82.
3HayeHuWe Ha nopTax umeet bonee BbICOKUIA NPUOPUTET, HeM
rnobanbHasa HacTpoWKa.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 5.236 — KomaHgb! pexkuma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTobparkaeT KOHPUTYpaLMIo HacTpoeHHoM PpyHKLMM DHCP Relay areHTa ansa KommyTaTopa u
OTAENbHO ANA MHTePdENCoB, a TaKKe CMUCOK AOCTYMHbIX CEPBEPOB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb cocToaHue ¢yHKumm DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay 1is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.29 dyHKuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP gns npoTtokona IPv4 KOMMYTaToOp MOXKET BbINOAHATbL GYHKUMM nocpenHuKa (relay
agent) ana DHCPv6. [laHHbIN PyHKUMOHAN peannsosaH B Buae Lightweight DHCPv6 Relay Agent cornacHo

RFC6221.

B pamKax BbINONHEHMA PYHKUMM NOCPEeAHNUKA KOMMYTATOP BCTaBAAET B KAneHTckue DHCPv6-nakeTbl
onuun 18 n 37. ina sratoveHna GYHKUUKM TpebyeTcs BbINONHUTL Ceaytowme npeasapuTenbHble WarK no

HacTpolKe:

e Bkatountb dyHKuMoHan DHCP snooping (ans IPv4) — rnobanbHo u Ha uenesom VLAN;

e  Bknouutb PpyHKUMOHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIx» UHTepdeicax KommyTaTopa («trusted» no TepmuHonornn RFC3046) BbINOAHUTL
DHCPv4-HacTpoliky «ip dhcp snooping trusty;

e Ha «goBepeHHbIX» MHTepdercax KOMMYTATOPa BbINOJAHUTL HACTPOMKY «ipvé dhcp guard

trusted-port»

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypupoBaHus:

console (config) #

Tabnuua 5.237 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ipvé dhcp-ldra enable

no ipv6 dhcp-ldra enable

BkatoyaeT dpyHKumio Lightweight DHCPv6 Relay Agent (LDRA).

-/BbIK/OYEHO

OTkAtoyaeT dyHKUmio LDRA.

ipv6 dhcp-ldra information
option format-type remote-id
word

no ipv6 dhcp-ldra information
option format-type remote-id

word: (1..63) cumsonos

3agaeT naeHtTuduKatop remote-id (onyusa 37)

YpanaeT ugeHtndumkatop remote-id.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 5.238— KomaHabl pexkruma KoHourypuposaHusa uHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ipv6 dhcp-ldra
information option
format-type interface-id
word

no ipv6 dhcp-ldra
information option
format-type interface-id

word: (1..63) cumBosioB

3apaeT naeHTMounKaTop nopta (onuma 18)

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipv6 dhcp-ldra
information option
format-type remote-id
word

word: (1..63) cumsosios

3apaeT naeHTuoukaTop remote-id (onuma 37)
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no ipv6 dhcp-Idra BoccTaHaBnMBaeT 3HaYeHME N0 YMOYAHUIO.
information option

format-type remote-id

5.30 KoHourypuposaHue PPPOE Intermediate Agent

®yHKuusa PPPoOE |IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 410 UCNOb30BaHNA Ha KOMMYTATopax, paboTatoLwmx Ha ypoBHe AoCTyna.

®PyHKUMA nosBonAeT AononHATb nakeTbl PPPOE Discovery uHdopmauumen, xapaktepusytowen
UHTepdelic foctyna. 3To HeObX0AMMO ANA NAEHTUPUKALMM NOIb30BATENLCKOIO MHTEPdEiica Ha cepBepe
pocrtyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom n o6paboTtkoit naketos PPPoE
Active Discovery ocyuiectaseTca rnobanbHO Aas8 BCEro YCTPOMCTBA M BbIGOPOYHO [ANA KaAXKAOro
nHTepoelica.

Peanuzaumsa ¢yHKuumM PPPoE |A npepoctaBniaeT [AOMNO/HUTE/IbHbIE BO3MOXHOCTUM KOHTPO/SA
CO0BOUEeHNI NPOTOKOMA NyTEM Ha3HaYeHUA AOBEPEHHbIX MHTEPdENCOoB.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU perKnma rnobanbHOro KOHPUrypnpoBaHus:
console (config) #

Tabnuua 5.239 — KomaHabl pexxknma rnobanbHOro KoHGUrypmupoBaHua

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

-/BbIK/IIOYEHO

PaspelueHune/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: (1..32)
CUMBONOB/MAEHTUDMKATOP
YCTPOWCTBA He Ha3HayeH

YcTaHOBKa CTPOKU MAEHTUPUKALMM YCTPOMCTBA AOCTyNa.
OTpuuatenbHaa ¢opma KomaHAabl (no) BoccTaHaBanBaeT
HaACTPOWMKM NO YMONYAHUIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: (1..128)
CMMBO/I0B/Ha3Ha4YeHo
coobuieHne «PPPoE
Discover packet is too large
to process.»

YcTaHOBKa TeKcTa coobuieHmsa 06 ownbKe npeBbileHMa pasmepa
naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO unn PADS
naketax. OTpuuatenbHas Gopma KOMaHbl BOCCTaHaBAUBAET
3HayeHue napameTpa No yMOaYaHMIO.

MpumeuaHune: ecim cooblueHne coaepKUT CMMBOIbI Npobena,
ero HeO6XOﬂ,VIMO 3aK/TIOYUTb B KaBbIYKW.

[no] pppoe intermediate-
agent format-type option
{splsv|pvlspvl
user-defined} delimeter

[.:#/]

-/ycTaHoBNeH popmaT B
cooTseTcTBum ¢ TR-101:
slot / port : vlan;

HacTpoiika Habopa napameTpoB 1 pasgenntens Mexay HUMM,
KOTOpble UCNONb3YOTCA AnA GOPMUPOBaHMA NOZONUMK Circuit -id.
B KOMaHAe 1cnonb3ytoTea cnesytowme ycaoBHble 0603HaYeHUs:
- sp —slot + port
- sv—slot +vlan
- pv—port + vlan
- spv —slot + port + vlan
- user-defined — dopmat onpegensetca nonb3osatenem. Mpwu
onpefeneHnn NCnob3ytoTca caeaytolime WwabnoHbl:
%h: hostname;
%p: KOPOTKOEe UMA NopTa, Hanpumep gil/0/1;
%P: pAvHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nonsa ifTable::ifType B
LecTHaALATePMUHOM BUAE);
%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%Uu: HOMep IOHUTA;
%S: HOMep CNoTa;
%n: Homep NopTa (Kak Ha MLeBol NaHenu);
%i: ifindex nopTa;
%v: ngentnoukatop VLAN;
%c: MAC-agpec abOHEHTCKOro YCTPOMCTBa;
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%al[vlan_id]: IP-appec untepdeiica VLAN. Ecam vlan_id He
YKasaH, To noacrasnnetca IP-agpec uHTepdeiica default vian.
Ecnu IP-agpec He HaigeH, noacTasnsetca agpec 0.0.0.0.

KomaHObI pexcuma KoHgu2ypuposaHus uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHduUrypmposaHua nHtepoelica:

console (config-if) #

Tabnuua 5.240 — KomaHapl pexkmma KoHpurypmposaHusa nHtepdeinca Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

[no] pppoe intermediate-
agent

PaspeweHune/3anpet pabotbl PPPOE Intermediate Agent Ha
MHTepodeiice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: (1..63) cumBonos

HasHauyeHue ngeHtudmKatopa circuit-id, sobasnsemoro
KommyTaTopom. MaeHTuduKaTop, 3afaHHbIV B KOMaHAe,
NOJIHOCTBIO NepeonpeaensaeT MAEHTUPUKATOP, BbIUMCASEMBIN
Ha ocHoBe rnobanbHbIX NapameTpos access-node-id u
option/delimeter. OtpuuatensHaa bopma KomaHAabl
BOCCTAHaB/IMBAET HAaCTPOMKY HAa OCHOBE rN1obanbHbIX
napameTtpos access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: (1..63) cumsonos/
B Kauectse remote-id
ncnonb3yetca MAC-agpec
KOMMmyTaTopa

HasHaueHue naeHTUdmKaTopa remote-id, Lobasnsemoro
KOMMyTaTopom. MaeHTudUKaTop AONKEH bbiTh
CKOHPUIypupoBaH Ha BCcex MHTepdelicax KommyTaTopa, rae
paboTaeT PPPoE IA. OTpuuatenbHaa ¢opma KOMaHgbl
BOCCTAHaB/IMBAET HACTPOMKY MO YMOYAHUIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3afaHue BpeMeHM KU3HU KAneHTCKo ceccuu. Mpu BBoge
napameTtpa timeout paBHbIM HY/O, TalilMayT HOBbIX ceccui
byneT paBeH 6ECKOHEYHOCTH.

OTpuuaTensbHas Gopma KOMaHAbl BOCCTaHABAMBAET HAaCTPOMKY
N0 YMONYaHMIO.

[no] pppoe intermediate-
agent trust

-/vHTepdeiic He aBnseTca
[OBEPEHHbIM.

YnpasneHune pexxumom fosepua K uHtepoeiicy. KomaHaa
£ob6aBnaeT unu yaanaet uHTepdeinc ns cnucka LOBEepPEHHbIX.
UHTepdeiichl, K KoTopbiMm nogKntoueHol PPPoE cepsepbl,
HacTpamBatoTCA KaKk gosBepeHHble. MHTepdechl, K KOTOpbIM
NOAK/NYEHbl N0N1Ib30BaTENN, HACTPAUBAOTCA KakK
HepoBsepeHHble. OTpuuaTenbHaa Gopma KOMaHAbl
BOCCTaHaB/IMBAET 3HAYEHMWE MO YMONHAHUIO.

[no] pppoe intermediate-
agent vendor-tag strip

-/peXrm yaaneHun
BbIK/TIOYEH.

PaspeweHue nauv 3anpet yaaneHusa vendor-speciifc onunn 13
naketos PADO, PADS, PADT nepef, 0TNpaBKOM UX B CTOPOHY
nonb3osaTens. PyHKUMA yaaneHUa MoXKeT bbiTb
MCMNONb30BaHa TONbKO Ha UHTepdelice, Ha KOTOPOM
pa3peleHa pabota PPPoE |A 1 KoTopblit AaBnseTcs
[oBepeHHbIM UHTepdericom. ObbIYHO GYyHKLMA yaaneHus
HacTpauBaeTca Ha HTepdeiice, 0bpaLLEeHHOM B CTOPOHY
PPPoE cepsepa.

OTpuuaTtenbHas popma KOMaHAbI BbIK/OYAET pexum
yhaneHus.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 5.241 — KomaHgb! pexkmma EXEC

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
show pppoe gi_port: (1..3/0/1..28); OtobpakeHne Hactpoek PPPOE Intermediate Agent. Ecan B
intermediate-agent info fa_port: (1..3/0/1..24); KOMaHAe ABHO He 3agaH WHTepdehc, TO KomaHaa
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[interface {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

po: (1...8)

BbIMOIHAETCA A4NA BCex UHTepdelicos, rae paspeweHa paboTa
PPPOE IA 1 Bcex noBepeHHbIX MOPTOB.

show pppoe
intermediate-agent
statistics [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTobparkeHue cTaTUCTMKK paboTbl PPPOE Intermediate Agent.
Ecnn B KOMaHZe He 3aflaH fIBHO WHTepdelc, ToO KoMaHAaa
BbINO/IHAETCA 1A BCeX MHTepdencos ¢ paspelleHHbim PPPoE
1A n BCex fOBEPEHHbIX MOPTOB.

clear pppoe
intermediate-agent
statistics [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OuncTKa cTaTUCTUKKM paboTbl PPPOE Intermediate Agent. Ecamn
B KOMaHAe He 33faH ABHO WHTepdelic, TO KOMaHAa
BbINOJ/IHAETCA 1A BCeX MHTepdeicoB ¢ paspeleHHbim PPPoE
IA 1 Bcex goBepeHHbIX NOPTOB).

show pppoe
intermediate-agent
sessions [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTOob6parkeHne BCex 3aperncTpMpoBaHHbIX KAUEHTCKUX CECCUN.
Ecnv B KOMaH4e He 3aaH ABHO MHTepdeiic, To oTobpakatoTca
BCE CEeCCMM C COPTUPOBKOW No UHTepdeicam.

clear pppoe
intermediate-agent
sessions [mac_address]

mac_address:(H.H.H nau
H:H:H:H:H:H nan H-H-H-H-
H-H)

YpaneHue KaveHTCcKoW ceccun. Ecav mac_address He 3apaH,
YAANATCA BCE CECCUM.

5.31 KoHdurypuposaHue DHCP-cepBepa

DHCP-cepsep

ocyuwiecrenaeTr

LUEeHTpPa1n3oBaHHOE

ynpasieHune ceteBbiMmun agpecamu

n

COOTBETCTBYHOLWMMWU KOHPUIYPaLMOHHBIMKM NapaMeTpamu, aBTOMATUYECKM NPeaoCTaBAfA UX KAMEHTaM.
370 nosBonAeT nsbekaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONNYECTBO OLIMNBOK.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.242 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIK/OYEHa

BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne PpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBosioB

Bxof, B pexxnm KOHOUTYpMpPOBaHMA CTaTUYECKUX afpecoB
DHCP-cepsepa.

Yaanset koHourypaumto DHCP-KkiMeHTa ¢ 3a43aHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

name: (1..32) cumBonos

Bxog, B perxum KoHPurypuposaHua DHCP-nyna agpecos
DHCP-cepsepa.
-name —vma DHCP-nyna agpecos.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHeM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-
address low_address
[high_address]

YKasbiBaeT IP-agpeca, koTopble DHCP-cepBep He byaeT
Ha3sHa4vaTb aAna DHCP-knneHTOB.

- low_address — HayanbHbIl IP-agpec AnanasoHa;

- high_address — KoHeuyHbIN IP-agpec guanasoHa.

Yaanexue IP-appeca u3 cnnucka UCKAOYEHUM ANA Ha3HAYeHUA
ero DHCP-knneHTam.

ip dhcp ping enable

-/BbIKNIOYEHA

Bkntountb nepenayvy ICMP-3anpocoB Ha HasHavaembll agpec
ANA NpoBepKu, 4To IP-agpec aBnaeTca cBOH6OAHLIM, Npexae
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yem OH byaeT HazHayeH DHCP-kaueHTy.

no ip dhcp ping enable YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
ip dhcp ping count number Onpegenset Konnyectso otnpasasembix ICMP-3anpocos.
- - number: (1..10)/2

no ip dhcp ping count YCTaHOBWTb 3HaY€HMeE N0 YMOYAHUIO.

ip dhcp ping timeout time OnpegenseT TaimayT, B TeueHue koToporo DHCP-cepsep
OXWUAaeT OTBET C ajpeca, Ha KoTopbii oTnpasneH ICMP-

time: (300 .. 1000)/500 mc A AP P P

3anpoc.

no ip dhcp ping timeout YCTaHOBUTb 3HAY€HME N0 YMOJIHaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHOHOW CTPOKM B peXMme KOHPUIypuMpoBaHMA cTaTMyeckux agpecos DHCP-
cepsepa:

console#configure
console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabanuya 5.243 — KomaHab! pexmuma KoOHPUrypmposaHuma

KomaHoa 3HavyeHue Aelicmeue

address ip_address PyuHoe pesepsuposaHue IP-agpecos ana DHCP-knveHTa.

{mask | prefix_length} - ip_address —IP-apgpec, KOTopblii byeT conocTaBeH ¢

{client-identifier id| dU3MYECKMM afpEeCcOM K/IUEHTa;

hardware-address - - mask/ prefix_length — macka nogcetn/ annHa npedukca;

mac_address} - id — dpu3nyecknin agpec (MaeHTUPUKaATOP) CETEBOM KapThbl;
- mac_address — MAC-agpec.

no address Ypanaet 3ape3epsBupoBaHHble IP-agpeca.

client-name name Onpegpenset uma DHCP-knneHTa.

- name: (1..32) cumBonos
no client-name Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nysna DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume KoHpurypuposaHua nyna DHCP-cepsepa:

consolet#configure
console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnunua 5.244 — KomaHabl pexkuma KOHPUrypruposaHums

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOYAHUIO
address {network_number YcTaHaBAVMBAET HOMEP NOACETU M MAcKy NOACETU ANA nyna
| low low_address appecos DHCP-cepBepa.
high high_address} - network_number — |P-agpec Homepa noaceTy;
{mask | prefix_length} - - low_address — HayanbHbIl IP-agpec AManasoHa agpecos;

- high_address — KoHeuyHbIN IP-agpec gMana3oHa agpecos.
- mask/ prefix_length — macka noaceTn/ anvHa npeduKca.

no address Yaansaet koHourypaumto DHCP-nyna agpecos.
lease {days [{hours} Bpemsa apeHapb! IP-agpeca, KOTopbiit HazHayeH oT DHCP.
[minutes]] | infinite} - infinite — Bpema apeHAbl He orpaHUYeHo;

- days — Konn4yecTBo gHel;

/1 Aere - hours - KOAMYeCTBO YacoB;

- minutes — KONIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
ping enable BkntounTb nepeaady ICMP-3anpocos ana nposepku, 4to IP-

afpec ABnseTca cBO6OAHbIM, NpeKae Yem oH ByaeT HasHayeH

-/BbIKNOYEHO DHCP-kAMeHTy.

no ping enable YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-

cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnnua 5.245 — KomaHab! pexmuma KOHPUrypmuposaHumsa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

default-router ip_address_list

no default-router

-/cnucok
MapLLpPyTU3aTOPOB He
onpegaeneH

OnpegfenseT CNMCOK MapLIPyTU3aTOPOB MO YMONYAHUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLupyTU3aTopos,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesnom.
IP-agpec maplupyTM3aTopa A0/KeH 6bITb B TOM Ke
H NOACETU, YTO U K/INEHT.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

dns-server ip_address_list

no dns-server

-/cnucok DNS-cepsepos
He onpeaeneH

Onpepgenset cnucok DNS-cepsepoB, AOCTYNHbIX ANA KANEHTOB
DHCP:

- ip_address_list —cnucok IP-agpecos DNS-cepBepoB, MoeT
coAeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

domain-name domain

no domain-name

domain: (1..32)
CUMBOJI0B

Onpegensaet gomeHHoe nma ana DHCP-knneHTOoB.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

-/cnucok WINS-
cepBepoB He onpegesieH

Onpepgenaet cnucok WINS-cepBepoB, AOCTYNHbIX ANA
KnueHtos DHCP:

- ip_address_list —cnucok IP-agpecos WINS-cepsepoBs, MOXKeT
cozeprKatb A0 8 3anucen, pasgeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

netbios-node-type
{b-node | p-node | m-node |
h-node}

no netbios-node-type

-/mvn y3na NetBIOS He
onpeaeneH

Onpegenset Tmun y3na NetBIOS Microsoft gna knmeHtos DHCP:
- b-node — wupokoBelLaTenbHbIi;

- p-node — TOUKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rmbpuaHbIn.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AOXKEH BbITh
nosly4yeH 3arpy3oyHbiii pain.

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

next-server-name name

no next-server-name

name: (1..64) cumsosios

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy nmaA cepsepa, €
KOTOPOro A0/1KeH ObITb NOMyYeH 3arpy304HbIi dain.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJIOB

YKasbiBaeT uMa ¢paiina, MCNoNb3yemoro AnA Ha4yanbHOM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

time-server ip_address_list

-/cnucoK cepeepos He

OnpegaenseT CNMCOK CepBepoB BpemMeHU, AOCTYMHbIX AN1A
KknueHTtos DHCP:
- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHMU,

ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CMMBO/I0B;
desc: (1..160)
CUMBO/IOB;

ONPEAENEH MOMET coflepiKaThb A0 8 3anuceli, pasaesieHHbIXx npobenom.
no time-server YCTaHaBAMBAET 3HaYeHWeE N0 YMOAYAHMIO.
option code {boolean Hactpausaet onumu DHCP-cepsepa.
bool_val | integer int_val | code: (0..255); - code — ko, onuun DHCP-cepsepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — Leno0e NONOXUTENBHOE YNCNO;

- ascii_string — cTpoka B popmarte ASCII;

- hex_string — cTpOKa B WeCTHagLuaTMpMyHom popmare;
- ip_address_list — cnucok IP-agpecos;

Ypanaet onumn gna DHCP-cepBepa.
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tftp-server ip_address_list HacTpoiika onumn 150 — agpeca TFTP-cepsepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
-/CNUCOK cepBepoB He coaep:KaTtb 40 8 3anuceit, pasgeneHHbIx npobenom.

onpeaeneH

no tftp-server ip_address_list Yaanset HacTpoliky onuum 150:
- ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MOXKeT

cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX Npobesom.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 5.246 — KomaHapl pexkmma Privileged EXEC

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda Aeiicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHve 3anuceit us Tabanubl COOTBETCTBUA GPUUYECKUX
a4pecoB M afpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbI DHCP-cepBepom;

* - ypanuTb BCE 3anucu.

show ip dhcp - MpocmoTp KoHoUrypaummn DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, kKotopble DHCP-cepsep He byaeT
Ha3Ha4yaTb ansa DHCP-knneHTOB.

show ip dhcp pool host MpocmoTp KoHoUrypaummn ana ctatuyeckux agpecos DHCP-

[in_address | name]

name: (1..32) cumBonos

cepsepa:
- ip_address — IP-agpec KnueHTa;
- name — uma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHdUrypaummn DHCP-nyna agpecos DHCP-cepsepa:
- name —vuma DHCP-nyna appecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-agpecos, KOTOpblE CONOCTaBAEHbI C GPUINYECKMMU
afipecamu KAMEHTOB, a TaKXKe Bpems apeHsbl, cnocob
Ha3HayeHusa n coctoAaHue IP-agpecos.

show ip dhcp server

MpocmoTp cTtatnctukn DHCP-cepsepa.

statistics

[pumepbl 8b1M0MHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knneHTOB: uma gomeHa - test.ru,
LWAKO3 N0 YMONYaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

consolef#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) ##domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

5.32 KoHdurypuposaHue ACL (cnuckn KOHTpona aocTtyna)

ACL (Access Control List — cnMcok KoHTposa aocTyna) — Tabnuua, KoTopaa onpeaensdeT npasuna
dunbTpaumm exoaailero Tpaduka Ha OCHOBaHMM nepesaBaeMbix B MakeTax npoTtokonos, TCP/UDP nopTos,
IP-agpecos nnn MAC-agpecos.

Ons peanusauum ¢yHKumMmM ACL KOMMYyTaToOp MCMNonb3yeT cucTemHble pecypcbl TCAM (Ternary
Content Addressable Memory). 3ToT pecypc UCNob3yeTca ANA peanmsauum u apyrux GyHKLMIA YCTPOMCTBa,
Hanpumep, o¢yHKUMKM Selective Q-in-Q. Mockonbky pecypc TCAM sABnAeTcA oOrpaHMYeHHbIM, ANA
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ONTUMM3ALUM €ro UCNO/SIb30BAHMA B PA3/IMYHLIX YCNOBUAX MPeayCMOTPEHO ABa pPerKMma. ITU pexumbl
Ha3BaHbl ACL-only 1 ACL & SQinQ.

B pexxnume ACL-only Becb pecypc TCAM oTgaeTca Ana ncnosb3osBaHus cepsncom ACL. 3To nossonser
No/sIb30BaTENI0 YCTPOMCTBA CO34aTb MaKCMMa/IbHOE KOIMYECTBO MPaBMA AR CMUCKOB KOHTPOAA AOCTyna.
Kpome TOro, B 3TOM pexMme BO3MOXKHA rpynnMpPOBKA WMAEHTUYHbIX NPABUA, €CIU OHU MPUMEHAIOTCA ANA
BCEX MOPTOB KOMMYTATOPA - 3TO AdeT BO3MOXKHOCTb CYL,EeCTBEHHO COKOHOMMUTL pecypcbl TCAM.

Ons ynpasnenusa npasunamm ACL B pexkume ACL-only mcnonb3yeTcAa AONONAHUTENbHbIM MapameTp
npodunb (profile). Ana Kaxkgoro noprta goctynHo 3 npoduns — 0, 1 1 2, K KOTOPbIM MOXHO MPMBA3bLIBATb
cnuckn pgoctyna. Mpu aHanmse TpaduK nNocnefoBaTeslbHO MPOBEPAETCA Ha COOTBETCTBME MpaBuamM
CMUCKOB KOHTPO/A JO0CTyMa B nopsgke, onpegensembliM Homepom npoduna. CHavyana npoBepsatoTcs
npasuna npoduna 0, 3atem npodwuna 1 n B nociesHwoW ovepesb — npoduna 2.

Ons Toro, utobbl caKoHOMWUTb pecypcbl TCAM obuwume ans Bcex MNopToB npasBuaa Tpebyetca
rpynnMpoBaTb B O4HOM U3 NpoduUnen.

OrpaHunyeHune pexuma ACL-only cocTouT B HEBO3MOXKHOCTM UCMOJb30BaTb GyHKLUMK Selctive Q-in-Q u
MAC-based VLAN.

Pexxum ACL & SQinQ npegycmatpmBaeT OAHOBPEMEHHOE WCNONb30BaHMe pecypca TCAM
HecKobKMMK cepucamun. PacnpeaeneHne TCAM mexay cepsmMcamu NPpoMCXoaMT aBTOMATUYECKM.

OueHuTb ncnonbsosaHne TCAM MOXKHO C MOMOLLLbIO KOMaHAbI «show system resources tcam».

V ] ACL-cnucku Ha 6a3e IPv6, IPv4 n MAC-agpecoB He A0NXHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6 n IPv4-cnnucku moryT pabotaTb BmecTe Ha ogHom pusndeckom uHtepdeiice. Cnucok
ACL Ha 6a3e MAC-agpecaummn He MOXKeT COBMeLLaTbcA co cnuckamu gna IPv4 uam IPv6. ABa
CMUCKA 0AMHAKOBOro TUNA He MOryT paboTaTb BMmecTe Ha MHTepdeiice.

KomaHapl ana co3gaHus M pefakTupoBaHMA cnvckoB ACL gocTynHbl B pexume raobanbHoro
KOHOUrypupoBaHus.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

KomaHAHas CTpoKa B pexkume rnobanbHOro KOHGUryprpoBaHUA MMeeT BUA;:

console (config) #

Tabnuua 5.247 — KomaHap! ana co3gaHna n KoHOUrypmpoBaHua cnmckos ACL

KomaHda 3HaueHue Aelicmeue
ip access-list extended Co3pgaHune HoBoro paclumpeHHoro cnucka ACL ana agpecaumm
access_list IPv4 1 BXOA B peXnm ero KoHGuUrypnpoBaHus (ecam cnmcok ¢

OaHHbIM UMEHEM elle He Co34aH) B0 BXOA B pPeXKmMm
KOHOUIypMpoBaHUA paHee CO34aHHOr0 CrMCKa.

no ip access-list extended YaaneHue cnucka ACL ana agpecaunm IPv4.

access_list

ipv6 access-list Co3paHune HOBOro pacwmnpeHHoro cnucka ACL gns agpecaumm

access_list IPV6 1 BXOZ, B pEXXUM €ro KOHGUTYpUpoBaHUSA (€CIM CMIUCOK C
access_list: (1..32) [JaHHbIM UMEHEM eLlle He co3aH) 60 BXOZ B peXMUM

cMmBONa KOHOUryprpoBaHUA paHee CO34aHHOrNO CNuMCKa.

no ipv6 access-list Ypanenne cnucka ACL ana agpecaunm IPv6.

access_list

mac access-list extended Co3pgaHue HoBoro crvcka ACL Ha 6ase MAC-agpecalumm 1 BXog,

access_list B PEKMM €ero KOHPUrypUpoBaHUA (€CIM CNUCOK C JaHHbIM

MMEHEeM elLlle He Co3JaH) b0 BXOA B PEXMUM
KOHOWIypUpoBaHWA paHee CO34aHHOIO CNMCKa.

no mac access-list YpaneHnue cnucka ACL Ha 6aze MAC-agpecaunm.
extended access_list
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time-range range_name

no time-range
range_name

range_name: (1..32)
cumBona

Bxog, B peskMm KOHOUrypupoBaHua time-range v
onpegenieHne BpeMeHHbIX MHTEPBasIOB 4/ CIUCKa A0CTyna.
- range_name - umsa Npoduna HacTpoek time-range.

YpaneHue 3agaHHoON KoHdUrypauum time-range.

Onsa TOro 4tobbl akTMBM3MpoOBaATb cnmcok ACL,
NHTepdelicom, NCNONb3YIOLWMUM CMIUCOK, MOMKET 6biTb b0 uHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHabl pexkxuma KoHourypuposaHua nutepdeica Ethernet, Vlan, rpynnbl nopTos.

HeobxogMMO cBA3aTb €ero c uHTepdelicom.

KomaHaHas cTpoka B perknme KoHoUrypmpoBaHua nHtepdeiica Ethernet, rpynnbi noptos nmeet BuAa;

console (config-if)#

Tabnunua 5.248 — KomaHaa HasHadyeHus cnncka ACL nHTepdeicy.

KomaHda

3HayeHue

Aelicmeue

service-acl input
access_list [profile
profile_id]

no service-acl input
[profile profile_id]

access_list: (1..32)
CUMBONA;
profile_id: (0..2)

B HacTpolikax onpeaenéHHoro ¢pusmnyeckoro nHTepdeiica
KOMaHAa NpuBA3bIBAET YKa3aHHbIM CUCOK K AaHHOMY

nHTepbency.

Y

v

Napamertp profile gocTyneH TonbKo B pexkume

acl-only.

B pexkume acl-only koHdurypuposaHue ACL Ha VLAN

HeAo0CTynHo.

YaaneHue cnucka ¢ nHtepdeliica.

KomaHObi pexcuma Privileged EXEC

KomaHgHasa cTpoKa B pexxume Privileged EXEC umeet Bua;:

console#

Tabnunua 5.249 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHda

3HaveHue

Aelicmeue

show access-lists
[access_list]

show access-lists time-
range-active [access_list]

access_list: (1..32)
cumBona

Moka3sbiBaeT cnmckun ACL, co3gaHHble Ha KOmmyTaTope.

Moka3sbiBaeT cnnckn ACL, co3gaHHble Ha KOMMyTaTope, KoTopble B
HacTosLLee BpemMa ABAAKOTCA aKTUBHbIMU.

show interfaces access-
lists [gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group (1..8)

MokasbliBaeT cnucku ACL HasHayeHHble nHTepdeicam.

clear access-lists counters
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

O6HYNUTb BCe cYeTYMKM cnnckos ACL, iMBO cHETUNKM ANA CMIMCKOB

ACL 3agaHHOro uHTepodeiica.

show interfaces access-
lists counters
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

MoKa3blBaeT CYETUMKU CMNCKOB AocTyna.
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KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;
console#

Tabnuua 5.250 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HayeHue Aelicmeue
show time-range range_name: (1..32) Moka3sbiBaeT KOHGUIypaLMI0 BPEMEHHOTO UHTEPBAA
range_name cMmBona

5.32.1 KoHdurypuposaHue ACL Ha 6a3e IPv4

B OgaHHOM pa3gene NpuBeAeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, MCMNONb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckoB ACL, ocHoBaHHbIX Ha aapecaunn IPv4,

CospgaHune n BXo4 B peXum pefaktnposaHma cnmckoB ACL, oCHOBaHHbIX Ha agpecauun |Pv4,
OCyLLeCTBNAETCA NO KOMaHAe: ip access-list extended access-1ist. Hanpumep, gna cosgaHma

cnucka ACL nog HasBaHuem EltexAL Heob6xoaMMO BbINOHUTBL CAeaytowmne KOMaHabl:

console#

consolef#configure
console (config) #ip access-list extended EltexAL
console (config-ip-al) #

Tabnumua 5.251 — OcHOBHble NapamMeTpbl, UCMONb3yeMble B KOMaHAaXxX

MMapamemp 3HavyeHue Aelicmeue

permit [Oevicteue ‘paspewnTs’ Co3paet paspelatouiee npasuno ¢puabtpaumm B cnmcke ACL.

deny [Oelicteue ‘3anpetuTs’ Coszpaer 3anpelyatoliee npasuno GunbTpaumm B cnucke ACL.

protocol Mone npegHasHaYeHo ANA YKasaHWsA NpoToKona (Mam Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOTo ByAeT ocyLlecTBAAeTcs
dunbTpaymsa. Mpu BbibOpe NPOTOKOA BO3IMOXKHbI Cieaytowme

NooTOKOA BapuaHTbI: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
P ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,

ipinip, pim, 12tp, isis, ipip, 1Mb60 YMcNOBOE 3HAUYEHWe NPOTOKOAA, B
AnanasoHe (0 — 255).
[na cootBeTcTBUA N1OHOMY NPOTOKOY MCNO/Ib3YETCA 3HAYeHUe ip.

source_mac MAC-agpec UCTOYHMKA Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
MUCTOYHMKA

Macka onpegenset 6uTbl MAC-afpeca UCTOYHWKA NAKeTa, KoTopble
HeobxoAMMO UrHOPMPOBaTb. B 3HaUYeHMA UrHOpUpPyemMbix 6UTOB
[OO/KHbI 6bITb 3anMcaHbl eA4nMHMLbI. Hanprmep, UCNob3ya MackKy,
MOXHO onpeaenuTb And npasuna GpuabTpaummn guanasoHa MAC-
aapecos. YTob6bl 406aBUTbL B NpaBuao ¢punbTpaumumn sce MAC-aapec
HaunHatowmecs Ha 00:00:02:AA.xx.xx, He06X04MMO 334aTb 3HaYeHNe
macku 0.0.0.0.FF.FF, To ecTb, cornacHo AiaHHOM macke, nocieaHune 16
6uT MAC-agpeca 6yayT He BaXKHbl 41A aHaNu3a.

destination_mac

MAC-agpec Ha3HayeHuns

Onpegenser MAC-agpec HazHavyeHuA nakeTa.

destination_mac_wildcard

Macka MAC-agpeca
Ha3HaveHuA

butoBasa macka, npumeHaemasa Kk MAC-agpecy HasHauyeHMA nakeTa.
Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X0AMMO
WUrHOpPMpOBaTb. B 3HaUeHWUA UTHOPUPYEMbIX BUTOB A0/XKHbI BbITb
3anucaHbl eanHWLBI. Macka ncnonb3yeTca aHaNorMYHO Macke
source_mac-wildcard.

source_ip

IP-agpec nctoyHunKa

Onpegensert IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MUCTOYHUKA

butoBasa macka, npumeHaemas K IP-agpecy NCTOYHWKa nakeTta. Macka
onpegenset buTbl IP-aapeca, KOTopble HEOHXOAMMO UTHOPMPOBATL. B
3HaYeHMA UTHOPUPYEMbIX BUTOB 4,0/XKHbI BbITb 3aMMCaHbl e4UHULbI.
Hanpumep, ncnonbsya macky, MOXXHO onpeaenvnTb AnA npasuaa
dunbTpaymm IP-cetb. YTo6b1 £06aBUTL B NpaBuIo duabTpaumm IP-cetb
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195.165.0.0, HeobxogMmo 3aaaTb 3Ha4YeHMe mackm 0.0.255.255, To
€CTb COr/1acHO AaHHOW Macke nocnegHue 16 6ut IP-agpeca 6ygyT
MTHOPUPOBATLCA.

destination_ip

IP-agpec Ha3HavyeHUA

Onpegensert IP-agpec HasHauyeHWA NakerTa.

destination_ip_wildcard

Macka IP-agpeca
Ha3HaveHuA

BuToBan mMacka, npymeHsaemas K IP-agpecy HasHaueHWs nakeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble HE06X0AMMO
WrHOPUPOBATb. B 3HaYeHMs UrHopupyembix BUTOB JOMKHbI BbITh
3anucaHbl eaAMHULbBI. MacKa UCnonb3yeTcs aHalorMYHO Macke
source_ip_wildcard.

vian le,EHTVIdJMKaTOp Vlan Onpep,enFIET Vlan, ONnAa KoToporo 6yp,6T NPUMEHATBLCA NPaBno.

dscp Mone DSCP B 3aronoske | Onpegenset 3HayeHune DSCP-nonsa diffserv. BosamorkHble Kogbl
L3 coobuieHnit nona dscp: (0 — 63).

precedence Onpegenset npuoputeT IP-Tpaduka: (0-7).

MpuopwuTet IP

range_name

NUmsa npoduna
KOHPUrypaumm time-
range

Onpegenset KOHPUIYPaLMIO BPEMEHHbIX MHTEPBAOB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbayemblit ana duabTpaymm
ICMP-nakeToB. BO3MOXHble TUNbl coobueHnin nons icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request,
address-mask-reply, traceroute, datagram-conversion-error, mobile-
host-redirect, mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris, (néo
YMCNOBOE 3HaYeHWe Tna coobuieHuns, B guanasoHe (0 — 255).

icmp_code

Kop coobuieHun
npotokona ICMP

Kopg, coobueHnit npotokona ICMP, ncnonbsyemolii gna dpunbtpaumnm
ICMP-nakeToB. Bo3moKHble Kofbl coobueHnin nonsa icmp_code: (0 —
255).

igmp_type

Tun coobuieHnn
npotokona IGMP

Tun coobuweHnin npoTokona IGMP, ucnonbsyembliit gns puabtTpaumm
naketos IGMP. Bo3MoOHble TUMbl CO0bLEeHNI nons igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
v2, host-report-v3, nnbo 4ncioBoe 3HadeHMe Tuna coobleHus, B
AnanasoHe (0 — 255).

destination_port

UDP/TCP-nopt
Ha3HayeHun

source_port

UDP/TCP-nopt
MCTOYHMKA

Bo3morKHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9), dnsix
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520),
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49),
talk (517), tftp (69), time (37), who (513), xdmcp (177).

JIn6o uncnosoe 3HadyeHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnun ans ycnosua dunbTpaumum dnar 4oaKeH 6biTb yCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HaK «+», €CAN He L0/IKEH 6bITb YCTaHOB/EH, TO
«-». BO3MOKHble BapuaHTbl ¢paros: +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn u -fin. Mpu McNoNb30BaHMM HECKOJIBKUX
¢dnaros B ycnosum ¢puabTpaumnm, dpnarm o6beanHAOTCA B O4HY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

disable-port BbIK/NtOYAET NOPT, C KOTOPOTO Bbl/ NPUHAT NAKET, Y4,0B/IETBOPAOLWMIA
OTKNtoYeHne nopTa ycnosuam noboit n3 komaHg 3anpeta deny, B cocTaBe KOTOpOM, 6bi10
onucaHo nosne.
log-input BKntoyaeT oTNpaBKy MHOOPMALMOHHBLIX COOBOLLEHMI B CUCTEMHbIN

OTnpaBKa coobLeHni

XKYpHan npu nony4eHM nakeTa, KOTOprf:i COOTBETCTBYET 3anncu.

offset_list_name

HanmeHoBaHue cnmcka
wabnoHoB nonb3osaTens

3agaeT MCNonb3OBaHWE CNWCKa WabnoHOB noJsib3oBaTena Aaa
pacno3sHaBaHuA naketoB. [Ans Kaxporo crnucka ACL moskeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHOoB.
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index MHpeKc 3apaeT nonoXeHWe npasBuia B CNUCKE U ero npuoputet. Yem
NHpeke npasuna MeHblle MWHAEKC — Tem npuopuTeTHee npasuno. J[lmanasoH
[0NyCTUMBbIX 3HaYeHnn 1-2147483647.

) [Ona sbibopa Bcero avanasoHa napamerpos, Kpome dscp u ip-precedence ucnonb3syerca
V napameTtp «any».

/' Mocne Toro Kak xoTtAa 6bl ogHa 3anucb Ao6aBneHa B cnucok ACL, nocnegHe No yMmOA4YaHUIO
pobaensaetca 3anucb «deny any any any», KOTopas O3HauyaeT WUrHOpUpoOBaHWe Bcex
nakeToB, He yaoBneTsopsaowmx ycnosuam ACL.

Tabnnua 5.252 — KomaHabl, Mcnonb3yemble ansa HacTpolikn ACL cnnckos Ha ocHoBe IP-agpecaunn

KomaHda Aeiicmeue
permit protocol [ob6asnseT paspeLatoLLyto 3anucb GuUabTPaLMM ANa NPoToKoAa. MakeTbl,
{any|source_ip source_ip_wildcard} oTBeyvaloLme ycaoBuAmM 3anmcu, byayT o6pabaTtbiBaTbCA KOMMYTaTOPOM.

{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

permit arp [ob6asnsaeT paspeLatowyto 3anuce puabTpaumm ana npotokona ARP.
{any/source-mac source-mac-wildcard } MaKeTbl, oTBEYAOLWME YCA0BUAM 3anuncu, byayT obpabaTtbiBaTbes
{any/ destination mac destination mac wildcard} | kommyTaTopom

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}
[vlan vian_id] [index index]

permit ip [ob6anseT paspelatoLLyto 3anncb GuabTpaLmm ans npoTtokona IP.
{any|source_mac source-mac-wildcard} MaKeTbl, OTBEYAtOLWME YCA0BUAM 3anuncu, byayT obpabaTtbiBaTbes
{any|destination_mac KOMMYTaTOpOM.

destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

permit icmp [ob6asnaeT paspellatoLLyto 3anmcb GunbTpaLmm gna npotokona ICMP.
{any|source_ip source_ip_wildcard} MakeTbl, OTBEYAtOLWME YyCNOBUAM 3anucK, byayT obpabaTbiBaTbeA
{any| destination_ip destination_ip_wildcard} KOMMYTaTOpPOM.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

permit igmp Job6asnaeT paspeLatoLyto 3anmcb GuUnbTpaLmm gaa npotokona IGMP.
{any|source_ip source_ip_wildcard} MakeTbl, oTBEYAtOWME YCA0BUAM 3anncu, byayT obpabaTtbiBaTbes
{any|destination_ip destination_ip_wildcard} KOMMYTaTOPOM.

ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]
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permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnseT paspeLlaroyto 3anmcs GuUabTpaLmmn a4ns npotokona TCP.
MakKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbea
KOMMYTaTOpOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspellatowyto 3anmce GuabTpaLmm ans npotokona UDP.
MakeTbl, OTBeYaloLWMe ycnosuam sanucu, byayt obpabatbiBaTbea
KOMMYTaTOpOM.

deny protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnsaeT 3anpewatoLLyto 3anmcb GUNbTpaLMmM gna NpoTokona. MNakeTobl,
OoTBeYatoLMe ycaoBuAM 3anucu, byayT 610KMpPOBaTbCA KOMMYTAaTOPOM.
Mpu ncnonb3oBaHUM KodeBoro c/iosa disable-port ¢usnyeckni
MHTepdenc, NPUHABLUNIN TaKoM NaKeT, byaeT BolKkAoYeH. Mpu
MCNONb30BaHUN KNKOYEBOTO cNoBa log-input byaeT oTnpaBneHo
coobLIEHME B CUCTEMHDIN KypHa.

deny arp {any/source-mac source-mac-wildcard
}

{any/ destination mac destination mac wildcard
}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }

[{log-input} {disable-port}]

[vlan vian_id]

[dobasnaeT 3anpewatoulyto 3anucb puabTpaumm ana npotokona ARP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMpoBaTbCA
KoMmyTaTopoMm. Mpun ncnosnb3oBaHUK Katovesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLIMIA TaKoM NakeT, byaeT BbikAtoYeH. Mpu
MCNONb30BaHUN KNKOYEBOrO cnoBa log-input byaet oTnpasneHo
cooblieHMe B CUCTEMHDIN KypHan

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name]

[vlan vian_id]

[JobasnsaeT 3anpeLyatoLLyto 3anucb GuabTpaLmMm ana npotokona IP.
MakKeTbl, OTBEYaIOLLME YCNOBUAM 3anucu, ByayT 61oKMpoBaTbCA
KoMmyTaTopoMm. Mpun ncnonb3oBaHMK Katovesoro cnosa disable-port
du3nyecknin nHTepdeiic, NPUHABLIMIA TaKoM NakeT, byaeT BbikAtoYeH. Mpu
MCMO0/1Ib30BaHMM KNtoyeBoro cnoBa log-input 6yaet oTnpasneHo
cooblieHMe B CUCTEMHbIN KypHa.

deny icmp {any|source_ip source_ip_wildcard}
{any| destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

JobasnsaeT 3anpewatouyto 3anuce duabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KOMMyTaTopoMm. Mpu ncnoib3oBaHMK KAtoueBoro cnosa disable-port
dU3nYECKUIA UHTepdENC, NPUHABLLIMIA TaKOM NaKeT, OyAeT BbIK/HOYEH.
Mpu Ucnonb30BaHWM KAOYEBOTO €10Ba log-input 6yaeT oTnpasaeHo
CO0bLEHME B CUCTEMHDIN KYpHa.

deny igmp {any|source_ip source_ip_wildcard}
{any| destination_ip destination_ip_wildcard}
ligmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnsaeT 3anpewatowyto 3annce puabTpaumm ana npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KOMMyTaTopoMm. Mpu ncnoib3oBaHUK KatoueBoro cnosa disable-port
du3nYecKUii MHTepdelic, NPUHABLLUMA TaKoM NakeT, byaeT BbikatoueH. Mpu
MCNONb30BaHUK KNKOYEBOrO cnoBa log-input byaet oTnpaBneHo
co0bLLEHME B CUCTEMHDIM KYpPHa.
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deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnseT 3anpewatoLLyto 3anmcb GunbTpaumm gaa npotokona TCP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaTbCA
KoMmyTaTopom. Mpun ncnonb3oBaHUK KNtoueBoro cnosa disable-port
duU3MYeCcKUIt UHTepdelic, NPUHABLLMIA TaKoM NakeT, byaeT BbiKAtoueH. Mpu
MCMNONb30BaHWUM KNOYEBOTO C10Ba log-input byaeT oTnpaBneHo
CO0bLEHNE B CUCTEMHBII XKypHa.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT 3anpewarowyro 3anncb GuUnbTpaumm gns npotokona UDP.
MakeTbl, oTBEYaOLWMe ycnoBuam 3anucu, byayT 6aokmposaTtbea
KommyTaTopom. [pn ncnonb3oBaHUK KatouyeBoro cnosa disable-port
dusnyecknin HTepdenc, NPUHABLLIMIA TaKOM NaKeT, ByAeT BbIKNOYEH.

offset-list name { offset_base offset mask value}

Co34aéT cnmcokK WwabioHOB No/b30BaTeNA C UMEHEM name. ma moxeTt
BKAOYaTb OT 1 A0 32 CMMBOIOB.
B 0HOM KOMaHAe MOXKET CoAepKaTbCA 40 NATU LWABNOHOB, COCTOALLMX U3
cnepyroLmMx NnapameTpoB:
offset_base — 6a30Boe cmelLeHNe. BO3MOXKHbIe 3HaYeHUA:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeL, 3aronoskKa IPv4;
offset — cmeleHne baTa AaHHbIX B Npegenax nakeTa. basosoe
cMeLeHMe NPUHMMAETCA 3a Havano OTCYeTa;
mask — macka. B aHanu3e naketa NpMHMMAIOT y4acTUE TO/IbKO Te paspaabl
6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLMX Pa3pasax Macku 3agaHa ‘1’;
value — uckomoe 3HaueHwue.

no offset-list name

Yaanser co3aaHHbIN paHee CruCoK.

remove index index

Yaanaer co3gaHHyto paHee 3anucb.
- index — NHOEKC npasuna.

5.32.2 KoHdurypuposaHue ACL Ha 6a3e IPv6

B gaHHOM pasgene npuseaeHbl 3HAYEHMA U OMNUCAHMA OCHOBHbIX NapameTpoB, UCMONb3YeMbIX B

cocTaBe KoMaHA HacTpoliku cnnckos ACL, o

Co3sgaHve U BXO4 B pPeXxum peaakTuposaHua cnmuckos ACL, ocHoBaHHbIX Ha aapecaumu IPv6,
ess-list access-list. Hanpumep, AnA co3gaHus chucKa

OCYLLLeCTB/IAETCA MO KOMaHAe: ipvé acc
ACL noa HazsaHMem MESipv6 Heobxoanmo

console#
console#configure

CHOBaHHbIX Ha agpecaunm IPv6.

BbINO/IHUTb Caieayouine KomaHAabl:

console (config) #ipv6 access-list MESipv6

console (config-ipve-al) #

Tabanua 5.253 — OcHoOBHble NapameTpbl, UCMOAb3YEMbIE B KOMAHAAX

Mapamemp 3HavyeHue Aelicmeue

permit [JelicTBue paspelunTb Co3paet paspelatouiee npasuno ¢unbtpaumm B cnncke ACL.

deny [ewnctBue 3anpeTnTb Co3pgaet 3anpewatowee npasuno puabtpaumm B cnncke ACL.

protocol Mone npegHasHayeHo 414 YKa3aHMA NPOToKoNa (Mam Bcex
NPOTOKO/0B), Ha OCHOBE KOTOPOro ByAeT ocyLLecTBAseTCA
dunbTpaymsa. Npu BbiIbope NPOTOKO/Ia BO3MOXKHbI C/iegytoLine

MpoTokon BapuaHTbl: icmp, tcp, udp, NMM60 YMcNOBOE 3HAaUYEHWE NPOTOKONA
—icmp (58), tcp (6), udp (17).
[ns cootBeTcTBUA NH0OO6OMY NPOTOKOY MCNO/Ib3YEeTCA 3HaYeHME
ipv6.
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source_prefix/
length

AZpec oTnpaBuTens u ero
ANvHa

Onpegenset IPv6-agpec n anvHy npedukca cetun (0-128)
(KonnuecTBo cTapwmx BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/

AApec HazHaYeHUa 1 ero

Onpeaenset IPv6-agpec u annHy npedukca cetn (0-128)

length ONVHa (KonnuecTBo cTapwnxX BUT agpeca) HasHAYEHUA NakeTa.

dscp Mone DSCP & 3aronoBKe L3 Onpep,enﬂej 3HayeHue DSCP-nons diffserv. BoamokHbie Koabl
coobuieHnit nona dscp: (0 — 63).

precedence Mpuoputer IP Onpegenset npuoputeT IP-Tpadmka:(0-7).

range_name

Uma npoduna
KoHUrypauum time-range

Onpegenser KOHPUIyPaLMIO BPEMEHHbIX UHTEPBAOB.

icmp_type

Tun coobuieHnn
npotokona ICMP

Ucnonbsyetca ana eunvtpauum ICMP-nakeToB. Bo3moXHble
TUMNbI W YUCNOBbIE 3HAYEHUA COOBLLEHNI Nons icmp-type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(229), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

icmp_code

Koz coobuieHnit
npotokona ICMP

Ucnonbsyetca ana ounbtpauum ICMP-nakeToB. Bo3moXHble
3Ha4veHua nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3Ha4yeHuA

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3morKHble 3HaueHuA noas TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcep (177).

JIn6o uncnosoe 3HayeHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnu ans ycnosua duabTpauum dnar LoKeH 6biTb yCTaHOB/EH,
TO Nepes, HUM CTaBUTCA 3HaK «+», €C/IN He A0/KeH BbiTb
YCTaHOBJ/IEH, TO «-». BO3MOKHble BapuaHTbl pnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIkNtoYaeT NopT, C KOTOPOro H6bl1 MPUHAT NakKeT,
OTK/toYeHMe nopTa YO,0BNETBOPAOLWMI ycioBUAM NtoboI U3 KomaHz 3anpeTa deny,
B COCTaBe KOTOPOM, 6blN0 oNMcaHo none.
log-input Bkntouyaet OTNPaBKy MHOOPMALMOHHbIX COObOLEeHU B

OTtnpaBKa coobuweHni

CUCTEMHDBIN  KypHan npwu
COOTBETCTBYET 3anucu.

NnoNyyYeHUM nakeTa, KOTopbli

offset_list_name

MmA cnncka 6UToBbIx
nonem

3agaeT MCnonb3oBaHMe chnucka WwabnoHoB nosib3osBaTena Ans
pacno3sHaBaHuA nakeTos. s Kaxaoro cnncka ACL moxeT 6biTb
onpegeneH cBow CNUCOK WabnoHoB..

index

MHAaekc npasuna

MHoekc npasuna B Tabnuue, yem MeHblle WMHAEKC — Tem
npuoputeTHee npasuno 1-2147483647

/’ Ona Bblbopa Bcero gManasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3syertca
napameTp «any».

/ Mocne Toro, Kak xota 6bl oaHa 3anucL AobasneHa B cnucok ACL, B cnucok pobasnstotea
3anucm

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6 ycTPOMCTB C NOMOLLbLIO NPOTOKONA
ICMPv6, a nocnegHAA O3Ha4YaeT UrHOPUPOBaAHME BCEX MAKETOB, He yAO0BNETBOPAHOLLUX
ycnosuam ACL.
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Tabnunua 5.254 — KomaHabl, Mcnonb3yemble ans Hactpoliku ACL cnnckos Ha ocHoBe IPv6-aapecaunm

KomaHoa

Aelicmeue

permit protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[ob6aBnseT paspeLatoLLyto 3anucb GUAbLTPaLLMM ANA NPOTOoKoAa. MakeTbl,
oTBeYaloLLMe ycnoBuam 3anucu, byayT o6pabaTbiBaTbca KOMMYTATOPOM.

permit icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[ob6asnseT paspeluatoLuyto 3anmcb GunbTpaumm gna npotokona ICMP.
MakeTbl, 0TBEYalOLWMeE YCNOBUAM 3anucK, byayT obpabaTbiBaTbea
KOMMYTaTOpPOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

[ob6asnsaeT paspeluatoyto 3anuce puabTpaumm ana npotokona TCP.
MaKkeTbl, oTBEYAOLWME YCA0BUAM 3anuncu, byayT obpabaTtbiBaTbes
KOMMYTaTOpPOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

[obasnsaeT paspelatoyto 3anuce puabTpaumm ana npotokona UDP.
MakeTbl, oTBEYAOLWME YCA0BUAM 3anuncu, byayT obpabaTtbiBaTbes
KOMMYTaTOPOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnser 3anpelyatoLLyto 3anucb GunbTpauum 4na npotokona. MakeTbl,
OTBEYaloLLME YCNOBUAM 3anmcH, byayT 610KMPOBaTLCA KOMMYTaTOPOM.
Mpu ncnonbsoBaHuK Katoyesoro ciosa disable-port ¢usmueckunin
NHTepdelc, NPUHABLLMI TaKOMN NaKeT, byaeT BbikAoYeH. Mpu
MCNo/ab30BaHUM KNOYEBOrO CoBa log-input 6yaeT oTnpaBneHo
COO0BLLEHNE B CUCTEMHDIV KYpPHa.

deny icmp
{any|source_prefix/length}

{ any| destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnaeT 3anpewatolLyto 3anucb punbTpaumm gna npotokona ICMP.
MakeTbl, oTBEYaOLWMe ycnosuam 3anucu, byayT 6nokmposaTtbea
KommyTaTopom. Mpu ncnosnb3oBaHMmM KntoyeBoro caosa disable-port
dur3MYeCcKMI UHTepdEliC, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoyeH. Mpu
MCNo/b30BaHMK Kto4eBoro cnoBa log-input 6yaet oTnpasaeHo
COObLLEHNE B CUCTEMHBIM XKYypHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaeT 3anpeLyatoLLyto 3anncb GunbTpaumm ana npotokona TCP.
MakeTbl, oTBEYaOLWMeE ycnoBuam 3anucu, byayT 6aokmposaTtbea
KommyTaTopom. Mpu ncnosb3oBaHMM KntoyeBoro ciosa disable-port
dusnyecknin nHTepdenc, NPUHABLLIMIA TaKoM NakeT, byaeT BbikatoveH. Mpu
MCNoNb30BaHMK Klo4eBoro ciosa log-input 6yaet oTnpasaeHo
coO0bLLEeHME B CUCTEMHDIN KYpHa.

234

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnsaeT 3anpewatoLuyto 3anmcb GunbTpaumm gaa npotokona UDP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KoMmyTaTopoM. MpKn ncnoib3oBaHMKM Katouesoro cnosa disable-port
dU3nYECKUIA UHTepdEIiC, NPUHABLUMIA TaKOM NaKeT, byaeT BbiKAoYeH. Mpu
MCNONb30BaHUK KNKOYEBOTO cNoBa log-input byaeTt oTnpasieHo
CO0bLEHME B CUCTEMHDIN KYpPHa.

offset-list name { offset_base offset mask
value} ...

Co34aéT cNUCoK WabsoHOB NO/b30BaTENS C UMeHeM name. ms moxKeT
BKAOYaTb OT 1 A0 32 cMMBONOB.
B 04HOIM KOMaHAE MOXKET coaepKaTbCa A0 TPMHAALATM WaboHOB,
COCTOALMX M3 CeayHoLWMX NapaMeTpoB:
offset_base — 6a30Boe cmelleHne. Bo3mMOoXKHble 3HaYeHun:

L3 — Hayano 3aronoskKa IPv4;

L4 — koHeu, 3aronoska IPv4;
offset — cmeweHne 6aliTa p[aHHbIX B Npegenax MakeTa.
cMelLeHre NPUHMMAETCA 3a Hadvalo oTcYeTa;
mask — macka. B aHanM3e nakeTa NPMHMMAIOT y4acTue TO/IbKO Te paspsaabl
6aiiTa, oA KOTOPbIX B COOTBETCTBYIOLWMX pa3pagax Macku 3agaHa ‘1’;
value — uckomoe 3HayeHue.

basosoe

no offset-list name

YanseT co3gaHHbI paHee CrMUCOK.

remove index index

YanseT co3gaHHy paHee 3anuch.
- index — uHpeKc npasuna.

5.32.3 KoHpurypuposaHue ACL Ha 6a3e MAC

B paHHOM paspene npuBeaeHbl 3HAYEHWA M OMMUCAHMA OCHOBHbLIX NAPAMETPOB, UCMNO/b3YEMbIX B
CcoCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

Co3pgaHMe U BXOg4, B pPeXMM peaakTupoBaHusa cnuckoB ACL, ocHoBaHHbix Ha MAC-agpecauun,
OCYLLEeCTB/IAGTCA NO KOMaHAe: mac access-list extended access-1ist. Hanpumep, gna co3gaHuaA
cnucka ACL nog Ha3BaHMeM MESmac Heob6xoAMMO BbINONHUTL C/IEAYIOLME KOMAHAbI:

console#
consolet#configure

console (config) #mac access-list extended MESmac

console (config-mac-al) #

Tabnnua 5.255 - OcHOBHble NapameTpbl, UCNOAb3yeMble B KOMaHAAX.

Mapamemp 3HavyeHue Aelicmeue
permit [JeWncTere paspelnts CospaeT paspeluatolee Npasmno punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3pgaet 3anpewatollee npasuno unbtpaumm B cnucke ACL.
source Afpec oTnpasuTens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

buTtoBasa macka,
npumeHaemasn Kk MAC-
apecy UCTOYHMKA NaKeTa

3anuncaHbl egnMHULbl. Hanpumep, MCNoNb3ya MAacKy, MOXKHO

YT106bl £,062aBMTL B Npasuao ¢punbtpaumm sce MAC-agpec
HaunHatowmecs Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3a4aTb

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06Xx0AMMO
WUrHOPMPOBaTb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB A0/KHbI BbITb

onpeaenuTb gna npasmna GpunbTpaumm guanasoHa MAC-aapecos.

3HayeHue mackn 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM MmackKe,
nocnegHue 16 6ut MAC-aapeca 6yayT He BaXkHbl AN aHaAM3a.

destination

A,u,pec Ha3Ha4YeHunAa

Onpegenser MAC-agpec Ha3HavyeHuA nakeTa.

destination_wildcard

BbuTtoBas macka,
npumeHaemasn Kk MAC-
afpecy HazHayeHuA NakeTa

3anucaHbl eanHULbI. MacKa MCMo/b3yeTcs aHaA0rMYHO Macke
source_wildcard.

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6X04MMO
WUrHOPWPOBaATb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB AOKHbI 6bITb

vlan_id

[nanasoH 3HaueHUi

Noacetb VLAN ¢dpunbTpyembix NakeTos.
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(0..4095)

cos

[vanasoH 3HayeHui
(0..7)

Knacc ob6cny:kmnanua (CoS) punbTpyembix NakeTos.

cos_wildcard

buTtoBasa macka,
npuMeHsemas K Knaccy
obcnyknsaHua (CoS)
dUNbTPYEMbIX NAaKETOB

Macka onpegenset 6uTbl CoS, KOTopble HE0HX0AUMO
WUrHOpPMpPOBaTb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB A0/XKHbI ObITb
3anucaHbl egnMHNULBI. Hanpumep, 4tobbl MCNonb3oBaTb B Npasuie
¢dunbTpaymmn CoS 6 n 7, Heobxoammo B none CoS yKasaTb
3HayeHue 6, 1Mbo 7, a B Nosie macku 3HayeHue 1 (7 8 ABONYHOM
npeacTtasneHnn — 111, 1 — 001, nonyyaercs, 4To nocnegHui 6mr,
byaeT urHopuposatbes, To ecTb CoS moxkeT 6biTb b0 110 (6),
nmbo 111 (7)).

eth_type

[nanasoH 3Ha4yeHunn
(0.. OXFFFF)

Ethernet TMn ¢puNbTPyEMbIX NAKeTOB B LWECTHAALATEPUYHOM
3anucu.

disable-port

BbIK/IlOYAET NOPT, C KOTOPOro 6bla NPUHAT NaKeT,
YZ0BNETBOPAIOLLMIA YCIOBMAM KOMaHAbl 3anpeTa deny.

log-input

OTnpaBKa coobuweHni

BKkntouaeT oTnpaBKy MHGOPMALMOHHBIX COOOLLEHNI B CUCTEMHbIN
YKYPHaA Npu NONYYEHUUN NaKeTa, KOTOPbIA COOTBETCTBYET 3aMUCH.

range_name

Nma npoduna
KOHduUrypaumm time-range

Onpegenset KOHPUIypPaLMIO BPEMEHHbIX UHTEPBAOB.

offset_list_name

MobaliToBoE CMelLeHne oT
KNHOYEBOM TOUKM

3agaeT ncnosb3oBaHMe CNMcKa WabaoHOB Noab3oBaTens gna
pacnosHaBaHWA NakeToB. [ns Kaxaoro cnvcka ACL morKeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHoB.

index

NHpaekc npasuna

MHaekc npaBuia B Tabauue, 4em MeHblUe NHAEKC — TeM
npuopwuteTHee npasuno 1-2147483647

DOna Bblbopa Bcero ananasoHa napametpos, Kpome dscp u ip-precedence ucnonbsyercs
napametp «any».

Y
¥

Mocne Toro Kak xora 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocneaHeit No ymonyaHuto
pobaensaerca 3anucb deny-any-any, KOTopaA O3HauyaeT MrHOPUpPOBAHME BCEX MAKETOB He

yaosnersopsaowmnx ycnosuam ACL.

Tabnunua 5.256 — KomaHabl, Mcnonb3yemble ans Hactpolikn ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit

{any|{source source_wildcard }

{any| destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

[ob6asnser paspeLuatoLLyto 3anncb GuabTpaLmu. MNakeTbl, oTBevatoLWwme
ycn0BMAM 3anucu, byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source_wildcard }

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[obasnsaer 3anpeLyatolLyto 3anuce GpunbTpaLmu. MakeTsl, 0TBEYaOLWME
ycnosuam 3anucu, 6yayT 610KkupoBaTbca KommyTatopom. Mpu
MUCNONb30BaHUK KNtouveBoro cnosa disable-port, ¢usnyeckuin nHTepdeic,
NPWHABLUUI TaKOW NaKeT, byaeT BbIK/OYEH.

Mpu ncnonb3oBaHUM KNtoueBoro cnosa log-input 6yaeT oTnpasaeHo
CO0bLEHME B CUCTEMHDIN KYPHa.

offset-list name {offset_base offset mask
value} ...

Co34aéT cn1coK WabnoHoB NONb30BaTENS C UMeHeM name. Imsa moKeT
BKAOYaTb OT 1 A0 32 cMumBONOB.
B 04HOM KOMaHAEe MOXKET coaepKaTbCa A0 TPMHAALATM WabNoHOB,
COCTOALWMX U3 C/IefyOLWNX NapameTpoB:
offset_base — 6a30Boe cmelleHne. Bo3amoXkHble 3HaYeHuA:

L2 Hayano cmeleHusa ot Ethertype-

outer-tag  Havano cmeweHusa ot STAG

inner-tag Hayano cmeleHma ot CTAG

src-mac Havano cmeweHma ¢ MAC-agpeca UCTOYHMKA
dst-mac Hayano cmeuteHma c MAC-agpeca HasHayeHua

offset.offset — cmeweHune 6aitTa faHHbIX B Npeaenax naketa. basosoe
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CMelLleHMe NPUHMMAETCA 3a Havaslo OTcYeTa
mask — macka. B aHasiM3e nakeTta NPMHUMAIOT yuacTie TOIbKO Te paspagpl

6aifTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paax Macku 3agaHa ‘1’.
value — uCKomoe 3HaueHue

no offset-list name Ypanaet co3faHHbIN paHee CrUCOoK.

remove index index YpanaeT co3faHHyo paHee 3anuce.
- index — Hpekc npasuna.

5.32.4 HacTtpoWKa BpemMeHHbIX MHTepBanoB «time-range» gNA cNUCKOB A40CTyna

B faHHOM pa3gene npnuBoaATCA KOMaHAbl HaCTPOD’IKM BpeMEHHbIX MHTEPBA/ZIOB ANA CMUCKOB ACL.

CosgaHve UM BXOA4 B pPeXMM peaakTMposaHua npoduna  KoHdurypauum «time-rangey,
OCYLLECTBNISETCA NO KOMaHAe: time-range range_name. Hanpumep, gnsa cosgaHua npoduns BpeMeHHbIX
WHTepBanoB noj Ha3BaHuem http-allowed Heob6x0ANMO BbINOJIHUTL CAEAYIOLLME KOMAHAbI:

console#

console#configure

console (config) #time-range http-allowed
console (config-time-range) #

Tabnnua 5.257 — KomaHabl pexkuma KOHGUIYpUpPoBaHUA BPEMEHHbIX UHTEPBA/IOB

Mapamemp 3HauyeHue Aelicmeue

absolute start hh:mm day month year YcTaHaBAnBaeT abcontoTHbIE BPEMA U ATy, KOr4a CNUCOK
[J0CTyna BCTynaeT B CUAy.

no absolute start YaanaeT orpaHuyeHne no BpemeHu

hh:mm: (0..23):(0.5); [~ P P
absolute end hh:mm day month year day: (1..31); YcTaHaBAnBaeT abcotoTHbIE BPEMA U AaTy 3aBepLUeHNA
month: (Jan .. Dec); AeNcTBMA CNucKa 4ocTyna.

no absolute end year: (2000..2097) Ypanaet orpaHuyeHve no spemeHu. Ecav Bpems u gata
3aBepLIeHUs AeiCTBMA CNUCKa JOCTYNa He YCTaHOB/EHbI,
TO CMMCOK JOCTyna byaeT gencTBoBaTb HeonpeaeeHHbIN
CPOK.

periodic day_of the week hh:mm to YcTaHaBAMBaAET BpemMA U fieHb HeAen, Koraa CNncoK

day_of the_week hh:mm [octyna byseT akTUBEH.

periodic list hh:mm to hh:mm
day_of the_week1
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,

Thursday, Friday,
Saturday, Sunday);
hh:mm: (0..23):(0..5)

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm

day_of the_week1

Ypanaet orpaHnM4eHne No BpeMeHw.

[day_of the_week2...day_of the_week7]
no periodic list all hh:mm to hh:mm all

5.33 KoHdurypuposaHue 3awutbl ot DoS-atak

l£|,<':\HHbIl\/‘i KNaCC KOMaH, NO3BOIAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

KomaHZHas cTpoka B perkume rnobasbHOro KOHGUryprMpoBaHUA UMeeT BUA,:

console (config) #

Tabnunua 5.258 — KomaHAabl 4na HAaCTPOMKM 3aWwmTbl oT DoS-aTak

MNapamemp

3HayeHue

Aeiicmeue

security-suite deny
martian-addresses
{reserved | add
ip_address | remove
ip_address}

3anpeLaeT NPoxoxaeHne ppenmoB ¢ HeLZoNyCTUMbIMU
(«mapcnaHckumm») IP-agpecamm nctouHmKa (loopback,
broadcast, multicast).

- ip_address - BanngHbin IP-agpec

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpewaeT/paspeLlaer NPOXoKAEHWE OnpeaeneHHbIX TUNos
TpaduKa, XapaKTePHbIX AN BPEAOHOCHbIX NPOorpamm:

- stacheldraht — ot6pacbiBaeT TCP-naKeTbl ¢ NOpTOM
MCTOYHMKa 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl ¢ nopTom
HasHayeHuA 2140 n nopTom ncToYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl c nopTom
HasHa4veHnA 31337 1 nopTom UcTovHMKa 1024.

security-suite enable

no security-suite enable

BKkAtouyaeT Knacc KOmaHg, security-suite.

OTKAKOYaEeT KNacc KoMaHa security-suite

KomaHabl pexxmma KOHbUrypruposaHus nHtepdenca Ethernet, rpynnel nopTtos

KomaHgHan cTpoKa B pexume KoHPUrypmposaHua nHtepdelica Ethernet, rpynnsi noptos nmeet Bua;

console (config-if) #

Tabnunua 5.259 — KomaHaa KoHoUrypmupoBaHms 3alwmutbl oT DoS-aTak ans uHTepdeincos

KomaHda

3HauyeHue

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address} [mask]}

no security-suite deny
{fragmented | icmp | syn
{add | remove} {any|
ip_address} [mask]

Cosgaet/yaanaeT Npasuo, 3anpeLlatoLLee NPOXoKAeHNe
TpadurKa, COOTBETCTBYIOLLEIO KPUTEPUAM:

- fragmented — dparmeHTUpOBaHHbIE NaKETbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakeTbl;

- ip_address — BanuaHbIn IP-agpec;

- mask — macka B dopmare IP-agpeca unum npedumkca.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTHAHUIO.

security-suite dos
syn-attack rate {any |
ip_address} [mask]

no security-suite dos
syn-attack {any |
ip_address} [mask]

rate: (5..1000) nakeTtos B
ceKkyHAay

3afaeT nopor syn-3anpocos Ha onpeaenieHHbIn IP-agpec/ceTs,
npwv NPeBbIEeHNN KOTOPOTo NNLLHKE Gpermbl byayT
oTbpacbiBaTbCA.

- rate — CKOpOCTb;

- ip_address - BanngHbin IP-agpec;

- mask — macka B popmare IP-agpeca nnm npedpukca.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHUIO.
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5.34 KauectBo 06cnyuBaHusa — QoS

Mo ymonyaHMI0O Ha BCeX MopTax KoOMMyTaTopa WMCMOJ/b3yeTcs opraHuM3auMa oyepean NakeToB No
meTtoay FIFO: nepsbiit npuwen — nepsbit ywén (First In — First Out). Bo Bpemsa MHTEHCUMBHOWN nepenayu
TpaduKa Npu UCNONb30BAHUWU OAAHHONO METoZa MOTYT BO3HWKHYTb MPo6sieMbl, MOCKOJIbKY YCTPOICTBOM
WUrHOPUpPYIOTCA BCe nakeTbl, He Boweawune B bydpep ouepean FIFO, M COOTBETCTBEHHO TepsOTCA
6e3B03BpaTHO. PewaeT daHHylo npobnemy meTon, OpraHM3yOWMI odepegu Mo npuoputeTy TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 06CNyKMBAHUA), peaNN30BaHHbIN B KOmmyTaTope MES2124,
No3BOJIAET OPraHM30BaTb YETbipe oyepeaun NPUoOpPUTETa NaKeTOB B 3aBUCMMOCTM OT TUNA NepeaaBaemblxX
OaHHbIX.

06cny:KuBaHue ovepeaei

ANropuTmbl 06CNYXKMBAHMA OoYepenelt NO3BOJIAIOT NPeAoCTaBAAaATb PasHbii ypoBeHb QOS Tpaduky
pasHbIX KnaccoB. Kakaas oyepegb 3aHMMAaeETCA MakeTamu C onpeaesneHHbIM npuoputeTom. TpebyeTtcs,
yTObObl BbICOKOMPUOPUTETHLIN TpaduK 0bpabaTbiBasicA C MUHUMANBHOW 3a4EPXKKOM, HO MPU ITOM He
3aHMMan BCHO MOJIOCY MPOMYCKaHMA, U 4YTOObl TpaduK KaxKAoro M3 OCTasibHbIX TMNOB obpabaTbiBasica B
COOTBETCTBUM C €ro NPUOPUTETOM. ITO peanm3yeTca Npu NOMOLLU MexaHU3Ma «oTceyeHua xBocTta» (tail-
drop), Mcnonb3oBaHMA BUPTYa/ibHbIX NAKETHbIX BypepoB 1 HacTPOKKN pa3MepoB odepeaei.

B KomMmyTaTope MMeeTcA HacTpoMKa MO YMOJYaHWUIO AN pPasmepoB o4yepenert U napameTpoB
BUPTYaJIbHbIX NaKeTHbIX bydepos. Mpn HE06X0AMMOCTU AaHHYIO HACTPOMKY MOMKHO M3MEHUTbL NMPU MOMOLLM
mexaHu3ma «qos tail-drop profile».

5.34.1 Hactpouka QoS

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunA 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnumua 5.260 — KomaHab! pexkuma rnobanbHOro KoHGurypmposaHusa
3Ha4yeHue/3HayeHue no
ymon4yaHuro

qos [basic | advanced PaspelaeT KommyTaTopy Mcnonb3oBatb QoS.

[ports-trusted | - basic — 6a308bIii pexum QoS;

ports-not-trusted]] - advanced — paclwmpeHHbIi pexxum KoHdUrypuposaHma QoS,
BKNHOYAIOLLMI NONHBIN NepedeHb KOMaHA HacTpoliku QoS;

- ports-trusted — B ;JaHHOM NogpexkMme naKkeTbl
HanpaBAAOTCA B BbIXOAHYIO oYepesib Ha OCHOBAaHMU MoJei B
3TUX NaKeTax:

-/basic - ports-not-trusted — B JaHHOM NoApeXKMme BCce NaKeTbl
HanpaBAAIOTCA B HY/IEBYIO BbIXOAHYO oYepeab No
YMOIYaHMIO, AR OTNPaBKMU B Apyrue ovepeam Tpebyetca
Ha3Ha4yaTb Ha BXOAHOMW UHTepdelic cTpaTernio KnaccudmKkaumm
Tpaduka (policy-map).

KomaHda Aeiicmeue

no qos YCTaHOBUTb MexaHM3M nepeaayn aaHHbIx FIFO.

V Hacrtpoiiku QOS npu aTom 6yAayT yaaneHbl.
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qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

-/BbIK/IIOYEHO

YCTaHOBWUTbL METOZ, A0BEpPUA Ha NopTax Npu paboTe B pexnme
pacwmnpeHHoro KoHeurypmuposaHma QoS n nogpexunme ports-
trusted.

- oS — NopT goBepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt posepsiet 3HaueHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT AosepsaeT 060Mm ypoBHAM, ogHako DSCP
nmeeT npuopuTeT Hag 802.1p.

YcTaHaBAuBaer mMeToA No yMmONn4YaHUIo.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
cumBonos/
match-all

1. Co3paeT cnucoK Kputepues Knaccudurkaumm Tpaduka.

2. BxoauT B peXXnum pefaKTMpoBaHMA CNUCKA KpUTepumes

KnaccuouKkaumm tpaduka.

- match-all — Bce KpuTepun aHHOro CNUCKa AOMKHbI BbITh

BbIMO/IHEHbI;

- match-any — oguH, n06oW KpuTepuii JaHHOTO CNMCKa

[A0/XKeH BbITb BbINOHEH.

V B cnucKe KpuTtepuesB MOXKeET 6bITb O4HO UK ABa
npasuna. Echn npasuna gBa, u 06a oHU yKa3biBalOT

Ha pa3Hble Tunbl ACL (IP, MAC), To Knaccudukauua byger

OCYLLECTBAATLCA NO NEPBOMY B CIMCKE BEPHOMY NpaBuny.

V [eicTByeT TONIbKO ANA pexuma qos advanced

YpanseT cnncok Kputepues KnaccuduKkaumm Tpadmka.

qos tail-drop profile
profile_id

no qgos tail-drop profile
profile_id

profile_id: (1..4)/-

Co3patb npodunb gos tail-drop.

Yaanutb npoduns qos tail-drop.

policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBOJI0B

1. Co3paet cTpateruto Knaccupurkaumnm tpaduka.

2. BXxoauT B peXxum peakTupoBaHua cTpaTernm

Knaccuoukaumm Tpaduka.

V' B oAHOM HanpaBAeHUU NOAAEPHKMBACTCA TO/IbKO
oAHa cTpaTerna Knaccudpukaumm tpadpuka.

Mo ymonuanuto policy-map ycraHasnusaetr DSCP=0 gns IP-

naketoB u CoS=0 gna TerMpoBaHHbIX NAKETOB.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

Ypanaet npasuno knaccudurkaumm tpaduka.

gos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess-burst-byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;

committed_rate_kbps:
(3..57982058);

committed_burst-byte:
(3000..19173960)

OnpepaenseT Wwab10H HAaCTPOEK, KOTOPbIN No3BosAeT
OrPaHUYUTL NOOCY NPONYCKAHMA KaHana U B TO e Bpemsa
rapaHTMpPOBaTb OMNpeLe/IeHHYI0 CKOPOCTb Nepesiayn AaHHbIX.
Mpu paboTe ¢ N0N0COI NPONYCKaHNA UCNOb3YeTCA aIfOPUTM
MapKMPOBaHHOM KKOP3MHbI». 3a4aqeit anroputma agasertca
NPUHATUE peLleHnA: NnepeaaTb NakeT Uan oTbpocuTb.
MapameTpamu anroputma ABAAIOTCA — CKOPOCTb MOCTYNIEHNA
(CIR) mapKkepoB B «KOp3uHY» 1 06BEM (CBS) «KOP3UHbI».
- committed_rate_kbps — cpeaHee 3HaYeHne CKOpoCTU
TpadwuKa, K6uT/c. laHHanA CKOPOCTb rapaHTUpyeTCa Npu
nepeaaye nHdopmaumm;
- excess-burst-byte — pasmep caepKuBaloLLero nopora B
baiiTax;
- drop — naket byzeT oTOpOLLEH, KOrAa KKOP3UHa»
nepenosiHnTCS;
- policed-dscp-transmit — npu nepenoaHeHUN KKOP3UHbLIN
3HauyeHue DSCP 6ygeT nepeonpeseneHo.
V Henb3a yaanutb WabnoH HacTpoeK, ecnm oH
ucnonb3yercsa B cTpaterum policy map, nepeg
yAaneHumem cnepyet yaanutb HasHayeHue wabnoHa
cTpaTeruu: no police aggregate aggregate_policer_name

\ [eiicTBYeT TONIbKO ANA pexkuma gos advanced.

YpanseT wabnoH HacTPOeK PerynMpoBaHUs CKOPOCTU KaHana.
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wrr-queue cos-map
queue_id cos1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..4);
cosl...cos8: (0..7);
3HayeHua CoS no

YMONYaHUIO 4N oyepeaei:

CoS=1-ouepeab 1
CoS =2 —ouepeab 1
CoS =0 —ouepeapb 2
CoS =3 —ouepegpb 2
CoS =4 —ouepegp 3
CoS =5 —ouepegp 3
CoS =6 —ouepeab 4
CoS =7 —oyepenb 4

Onpeaenset 3HayeHua CoS ansa ovepenen ncxoaaLLero
TpaduKa.

YcTaHaBAMBaeT 3HaYEHUA NO YMOJTHAHUIO.

wrr-queue bandwidth
weight1 weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BEC UCXOAALMM OYEPEAAM, UCTONb3YEMBI
mexaHnamom WRR (Weighted Round Robin — Becosoii
MeXaHU3M pacnpefeneHna Harpysku).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..4)

Mo ymonyaHutio, Bce
oyepean obpabaTbiBatOTCA
no anaroputmy «strict
priority».

3a4aeT KO/IMYECTBO NPUOPUTETHBIX oYepesent.
Ona npuoputetHoit ouepeam sec WRR 6yget
urHopuposaTtbca. Ecnu 3apaetca otanyHoe ot «0»
3HaueHue N, To ctapwme N ouepepeii 6yayr
npuoputeTHbiMmu (He 6yayT yuacteoBatb B WRR).
Mpumep:
0: BCe oyepeAun paBHONPABHbI;
1: Tpu mnagwmx oyepeam yyacrsytotr 8 WRR, 4-a He
y4yacrsyer;
2: pBe mnapwunx oyepeau yyacreyitotr B WRR, 3-4 He
y4YacrByliorT.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

qos wrr-queue threshold
gigabitethernet queue_id
threshold-percentage

no qos wrr-queue
threshold gigabitethernet
queue_id

queue_id: (1..4);
threshold-percentage:
(0..100)/3HaueHune
NMOpPOroBbIX HACTPOEK ANA
oTbpacbiBaHuUA
136bITOYHOTO TpaduKa
paBHo 80%

YcTaHaB/MBaeT NOPOroBble 3HaYeHWUs A8 0TOPaCchbIBaHUA

136bITOYHOrO TpaduKa oyepeam.

V O6bem TpadMKa B 3aBUCUMOCTU OT €ro NpUopuUTeTa
CpaBHUBAETCA C COOTBETCTBYIOWMUM noporom. Ecam

nopor npeBbIlLeH, NAKeTbl C COOTBETCTBYIOLMM

npuoputeTom cbpoca 6yayT oT6pacbiBaTbCA B TEHUEHUE BCErO

BpemMeHMU, NOKa Nopor NPeBbILLEeH.

[eiicTByeT TONbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYEHUA NOPOroB MO YMOYAHUIO

qos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/IOYEHO

qos map enable
{cos-dscp | dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Bkntoyaet WRTD (Weighted Random Tail Drop — Becosoi
MexaHW3M yaaneHus NakeToB U3 ouepesei).
yCTpoiicTBa.
7 Mocne nepesarpysku KOMMyTaTopa yAanaioTca
sharing, a Tak)e Bce HacTpoiiku port-limit. Tak ke
3anpeLyatoTca HacTpoiiku Y-sharing u HacTpoiiku port-limit.
Mcnonb3oBaTh 3afaHHylo Tabavuy nepemapKMpoBKU Ans
[LOBEPEHHbIX MOPTOB KOMMYTaTOPA.

V M3meHeHUAa BCTYNAT B CUMAYy nocae nepesarpysku
HACTPOIiKK ouepeaein, B KOTOPbIX 6blIn HACTPOUKM Y-

Bbikntovaetr WRTD.

He ncnonb3osatb TabauLy nepemapKupoBKM.

gos map policed-dscp
dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp-mark-down: (0..63)/
TabMLa NOBTOPHOW
MapKUPOBKK ABNAETCA
NycTOW, TO eCTb 3HaYeHuUA
DSCP pna Bcex BXogAwmx
MaKkeToB OCTatOTCA
HEU3MeHHbIMK

3anonHaeT Tabauuy nepemapkuposku DSCP. [na Bxoaawmx
NakeToOB C YKa3aHHbIMK 3HavyeHuamn DSCP 3apgaetr HoBoe
3HayeHue DSCP.

- dscp_list — onpepgenser po 8 3HauyeHuit DSCP, 3HauyeHus
pasaenatoTca 3Hakom npobena.

- dscp-mark-down — onpegenser HoBoe 3HayeHue dscp.

V [eiicTBYyeT TONbKO AN pexxuma qos advanced.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..4);
3HayeHMA N0 YMONYAHMIO:
DSCP: 0-15, ouepeap 1
DSCP: 16-23, ouepeapb 2
DSCP: 24-39, ouepegp 3
DSCP: 40-47, ouepegpb 4
DSCP: 48-63,
oyepeab 3

YcTaHaBAMBaeT COOTBETCTBME MeXay 3HaveHuamun DSCP
BXOOALLMX MAKETOB U oYepesamu.

- dscp_list — onpegenser go 8 3HauyeHuit DSCP, 3HauyeHus
pasaenatoTca 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA NO YMOMHAHUIO

gos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/Bce nakeTbl
MMeloT npuopuTeT cbpoca
dp=0

CTaBuT B cOOTBETCTBME 3HayeHuto DSCP npuopuTeT otbpoca
(4em BblWe 4MCNOBOE 3HAYEHWE NpUOPUTETA, TEM HUXKe
BEPOATHOCTb TOrO, YTO MaKeT byaeT OTO6pOLIEH; B NepByto
ouyepeab OT6pacbiBalOTCA MakeTbl ¢ npuoputeTom cbpoca O,
3atem 1, 3atem 2)

- dscp_list — onpegenaer go 8 3HauyeHuit DSCP, 3HauyeHus
pasaenatoTca 3Hakom npobena.

V JeiicTBYyeT TONbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYEHUA NO YMOTYAHUIO.

qos map dscp-cos dscp_list
to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabanuy nepemapkunposkm CoS B 3aBMCMMOCTH OT
3HayeHna DHCP nakerta.

BepHyTbCA K 3HaYEHMAM MO YMONYAHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHaet Tabanuy nepemapkmposkm CoS. 3ameHseT
3HayeHune CoS Ha DSCP.

BepHyTbCH K 3Ha4YeHNAM N0 YMO/IHaHUIO.

qos trust {cos | dscp}

no qos trust

-/cos

YcTaHaBAMBaEeT peXMM [AO0Bepua KommyTtaTopa B 6asoBom
pexunme QoS (CoS nam DSCP).

- COS — YCTaHaBAMBAET KNaccudmKaL Mo BXOAALLMX NAKETOB MO
3HaveHuAm CoS. [Ina HeTermpoBaHHbIX NMAaKeTOB UCNO/b3yeTca
3HayveHue CoS No ymon4yaHuio;

- dscp — ycTaHaBAMBAET KNAacCMOUKALMIO BXOAALWMX NAKeTOB
no 3HavyeHnam DSCP.

V DeiicTByeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HAYEHUA NO YMOJTHAHUIO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonseT NnpumeHUTb Tabanuy nsmeHeHunin dscp K
COBOKYMHOCTU dscp-A0BepeHHbIX NOPTOB. Mcnonb3osBaHme
TabAnubl UI3MEeHeHU I NO3BONAET NepesanncaTb 3HaueHusa dscp
B IP-makeTax Ha HOBble 3HaYeHMA.
| MpumeHUTb Tabnunuy nsmeHeHmnint DSCP BO3MOXKHO
V TONbKO ANA BXoAALero Tpaduka 40BepeHHbIX
nopToB.

V [OeiicTBYyeT ToNbKO AnA pexxuma qos basic.

OTmeHsAeT ncnosib3oBaHue KapTbl N3MeHeHu dscp.

gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63);
out-dscp: (0..63)/kapTa
M3MEHEeHWI ABnseTca
NycTOM, TO eCTb 3HaYeHUA
DSCP gna Bcex Bxoaawmx
NnakeToB OCTalTCA
HEN3MEHHbIMMU

3anonHaeT Tabanuy nepemapkuposku DSCP. [na BxoaAwmx
NaKeToB C YKa3aHHbIMM 3HayeHusamu DSCP 3apaeT HoBble
3HayeHuna DSCP.

- in_dscp — onpegensetr no 8 3HayeHuit DSCP, 3HauyeHus
pasgenatoTca 3Hakom npobena.

- out_dscp — onpegenser Ao 8 HOBbix 3HauyeHuit DSCP,
3HayeHuA pas3gensatoTcs 3Hakom npobena.

V [eiicTBYeT TONIbKO ANA pexkuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUs no YMONYaHUIKO.
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rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058) k6ut/c
burst: (3000..19173960)
6anT /128K6anT

YcTaHaBAMBaeT OrpaHNYeHne CKOPoCTU ANs BXOAALLEro
Tpadmka ans 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHaA ckopocTb Tpaduka (CIR), KBUT/C;

- burst — pasmep cAeprKMBatoLWwero nopora (orpaHuyYeHme
cKopocTu) B HaiTax.

CHMMaeT orpaHunyeHne CKOPOCTM BXOAALLEero TpadumKa.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOM CTPOKM pexuma peaaKkTMpOoBaHMA CMWCKa KpuTepueB KnaccuduKaumm

Tpaduka:

console#configure
console (config) #class-map class map name[match-all |match-any]
console (config-cmap) #

Tabnnua 5.261 — KomaHgbl pexkuma pegakTMpoBaHUA CNMCKA KpuTepues Knaccudumkaunm Tpadpuka

KomaHda

3HayeHue

Aeiicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/IOB

[ob6asnaeT KpUTepuit KnaccubuKkauum Tpadumka. Onpegenset
npasuaa ¢punbTpauumn Tpaduka no cnucky ACL ana
KnaccuouKkaumu.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypanset Kkputepuit knaccudukaumm Tpadumka.

KomaHObI pexcuma pedaKkmupos8aHUa cmpame2uu Kaaccugukayuu mpaduKka

BuAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHmAa cTpaTernm knaccudmkaumm tpadumka:

consolef#configure
console (config) #policy-map policy map name
console (config-pmap) #

Tabanua 5.262 — KomaHabl pexkuma peaakTMpPoBaHUA cTpaTerMm Knaccudukaumm Tpaduka

KomaHda

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name: (1..32)
CMMBO/IOB

OnpeaenseT NpaBuao KnaccuouKkaumm Tpadmka n BXOAUT B
pexxum KoHdUrypnpoBaHua npasmna Knaccupukaumm — policy-
map class.
- access-group — onpegenset npasuna GunbTpaumm Tpaduka
no cnucky ACL ana knaccudurkaumu. MNpu cosgaHmm HoOBOro
npasuia KnaccuduKaumm, onuMoHanbHbIN NapameTp access-
group obasarteneH.

[Ona Toro 4To6bl UCNOb30BaTb HAaCTPOMKMU CTpaTerum
V policy-map ana uHtepdeiica, ucnonbsyiite KomaHgy

[DeiicTByeT TONbKO ANA pexxuma qos advanced.

service-policy B pexxume KoHpurypauumn nHtepdeiica.
YpanaeT npasuno knaccueukaumm tpaduka class-map us

cTpateruu policy-map.

KomaHObI pexcuma KoHgu2ypuposaHUsa npasusaa Kadaccugpukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KOHPUIypupoBaHUA NPaBmIa KnaccuouKaumm:
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consolef#configure
console (config) #policy-map policy map name

console (config-pmap) #class class map name[access-group acl- name]
console (config-pmap-c) #

Tabnnua 5.263 — KomaHab! pexkuma KoOHPUrypupoBaHua npaBuaa Knaccudukaumm

KomaHda

3Ha4yeHue

Aelicmeue

trust
[cos | dscp | cos-dscp]

no trust

-/peum agosepus He
yCTaHoB/EeH

OnpegenseT pexum foBepus K onpegeneHHoMy TUny
Tpaduka. [laHHOM KOMaHAOM BblIBMpaeTca 3HaYeHNE, KOTOpoe
QoS byaeT Mcnonb3oBaTb B KAYecTBe BHyTpeHHero DSCP.

- cos — B KayecTse BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KayecTBe BHyTpeHHero DSCP ncnonbayetca DSCP
BXOALLMX MAKETOB (3HAa4YeHWe No YMOYaHUIO);

- cos-dscp — B KauyecTBe BHyTpeHHero DSCP ucnonbsyetca DSCP
BXO4ALLMX NAaKeToB, ecaun 370 IP-nakeTbl, nHaye CoS.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YcTaHaBAWBaeT 3HaYeHne No YMONAYAHUIO.

set {dscp new_dscp |
queue queue_id | cos
new_cos | vlan vian_id}

no set {dscp | cos | vlan}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);

vlan_id: (1..4094)

YcTaHaBAMBaET HOBble 3HaYeHWA AN1S NaKeTa.
V KomaHpaa set aBnseTca B3aumounckaovatoLeii ¢
KOMaHpAoi# trust ona oaHoOM 1 Toi XKe cTpaTerum
policy-map.
) Crpateruu policy-map, ucnonb3sytouime KomaHpgpbl set,
V trust uan umerowmii Knaccudpukaumio ACL,
Ha3HAYaoTCA TO/IbKO ANA UCXOAALLMNX UHTepdelicoB.
V DeiicTByeT ToNbKO AnA pexxuma qos advanced.

YpanaeT HOBble 3HAYeHUA A1A NaKeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

no police

committed_rate:
(3..12582912) k6ut/c

committed_burst:
(3000..19173960) 6aiiT

Mo3BONSET OrPaHUYUTL NOJOCY NPOMYCKAaHUA KaHana U B TO e
BpPeMs rapaHTMpOBaTb ONpPeLeNeHHYI0 CKOPOCTb Nepesayn
OaHHbIX.

Mpu paboTe c NONOCOM NPONYCKAHUA UCMONb3YETCA ANTOPUTM
MApPKMPOBAHHOM «KOP3UHbI». 3ag3a4elt aNropuTma sBaseTca
NPUHATUE PeLleHUA: NepesaTb NakeT Uan oTbpocuTb.
MapameTpamu anropuTma ABAAIOTCA — CKOPOCTb NOCTYNAEHUA
(CIR) mapKkepoB B «KOpP3WHY» M 06bEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpegHee 3Ha4YeHNe CKOPOCTH
TpadwmKa, K6uT/c. JaHHan CKOPOCTb rapaHTUPYeTCa Npu
nepegaye nHbopmaumu;

- committed_burst_byte — pazmep caepKuBatoLLero nopora B
baiTax;

- drop — nakeT 6yzeT oTbpoLIeH, Koraa «Kop3vHa»
nepenonHUTCS;

- policed-dscp-transmit — npy nepenosHeHnn «KOP3WHbIY,
3HayeHue DSCP byaeT nepeonpeaeneHo.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

OTKkntoyaer perynmpoBaHne CKOpPOCTU KaHana.

police agregate
aggregate_policer_name

no police agregate
aggregate_policer_name

aggregate_policer_name:
(1..32) cumsonos

HasHauaeT npasuny knaccuduraumm tpaduka wabnoH
HaCTPOEK, KOTOPbIV MO3BONAET OrPAHUYUTL NONOCY
NPOMYCKaHWA KaHana U B TO }Ke BPeMA rapaHTUpPoBaThb
onpeaeneHHyo CKOPOCTb Nepeaayn AaHHbIX.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT wabnoH HacCTPOEK peryMpoBaHnUA CKOPOCTU KaHasa
13 nNpaBuna Knaccuobukaumm tpadpuka.

KomaHObI pexcuma KoHgu2ypuposdHUAa npogunga gos tail-drop

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHPuUrypuposaHua npoduna qos tail-drop:
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consolef#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 5.264 — KomaHab! pexuma KoHPuUrypuposaHma npoduns qos tail-drop

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

port-limit limit

no port-limit

limit: (0..900)/64

3afaTb pasmep NaKeTHOro pasAenAaemoro nysaa gas nopra.

YCTaHOBWUTb 3HAYeHME NOo YMOI4YaHUIO.

queue gueue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..900)/64

M3meHnTb Nnapamepsbl ovepeam.

- queue_id — Homep ouepeau;

- limit — KonnYyecTBO NaKeToB B 0Yepeay;

- without-sharing — 3anpetutb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K o6wemy nyny.

YCTaHOBWUTb 3HAYeHME NO YMOI4YaHUIO.

KomaHObI pexcuma KoHguypuposaHua uHmepgetlica Ethernet, 2pynnsl nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnsi nopTos:

console (config-if)#

Tabnnua 5.265— KomaHap! pexkuma KoHOUrypupoBaHua nHTepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

policy_map_name: (1..32)
CMMBOJIOB

HasHauaeT nHtepdelicy ctpaternio knaccudukaumm Tpadumka.
B ogHOM HanpaBneHuu uHTepdelicom
Y noAAepKMBAETCA TONIbKO OAHa cTpaTerus

[elicTByeT TONbKO ANA pexxuma qos advanced.

Knaccupukaumm tpadpuka.
YpansaeT ctpatermio knaccudpukauum tpaduka c nHTepdeica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) k6bUT/C

committed_burst:
(4096..16769020) 6ait

YcTaHaBAMBAET OrpaHUYeHne CKOPOCTU AN UCXOAALLErO
Tpaduka Yepes nHTepdeic.

- committed_rate — cpeHAsA CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pasmep caepKuBatoLLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHUMaeT orpaHuyeHne CKopocTun ncxoasiero Tpaduka yepes
nHTepdenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) K6UT/C;

committed_burst:
(4096..16769020) 6aiiT;

YcTaHaBAMBaET orpaHnYeHme ckopoct TpaduKa yepes
MHTepbenc Ana ncxogsaLlei oyepeam.

- committed_rate — cpeHAsA CKOPOCTb TpaduKa, KBUT/c;
- committed_burst — pazmep caepKuBatoLLero nopora
(orpaHuueHue ckopocTu) B HanTax.

CHUMaET orpaHuYeHne CKopocTM TpaduKa Yepes nHTepoelic

no qos trust

queue_id queue_id: (0..8) ANA UCXodalleit ovepeau.
qos trust BKkntoyaeT 6a30Bbili MexaHM3M (OS AN MHTepdeica.
-/BKnio4eHO V [elicTByeT TONbKO ANA pexkuma qos basic.

Bbik/toyaeT 6a30BbI MEXaHU3M OS A/1A MHTepdeica.

rate-limit rate [burst]

rate: (3..1000000) k6ut/c
burst: (3000..19173960)

YcTaHaBAMBaeT orpaHMyeHme CKOPOCTU 414 BXOAALLErOo
TpaduKa.

- rate — CKOpOCTb Tpaduka, K6UT/c;

- burst — pasmep caepumBatoLLero nopora (orpaHuyeHmne
CKOpPOCTM) B HaiTax.

no qos tail-drop profile

Gaiir /128k6aiir [laHHaA KOMaHAA AOCTYMHA TONbKO B peXXume
KOHuUrypmupoBaHua uHtepdeiica Ethernet.
no rate-limit CHUMaET orpaHmnyeHne CKOPOCTM BXOAALLEro TpaduKa.
qos tail-drop profile Mcnonb3oBaTb 3aaaHHbIN Npoduab Ha MHTepdelice.
profile_id profile_id: (1..4)

3HayeHue no YMONYaHUIO.
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qos cos
default-cos

Nno qos cos

default-cos: (0..7)/0

YcTaHaBAuBaeT 3HayeHue CoS no ymonyaHuto ans nopta (CoS,
NpUMeHAeMbl AN BCEFO HETEMMPOBAHHOIO TpaduKa,
NPOXOAALLETO Yepes HTepdeiic)

[aHHasa KomaHga A,0CTYNHA TONbKO B peXxume
V KoHdurypupoBaHus nHtepoeiica Ethernet.
YcTaHaBAMBaeT 3HaYeHMe MO0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPUrypuposaHus nHtepdelica Vian:

console (config-if)#

Tabnnua 5.266 — KomaHab! pexuma KoHpurypuposaHua nntepdeiica Vlan

NO qOs Ccos egress

KomaHda 3HaueHue Aelicmeue
oS Cos egress cos YcTaHaBAuBaeT 3HayeHWe napameTpa Mons npuoputeTta
cos: (0..7)/0 802.1p anAa ncxoaAwero TermposaHHoro Tpaduka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.267 — Komanap! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuro

Aelicmeue

show qos

MokasbiBaeT pexum QOS HacTpoeHHbI Ha ycTpolicTBe. B 6asosom
pexnme NokasbiBaeT «40BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name:
(1..32) cumBonos

[MoKa3blBaeT Cnucku Kputepues Knaccmd)mau,mm Tpad)MKa.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumsonos

Moka3sbiBaeT Npasuna Knaccudukaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_na
me: (1..32) cumBonos

MoKa3blBaeT HACTPOMKM CpegHeN CKOPOCTU, U OrpaHUYEHMA MOJIOChI
nponycKaHua aaa npasua Knaccudukauum Tpadmka.

V [eicTByeT TONIbKO ANA pexuma qos advanced.

show qos interface
[buffers | queueing |
policers | shapers |
rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

MokasbiBaeT Q0S-napameTpbl Ans MHTepdeica.

-vlan_id — Homep VLAN;

- gi_port — Homep uHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepodelicos Fast Ethernet;

- group — Homep rpynmnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepenei MHTepodeiica;

- queueing — anropuTm 06paboTku oyepeaent (WRR uau EF), Bec gna WRR
ouepeaei, Knaccbl 06CNyKMBaHMA ANA ouepenen u npuopuTeT ana EF;

- policers — ckoHbUrypupoBaHHble CTpaTermm Knaccuoukaumm Tpaduka
ons nHtepdelica;

- shapers — orpaHu1yeHve CKOPOCTU ANA UCXOAALLEro TPadUKa;

- rate-limit — orpaHuYeHne ckopocTy A4NA BXoAALwero Tpaduka.

show qos map
[dscp-queue | dscp-dp |

MNoka3biBaeT MHdJOpMaUMI'O 0 3ameHe nosen B nakeTax, Ncnonb3yemblix
QOs.

policed-dscp | - dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;
dscp-mutation | - dscp-dp — Tabnuua cootBetcTBMA MeToK DSCP u npuoputeta cbpoca
dscp-cos] ) (DP);
- policed-dscp — Tabnvua nepemapknposkm DSCP;
- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;
- dscp-cos — Tabanua cootseTcTBuA meTok DSCP 1 3HaueHua CoS.
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show qos tail-drop - MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28); MpocmoTp tail-drop MHGopMauumn No KOHKPeTHOMy NOpPTY (BCeEM NopTam)

fa_port: (1..3/0/1..24)

show qos tail-drop unit
unit_id

MpocmoTp tail-drop MHGOpMaLMM NO KOHKPETHOMY YCTPOMCTBY B CTEKe
(docTynHO TONbKO B peXkmnme CTeKa).

unit_id: (1..8)

[pumepbl 8bIN0AHEHUA KOMAHO.

= Bkatountb pexkum QoS advanced. PacnpeaenunTb TpaduK no oyepeaam, naketbl ¢ DSCP 12 B
nepsyto oyepenp, naketbl ¢ DSCP 16 Bo BTOpYl0. BOocbmasa ovepegb — npuopuTeETHaA.
Co3pgatb cTpaternto KnaccudpuKkaumm tpadmka no cnucky ACL, paspelwatowlemy nepegady
TCP-naketoB ¢ DSCP 12 u 16 u orpaHMYMBalOWLYO CKOPOCTb — cpegHAa cKopocTb 1000
Kéut/c, nopor orpaHuyeHua 200000 6aitT. Mcnonb3oBaTb [AaHHYO CTpaTernio Ha
nHTepdeiicax Ethernet 14 u 16.

console#
console#configure
console (config) #ip access-list tcp ena

console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #exit

console (config) #qos advanced
console (config) #qos map dscp-queue

)

) 12 to I
console (config) #qos map dscp-queue

)

)

(
(
(
(
(
( 16 to 2

console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena
console (config-pmap-c) #police 1000 200000 exceed-action drop
console (config-pmap-c) #exit

console (config-pmap) #exit

console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) #exit

console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #exit

console (confiqg) #

5.34.2 Cratuctnka QoS

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoHGUrypnpoBaHmsa:

console (config) #

Tabnunua 5.268 — KomaHap! pexxuma rnobanbHOro KoHGUrypnposaHua

KomaHda 3Ha4yeHue/3HayeHue o
YMOMYAHUIO

Aelicmeue

qos statistics
aggregate-policer
aggregate_policer_name
no qos statistics
aggregate-policer
aggregate_policer_name

BknatouaeT QOS-CTaTUCTUKY NO OrpaHMUYEHMIO NO0C

) NponycKaHus.
aggregate_policer_name:

(1..32)
CVIMBO}'IOB/BbIKI'IK)"IeHO

OTkntovaeT QOS-CTaTUCTMKY NO OFPaHMUYEHMNIO NO0C
nponycKkaHusa.

qos statistics queues set set: (1..2); BkntouaeT QOS -CTaTUCTMKY ANA BbIXOAHbIX o4epesei.
{queue | all{dp | all} queue: (1..4); - set —onpepenseT Habop CYETINKOB;
{gigabitethernet gi_port | dp: (high, low); - dp — onpegenset npuopuTet cbpoca.

fastethernet fa_port | all}

gi_port: (1..3/0/1..24);
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no qos statistics queues set fa_port: (1..3/0/1..24) OTKkAtovaeT QOS-CTaTUCTUKY A8 BbIXOAHbIX oYepeaen.

3HayeHne No YMONYaHMIO:

Set 1: Bce npuopwuTeThl, BCE
ouyepean, BbICOKUM
npuopuTet cbpoca.

Set 2: Bce npuopuTeThl, BCE
oyepeam, HU3KUM
npuopuTet cbpoca.

KomaHObI pexcuma KoHguaypuposaHus uHmepdelica Ethernet, 2pynnsl nopmos

Bua 3anpoca KOMAHOHOW CTPOKM perrMma KOHPUrypuposaHua wHTepdeica Ethernet, rpynnol
NnopToB:

console (config-if) #

Tabnunua 5.269 — KomaHabl pexmma KoHpurypmupoBaHus nHtepdelica Ethernet

KomaHoa 3HayeHue Aelicmeue
gos statistics policer BkntoyaeT cbop QOS-cTaTUCTMKM Ha nHTepdeiice.
policy_map_name policy_map_name: - policy_map_name — cTpaTterva Knaccudukaumm tpaduka;
class_map_name (1..32) cumBonos; - class_map_name — cNUCOK KpUTepUes KnaccupmKawmm
class_map_name: Tpaduka.
no qos statistics policer (1..32) OTKAtoyaeT c6op QOS-CTaTUCTUKM Ha MHTepdelice.
policy_map_name CMMBOJI0B/BbIK/IIOYEHO
class_map_name

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 5.270 — Komanap! pexkuma EXEC

KomaHda Aeilicmeue
clear qos statistics Ounwaet ctaTUcTUKy QOS.
show qos statistics MokasbiBaeT cTatUcTMKy QOS.

5.35 CratuuecKkaa mapuwpyrtusauma

CTaTnyeckasa MaplpyTusauma — BWUA, MapLpyTU3auuMu, Npyv KOTOPOM MapLUpyTbl YKasbiBaloTCA B
ABHOM BMAE NPW KOHOUrypaumMu maplipyTusatopa. Bca mapuwpyTvMsauma npu 3Tom npoucxoaut 6es
y4yacTna Kaknx-1mbo NpoTOKO0B MapLIpyTU3aLUK.

O6opynoBaHue NoaaepPKNBAET:

— 128 IPv4 static routes;
— 10 IPv6 static routes.

MoaaepKmnBaeTca TONbKO MapLUpPyTM3auma NakeTos, popMUPYEMBIX CAMUM KOMMYyTaTopom (TpaduKa
¢ CPU).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHOUrypnpoBaHmsa:
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console (config) #

Tabnnua 5.271 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HaveHue Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

Co3faeT cTaTUYeCcKUiA MapLUpyT.

- prefix — ceTb Ha3HayeHus (Hanpumep 172.16.0.0);

- mask — macKa ceTu (B popmaTe AeCATUYHON CUCTEMBI UCUNC/IEHUS);
- prefix_length — npeduKc Macku ceTn (KoIMYecTBO eANHUL, B MACKe —
0..32);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHuUs;

- distance — Bec mapLipyTa;

- reject — 3anpeLaeT MapLpyTU3aLMIO K CETU Ha3HaYeHun yepes Bce
LWA03bI.

distance: (1..255)/1

YaanseT ctaTMyeckuii mapLipyT.

ipv6 route ipv6_prefix/len
gateway [metric
distance]

no ipvé6 route
ipv6_prefix/len [gateway]

Co3gaeT cTaTuyeckuii IPvemapLupyT.
- ipv6_prefix/len — npedpuKc cetm HasHayYeHus;
- gateway — w03 ANA AOCTYNa K CETU Ha3HaYeHuUs;

distance: (1..65535)/1 - distance — Bec MapuIpyTa.

Ypanaer ctatuyeckuit IPv6 mapwpyT

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.272— KomaHabl pexkmma EXEC

KomaHda

Aeiicmeue

show ip route
[connected | static |
address ip_address
[mask | prefix_length]

MoKasbiBaeT TabauLy MapLIpyTM3aLLMK, YA0BNETBOPAIOLLYIO 3a1aHHbIM KPUTEPUAM.

— connected — NOAKNOYEHHbIV MapLpPyYT, TO €CTb MapLUpyT, B3ATbIN C HENOCPEACTBEHHO
NOAK/OYEHHOTO U GYHKLMOHMPYtowero nHTepdeica;

— static — cTaTMueckuii MapLpyT, NPONMUCaHHbIM B TabavLe MapLipyTU3aumm.

show ipv6 route

Moka3aTb Tabanuy mapwpyTtmnsaumm IPv6.

[pumep 8b1M10AHEHUS KOMAHObI

MoKa3aTb TabanLy MapwpyTU3aLLMK:

consolef#show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabaunua 5.273 — OnuncaHue pesynbTaTa BbINOJAHEHMA KOMaHAIbI

Mone OnucaHue

MoKasbiBaeT NPOUCXOXKAEHME MAPLIPYTa:

C — Connected (MapLpyT B3AT U3 HENOCPEACTBEHHO NOAK/OYEHHOTO U
bYHKUMOHUpYoWwero uHTepdeiica),

S — Static (cTaTMyecKmit mapLpyT, NPONMCaHHbIN B Tabanue mapLpyTmsaumm).
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10.9.1.0/24 Apgpec cetu
MepBoe 3HaYeHWe B CKOBKax — aAMUHUCTPATUBHAA AUCTAaHLMA (CTeneHb AoBepun
[5/2] MapLUpPYTM3aToOPy, YEM YMC/O Bbllle, TEM MEHbLUE JOBEPUE K UCTOYHMKY), BTOpoe
4YMCNO — METPMKA MapLLIpyTa.
via 10.0.1.2 Onpegaensert IP-agpec cneayrowero MapLwpyTnsaTopa, Yepes KoTopblil TpoxoauT
o MapLIpyT 0 ceTu.
00:39:08 OnpeaenseT Bpema nocnegHero 06HOBAEHUA MapLpyTa (4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 OnpegaenseT nHTepdeinc, Yepes KOTOPbLIN NPOXOAUT MapLIPYT A0 CETU.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup MUCNonb3yeTcAa AnA BbINO/IHEHUNA CneluaZibHbIX npoueayp, TakKUX Kak: obHOBNEHME
nporpammHoro o6ecnequMﬂ, yAaneHne cogepxmnmoro d)ﬂaLLl-ﬂaMﬂTM, BOCCTaHOB/IEHME NApPOAA,
ANArHoCTuKa, 3agaHne CKopoctu pa60TbI TePMUHANA, pa60Ta C NapaMeTpamMmm CTeKa YCTpOﬁCTBa.

Ona Bxoaa B meHto Startup HeobxoAMMO NpepBaTh 3arpy3Ky HaxKatuem Knasuwm <Esc> nnu <Enter>
B TEYEHMe MepBbIX ABYX CEKYHA Noc/e NosBAeHUA coobLeHMs aBTo3arpyskm (Mo OKOHYaHMUM BbINONHEHUS
npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

[ I

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HAXKMUTE KNaBuLLYy <6>, 1Mbo <esc>.
' Ecnm B TeuyeHue 15 cekyHA (3HaueHUe No YMONYaHUIO) He BbI6paH HU OAUH U3 NYHKTOB
el MEeHI0, TO 3arpy3Ka yCcTpoiicTBa NpoAoKUTCA. Bpema 0XKnaaHUAa MOXKHO YBENNYUTD C

NMOMOLLbIO KOMaHA KOHCO/IN.

Tabanuya 6.1 — OnucaHune meHio Startup

Ne HaseaHue OnucaHue

Ona 3arpysku nporpammHoro obecneyeHuss ucnonbsyetca npotokon X-Modem. [Mpu
HakaTuM KNaBuLWK <1> Ha KOHCONb ByAET BbiBEAEHO Caeaytolee cooblyeHue:
Download Software

<1> O6HoBneHMWE Downloading code using XMODEM.
nporpaMmmHoro
obecneyeHus Tenepb, Korga yCTPOWCTBO roToBO K Npuemy o¢aina, HeobxoaMmo nepenaTtb ero npu
nomowm npotokona X-Modem. [locne npuema odaina ycTpoMCTBO nepesarpysunTtca
aBTOMATUYECKM.
[aHHas npoueaypa WCNONb3yeTca ANA yAaneHWus KoHdurypauuu yctpoiicta. [ns
yaaneHusa ¢alna HaxaTb KnaBuwy <2>, MoOABUTCA MpeaynpexaeHne (noarsepaute
HayKaTvem Knasuwm <y>):
Warning! About to erase a Flash file.
Are you sure (Y/N) ? y
Erase Flash File Beectn uma daina KoHPUrypauymm:
<2> Ypanerue Write Flash file name (Up to 8 characters, Enter for none.): CDB
CoaePKNUMOro GpasL- Write Flash file name (Up to 8 characters, Enter for none.): CDB
namaTu File CDB (if present) will be erased after system initialization.
==== Press Enter To Continue ====[na so3spata B meHio Startup HaxaTb

Knasuuy <enter>.
==== Press Enter To Continue ====

/! Dna HoBoro ¢aiina KoHGUrypaumm vmsa AOMKHO 6biTb OTAMYHO OT MMeEHM
KOH}UrypaLmmn 3anmMcaHHOM Ha AaHHbIA MOMEHT.
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JaHHaa npoueaypa wcrnonb3yeTcA A/ BOCCTAHOB/JEHMA YTPAYEHHOro MaposiA, OHa
NO3BONSET NOAKIOUYUTLCA K YCTPOUCTBY 63 napons.
Password Recovery
Procedure [na BOCCTAHOB/NEHUA NAPOIA Ha)KaTb KAasuwy <3>, Npu Nocieayowem NoAKAYEHUN K
<3> BOCCTaHOB/IEHME YCTPOICTBY Naponb byaeT NponrHopupoBaH.
napons Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa ncnonb3yetca Aaa YCTaHOBKM CKOPOCTU paboTbl TepmMMHana (Mo ymonYaHuio
Set Terminal Baud- 115200 Boa). N
Rate [na 3agaHuA HOBOWM CKOpOCTU paboTbl TepMMHana HaxaTb Knasuwy <5> u BBeauTe
<4> 3agaHue ckopoctu 3HateHme:
Set new device Baud rate: 115200
paboTbl TepMUHaANa
[na Bo3BpaTa B meHIo Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
Ona  yBennyeHua KosivyecTBa MNOPTOB KOMMYTAToOpa, CyLlecTByeT BO3MOMKHOCTb
0b6begMHEHUA YCTPOMCTB B CTeK. YCTPOWUCTBO C uaeHTuduMkaTopom 1 ByaeT sBeaywumm,
oCTanbHble - BegoMbiMU. KommyTaTopbl MES1024/MES1124/MES2124 moryT paboTaTh Kak
aBTOHOMHO, TaK U B COCTaBe CTeKa.
Ona naeHTMOMKaUMM M YCTaHOBKM pexmMma paboTbl YCTPOMCTBA B CTeKe WMCNoJib3yeTcA
Stack menu MeHI0 cTekKa (Stack menu).
<5> Pabora c fns Bxo )
napameTpamu cTexa [a B MEHIO CTeKa HaaTb Kiasuwy <5>:
ycTpoiicTaa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnucaHue Stack menu ykasaHo B Tabnuue 4.3
Back o
<6> [nA BbIXOAa@ U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXkMUTe KnasuLly <6>, ainbo <esc>.
Bbixog, 13 meHto

Tabauua 6.2 — OnucaHne meHto Stack menu, paboTta c NnapameTpamu CTEKa YCTPOCTBA

Ne HaseaHue meHto OnucaHue
Show unit stack id [na npocmoTpa MAaeHTUPUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLLy <1>:
1 Mpocmotp CuTrent wc'Jrking mode is stacking.
<1> WaeHTMMKaTOpa Unit stack id set to 1.
YCTPOICTBA B CTeKe
[nA HasHayeHuA naeHTUPUMKATOPa YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHayeHue roe 3
MAEHTMd)MKaTOpa 3Ha4yeHue ot «1» Ao «8» — HOMep YyCTPOUCTBaA B CTEKE,
YCTPOWCTBa B CTeKe 3HayeHue «0» - aBTOHOMHbIN pexmMm paboTbl KOMMYTaTOPa.
[ns BO3BpaTa B MEHIO CTEKA HaXXMUTE KnaBuLy <enter>.
==== Press Enter To Continue ====
[NnA ycTaHOBKM pexxmnma paboTbl YCTPOMCTBA HAXKMUTE KNaBuULy <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
<3> | YcraHOBKa pexuma rae o
- 3HaYyeHne 1 — aBTOHOMHbIN PeXum,
paboTbl ycTpoicTBa
3HaYeHMe 2 — PeXKMM CTEKMPOBAHUA.
[ns BO3BpaTa B MEHIO CTEKA HaXXKMMUTE KnaBuLy <enter>.
==== Press Enter To Continue ====
Back [NnA BbIXOZa U3 MEHIO HAXKMUTE KNaBuwy <4>
<4>
Bbixoa, 13 meHto
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6.2 O6HoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP goskeH 6bITb 3anyLLEeH U HACTPOEH Ha KOMNbloTepe, ¢ KoToporo 6yaer
3arpy»artbca nporpammHoe obecneyeHune. CepBep AONKEH UMETb paspeLleHUue Ha YTeHue
¢daiinos HauanbHOro 3arpysumnka u/mnm cucremuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-
cepBepoM J0/KeH bbiTb A4OCTYNEeH AN KOMMYTAaTopa (MOXXHO NPOKOHTPOANPOBATb,
BbINOJIHMB HA KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

© oy,

O6HoBANEHME NPOrPamMMHOro obecneyeHns MOXKeT OCYLLLECTBIATLCA TO/IbKO
NpPUBWUJIErMPOBAHHDBIM NOJIb30BaTeNEM.

RN

6.2.1 O6HOBNEHME CUCTEMHOro NPOorpaMmmHoOro obecneyeHus
3arpysKka ycTpoicTBa ocyuwiectsafeTca us ¢dakna cUCTeMHOro nporpammHoro obecnedenus (MO),
KOTOPbIA XpaHUTcA Bo ¢aaw-namatu. MNpu obHoBAEHMU, HOBbIM daiin cuctemHoro MO coxpaHaeTcs B

cneumanbHO BblgeneHHol obnactv namAatM. pu 3arpyske YCTPOWCTBO 3aMnycKaeT aKTUBHbIA ¢alin
cuctemHoro NO. Bbibop akTMBHOrO daiiia 3a43eTca KOMaHO0M:

boot system {image-1 | image-2 } [unit unit_id]

roe unit_id — Homep ycTpoicTBa B CTeKe (Ans ycTpolicTBa, paboTalollero B aBTOHOMHOM peXxunume,
HOMep YCTPOWCTBa He 3aaaeTcA), image-1, image-2 — daiin cuctremHoro MO.

Mpu paboTe B cTeKe, eciM HOMEP YCTPOACTBA He 3a4aH, AaHHaA KOMaHga NpumMmeHsaeTca K
N BeAyLLLeMy yCTPOMCTBY.

[Ons npocmoTpa TeKylien BepCUM CUCTEMHOro nporpammHoro obecrneveHusa, paboTatowero Ha
ycTpoliicTse, BBeguTe KomaHay show version:

console#show version

SW version 1.1.44[e9%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM ¢ai nporpammHoro obecrneyeHuMAa Ha YCTPOWCTBO B
BblaesieHHyto o61acTb NnamATn (image2). PopmaTt KOMaHAbI:

copy tftp:// tftp_ip_address/[directory/|filename image
MpuMep BbINOAHEHUA KOMaHAbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
| L O O O Y I

Copy took 00:01:11 [hh:mm:ss]
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] 3HaK BOCK/IMLLAHUA YKa3bIBaeT Ha TO, YTO UAET Npouecc KonupoBaHua. Kaxabii
V BOCK/IMLaTe/IbHbI 3HAK COOTBETCTBYET ycnellHoi nepegade 10 naketos no 512 6aiirt
MHPOpMaLMK KaXKAbli. TOYKA YKa3biBaeT Ha TO, YTO B NpoLiecce KONUPOBaHUA NpousoLwen
TalimayT oXXuAaHua naketoB oT TFTP-cepBepa. HeckonbKo ToOUeK B CTPOKE MOXKET 03HauaTb,
4YTO BO3HMK/A OLIMGKa B NpoLecce KONMPOBaHMUA.

KomaHgoi boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:
console#boot system image-2

Ecnun He BbIGpaH HOBbIN 3arpy}XeHHbli ¢paiin cuctemHoro MO aKTUBHbIM, TO YCTPOACTBO
BbIMOJIHUT 3arpy3Ky C MCNO/Ib30BaHMEM TEKYLL,Eero akTMUBHOro obpasa.

© oy,

Ybeautecb, YTO NpPaBMAbHO BblOpaH aKkTUBHbLIN ¢ain cuctemHoro MO. Ona npocmoTpa AaHHbIX O
BEPCUAX NPOrPamMMHOro obecrneyeHnn 1 UX akTMBHOCTM BBeAUTE KOMaHAY show bootvar:

console#show bootvar

Unit Image Filename Version Date Status
1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25 Active
1 2 image-2 1.1.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active*
/ Cumsonom «*» oTmeuaertca ¢aiin nporpammHoro obecneueHus, KoTopblii byaer
MUCNOJIHATLCA NPU Noc/eayloLLei 3arpysKe.

Mepesarpysnte KOMMYyTaTOp KOMaHAOM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoateepanTe NepesarpysKy BBOAOM ‘y’.

6.2.2 O6HoBNEeHMe 3arpy3ouHoro ¢aina yctpomucrea (HauanbHOro 3arpysumKa)

HayanbHbIl 3arpy3ymKk 3anycKaeTca cpasy MOC/ie BK/AKOYEHWs MUTaHMA ycTpoicTBa. Nocpeactsom
3arpysouyHoro ¢aina ocyllecTBAAeTca npoleaypa «TeCTUpOoBaHUA CUCTEMbl Mpwu BKAoYeHun» (POST),
pacnakoBKka M 3anyck ¢aiina cucremHoro MO. Mpn ob6HOBNEHMM HOBbIM (ailil HauyaNbHOrO 3arpy3yvmka
coxpaHsietca Ha flash Ha mecTe cTaporo.

Ona npocmoTpa TeKywen Bepcuu 3arpysovHoro ¢aina, paboTalowero Ha ycTpoucTse, BBeguTe
KomaHay show version:

console#show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBAeHMA MO:

1. KomaHpaoit copy cKOnMpoBaTb HOBbIM 3arpy3ouHbii ¢ann Ha ycTpoicTBo. PopmaT KoOMaHApl:
copy tftp://tftp_ip_address/[directory/]filename boot.

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| T L L L I O O O A

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

’ 3HaK BOCK/IML,aHUA YKa3bIBaeT Ha TO, YTO UAET NPOLLECC KoNnUpoBaHUA. Kaxkablii
V BOCK/IML,aTe/IbHbI 3HAK COOTBETCTBYET ycnelwHoi nepesade 10 naketos no 512 6aiit
nHdopMaumnmM KaxKablii. TOUKa yKasbiBaeT Ha TO, YTO B NpoLLecce KONMPOBAHUA NpousoLLen
TalimayT 0XKugaHua naketos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKE MOXKET 03HAUaTb,
4TO BO3HUKNA OWMGKa B Npouecce KONMPOBAHUA.

2. TlepesarpysnTe KOMMYTaTOp KOMaHAOM reload.

console#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKky BBOAOM ‘y'.
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MPUNOXEHUE A MNPUMEPbl MPUMEHEHUA U KOHPUTYPUPOBAHUSA
YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa cBA3yowWwMx gepesbes (MSTP)

Mpotokon MSTP no3sonsaeT CTPOUTb MHOXECTBO CBA3YIOLWMX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKa/IbHOW CETU, YTO NO3BONAET BaNaHCMPOBaTb HarpysKy. a8 NPOCTOTbl PACCMOTPUM
cAy4Yal ¢ Tpemsa KommyTaTopamu, o6beANMHEHHbIMU B KO/IbLEBYHO TOMOIOIMIO.

MycTb vian 10, 20, 30 o6beanHaAOTCA B nepBom ak3emnaape MSTP, vlan 40, 50, 60 obbeaunHatoTcA
BO BTOpOM 3K3emnaape. Heobxoammo, 4tobbl Tpadmk VLAN-o8 10, 20, 30 mexkay nepBbiMm U BTOPbIM
KOMMyTaTopamu nepegasasncs Hanpsamyto, a Tpaduk VLAN-oB 40, 50, 60 nepenaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOPHEBbIM A1 BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KoTopom nepegaetca cnyxebHas nudopmauma. Kommyratopbl 06begMHAIOTCA B KOMbLO,
ncnonbaysa nopTbl gl 1 g2. HuxKe npuBeaeHa cxema, n3obparkatoLLas 10rMyecKkyto Tonoaornto ceTu.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHbl Ha axzemMnnap 2

xommyTarop 1 KoMmmyrarTop 3

370T NOPT nepeckbinaeT Tpagpmk
AnA akaemnnapa 2 u Gnokupyer
Tpachmk ana akzemnnapa 1

JTOT NOPT NepeckinaeT TpadMk
Ans akaemnnsapa 1 u GnokuMpyer
Tpaduk Ana akzemnnapa 2

KOMMmyTarTop 2

PucyHoK 31- Hacmpolika npomokosaa MHOXecmaea cea3yrouux oepesses

Koraa oguH U3 KOMMYTaTOPOB BbIXOAWUT U3 CTPOs, B0 0bpbIBaeTCA KaHa/l, MHOXECTBO JEePEBLEB
MSTP nepecTpanBaeTcs, YTO NO3BOAAET MUHUMM3NPOBATL NOCNEACTBUA aBapun. Huxke npuseseH npouecc
KoHdUrypaumm KommyTaTopoB. [na 6onee GbICTPON HACTPOMKKM co3gaeTca obwmii KOHOUIYpPaLMOHHbIN
WwabnoH, KOTopbI 3arpykaetcA Ha TFTP-cepBep M WMCNOJIb3yeTcA BNOCAEACTBUM ANS HACTPOWMKWM BCex
KOMMYTaTOpPOB.

1. CosgaHve wabnoHa 1 KOHPUrypaLuma NepBoro KOMmyTaTopa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) ffexit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
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console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox

console (config-mst) #instance 1 add vlan 10,20,30

console (config-mst) #instance 2 add vlan 40,50, 60

console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) #do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

KoHdurypaumsa BTOporo KommyTaTopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0Oct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #fexit

console (config) #spanning-tree priority 0

console (config) #end

KoHdurypaums TpeTbero Kommyratopa

consolef#configure
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console (config) #interface vlan 1
console (config-if) #ip address 192.168.16.1 /24
console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #exit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hactpoiika selective-qinqg

[Do6asneHue SVLAN

JaHHbI Npumep onucbiBaeT, Kak ao6asnatb meTky SVLAN 20 Ko Bcem VLAN 3a UCKAOYEHUEM
VLAN 27.

console#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTax nepefaynm AaHHbIX A0BOJIBHO 4acTO BO3HMKAOT 33Ja4u, CBA3aHHble ¢ nogmeHoi VLAN
(Hanpumep, ANF  KOMMYTaTOpPOB YpPOBHA  AOCTyna CywecTByeT TWMOBas  KOHQWrypauus, HoO
nosb3oBaTtenbcknin Tpaduk, VOIP 1 TpaduK ana ynpasneHusa TpebyeTtcs nepeaaBaTb B pasHbix VLAN Ha
pa3NNYHbIX HanpaBaeHuaAXx). B aTom cnyyae 6b110 6bl yA06HO Bocnonb3oBaTbea GpyHKUMen noameHsl CVLAN
AnAa 3ameHbl TunuamposaHHbiX VLAN Ha VLAN ana Tpebyemoro Hanpas/eHus. PaccmoTpum
KOHUrypaumio KOMMyTaTopa, B KOTOpom ocyuiecteaseTca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 u
202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202
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console (config-vlan) #exit

console (config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202
console (config-if) #selective-qing list ingress override vlan 200
ingress vlan 100

console (config-if) #selective-qing list ingress override vlan 201
ingress vlan 101

console (config-if) #selective-qing list ingress override vlan 202
ingress_vlan 102

Hacrpoitka Multicast-TV VLAN.

dyHkuua «Multicast-TV VLAN» paeT BO3MOXHOCTb MCMO/b30BaTh AN Nepeaayn MHOroagpecHoro
Tpadumka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TPadMK NONb30BATENAM AaXKe B TOM C/ly4ae, ecu
OHU He ABAnsAoTca YneHamm 3tol VLAN. 3a cueT dyHKumm «Multicast-TV VLAN» moxKeT 6biTb COKpalleHa
Harpyska Ha ceTb OMepaTopa 3a CYET OTCYTCTBMA Ay6IMPOBAHUA MHOTOaAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHumn yenyrm IPTV.

Cxema npumeHeHua OyHKUMW npeanosaraeT, 4To MopTbl MOJib30BaTesnelt paboTatoT B perumme
«access» MAM «customer» M nNpuHagnexkat K nwboh VLAN 3a wucknodeHnem multicast-tv VLAN.
Monb3oBaTeNn MMEKOT BO3MOXKHOCTb TO/IbKO MOAYy4aTb MHOTroafpecHblt Tpaduk ns multicast-tv VLAN u He
MOTyT nepegasaTtb AaHHble B 3ToM VLAN. Kpome TOro, B KOMMyTaTope A0/KEH OblTb HACTPOEH NOPT-
MCTOYHMK Mmulticast-TpadmKa, KOTOpbIN A0NXKeEH ObITb y4acTHMKOM multicast-tv VLAN.

V dyHKuma «Multicast-tv VLAN» paboTtaeT Tonbko coBmecTHO ¢ IGMP Bepcumii 1 1 2.

Mpumep HacTPOIKKM Ana nopTa B pexkume paboTbl access

1. BkAOUUTL GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX

console (config) #tbridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasieHus
(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpouTb NopTbI NoAb30BaTENEN.

console
console
console
console
console
console

config) #interface range fal/0/1-24

config-if) #switchport mode access

config-if) #switchport access vlan 100

config-if) #switchport access multicast-tv vlan 1000
config-if) #bridge multicast unregistered filtering
config-if) #exit

—~ o~ o~~~ —
—_~ o~ ~—

4. Hactpoutb uplink-nopT, paspewns nepegayy MHoroagpecHoro TpaduKa, TpadurKa nosb3oBaTenen
W ynpasneHue.

console (config) #interface gil/0/1
console (config-if) #switchport mode trunk
console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
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console (config-if) fexit

Hactpoutb igmp snooping rnobasnbHO U Ha MHTepdencax.

console (config) #ip
console (config) #ip
console (config) #ip
console (config) #ip
console (config) #ip
console (config) #ip
console (config) #ip

console (config) #ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp

igmp

snooping
snooping
snooping
snooping
snooping
snooping
snooping

snooping

Hactpoutb nHTepdeic ynpasieHus

vlan
vlan
vlan
vlan
vlan
vlan

vlan

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

1000
1000 querier
100
101
102
103

124

Mpumep HacTPOIKK ANA NOpPTa B pexKume «customer»

[aHHbIN TUN NOAKNIOYEHUA MOMKET BbITb MCNONbL30BaH A1 TOr0, YTO6bI MOMEeYaTb NO/1b30BaTE/IbCKUE
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHELWHUMK meTKamu (SVLAN).

BKNOUNTE PUABTPALMIO MHOTOAAPECHbIX SAHHbIX

console (config) #bridge multicast filtering

HactpouTb VLAN nonb3sosateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus

(VID 1200)

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

HacTpouTb NopT Nnonb3oBaTens

console (config) #interface

fal/0/1

console (config-if) #switchport mode customer

(
(
console (config-if) #switchport customer vlan 100
console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #exit

Hactpoutb uplink-nopT, paspelwmns nepeaady mHoroagpecHoro Tpaduka, Tpadunka nonb3osarenei
W ynpaBneHue

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) #exit

HactpouTb igmp snooping rnobanbHO W Ha uHTepdencax, [06aBMTb NpaBuaa MAPKUPOBKM
nosnb3oBaTenbckux IGMP-report’os

console (config) #ip igmp snooping
console (config) #ip igmp snooping wvlan 100
console (config) #ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
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console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

6. HactpouTb MHTEpdeic ynpasaeHua

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #fexit

Hacrtpowka asropmsaumm IGMP-3anpocos yepe3 RADIUS

B AaHHOM npumepe onucbiBaeTca NPoLecc HacTPoMKku asTopmlaummn IGMP-3anpocos Yepes Radius-
cepsep. IP-agpec kommyTtatopa - 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-aapec

KnneHta — 00:1B:21:4F:F8:1F, amMana3soH paspelweHHbix Multicast-rpynn: 233.7.0.0/16,

FastEthernet 1/0/1
HacTtpoiku Radius-cepsepa (freeRadius)

1. Copepxkunmoe daina ”/etc/freeradius/clients.conf”

client 10.113.113.0/24 {
secret = mestest

nastype = cisco

shortname = private

}
2. Cogepxumoe daitna “/etc/freeradius/users”

001B214FF81F Cleartext-Password := "001B214FF81F", NAS-PORT ==
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

HacTpoitku KommyTtaTtopa

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

( #bridge multicast filtering
(
(
(
(
(
(
(
(
(
console (config
(
(
(
(
(
(
(
(
(

#vlan database

#vlan 30

#exit

#ip igmp snooping

#ip igmp snooping vlan 30

#interface range fastethernet 1/0/1-10
#switchport access wvlan 30

#bridge multicast unregistered filtering
#multicast snooping authorization radius
fexit

#interface gigabitethernet 1/0/4
#switchport mode trunk

#switchport trunk allowed vlan add 30
#exit

#interface vlan 1

#ip address 10.113.113.2 255.255.255.0
#no ip address dhcp

#exit

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

— e . e e . e e e e e e e e e e

nopT KJINEHTa —

1, Framed-

#radius-server host 10.113.113.1 usage igmp-auth key mestest
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NPUNOXEHUE B TWUMNOBBLIE CXEMbl MOCTPOEHMA CETEM HA BA3E
NMPOTOKO/JIA EAPS

1. Tononorna Nnpocroe «KonbLo»

[ SWITCH 1 |

SWITCH3

B Tonosorum cetm ToNbKo 0A4HO Ko/bLO. B 3TOM c/iydyae HeobxoaMmo onpeaenuTb AJiA HEero TONbKo
EAPS domain.

2. Tononorus oguMH AOMEH C HECKOIbKMMM «KObLaMmn»

SWITCH 2 R

SWITCH 1 [
= 4

B Tononoruu cetn 3 Konbla (MoxKeT 6bITb 2 U 6osiee) n 2 obwMX y3na mexay HAMKU. B aTom cnydyae
Heobxoanmo onpegenuTtb EAPS-domain 1 ycTaHOBUTb O4HO KOJbLO B KauecTBe OCHOBHOTO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOMbLLAMU»

B Tomosiormm cetn 2 Konbla (MoXKeT 6biTb 6osiee AByX) ¢ ogHMM obwUM y3nom. B atom cnydae
HeobxogmMmo onpeaenntb EAPS-domain ana Kaxaoro Konbua.
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NMPUNOXKEHUE B ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnmua - OnucaHWe NPOLECCOB KOMMYyTaTOpPa

Umsa OnucaHue npouecca

npouecca

3SWF MNepenaya nakeToB MeXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHas obpaboTtka ACL nepexBayeHHbIX NaKeTos

AAAT YnpasneHue n obpaboTtka metozos AAA

AATT Cumynatop AAA ona nposepkn metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpasneHue nepesarpy3Kom YCTPONCTB B CTEKE

BOXM JononHuTtenbHble AeNCTBUSA B cTeKke (nosyvyeHue cBedeHMI O CTeKe, MHAMKaLUA, obmeH
coobueHnammM, cMmeHa unit id)

BOXS O6paboTKa KOMaHZ COCTOAHUA CTeKa: JobasneHue macrepa/cnensa, nUsyyeHue TOMOAOTUM,
obHoBneHune Bepcuun MO cneia

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe
intermediate agent

BRMN Bridge Management: EAPS, STP, onepaumu c FDB (mobasneHwe, yaaneHue 3anuceit),
3epKanupoBaHue, KoHpurypuposaHme noprtos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP
multicast, OAM

BSNC ABTOMAT CMHXPOHM3ALMK MacTepa M CneiBa B CTeke

BTPC Knnent BOOTP

CDB KonnpoBaHue KoHOUIypauMoHHbIX ¢painnos

CFM Peanusaumus Ethernet CFM

CNLD 3arpyska/Bbirpyska KoHourypaumm

COPY YnpasneHue konuposaHuem $paiinos

D_LM Link Manager — noToK, KOTOPbIN CNeanT 3a COCTOSIHME CTEK-/IMHKOB

D-SP Stacking Protocol

DACT Diacnostic ACTive tests. NoToK, B KOTOpom BbinonHAwTca VCT-TecTbl.

DDFG PaboTa c ¢paitnoBoi cuctemol

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nonyyeHue nHbopMaLmm C yaaneHHbIX oHUTOB (Bepcua NO, uptime,
YyCTaHOBKa aKTMBHOro obpasa MN0O)

DNSC Knnent DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKka cobbITUIA OT yAaNEHHbIX FOHUTOB 06 M3MEHEHMM COCTOAHUA
BEHTUNATOPOB, NCTOYHUKOB NUTaHWA, TepMOAaT4MKoB, SFP-TpaHcuBepos. MonyyeHne
CoO0bLWEHNIM OT yaaneHHbIX OHUTOB 06 nx Bepcum MO, cepuiiHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ESTC NornposaHue cobbiTuii 0 NpesbllleHMn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAU O6paboTKa cobbiTnin Address Update, HUKHWI ypoBeHb, Nepeaaya Bblille

EVLC O6paboTKa cOOLITUIN O CMEHE COCTOAHUSA NOPTa, HUKHUI YPOBEHb, Nepeaaya Bbille

EVRX O6paboTKa cobbITUIA NpMéMa NaKeTa U3 KommyTtaTtopa B CPU, HUXHUIA ypoBeEHb, Nepeaaya
nakeTa Ha YpoOBEHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHUA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHWNIM YPOBEHb

exRX O6paboTKa BbIXOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mappytTmsaumm n MapLipyTnusauma Nnaketos

FLNK dyHKuma FlexLink

FTPD Peanusaumna npotokona FTP

FTPM YnpasneHue FTP-cepsepom (06paboTka KOHPUIypaLmoHHbIX 3anpocos m3 CLI/SNMP)

GOAH Peanusaumns web-cepsepa GoAhead
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GRN_ Peanusaumnsn Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 CUCTEMBI

HLTX OTnpaskKa naketos n3 CPU B KommyTtaTop

HOST OcHoBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMI CBMYA Ha yaasleHHOM loHUTE

HSES Stack Events — o6paboTtka cobbiTnii link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

ICMP Peanunsauma npotokona ICMP

IDLE BespelictBne cncrtemsl

IGMP Peanunsauma npotokosa IGMP (xocTtoBoi YacTu)

10D |0 Debug task

I0TG YnpasneHne TepMmnHanamm BBoAa-BbIBOAA

I0TM YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

IOUR YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

IP6C CYéTumKmM ipv4 v ipvb

IP6M MapuwpyTtursaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agada ana ARP, RIP, OSPF

IPSL Peanusaumnsa IP SLA

KEYM YnpaBnieHue Knto4yamm ayTeHTUdMKaLmm

L2HU MNepenaya nakeTos Ha ypoBeHb 3

L2PS O6paboTka coBbLITUI CMEHbI COCTOAHUA/HACTPOEK UHTepdencoB M nepenada coobLLEeHUIA
3aperncTpUpPoBaHHbIM CayXKbam

L2SC JNornposaHue storm-control

L2UT Ytununsaums noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 oKoHYaHUK aelicteus B FDB (ageing MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBnpoBaHne KOHPUTIypaunMoHHOro ¢ainaa B SHeProHe3aBUCMMON NAMATU

MSCm MeHegep gns paboTbl ¢ TEPMUHAIbHBIMU CECCUAMM

NSCT HacTpoiKka orpaHuMyeHWAa CKOpOCTM nepexBaTa naketoB Ha CPU, BeageHue CTaTUCTUKM MO
nepexBayeHHbIM NakeTam

NTPL Mepunogmyeckas reHepauma curHana ana onpoca tabamy, MAC, VLAN, nopToB, MynbTUKACTa,
MapLpyTusaLmm, npuopuTesaLmm

NTST JobasneHune v yaaneHue oHUTOB B cTeKe, cbpoc Ha AedONT COCTOAHUA HOHMTA, HA CETEBOM
ypoBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTka KomaHabl Ha BoccTaHoBneHMe OUI ana Voice VLAN

PLCR O6paboTKa cOOLITUIN CMEHbI COCTOSHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cObbITUIN CMEeHbI COCTOAHUS NOPTOB

PNGA Peanusaumns ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTtenbcKkuit Tack ana Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOGHOB/IEHWNE M aBTOKOHPUTYpPUPOBaHUE

SEAU MonyyeHune cobbiTnit Address Update, HUXHMI ypoBEHb

SELC MonyyeHune cobbITUIN O CMEHE COCTOSIHUA NOPTA, HUXKHUIM YPOBEHb
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SERX MonyyeHue cobbiTUiM NpUéma nakeTa U3 KommytaTtopa B CPU, HUXKHKUI ypoBEHb

SETX MonyyeHune cobbITUIM OKOHYAHMA OTNPaBKM NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

SFMG sFlow Manager — 06paboTKa cobbiTnin UameHeHus IP agpeca, CLI/SNMP 3anpocos, Taimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanusauma npotokona SNMP

SNPR 3agaya, KoTopan pasbusaet 6onbwmne SNMP 3anpockl Ha 6onee menkune (MPoKcUpyeT)

SNTP Peanusaumna npotokona SNTP

SOCK YnpaBneHue paboToit COKeToB

SQIN HacTpoitka selective qing

SS2M Slave To Master — nepegaya coobL,eHNI co cnenBa Ha mactep

SSHP Cepsep ssh - HacTpoWKa, 06paboTka KomaHa, Talimep

SSHU Cepsep ssh - npotokon

SSLP Peanunsaumna SSL

SSTC NornposaHue cobbiTuii 0 NnpesbllleHun noporos Tpaduka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccna yepes COM-nopt

STSB CLI-ceccusa yepes VLAN

STSC CLI-ceccusa yepes VLAN

STSD CLI-ceccusa yepes VLAN

STSE CLI-ceccusa yepes VLAN

STSF CLI-ceccusa yepes VLAN

STSG CLI-ceccusa yepes VLAN

STSH CLI-ceccusa yepes VLAN

STSI CLI-ceccusa yepes VLAN

SW2M ObpaboTKa cobbiTnit Adress update ot FDB, 610KnpoBKa nopTa Npu BO3SHUKHOBEHUW OLWMOOK
Ha nopTty

SWTR PaspelieHune npoxoxKaeHua Tpadpdpuka yepes KackaaHble nHTepdencsl

SYLG BbiBOZA COObLLEHNMI B Syslog

TBI_ Tabaunua BpemeHHbIX NpomeKyTkoB gns ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agau

TMON Monitor Task — oTcneKMBaeT cCOCTOAHUE 3aK0/bLIOBKM BydepoB 1, B caydae obHapyKeHus,
nepesarpyaeT IoHUT (gpyroro cnocoba pelweHna Npobaembl HAUAEHO He 6bino)

TNSL KnneHt telnet

TNSR Cepsep telnet

TRCE Peanusauua trace route

TRIG 3anyck gelicteua B FDB (ageing MAC-aapecos)

TRMT YnpasneHWe tOHUTaMM B CTEKE C NOAAEPKKOM TPaH3aKLUMMN

TRNS File Transfer — KonupoBaHue $palinos mexxay oHUTamm cteka (MN0)

TUNT Peanunsauua TyHHenen: KoHoUrypuposaHue, 0b6paboTKka NakeTos

UDPR UDP relay

VRRP Peanunsauna npotokona VRRP

WBSR YnpasneHue u Taimepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBA3aHa ¢ watchdog Talimepom).

WDLO Cbpoc watchdog Talimepa. Mpu cpabaTtbiBaHMM Talimepa (3TO NPOUCXOAUT MPU 3aBUCAHUN)
KOMMYTaTOp nepesarpy»aercs.

XMOD Peanusaums npotokona X-modem
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HELTEX

TEXHUYECKAA NOOAEPXKKA

OnAa  nonyyeHMA TEXHUMYECKOM KOHCYy/AbTauMW MO BOMPOCAM 3Kchayatauum ob6opyaoBaHuA
000 «MpeanpusTtne «3/ITEKC» Bbl MoxKkeTe 06paTnTbcs B CepBUCHbIN LEeHTP KOMNaHUK:

Poccuiickan ®epepaumna ,630020, r. HoBocnbupck, yn. OKpyKHas, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha odumumanbHoOM cainTe KOMNaHUKM Bbl MoXKeTe HaTU TEXHMYECKYIO OKYMEHTALMIO U MPOrpaMmMHoe
obecneyeHne pgna  npoaykumm OO0 «[Mpegnpuatne «3JITEKC», o06patntbcs K 6ase 3HaHuUR,
NPOKOHCYIbTUPOBATHLCA Y UHXKeHepoB CepBUCHOrO LeHTPa Ha TeXxHUYeckom dopyme.

OduumanbHbIn caT Komnanuu: http://eltex-co.ru/
TexHuueckuit popym: http://forum.eltex-co.ru/
ba3a 3HaHmi: http://kcs.eltex.nsk.ru/

LeHTp 3arpysok: http://eltex-co.ru/support/
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