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Bepcua AOKymeHTa

[ata Bbinycka

CoaeprkaHue U3MEHEeHMi

Bepcusa 1.35

19.07.2019

[ob6asneHbl pasgensi:

—5.29.4 HacTpoVika BpeMeHHbIX MHTepBanoB «time-range» ana
CNUCKOB A0CTYyNa

M3meHeHue B pasgenax:

— 2.3 OCHOBHble TEXHUYECKMNE XapaKTEPUCTUKM

—5.15.4 MexaHn3m obHapyxeHua netesnb (loopback-detection)
—5.15.5.1 Hactpotika npoTokosa STP, RSTP

—5.18.7.2 KomaHgbl KOHOUIypUpOBaHUA TepMUHaNa

—5.24.3 KoHTponb npoTtokosa DHCP v onunn 82

Bepcus 1.34

26.12.2018

MN3meHeHus B pasgenax:
- 5.7 HacTpoiKa cucTemHOro BpemeHu
- 5.15.12 Hactpoitka ¢yHKumm Layer 2 Protocol Tunneling (L2PT)

Bepcusa 1.33

29.05.2018

[ob6asneH pasgen:

-4.5.1.2 PacwmpeHHan HacTPoOKKa ypoBHA A0CTyna
MN3meHeHnA B pasgenax

- 5.6.2 KomaHab! ana pabortol ¢ pannamm

- 5.8.1 HacTpolika napameTtpos Ethernet-untepdeiicos, Port-Channel
n Loopback-uHtepdelicos

- 5.12 HacTpoWika IPv4-agpecaumm

-5.14.1 NpoTokon IPv6

- 5.15.3 Hactpolika npotokona GVRP

-5.18.7.1 Telnet, SSH, HTTP n FTP

- 5.23.2 Onepauus UDP litter

- 5.28 KoHowurypauns DHCP-cepBepa

-5.29.1 Kondurypuposarue ACL Ha 6a3e IPv4

- 5.31.1 Hactpoiika QoS

- 5.32.3 HacTtpolika npoTtokona OSPF

Bepcua 1.32

18.09.2017

MN3meHeHus B pasgenax:

- 5.1 basosble KOMaHAb!

- 5.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 5.10 LWUTopm-KOHTpO/Ib

-5.15.5.1 Hactpolika npoTokona STP, RSTP

- 5.29 KoHourypuposaHue ACL (cnMcKn KOHTpoAsa AocTyna)
- 5.31 KavecTBo obcnykusanms - QOS

Bepcusa 1.31

18.09.2017

[ob6asneHbl pasaensi:

- 5.8.3 ®yHKUMA Private vian

-5.26 ®yHKumm Lightweight DHCPv6 Relay Agent (LDRA)
N3meHeHuA B pasgenax:

- 5.6.2 KomaHab! ana pabotol ¢ panamm

- 5.8 KoHdurypuposaHue nHtepoeicos n VLAN

-5.11 Fpynnbl arperaumm KaHanos — Link Agregation Group (LAG)
- 5.15.8 HacTpolika npotokona G.8032v2 (ERPS)

- 5.15.5.1 HacTpoika npotokona STP, RSTP

- 5.15.12 Hactpoitka ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
-5.17.1 Npaswuna rpynnosoi agpecaumnn (multicast addressing)

- 5.17.2 ®yHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
-5.19 HypHan aBapuit, npotokon SYSLOG

- 5.24.3 KoHTponb npotokona DHCP v onuumn 82

- 5.25 dyHKummn DHCP Relay nocpegHuKa

- 5.27 KoHourypuposaHue PPPoE Intermediate Agent

- 5.29 KoHourypuposaHue ACL (CUCKM KOHTpOAA AoCTyna)

- 5.31.1 Hactpoiika QoS

Bepcua 1.30

23.06.2016

MN3meHeHus B pasgenax:

- 5.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 5.8.2 Hactpoika VLAN 1 pekMmoB KOMMYyTaLMK nHTepdelicos
- 5.8.3 HacTtpoiika nHtepdeiica IP

- 5.14.1 NpoTokon ipv6

-5.15.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.19 }KypHan aBapwuit, npotokon SYSLOG

- 5.27 KoHdwurypuposaHue DHCP-cepBepa

- 5.28.1 KoHdurypuposaHue ACL Ha b6ase IPv4

- 5.30 KauecTBo obcnykusanuns QoS

Bepcusa 1.29

10.02.2016

M3meHeHuA B pasgenax:
- 5.8 KoHdurypuposaHue nHtepdeicos

Ethernet-kommymamopesi cepuu MES3000




HELTEX

- 5.10 KoHTpOAb WKPOKOBELATENbHOrO «LLITOPMa»

-5.17 l'pynnosasa agpecauma

- 5.18.4 NpoTokon ynpasneHua cetbto (SNMP)

- 5.24.2 MpoBepKa NoAJMHHOCTA K/IMEHTa Ha OCHOBe nopTa (cTaHaapT
802.1x)

- 5.24.3 KoHTponb npoTtokona DHCP u onuua 82

-5.24.4 3awumTa IP-agpeca knuneHTa (IP-source Guard)

- 5.24.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.24.6 Hactpolika ¢pyHKummn MAC Address Notification

- 5.28.1 KoHdurypmposaHue ACL (CMCKM KOHTpOAA AocTyna)

- 6.2 O6bHOBNEHME NPOrPamMMHOro obecneyeHus c cepsepa TFTP
[ob6aeneHo:

- 2.2.3 ®dyHKuma Layer 2 Protocol Tunneling (L2PT)

Bepcusa 1.28

15.10.2015

M3meHeHUsA B pasgenax:
- 5.17.5 ®yHKUMA MHOroaapecHoi mapwpyTtusaumm IGMP Proxy
- 5.31.3 HacTtpolika npoTtokona OSPF

Bepcua 1.27

1.09.2015

N3meHeHuA B pasgenax:

- 2.2.8 flononHutenbHble GyHKLMK

- 5.4 KomaHapl ynpaB/ieHUs cCUCTEMOM

- 5.8 KoHdurypupoBaHue nHtepodeincos

- 5.10 KoHTpO/b WnpoKoBeLLaTeNbHOIo «LWTOPMa»

- 5.11 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)
- 5.15.2 Hactpoliika npotokona ARP

- 5.15.6 Hactpolika ¢yHKumm flex-link

- 5.17.5 ®yHKUMA MHOroagpecHoi mapwpytmsaumm IGMP Proxy
- 5.18.1 MexaHusm AAA

- 5.20 3epkanvpoBaHue (MOHUTOPUHT) NOPTOB

- 5.30.5 HacTtpoiika Virtual Router Redundancy Protocol (VRRP)
- 5.30.1 HacTtpoliika QoS

[ob6aeneH pasgen:

- 5.23 IP Service Level Agreements (IP SLA)

Bepcua 1.26

03.06.2015

M3meHeHusA B pasgenax:

- 5.15.4 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 5.15.5 CemeitcTBo npoTokonos STP

- 5.18.2 Npotokon RADIUS

- 5.23.2. MNpoBepKa NOANMHHOCTM KAMEHTA HA OCHOBe NopTa (cTaHaapT
802.1x)

- 5.23.3 KoHTponb npoTtokona DHCP 1 onuua 82

- 5.24 dyHKkumn DHCP Relay nocpegHuka

Bepcua 1.25

11.03.2015

M3meHeHusA B pasgenax:

- 5.8.2 Hactpoiika nHtepdeiica VLAN

- 5.10 KOHTpOAb WMPOKOBELLATENBHOIO KLLITOPMa»

- 5.17.2 dyHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
- 5.18.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.23.2.2 PacwmpeHHas npoBepKa NoOAJIMHHOCTH

Bepcusa 1.24

26.01.2015

N3meHeHuA B pasgenax:

-5.6.3 KomaHapl gna pesepeupoBaHma KOHGUrypaumm
-5.24 ®yHKumm DHCP Relay nocpesHuKa

[obaBneHbl pasgensbl:

-5.15.6 HacTtpowka ¢pyHKumu flex-link

Bepcua 1.23

25.11.2014

M3meHeHuA B pasgenax:

- 5.18.1 MexaHusm AAA

- 5.30.5 Hactpoiika npoTtokona Virtual Router Redundancy Protocol
(VRRP)

[obasneHbl pasgensi:

- 5.14.3 HacTpolika ¢yHKumm IPv6 RA guard

- 5.14.4 Hactpolika ¢yHKummn DHCPv6 guard

Bepcua 1.22

21.10.2014

MN3meHeHus B pasgenax:
- 5.8.2 HacTpolika nHtepdeliica Vlan
- 5.10 KOHTPOb WMPOKOBELLATENBHOIO KLLITOPMa»

Bepcua 1.21

13.10.2014

N3meHeHwuA B pasgenax:
- 5.11 I'pynnbl arperaumn KaHanos
- 5.15.6 Npotokon EAPS

Bepcusa 1.20

26.08.2014

MN3meHeHus B pasgenax:
- 5.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
- 5.15.6 NpoTtokon EAPS

Ethernet-kommymamopei cepuu MES3000 3




HELTEX

- 5.24 dyHKuun DHCP Relay nocpegHuka
- 5.30.3 HacTtpolika npoTtokona OSPF
- MpwunoxeHue A: HacTpolika Multicast-tv

Bepcusa 1.19

28.07.2014

M3meHeHUsA B pasgenax:

- 5.12HacTpoiika IPv4-agpecaunn
-5.18.7.1 Telnet, SSH, HTTP u FTP
[obasneHbl pasgensbl:

- 5.8.3 HacTpolika IP-uHTepdelica

Bepcusa 1.18

29.05.2014

M3meHeHusA B pasgenax:

- 5.8.2 HacTpoiika untepdeiica VLAN
- 5.9 Selective Q-in-Q

- 5.30.3 HacTtpoliika npoTtokona OSPF
[ob6asneHbl pasgensi:

- 5.30.4 Hactpoliika npoTtokona BFD

Bepcua 1.17

29.04.2014

M3meHeHue pasgena:
- 5.8.1 Mapametpbl Ethernet-uHTepdeiticoe u wuHTepdelicos Port-
Channel

Bepcua 1.16

01.04.2014

M3meHeHus B pasgena:
-5.22.1 InarHocTMKa megHoro Kabens

Bepcua 1.15

29.01.2014

MN3meHeHus B pasgenax:
- 5.17.2 ®yHKumA nocpegHuKa npotokona IGMP (IGMP Snooping)

Bepcua 1.14

05.12.2013

N3meHeHuA B pasgenax:

- 2.2 OyHKUUM KOMMYTaTOpa

[ob6asneHbl pasaensi:

- 5.30.4 Hactpolika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13

22.11.2013

MN3meHeHus B pasgenax:

- 5.15.5 CemelictBo npoTokosos STP (STP, RSTP, MSTP)

- 5.8.1 Mapametpbl Ethernet-uHTtepdeinicos u wuHTepdelicos Port-
Channel

- 5.18.2 MNpoTtokon RADIUS

- 5.20 3epkannpoBaHue (MOHUTOPUHT) NOPTOB

[obasneHbl pasgensi:

- 5.2 dunbTpaumsa coobLeHN KOMaHAHOM CTPOKM

Bepcua 1.12

02.10.2013

N3meHeHwuA B pasgenax:

-4.4.2 PaboTa KOMMYTaTOpa B peXXMme CTEKMPOBAHUA

- 5.6 HacTpoliku cucTemHOro BpemeHu

- 5.16.2 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
- 5.29.3 Hactpoiika npoTtokona OSPF

Bepcma 1.11

15.08.2013

M3meHeHus B pa3genax:

- 5.26.1 KoHdurypmposarue ACL Ha 6ase IPv4
- 5.26.2 KoHdurypuposarue ACL Ha 6a3e IPv6
- 5.26.3 KoHdurypuposaHue ACL Ha 6a3e MAC

Bepcua 1.10

18.06.2013

[ob6asneHbl pasaensi:

- 5.5.3 KomaHabl Ans pesepsupoBaHus KoHbuUrypaumum
- 5.14.7 HacTpolika npotokona G.8032v2 (ERPS)

- 5.14.9 HacTtpoliika npoTtokona OAM

- 5.14.10 HacTpoika npotokona CFM

N3meHeHwuA B pasgenax:

- 4.1 Hactpolika TepmmuHana

- 5.9 KOHTpOAb WKMPOKOBELLATENIbHOrO «LUTOPMa»
-5.17.2 Npotokon RADIUS

-5.17.3 Npotokon TACACS+

-5.17.4 NpoTokon ynpasneHus cetoio (SNMP)
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP n FTP

- 5.17.7.2 KomaHAbl KOHPUTYPUPOBAHMA TEPMUHANA
-5.21.2 iInarHoCTMKa ONTUYECKOro TpaHcuBepa

Bepcua 1.9

20.03.2013

[ob6asneHbl pasgensi:

- 5.17.4 ®yHKuMM orpaHuyeHma multicast-tpaduka

MN3meHeHus B pasgenax:

-5.17.2 ®yHKumMA nocpeaHMKa npoTtokona IGMP (IGMP Snooping)
- 5.18.1 MexaHusm AAA

- 5.18.7 Hactpoiika gocTtyna

- 5.23.3 KoHTponb npotokona DHCP u onuma 82

- 5.25 KoHowurypuposaHue PPPoE Intermediate Agent
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Bepcua 1.8

06.03.2013

N3meHeHun B pasgenax:

- 5.3. [lobaBneHo onucaHue KOHOUTYpUpPOBaHUA GYHKLUIA
MOHUTOpPUHIa u 3awmTbl CPU.

-5.7.1. lo6aBneHo onucaHne KOHOGUTYpUpoBaHUA GYHKLMIA
MOHWTOPUHIA HArpy3Ku Ha UHTepdeincax.

- 5.7.2. JobaBneHo onucaHune KoHourypuposaHus MAC-based vlan,
EtherType ana ncxogAwmx NakeTos.

-5.16.1. lobaBneHo onucaHue KoHPUrypupoBaHua nsydeHma MAC-
agpecos Bo VLAN.

- 5.16.2 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping).
-5.17.4. ob6aBneHo onucaHue KoHpurypuposaHua SNMP trap-
coO0bLLEeHNI Ha NopTax.

-5.19. flo6aBneHo onucaHne KoOHGUTypUpoBaHUA yaaNeHHOTo
3epKannpoBaHus.

-5.22.3. lo6aBneHo onucaHue KoHpurypmposaHma ¢opmata DHCP
onuuu 82.

[ob6asneHbl pasaensi:

- 5.24 KoHourypuposaHue PPPoE Intermediate Agent.

- 5.28.3 Hactpoliika npotokona OSPF.

- MpunoxeHue b TuNoBble cxembl NOCTPOEHUA ceTel Ha Hase
npotokona EAPS

-MpunoxeHne B OnncaHmne npoLeccos KOMMyTaTopa

Bepcua 1.7

27.11.2012

M3meHeHus B pasgene:

- 2.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKMN

-4.4.2 PaboTa KOMMYTaTOpa B PEXXMME CTEKMPOBaAHMUA

- 5.10 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)

Bepcua 1.6

10.09.2012

N3meHeHus B pasgene:
- 5.21 ®dyHKLUMM AMArHOCTUKM GUSNYECKOTO YPOBHA

Bepcua 1.5

24.08.2012

[ob6aeneHo onncaHune pyHKumMmn MAC Address Notification.
N3meHeHuA B pasgenax:

- 5.5.2 KomaHab! ana pabotol ¢ pannamm

-7.2.1 fo6asneHne SVLAN

-7.2.2 NogmeHa CVLAN

Bepcua 1.4

04.07.2012

MoapepKa paboTbl YCTPOWUCTB B PeKUME CTEKMPOBAHMA.
[ob6aeneHo onuncaHne MES3224, MES3224F.

Bepcua 1.3

20.12.2011

M3meHeHusA B pasgenax:
- 5.8 Selective Q-in-Q
- 7.2 HacTpolika selective-ging

Bepcua 1.2

01.12.2011

[o6asneHo onucaHue KoHOGUIypMpoBaHMA NpoTokona EAPS.
MNoaaep»Ka NpPOTOKOIA — HaYMHaA ¢ Bepcumn 2.1.12

Bepcua 1.1

30.08.2011

[ob6asneHo onucanue dyHKLuun IGMP Proxy.
PyHKLMA nogaeprkaHa B 1O HaunHas c Bepcun 2.1.8

Bepcua 1.0

10.06.2011

MepBas nybauKkaums.

Bepcua nporpammHoro
obecneueHus

2.5.48.6
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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBaApaTHbIX CKOBKax B KOMaHAHOW CTPOKe yKa3blBaloTcA HeobszaTeNbHble
napameTpbl, HO MX BBOA, NPeAoCTaBAsAeT onpedefieHHble AO0NONAHUTENbHbIE
onuuu.

B ¢urypHbix cKoBKax B KOMAHAHOM CTPOKE YKA3blBAKOTCA BO3MOMKHbIE

i oba3aTtenbHble NnapameTpbl. Heobxoanmo BbibGpaTh OAMH M3 NapaMeTpoB.
«,» [aHHble 3HaKM B ONWCaHUM KOMaHAbl WCMOAL3YIOTCA [ANA  YKasaHuaA
«-» AManasoHoB.

«|» [aHHbI 3HAK B ONMCAHMM KOMaHZbl 0603HaYaeT «Un».,

«/» [aHHbIA 3HAK B OMNWCaHME KOMaHAbl YKasbiBaeT Ha 3HayeHuWe Mo

YMOYaHMIO.

Kypcue Calibri

Kypcusom Calibri yKasbiBatoTca nepemeHHble WMAW MapameTpbl, KOTOpble
HeobX0AMMO 3aMEHUTb COOTBETCTBYIOLWMUM CIOBOM WM CTPOKOM.

MonayxcupHoiii Kypcue

MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

<MonyxcupHeoiii
Kypcue>

MONYXMUPHbIM KYPCMBOM B YI/I0BbIX CKOBKAaxX YKasblBalOTCA Ha3BaHUA
KNaBuLL Ha Knasmarype.

Courier New

MNonyxupHbim LW pudtom Courier New 3anuncaHbl npumepbl BBOAA KOMAHA,

Courier New|

WpuopTtom Courier New B paMKe C TEHbIO YKa3aHbl Pe3yNbTaTbl BbINOJHEHMWSA
KOMaHa,

MpumeyaHua 1 npegynpexaeHus

" MNpumeuvaHua cogepikaT BaXKHyl0 MHPOPMALMIO, COBETbl UAM PEeKOMeHZauMm no
MUCMNOAb30BAHUIO U HAaCTPOIiKe YCTPOMUCTBA.

1 MpepynpexxgeHnsa WHGOPMUPYIOT MNOJb30BaTeNA O CUTyauuMaX, KOTOpble MOryT
’ HaHeCTU Bpea YCTPOMCTBY WMAM 4YeNoBEKY, NMPUBECTU K HEKOppeKTHou pabore

YCTPOICTBA MU NOTepe AaHHbIX.
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1 BBEAEHUE

B nocnegHue roabl HabnlogaeTca TEHAEHUMA K OCYLLECTBAEHWIO MacliTabHbIX MPOEKTOB NO
NMOCTPOEHMUIO CeTel CBS3M B COOTBETCTBMU C KoHuenuued NGN. OaHOM M3 OCHOBHbIX 3agay npwu
peanusaumm  KPYMnHbIX  MY/IbTUCEPBUCHbIX  CeTeM  ABASIETCA  CO34aHWEe  HaAeXHbIX W
BbICOKOMPOU3BOAUTENbHbLIX TPAHCMOPTHbLIX CETEeM, KOTOopble ABASKOTCA OMOPHbIMWM B MHOFOC/IOMHOM
apPXUTEKTYpE CeTen caeayoWero NoKoAeHus.

ONna  [JOCTUNKEHWMA BbICOKMX CKOPOCTEM LIMPOKO NPUMEHAIOTCA TEeXHOAOTMM  nepeaaun
nHbopmaumm Gigabit Ethernet (GE) n 10Gigabit Ethernet (10GE). Nepegaya nHpopmaumm Ha 6onbLINX
CKOpOCTAX, 0COBEHHO B CETAX KpymnHoro macwraba, noapasymeBaeT Bbl6Op TaKoOM TOMONOMMM CETH,
KOTOpas NO3BOJIAET TMOKO OCYLLECTBATb pacnpeesieHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepun MES3000 moryT Mcnosib3oBaTbCA Ha CETAX KPYMHbIX NpPeanpuatun u
npeanpuATMIA Manoro u cpegHero 6usHeca (SMB), B onepatopckux cetax. OHM obecneumsatoT
BbICOKYIO MPOM3BOAUTENbHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KAauyecTBO 06CAyKMBAHMA
(QoS) B coyeTaHMM C BbICOKOM HALEXHOCTbIO 33 CYET Pe3epBMPOBAHMUA Y3108, ONPEAENsOLMUX
6ecnepeboMHOCTb GYHKLMOHUPOBAHMA — MOAYNEN NUTAHUA U MOAYNEN BEHTUNALUN.

BapuaHTbl uIcNnoNHEHMA KommyTaTopos cepmn MES3000:

— MES3124: 24 nopta 10/100/1000Base-T, 4 nopTta 10GBase-R (SFP+) unn 1000Base-X (SFP);

— MES3124F: 20 nopTtos 1000Base-R (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000Base-T/
1000Base-X (SFP), 4 nopTta 10GBase-R (SFP+) uan 1000Base-X (SFP);

— MES3116: 16 noptos 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) nnan 1000Base-X (SFP);

— MES3116F: 12 nopTtos 1000Base-X (SFP), 4 KombuHMpoBaHHbIX nopta 10/100/1000Base-T/
1000Base-X(SFP), 2 nopta 10GBase-R (SFP+) unan 1000Base-X(SFP);

— MES3108: 8 noptos 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) nau 1000Base-X(SFP);

— MES3108F: 4 nopta 1000Base-X(SFP), 4 kombuHuposaHbix nopta 10/100/1000Base-T/
1000Base-X (SFP), 2 nopta 10GBase-R (SFP+) nnv 1000Base-X (SFP);

— MES3224: 24 nopta 10/100/1000Base-T, 2 nopta 10GBase-R (SFP+) nan 1000Base-X (SFP), 2
nopta 10GBase-LR/ER/ZR (XFP);

— MES3224F: 20 noptos 1000Base-X (SFP), 4 KombuHupoBaHHbIX noprta 10/100/1000Base-T/
1000Base-X (SFP), 2 nopta 10GBase-R (SFP+) nan 1000Base-X (SFP), 2 nopta 10GBase-LR/ER/ZR
(XFP).

B HacToAwem PpyKoBOACTBE  U3NOXKEHbI Ha3Ha4YeHWe, TEeXHUYECKMEe  XapPaKTeEPUCTUKW,
peKomeHaauunn no HavaNbHOM HaCTDOVIKe, CUHTAKCNUC KOMaHA ONA KOHd)VIprMpOBaHMFI, MOHUTOPUHIa
1 obHoBNEHMUA nporpammHoro obecneyeHus KOMMYTaTOpa.
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2 ONUCAHUE U3OENUA

2.1 HasHaueHue

YcTtpoiictBa cepum MES3000 aBAAKOTCA MOLWHbBIMW MHOTOLLENIEBLIMW CETEBLIMM KOMMYTaTOPaMM,
BbINONHAOWMMU CBOM KOMMYTAUMOHHble QYHKLMM Ha KaHa/JIbHOM U CceTeBOM YpoBHAX mogenn OSI.
KommyTtatopbl cepun MES3000 obecneuynBaloT BbICOKYIO MJAOTHOCTb 3/1EKTPUYECKUX/ONTUYECKUX
rMrabuTHbIX MOPTOB, MO3BO/IAIOT COBMELLATb HA OLHOM YCTPOMCTBE OMTUYECKME WU INEKTPUYECKME
COeAMHEHMA 33 CYET HAMUMA KOMOBMHUPOBAHHbIX MHTEPdENCOB, UMEIOT BbICOKOCKOPOCTHbIE NOPTHI,
cnocobHble pabotatb Ha ckopoctax 1 Iéut/c n 10 Iéut/c, yTo NO3BONAET MOCTENEHHO HapalmnBaTb
NpPou3BOAUTENIbHOCTL CETU Mnepexoas oT ckopocte 1 6ut/c K ckopoctam 10 [6uTt/c no mepe
HeobxoaMMOoCTH.

2.2 ®DyYHKUMM KOMMYTaATOpaA

2.2.1 basosble hyHKyuU

B Tabanue 2.1 npuBeaeH cnucok 6a3oBbix PyHKUMIA ycTpoiicTB cepmmn MES3000, AoCTynHbIX AnA
aAMUHUCTPUPOBAHUA.

Tabnvua 2.1 — ba3oBble GYHKLUM YCTPOICTBA

3awuma om BNOKMPOBKa BO3HMKAET B CAy4Yasx Meperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBA

6710KUPOBKU o4epedu | TpadUKOM OT HECKOJIbKUX BXOAHbIX MOPTOB. 3TO NPMBOAMT K 3afepiKKam
(HOL) nepegayv AaHHbIX M NoTepe NakeTos.

Moddepcra MeToa ob6paTHOrO AaBAEHMA WMCMOJb3YETCA Ha MOJYAYMNJIEKCHbIX COeAMHEHMUAX

ONS PerynmpoBaHna MoTOKa AaHHbIX OT BCTPEUYHOrO YCTPOWMCTBA MyTem CO34aHus

obpamHozo dasneHus . .
Konnusun. MeTon nossosdeT u3bexaTb nepenosHeHus 6OydpepHon namaTu

(Back pressure) YCTPOICTBA M NOTEPU AAHHbIX.
ABTOMaTMYecKoe onpeaeneHne TMna Kabens - nepekpecTHbl Kabenb nam Kabenb
NPAMOro NOAKAYEHUA.
— MDI (Media-Dependent Interface — npsmoi) — cTaHgapT Kabenein ana
Moddepscka MDI/MDIX ( P e — NpAMOV) Aap A
NOAKNOUYEHMA OKOHEYHbIX YCTPOICTB;
— MDIX (Media-Dependent Interface with Crossover — nepekpecTtHblii) -
CTaHAapPT Kabenein Ana NOAKNOYEHNA KOHLLEHTPATOPOB U KOMMYTaTOPOB.
oddepka CnocobHOCTb NoAAep)KMBaTh nepegavy CBEPXANMHHBLIX KagpoB, YTO MO3BONAET
€8epX0/UHHbIX KOOPO8 | nepeaaBaTb JaHHbIE MEHBLIMM YMCIOM NAKETOB. 3TO CHWUXKAET 06bem CyebHoM
(Jumbo frames) MHbopmaLmn, Bpemsa 06paboTKM 1 NepepbIBbI.

YnpaeneHve MOTOKOM MO3BONAET COeAMHATb HWU3KOCKOPOCTHOE YCTPOMCTBO C
BbICOKOCKOPOCTHbIM.  [1/1A npeaoTBpaLLEHUA nepenoiHeHus bydepa

YnpaeneHue nomokom N
HU3KOCKOPOCTHOE YCTPOMCTBO MMeeT BO3MOXKHOCTb OTNpasaAaTb naket PAUSE, Tem

(IEEE 802.3X) cambiM MHGOPMUPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBX0AMMOCTU caenaTb
naysy npu nepegaye nakeTos.

KommyTaTop noaaepskmsaet ob6beAnHeHNe HEeCKONbKMX YCTPOMCTB B CTEK. B aTom

Cy4ae KOMMYTaTOpbl PacCMaTpPMBalOTCA Kak eaMHOe YCTPOWCTBO C 06LWMmMM

Paboma e cmeke HACTPOMKamu. BO3MOKHbI ABE TOMO/IOrMM NOCTPOEHUA CTEKA — KOJIbLLO M LieMnoyKa.

ycmpolicme Mpy 3TOM NapameTpbl MOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK MOXKHO 334aTb

C KommyTaTopa, paboTalolero B pexume «mactep». CTeKMpoBaHMe YyCTPOWUCTB
MO3BO/IAET CHU3UTb TPYA0EMKOCTb YNpaB/eHNs CeTbIO.

2.2.2 ®yHKyuu npu pabome c MAC—-adpecamu

B Tabnunue 2.2 npuseaeHbl GyHKLUMKN ycTporcTB cepum MES3000 npu pabote ¢ MAC—aapecamu.
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Tabnnua 2.2 — PyHKUMM paboTtbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop cocTaBnfeTr B MamATM Tabauuy, B KOTOPOW YyCTaHaB/AMBaeTCA
cootseTcTBNE mexay MAC-agpecamum 1 y3namum NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcytctBMe o0b6yveHuWs, AaHHble, MoOCTynatowMe Ha Kakoh-nMbo nopr,
nepesaroTcss Ha BCe OCTa/lbHble MOPTbl KOMMyTaTopa. B pexume obyyeHus
KOMMYTaToOp aHanuMsMpyeT Kagpbl UM, onpegenus MAC-agpec oTnpasuTens,
3aHocUT ero B Tabauuy KommyTaumu. Bnocneacteun, Kagp Ethernet,
npefHasHadyeHHbl ana xocta, MAC-agpec KOToporo ye ecTb B Tabawuue,
nepesaeTca TO/IbKO Yepes yKasaHHbIN B Tabaunue nopT.

lModdepxcka nepeda4u
HQ HECKO/bKO
MAC-adpecos

(MAC Multicast Support)

JaHHas PyHKLUMA NO3BONSET YCTAaHABAMBATb COEAMHEHUA KOAWH KO MHOTUM» W
«MHOTMEe KO MHorMm». Takmm o6pasom, Kaap, afpecoBaHHbIA MHOroaapecHom
rpynne, nepegaeTca Ha KaxKablii NopT, BXOSALWMI B rpynny.

AsmomamuyecKoe
spemsa xpaHeHuAa MAC-
adpecos

(Automatic Aging for MAC
Addresses)

Ecam ot ycTpoiictea ¢ onpegeneHHbim MAC-agpecom 3a onpegeseHHblid nepmos,
BPEMEHW He MOCTYNaloT NakeTbl, TO 3anNUCb ANA AAHHOrO agpeca ycrapesaeT U
yAanserca. OTO MO3BO/AET NOALEPXKMBATbL TabiMLy KOMMYyTaLUMWU B aKTya/lbHOM
COCTOSIHUM.

Cmamuvyeckue 3anucu
MAC
(Static MAC Entries)

CeTeBOI KOMMYTATOP NO3BO/IAET NO/b30BATENIO ONPEeAeUTb CTaTUYECKNE 3anucK
cooTBeTcTBMI MAC-aapecoB, KOTOpPblE COXPAHAIOTCA B TabiMLe KOMMyTaLUK.

®dyHkyua MAC Address
Notification

dyHkuma MAC Address Notification nossonsetr oTcnexuBaTb MNosBAeHME U
NCYEe3HOBEHWE aKTUMBHOro 0b6OpYyA0BaHUA Ha CETU, NMYTEM COXPaHEHWs UCTOPUU
nsyyeHna MAC-agpecos. MNpy 0BHapyKEHUN U3IMEHEHUIN B COCTaBE WM3Y4YEHHbIX
MAC-afpecoB KOMMYTaToOp COXpaHAeT MHPopmaumio B Tabauue n ussewaet o6
3TOM C MOMOLLBIO co0bLEeHN npoTokona SNMP.

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI

B Tabnuue 2.3 npuBeneHbl GyHKLUMU MU 0COBEHHOCTM 8BMOpPOo20 yposHsA (yposeHs 2 OSl)

Tabnunua 2.3 — OnucaHune GyHKLUMIA BTOpOro ypoBHA (yposeHb 2 OSl)

Peanusaumsa npotokona IGMP nossonsiet Ha ocHoBe WMHbOPMaLMK, NOJYYEHHON

GyHKYus npv aHanuse cogepxmmoro IGMP nakeToB, onpeAennTb, Kakue yCTpOMCTBa B CETU
IGMP Snooping Yy4YacTBYylOT B Trpynnax MHOroagpecHoM paccbiikM, W agpecoBaTb TpadMK Ha
COOTBETCTBYIOLLME MOPTHI.
. Peannsauma npotokona MLD nossonser CTpoKcTB MWUHUMUN3NPOBATL
®yHKyua MLD Snooping 4 Up yerp y P

MHoroagpecHsbil IPv6 Tpaduk.

®yHKLMA, NO3BONAIOWAA MNEPeHanpasaATb MHOroaApecHbl TpaduK U3 oaHOWM

®yHKyua MVR VLAN B pgpyryto Ha ocHoBaHuM IGMP-coobuieHunit, 4To MO3BOJIAET YMEHbLINTb

HarpysKy Ha uplink-nopTy. NMpumeHaeTca B peweHusx lll-play.

3awuma om
wupokosewamesnbHo20

«wmopma»
(Broadcast Storm Control)

LnpokoBelLaTeNbHbIN  WITOPM — 3TO pPa3MHOMKEHWEe LIMPOKOBeLLaTeNbHbIX
CoOOLEHNI B KAaXXAOM y3/1e, KOTOpOe MPUBOAUT K NaBUHOOBpPasHOMY POCTy MX
yncna u napanusyetr paboty cetu. YctpoictBa MES3000 umetoT ¢yHKUMIO,
NO3BO/IAIOLLYIO  OFPaHUYUTb  CKOPOCTb  NepefayM  MHOTOaZpPEecHbIX MU
LIMPOKOBELLATE/IbHbIX KaAPOB, NPUHATLIX U NepeaaHHbIX KOMMYTaTOPOM.
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3epKkanuposaHue
nopmos
(Port Mirroring)

3epKasMpoBaHMe NOPTOB No3BoaAeT Ayb6anposaTb TpaduK HabaoAaeMbIX MOPTOB,
nepecbiian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
No/sb30BaTENA KOMMYTATOpa €CTb BO3MOXKHOCTb 33ZaTb KOHTPOAWPYIOLWLUA U
KOHTPO/Ipyemble NopTbl M BbIGpaTb TMN TpaduKa (BXOAALWMIA U/MAN NCXOAALWMNIA),
KOTOpbI ByaeT nepedaH Ha KOHTPOAUPYOLWMI NOPT.

N3onayua nopmos
(Protected ports)

[JaHHaa ¢yHKUMA no3BosAeT Ha3HauuTb nopTy ero uplink-nopt, Ha KoTopbIi
6e3ycnoBHo byaeT nepeHanpaBnATbcA Becb TpaduK, obecneumBas Tem Cambim
M301AUMI0  C  ApyrMMy  nopTamu (B npefenax OOHOroO  KOMMyTaTopa),
Haxo4ALWMMMUCA B 3TOM Ke WwupoKoBelaTenbHom gomeHe (VLAN) B npegenax
OAHOro KOMMyTaTopa.

Private VLAN Edge

[aHHaa ¢yHKLMA NO3BONAET M30AMPOBATb rpynny noptos (B npegenax O4HOro
KOMMYyTaTopa), Haxo4ALMXCA B OAHOM LUMPOKOBELLATE/IbHOM [OMEHE Mexay
coboil, no3sosiAA nNpu 3ToM O0b6MeH TpaduMKOM C JApyrMMKM  NopTamu,
HaxoZAWMMMUCA B 3TOM  Ke  LUMPOKOBELATe/IbHOM  JOMEHe, HO He
npuHagaeKalwmmm K 3Toi rpynne.

Private VLAN

ObecneunBaeT WM301AUMIO MEXKAY YCTPOMCTBaAMM, HAXOOAWMMMUCA B OLHOM
LUIMPOKOBELLLATENIbHOM AOMEHE, B Npeaenax Bcen L2-ceTu. PeannsoBaHbl pexkumbl
paboTbl nopta: Promiscious, Isolated (Isolated-nopTbl He moryT obmeHuBaTbCA
apyr ¢ gpyrom) n Community (MopTbl moryT obmMeHMBATbCA Mexay coboit U
Promiscious-nopTtom)

lModdepxcka
npomokona STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKOA, OCHOBHOM 3afadyeit KOToporo
asnseTca npusegeHve cetu Ethernet ¢ M3ObITOYHBIMM  COEOUHEHUAMM K
APeBOBUAHOW TOMONOTMK, WUCKAtoYatowen netan. KommyTtaTopbl obmeHuBaroTCA
KOHOUIYpaLMOHHbIMW COOBLLEHNAMM, UCMONBb3YA Kaapbl cneymanbHoro dopmaTa,
1 BbIBOPOYHO BK/IHOYAOT M OTKAIOYAIOT Nepeaady Ha NopTbl.

lModdepicka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — siBNAeTCA ycoBepLeHCTBOBaHMEM MpoToKona STP,
XapaKTepmU3yeTca MeHbLIMM BPEMEHEM TMpPUBEAEHUA CeTM K [ApPEeBOBUAHOWN
TOMONOTUN U UMeeT 6osiee BbICOKYIO YCTOMYMBOCTb.

lModdepcka
¢hyHKYUoHana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy»ebHble naKeTbl
(PDU) L2-npoTokonos Yepes ceTb NpoBaiigepa, 4to obecneymBaeT «Npo3padHyo»
CBA3b K/IMEHTCKUX CErMEHTOB CeTU.

(L2PT)

EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneunsatoLnii
WCKAOYEHWE 3aLMKAMBaAHUA TpaduKa B CETAX C KO/bLLEBOM TOMNO/IOTMEN, a TaKxke
lpomokon EAPS npeaHasHayYeHHbIW A1 ObICTPOro BOCCTAaHOB/IEHUS MPOXOXKAEHMA Tpaduka B
C/yyae aBapuuM Ha oOTAeNbHOM Yy4yacTke ceTu. EAPS obecneuyvBaeT Bpems

BOCCTaHOB/IEHMA CYLLECTBEHHO MEHbLLE, YeM MPOTOKO/bI Spanning Tree.
MpoToKon npefHasHayeH AN NOBbIWEHWA YCTOMYMBOCTM WM HAAEKHOCTU CeTu
[Tpomokosn ERPS nepefayy LaHHbIX, WUMEIOLWEeNn KONbLEBYI TOMONOTNIO, 33 CYET CHUMKEHUSA
(Ethernet Ring Protection | BpeMeHW BOCCTAHOB/IEHWA CETM B C/lyyae aBapuu. Bpemsa BOCCTaHOBNEHMA He
Switching) npesbiwaeT 1 ceKyHAObl, YTO CYLLECTBEHHO MEHbLUe BPEeMEHW NepecTporKuU ceTu

NP1 MCNOAb30BaHMM NMPOTOKO/IOB CEMENCTBA spanning tree.

Moddepicka VLAN

VLAN - 2370 rpynna nopTos KOMMYTaTOpa, obpasyowmx  oaHy
LUMpOKOBELLaTeNIbHYI0 06/1acTb (oMeH). KommyTaTop noanepKMBaeT pas/inyHble
CpeacTBa KnaccuouKaLMM MakeToB ANA ONPefeNeHnna WX MNPUHAANENKHOCTU K
onpegeneHHol VLAN.
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Moddepxka GVRP
(GARP VLAN)

MpoToKkon peructpaummn GARP  VLAN obecneunBaer  AMHaAMUYECKoe
fobasnenune/ypanenve rpynn VLAN Ha nopTtax KommyTatopa. Ecau BKaoueH
npoTokon GVRP, KommyTaTtop onpeaenser, a 3aTem pPacnpocTpaHAeT AaHHble O
npuHagnexHoctm K VLAN Ha Bce noOpTbl, ABAAIOWMECA YacTbl aKTUBHOM
TOnoNorunMn.

Moddepxka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbiNOAHAETCA Mo BXOoAAWMM nopTam. JaHHoe
pelleHne NO3BOIAET UCMOJIb30BaTb HA KaXKAO0M NopTy TONbKO oaHY rpynny VLAN.

Moddepxcka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbIM OMNWUCbIBAaeT npoLeaypy
TernpoBaHua TpaduKa gna nepegaum nHbopmaummn o npuHagaexHoctn Kk VLAN.
Mo3BonaeT ncnonb3oBaTb HeckobKo rpynn VLAN Ha ogHOM nopTy.

ObveduHeHuUe KaHan08
c ucrose3osaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTU4eckoe ob6beiMHEHNE OTAENbHbIX CBA3EN
MeXay ABYMA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaToOp WAW KOMMyTaToOp—
cepBep) B e4AMHbIN KaHan nepesayn AaHHbIX.

B npoToKoNEe NOCTOAHHO ONpeAenseTcs BO3MOXHOCTb 06beaMHEHNA KaHaNoB, 1 B
CNyyYae OTKasa CoeAMHEeHMs, BXOAALLero B 06beaMHEHHbI KaHan, ero Tpaduk
aBTOMATMUYECKM MepepacnpeneniieTca Mo He OTKasaBWWM  KOMMOHEHTaMm
06beaNHEHHOrO KaHana.

Co30aHue epynn LAG

B yctpomnctBax MES3000 nopapeprkmBaeTcs ¢GyHKUMA CO34aHMA FPYynn KaHanoB..
Arperaumsa KaHanos (Link aggregation, trunking) unau IEEE 802.3ad — TexHosorua
06beAMHEHNA HECKONIbKMX (U3MYECKUX KaHANOB B OAWH NOTMYECKMIA. ITO
CnocobcTBYeT He TONbKO YBEMYEHUIO NMPOMYCKHON CNOCOBHOCTM MarncTpanbHbIX
KaHa/I0B KOMMYTAaTOP—KOMMYTATOP UM KOMMYTAaTOP—CEpPBEpP, HO M MOBbILWEHUIO
MX HAAEXHOCTU. BO3MOMHbI TpyM TMNa 6HanaHCMpPOBKM — Ha OCHOBaHUM MAC-
aZpecos, Ha 0OcHoBaHWUW IP agpecoB M Ha ocHoBaHUM nNopTa (socket) HasHayeHus.

lpynna LAG cocTouMT M3 NOPTOB C OAMHAKOBOM CKOPOCTbi, paboTalowux B
AYNJAEeKCHOM peXxume.

Moddepxcka Auto Voice
VLAN

MpepoctaBnseT BO3MOXHOCTb MAEHTUPUUMPOBATL ronocoBoi TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique ldentifier — nepsble 24 6uta MAC-
agpeca). Ecnrm B MAC-Tabnnue kommyTtatopa npucytcteyetr MAC-agpec ¢ OUI
ros0COBOr0 W/3a uauM Xe IP-tenedoHa, TO AaHHbIA MOPT aBTOMATUMYECKM
fobasnsetca B voice vlan (naeHtTndukauma no npotokony SIP uau ke no MAC-
afpecy nosiyyatena He nogAeprKuBaeTca)

Selective Q-in-Q

Mo3Bonsetr HasHa4yaTb BHewHuit VLAN SPVLAN (Service Provider's VLAN) Ha
OCHOBE CKOHOUIYpPUPOBaAHHbIX MPasua GUAbTPALUM NO HOMEPaM BHYTPEHHUX
VLAN (Customer VLAN). MpumeHeHne Selective Q-in-Q nossonset pasobpatb
Tpaduk aboHeHTa Ha Heckonbko VLAN, nameHutb meTky SPVLAN y naketa B
OTZe/IbHOM Yy4acTKe ceTu

2.2.4 ®yHKyuu mpemeoezo yposHsa cemeeoii modenu OSI

B Tabnuue 2.4 npuBeaeHbl GyHKUMU TpeTbero yposHs (yposeHb 3 OSI)

Tabnuua 2.4 — OnucaHne GyHKLMI TpeTbero ypoBHsA (Layer 3)

KnueHmeoi BootP u DHCP

(Dynamic Host
Configuration Protocol)

Ycrpoinctea MES3000 cnocobHbl aBTOMATUYeCKM noay4atb IP-agpec no npoTokony
BootP/DHCP.

Cmamuvyeckue IP-
mapuwpymel

AOMUHUCTPATOP  KOMMYyTaTopa WMeeT BO3MOXHOCTb [00aBnATb WM yAanATb
CTaTUYECKMeE 3anucK B TabaMLy MapLupyTUsaumuu.
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(Routing Information
Protocol)

lpomokon ARP ARP — npoToKon conocTtasneHuna IP-agpeca u ¢usnyeckoro agpeca ycTpoiicTaa.

(Address Resolution COOTBETCTBME YCTaHaB/AMBAETCA Ha OCHOBe aHa/iM3a OTBETa OT y3Na CeTH, azpec
Protocol) y3/1a 3anpallnBaeTcs B LUMPOKOBELLATENbHOM NakKeTe.

MpoTokon AMHaMUYecKoM MapLupyTU3aLIMK, KOTOPbIi nossonser

Mpomokon RIP MapLIpyTU3aTOpaM OBHOBAATL MapLIPYTHYIO WHPOPMaLMIO, Moay4as ee OT

COCeaHMX MaplupyTM3aTopoB. B 3afauM npoToKona BXOAMT onpeaeneHue
ONTMMA/IbHOTO MapLIPyTa Ha OCHOBAHUM AAHHbLIX O KOMIMYECTBE NPOMENKYTOUYHbIX
y3/108B.

®dyHryua IGMP Proxy

IGMP Proxy - ¢GyHKUMA YNPOLWEHHOW MApLIpyTU3aLMM MHOTOAAPECHbIX AaHHbIX
mexXay cetamu. [na ynpaBieHus MaplupyTusaumelt MCcnosib3yeTca NpPOTOKOA
IGMP.

lpomokon OSPF

MPOTOKON  AUMHAMWMYECKOM MApLIPYTMU3aLMKU, OCHOBAHHbLIA Ha TEXHONOrMU
oTcNnexXmnBaHusa coctosHMa KaHana (link-state technology) n ncnonb3syowmii ana
HaxoXAeHua Kpatyanwero nytm Anroputm  [eikctpbl. [poTokon OSPF
pacnpocTpaHseT MHPopmaLmto o [OCTYMHbIX MapLupyTax mexay
MapLUpyTM3aTOPaMmn OAHOWM aBTOHOMHO CUCTEMDbI.

lpomokon VRRP

Mpotokon VRRP npepgHasHayeH p[na pes3epBMpOBaAHMA  MApPLUPYTM3ATOpPOB,
BbIMO/HAIOWMX PO/Ab W33 MO YMOAYaHWIO. ITO  AOCTUraeTca MyTém
obbeanHeHus IP-uHTepdeiicos rpynnbl MapLIpyTM3aTOpOB B OAMH BUPTYa/bHbIN,
KOTOpbI ByaeT MCNoNb30BaTbCA KaK L3 MO YMOYaHUIO ONA KOMMNbIOTEPOB B
cetu.

2.2.5 ®yHkyuu QoS

B Tabaunue 2.5 npuBeneHbl OCHOBHblE GYHKLMM KadecTBa obcnyKmBaHua (Quality of Service)

Tabanuya 2.5 — OcHOBHble PYHKUUKM KayecTBa 06C/yKMBAHUSA

lModdepcka
npuoOpPUMEMHbIX
oyepedeli

YCTPOCTBO NoAaAepKunsaeT npuopuTesaLmio ncxoaawero Tpadumka no ovepeanam
Ha Kaxgom nopTy. PacnpegeneHne nakeToB Mo oYepeasm MOMKET NPOU3BOAUTLCA
B pesynbTaTe KaaccuduKauMu MaKeToB MO Pas/AMYHbIM MOAAM B 3aro/0BKax
nakeTos.

lModdepxcka knacca
obcnymcusaHua 802.1p

CtaHgapT 802.1p cneundumumpyeT MeToZ yKasaHUA NPUOPUTETA Kagpa v aaroputm
MCMNONb30BaHMA NPUOPUTETA B LIENIAX CBOEBPEMEHHOW AOCTaBKMU YyBCTBUTENBHOIO
K BpeMeHHbIM 3aaepXKam Tpaduka. CraHgapTt 802.1p onpeaenser BocemMb
ypoBHen npuoputetoB. KommyTtatopbl MES3000 MoryT nMcnonb3oBaTb 3HayeHue
npunoputeta 802.1p onA pacnpeneneHna Kagpos No NPUOPUTETHLIM OYEpPeaAM.

2.2.6 ®yHKyuu obecnevyeHusa 6ezonacHocmu

Tabnunua 2.6 — dyHKUMM obecneyeHUs 6e3onacHOCTH

DHCP snooping

®PyHKUMA  KOMMYyTaTopa, MpeAHasHayeHHaa And  3aWuTtel OT  aTak ¢
ucnonb3oBaHMem npotokona DHCP. O6ecneumBaetr o¢wunbTpaymio DHCP
coobLWeHNI, NOCTYNMBLUMX C HEHAZAEXHbIX MOPTOB NyTem MNOCTPOEHUA W
nogaep:aHua 6asbl gaHHbIx npueaskm DHCP (DHCP snooping binding database).
DHCP snooping BbIMO/MHAET AelCTBUA OpaHAmayspa MmeKay HeHaLeKHbIMU
noptamu u cepsepamu DHCP.
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Onyus 82 npomoKona

Onuma, KoTopana nossosAeT npomHpopmuposatb DHCP — cepBep 0 Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo yMONYaHWIO KOMMYTATop, wchnonb3yowmii o¢yHKumiwo DHCP  snooping,

DHCP o o
obHapyxunBaeT n otbpacbiBaeT nwboint DHCP-3anpoc cogep:kawmit onuuio 82,
KOTOPbIV OH NOIYYM Yepe3 HeHagEKHbIi (untrusted) noprt.
UDP relay MepeHanpaBaeHue WnpokosewaTenbHoro UDP-TpadumKa Ha yKasaHHbIM IP-agpec

®yHkyuu DHCP-cepsepa

DHCP-cepBep  ocywecTBaseT LEHTPa/sM30BaHHOE YMNpaB/JeHWe  CeTeBbIMM
afpecaMM WM COOTBETCTBYIOLMMM  KOHOUIYPaLMOHHbBIMM  NapameTpamuy,
aBTOMATMYECKM NPEeLOCTaBAAR UX KAUEHTaM.

IP Source address guard

®PyHKUMA KOmMMyTaTopa, KOTOopaA orpaHuuymsaeTt IP-Tpaduk, ¢unbtpya ero Ha
OCHOBaHWM Tabanupl cooTBeTcTBMW 6asbl AaHHbIX npuesaskM DHCP — DHCP
snooping 1 cTaTuyeckn ckoHbUrypupoBaHHbIx IP-agpecos. PyHKLMA ncnonb3yeTca
ana 6opbbbl c noameHol IP-agpecos.

Dynamic ARP Inspection
(Protection)

OyHKUMA  KOMMyTaTopa, MpegHasHayeHHaa Aaa  3aWwuTbl OT  aTak €
ucrnosb3oBaHnem npotokosa ARP. CoobuweHune, KoTopoe nocTynaer
HEeHa4EeXHOoro NopTa, NoABepPraeTcsa NpoBepKe — cooTBeTcTBYeT n IP-agpec B Tene
npuHAToro ARP-nakeTta IP-agpecy otnpasutens.

Ecnn agpeca He coBnagatoT, TO KOMMYTaTOP OT6paCbIBBET nakKerT.

L2 - L3 — L4 ACL (Access
Control List)

Ha ocHoBe WHboOpmaLmu, coLep:Kalleca B 3aro/ioBKax ypoBHeh 2, 3 un 4, y
aoMUHUCTPATOpPa €CTb BO3MOXHOCTb HacTpoutb Ao 1024 npaBwun, coOriacHo
KOTOpbIM nakeT byaeTt obpaboTaH, NMb60 oTOHPOLLIEH.

Time-Based ACL

Mo3BonseT CKOHGUTYPUPOBATb BPEMEHHbIE PAMKW, B TEYEHWE KOTOPbIX AAaHHbIN
ACL 6ygeT pelicTBoBaThb

nooAuHHOCMU Ha
ocHose nopma (802.1x)

oddeprcka OcHoBHaA GyHKUMA BNOKMPOBKM — NOBLICUTbL HE30NacHOCTL CeTH, MNpPeaoCcTaBaAn

306/10KUPOBAHHbIX AOCTyN K NMOpTy KOMMYTATOpa TONAbKO ANSA YCTpoMCTB umerwmx MAC — agpeca,
nopmos 3aKpensieHHble 33 3TUM NOPTOM.

Mposepka MposepKka noannHHoctn IEEE 802.1x npeacrtasnseT coboil MexaHM3M KOHTPOAA

focTyna K pecypcam u4epe3 BHewHWid cepsep. [lpoweawme npoBepKy
NOAJ/IMHHOCTY MO/Ib30BATE/IM MOJYYaloT AOCTYN K pecypcam BbiGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUa KOMmmymamopom

Tabanua 2.7 — OcHoBHble GpYHKLMM YNPaBAEHNA KOMMYTaTopamm

3a2py3Ka u 8bi2py3Ka
¢atina Hacmpoliku

MapameTpbl YCTPOMCTB COXpaHstoTca B daline HacTPOMKWU, KOTOPbIN COAEpPKUT
JaHHble KOHOUTYpauuM Kak BCell CUCTEMbI B LLe/IOM, TaK U onpeseneHHoro nopta
yCTpoWcTBa.

lpomokon TFTP
(Trivial File Transfer

MpoTokon TFTP ucnonb3yeTtca ana onepaunii 3anucu n YteHunsa ¢annos. MNpoTokon
OCHOBaH Ha TpaHcnopTHOM npoTokoae UDP.

Ycrponctea MES3000 noaaepskuBaeT 3arpy3ky W nepegady no AaHHOMY

Protocol) . o
npoToKoy ¢paitnoB HacTPOliKM M 06pa3oB NporpammHoro obecneyeHus.
MpoTtokon SCP ucnonb3lyetca Ana onepauumii 3anmMcK n uteHus ¢ainos. MpoTokon
lpomokon SCP OCHOBaH Ha ceTeBOM NpoToKone SSH.
(Secure Copy) YcTponcTBa noaaepKMBatoT 3arpysky 1 nepegady no gaHHOMy nNpoTokony dannos

HACTPOMKM M 06pa30B NPOrpamMmmMmHoOro obecnedyeHus.
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YOoaneHHsIl
MOHUMopuHa (RMON)

YaaneHHbih MOHUTOPUHT (RMON) - cpeacTBO MOHUTOPUHIA KOMMNbIOTEPHbIX CETEN,
pacwupeHme SNMP. CoBmecTMmble  YCTPOWCTBA  MO3BOAAKT  cobupaTb
OVNArHOCTUYECKMe AaHHble C MOMOLLbIO CTaHUUKM ynpasaeHusa cetbto. RMON - 370
CTaHpapTHaa 6asa MIB, B KoTOpol onpegeneHbl TeKywas W npeablaylias
cTaTUcTUKa ypoBHA MAC 1 06beKTbl ynpaBneHus, npefocTasasowme gaHHbIE B
peanbHOM BpeMeHM.

MpoTtokon SNMP wucnonb3yetca 419 MOHUTOPUHIA M YMNpPaB/AeHUA CeTeBbIM

lpomokon SNMP ycTpoiicTBoM. [ns ynpasneHUs [OCTYNOM K CUCTEME OMNpenensieTcd Crnncok
3anucein coobwecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUAETMM JOCTYNA.
YnpasneHne kKommyTtatopamm MES3000 nocpegctsom CLI  ocywectBnaerca
Mumepdpelic JIOKaNbHO Yepes nocnenoBaTteNbHbl NopT RS-232, nnbo yaaneHHo yepes telnet,
KOMQaHOHOU cmpoKu ssh. UHTepdelic KomaHaHOW CTPoKM KoHconm (CLI) ABnseTcA NpOMbIWIEHHbIM
(CLI) ctaHgaptom. UHTepnpetatop CLI npepocTtaBnAeT CAMCOK KOMaHA WM KAOYEBbIX
C/I0B AN NOMOLLM MONb30BaTENO U COKpaLLeHUo 06bema BBOAMMBIX AaHHBbIX.
Syslog Syslog — npoTtokos, obecneynBatowmii nepesady CoobLEHNA O NPOUCXOSALLUX B
cucteme cobbITUSAX, @ TaKKe yBeAOMNEHUI 06 OLIMBKAX yAAaNEHHbIM CepBEpPaM.
SNTP MpoTtokon SNTP - NpOTOKOA CUHXPOHM3ALNM BPEMEHW CETU, FapaHTUPYeT TOYHOCTb
(Simple Network Time CUHXPOHM3aLMM BPEMEHM CETEBOIO YCTPOMCTBA C CEPBEPOM 0 MUNIMCEKYHADI.
Protocol)
Traceroute — cnyxebHas HKUMA, npeaHa3HayeHHaa Ana onpegeneHus
Traceroute v GyHiu pea A PeA
MapLLpyTOB Nepeaayn AaHHbIX B IP-ceTax.
YnpasneHue AZLMUHUCTPATOP MOMKET oOonpefenvuTb YPOBHW MpuBUAErnin  goctyna AnA
no/ab30BaTe/ielt YCTPOMCTBA U XapaKTEPUCTUKN ANA KaXKA0ro YPOBHA NPUBUAETNIA
KOHMposnupyemosim o
(TonbKo gna uteHma — 1 ypoBeHb, NOHbIN AocTyn — 15 ypoBeHb).
docmynom — yposHuU
npusuneauli
KommyTaTop cnocobeH ycTaHaBAMBaATbL 3anpeT AOCTyna K KaXkaomy uHTepoeicy
5 ynpasnenus (SNMP, CLI). 3anpeT MoxKeT 6bITb YCTAHOBNEH OTAENbHO A/1A KaXKA0ro
/10KUpOBKa TMna focTyna:
uHmepdelica Telnet(CLI over Telnet Session)
npasseHuA
ynp Secure Shell (CLI over SSH)
SNMP
JlokaneHas Ons noKanbHoOM ayTeHTUOUKALMM NOAAEPKMBAETCA XpPaHEHMe Naposiel B base
aymeHmugukayus OaHHbIX KOMMyTaTOpa.

®dunempayusa IP

Loctyn no SNMP paspellaeTtca gna onpeaeneHHbix IP-agpecos, ABAAOLWMXCA

adpecos 0s1a9 SNMP yneHamun SNMP-coobLiecTsa.
Mpotokon RADIUS wcnonb3yercs ana ayteHTMdMKauMmM, aBTopuMsaLMM M y4yeTa.
D o
Kauenm RADIUS Cepsep RADIUS ucnonb3yer 6a3y AaHHbIX MO/b30BaTeNei, KOTOPas COAEPHKUT
OaHHble MPOBEPKU NOAJMHHOCTU ANA Kaxaoro nonb3osatensd. KommyrtaTopbl
MES3000 coaepaT KAMEHTCKYHO YacTb NpoToKkona RADIUS.
YCTpONCTBO NpeaocTaBnsieT MOAAEPNKKY NPOBEPKUM MNOAJMHHOCTU  KAWEHTOB
TACACS+ nocpeactBom npotokona TACACS+. T[potokon TACACS+ obecneumBaet
(Terminal Access LEHTPaNM30BaHHYO cucTemy 6e30nacHOCTM AAA MNPOBEPKM MONb30BaTeNEW,
Controller Access Control | nonyyatrowmx [OCTYN K YCTPOMCTBY, @ TaK Ke LEeHTPasM30BaHHY cUcTeMy
System) ynpasneHua npu cobarogeHnm coemectumoctu ¢ RADIUS 1 gpyrumu npoueccamm
NpoBepKM NOA/IMHHOCTH.
Cepeep SSH dyHKUMA cepBepa SSH nossonsaetr KaveHTy SSH ycTaHOBWUTbL C yCTpPOMCTBOM

3aulMueHHoe coeanHeHne ana ynpasaeHna um.
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loddepcka
MAKPOKOMAHO

[aHHaa ¢yHKUMA npefocTaBnseT BO3MOMKHOCTb CO34aBaTb MAKPOKOMaHAbI,
npeactasaaolmne cobon Habop KOMaHAL, M NPUMEHATb MX AAR8 KOHPUrypauum
ycTponcTBa

2.2.8 /[lononHumenobHble (pyHKyUU

B Tabnmue 2.8 npmBeaeHbl 40NOAHUTENbHbIE GYHKLUKN YCTPOMCTBA.

Tabnunua 2.8 — JononHuTeNbHble GYHKLUN YCTPOICTBA

BupmyaneHoe
mecmuposaHue Kabensa

Cetesble kommyTaTopbl MES3000 mMmeloT B CBOEM COCTaBe MpPOrpaMmHble U
annapaTtHble cpeacTBa, NO3BO/ANOWME BbINOAHATL  QYHKUMW  BUPTYasNbHOIO
Tectepa Kabena — VCT. Tectep no3BONAET OMNpefeanTb COCTOSIHUE MEAHOrO

(VCT) Kabens cBasu (McnpaseH/o6pbiB/3ambiKaHNe) U U3MEPUTL AJIMHY MCMPaBHOroO
Kabens. Mo pesynbTaTam TeCTUpPOBaHMA GOPMUPYETCA OTYET.
JlugzHocmuka YCTPOWCTBO NO3BOAAET TECTMPOBATb ONTUYECKUI TpaHcuBep. Mpu TecTUpoBaHMK
OTCNEKMBAIOTCA TaKME MapaMeTpbl, Kak TOK U HanpsXeHue NUTaHus, TemnepaTypa
onmu4ecKoz2o N
TpaHcusepa. [Ana  peanusaumm  TpebyeTcs noadeprKa 3TMX  GyHKuMK B
mpaHcusepa

TpaHcuBepe.

Green Ethernet

,ﬂ,aHHblﬁ MexXaHU3M N03BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyeT
OTKNHOYEHNA HEAKTUBHDbIX 3/1IEKTPUYECKUX MOPTOB

IP SLA

TexHO/NorMA  aKTUBHOINO  MOHMUTOPMHIA, UCNOAb3yemasa gasa  U3MepeHuA
napameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbIX CeTe W KayecTBa nepesayu
AaHHbIX. Moaaeprkmaemble onepaunn — ICMP Echo, UDP lJitter.

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepUCTUKHU

OCHOBHble TEXHUYECKME NapaMeTpbl KOMMyTaTopa NpuBeaeHsl B Tabavue 2.9

Tabnuua 2.9 — OCHOBHblE TEXHUYECKNE XapaKTEPUCTUKM

O6wue napameTpbl

MaKeTHbIN NpoLeccop

Marvell 98DX4122

MES3108

8 x 10/100/1000Base-T
2 x 10GBase-R (SFP+) / 1000Base-X (SFP)

4 x 100/1000Base-X (SFP)

MES3108F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)

2 x (10GBase-R (SFP+) / 1000Base-X (SFP))

16 x 10/100/1000Base-T

MES3116 2 x (10GBase-X(SFP+)/1000Base-X (SFP)
MnTepdeiicbl 12 x 100/1000Base-X (SFP)

MES3116F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)
2 x (10GBase-R (SFP+) / 1000Base-X (SFP))
24 x 10/100/1000Base-T

MES3124 4 x (10GBase-R (SFP+) / 1000Base-X (SFP))
20 x 100/1000Base-X (SFP)

MES3124F | 4 x Combo (10/100/1000Base-T/1000Base-X/100Base-FX)
4 x (10GBase-R (SFP+) / 1000Base-X (SFP))
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MES3224

24 x 10/100/1000Base-T,
2 x 10GBase-R (SFP+) / 1000Base-X (SFP),
2 x 10GBase-LR/ER/ZR (XFP)

MES3224F

20 x 1000Base-X (SFP),

4 x Combo 10/100/1000Base-T/1000Base-X,
2 x 10GBase-R (SFP+) / 1000Base-X (SFP),

2 x 10GBase-LR/ER/ZR (XFP)

MES3100
Ontnyeckmne

SFP, SFP+

TPaHCUBEPDbI MES3200

SFP, SFP+, XFP

[JynnekcHbiii/MonyaynnexkcHbii
pexum

AYNIEKCHbIA/MOoNYAYNAEKCHBIN PEXUM ANA 3NEKTPUYECKMX NOPTOB,
AYNNEKCHBIN PEXUM A7 ONTUYECKUX NOPTOB

MpounssoaMTENbHOCTD 128 T6ur/c
KOMMyTaTopa
O6bem 6ydepHON namaTm 1.5 Mb

CKkopocCTb Nnepefayun AaHHbIX

anekTpuyeckune nHtepdeiicol 10/100/1000 M6ut/c

ontuyeckune nHtepdeicol 1/10 réut/c

Tabanua MAC-agpecos

16K 3anuceit (4yactb MAC-agpecoB pesepBupyeTca A8 UCMO/b30BaHMA
cucTemon)

ANA mapwpytmsauum: 3272x24B

06 TCAM
PEM ANnA 3apay 06paboTkm TpadumKka: 2048x24B
. Ingress: 980
Konnyectso npasun SQinQ Egress: 140
Konnuyectso npasun ACL 1012

Mopaepkka VLAN

cornacHo 802.1Q po 4K aktmusHbix VLAN

KayectBo 0bcnyxuBaHuma QoS

npuopuTm3auma Tpaduka, 8 ypoBHei
8 BbIXOAHbIX O4epeaeit ¢ pasHbIMU NPUOPUTETAMU AN1A KaXKA0ro nopTa

Multicast 00 1024 ctatnyeckmx multicast-rpynn
Konunyectso ACL 1024

Ob6uwee Konmuectso npasun B ACL no 2048

Konunyectso L3 nHtepdeiicos 512

Arperaumsa KaHanos (LAG)

12 rpynn, 4o 8 NOPTOB B KaXA,0M1

Konnuectso ak3emnaapos MSTP

64

CBepxa/iMHHble  Kagpbl jumbo .

XA AP G MaKCMManbHbIN pa3mep naketos 10K
frames)
CreKknpoBsaHue 00 8 yCTpoicTB
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CooTBeTCTBME CTaHAAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpeaeneHme CKopoctu
IEEE 802.3X KOHTPO/1Ib MOTOKOB AaHHbIX

IEEE 802.3ad o6beanHeHne kaHanos LACP

IEEE 802.1p npuoputesaums Tpadumka

IEEE 802.1qg BupTyanbHble noKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d cBasytouiee aepeso STP

IEEE 802.1w 6bicTpoe cBAsyolLee aepeso RSTP
IEEE 802.1s mHOXecTBO cBA3yOLWUX aepesbeB MSTP
IEEE 802.1x ayTeHTMUKaLMA NONb30BaTeNeN

YnpasneHue

JlokanbHoe ynpasnieHue

SNMP, CLI

YpaneHHoe ynpasneHue

TELNET, SSH, WEB

dusnueckme xapakTepUCTUKU U YCNOBUA OKPYKaloLen cpeabl

MCTOYHMKM NUTAHUA

ceTb NepemeHHOoro Toka: 220B+-20%, 50 Iy,

CeTb NOCTOAHHOrO TOKa: -36 .. - 72B

BapuaHTbl NUTaHUA:

- OAVH UCTOYHUK NUTAaHMA NOCTOAHHOTO AN NEPEMEHHOrO TOKa;

- ABA UCTOYHMKA NUTAaHUA MNOCTOAHHOIO UM NEePEeMEHHOTO TOKa, C
BO3MOXKHOCTbIO ropsiYeit 3ameHbl.

MoTpebasemas MOLLHOCTb

He 6onee 50 BT

Macca

MES3108F 3,00 kr
MES3116F 3,10 kr
MES3124 3,70 kr
MES3124F 3,90 kr

FabapuTHble pasmepbl

430x44x265 mm

NHTepBan pabounx TemnepaTyp

oT-10 fo +45 °C

MHTepBan TemnepaTypbl XpaHEHUS

oT-40 fo +70°C

OTHOCUTeNbHAA BNAXKHOCTb  Mpu
aKcnayataummn (6e3 obpasoBaHus
KOHAeHcaTa)

He 6onee 80%

OTHOCUTeNbHAA B/IAXHOCTb  Mpu

XpaHeHun (6es  obpasosaHua | ot 10% £o0 95%
KOHZeHcaTa)

CpeaHuit CpoK cny»Kbbi 10 net

Tun NnUTaHKA YCTPOICTBa onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTMBHOE UCNONHEHUe

B [fOaHHOM pasgene OMNUCaHO KOHCTPYKTMBHOE WCMOAHEeHWe ycTpoicTs. [peacTaBneHbl
n306parkeHna nepeaHel, 3agHen n BOKOBbIX MaHesen YyCTPOMCTBA, ONUCaHbl Pa3beMbl, CBETOANOAHbIE
WMHAMKATOPbI U OpraHbl ynpasaeHus.

Ethernet-kommyTaTopbl cepun  MES3000 BbINOJAIHEHbBI B  METa//IMYECKOM Kopnyce C
BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac, BblcoTa Kopnyca 1U.

’ B KOM6MHUPOBAHHbIX NOPTAX MOXET 6biTb aKTUBHbLIM TOJIbKO 0AaUH U3 nHTepdeiicos. Mpu
OAHOBpPEeMeHHOM nogKaveHun byaer akTueeH uHtepodeiic ¢ SFP-TpaHcusepom.
2.4.1 [lepedHAsa naHenb ycmpoiicmea

BHewHWn Bua nepeaHe naHenu MES3108, MES3108F, MES3116, MES3116F, MES3124,
MES3124F, MES3224, MES3224F nokasaH Ha pucyHKax 1-8.

S
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PucyHok 2 — MES3108F, nepedHsas naHess
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PucyHok 3 — MES3116, nepedHsas naHesns
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YHOK 5 — MIES3124, nepedHsAs naHess
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PucyHok 8 — MES3224F, nepedHAsA naHess

B tabauue 2.10 npuseaeH nepeyeHb Pa3bemoB, CBETOAMOAHbIX WHAMKATOPOB W OPraHos
yrnpaBAeHnA, PacnosioKeHHbIX Ha nepeaHen naHean KommyTtaTtopa.
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Tabnnuya 2.10 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepegHeln naHenm

dnemeHT naHenmn

Ne o OnucaHue
nepegHeu
1 XG1, XG2 CnoTbl 4NA YCTAaHOBKKU TPaHCUBEPOB.
XG3, XG4 [na yctpoicts cepnn MES3100 TpaHcusepbl SFP+/SFP.
[ns yctpoiicTs cepun MES3224:
- cnotbl XG1, XG2 ana yctaHoBku TpaHcueepos 10G XFP;
- cnotbl XG3, XG4 ans yctaHoBKM TpaHcmeepos 10G SFP+/ 1G SFP.
2 XG1, XG2 NHauKkaTopbl paboTbl onTnyeckmx nHtepoericos XG.
XG3, XG4
3 [1..8/16/24] 8/16/24 nopra Gigabit Ethernet.
Ons yctpoicte MES3108, MES3116, MES3124, MES3224: 10/100/1000
Base-T (RJ-45).
[ns yctpoiricte MES3108F, MES3116F, MES3124F, MES3224F:
1000 Base-X (SFP).
4 MES3108F | 3,4,7,8 KombuHmposaHHble noptbl 10/100/1000Base-T (RJ-45).
MES3116F | 7,8, 15, 16
MES3124F | 11,12, 23,24
MES3224F
5 Unit ID MHAMKaTopbl HOMEpa YCTPOMCTBA B CTEKE.
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA.
Master NHAMKaTop pexxrnma paboTbl yCTpoicTea (BeayLmii/Begomblit).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
6 F ®YHKUMOHabHasA KHOMKa A/1A Nepe3arpysKku ycTponcTea u cbpoca K
33aBOACKMM HaCTpOMKam:
- MPM HaXXaTUM Ha KHOMKY AAUTeNIbHOCTbIO MmeHee 10 ¢ nponcxoguT
nepesarpyska ycTpoWncTBa.
- MPM HaXaTuUM Ha KHOMKY AnutenbHocTbio 6onee 10 c. npoucxoaut copoc
YCTPOMCTBA A0 3aBOACKOWN KOHUTypaLmu.
7 Console KoHconbHbIM NopT RS-232 gna NOKanbHOro ynpasieHMa yCTPONCTBOM.

2.4.2 3a0HAaa naHenb ycmpoiicmea

BHewWwHM BMA 3aaHen NnaHenn kommyTtatopos cepun MES3000 npuseaeH Ha pUCYHKe 9.

PucyHok 9 — MES3000 3a0HsaA naHesno

B Tabnmue 2.11 npueeaeH nepeyeHb pa3beMoB, Pacno/IOKeHHbIX Ha 3a4Hel naHenu
KOMMyTaTOpa.

1
Ha pucyHKe nokasaHa KomnaeKkTauma KommyTaTopa ¢ 1 ICTOYHMKOM NUTAHWA NOCTOAHHOIO TOKa U C 1 UICTOYHUKOM NUTAHUA
nepemeHHOro TokKa.
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Tabnnuya 2.11 — OnucaHune pasbemoB 3agHEN NaHeNn KOMMyTaTopa

No dnemeHT 3agHeu Onucanme
naHenm
1 Pazbem ANnAa noAkKNtYeHNA K UCTOYHUKY I/1EKTPONMUTAaHNA NOCTOAHHOTIO TOKa
2 Pazbem Ana noakKNtYeHnAa K UICTOYHUKY 3/1EeKTPONNTAaHNA NEPEMEHHOro TOKa
3 CbemMHble BEHTUNATOPbI CbeMHble BEHTUNALMNOHHbIE MOA4Y/TN C BO3SMOXXHOCTbHIO ropﬂqeﬁ 3aMeHbI.
4 Knemma 3azemneHuns Knemma ANnAa 3a3emneHunA yCTpOVICTBa.
[ —

2.4.3 bBokoevlie naHenu ycmpolicmea

D

;@ ‘”

®

=

PucyHok 11 — J/lesasa 60Koeas naHenw Ethernet-kommymamopoe cepuu MES3000

Ha 60KoBbIX MaHensx yCTPOMCTBa PACcMONOMKEHbI BEHTUNALMOHHbIE PELIETKMU, KOTOPbIe CAyKaT
AN oTBoZa Tenna. He 3akpblBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMM MpeameTamu. ITo
MOMET NPUBECTU K MeperpeBy KOMMOHEHTOB YCTPOWCTBA M Bbi3BaTb HapyweHusa B ero pabore.
PekomeHAaL MK MO YCTAaHOBKE YCTPOMCTBA PACMO/IOKEHbI B pasgene «YCTaHOBKA U MOAK/IOYEHME Y.

2.4.4 Ceemoeas uHOUKayusa
CoctosHne wuHTepdelico Ethernet uHamumpyeTca ABymMA CBETOAMOAHBIMM UMHAMKATOPaAMMU,

LINK/ACT 3eneHoro useta u SPEED AHTapHOro ugeTa. PacnonoskeHue CBeToaMo40B MOKa3aHo Ha
pucyHkax 12,13,

LINK/ACT SPEED

PucyHok 12 — BHewHul sud paszvema RJ-45
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PucyHok 13— BHewHuli 8ud pasvema ¢ SFP-mpaHcusepamu

Tabnunua 2.12 — CeeToBasA MHAMKALMA COCTOAHUA MHTepdeincos Ethernet

CBeyeHue UHAUKATOpPa

CBeyeHue UHAUKATOpPa

CocTtofiHMe uHTepgeiica Ethernet

SPEED LINK/ACT
BbikntoyueH BbikntoyeH [MopT BbIKAOYEH AN COeAUHEHME He
YCTaHOB/IEHO
BbikntoyeH fopuT NOCTOAHHO YcTaHoOB/IEHO coeanHeHne Ha ckopocTtu 10

nnmn 100M6wut/c

[opuT NOCTOAHHO

[opUT NOCTOAHHO

YCTaHOB/IEHO COeHEHME Ha CKOPOCTH
1000M6wuTt/c

X

Mwuranune

NaeT nepenaya AaHHbIX

CocTtoAHMe wHTepdelicoB XG oTobparkaerca

UWHOWNKATOPaMK, pacnonoXeHHbIMKU pAgom C

pasbemamm uHTepdeincos, pucyHoK 14. C Kawabim UHTepdelicom XG cBA3aHa napa WMHOMKATOPOB.
BepxHUIA AHTAPHbIV MHAMKATOP OTOOpPAXKaeT aKTUBHOCTb NepeaatoLLelt YacTu NOPTa, HUKHUIA 3e/1eHbIN
— aKTMBHOCTb MPMEMHOM YacTu nopTa. Mepenaya AaHHbIX OTOOpaXKaeTca MepLaHMem MHAMKATopa
COOTBETCTBYHOLLEIO HanpaBaeHWUA.

©0
xnz55
Ll

G3

XG4

PucyHok 14 — BHewHul sud uHoukamopos uHmepgeiicoe XG

MHaukaTopbl Unit ID (1-8) cnyxaT ans 0603HavyeHns Homepa YCTPOMCTBA B CTEKeE.

CuctemHble nHauKatopbl (Power, Master, Fan, RPS) cnysaT ana onpegeneHua COCTOAHUA
paboTbl y310B KOMMyTaTopoB cepun MES3000.
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Tabnnua 2.13 — CBeToBas MHAMKALMA CUCTEMHbBIX MHOMKATOPOB U MHAMKATOPOB XG NopTos

HaseaHue dyHKYuUA "
CocmosHue uHOUKamopa CocmosHue ycmpolicmea
UHOUKamopa uHOUKamopa
AKTUBHbI (MepLatoT) oba MHaMKaTopa
(HM)KHMﬁ( 3eFj1Lt';_an7)| Be XHMAﬁ P CKopoCTL paborel nopra —
Pexkum paboTbl AHTAPHbIN) PP 1000MbuT/c
XG1-XG4 P P
nopra AKTUBHbI (MepuatoT) oba MHAUKaTopa
o o . nepeaava AaHHbIX Ha
(HUMXKHWUI — 3eneHbll, BEPXHUI —
o ckopocTtu 10 Féut/c
AHTaPHbIN)
BbikntoueH MuTaHMe BbIK/IIOYEHO
MuTaHne BK/IKOYEHO,
3eneHbli, ropuT NOCTOSHHO HOpMasibHaa paboTa
yCTpOICTBa
. CamoTecTnpoBaHue
3eneHbin, mepuaet .
CocrosHue ycTpoiicTtea npu ctapte (POST)
Power WCTOYHUKOB OTcyTCcTBME NEPBUYHOTO
nUTaHuA NUTaHMA OCHOBHOTO
WCTOYHMKA (NpW NUTaHWUK
OpaH»KeBbli YCTPOICTBA OT pe3epBHOro
WCTOYHMKA) MK aBapus
OCHOBHOFO MCTOYHMKA
nuTaHuA
. YcTpoiicTBO ABAsETCA
MpusHak 3eneHbli, ropuT NOCTOSHHO
«MacCTepom» CTeKa
Be ero "
Master ,a,yu.i YCTPOWUCTBO He ABNAeTCcA
YCTPOICTBa Npu
BbIkntoueH «MacTepom» B CTEKE WU He
paboTe B cTeke
3a[@H PEKMM CTEKMPOBAHUA
CocrtofiHue BbikntoueH Bce BEHTUAATOPbLI UCMPABHbI
Fan BEHTMIATOPA KbacHbIii OTKas ogHoro unu 6onee
oxnaxaeHus P BEHTUNATOPOB
Pe3epBHbIN UCTOYHUK
3eneHbliA, FOPUT NOCTOAHHO noakatoyeH n pabotaet
HOPMaNbHO
Pexxum paboTbl =
Pe3epBHbIN UCTOYHUK He
pe3epBHOro BbikntoueH
RPS NoAKNoYeEH
WCTOYHMKA
OTcyTCcTBME NEPBUYHOTO
nUTaHuA
. NUTaHUA pe3epBHOro
KpacHbin
WUCTOYHMKA UM ero
HeMcnpaBHOCTb

B Tom cnyyae, Korga KoMmyTaTop paboTaeT B aBTOHOMHOM pexume 6e3 CTeKMpoBaHus,
nHamnkaTopbl Master n Unit ID BbIKNIOYEHDI.

2.5 KomnnaeKTt noctaBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnneKT Kpenexa B CTOMKY;

— PykoBoACTBO No aKcnayataumu (noctasnsetca Ha CD-gucke);
— CepTuduKaT COOTBETCTBUSA;

— MNacnopr.
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|_|pl4 Ha/IM4YnNKn B 3aKa3e TaKXKe MOryT ObITb NOCTaB/EHbI:

—  Mogaynb nutaHna PM100-48/12 vau PM-160-220/12;
—  LUHyp nuTaHua (Tonbko Ana moayna nutaHmsa PM-160-220/12).

Mo 3aKka3sy nokynatena B KOMMNJEKT MNOCTaBKU MOryT 6bITb
TPpaHCuBeEpbLI.

BKAlOUeHbl SFP/SFP+-

Ethernet-kommymamopei cepuu MES3000
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3 YCTAHOBKA U NOAK/THOYEHUE

B paHHOM pa3zenie onucaHbl Npoueaypbl YCTAHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOYEHMA K
nUTatoLWEeN CeTu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMMNJIEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLWTEVHbI ANS YCTAHOBKM B CTOMKY M BUHTbI 1A
KpenaeHun KPOHLUTEMHOB K Kopnycy ycTpoicTea. [1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 15 — KpenneHue KpoHWmMmMeliHO8

1. CoBmecTuTe YeTbipe OTBEPCTUA A/ BUHTOB HA KPOHLUTEMHE C TAaKUMM Ke OTBEPCTUAMM
Ha 6OKOBOM NaHenun ycTpoicTaa.

2. C nomoLLbto OTBEPTKM MPUKPENUTE KPOHLUTEWH BUHTAMM K KOpPMyCy.

3. ToeTopuTe AeicTBuA 1,2 4NA BTOPOro KPOHLWTENHA.

3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUSA KPOHLUTEMHOB C OTBEPCTUAMM HA HaMNpPasAAOWMX CTOMKM.
Mcnonb3yiite OTBEPCTUA B HaNpaBAAIOWMX Ha OAHOM YPOBHE C 06enx CTOPOH CTOWKM,
A28 TOro YTobbl YCTPOWCTBO pacnoiarasaocb FOPM30HTaIbHO.

3. CnomoLblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 16 — YcmaHosKa ycmpolicmea 8 cmoliky

Ha pucyHke 17 npuBeaeH npumep pasmelLeHns kommytatopos MES3000 B cToitKe.

o MES-3000 N1 o
o KabenbHbi opraHanaep o
o] ___ MES-3000 N2 )
o KabenbHbi opraHanaep o
o| MES-3000 N3 )
(o] KabenbHbIi opraHamnsep o
o| MES-3000 N4 o
o KabenbHbI opraHaiaep o
o _ MES-3000 N5 )
o KabenbHbIi opraHansep o

PucyHok 17 — PasmeuweHue kommymamopos MES3000 e cmolike

YcTpoiictBOo umeeT ¢poHTaNbHYO BeHTUasuulo. Ha nepegHei naHenu ycrpoiicTeBa
pPacnonoXKeHbl BEHTUAAUMOHHble oOTBepcTMA. He 3aKpbiBaiiTe BEHTUAALMUOHHbIE
OTBEPCTUA, a TaKKe BEHTUIATOPDbI, Pacno/ioXKeHHble Ha 3afHell NaHeaun, NOCTOPOHHUMM
npeameTamu Bo usberkaHue neperpeBa KOMMOHEHTOB KOMMYTAaTOpa U HapyLUeHUA ero
pabortbl.
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3.3 YcraHOoBKa mopgynei NnUTaHUA

KommyTtaTtop moxkeT paboTtatb C OAHUM WA OABYMA MOAYNSIMU NUTaHMA. YCTaHOBKAa BTOPOTO
MOAyNA MNUTAHWSA HeobxoaMma B C/y4ae MCMNOb30BaHWUA YCTPOWCTBA B YCNOBUAX, Tpebytowmx
NOBbILIEHHOW HAafEeXKHOCTH.

MecTa gnsa yCTaHOBKM MoAy/ie MUTAaHUA C 3/IEKTPUYECKOMN TOUYKM 3PEHUA PaBHOLLEHHbI. C TOYKMK
3pEHUA MCMO/Ib30BAaHUA YCTPOMCTBA, MOAYAb MUTAHUA, HaxodAwMnca b6auMKe K Kpaw, cyuTaetcs
OCHOBHbIM, BMKE K LEeHTPY — pe3epBHbIM. Moayan NUTAHMA MOTYT YCTaHABAMBATLCA M M3BJIeKaTbCA
6e3 BbIK/AOYEHUA yCTpoMcTBa. pn YyCTaHOBKE UM U3BAEYEHUU AOMNOJHUTENBHONO MOAY/A NUTaHMA
KOMMYyTaToOp npoao/ixkaet paboTy 6e3 nepesanycka.

PucyHok 18 — YcmaHoska mooyneli numaHus.

CocToAHMe moayAnel NUTaHUsA MOXKET BbiTb MPOBEPEHO MO MHAMKALMM Ha nepeaHeir naHenu
KommyTaTopa (cm. pasgen 2.4.4) uau no AMarHOCTMKe,  AOCTYMHOM u4epe3 uHTepdeichbl
ynpaBieHNA KOMMYTaTOPOM.

UHauKauma asapum moayna NUTaHUA MOXKeT 6bITb Bbi3BaHa He TO/IbKO OTKAa3oM mopyna,
et HO U OTCyTCTBMEM NEepPBUYHOIo NNTAHUA.

3.4 ToaKAluYeHUe NUTaloLWEN CceTn

1. Mpexae, 4Yem K YCTPOWCTBY OyaeT NOAK/AOYEHA nWTaloWas ceTb, Heobxogumo
3a3eM/IUTb KOPNyC YCTPOMCTBA. 3a3emieHne HeobXoaMMO BbINOJIHATL M30/IMPOBAHHbLIM
MHOTOXW/IbHbIM NPOBOAOM. YCTPOWCTBO 3a3eMNEHMA W CeYeHUe 3a3eMAAIOLLEro
NpoBoAa AO/KHbI COOTBETCTBOBATb TpeboBaHMAMM MY,

2. Ecam npeanonaraetcA NOAK/AOYEHME KOMMblOTEpPA WAM MHOro obopyaoBaHMA K
KOHCO/IbHOMY MOPTY KOMMyTaTopa, 3T0 060pyA0oBaHMNe TaKKe A0KHO 6biTb HageKHO
3a3emsieHo.

3. Tloaxntounte K YCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMEKTaLMM
YCTPOICTBA, NUTaHME MOXKET OCYLLECTBAATLCA OT CETU NePeMeHHOro ToKa, AMbo oT cetu
MOCTOSAHHOrO TOKa. lMpyY NOAKNIOYEHUM CETM MEepeMeHHOro ToKa cnefyer Ucnosib3oBaTh
Kabenb, BXOAALWMIA B KOMMNEKT yCTpOWCTBa. [NA NOAKAOUYEHUA K CETU MOCTOAHHOrO
TOKa MCMONb3YiiTe NPOBOZ, CEYeHneM He MeHee 1 mm>.

4. BKANOUMTE NUTaHME yCTpoicTBa M ybeautecb B OTCYTCTBUM aBapuili MO COCTOAHMIO
WMHAMKATOPOB Ha NepeaHei naHenu.
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3.5 YcraHoBKa u yganeHue SFP-TpaHcuBepoB

ﬁ YcTaHOBKa ONTUYECKMX MOAYNEA MOKET NPOU3BOAUTLCA KAaK NPU BbIKJAIOYEHHOM, TaK U
Npu BKNOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHMit SFP-Moay b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUKHWIM SFP-
MOAY/1b OTKPLITOM YacTblo pa3bema BBEpPX.

PucyHok 19 — YcmaHosKa SFP-mpaHcusepos

2. Hapasute Ha mMmoaynb. Korpa oH BCTaHeT Ha MecTo, Bbl ycabiwnTe xapaKTepru‘/'l LLENYOK.

PucyHok 20 — YcmaHoeneHHble SFP-mpaHcusepbl
Ona ypaneHua TpaHcueepa:

1. OTKpoliiTe 3alenky moayna.

PucyHok 21 — Omkpbeimue 3auienku SFP-mpaHcugepos

2. W3BneKkuTe moaynb U3 cloTa.

PucyHok 22 — U3sneyeHue SFP-mpaHcusepos
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4 HAYANbHAA HACTPOMKA KOMMYTATOPA

4.1 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb nporpammy 3smynaauum TepmuHana (HyperTerminal, TeraTerm,
Minicom) 1 npousBecTn cneaytowme HaCTPOMKM:

1. BbIbpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIN NOPT.

2. YCTaHOBMWTb CKOPOCTb Nepenayun gaHHbix — 115200 6o4.

3. 3apgatb dopmaTt AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbIM 6UT, 6€3 KOHTPOAA YETHOCTM.

4. OTKNOYMTb annapaTHOE U NPOrpaMMHOE ynpassieHNe NOTOKOM AaHHbIX.

5. 3apatb pexum smynsaumm TepmuHana VT100 (mHorme TepMWHanbHble NPOrPaMmbl
NCMNOJIb3YIOT AaHHbI PEXMM IMYNALMM TEPMMHAA B KaYECTBE PEXKMMA MO YMOYaHMIO).

4.2 BKAOYEHMe YCTPOUCTBA

YCTaHOBUTb  COEAMHEHME  KOHCONM  KOMMyTaTopa (nopT «console») ¢ pa3sbemom
noc/aeao0BaTeNbHOro uHTepdeica KoMnbloTepa, Ha KOTOPOM YCTaHOB/IEHO NporpaMmmHoe obecriedeHue
3MYNALMM TEPMUHANA.

BKAouMTb ycTpoicTBo. [Mpy Kaxaom BKAOYEHMM KOMMYTaTopa 3amnyckaetca npoueaypa
«TeCTUPOBAHUA  cUCTeMbl Mpu  BKAoYeHuM»  (POST), KoTopaa no3BoJAET  onpeaenunTb
paboTocnocobHOCTb YCTPOMCTBa Nepeq, 3arpy3Kkoi CNOJIHAEMOM NPOorpaMmmMbl B ONEpPaTUBHYO NamMATb
(0O3Y).

OTtobpaxkeHue xo4a BbiNoaHeHUA npoueaypbl POST Ha kKommyTaTopax cepun MES3000:

Bootl Checksum Test. ...ttt ittt teeteeeeeennns PASS
Boot2 Checksum Test ...ttt iee et eeeennneeennn PASS
Flash Image Validation Test......iiiiiiiinneennnnn PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pgBe ceKyHAbl nociae 3aBepweHusa npoueaypbl POST HaumMHaeTca aBToO3arpyska
nporpaMmmHoro obecneyeHnsa KommytaTtopa. [ BbINOAHEHMA CNeUManbHbIX Npoueayp UCnoab3yeTcs
MeHIo Startup, BOMTK B KOTOPOE MOXKHO MpepBaB 3arpy3Ky HaxkaTMem Knasuwu <Esc> nnu <Enter> B
TeYeHMe 3TOro BPEMEHMU.

Mpumep AanbHenLWwen 3arpy3Kkun yCTpoiicTaa.

Preparing to decompress...
100%

Decompressing SW from image-1
100%

OK
Running from RAM...

KA R A A A A AR AR A A A A AR AR A A A A AR A KA A A A A AN A I A A A A I A A AR A A A A Ak A kA A A A Ak x Ak kK

*** Running SW Ver. 2.1.6 Date 05-Jun-2011 Time 16:14:03 ***

KA R A A A A AR AR A A A A AR AR A A A A AR A KA A A A A AN A I A A A A I A A AR A A A A Ak A kA A A A Ak x Ak kK

HW version is V01
Base Mac address is: a8:f9:4b:80:b0:80
Dram size is : 256M bytes
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Dram first block size is : 229376K bytes Dram first PTR is : 0x1C00000 Dram
second block size is : 4096K bytes Dram second PTR is : 0OxFCO00000 Flash size
is: 16M

05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading running configuration.
05-Jun-2011 16:14:09 $CDB-I-LOADCONFIG: Loading startup configuration.
Device configuration:

Slot 1 - 28 ports

Device 0: GT 98DX4122 (BobCat)

Tapi Version: v

1.9.3.2
Core Version: v1.9.3.2

Mocne ycnewHoOW 3arpyskM KomMyTaTopa MOABUTCA CUCTEMHOE NpUraaweHne uHTepdeinca
KOMaHAgHoM cTpoku CLI .

console>

/‘ [na 6bICTPOro BbI30Ba CPABKU O AOCTYNHbIX KOMaHAAX UCNO/b3YiiTe KOMBUHALUMIO
- 4 Knasuil «SHIFT» n «?».

4.3 3arpy3oyHoe MmeHIo

[ns BXxoAa B 3arpy304HOE MEHI0 clieyeT NOAKNOUNTLCA K YCTPOMCTBY Yepes nHtepdeiic RS-232,
nepesarpysutb YCTPOMCTBO, M B TEYEHME ABYX CEKYHZA, nocne 3aBepleHua npouesypbl POST HaxKaTb
“ESC” nnn “ENTER”:

Bootl Checksum Test. ..ottt iee et eeeennneeenns PASS
Boot2 Checksum Test ...ttt iee et eeennneeenns PASS
Flash Image Validation Test......iiiiiiiinneeennnn PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bug, 3arpy304yHoOro MeHto:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 4.1 — OyHKLMK MHTepdeca 3arpy304HOro MeHo

®yHKYUA OnucaHue

3arpysuTb HOBYIO BEPCUIO NPOrpaMMHOro obecneyeHns KoMmyTaTopa, UCNob3ys

Download Software XMODEM

Erase Flash File CrepeTb MHPopMmauumto ¢ Flash
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Password Recovery

CbpocnTb HAaCTPOMKK ayTeHTUDUKaLUMK
Procedure P P Y buau

Set Terminal Baud-Rate YCTaHOBUTb CKOPOCTb PaboTbl TEPMUHAIBHOIO PEXMMA

Stack Menu Bxog, B MeHI0 ynpaBieHnAa CTEKOM

Back MpoJoMKNTL 3arpysKky

4.4 Pexunmbl pabotbl KOMMyTaTOpa

YcTpoiicTBo moxkeT paboTaTb B ABYX peXMMax — aBTOHOMHOM W pexuMme CTEKMPOBAHUA. B
peXMme CTEKMPOBAHUA HECKO/IbKO KOMMYTAaTOPOB OAHOM U TOM e MOLENN MOTYT ObITb 06beaANHEHbI
B CTEK M (QYHKUMOHMPOBATb KaK eaumHoe ycTpoicTBo. o ymonuyaHuio KommyTtatopbl MES3000
paboTaloT B peXmme aBTOHOMHOTO YCTPOMCTBA.

’ CTeKMpoBaHMe MOXKeT NPOU3BOAUTLCA TO/IbKO € nomolblo SFP+ mogynen.
vadBl

4.4.1 Bobibop pexcuma pabombsl KoOMMymamopa

Bbibop pexkmMma paboTbl KOMMyTaTopa AOCTyNeH B MEHIO YMpaB/ieHua CTeKom (NyHKT [5]
3arpy3o4yHoOro MeHio):

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

Enter your choice or press 'ESC' to exit:

MyHKT [3] — BbIbOp pexknma paboTbl KommyTaTopa ([1] — aBTOHOMHbIN pexum, [2] — pexum
CTEKMpPOBaHMA):

Stack menu

Show unit stack id
Set unit stack id

Set unit working mode
Back

SN

Enter your choice or press 'ESC' to exit:

4.4.2 Paboma kommymamopa 8 pexume CMeKupoeaHus

Ctek MES3000 ¢pyHKUMOHMPYET KaK eaMHOEe YCTPOMCTBO M MOXKET COCTOATb M3 8 YCTPOWCTB,
MMEILLMX Ceaytowme poan, onpeaensemole X nopaaKkosbiMm Homepamm (UID):

= Master (UID ycTpoiictBa 1 nnm 2), c HEro NpoMcxoamT ynpasaeHue BCeMM YCTPOMCTBaMMU
B CTEKe.

=  Backup (UID yctpoiictBa 1 nam 2) — ycTpolicTBO, NoaumHaoweecs master. Qyb6aupyet
BCE HACTPOWKMU, U, B C/ly4ae BbIXoAa YNPABAAIOLLErO YCTPOMCTBA U3 CTpos, bepyuiee Ha
cebs GyHKUUM ynpaBaeHUs CTEKOM.
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= Slave (UID ycTpoiicte oT 3 go 8) — ycTpoicTBa, nogymHstowmecs master. He morxet
paboTaTb B aBBTOHOMHOM peXKnme (ecnam oTcyTcTByeT master).

B pexume crtekuposaHna MES3124/MES3124F n MES3224/MES3224F ncnonb3ytoT XG3 n XG4
nopTbl ANA CUHXPOHM3aUWMKW, NpPM 3TOM 3TM MOPTbl HE Yy4yacTBYOT B Mepegaye [AaHHbIX.
MES3108/MES3108F 1 MES3116/MES3116F ncnonb3ytoT ANA CUHXPOHU3ALMU TONbKO OAWMH MOPT -
XG2, npu 3TOM 3TOT NOPT He y4yacTByeT B Mepefadvye [aHHbIX. BO3MOXKHbI ABe TOMosj0ruu
CUHXPOHU3UPYIOWMXCA YCTPOMCTB — KOJbLEBasi M JiMHeMHaAa. PekomeHayeTcA MCNONb30BaTb
KO/IbLLEBYHO TOMOJIOTUIO A/1A MNOBbILWEHUA OTKAa30yCTOMYMBOCTM CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKU MMeeT cieayowmii BUa;

console#

Tabnunua 4.2 — basoBble KOMaHAbl, AOCTyNHble B pexume privileged EXEC

3HayeHue/
3HaYeHue no Aeiicmeue
YMOAYAHUIO

KomaHda

unit mode {standalone | OnpegensieT pexxnum paboTbl KOMMyTaTOpa:

stackable} -standalone — KommyTaTOop MoKeT paboTaTb KaK
CaMOCTOATE/IbHOE YCTPOMICTBO;

- stackable — KommyTaTop moxKeT paboTaTb B perKmMme CTekKa.
CMeHa  pexuma  MpouCXoauT  Moc/ie  nepesarpysku
KOomMMmyTaTopa.

-/standalone

unit renumber local HasHayaeT Homep ycTpoictBa  «unit-id»  nOKanbHOMY
after-reset unit_id ycTpoicTBy (Ha KOTOpom BbiMonHeHa KomaHaa). KomaHpa
MOKeT bblTb MCNONb30BaHA B pexume «standalone» wau B
pexunme «stackable» Ha Begywem ycTpoiicTse.

CmeHa Homepa YCTPOWCTBA NPOM3OMAET noc/ie nepesarpysku
KOMMyTaTopa.

unit_id: (1..8)/1

unit renumber current_id HasHauyaeT HOBbI HOMep yCTpoKcTBa new_id KOMMyTaTopy C
after-reset new_id Homepom current_id. KomaHga moxKeT ObITb MCNo/sb30BaHa
TO/IbKO Ha BeAyLleM YCTPOWCTBE CTeKa.

CMeHa Homepa YCTPOWCTBA NPOU3OMAET nocie nepesarpysku
3TOro ycTpoicTBa.

current_id: (1..8);
new_id: (1..8)

show unit [unit_id] OTobparkaeT MHopMaLmto 06 YCTPOMUCTBAX, BXOSALMX B CTEK.
Mpun BBOAE KOMaHAbl 6€3 MapameTpa oTobparkaeTca KpaTkas
unit_id: (1..8) MHPopMauma 060 Bcex YyCTPOMCTBAX CTEKA.

Mpu  yKasaHum «unit-id»  oTobpakaeTca noapobHas
MHbopMaLma 0 BbIDpaHHOM yCTPOMCTBE.

= [lpMmep MCNob30BAHMA KOMaHAbI show unit:

console# show unit 1

Unit: 1

MAC address: a8:£9:4b:80:bf:40
Master: Enabled.

Product: MES-3124F 28-port Fiber 1G/10G Stackable Managed Switch.
Software: 2.5.14

Uplink unit: 2

Downlink unit: 0

Status: master

Active image: image-2

Selected for next boot: image-2

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1

Ethernet-kommymamopesi cepuu MES3000 35



HELTEX

Tabnnua 4.3 — OnucaHne pesynbTaToB BbINOJHEHUS KOMaHAbl «show unit»

Mone OnucaHue
Unit: NpeHTudmKaTop BbIBPaHHOIO yCTPOICTBa
MAC address: MAC-agpec kKommyTaTopa
Master: PaspelueHune cTaTb BeAyLMM YCTPOMCTBOM B CTEKe
Product: OnucaHne mogenn KommyTtaTopa
Uplink unit: NaeHTudMKaTOp KOMMmyTaTopa, NoAkAoUYeHHoro K nopTy Uplink (ana MES3124 —

XG3, pna MES3116,3108 — XG1)

Downlink unit:

NpeHTUdMKaTOp KOMMyTaTOpa, NogKAtodeHHoro K nopty Downlink (gns MES3124 —
XG4, pna MES3116,3108 — XG2)

Status:

TeKywwan ponb KOMMyTaTopa B CTeKe

Active image:

AKTUBHbIN 06pa3 MO

Selected for next boot:

O6pas MO, KoTopbi ByaeT aKTUBHbIM NOC/IE Nepesarpyskm

Topology is

TeKyLLasa TononoruaA cTeka - chain (uenoyka) uau ring (KonbLo)

Unit Mode After Reset:

Pexknm paboTbl KOMMyTaTOpa nocsie nepesarpyskun — standalone/stacking

Unit Num After Reset:

NaeHTUdUKaTOp KOMMYTaTopa, KOTOPbIN NPUMEHUTCA NOC/E Nepesarpysku

YcTpoiicTBa ¢ oguHakoBbiMu ngeHtudurkaropamm «Unit ID» He moryT pabortatb B ogHOM

e CTeKe.

4.5 Hacrtpoiika pyHKLMIK KOMMyTaTOpa

®YHKUMM NO HaYaIbHOMY KOHPUIYPUMPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tvna.

— ba3soBas HacTpoiiKa — BK/loYaeT B cebs onpeaeneHne 6a3oBbiX GYHKUMIA KOHOUIypauumn u
HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hactpoiika napameTpoB CUCTEMbI

6e3o0macHOCTM — BKAIOYAET Yynpas/ieHue CUCTEMOW

6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

; Mpu nepesarpy3ske YyCTpoiicTBAa BCe HecoXpaHeHHble AaHHble 6yayT yTepsAHbl. OnA
V coXpaHeHUA NobbIX BHECEHHbIX U3MEHEHUIA B HACTPOMKY KOMMYTaTopa MCMo/b3yeTca
' ' cneaylowas KOMaHaa:

console# write

4.5.1 ba3osaa Hacmpolika Kommymamopd

Ona Havana

KOHUIypupoBaHUA YCTPOWCTBA HEOOXOAMMO MOAKMIOYUTL YCTPOMCTBO K

KOMMbIOTEPY 4Yepe3 MocaefoBaTe/IbHbIA MOPT. 3anycTUTb Ha KOMMblOTEPE MPOrpammy 3sMyaaumu
TePMMHANA cornacHo NyHKTy 4.1 «HacTpoika TepmuHana».

Bo Bpems

HayanbHOWM

HaCTPOMKM MOKHO oOnpeaenutb UHTepdenc, Kotopbii byger

ncnonb3oBaTbCA ANA NOOAKNHOYEHNA K YCTpOﬁCTBy YO3ANEeHHO.

basosas HaCTpOﬁKa BK/IlOYaeT cheaytoulee:

1. 3agaHue naposa ans nosnbsosartens «adminy» (c yposHem npusunernin — 15).

vk wnN

Co3paHue HOBbIX NO/Ib30BaTENEN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpoiika napameTtpos npoTokona SNMP.
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4.5.1.1 3adaHue naponsa 048 nons3oeamena «admin» U co30aHUE HOBbIX
nosae3osameneli

DOna obecneyeHuna 3alMLLEHHOrO BXOAa B CUCTeMy HE06X0AMMO Ha3HaAYUTb Napo/ib
e NpUBUAErMPOBaHHOMY Nonb3oBaTento «adminy.

MmA nonb3oBaTena M Napo/ib BBOAMTCA MpPM BXOAe B CUCTEMYy BO BpemMa CeaHCoB
aAMWUHUCTPUPOBAHMA YCTpoicTBa. [aA cO34aHMA HOBOrO NO/b30BaTeNs CMCTEMbl WAWM HACTPOMKM
noboro M3 napameTpoB — MMEHM MNO/b30BaTenn, Mapos, YPOBHA NPUBWUAETNA, WUCMOJb3YIOTCA
KOMaHzbl:

console# configure
console (config)# username name password password privilege {1-15}

' YposeHb npuBuserunit 1 paspelsaer AocTyn K YCTPOWUCTBY, HO 3anpeLjaer HacTPOMKy.
V YposeHb npusuaeruii 15 paspeluaer Kak g0CTyn, Tak M HAaCTPOIKY yCTpoicTBa.

Mpumep KomaHA Ans 3afaHus nonb3oBatesito «admin» napons «eltex» u co3pgaHuA
Nno/sib30BaTesIA «operator» ¢ NaposieM «pass» U ypoBHeM npusuaeruii 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa HacmpolKa yposHA docmyna

Ha ycTpoiicTBe cylecTByeT BO3MOXKHOCTb pacnpeaeieHus nNpaB nosib30BaTeNiei B 3aBUCUMOCTU
OT YPOBHSA NPUBUAEINA, HAa KOTOPOM KaXKAbl U3 nosib3oBaTenen bbin co3gaH. KOHKpeTHOMY YyPOBHIO
NpUBWUIErMIA NPUCBANBAETCA HAbOP KOMaHA, KOTOPble MOTYT BbINMOJHATCA NO/b30BATENSAMM C YPOBHEM
He HUXe JaHHOrO.

KommyTtaTtop nogaeprKMBaeT cucteMmy HacnefoBaHUA Habopa KomaHg, oT 60n1ee HU3KUX
YPOBHeii npusuneruii.

® oy,

Mpueunerumn BbICTPaNBaAOTCA TONIbKO ANA KOHKPETHO 3a4aHHOro ysna. Kaxkayio KomaHay
HEO5XOAMMO nponucbiBaTtb ABHO, HE UCNOJIb3YI0 COKpPaLlleHHble ¢OprI.

@ ey

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoro KoHGUrypnuposaHusa:

console (config) #
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Tabnnua 4.4 — KomaHabl g5 HACTPOMKK pacluMpeHHoro AocTyna

Komanda 3HayeHue/3HavyeHue Neiicmeue

no ymon4aHuro
privilege context level MpucBanBaeT yKazaHHOMY YPOBHIO NMPUBUAETUI 334aHHYIO
command level: (1..15); KOMaHAay

/ypoBeHb npusunernii | - context — pexmm paboTbl KOMaHAHOMN CTPOKMU;
KOMaHZ pexunma - level — ypoBeHb NpuBUAEruii, Ha KOTopom byaeT AOCTyNHa
EXEC-1, HacTpanBaemasa KOMaHAa;

BCEX OCTa/IbHbIX - command — KomaHga.
no privilege context level KomaHg — 15 Ypanaet 4ocTyn K KOMaHAe € yPOBHA, Ha KOTOPOM KOMaHAa
command 6bina paspelueHa.

= [lpymep HaCTPOMKM Habopa KomaHa AnA nosb3osBatens «admin» ¢ 4 ypoBHeEM
npusuaernin u Habopa KOMaHg, a5 Noab3oBaTens «user» ¢ 10 yposHeM npuBuaerni

consolef#configure

console (config) #fusername admin password passl privilege 4
console (config) #username user password passZ privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb N8 NOKaNbHbIX NOb30BATENEN, Yell YPOBEHb NPUBUIETUIA Bbille UNK paBeH 4, cTaHeT
gocTtyneH BbiBoA, KomaHabl show running-config, Ho He 6yaper agocTtynHa HacTpoika vlan. [Ona
Nnosib30BaTeNEN, YPOBEHb NPUBUAETNIA KOTOPbIX cooTBeTcTBYEeT 10 M Bbiwe, ByaeT AOCTyNnHA HaCcTPOMKa
n vlan u BbiBog KOMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamu4eckoeo IP-adpeca, macku nodcemu U WA03a 10
YMOAYAHUIO

[N BO3MOXKHOCTU YNPaB/ieHMA KOMMYTaTOPOM M3 CeTU HeOHXO4MMO Ha3HAuYUTb ycTpomncTay IP-
agpec, Macky NoAceTn U, B Cayvyae ynpasiaeHWs U3 [pYyrol ceTu, W3 Mo ymonayaHuto. IP-agpec
MOKHO Ha3HauuTb Ntobomy uHTepdelicy — VLAN, dmsnyeckomy nopty, rpynne noptos (Mo yMOAYaHUIO
Ha uHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a
OO/KEH NPUHAANEXaTb K TOM e NOACETH, YTO N 0ANH U3 IP-uHTepdeiicoB ycTponcTaa.

) B cnyuae ecnun IP-agpec HacTpamBaetca gna uHrepdeica pmusmnueckoro nopta uam rpynnbl
V nopToB, 3TOT MHTepdelc yaanaeTca u3 rpynnbl VLAN, KOTOpoii OH NpuHagnexan.

V Mpu yaaneHun scex IP-agpecos KommyTaTopa A0CTYN K HeMy 6yaeT ocylecTBAATLCA NO
IP-apgpecy 192.168.1.239/24.

Mpumep KomaHg HacTpoiku IP-agpeca ana nHtepdeica VLAN 1.
MapameTpbl MHTEpdelica:

IP-adpec, HazHayaembili 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a rno ymonyaHuro - 192.168.16.1

consolef#configure

console (config) #interface vlan !

console (config-if) #ip address 192.168.16.144 /24
console (config-if) fexit
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console (config) #ip default-gateway 192.168.16.1
console (config) #fexit
console#

Ona Toro 4tobbl YoeanTbes, Yto agpec bbi1 HaszHavyeH uHTepdelicy, BBeaUTe KOMaHay:

console#show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active static
IP Address Type

192.168.16.144 /24 Static

4.5.1.4 Tony4yeHue IP-adpeca om cepsepa DHCP

Ana nonyyeHua IP-agpeca moxeT ucnonb3osatbca npotokon DHCP, B cnyvae ecam B cetu
npucytcTeyeT cepep DHCP. IP-agpec oT cepsepa DHCP moxKHO nosy4yaTb yepes noboi nHtepdelic —
VLAN, ¢u13myeckuit nopT, rpynny nopTos.

VV Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaACTPOMKKM, NpeAHasHaYeHHOW ANA MoaydeHusa auHamuyeckoro IP-agpeca ot DHCP-
cepBepa Ha uHTepdeice vian 1:

consolet#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHAYeH MHTepdelicy BBeAUTE KOMaHAY:

consolefshow ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active I DHCP
IP Address Type

192.168.16.149 /24 DHCP

4.5.1.5 Hacmpolika napamempos npomokxona SNMP 0asa docmyna K ycmpolicmsy

YCTpoiACTBO coaepUT BCTPOeHHbIM areHT SNMP © nopaeprkvMBaeT BepcuM MNPOTOKOAA
vl/v2c/v3. ArenT SNMP nogaepusaet Habop cTaHAAPTHbIX NepeMeHHbIx MIB.

[Ona  BO3MOMHOCTM AOMWHUCTPUPOBAHUA YCTPOMCTBA NocpeacTBOmM npoTokona SNMP,
HeobxoaMmo co3aaTtb XoTa 6bl 04HY CTPOKY coobuiectBa. KommyTtatopbl MES3000 nogaeprkusatoT Tpu
TMNa CTPOK coobuecTsa:

— ro-—onpegendaet AOCTYN TO/IbKO Ha YTEHMUeE;
— rw-—onpeaenaert A0CTYN Ha YTEHUE U 3aNuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;
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Hanbonee pacnpocTpaHeHo MCNOAb30BaHME CTPOK coobLiecTBa public — ¢ AOCTYNOM TONbKO A
yTeHMA obbekToB MIB U private — ¢ [OCTYNOM Ha YTeHWe U uameHeHue obbekToB MIB. [lna Kaxgoro
coobuiectBa MOXHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep cospaHua coobuiecTsa private ¢ AOCTYNOM Ha YTeHWe U 3anucb U IP-agpecom cTaHumm
ynpasnexHna 192.168.16.44;

console#configure

console (config) #snmp-server server

console (confiqg) #snmp-server community private rw 192.168.16.44
console (config) #fexit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluecTBa 1 HacTpoek SNMP ncnosib3yeTtca KomaHaa:

console#show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHna 6e30NacHOCTM CUCTEMbI MCMONb3yeTcA MexaHusm AAA (ayTeHTUdMKauma,
asTopu3aums, ydeT). Ana wmudpoBaHMA AaHHbIX UCNOb3YyeTca mexaHu3m SSH.

— Authentication (ayTeHTUdUKALMA) — CONOCTaB/AEHUE 3aNpoCca CYLLECTBYIOLLEN YYETHOMN
3anucy B cucteme 6e30MacHoCTH.

— Authorization (aBTopv3aums, NPOBEPKa YPOBHA AOCTyNa) — COMOCTaBAEHME YYETHOM
3anucy B cucTeme (Npowealiei ayTeHTUOUKALMIO) M OnpeaenEHHbIX MOHOMOUYNUN.

— Accounting (y4€T) — cnexkeHue 3a noTpebieHneM pecypcos No/ib30BaTe/IeM.

Mpn MCNONb30BaHUN HAaCTPOEK YCTPOMCTBA MO YMOYaHMIO UMA Nob3oBaTens — admin, naponb
He 3agaH. [llaponb HasHavyaeTcA nosb3oBaTenem. B cnyyae ecnan naponb  yTpayeH, MOKHO
nepesarpysutb YCTPOMCTBO U Yepe3 CEPUMHbLIA NOPT NpepBaTb 3arpysKy, Haxas Knasuwy <Esc> nan
<Enter> B TeuyeHWe MepBbiX ABYX CEKYHA, MOCNe MNOABAEHMA cOoObLLeHUA aBTo3arpysku. OTKpoeTca
MeHIO Startup, B KOTOPOM HYXHO 3anyCTWUTb npouenypy BoccTaHoBfeHWs napons ([3] Password
Recovery Procedure).
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[na obecneyeHns nepBoHa4anbHONW GE30MacHOCTM Maposib B CUCTEME MOMKHO 3ajaTb A/1A
CepBUCOB:

— KoHconb (noakntoyeHme yepes cepuimHbin NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHoeKa napons 08 KOHCoAU

console (config) #faaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #line console

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password console

B OTBET Ha npurnalleHnMe BBECTM Maposib BO BPEMA PEerucTpauum B yCTPOMCTBE Yepes ceaHc
KOHCO/IM BBeAUTE Naposib — console.

4.5.2.2 YcmaHoska napons 0na Telnet

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password telnet

B oTBeET Ha MpuraaweHve BBECTM MNapo/ib BO BPEMSA PErucTpauum B YCTPOMCTBE Yepes CeaHc
Telnet BBeaute naponb — telnet.

4.5.2.3 YcmaHoeka naposs 0n4a SSH

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #enable authentication default
console (config-line) #password ssh

B oTBET Ha NpuraalleHe BBECTU Napo/ib BO BPEMA PErMCTpaLmun B yCTPOICTBe Yepes ceaHc SSH
BBeAuUTE Naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

[na yaobcTea aKcnayaTaumm yCTpoMCcTBa MOXKHO 3a4aTb 6aHHep — cooblieHune, KoTopoe byaeT
BbIBOAWUTHLCA NPU NOMbITKE NOYYEHUA AOCTYNA K YCTPOMCTBY.

console (config) #banner motd ;

Role: Core switch

Location: Objedineniya 9, str.
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5  YNPABJ/IEHUE YCTPOMCTBOM. MHTEP®ENC KOMAHAHOW CTPOKU

Ona KoHPUrypupoBaHUA HACTPOEK KOMMYTATOpa MCMOJIb3yeTcA YeTblpe OCHOBHbIX pekuma. B
KaXKAOM pexume [OCTYMeH onpeaeneHHbld CNMCOK KomMaHg. BBog cMmBONa «?» CAYXUT gns
NpocmoTpa Habopa KOMaHA, AOCTYMHbIX B KaXKA40M M3 PEXUMOB.

Ana nepexona “3 oa4HOro pexmma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHble KOMaH4bl. I'Iepequb
CyWecCTBYHOLWNX PEXMMOB U KOMaH/A BXO4a B PEXNM!

KomaHOHbili pexcum (EXEC), faHHbIA peXMm AOCTyneH cpasy Mnocse YCnewHoM 3arpysku
KOMMYyTaTopa M BBOZA MMEHM MoNb3oBaTens. MpurnaweHme CUCTEMbI B 3TOM PEKMME COCTOUT U3
nMmeHu yctpoiictea (host name) u cumeona “>".

console>

Ecan nms ycTpoiicTBa He Ha3Ha4YeHOo, TO BMECTO HEro MCMo/b3yeTcs cnoBo “console”.

MpueunezauposaHHbiii KoOMaHOHbIl pexcum (privileged EXEC), 3TOT pexXnum AOCTYMNEH Npu BXoae
NPUBMNErMPOBAHHOIO NO/b30BaTeNA. Bxo4 B peXXnm AonKeH b6biTb 06A3aTe/IbHO 3aLLULLEH Napoaem.
ToNbKO B NPUBMNETMPOBAHHOM PEXMME AOCTYMHbl KOMaHAbl M3MEHEHWUS CUCTEMHbIX MapaMeTpoB
KOMMyTaTopa. B npuBUAErMpoOBaHHOM peXMMEe B CTPOKE MNPUrIalleHns CUCTEMbl WUCMOAb3yeTcs
cumBon  «#». [nAa nepexosa u3 pexumma EXEC B NPUBUAEIMPOBAHHDLIA PEXMM MOXKET ObiTb
ncnosib3oBaHa KoMaHz4a enable.

console> enable
enter password:
console#

Pextum 2no06anbHo20 KoHdpu2ypuposaHua (global configuration), paHHbIA  peXxum
npegHasHavyeH pgnsa 3agaHua obwMx HacTpoek KomMmyTatopa. KomaHgbl pexuma rnobanbHom
KOHUrypaumm AOCTyMNHbl U3 Nt060ro noapexkmMma KoHourypaumm. Bxon B pexum ocyliecTBaseTca
KOMaHZol configure.

console#configure
console (confiqg) #

Pexcum KoHepuzypupoeaHua uHmepdgelica (interface configuration), paHHbIA peXxum
npeaHasHayeH A1 KOHPUrypupoBaHua uHTepdencos (nopT, rpynna noptos, uHTepdeic VLAN)
KOMMmyTaTopa. Bxoa B pexum ocylecTBAseTcs U3 pexkuma rnobanbHOro KoHOUrypuposaHusa, gnas
KarKaoro WHTepdelica cBoel KomMaHAoW (B nNpumepe HUXKE KOMaHZa A/ BXOAa B PEXUM
KoHduUrypuposaHua nHtepdenca VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHghu2ypuposaHua mepmuHand (line configuration), paHHbIN pexnm npegHasHayveH
ANA KOHOUIypUpOBaHMWA, CBA3aHHOTO ¢ paboTol TepmuHana. Bxon B peXum ocywecTBaserca w3
pexXunma rnobanbHoro KOHGUrypupoBaHus.

console (config) #line {console | telnet | ssh}
console (config-line) #
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5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnunua 5.1 — basoBble KOMaHAbl, AOCTyMHble B pexume EXEC

KomaHoa

3HayeHue/
3HaYeHue no
YMOAYAHUIO

Aeiicmeue

enable [priv]

priv: (1..15)/15

MepeknounTbca B  MNPUBUIETMPOBAHHBLIM  pexum  (ecau

3HayeHue He YKa3aHo — TO YpoBeHb npusuaeruii 15).

login - 3aBeplLueHMe TEKYLLEN CECCUM U CMEHa NONb30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIbHYIO CECCUIO.
help 3anpoc cnpaBo4HoOi WHbopmauum o paboTte uHTepdeiica

KOMaHZHOW CTPOKM

show history

MoKasaTb  wcTopuUIo Tekywei

TepMMHaﬂbHOﬁ ceccun.

KOMaHA4, BBeAEHHbIX B

show privilege

Moka3aTb ypoBeHb NPMBUIErniA TEKYLLLEro NOJIb30BaTeNs.

show privilege configuration

MoKasaTb CMMCOK KOMaHA, ANA KOTOpbiX Oblia BbINONHEHa
HaCTpOWKa YPOBHA NPUBUNETUIA.

terminal history

no terminal history

-/dYHKLMA BKAKOYEHA

BKNOUUTL GYHKLMIO COXPAaHEHUS UCTOPUM BBEAEHHbIX KOMAHA,
ONA TEKYLWEN TEPMUHAIbHOM ceccun.

BbIKNHOUMTL  PYHKLUIO COXPAHEHUs  UCTOpUM
KOMaHZ, ANA TEKYLLEN TePMUHAIbHON CeCCUU.

BBeAEHHbIX

terminal history size size

no terminal history size

size: (10..216)/10

N3meHuTb pasmep bydepa nctopum BBEAEHHbIX KOMaHA ANA
TEKyLLEeN TEPMUHANBHOW Ceccuu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

terminal datadump

no terminal datadump

-/BbIBOJ, KOMaHA,
pasgenseTca no
cTpaHMUam

OTob6pa3nTb BbIBOL, KOMaHZ 6e3 pasaeneHus Ha CTpaHWLbl
(paspeneHve BbIBOAA CNPABKM MO CTPAHULLAM OCYLLECTBAAETCA
cTpokow: More: <space>, Quit: g, One line: <return>)..

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

show banner [motd | login |
exec]

OTobparkaeT KoHOUrypauno 6aHHepos.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 5.2 — basoBble KOMaHAbl, AOCTyNHble B pexume privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1..15)/1

BepHyTbCA B HOPMasbHbIA PEXMM U3 NPUBUAETMPOBAHHOIO
(ecnu 3HaueHMe He yKa3aHO — TO YPOBEHb Npusuaeruin 1).

configure[terminal]

MepeiTn B pexmMm KoHGUryprpoBaHus.

debug-mode

MepeiTn B pekMm OoTnagKu (KomaHaa A0CTynHa TOMbKO ANA
NpVBMIErMPOBAHHOIO NoJib30BaTeNA).
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set system mode {acl-sqinq |
acl-sqing-udb}

-/acl-sqing

YCTaHOBUTb pPeXUM HACTPOMKKN dUnbTpaLmm Tpadumka.
- acl-sqing — pexxMm no ymonyaHuio;
- acl-sging-udb — pob6aBneHa BO3MOMKHOCTb GUALTPALMM MO
TPUHALLATU NONb30BaTENbCKUM OddceTam (B perrume no
YMOMYaHWUIO — NATb); Bce npasuna SQINQ ana Bxoaalero
TpaduKa NCNONb3YIOT B ABa pa3a bo/blie pecypcos.
Mpu cmeHe pexuma HauyanbHaA KoHpurypauus
H 6yper crepra, nocne uyero YycTpoiictBo 6yper
nepesarpy»eHo.

KomaHOb1, docmynHbie 80 8CeX PEXUMAX KOHGDU2YpUPOBAHUSA

3anpoc KOMaH,D,HOﬁ CTPOKN MmeeT O4nH N3 cheagyrowmnx sMagos:

console#

console (config) #

console (config-line) #

Tabnuua 5.3 — ba3oBble KOMaHAbl, AOCTYMHbIE BO BCEX PEXKMMAX KOHOUTYPUPOBAHMSA

KomaHda 3HaueHue Aeiicmeue

exit BbITK M3 N060Oro pexknuma KOHOUTYpUpPOBaHMA Ha YypPOBEHb
i Bblle B Mepapxuun komang, CLI.

end BbIiT 13 Nt060Oro perkuma KOHPUrypMpoBaHMA B KOMAHAHbIV
) pexkum (Privileged EXEC).

do ) BbINOAHWUTD KOMaHAy KomaHAHoro yposHs (EXEC) u3 noboro

peXnma KOHPUrypmpoBaHus.
help - BbIBOAWT CipaBKy NO MCMONb3yeMbIM KOMaHAAM.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU MMeEeT Caeayiolmii BUA,:

console (config) #

Tabauua 5.4 — basoBble KOMaHAbl, AOCTYMHbIE B PEXMME KOHOUTYPUPOBaHMA

KomaHda

3HauyeHue

Aelicmeue

banner motd
d message-text d
no banner motd

3apaTb TEKCT coobuieHna motd (coobuieHuns Tekywero gHsa), 1
BKNHOUYMTb BbIBOZ, HA 9KPaH.

- d - pasgenutens;

- message-text — TeKCT coobuweHus (B ctpoke ao 510
cumBonos, obuiee 2000 cmBoOB).

banner exec
d message-text d
no banner exec

3ajaTb TEKCT coobuieHna exec (nMpumep: nosb3osaTeNb
YCMEeLwHO BOLIEN B CUCTEMY), U BK/IKOUMTL BbIBOZ, Ha IKPaH.

-d- paspenutenn;

- message-text — TeKcT coobuweHusa (B cTpoke no 510
cumBonos, obuee 2000 cumBonos).

banner login
d message-text d
no banner login

3agaTb  TeKcT  coobuieHus  login  (MHbOpMaLMOHHOE
coobuieHne, KoTopoe oTobparkaetca nepes BBOAOM MMEHM
nonb3oBaTensa v Napons), U BKAOUYUTb BbIBOA Ha IKPaH.

-d - pasgenutens;

- message-text — TeKcT coobuweHusa (B cTpoke no 510
cumBonos, obuiee 2000 cmBoOB).

KomaHObI pexcuma KoHgu2ypuposaHUsa mepmMuHand

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBAHUS TEPMMUHANA UMEET Cieay oW mii BUa;

console (config-line) #
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Tabnuua 5.5 — basoBble KOMaHZAbI, AOCTYMHbIE B PEXUME KOHOUTYPUPOBAHMA TEPMUHANA

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue

YMOAYAHUIO
. BKAtounTtb HKUUo COXpaHeHuA NncTopun BBeAEeHHbIX
history yHKL, p P il

KOMaHA,.
-/bYyHKUMA BKAKOYEHa
. BbIKNOUMTb  QYHKUMIO COXPaHEHMA UCTOPUU  BBEAEHHbIX

no history

KOMaHa,

history size {size}

no history sie

size: (0..216)/10

MN3meHnTb pasmep Bydepa UCTOPUM BBEAEHHbBIX KOMaHA,.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

motd-banner

BK/IIOUMTL BbIBOZ, MPUBETCTBEHHBIX COOBLLEeHMI TUNa «motd»
(coobuieHms TekyLero gHA).

no exec-banner

-/BKAOYEH 5 o p "
bIK/IIOYUTb  BbIBOL, WHPOPMAUMOHHBIX COOBLLEHUI TUNa
no motd-banner A pma .
«motd».
login-banner BKNtouMTL BbIBOA, NPUBETCTBEHHbIX COObLWEeHN login.
- -/BKAOUEH ——
no login-banner BbIKNtOUMTb BbIBOA MPUBETCTBEHHbIX CO0bLLEHMN login.
exec-banner BKtOUNTL BbIBOZ, NPUBETCTBEHHbIX COOOLLLEHWI exec.
-/BKAOYEH

BbIKNOUMTL BbIBOA, NPUBETCTBEHHbIX C006|J.I|EHMI7I exec.

5.2 ®unbTpaumua coobLieHnit KOMaHAHOK CTPOKMU

CDMJ'IpraLI,Mﬂ COO6LLI,EHMV1 Nno3BO/IAET YMEHbLWUTb obbem OTO6pa)+(GEMbIX AaHHbIX B OTBET Ha

3anpochl

nosnb3oBaTtenss U 0b6aerdynTb MNOUCK HEOGXOAMMOﬁ MH(I)OpMaLI,MM.

Ona  dunbtpaymm

MHbopMauun Tpebyetca A06aBUTb B KOHEL, KOMaHAHOM CTPOKN cumBoAa “|” U MCNONb30BaTb OAHY U3
onumii GUNbTPaLUN, NEPEYUCIEHHbIX B TabaunLe.

Tabnuua 5.6 — KomaHabl pexnma rnobanbHoro KOHPUrypuMpoBaHUs

Memoo

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

begin pattern

include pattern

exclude pattern

MokasbiBaeT CTPOKMH, nepsble CMBObI

COOTBETCTBYHOT LLIa6}10Hy pattern

KOTOPbIX

BbIBOAUT BCE CTPOKM, coaepKalume waboH

BblBOAWT BCE CTPOKM, HE cogepsKalume wabnoH

5.3 Hactpoitka maKpoKOMaHA,

[aHHas ¢yHKUMA No3BONAET co34aBaTbh YHUOMUMPOBaHHble Habopbl KOMaHA4 - MaKpOChl,
KOTOpble MOXHO BMNOCNEACTBUMN NPUMEHATL B NPOLLECCEe KOHOUIypauum.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobaabHoro KoHGUrypnupoBaHmsa:

console (config) #

Tabnunua 5.7 — KomaHabl pexkuma rnobanbHoro KoHGUrypuposaHma

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

macro name [word]

word: (1..32) cumsonos

no macro name word

Co3gaeT HOBbIM Habop KOMaHZ, ecin Habop C Takum
MMEHEM cyLLLecTByeT — nepesanucbiBaeT ero. Habop KomaHp,
BBOAWUTCA MOCTPOYHO. 3aKOHUMTb MaKPOC MOXKHO C
NOMOLLbIO CMMBOJIA “@”. MaKcmanbHas A/MHa Makpoca —
510 cumBonoB.

Ypanaer yKasaHHbI Makpoc.

macro global apply word

word: (1..32) cumsonoB

MpUMeHsEeT yKasaHHbIA Makpoc.

macro global trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbIM MaKpoC Ha BaIMAHOCTb.
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macro global description
word

no macro global description

word: (1..160) cumBonos

Co3paert CcTpoKy-AeckpunTtop rnobasbHOro makpoca.

YanseT CTPOKy-AeCcKpunTop.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aeiicmeue

macro apply word

MpuMeHAeT yKazaHHbIA MaKpocC

word: (1..32) cumsonos

macro trace word

MpoBepseT ykasaHHbI MaKpOC Ha BaAUAHOCTb

show parser macro
[description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}] | name
macro_name]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
macro_name: (1..32)
CMMBOJIOB

OTob6parkaeT MaKpocoB

yCcTpoWcTae.

napameTpbl HaCTPOEHHbIX

Ha

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepodeica:

console (config-if) #

Tabnunua 5.9 — KomaHabl perkruma KoHoburypaumm nHtepdeiica

KomaHda

Aelicmeue

macro apply word

word: (1..32) cumsonos

MpumeHAeT yKazaHHbIN Makpoc.

macro trace word

word: (1..32) cumsonios

MpoBepseT yKasaHHbI MaKpOC Ha BaIMAHOCTb.

macro description word

no macro description

word: (1..160) cumsonos

YcraHaBauBsaet CTPOKY-4ECKPUNTOP MaKpoca

Ypanaet CTpOKy-4ecKpmunTop

5.4 KomaHAabl ynpaBaeHUA CUCTEMOM

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.10 — KomaHabl ynpasneHua cuctemon B pexkume EXEC

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (64..1518)/64 6aiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHga cayxut paa nepepauu  3anpocos (ICMP  Echo-
Request) npotokona ICMP ykasaHHOMY Y3y CeTH, a TaK e ANA

KOHTpO/IA nocTynatowmx oteeTtos (ICMP Echo-Reply).
-A.B.C.D -IPv4-agpec y3na cetu;
- host — LOMeHHOe MMA y3na ceTy;

- size — pa3mep naketa ANA OTNPaBKWU, KoauuectBo 6aiiT B

nakere;
- count — KOANYECTBO MNaKeToB 4/1a nepeaayn;
- timeout — Bpems 0XnaaHus oTBeTa Ha 3anpoc.
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ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBonoB;
size: (68..1518)/68 baiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mc

KomaHga cnayxut paa nepepauum  3anpocos (ICMP  Echo-
Request) npotokona ICMP ykasaHHOMY y3/y CETH, a TaK e, AnA
KOHTpoAA noctynatowmx oteetos (ICMP Echo-Reply).
-A.B.C.D.E.F - IPv6-agpec y3na ceTu;

- host — pomeHHOe NMsA y3na ceTu;

- size — pa3smep nakeTa AN OTNpPaBKM, KO/MYecTBO 6anT B
nakeTe;

- count — KONMYECTBO MAKeTOB A/1A Nepeayn;

- timeout — Bpema 0XXnAaHusA oTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address]
[tos tos]

host: (1..158) cumBonos;
size: (64..1518)/64 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpefeneHne maplpyta Tpaduka [0 y3Na HasHaAyYeHus.
-A.B.C.D -IPv4-agpec y3na ceTu.

- host — pomeHHOe 1MSA y31a ceTu;

- size — pa3mep nakeTa AN OTNpPaBKM, KO/AMYecTBO 6anT B
nakerte;

- tt/ — MaKcMManbHOE KOJIMYECTBO Y4acTKOB B MapLUpyTe;

- count — KOMYECTBO MOMbITOK Mepefayn MakeTa Ha KaKgom

yyacTke;
- timeout — Bpems OXXuWAaHWs OTBETa Ha 3anpoc;
- ip_address — |P-agpec wuHTepdelica KommyTaTOpa,

MUCNOb3yeMbI AN5 Nepenaym NakeTos;
- tos — TMN cepBuca, NnepeaaBaemMblii B 3arosioske npoTtokona IP.
7 OnucaHve owWUG0OK NPU BbINOJHEHUU KOMaHA M

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout]

[source ip_address]
[tos tos]

host: (1..158) cumBoNOB;
size: (66..1518)/66 Haitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;
tos: (0..255)/0

pe3ynbTaToB NpUBeAeHo B Tabauuax 5.12, 5.13
OnpeaeneHune maplupyTta TpadurKa 40 y3/1a Ha3HAYeHUA.
-A.B.C.D.E.F —IPv6-aapec y3na ceTn.

- host — poMeHHOe MMSA y31a ceTu;

- size — pa3mep naKkeTa AN OTNpPaBKM, Ko/auyecTBo 6anT B

nakerte;

- tt/ — MaKcMManbHOEe KOIMYEeCTBO Y4acTKOB B MapLUpyTe;

- count — KO/IMYECTBO MOMbITOK Nepefayn nakeTa Ha Kaxgom

y4acTke;

- timeout — Bpema OXKuMAaHUA 0TBETa Ha 3anpoc;

- ip_address — IP-agpec wuHTepodelica

MCMNoNb3yeMblil ANA nepefaym nNakeTos;

- tos — TMN cepBuca, NepeaaBaemblii B 3aros10BKe NpoTokona IP.
V OnucaHne owWKN60K NpPU BbINOJIHEHUM KOMAHA U

KOMMYTaATOpa,

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumB0N10B;
port: (1..65535)/23

pe3ynbTaToB NnpuBeaeHo B Tabnuuax 5.12, 5.13.
OTkpbiTe TELNET-ceccun gna ysna cetu.
-A.B.C.D -IPv4-appec y3na cetu;
- host — pomeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cnykba Telnet;

- keyword — kKno4yeBoe cNoBo.
7 OnucaHue cneuuanbHbix KomaHg Telnet n KntoueBbix

ssh {A.B.C.D | host} [port
port] [username username]

host: (1..158) cumsonos;
port: (1..65535)/22;
username: (1..70)

cNnoB npueegeHo B Tabaunuyax 5.14 , 5.15
OTKpbITMe SSH-ceccun ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHOe UM#A y3na ceTu;

- port — TCP-nopT, no KoTopomy paboTaet cay*kba SSH;
- username — UMA NO/b30BATeNA, NOJL KOTOPbIM Heobxoaumo

[cipher cipher] CMMBONOB BbINO/IHUTL BXOA,;
- cipher — Bblbop meToga wudposaHuA. MopaepxusatoTcs
cnepyowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymonuyaHuto npeanaratoTca Bce MeToabl.
connection:

resume [connection]

(1..4)/nocnepmHsnn
YCTaHOBNEHHasA ceccua

MNepekntoyeHne Ha Apyryto yctaHoBneHHyto TELNET-ceccuto.
- connection — HOMep yCTaHOB/IEHHO telnet-ceccum.

show unit [number]

number: (1..8)

OTo6paskaeT MHPOPMALMIO O COCTOAHUM CTEKA.
- number — Homep CTeka.

show cpu counters

MPOCMOTP CYETYMKOB MNAKETOB LLEHTPANbHOrO NpoLeccopa.

show users

OTo6paskeHne nHbOpMaLMM O NOb30BATENAX, UCMO/b3YIOLLUX
pecypcbl ycTpoicTea.

show sessions

OTobpakeHne MHoopmaumm 06 oTKpbITbix TELNET-ceccuax K
yAaNeHHbIM YCTPOMCTBAM.
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show system

OTo6paskeHne cUCTeMHOMN MHbOPMaLLIMK KOMMYTaTOPaA.
- unit — HOMep YycCTpoicTBA B CTeke (4NA KomMmyTaTopa,
paboTalolero B aBTOHOMHOM pEXMME, MapameTp He

. . unit: (1..8)/-
[unit unit] ncnonb3syetca).
’ MapameTp unit Npn BbINONHEHMU KOMAHADbI A0CTYNEH
H TONbKO B peXKUMme CTEKMPOBAHUA.
show version i OTobparkeHne TeKylen Bepcumn CVIC;I'EMHOFO nporpaMmmHoro
obecneyeHus, paboTaloLLero Ha ycTpouncTae.
OTobparkeHune 3arpysku pecypcos namaTu TCAM
(onpepeneHHo agpecyemas NamaATh).
show system tcam utilization . - unit — Homep YCTpoOWCTBa B CTeKe (4NA KommyTaTopa,
[unit unit] unit: (1..8)/- paboTatollero B aBTOHOMHOM peXxume, MapameTp He
ncnonbsyetca).
NapameTtp unit npu BbINONHEHUU KOMaHAbI AOCTyNneH
e TO/IbKO B peXXMme CTeKMPOBaHUA.
show system id [unit unit] OTobpaxkeHne WHPOPMaLUM  CUCTEMHOW  MAeHTUdUKauuK
yCTpoWncTBa.
-unit — HOMep YCTpOWCTBa B CTeKe (4NA KOmMMmyTaTopa,
unit: (1..8)/- paboTatollero B aBTOHOMHOM peXxume, MapameTp He
nmcnonbsyeTtca).
NapameTp unit Npn BbINONHEHUN KOMAHAbI AOCTYyNeH
H TO/IbKO B peXXMme CTEKMPOBaHUA.

KomaHpa «show sessions» oTobpakaeT Bce yganeHHble coegUuHEeHUA TONbKO U3 TeKyluei

’ ‘ ceccuu. [laHHas KOMaHga Ucnosb3yeTca cnegyowmm obpasom:
. 1. BbINONHUTbL NOAKAKOYEHME K YAANEHHOMY YCTPOMUCTBY C KOMMYTaTopa C NOMOLLbIO
TELNET vaum SSH;

2. BepHYTbCA B pPOAUTENIbCKYID ceccuio (Ha KommyTaTop).

Ana

3TOro HaXXaTb

Kom6uHauuio Knasuw <Ctrl+Shift+6>, otnyctutb M Ha)Katb <x> (uKc). Mpousoiaér
nepexoa B B pOAUTENbCKYIO CECCUID;

3. BbINOMHUTbL KomaHay «show sessions». B Tabnuue A0/AXKHbI NPUCYTCTBOBATb BCe
ucxogaLiMe coegUHEHUA B TEKYLLLEN ceccum;

4, pna TOro 4TOODLI

BEPHYTbCA K CeCcCUU YAANEHHOro YCTPOMCTBA,

Heobxoaumo

BbINONHUTb KOMaHAY «resume N», rae N — HoOmep coeguHeHUa U3 BbIBOAA KOMaHADI
«show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTpoKK B pexkume privileged EXEC nmeeT cneaytowmin BuA;:

console#

Tabnnuya 5.11 — KomaHabl ynpasaeHns cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

reload [unit unit_id]

unit_id: (1..8)

KomaHaa cnyKuT i nepesanycka yCTponcTaa.
- unit_id — Homep ycTpoICTBa B CTeKe.

reload in [minutes | hh:mm)]

minutes: (1..999);
hh (0..23), mm (0..59)

YcTaHOBKa NPOMEKYTKa BpeMEeHM, Yepes KOTopbIit npounsoiaer
OT/IOXKEHHaA nepesarpyska ycTpoicTsea.

reload cancel

OTMmeHa OT/I0XKEeHHOro nepesanycka.

show cpu utilization

OTOobparkeHne CTaTUCTUKM MO YPOBHIO 3arpyskuM pecypcos
LeHTpaNbHOro npoveccopa.

show cpu input-rate

OTOb6parkeHne CTaTUCTMKU MO CKOPOCTU BXOZALMX bpeimos,
06pabaTbiBaeMbix MPOLLECCOPOM.

show cpu input-rate
detailed

OTo6paskeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX Gpeirmos,
o6pabaTbiBaembIx NPOLECCOPOM MO TUMY TpaduKa.

show cpu rate-limits

OTOob6parkeHne OrpaHUMYeHUIt MO CKOPOCTU AN  BXOAALMX
¢dpeitmoB, obpabaTbiBaeMbix MPOLLECCOPOM.

clear cpu counters

OB6HyNeHne CYETYNKOB MAKETOB LEHTPabHOMO NpoLeccopa.
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show system defaults
[{management|ipv6|802.1x
| port|fdb | multicast|

port-mirroring|
spanning-tree|vlan|
voice-vlan|
network-security |
dos-attacks |
ip-addressing| qos-acl }]

- OTOob6parkeHne 3aBOACKMX HACTPOEK YCTPOMCTBaA.

show system resources
routing

OTob6parkeHne MHPopmauunm 06 MCNONb30BaHWM PECYpPCoB
TabMLblI MapLIPYTU3ALMUN.

show system resources tcam

OTobpakeHne nogpobHolii MHPopmaumm 06 MCNoNb30BaHMMU
pecypcos TCAM (Ternary Content Addressable Memory).

show system mode

OTobparkeHne MHPOpmMaLuMM O napameTpax GuAbTpPaLUU

TpadukKa.

= [lpumep UCNONb30BAHMA KOMaHAbI traceroute:

console#traceroute eltex.com

2 eltexsrv
3 * *x ok

Type Esc to abort.
Tracing the route to eltex.com

1 gateway.eltex
(192.168.0.1)

(148.21.11.69)
(192.168.1.101) 0 msec 0 msec 0 msec
0 msec 0 msec 0 msec

Tabnnuya 5.12 — OnucaHue pesynbTaToB BbINOJIHEHWA KOMaHAbI traceroute

lMone

OnucaHue

1

MopsAKOBbIN HOMEpP MapLIPYTM3aTOPa B NYTU K YKa3saHHOMY Y371y CETU.

gateway.eltex

CeTeBoe MMA 3TOro MapLIpyTM3aTopa.

192.168.1.101

IP-agpec aToro mapuwpyTtmsaTopa.

0 msec 0 msec 0 msec

Bpems, 3a KOTopoe naKkeT 6bla1 NepeaaH v BepHyACA OT MapLipyTM3aTopa.
YKasblBaeTca 4NN KaxK40M NONbITKM Nepeaayn naketa.

Mpu BbINONHEHMM KOMaHAbl traceroute MOryT NPOM3OWATM OWMOKK, onucaHue OWKNBOK
npueeaeHo B Tabnumue 5.13.
Tabnunua 5.13 — OwmbKKM Npu BbINOJHEHUM KOMaHAbI traceroute
Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepesayun nakeTta.
? HeunsBecTHbI TN NakeTa.
A AZLMUHUCTPATUBHO HepocTyneH. O6bI4HO NpoucxoamT npu 610KMpoBaHUM
ucxopgsauero Tpaduka no npasuaam B Tabaunue poctyna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en cetn HeaoCTyneH.
N CeTb HegoOCTyMHa.
P MpoTokon HeaoCTyneH.
Q MCTOYHMK NnogasneH.
R MUcTekno Bpemsa NOBTOPHOM cbopku pparmeHTa.
S OwunbKa ncxogaLLero mapLpyTra.
U MopT HepocCTyNeEH.
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MporpammHoe obecneuyeHne Telnet KommyTtaTopoB MES3000 nopaeprkMBaeT cneumnasibHble
KOMaHAbl — GYHKUMM KOHTPOAA TepMMHana. [na BXxoAa B PEXMM CneumasnbHbiX KOMaHZA BO Bpems
aKkTMBHOM Telnet-ceccum ncnonb3yeTca KOMBMHALMA Knasuw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanoHas KOMaHOa

Ha3HnayeHue

AN Mepeaatb no telnet paspbiB coeguHeHUA.

AN Mepenatb no telnet npepbiBaHme npouecca (IP).

AN h MNepeaatb no telnet yganeHue cumsona (EC).

Ao Mepenatb no telnet npekpalyeHne Bbisoga (AO).

ARt Mepenatb no telnet coobuweHne «Are You There?» (AYT) ana KoHTpons
NOAKAOYEHUSA.

ANy Mepeaatb no telnet ctupaHue ctpokm (EL).

AN X Bo3Bpat B peKMM KOMaHAHOMN CTPOKU.

TaK*Ke BO3MOXKHO UCMNOJIb30BaHMeE AONOJAHUTENbHbIX OI'ILI,MVI npu OTKPbLITUN Telnet-ceccuu:

Tabauua 5.15 — KntoueBble C10Ba, UCNOAb3yeMble NMpU OTKpbITMM Telnet-ceccnm

Onyus OnucaHue
/echo JlokanbHo BKAoYaeT dpyHKUMIo echo (NogaBneHMe BbiBOAa Ha KOHCOJIb).
/quiet He gonycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.

/source-interface

OnpeagenseT HTePdENC-UCTOUYHMUK.

/stream

Bkntoyaet 06paboTKy NOTOKa, KOTOPbIM paspeluaeT HesalwmueHHoe TCP-
coeamHeHune 6e3 KoHTpons nocnegoBaTenbHocTen Telnet. [loToKOBOE coeanHeHUe
He obpabaTbiBaeT Telnet-onumMmn 1 MoOXKeT MCNOb30BATLCA A/1A NOAKAOYEHUS K
nopTam, Ha KOTOPbIX 3anyLLeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP)
nnbo Apyrve NpoToKobl, He ABaAwMmecsa Telnet-npoTokonamm.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B perKume rn1o6anbHOro KOHOUIrypupoBaHWA MMeeT caeaylolmii

BUA:

console (config) #

Tabnnuya 5.16 — KomaHabl ynpaBaeHUa CUCTEMOW B peXume rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3Ha4yeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

hostname name

no hostname

name: (1..160) cumeonos/-

KomaHpa CNYXWUT ONA 3a4aHNA CeTeBOro UMeHu \/CTpOﬁCTBa.

BepH\/Tb ceTeBoe Uma yCTpOﬁCTBa B 3Ha4YeHne No yMO4aHUHo.

stack master unit unit

no stack master unit

name: (1..2)/ HeT
BeAyLLEero ycTpoiicTea

HasHayeHwue Beayuero ychOﬁCTBa B CTeKe.
JaHHana KomaHAa AOCTYMHA TONbKO B PEXXMME CTEKMPOBAHUA.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

service
cpu-utilization

no service
cpu-utilization

-/BKAOYEHO

PaspelwnTb yCTPOMCTBY NPOrPamMHO U3MepPATb YPOBEHb
3arpy3Ku pecypcos LLeHTPabHOro NPoLLeccopa KoMmyTaTopa.

3anpeTuTb YCTPOMCTBY MNPOTrPaMMHO M3MepsATb  YPOBEHb
3arpy3Ku pecypcos LLeHTPaabHOro NpoLLeccopa KommyTaTopa.

service cpu-input-rate

no service cpu-input-rate

-/BbIKOYEHO

PaspelnTb YCTPOWCTBY MPOrPaMMHO M3MepPATb CKOPOCTb
BxoAAwmx  ¢perimoB, 06pabaTbiBaeMbiXx  LEHTPa/ibHbIM
NpPOLLeccopoM KoMmMyTaTopa.

3anpeTuTb YCTPOWCTBY NPOrPamMMHO M3MepATb  CKOPOCTb
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BXO4AWMX  ¢peilimoB, 0bpabaTbiBaeMbIx
NpOLEeccopom KOMMYTaTopaA.

LEeHTPa/ibHbIM

service cpu-rate-limits
traffic limit pps

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping,
dhcpvb-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces, ptp,
other);
pps: (8..1024)

YCTaHOBKa OrpaHWYeHUin CKOPOCTU BXOAALMX dpeimoB ana
onpeaeneHHoro Tuna Tpaduka.
- pps - NAKETOB B CEKYHAY.

service tasks-utilization

no service tasks-utilization

-/BbIKNOYEHO

PaspelnTb YCTPOMNCTBY MNPOrPamMMHO M3MepATb YPOBEHb
3arpysku pecypcoB LieHTPasbHOro MpoLeccopa KoMmyTaTopa
ONA KaXKA0ro CMCTEMHOrO npouecca.

3anpeTuTb YCTPOMCTBY MNPOrPaMMHO M3MepATb YPOBEHb
3arpysku pecypcoB LeHTPasibHOrO MpoLLeccopa KoMmMyTaTopa
ON1A KaXKA0ro CMCTEMHOro npolecca.

system resources routing
routes hosts interfaces

routes: (20..11136);
hosts:(20..2800);
interfaces: (2..1024)

YcTaHOBKa pa3mepa Tabaunubl mapLupyTusaymu.

- routes — MaKCMMasibHOE KONNMYECTBO YAANEHHbIX CeTel;

- hosts — MaKCMMaNbHOE KO/IMYECTBO NOAK/OUYEHHbIX XOCTOB;
- interfaces — makcMmasnbHoe KonyecTso IP-uHTepdelicos.

reset-button {enable |
disable| reset-only}

-/BKNIOYEHO

HacTpoiika peakuymn KOMMYTaTOpa Ha HaxKaThe KHOMKM F.

- enable — npu HaxkaTUM Ha KHOMKY AWUTENbHOCTbIO MeHee 10
C NPOUCXOAMT Nepesarpyska yCTPoMCTBa; NPU HaXKaTuK Ha
KHOMKY AnunTesibHoCTbio 6bonee 10 ¢ nponcxoauT copoc
YCTPOWCTBA A0 3aBOACKOM KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOUEHA);

- reset-only — TonbKO nepesarpyska.

5.5 KomaHpgbl 4NA HAaCTPOMUKM NapamMeTPoB ANA 3a4aHUA Nnaposei

[laHHbIN KOMMNIEKC KOMaHA, npeaHa3HavyeH Aas 3a4aHuA MUHUMANbHOM C0MKHOCTU Mapons, a
TaKXe 4,14 3a4aHnA BpemeHu AeACTBUA Napos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU B perKume rno6anbHOro KOHOUIrypupoBaHWA MMeeT caeaylolmii

BUA;

console (config) #

Tabnnuya 5.17 — KomaHabl ynpaBaeHUa CUCTEMOW B pexXume rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHeit

3afaeT Bpems XW3HWM naponei. Mo ucTeuyeHUIO 3a4aHHOro
CpoKka byaeT npensioKeHO CMEeHUTb Naposb. 3HayeHue 0
rOBOPUT O TOM, YTO BPEMSA KU3HW Naponen He 3a4,aHo.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

passwords complexity
enable

-/BbIK/IOYEHO

BkatouaeT orpaHuyeHue Ha popmart napons.

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

BkalouyaeT  orpaHuueHwue, 3agatolee MWHUMaNbHOE
KO/IMYECTBO K/IAaCCOB CMMBOJIOB (CTPOYHbIE ByKBbI, 3arnaBHble
6YKBbI, UMPPbI, CUMBOBI).

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHMUIO.

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

BktovaeT orpaHMyeHne Ha MMHUMAJIbHYIO AJIMHY NaponA.

BocctaHaBnvBaeT 3HaueHue no YMONYaHUIO.
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passwords complexity no-
repeat number

no password complexity
no-repeat

Bkntouaet orpaHu4yeHue, 3ajawoulee

number: (0..16)/3 HOBOM Mapone.

MaKCUMa/ZibHOe

KO/IM4eCTBO nocnenoBaTe/ibHO MNOBTOPAKOLWKMXCA CMMBO/IOB B

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity not-
current

HOBOFO CTapbIi.

3anpeu.|,aeT npu CmeHe naposa MUCNOoNb30BaTb B KayecTtee

no passwords complexity
not-username

no passwords complexity /BrnioeHo Pa3spellaeT MCNOb30BaTb CTapblii Naposib NPU CMEHE.
not-current
passwords complexity not- 3anpewaer MCNo/ib30BaTb B  KayecTse napons  ums
username rnonb3osaTens.

-/BKAOYEHO

nonb3osBaTenA.

PaSPELLIBET MCNoNb30BaTb B KayecTBe

napons  uma

Tabnuua 5.18 — KomaHapl ynpaBneHua cuctemoin B pexkume Privileged EXEC

KomaHoa

Aeiicmeue

show passwords configuration

OTobparkaeT MHGopMaLmo 06 OrpaHUYEHMAX HA NAPOJIN.

5.6 Pabora c pannamm

5.6.1 OnucaHue apeymeHmoe KOMaHO

Mpu ocyuiectBAeHMM onepauuii Hag, dalinamu, B KayecTBe apryMeHTOB KOMaHZ, BbICTynatoT
agpeca URL — onpeaenvTteny mMecToHaxoXaeHus pecypca. OnucaHne KNoUeBbiX C0B, MCNONb3YEMBbIX
B onepauuax, npmMeegeHo B Tabamue 5.19.

Tabnunua 5.19 — CNrcok KAtoYeBbIX C0B U UX ONUCaHNe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbli agpec uau agpec Mecta HasHayeHWs A1 SHeproHes3aBMCMMON NamsaTH.
JHeproHesaBncHMas NamsaTb UCMOL3YETCA MO yMmoadYaHuio, ecim agpec URL onpepeneH

6e3 npedukca (npedukcamm asaatotes: flash:, tftp:, scp:...).

running-config

daiin TekyLwen KOHPUrypaumm.

startup-config

daiin nepBoHa4YaNbHON KOHbUIypauuu.

Ecnu ucxoaHbIv dain — faHHbIM 06pa3 akTUBHbIN.

nocnenosaTte/ibHOMY CoegUHEHUI0.

image - o o
Ecnv yaaneHHbli ¢paitn — faHHbIM 06pas He aKTUBHBIN.
boot 3arpy3ouHblii dann.
McxogHbli  agpec  waM  agpec  MecTa HasHauyeHna  ana  TFTP-cepsepa.
Cuntakcuc: tftp://host/[directory/] filename.
tftp:// - host — IPv4-agpec unm ceTeBoe MmMs yCTPOMCTBA;
- directory — kaTanor;
- filename — uma daiina.
McxoaHbIvi appec nam agpec mecta HasHayeHus ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoO/b30BaTENSA;
scp:// - password — napoab Noab30BaTeNs;
- host — IPv4-agpec unu ceteBoe UMA YCTPOMCTBA;
- directory — kaTanor;
- filename — vims daiina.
xmodem: McxogHbli  agpec  daina  npu MCNONb30BaHWM  MpoTokosa  X-modem  no

unit://member/ startup-config

KoHourypaumoHHbiit dpaiin, ncnonb3yembliii Npu 3anycKe yCTPOMCTBA.

member — moxKeT 6biTb IP-apecom nnm ceTeBbiM UMeHeM YCTPOICTBA B CTeKe.

unit://member/ image

®aiin cuctemHoro MO Ha ycTpolcTBe WMAM Ha OAHOM W3 YCTPOWMCTB cTeKa. [na
KOMUPOBAHUA C BEAYLLEro YCTPOMCTBA Ha BCE OCTasibHble MOZY/IM MOXHO B 3/eMeHTe

member ncnonb3osaTb «*».

member — MmoxeT 6biTb IP-afpecom Unu ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.
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3arpy3o4Hblil dalin Ha YyCTPOMCTBE UM HA OAHOM M3 YCTPOMCTB CTeKa. [lna KonuposBaHua
C BeAylero YyCTPOWCTBA Ha BCE OCTa/ibHble MOZYIM MOXKHO B 31eMeHTe member

unit://member/ boot
// / MUCNONb30BaTb «*».
member — MmoxeT 6bITb IP-afpecom uau ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKe.
null: Myctoe MecTo HasHayeHWs Aaa Konuh uam ¢arnos. MOXKHO KOMMPOBaTb YAA/NEHHbIN
’ daiin K nyctomy yKasaTtento, 4tTobbl onpeaenunTb ero pasmep.
logging dain c uctopmelt KomaHa,

PesepBHbI dain KOHOUTYpaLLMK HA YCTPOICTBE UM HA OAHOM M3 YCTPOMCTB CTEKa.

unit://member/ backup-config N
member — MoXeT 6bITb IP-aipecom nam ceTeBbiM MMEHEM YCTPOICTBA B CTEKe.

5.6.2 KomaHObI 0na pabomei ¢ palinamu

Komanabl ana p360TbI C d)aﬁnalv\m AOCTYNHbI TOZIbKO NPUBUNIETNPOBAHHOMY NOJ1Ib30BATE/IO.

3anpoc KomaHAHOM cTpoKu B pexkume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnuua 5.20 — KomaHapl ans pabotbl ¢ pannamm B pexkume Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
copy source-url KonupoBaHue ¢avina u3 MecTONONOMKEHUA WUCTOYHUKA B
destination-url [snmp] MECTOMOJIOXEHNE Ha3HaYeHMA.
- snmp — UCMonb3yeTcA TO/MbKO Korga KoMnupoBaHue
oCyLecTBAsAeTcA ns/e  startup-config. Cneumnduumpyet
MCnosb3oBaHue MUCXOOHOTO ajpeca WAM ajgpeca MecTa
HasHayeHua B popmate SNMP;
- source-url — mectononoxeHune konmpyemoro daina;
- destination-url — appec mecta HasHauyeHuA, Kyaa ¢ain byaer
CKOMWUPOBAH.
copy source-url image source-url: KonupoBanue ¢aina cuctemHoro MO ¢ cepeepa B
(1..160) cumBonos; 3HEeproHe3aBMCUMYLO NAMATb.
copy source-url boot destination-url: KonupoBaHue  3arpysoyHoro  daina ¢ cepsepa B
(1..160) cumsonos; 3HEeproHe3aBMCUMYLO NAMATb.
copy source-url KonupoBaHue daiina KoHdurypauum c cepsepa B TEKYLLYHO
running-config KOHPUrypaumtio.
copy source-url Konuposanne  ¢daitna  KoHpurypaumm c  cepsepa B
startup-config nepBOHaYaNbHYIO KOHOUTYpaumio.
copy running-config c .
destination-url OXpaHeHWe TekyLel KoHdUrypaLummn Ha cepsepe.
copy startup-config c .
destination-url OXpaHeHWe nepBoHaYaNbHON KOHOUIYpaLLMK Ha cepBepe.
copy running-config CoxpaHeHWe TeKylwen KoHdurypaumm B nepBOHAYasIbHYO
startup-config KoHbUrypaumio.
copy running-config file CoxpaHeHue TeKywen KOHOUrypauum B 3afaHHbIA pe3epBHbIn
- ¢dain KoHdUrypauum.
MNoapepkunsaetca ABa dalrina KoHGUrypauum.
copy startup-config file CoxpaHeHWe nepBOHayYaNbHOM KOHPUrypauMmM B 3a[aHHbIN
pe3sepBHbIN $hann KoHUrypauuu.
copy running-config CoxpaHeHWe TeKyllein KoHourypaumm B pesepBHbIA  dain
backup-config KOHbUrypauum.
copy startup-config CoxpaHeHWe nepBOHAYa/IbHOW KOHOUIypauMm B pPe3epBHbIN
backup-config dain KoHduUrypauum.
dir - OTobpaskaeT cnucok daiinos 8o GA3LLI-NamMATH
more {flash://<file> | OTobparkaet cogepxumoe daina.
startup-config | - startup-config — oTobparkaeT cogepxkumoe  daiina
running-config | <file> - (1..160) cumBONOB | NMepBOHAYaNbHOW KOHOUTYpaLMK;
mirror-config | <file>} - running-config — oTobpaxkaeT copepxumoe daina Tekyuien
KoHbUrypauuu;
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- flash:// — oto6paskaet daitnbl c USB flash-Hakonuteneit;
- mirror-config — oTobparkaeT cogepxumoe daiina Tekylen
KOHUTypaLmm ¢ 3epKana;
- <file> — vms daiina.
l daitnbl  otobpaxkalotca B ¢opmarte ASCIl, 3a
e UCK/loYeHnem image, KoTopble oOTO6pakatoTca B
LecTHagLuaTepuyHom popmare.
* prv daiinbl He oTo6parkaloTca.

delete url

Ynanenue daiina c asw-namaTv ycTpomncrea.
daiinbl *.prv, image-1 1 image-2 He MOryT 6bITb yAaneHbI.

delete startup-config

YnaneHus daiina nepsoHayvasbHOW KOHGUIypauuu.

boot system
[unit unit] {image-1|
image-2}

unit: (1..8)

OnpeaenseT ¢paiin cuctemHoro MO, KOTopbI ByaeT 3arpy>KeH
npu 3anycke.

- Unit — HomMep yCTpOICTBa B CTeKe (419 KommyTaTopa,
paboTatolLero B aBTOHOMHOM pexKuMme, MapameTp He
nucnonb3yercs).

boot system
inactive-image [unit
unit | all]

3arpyska ¢ HeakTuBHoro daiina cuctemuoro MNO. NMoBTOPHbIN
BBOJ, KOMaHAbl BbIGUPAET aKTUBHbIM TekyLmin dain NO.

show { startup-config

| running-config}

[aaa] acl| dhcp]| eaps|
ip-address| channel-
group| multicast|
management|
selective-qinq| qos|
routing| snmp| sntp|
syslog| spanning-tree|
vlan| interfaces
[gigabitethernet gi_port
| tengigabitethernet
te_port | port-channel
group| vlan vian_id]]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

OTobparkaeT cofepnumoe daiina nepBoHayYanbHOM
KoHburypauumn (startup-config) unam Tekywein KoHouUrypaumm
(running-config).

[na ymeHblieHnAa obbema oTobpakaembiX AaHHbIX BO3MOXEH
BbI6OP OAHOrO M3 pa3fenioB KOHUTypaLmK.

MepeyeHb CyLLECTBYIOWMNX PA3AenoB KOHOUTypauum:

- @aa — HaCTPOMKM MapameTpoB aBTOpPU3aLMK, ayTeHTUGUKauum
1 yyeta (AAA);

- acl — KoHbUrypaums cnMckos AocTyna;

- dhcp — KoHuUrypauma DHCP-cepsepa, dyHKuUun DHCP relay;

- eaps — KoHduUrypaumsa npoTokona EAPS;

- ip-address — KoHbUrypauma IP-uHTepdeicos;

- channel-group — koHowurypauus rpynn noptos (port-channel);

- multicast — KoHOUIypauua MHoroaapecHoOn MapLpyTusaumm -
IGMP-proxy, IGMP snooping;

- management — KoHdMUrypauus ynpaBneHus W AocTyna K
YCTPOMCTBY - ceEpBUCOB Web, ssh, telnet;

- selective-ginq — koHPUrypauma dyHkuum Selective Q-in-Q;

- qos — KoHdMrypaums napameTpoB KayecTBa 06AYKMBaHWA
QosS;

- routing — KOH}Urypauma CTaTUYECKON MapLipyTU3aLmm,
npoTtokosos RIP, OSPF;

- snmp — KoHoUrypauma npoTokosna SNMP;

- sntp — KoHduUrypauma npotokona SNTP;

- syslog — KoHbUrypauumsa syslog;

- spanning-tree — KOHWUrypauma nNPOTOKONOB CeMENCTBA
Spanning Tree;

- vlan — KoHourypauma VLAN;

- interfaces — KoHoUrypauma wuHTepdelricoB KommyTatopa -
du3nyecknx MHTepdeiicos, rpynn nHTepdeicos (port-channel),
VLAN-1HTepdeincos.

show bootvar [unit unit]

MokasbiBaeT aKTMBHbIK ¢ann  cuctemHoro O, KoTopbil
YCTPOWCTBO 3arpysKaeT Npu 3anycke.

- unit — Homep YCTpOWCTBA B CTeke (4NA KomMyTaTopa,
unit: (1..8) paboTatowero B aBTOHOMHOM  peXume, MNapameTp He
nucnonbsyercs).
Napametp [unit unit] npu BbINONHEHMM KOMAHADI
e AOCTYNEeH TONbKO B PeXKUme CTEKUPOBAHUA
write [memory|terminal] ) CoxpaHeHue Tekyluein KoHdurypaummn B dain nepBoHavanbHOM
KoHbUrypauuu.
rename url new_url N3meHeHne nmenun dpanna.
url: (1..160) - url — Tekywee umsa daiina;

- new-url — HoBOe nmsa daina.
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CyLLeCTBYIOT HEKOTOpPbIEe HEeA0NYCTUMbIE KOM5MHaLI,VIVI mMmecTononoXXeHuAa U mecta
bl Ha3Ha4vyeHuA. Henb3Aa KOoNUPoOBaTb B CAEAYIOLWUX CAyHanAX:

ecnm ucxogHbi gaiin u ¢aiin HasHaueHNa — 0OgUH U TOT XKe dain;

xmodem He moKeT 6biTb agpecom HasHauyeHusa. Mo X-modem c agpeca
MCTOYHMKA ¢aiin moxKeT 6bITb CKONUPOBaH TONbKO B $pain cuctemHoro MO,
B 3arpy304HbIi ¢aiin uam B null;

cepsep TFTP He moXeT 6bITb aAPEeCOM UCTOYHUKOM U aApPecom Ha3HavyeHuUs
ONA OAHOI KOMAHAbI KONMUPOBAHUA;

*_prv ¢daitnbl He MoryT 6bITb CKONMUPOBAHbI;

KonuMpoBaHMe K/OT YCTPOMUCTB CTeKa, paboTalowmx B BEAOMOM perKume,
BO3MOXKHO TO/IbKO AN ¢ainna cucremuoro MO u 3arpy3ouHoro ¢aiina.

Tabnnua 5.21 - OnncaHMe NPU3HAKOB KOMMPOBAHUA

lpusHak

OnucaHue

BOCKAMUATE/IbHbBIN 3HaK 03HA4YaeT, YTo NPOLLECC KONWPOBaHWUA UAET YCMNEewWHo.
Kakapbli1 BOCKAMLATENbHbIM 3HAK YKa3blBAET Ha YCMELWHYIO nepeadvy AecATy
nakeToB (512 6aATOB KaKablit).

TouKa 03HavaeT, YTo NPoLEeCcC KONMPOBaHUA NpepBaH. HeCKONbKO ToYeK nogpAas,
O3Ha4aeT, YTo B nNpouecce KoNMpoBaHMA BO3HUKNA owmnbKa.

[pumepbl UC016308AHUS KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console#delete flash: test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPHAEHUA d)aﬁn 6YAET yAaneH.

5.6.3 KomaHObI 0na pe3epsuposaHusa KoOHguz2ypayuu

B AaHHOM pa3sgesie onucaHbl KOMaHAbl, NpeAHa3HayeHHble AAA HACcTPOMKM pe3epBMPOBaHUA
KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHUN TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU B perKuMme 1106anbHOr0 KOHOUIYPUPOBaHUA MMEET CaeaytoLnii

BUA:

console (config) #

Tabnnuya 5.22 — KomaHabl ynpaBaeHUa CUCTEMOW B pexXume rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3Ha4yeHue/ 3Ha4yeHue no

elicmeue
YMOAYAHUIO A

backup server server

no backup server

YKkasaHue TFTP-cepBepa, Ha KOTOpbIN ByaeT NPon3BOAUTLCS
pe3epsupoBaHune KoHourypauun. Ctpoka B dopmate
«tftp://XXX XXX XXX XXX ».

YpaneHue cepsepa ANa pe3epBuUpoBaHuA.

server: (1..22) cumBonos

backup path path

no backup path

YKasaHue nyT1 pacnonoxeHua danna Ha cepsepe un npedukca
daina. Mpu coxpaHeHun K npedurKcy byaer obasnatbea

path: (1..128) cumsonoB
TeKyLasa aata v Bpems B Gopmare rrrrMmaaq4mmcc.

YpaneHue nyTv Ana pesepsupoBaHu.

backup history enable

no backup history enable

BK/IIOUUTbL COXPaHEHWUE UCTOPUN PE3EePBHbLIX KOMUIA.

-/BbIK/IIOYEHO —
OTKNIOUYUTB COXpPaHeHMEe UCTOPUN Pe3ePBHbIX KOMUMA.
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backup time-period timer

timer: (1..35791394)/720
MWH

no backup time-period

YKaszaHue NpoMesKyTKa BPeMeHMU, Mo UCTEYEHMMU KOTOPOro
6yAeT OCyL,ecTBNATLCA aBTOMATMYECKOE pe3epBrpoBaHmne
KoHbUrypauuu.

BocctaHaBnvBaeT 3HaueHue no YMON4YaHUIO

backup auto

-/BbIK/IIOYEHO

no backup auto

BK/IlOYEHME aBTOMATMUYECKOrO Pe3epBnpoBaHuA
KoHbUrypauuu.

YcTaHOBKA 3Ha4YeHUA no YMOI4aHUIO.

backup write-memory

-/BbIK/IIOYEHO

no backup write-memory

Bk/itoueHWe pe3epBMPOBaHMA KOHUTYpaLLMM NPU COXPAHEHUN
nonb3osaTenem KoHdurypaumum Ha flash-Hakonurens.

YCTaHOBKa 3HAY€HUA NO YMOHAHUIO.

Tabnuua 5.23 — KomaHap

| ynpaB/eHus cuctemolt B perkume Privileged EXEC

KomaHda

Aelicmeue

show backup

OtobparkaeT MHGOPMALLMIO O HACTPOMKaX pe3epBMpPOBaHUA KOHdUIrypaLum

show backup history

OTtobparkaeT NCTOPUIO YCMELIHO COXPAaHEHHbIX Ha CepBep KOHGUrypauuim

5.6.4 KomaHObI 0na asmomamuyecKko20 06HOBMeHUA U KOHGU2ypupoeaHus

ﬂpouecc asmomamuyecko20 o6Ho81eHUs

KommyTaTop 3anyckaeT npouecc aBTomaTudeckoro obHosneHus, basupytoumiica Ha DHCP (a0
npouecca aBTOMaTUYECKON KOHPUIypaLum), ecnm oH BKAOYEH U MMA TeKcTosoro ¢aiina (DHCP-onuma
125), copepxaulero nma obpasa MO, 66110 npegoctasneHo cepsepom DHCP.

Mpouecc aBToMmaTUyeCcKoro O0BHOBNEHWNS COCTOUT U3 cneayrowmnx aTanos:

1. KommyTaTtop 3arpyKaeT TeKCTOBbIN dhain u unTaeT us Hero uma ¢dana obpasa MO Ha TFTP-

cepBepe;

2. KommyTaTtop cKauuBaeT nepsblii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM
copepxutca sepcuma lMO;
3. KommyTtatop cpaBHuBaeT Bepcuto ¢daina obpasa MO, nonyyeHHoro ¢ TFTP-cepsepa, ¢
Bepcuein aktuBHoro obpasa MO KommyTaTopa. EcanM oHM oTamyatoTca, KommyTaTop
3arpy»kaet o6pas MO c TFTP-cepBepa BMecTo HeaKTMBHOro obpasa MO KommyTaTopa M
AenaeT faHHbIM 06pas aKTUBHbIM;
4. Ecnv 06pas MO 6bin 3arpykeH, TO KOMMYTATOP NepesarpyrKaeTca.

lpoyecc asmomamuyecKko20 KOH(f)UZypUpOBGHUﬂ

KommyTaTop 3amyckaeT npouecc aBTOMAaTUYeCKOro KOHQUIypupoBaHuA, Gasuvpylowminca Ha
DHCP, npw BbINOJIHEHWUW CNeayOWMX YCAOBUN:

— B KOHOUrypaumm paspeLleHo aBTOMaTMYeCcKoe KOHOUrypupoBaHue;

— oteeT DHCP-cepBepa cogepKut

IP-agpec TFTP-cepBepa (DHCP-onuua 66) n nma daiina

KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

V' MNonyueHHbI paitn KoHPUrypauum gobasnaertca K TeKyLien (running) KoHpurypauyum.

Ecnm nonb3oBaTtesib BKAKOUMA aBTOMATUUECKOE coOXpaHeHue (KomaHaa boot host auto-
V save), To TeKywiasa (running) KoHouUrypaumua 6yaet cKonuposaHa B NepPBOHaYa/IbHYIO
KoHdurypauumio (startup).
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KomaHObI pexcuma 2106a16H020 KOHGU2YPpUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B perKuMme 1106anbHOr0 KOHOUIYPUPOBaHUA MMEET Caeaylowmii

BUA,:
console (config) #

Tabnunuya 5.24 — KomaHAabl ynpaBaeHUsa CUCTEMOW B peXume rnobasibHoro KOHGUrypmpoBaHus

Komanda 3HayeHue/ 3Ha4yeHue no Leiicmeue
YMOAYAHUIO
boot host auto-config BK/toUeHMEe aBTOMATUYECKOTO KOHOUTYPUPOBaHUS,
-/BKAtOYEHO 6asmpytoweroca Ha DHCP.
no boot host auto-config YCcTaHOBKa 3Ha4YeHMsA NO YMOAYaHMIO.
boot host auto-save BkatoyeHne aBTOMaTUYECKOrO COXPaHEHNA TeKyLLen
KOHbUrypaLum B NepBOHaYasibHYIO NOC/E NONYYEHUS ee No
-/BbIKNOYEHO TETP.
no boot host auto-save YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
boot host auto-update BKAtoyeHMe aBTomaTmMyeckoro obHosneHus MO,
-/BKAtOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-update YcTaHOBKa 3Ha4YeHMA NO YMOYaHMIO.
boot host dhcp BkAtoueHWe NpuHYyAMTEeNbHOM 3arpy3Kkn KoHoUrypawuuv npu
-/BbIKAOYEHO CnefyoLEeM BKIOYEHMM KOMMYTATOPa.
no boot host dhcp YcTaHOBKa 3HaYeHMA N0 YMOJIYaHUIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTPoKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnuua 5.25 — KomaHgbl ynpasneHus cuctemoit B pexkume privileged EXEC

3HayeHue/ 3HayeHue no .,
KomaHoa / Aelicmeue
YMOAYAHUIO
show boot ) MpocmoTp  HacTpoek  aBTOMaTU4yeckoro obHOBAeHMA MU
KOHPUryprpoBaHus

=  [lpumep KoHdurypaumm ISC DHCP Server:
option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MneHTudukaTOp NPOM3BOIOUTEJIS, BCerIa
paBeH

35265 (Eltex)

option-data + 2.

unsigned integer 8, #sub-option-code. Konm momomnummu, BCerma paBeH 1

unsigned integer 8, #sub-option-len. JnuHa cTpoku sub-option-data

text #sub-option-data. Umsa TexcToBOTO Oamnna, comepxamero MM
obpaza IIO

}i

host mes3124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-azmpec koMMyTaTOpa

unsigned integer 8, #data-len. [imMHa BCeX OAHHHX ONUMM. PaBHa IOJMHE CTPOKM sub-

filename "mes3124-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOpPa
option image-filename 35265 18 1 16 "mes3000-2544.ros"; #rms
TEKCTOBOTO
barina, comepxamero mMms obpasa
jafe}
next-server 192.168.1.3; #IP-ampec TFTP cepsepa
fixed-address 192.168.1.36; #IP-ampec KOMMyTaTopa
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5.7 HacTtpo#iKa cucTeMHOro BpemeHu

Mo ymonuaHuIO aBTOMATUYECKUA Nepexod Ha JieTHee Bpems OCylLecTBAAeTcA B
V‘ COOTBETCTBUM €O cTaHpaptamu CLUA u EBponbl. B KOHouUrypauum moryt 6biTb 3a8aHbl
nobble gaTta M Bpemsa ANA nepexoaa Ha ieTHee BpemsA u obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabanua 5.26 - KomaHgbl HACTPOMKKU CUCTEMHOTO BpemeHu B pexknme Privileged EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

clock set hh:mm:ss day
month year

clock set hh:mm:ss month
day year

hh: (0..23), mm: (0..59),
ss: (0..59), day: (1..31);
month: (Jan..Dec);
year: (2000 — 2037)

Py4Has ycTaHOBKa CUCTEMHOro BpemeHu (KoMaHAa A0CTynHa
TONIbKO ANA MPUBMIETMPOBAHHOIO NO/b30BaTENS).

- hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;

- day — peHb; month — mecau,; year — rog,

show sntp configuration

MokasbiBaeT KoHOUrypauuio npotokosia SNTP.

show sntp status

lMokKasblBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexxkmnme EXEC numeeT cneayowmin Bua;

console>

Tabnunua 5.27 - KomaHapl HaCTPOIKM CUCTEMHOTO BpemeHu B pexkume « EXEC»

KomaHda

3HauyeHue

Aelicmeue

show clock

show clock detail

MoKa3blBaeT CUCTEMHOE BPEMSA U AaTy.

JononHutensHo 0To6pa>+(aET napameTpbl YacoBOro noAca u
nepexoja Ha 1eTHee Bpema.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B perKume rn1o6anbHOro KoHOUIrypupoBaHWA MMeeT caeaylolmii

BUA:

console (config) #

Tabnnua 5.28 — CNMCOK KOMaHA A1 HACTPOMKM CUCTEMHOrO BPEMEHU B pexume rn1o6anbHOro

KOHPUrypMpoBaHUs

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp|ntp}

no clock source

-/BHELWHUIA UCTOYHUK He
ncnonb3yerca

Wcnonb3oBaHMe  BHeLLHero
CMUCTEMHOIO BPEMEHMU:
- no npotokony SNTP;
- no npotokony NTP.

UCTOYHUKa ONnAa  YCTaHOBKMU

BanpeUJ,aET ncnosb3oBaHWe  BHELWHero
YCTaHOBKWN CUCTEMHOIO BpEMEHMWN.

NUCTOYHUKa  ANnAa

clock timezone zone
hours-offset
[minutes minutes-offset]

zone: (1..4) cumsona /
HET ONMCcaHusA 30HbI
hours-offset: (-
12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaB/MBaeT 3Ha4eHWE YacoBOro nosca.

- zone — cnoso, cbopMMpOBaHHOE M3 NepBbiXx OYKB
CNI0OBOCOYETaHUSA, KOTOPOE OHO 3ameHseT (onucaHue
30HbI);

- hours-offset — 4yacoBoe CMelLeHME OTHOCUTENIbHO
Hynesoro mepuanaHa UTC;

- minutes-offset - MWHYTHOE
OTHOCUTENIbHO HyneBoro mepmamada UTC.

cmelleHune

58

Ethernet-kommymamopsi cepuu MES3000




HELTEX

no clock timezone

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

clock summer-time zone
date date month year hh:mm
date month year hh:mm

[offset]

clock summer-time zone
date month date year hh:mm
month date year hh:mm

[offset]

zone: (1..4) cumsona/
HET OMMCaHnsA 30HbI

week: (1..4, first, last);

clock summer-time zone
recurring {usa|eu|
{week day month hh:mm

day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymon4yaHuio nepexos,
Ha NeTHee Bpems

3apaeT pgaTy M BpemAa A/1A aBTOMATMYECKOro nepexofa Ha
NeTHee BpemA M BO3BpaTa 06paTHO (gna onpeneneHHoro
roga).

MepBbiIM B KOMaHAEe YKa3blBaeTCA OMMCAHWE 30Hbl, BTOPbIM
BpeEMA ANA Nepexona Ha fieTHee Bpemsa U TPeTbMM Bpema A
BO3BpaTa.

- zone — cnoBo, CPOPMUPOBAHHOE U3 NepBbiXx OyKB
CNOBOCOYETAHMA, KOTOPOE OHO 3aMeHAET (ONMCaHNe 30HbI);

- date —uucno;

- month — mecsu;

- year —rog;

- hh —4acbl, mm — MUHYTbI;

- offset — KoAMYecTBO MUHYT, Ao0b6aBAAEMbIX NPU Nepexoae Ha
NeTHee Bpems.

3apaeT paTy v BpemA AN aBTOMATUMYECKOro nepexofa Ha
NleTHee BpemMsa 1 BO3BpaTa 06PaTHO B PEKMME EXKETOLHO.

- zone — cnoBo, CcPoOpMMpPOBaAHHOE U3 nepBbiXx OyKB
CNIOBOCOYETAHUA, KOTOPOE OHO 3aMeHseT (onMcaHue 30HbI);

- UsSa — YCTaHOBWTb MpPaBW/a Nepexofa Ha NeTHee Bpems,
ncnonbsyemble B CLUA (nepexon BO BTOpPOE BOCKPECEHbe
MmapTa, obpaTHO B NepBoe BOCKpeceHbe HOAbPA, B 2 Yaca yTpa
Nno MecTHOMY BpeMeHW);

- eu — YCTaHOBWTb NpaBuAa Mepexoda Ha fieTHee Bpems,
EBpocotozom  (nepexog B

BbIKIOYEH ncnonb3yemble nocnegHee
week day month hh:mm}} BOCKpeceHbe MapTa, 0bpaTHO B nNoc/jefHee BOCKPECeHbe
[offset] OKTA6pA, B 1 yac yTpa no MpuHBMYy);
- hh —4acbl, mm — MUHYTbI;
- week — Hegena mecaua (MOXKET NPUHUMATb 3HayeHuna: 1-4,
nepsas, NnocnegHas);
- day — peHb Hegenw;
- month — mecsau;
- offset — konnuecTBo Aob6aBAAEMbIX MUHYT NpW nepexoae Ha
NeTHee Bpems.
no clock summer-time OTKNOYaeT aBTOMATUYECKUI Nepexos, Ha IeTHee Bpems.
. YcTaHaB/IMBaET KoY NMPOBEPKU NOAJMHHOCTU 418 NPOTOKOAa
sntp authentication-key
number: SNTP.

number

(1..4294967295);

- number — HOMep K/oYa;

md5 value
value: (1..8) cumsonos/ | - value —3HayeHuWe KatoYa.

no sntp authentication-key BbIK/IlO4YEHO

Ypanaert KNtod NpoBepKU NOANMHHOCTU AnA npoTokona SNTP.
number

. - Tpebyet npoBsepK NoA/IMHHOCTU nA nosy4eHus
sntp authenticate /nposepka peoy POBEPKY A A ¥
NOAJIMHHOCTY He nHpopmauum ot NTP-cepBepoB.

no sntp authenticate TpebyeTca YcTaHaBAMBaET 3HAYeHUe NO YMONYAHUIO.

OcyluectBnseT NPoBepKy NOAMHHOCTA CUCTEMBI, OT KOTOPOI
sntp trusted-key key-number key-number CUHXPOHU3UpYyeTca ¢ nomolubio SNTP no 3agaHHOMY Katouy.

(1..4294967295)/

no sntp trusted-key key-
number

npoBepka NnoA/IMHHOCTU
OTKNKOYEeHa

- key-number — Homep KAatoya.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

sntp client poll timer seconds

seconds: (60 .. 86400)

YcTaHaBauBaeT Bpems onpoca ana SNTP-kaneHTa.

no sntp client poll timer /1024 YcTaHaB/MBaeT 3Ha4YEHWE MO YMONHAHUIO.
sntp broadcast client enable PaspewaeT paboTy WwmpoKkosewaTenbHbiXx SNTP-K1MEHTOB.
no sntp broadcast client -/3anpeLuero
enable YcTaHaB/MBaeT 3HaYEHUE MO YMOMYAHUIO.
Paspewaer paboty SNTP-knvMeHTam, NOAAEPHKMBAOLWMM
sntp anycast client enable METO/, PacCbI/IKU MaKeToB, MO3BOJIAIOWMIA NOCLINATL AaHHble
-/3anpeuyeHo

no sntp anycast client enable

6unKanwemy yCTPOUCTBY U3 rpynnbl NosyyaTenen

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

sntp client enable
{ gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);

Paspewaer paboty SNTP-knvMeHTam, NOAAEPMKMBAOLWMM
MEeTOZ, PACCbIKM MaKeToB, MO3BOAIOWMIA NOCbINATL AaHHbIE
6aunKalwemy yCTPOMCTBY M3 TPynmnbl nosiyyaTesied, a TaKKe
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port-channel group |

vlan_id (1..4094)

WwKnpoKkoselatenbHbiM  SNTP-kiveHTam  gna  BblbpaHHOro

no sntp unicast client poll

vlan vian_id} /3anpeueHo nHTepodeiica.
MNoapobHoe onucaHve WHTepdelicoB M3N0XKEHO B pasgene
«KoHourypmpoBaHue nHTepdpeincos».
no sntp client enable
{ gigabitethernet gi_port |
tengigabitethernet te_port | YcTaHaB/IMBaeT 3HaYeHUe N0 YMOHAHMIO.
port-channel group|
vlan vian_id}
sntp unicast client enable /3anpeuero PaspeluaeT paboTy ogHoaapecHbIXx SNTP-KAMEHTOB.
no sntp unicast client enable YcTaHaBAMBaET 3HaYeHME N0 YMONYAHWIO.
. . Paspelwaet nocnefoBaTesIbHbIM onpoc 3a4aHHbIX
sntp unicast client poll
oaHoagpecHbIXx SNTP-cepseposB.
-/3anpelueHo

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

sntp server

{ipv4_address | ipv6_address
| { ipv6-link-local-address}
%{vlan {integer} | ch {in-
teger} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server {ipv4_address
| ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer} |
isatap finteger} |
{physical-port-name} }/
hostname}

hostname: (1..158)
CUMBOJIOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - |pv4-agpec y3na ceTy;
- ipv6_address - |pv6-agpec y3na cetu;
- ipv6z-address - lpv6z-aapec y3na cetn ana ping.
dopmar agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbIl IPv6 agpec KaHana;
interface-name —umsa ncxogawero nHtepdelica 3agaetca B
cneayowem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — pOMeHHOE UMA y3/1a CeTH;
- poll — BKAtoyaeT onpoc;
- keyid — vaeHTUPUKATOP Ktoua.

YpaneHue cepsepa U3 cnnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpepenaet UDP-nopT SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpelyeHo

PaspelaeT nosydyeHMe TAKUX Aa@HHbIX KaK 4acoBOM Mnoac u
netHee Bpems ot DHCP-cepsepa.

3anpewaeT NOMyYeHUA TaKWUX AAHHbIX KaK 4YacoBOW MNOAC U
netHee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica

3anpoc KOMaHAHOW CTPOKM B pPeXXMME KOHPUIYPUPOBaHUA MHTepdElica MMEET Cneayowmnin BUA;:

console (config-if) #

Tabanua 5.29 — CNUCOK KOMaHA, AN HAacTPOWKM CUCTEMHOMO BPEMEHU B peXKMMe KOHGUrYprUpoBaHUA

nHTepodeiica
3HaveHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
YMOAYAHUIO
Paspewaet paboTty SNTP-KAMEHTY, KOTOPbIM NoaAep:KuBaeT
METOZ, PACCbIIKM MAKeToB, MO3BOAIOWMIA NOCbINATL AaHHbIE
sntp client enable YCTPOMCTBY B/MKaWWwemy M3 rpynnbl nosydyaTenen, a Takxke
-/3anpeweHo

no sntp client enable

wupoKosewartesibHoMy SNTP-K/IMEHTY Ha HacTpanBaemom
nHtepodeiice (ethernet, port-channel, VLAN).

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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[pumepbl 8b1M0MHEHUS KOMAHO

- OT06pa3VITb CNCTEMHOE BpeEMA, O4aTy N AaHHbIe Mo YacoBOW 30HE:

console#show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyCc npouecca CMHXPOHM3aLMM BPEMEHW OTOBparkaeTcd C MOMOLLbIO AOMNOJHUTE/bHO
CMMBOA Mepes 3Ha4YeHNEM BPeMEHMU.

lpumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

V|CI'IOJ'Ib3YI-OTCﬂ cneagywouimne o0b03HayeHuA:

— TouKa (.) 03HauaerT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepBepom SNTP;
—  OTCyTCBME CMMBO/1a O3HAYaeT, YTO BPeMA JOCTOBEPHO U CUHXPOHU3ALMA eCcTb;
— 3Be3404Ka (*) o3HauyaeT, 4To Bpems HeJoCTOBEPHO.

= 3a34aTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotoKkona SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 UTC Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 UTC Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbile CUCTEMHOE BpeMA CUHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHui
oteeT noaydeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPEMEHM C BpeMeHeM Ha cepBepe COCTaBMaO
7.23c.
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5.8 KoHdurypuposaHue untepdeiicos u VLAN

'

B 3aBMCMMOCTM OT TOro B KaKOM pexKume paboTaeT KOMMYTaTop — aBTOHOMHO WU B
COCTaBe CTeKa, M3MeHsAeTcA BuA 3anucu ana uHtepdeica Ethernet. Mpu aBTOHOMHOM
pa6ote 3anucb gna uHtepdeiica umeer eua: 1/0/N, rae N — Homep uHTepdeiica; npm
pabote B coctaBe cTeKa 3anucb ana untepdeiica umeer sug: K/0/N, rae K — Homep
ycTpoiictBa B cteke, N — Homep uHTepdeiica. Bbibop pexkuma paboTbli KommyTtaTopa
ONMCaH B NyHKTe 4.4 Pexcumebl pabomsl KoMmMymamopad.

3HaueHMe Macku moxeT 6bITb 3anucaHo mbo B popmate X.X.X.X, nnbo 8 popmare /N,
rae N — KonmMyecTBo eauHUL, B ABOUYHOM NpeacTaB/lieHUU MACKU.

C6poc HacTpoeK uHTepdeiica Ha 3HaYeHUA NO YMONAYAHUIO BbINOJIHAETCA cheaylowei
KOMaHAoi:
console (config) #default interface {gigabitethernet gi port |

tengigabitethernet te port | port-channel group | ip ip | vlan
vlan id | tunnel tunnel id | range {..} | loopback Ioopback id }

5.8.1 Hacmpolika napamempoe Ethernet-unmepdpelicos, Port-Channel u Loopback-

uHmepagelicos

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica (OuanasoHa uHmepgelicos)

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | loopback lIoopback id | range {..}}

console (config-if) #

[aHHbIA penum [OCTyNeH U3 peuma KOHOUIypupoBaHWA W NpefHasHayeH AnA 3ajaHuA

napameTpoB KOHUrypauumn nHtepdeiica (nopta KommyTtaTopa WUAM TPynnbl NOPTOB, paboTatowmx B
pexume pasgenieHus Harpysku), inbo amanasoHa nHTepdeiicos.

Bbibop unmepdpelica ocywecTBAAETCA NPU NOMOLLM KOMaHA;

— interface gigabitethernet gi_port — ana Hactpolikn nntepoeiicos Ethernet gl-g24;

— interface tengigabitethernet te port — ana HacTpoliku nHtepdeicos Ethernet XG1-
XG4;

— interface port-channel group — nna HacTpoMKKM rpynnbl KaHaoB;

— interface loopback loopback id — ana HacTpoliku BUpTyanbHbIX UHTepdelicos 1-64,

roe

—  group — NoOpsZAKOBbIM HOMep rPynMbl KAHAN0B, MPUHUMAET 3HaYeHus (1..24);
— loopback_id — nopsakoBbiii Homep BUMpTyanbHoro uHTepdelica loopback, npuHmumaer
3HaueHus (1..64);
— gi_port —nopagKoBbli Homep NHTepdeica Ethernet gl-g24,
3agaetca B suge: 1..8/0/1..24;
— te_port — nopaakoBsblii Homep MHTepdelica Ethernet XG1-XG4,
3afaerca B suge: 1..8/0/1..4.
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3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep caoTa HOMmep MHTepdelica

KomaHabl, BBeAeHHble B peXMme KOHPUIypuMpoBaHMA WHTepdeica, NpuUmeHAloTcAa K

BblOpaHHOMY UHTepdeicy.

Hu)Ke npuBeaeHbl KOMaHAbl ANA BXOA4a B PeXMM HaCTPoMKu gecatoro ethernet-uHtepdelica

MepBOro yCTPOWCTBA B CTEKE U BXOAa B PEKMM HACTPOMKK rpynnbl KaHanos 1.

console#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

consolef#configure

console (config) #interface port-channel 1

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBASETCA MPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — apna HacTpolikn agnanasoHa MHTepdencos;
— interface range port-channel grouplist — ans HacTpoliku AManasoHa rpynn nopTos.
KomaHabl,

BBEeAEHHble B [AAaHHOM peXMMe, MPUMEHAIOTCA K BblBpaHHOMY AmManasoHy

nHTEepdencoB.

Huxke npueeaeHbl KOMaHAbl 419 BXOAA B PEXKUM HACTPOMKKM AnanasoHa ethernet nHtepdeicos

¢ 1 no 10 n ans BxoAa B PEKMM HACTPOMKN BCEX FPYNMN NOPTOB.

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) #interface range port-channel 1-8
console (config-if) #

Tabnnua 5.30 — KomaHabl perkmma KoHpurypuposaHus wuHTepdeiica Ethernet, Port-Channel un

Loopback
3HayeHue/3Ha4yeHue no "
KomaHda / Aeiicmeue
YMOAYAHUIO
shutdown BbIKNtOUMTL KOHOUrypupyembii MHTepdeinc (Ethernet, port-
-/BKAIOYEH channel, loopback).

no shutdown

BKNOUUTL KOHOUTYPUPYEMbIN MHTEPENC.

description descr

no description

descr: (1..64) cumsonos/
HeT onucaHus

[Oo6aButb onucaHve uHTepdeitca (Ethernet, port-channel,
loopback).

Ypanutb onucaHue uHTepodeiica.

prefer-copper}

speed mode 3apaTb CKOPOCTb Nepegayn gaHHbIX (Ethernet, port-channel).
mode : (10, 100, 1000, Ona noptoB XG1-XG4 BO3MOXKHO nNepeK/yeHune
10000) ckopocTtu (1000-10000)
no speed YCTaHOBUTb 3HaYeHMeE NO YMOYAHUIO.
media-type {force-fiber | - force-fiber — paspewweHa akTMBHOCTb TONIbLKO ONTUYECKOM
force-copper | 4acTn Kombo-nopTa;
prefer-fiber | -/prefer-fiber - force-copper — pa3pelleHa akTMBHOCTb TO/IbKO MeAHOM

Yyactn Kombo-nopTa;
- prefer-fiber — npenmyLLeCTBO ONTUYECKOTO NNHKA;
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no media-type

- prefer-copper — npeMmMyLL,EeCTBO MELHOIO IMHKA.

V TonbKo ansA KOM60-NOPTOB.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexum pynnekca WHTepdelica (nonHoaynnekcHoe
coefvHeHuWe, NonyaynaekcHoe coeguHenue, Ethernet).
V’ JaHHaa KomaHaa HeaocTynHa ana noptos XG1-XG4

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHWUIO.

negotiation
[capl [cap2... cap5]]

no negotiation

cap: (10f, 10h, 100f, 100h,
1000f)

BkntoyaeT aBTOCOr/IacoBaHMe AN CKOPOCTM M Aynaekca Ha
HacTpanBaemom nHTepoelice. MoHo yKasaTb
onpegeneHHble COBMECTUMOCTU napametpa
aBTOCOrNacoBaHWA, €eCcAM napameTpbl He 33ajaHbl, TO
noaaep:usatorca  Bce coBmectumoctn  (Ethernet, port-
channel).

V‘ JlaHHaa KomaHAa HeaoCTyNHA AnAa noptos XG1-XG4

BbIK/IlOYaEeT aBTOCOr/IacoBaHUe A/ CKOPOCTM U AynJekca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3afaTtb pexxum ynpasneHus notokom flowcontrol (BknounTb,
OTK/IOYUTb WM aBTOCOI/AcoBaHMe). ABTOCOrnacoBaHue
flowcontrol paboTaeT TOAbKO B C/Ayd4ae, €CAN  PEXUM
aBTOCOrNacoBaHWA negotiation BK/AOYEH Ha HAcTpaMBaemom
nHtepoeiice (Ethernet, port-channel).

OTKAIOYUTDL PEXXUM ynpaBaeHUA NOTOKOM.

mdix mode

no mdix

mode: (on, auto)/auto

Mo3BonseT UCNo/b30BaHUE «NepeKkpeleHHoro» Kabens Ha
HacTpanBaemom uHTepdeiice (Ethernet).
/ JAaHHaa KomaHAa HepoCTynHa ana noptos XG1-XG4

3anpeLwaeT MCMONb30BaHWE «MepeKpeleHHoro» Kabens Ha
HacTpanBaeMom uHTepdeiice.

back-pressure

no back-pressure

-/BbIK/IIOYEHO

Bkntoyaet byHKUMIO «0obpaTHOro OAaBNEHUAY» Ha
HacTpanBaemom nHTepdeiice (Ethernet).
BblkntoyaeT  QYHKUMIO  «0BpaTHOrO  AaB/leHUA»  Ha

HacTpanBaemom MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWUTb nNepuos, B TeyeHMe KoToporo cobupaetcs
CTaTMUCTMKa O HarpysKe Ha nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r106anbHOro KOHGUrypuposaHus:

console (confiqg) #

Tabnunua 5.31 — KomaHabl pexkmMma 0buimx HacTpoek uHTepdeica Ethernet u Port-Channel

3HayeHue/3HayeHue no

no port jumbo-frame

KomaHoa Aelicmeue

YMOAYAHUIO

port jumbo-frame Paspewaetr KommyTaTopy pabotaTtb ¢ ¢pelimamu 6onbluioro

pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymondaHuio 1500 6aiT.

/ V Hactpoiika BcTynUT B cuMay TOAbKO nocne

-/3anpeweHo

nepesarpysKu ycTpoiicTea.

V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.

3anpewaeT KommyTaTtopy paboTtath ¢ dperimamu 601bLIOTO
pa3smepa.
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errdisable recovery cause
{loopack-detection |
port-security |
dotlx-src-address |
acl-deny |
stp-bpdu-guard |
stp-loopback-guard}

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard |
stp-loopback-guard}

-/3anpeLyeHo

BKNOUNTL aBTOMATMUECKYIO aKTMBaUMiO WHTepdelica nocne
€ro OTK/I0YEHUA B CEAYIOLLMX CYYanX:

- loopback-detection — o6Hapy:keHue neTens;

- port-security — HapyleHne 6e3onacHOCTM AnA port security;
-dotlx-src-address —HenpoxoxaeHune  ayTeHTUdUKauuW,
0CHOBaHHOW Ha MAC-afpecax nosb3oBaTenei;

- acl-deny —HecooTBeTcTBME cnmnckam goctyna (ACL);

- stp-bpdu-guard — aktuBauma 3awmTtel BPDU Guard (npuém
HeCaHKLMOHMPOBaHHOro nakeTa BPDU Ha uHTepodeiice);

- stp-loopback-guard — o6HapyxeHWe neTesb NMPOTOKOIOM
STP.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400}/300
CeKyHA,

YCTaHOBWTb BPEMEHHOW MHTEpPBa AR aBTOMaTUYECKOro
NMOBTOPHOTrO BK/OYEeHUA MHTepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

default interface [range] {
gigabitethernet gi_port |
tengigabitethernet
te_port | port-channel
group | loopback
loopback_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
loopback_id: (1..64)

Cbpoc HacTpoek nHTepdenca nam rpynnbl MHTEPdENCOB Ha
3HaYeHMA Mo YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 5.32 — KomaHgb! perkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

clear counters

C6pocC CTAaTUCTUKM ANs BCeX MHTepdencos.

clear counters

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

C6poc cratnctnku ansa Ethernet-noprta, rpynnbl nopTos.

set interface active

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTMBMpyeT nopt wuaun BbIK/TIOYEHHbIX

KomaHaon shutdown.

rpynny nopTos,

show interfaces
configuration
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNMoKas3aTb KOHGUIypaL Mo MHTEPDENCOB.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPOECOB.

show interfaces status

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb coctosHue Ethernet-nopta, rpynnbl NopTos.

show interfaces

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb CBOAHYIO MHGOPMALMIO O COCTOSHUM, HACTPOMKe U
cTaTucTuKe Ethernet-nopTa, rpynnbi NnopToB.
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show interfaces advertise

MoKasaTb MapameTpbl aBTOCOr/NAacOBaHWA, 0bbABAEHHbIE AnA
BCEX MHTepdencos.

show interfaces advertise

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb MapameTpbl aBTOCOr/NacoBaHWA, ObbABNEHHbIE AnA
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MokasaTb onncaHUA BCeX MHTepdencos.

show interfaces description
{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb onucaHue Ethernet-nopTta, rpynnbl nopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY A1A BCeX MHTepdecoB.

show interfaces counters

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb ctatuctuky ans Ethernet-nopra.

show interfaces utilization

MoKas3aTb CTaTUCTUKY MO HarpysKe 4/1A Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi _port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasaTb CTaTUCTUKY NO Harpyske s Ethernet-uHtepdeiica.

show interfaces mtu
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTtb HacTpolikn MTU Ha uHTepdelice.

show ports jumbo-frame

MokasaTtb HacTpoliky jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HaCTPOMKM A/A  aBTOMATUYECKOM

aKThBauumn nopTa.

NOBTOPHOM

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb NPWYUHY OTK/AKOYEHWA MopTa, FPynnbl NOPTOB W
COCTOAHME aBTOMATUYECKON aKTUBaLMK.

[pumepbl 8b1N0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console#show interfaces status

gil/0/1 1G-Copper
gil/0/2 1G-Copper
gil/0/3 1G-Copper
gil/0/4 1G-Copper
gil/0/5 1G-Copper
gil/0/6 1G-Copper
gil/0/7 1G-Copper
gil/0/8 1G-Copper
gil/0/9 1G-Copper
gil/0/10 1G-Copper
gil/0/11 1G-Copper
gil/0/12 1G-Copper
gil/0/13 1G-Copper
gil/0/14 1G-Copper
gil/0/15 1G-Copper
gil/0/16 1G-Copper
gil/0/17 1G-Copper
gil/0/18 1G-Copper
gil/0/19 1G-Copper
gil/0/20 1G-Copper
gil/0/21 1G-Copper
gil/0/22 1G-Copper
gil/0/23 1G-Copper
gil/0/24 1G-Copper
gil/0/25 1G-Combo-C
gil/0/26 1G-Combo-C
gil/0/27 1G-Combo-C
gil/0/28 1G-Combo-C

Full 1000 Enabled Off

Full

Duplex Speed Neg

Full 1000 Enabled Off

1000 Enabled Off

Flow Link Up Time Back Mdix
ctrl State (d,h:m:s) Pressure Mode Port Mode

Up 01,00:54:25 Disabled Off Trunk

Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - -= - Access
Down - - - Access
Down - - - Access
Down - - - Access
Down - - - Access
Down - - - Access
Down - - - General
Down - - - Access
Up 01,00:25:56 Disabled Off Access
Down - - - Trunk

Up 01,00:54:25 Disabled On General
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Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 - - -= - Not Present Access
Po3 - - - -= Not Present Access
Po4 - - -= - Not Present Access
Po5 - - - -= Not Present Access
Po6 - - - -= Not Present Access
Po7 - - -= - Not Present Access
Po8 --= --= -= -- Not Present Access

=  BbiBectTu MHPopmaumio ob nHTepdencax:

console# show interfaces GigabitEthernet 1/0/11

gigabitethernet 1/0/11 is up (connected)
Interface index is 59
Hardware is gigabitethernet, MAC address is a8:£9:4b:f1:1d:0b
Interface MTU is 1500

Full-duplex, 100Mbps, link type is auto, media type is 1G-Combo-C

Link is up for 0 days, 22 hours, 12 minutes and 35 seconds
Advertised link modes: 1000baseT/Full 100baseT/Full
100baseT/Half 10baseT/Full
10baseT/Half
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
111594 packets input, 7142016 bytes received
3 broadcasts, 42367 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
9652 packets output, 2456440 bytes sent
6665 broadcasts, 2987 multicasts
0 output errors, 0 collisions
0 excessive collisions, 0 late collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error

= [loKasaTb NapameTpbl aBTO-COMNacOBaHUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --

gi0/2 1G-Fiber Disabled --

gi0/3 1G-Fiber Disabled --

gi0/22 1G-Fiber Disabled --

gi0/23 1G-Combo-C Enabled --

gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
te0/1 10G-Fiber Disabled --

te0/2 10G-Fiber Disabled --

te0/3 10G-Fiber Disabled --

te0/4 10G-Fiber Disabled -

Ch Type Neg Operational Link Advertisement
Pol -= Enabled --

Po7 -= Enabled --

Po8 -- Enabled --
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=  [loKasaTb CTAaTUCTUKY No UHTepdeicam:

console#show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>

= [loKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

consolef#show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
ke o o o o001

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
""" Pl o & 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: O
Carrier Sense Errors: O
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpPoOMKy jumbo-frames B KOMmMmyTaTOpE:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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Tabnuua 5.33 - OnucaHune cyeTYnKoB

Cuemyuk OnucaHue
InOctets Konnuyectso NpuHATLIX 6aUTOB.
InUcastPkts Konnyectso NpMHATbLIX 04HOAAPECHbIX NAKeTOB.
InMcastPkts Konnyectso NPMHATbIX MHOTOAAPECHbIX MaKeToB.
InBcastPkts Konnyectso NpUHATLIX LWUIMPOKOBELLAaTe/IbHbIX NaKeToB.
OutOctets Konnuectso nepefaHHbix 6ainTos.
OutUcastPkts Konnyectso nepefaHHbIX 04HOAAPECHbIX MAKEeTOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApPECHbIX MAaKeTOB.
OutBcastPkts Konnuectso nepefaHHbIX LWUIMPOKOBELLATE/IbHbIX MAaKETOB.

Alignment Errors

KonnyecTso NpuHATLIX GPENMOB C HapyLWEeHHOM LLeIOCTHOCTbIO (C KOIMYECTBOM
6aiT He COOTBETCTBYIOLWMM A/IMHE) U HE NPOLIEALWNX MPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

KonnyectBo npuHATLIX PpernmMoB ¢ KonmyectBoM 6aliT, COOTBETCTBYHOLLMM A/IMHE,
HO He npouweALmnX NPOoBepPKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso d)pei;lMOB, BOB/1e4EeHHbIX B e AUHUYHYIO KONNU3UKo, HO BNnocsieacTtsnun
nepeaaHHbIX ycnewHo.

Multiple Collision Frames

Konnyectso d)peﬁMOB, BOBJIEYEHHbIX bOonee yem B OA4HY KONN3NK0, HO
BnocneacTsumM nepedaHHbIX ycnewHo.

Deferred Transmissions

Konnuectso ppeiimoB, gna KOTOPbIX NepBas NOMbITKA Nepeaaym oT/10XKeHa U3-3a
3aHATOCTM Cpeapl Nnepesayn.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsus 3adUMKCUMpoBaHa nocse Toro, Kak B KaHan
cBA3K yKe 6blnn nepegaHbl nepsble 64 6aiT (slotTime) nakerta.

Excessive Collisions

Konunuectso ¢pelimoBs, KoTopble He BbliM NepesaHbl 13-3a U36bITOYHOTO
KO/IMYECTBa KOIM3UIA.

Carrier Sense Errors

Ko/sinuecTBo ciyyaes, KOrAa COCTOAHME KOHTPOA Hecylwei 6b110 notepsHo, 6o
He yTBEepKAEHO Npu NonbITKe nepegaun dperma.

Oversize Packets

KonnyecTso NpUHATLIX NAKETOB, Pa3smMep KOTOPbIX NPeBbIWaeT MaKCUMa bHbIN
paspelleHHbIl pasmep ¢pernma.

Internal MAC Rx Errors

Konnuectso ¢ppeiimoB, KOTOpble He BblM MPUHATLI YCNELWHO M3-33 BHYTPEHHEN
ownbKKM npnema Ha yposHe MAC.

Symbol Errors

Ons uutepdeiica, pabotatowero B pexume 100M6/c — KOAMYECTBO C/iyyaes, Koraa
MMeNcs HeLoNyCTUMBbIN CUMBOA A@HHbIX, B TO BPEMA KaK NPaBU/IbHAA HecyLas
6bl1a NpeacTaBaeHa.

[na nntepdelica, paboTatolLero B noayaynaekcHom pexkume 1000M6/c —
KO/IMYECTBO C/ly4Yaes, KOr4a CPpeacTsa NpMema 3aHATbl B TeYeHne BpemMeHu, paBHOMY
nnu 6onbwemy Yem pasmep caoTa (slotTime), n B TeueHNe KOTOPOro MMENOCh XOTA
6bl 04HO CObbITUE, KOTOpPOE 3acTaBaseT PHY BbiaaBaTb OWMBKY Nnpuema AaHHbIX
(Data reception error) nnu owmnbKy Hecyuweli (Carrier extend error) Ha GMIL.

[na nntepdelica, paboTatolLero B NoJHOM AynaekcHom pexunme 1000M6/c —
KOJIMYECTBO C/ly4YaeB, KOrA4a CPeAcTBa NpMemMa 3aHATbI B TeYeHUe BPpeMEHU, paBHOMY
nan 6onbliemy YeM MUHUMaNbHBIN pasmep dperima (minFrameSize), u B TeyeHue
KOTOPOro MMenoch XoTA bbl 04HO cObbITUE, KOTOpOe 3acTaBnseT PHY BblgasaThb
ownbKy npuema aaHHbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHATbIX ynpasaaowmx MAC-¢ppeiimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbIx ynpasastowmx MAC-ppelimos ¢ kogom onepaummn PAUSE.

Ethernet-kommymamopesi cepuu MES3000 69




HELTEX

5.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma KoHgpuaypuposaHua VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHma VLAN:

console#configure
console (config) #vlan database
console (config-vlan) #

[aHHbIN peXum AO0CTYNeH M3 perkuma rnobanbHOro KOHGUrypupoBaHMA U NpegHasHayveH ana
3aZ,aHMA NapameTpoB KoHpUrypaumm VLAN.

Tabanuya 5.34 — KomaHabl pexkmma KoHpurypmposaHma VLAN

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

vlan vian_range

no vlan vlan_range

vlan_range: (2 .. 4094)

[No6asutb VLAN, nam Heckonbko VLAN.

Ypanutb VLAN, nnn Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*);
encaps: (ethernet, rfc1042,
licOther);
ethernet group:
(1..2147483647)

MpuBA3aTb NPOTOKO K rpynmne NpOTOKO/I0B aCCOLMMPOBAHHbIX
BMecTe.

Yaanutb npusA3sKy.
* - Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

Mpusasatb MAC-agpec nam ananasoH MAC-agpecos no macke
K rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

group mask: (9..48)

no map mac mac_address Yaanutb npuBAsKy.

{host | mask}

map subnet ip_address Mpusasatb IP-agpec unm amanasoH IP-agpecoB Mo macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.

Y8anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypmposaHus nHtepoerica VLAN:

console#configure

console (config) #interface {vlan vian id |

console (config-if)#

range vlan vlan range}

[aHHbIN peXum AoCTyneH M3 pexnma KOHOUIypUpoBaHWA W npegHasHayeH ANA 3a4aHuA
napameTpoB KoHdUrypaumm nutepdeica VLAN nnmbo grmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bblibop AManasoHa MHTepdelncoB OCyLLeCTBAAETCA NPU NOMOLLM KOMaHAbI:

interface range vlan vlan range

Huke npuBeneHbl KOMaHAbl AR BXO4a B PeXUM HacTpolku uHtepdeiica VLAN 1 n Bxoaa B
pernm HacTpoiiku rpynnbl VLAN 1, 3, 7.

console#configure
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console (config) #interface vlan 1
console (config-if)#

console#configure
console (config) #interface range vlan 1,3,7
console (config-if)#

Tabnnua 5.35 — KomaHabl pexkma KoHpurypmposaHus nHtepderica VLAN

KomaHoa 3Ha4yeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
name name name: (1..64) cumsonos/ | Oo6aBuTb uma VLAN.
UMA COOTBETCTBYET
no name Homepy VLAN YCTaHOBUTb 3HaYEHME N0 YMOIHAHMIO.
KomaHObl _pexcuma KoHgu2ypuposaHua _uHmepgelca (duana3oHa uHmepgelicos)

Ethernet, uHmepdgelica 2pynnsl NOPMOo8

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdUrypupoBaHus wuHTepdeiica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}

console (config-if) #

[aHHbIN peXum JoCTyneH M3 pexnuma KOHOUIYpUpOoBaHWA W NpegHasHayeH ANA 3a4aHuA

napameTpoB KoHoUrypaumm uHtepdeiica (nopta KommyTatopa MAW Tpynnbl NOpToB, paboTalowmx B
pexunme pasgeneHua Harpysku), inbo ananasoHa MHTepdeicos.

MopT moxKeT paboTaTb B CAeAYIOWMX PEKMMAX:

= gccess — MHTepdenc AocTyna — HeTErMPOBAHHbIN MHTepdenc ana ogHol VLAN;

= trunk — nHTepdenc, NPUHUMAIOLWLMIA TONIbKO TEFMPOBAHHbLIV TPadUK, 3a UCKAOYEHNEM
ofHoro VLAN, KoTopblit MOXKeT 6bITb f06aB/eH C MOMOLLIO KOMaHAbI switchport trunk
native vlan;

= general — nHTepodeic c nonHou noaaep:kkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN,
TaK U HETErMpoBaHHbIM TpaduK;

= customer— 802.1 Q-in-Q uHTepdelic;

= promiscuous — NPUHUMALOLWNI U Nepeaatowmii Tpaduk private vlian

= host — nHTepdeinc npnuHagnexawmm K isolated nam community vlian

Tabnnuya 5.36 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general, customer)/access

3apaTb pexkum paboTbl nopta B VLAN.
- mode — pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport access vlan
vlan_id

no switchport access vlian

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeliica gocryna.
-vlan_id — naeHTMOUKaUMOHHbIM Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport general
acceptable-frame-type

{ untagged-only|tagged-
only | all}

-/NpUHMMaTbL BCE TUMbI
dpeimos

MpuHUMaTbL Ha UHTepdelice TONbKO ¢perimbl onpeseeHHOro
™na:

- untagged-only — To1bKO HeTErMpOBaHHbIE;

- tagged-only — To/IbKO TerMpoBaHHbIE;

- all — Bce dppelimbl.

Ethernet-kommymamopesi cepuu MES3000 71




HELTEX

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeica.

-vlan_list — cnucok VLAN ID. [ijuana3oH Homepos VLAN MOXKHO
3a4aTb MepeyncseHMem 4Yepe3 3anAaATyld WAM  yKasaTb
Haya/sbHOe M KOHeYyHoe 3HayeHMsa AuanasoHa 4vepes geduc

Yaanutb cnucok VLAN gns nHtepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[Oob6asnsaetr Homep VLAN B KauyectBe Default VLAN ans
OaHHOrO  WHTepdelica. Becb HeTerMpoBaHHbIM  Tpaduk,
NOCTYNALWMIA Ha AaHHbIM NOPT, onpeaenseTcd B AaHHYHO
VLAN.

-vlan_id — naeHTUOUKaLUNOHHbIM Homep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

switchport general allowed
vlan add vian_list
[tagged | untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnucok VLAN gns nntepdelica.

- tagged — nopt 6yaeT nepefaBaTb TErMPOBaHHbIE NAKETbl ANA
VLAN;

- untagged — nopt 6yaer nepenaBaTb HETErMpoBaHHble
naketbl ana VLAN.

- vlan_list — cnucok VLAN ID. AuanasoH VLAN moXKHO 3agaTtb
nepeymcieHMem 4Yepes 3anATYHO WAM YKa3aTb HayasjbHoe W
KOHEYHOoEe 3Ha4YeHUs AManasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1—ecnun yctaHosneH VLAN
No YMONYAHUIO

[ob6asuTb naeHtnounkatop VLAN nopta (PVID) 4ns ocCHOBHOro
UHTepodeiica.
-vlan_id — naeHTUdUKauMoHHbIM Homep VLAN nopra.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/

dunbTpaLma BKAOYEHA

BbIKNOUUTL  41A  OCHOBHOrO uHTepdelica duabTpaumio
BXOOALMX MAKETOB Ha OCHOBE MPUCBOEHHOMO MM 3HaYyeHus
VLAN ID.

BKAOUMTL  ANA OCHOBHOIMO  WMHTepdelica  dunbTpauuio
BXOAALLMX MaKETOB Ha OCHOBE MPUCBOEHHOTO MM 3HaYyeHuA
VLAN ID.

Ecnu dunbTpauma BKAOYEHA, M MAKeT He BXOAMUT B rpynny
VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN ID, To naker
oTbpacbiBaeTca.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NPUHMMaTb BCE TUMbI
dpeimos

MpUHMMaTb Ha OCHOBHOM MHTepdeince TONbKO ¢Gpermbl
onpefeneHHoro Tuna:

- tagged-only — TONbKO TErMpoBaHHbIE;

- untagged-only — TonbKO He TerpoBaHHbIe;

- all — Bce dppelimbl.

MpUHUMaTL Ha OCHOBHOM MHTepdeiice Bce TUMNbI Gpemos.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBWTbL NpaBuao Knaccudumraumm VLAN gns uHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — MAeHTUPUKALMOHHBIN HOMep rpynnbl;

- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

Yaanutb NpaBuao Knaccuduraumm.

switchport general map
macs-group group vilan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao kKnaccudumraumm VLAN gns uHtepdeliica,
OCHOBaHHoOe Ha npwmeaAske kK MAC-agpecy.

- group — MAeHTUPUKALMOHHBIN HOMep rpynnbl;

- vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.

Yaanutb NpaBuio Knaccudukaumu.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTbL NpaBuao Knaccuduraumm VLAN ana nHtepdelica,
OCHOBaHHOe Ha npwmBA3Ke K IP-agpecy.

- group — uaeHTUPUKALMOHHBI HOMEp rpynnbl;

- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

Yaanutb NpaBuio Knaccuduraumm.
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switchport dotlq
ethertype egress stag
ethertype

no switchport dotlq
ethertype egress stag

ethertype: (0..ffff) (hex)

3amenunTb EtherType B ucxogawmx c gaHHoro uHtepdelica
nakeTax.

] 3HaueHue Ethertype He pAOMKHO coBnagatb ¢

- 3ape3epBUPOBaAHHbBIMU HOMEpamu MPOTOKO/OB
man 6biTb MeHblue MaKCUMaNbHOro pasmepa.
OCHOBHble 3ape3epBUPOBaHHbIE Homepa
NPOTOKONOB NpuBeAeHbl B Tabauue 5.37.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport dotlq
ethertype ingress stag add
ethertype

switchport dotlq
ethertype ingress stag
remove ethertype

ethertype: (0..ffff) (hex)

[o6asutb EtherType B Tabanuy naeHtndukatopos VLAN.
3HaueHue Ethertype He ponkHO coBnmagatb ¢

,’ 3ape3epBUPOBAHHbIMA HOMEpPaMu MNPOTOKON0B
MAn 6biTb MeHblle MAKCMMANbHOTO pasmepa.
OCHOBHble 3apesepBUPOBaHHbIE Homepa
NpPoOTOKON0B NpuBeAeHbl B Tabnauue 5.37.

Yaanutb EtherType n3 Tabanupbl ngeHtudmkatopos VLAN.

switchport customer vlan
vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[o6aeutb VLAN ana nonb3oBaTeNbCKoro MHTepdeica.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

Paspewaetr nNpuMHMMaTb  MHOroafpecHblin  Tpaduk U3
yKasaHHol VLAN (He ssnstowelica VLAN nonb30BaTeNbCcKoro
MHTepdeiica) Ha HacTpanBaemom MHTepdeice, COBMECTHO C
nonb3oBaTeNsiMU  APYrUX  NONb30BATE/NIbCKMX  MOPTOB,
NPVHMMAIOLWMX MHOFOaApeCHbIM Tpaduk n3 gaHHon VLAN.

- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

3anpewaer MNpUHMMATb  MHOrOaZpPecHbI
HacTpanBaemom MHTepodeiice.

Tpaduk  Ha

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspeLueHbl
nopty

3anpetutb gobasneHne ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. nana3oH VLAN mMoXKHO 3aAaTb
nepeymcieHnem 4Yepes 3anATYH0 WAM YKas3aTb HayajbHOe W
KOHeYyHoe 3HayeHus guanasoHa yepes geduc "-".

PaspewnTtb aobasBneHne ykasaHHbix VLAN nopty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo yMoNYaHUI0 YNEHCTBO B
aedontHolt VLAN
paspeLueHo

3anpeTtutb gobasneHue aedontHon VLAN nopty.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAWT NOPT B PEKUM U30NALMUM BHYTPU FPYNMbl NOPTOB.

BoccTaHaBnvBaeT 3HavyeHMe No YMOHAHUIO.

switchport community
community

no switchport community

community: (1..30)

[ob6asnseT nopt B coobLyecTBo (rpynna n3onaumMm nopTos).
MopTbl BHYTPM coobLLeCcTBA MOTyT 06MeHMBaTbCA TpadpuKom
TO/IBKO MeXay coboW, a TakXkKe C APYrMMU He3alMLLEHHbIMU
nopTamu (Ha KOTOpbIX HeT HacTpoiku switchport protected-
port)

- community — umaA coobLecTBa.

BoccTaHaBnMBaeT 3HayeHWe NO ymoayaHuio. B atom cnyyae
3alUMLLEHHBIA NOPT ABAAETCA WM30/MPOBAHHLIM MNOPTOM (He
COCTOAILLMM HU B OJHOM COODLIECTBE), M OH MOXeT
obmeHunBaTbCA  TpadUKOM TOMBKO C  He3aLMLLEHHbIMU
nopTamum (Ha KOTOpbIX HeT HacTpoiku switchport protected-
port).

switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
Mo ymonyanumio

MNepeBoant nopt B pexum Private VLAN Edge. OTmeHser
MapLpyT13aumio no H6ase AaHHbIX M3ydeHHbix MAC-agpecos
(FDB) 1 HanpaBnseT Becb OAHOALPECHbIA, MHOTOALPECHbIN U
LUMpPOKOBeLLaTeNbHbIM TpaduK Ha uplink-noprT.
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no switchport protected

OTKAlOYaeT OTMEHy MapuipyTusauum no 6ase  AaHHbIX

n3yyeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsupoBatb VLAN ana BHYTpeHHEro MCno/sib30BaHUA Ha
UHTepodeiice.
- vlan_id — naeHTUOUKaUNOHHbIA Homep VLAN.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

switchport default-vlan
tagged

no switchport default-vlian
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii B gedpontHon VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

Tabnnua 5.37 — OcHoBHbIe 3ape3epBUPOBaHHbIE HOMEpPa NPOTOKO/I0B

Homep npomokona

OnucaHue

0x0800 Internet Protocol Version 4 (IPv4)
0x0806 Address Resolution Protocol (ARP)
0x86DD Internet Protocol Version 6 (IPv6)
0x8808 Ethernet flow control

0x8809 Slow Protocols (IEEE 802.3)
0x8847 MPLS unicast

0x8848 MPLS multicast

0x8863 PPPoE Discovery stage

0x8864 PPPoE Session Stage

0x8870 Jumbo Frames

0Ox888E EAP over LAN (IEEE 802.1X)
0x88CC LLDP

0x8902 IEEE 802.1ag CFM / Y.1731 OAM

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoOMaHAHOWN CTPOKM pexxmnma ri1ob6anbHOro KOHPUrypmpoBaHmsa:

console# configure
console (confiqg) #

Tabauua 5.38 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

vlan database

Bxog, B pexxum kKoHourypmposarma VLAN.

default interface {vlan
vlan_id | range vlan
vlan_list }

vlan_id: (1..4094);
vlan_list: (1..4094)

Cbpoc HacTpoek WHTepdelica VLAN waum
nHTepdeincos VLAN Ha HaCTPOIKM NO YMOYAHUIO.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;
-vlan_list — cnucok VLAN ID. Ouana3soH VLAN MOXKHO 33aaTb
nepeymcieHnMem 4Yepes 3anATyH0 WAM YKas3aTb HayajbHoe W
KOHEYHOoe 3HaYyeHus AManasoHa yepes gepuc "-".

AnanasoHa

vlan statistics ingress low

BkntoueHune cuétumkos Bxogdaiero tpadumka gna VLAN 1..2047

high

no vlan statistics ingress -/BbIK/IO4EHO OTKNtouyeHMe CYETYMKoB BxogAauwero Tpaduka ana VLAN
low 1..2047.
vlan statistics ingress high BKntoueHne cuétumkoB BxogAwero Tpaduka pgns  VLAN
2048..4094.
— -/BbIKNOYEHO —
no vlan statistics ingress OTKntoveHne cuyétymkoB Bxogauwero Tpaduka ana VLAN
high 2048..4094.
vlan statistics egress low BkntoueHne cuétumkos wucxogsauwero Tpaduka ana  VLAN
1..2047 (TonbKo ans pexuma standalone).
— -/BbIKAOYEHO =
no vlan statistics egress OTKNloYeHMEe CYETYMKOB ucxogdAwero Tpadmka pas VLAN
low 1..2047 (TonbKo ans pexuma standalone).
vlan statistics egress high BKntoyeHMe CYETYMKOB ucxodsawero Tpaduka ana VLAN
2048..4094 (TonbKo Ans pexunma standalone).
- -/BbIKNIOYEHO -
no vlan statistics egress OTKNtoveHMe CcuYéTymKoB ucxoasAwero Tpaduka pna VLAN

2048..4094 (TonbKo Ans pexunma standalone).
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Y

CYéTumMKM pas3buTtbl Ha 4 6n10Ka:
Ingress 1..2047

Ingress 2048..4094
Egress 1..2047
Egress 2048..4094

OpHOBPEMEHHO MOXKHO BKIOUUTb He 60nee aByX 610K0B .Ecn BKAOUEH peXkum gos
statistics (qos statistics interface), To Tonbko oauH.

¥

Mpumep MCNob30BaHNA KOMaHAbI:

console#configure
console (config) #vlan database
console (config-vlan) #

KomaHObl pexcuma Privileged EXEC

Ha kaxapbiit VLAN B ogHOM HanpasieHuu (rx nam tx) TonbKo 2 c4étumka: Gppenmbl u
nakertbl, 6e3 pasgeneHns Ha MybTUKAcTHble/IOHMKAcTHble/6poaKacTHble.

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.39 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HaveHue

Aelicmeue

show vilan

Mokaszatb nHpopmauuto no scem VLAN.

show vlan name name

name: (1..32) cumBonos

Moka3saTtb nHpopmauuio no VLAN, NOUCK MO MMEHMU.

show vlan tag vian_id

vlan_id: (1..4094)

MokasaTtb nHdopmaumio no VLAN, nonck no naeHtmduKkaTopy.

show vlan internal usage

MNokasatb cnucok VLAN pana BHYTPeHHero Mcnosb30BaHuWA
KOMMYTaTOpPOM.

show default-vlan-
membership
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKa3aTb cocTas rpynnbl gedontHoi VLAN.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 5.40 — KomaHapl

pexkuma EXEC

KomaHda

3HaveHue

Aeiicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOUYHUKN U NPUEMHUKM MHOFOQAPECHOTO
Tpadumka B gaHHoM VLAN. NMopTbl UICTOYHUKM MOTYT, KaK
nepeaasaTb, TakK U MPUHUMATb MHOTOaAPECHbIV TPadUK.

show vlan protocols-groups

Moka3aTb MHPOPMALLMIO O rpynmnax NPOTOKOJIOB.

show vlan macs-groups

MNokaszatb uHopmauuto o rpynnax MAC-agpecos.

show interfaces counters
vlan vian_id

vlan_id: (1..4094)

MNMokasatb ctatnuctuky ana VLAN.
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show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Moka3aTb KOHdUrypaL Mo NopTa, rpynbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MokasaTb cocToAHMe NopToB: B pexmme Private VLAN Edge, B
private-vlan-edge-coobuecTse.

port-channel group]

[pumepebl 8b1M0AHEHUA KOMAHO

MNokasatb nHdopmaumio o Bcex VLAN:

console#show vlan

Vlan mode: Basic

Vlan Name Tagged ports Untagged ports Type Authorization
1 - gi1/0/4-24,te1/0/1-4,Po1-12 Default Required

5 testl gi1/0/16-18 gi1l/0/1-3 permanent Required

6 test2 gil/0/16-18 - permanent Required

7 - gil/0/16-18 - permanent Required

console#show vlan multicast-tv vlan 4

MoKa3aTb NOPTbl UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpadumka B VLAN 4.

gi0/1
9i0/2,910/4,910/8

Source ports

Receiver ports:

MokasaTb nHbOPMaLMIO O rpynnax NMPOTOKO/OB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MoKasaTb MHGOPMALMIO O rPYNNax NoACeTeN:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

console# show vlan internal usage

Moka3saTtb cnucok VLAN ana BHyTpeHHero Mcnosib30BaHMA KOMMYTaTOPOM:

Usage VLAN Reserved IP address

Inactive
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= [lokasaTb cTtatncTnky no VLAN 103

console>show interfaces counters vlan 103

Vlan InPkts InOctets OutPkts OutOctets

= [loKasaTb CTAaTUCTUKY NO UHTepdelicam NpU BKAKOYEHHbIX cyeT4ymKax TpadumKka gns VLAN

console>show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

gil/0/1 0 0 0
gil/0/2 0 0 0

gil/0/12 16 14 636 213840

gil/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

O O O o o

(@]
o
(@]

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

O OO OO0 OOOooOo
[cNeoNoNoNoNoNoloNoNoNolNe)
O OO OO0 OOOooOo

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

g
)
~
O OO OO0 OO oOo

Vlan InPkts InOctets OutPkts OutOctets

1 - - 1102 362938

101 - -
102 - -
103 - - 2
104 - -
105 - -
106 - -
107 - -
108 - -
122 - -

168

OO O OO O kOO OOoOOo
O OO OO OhOOOOOo

57884

cNeoNoNoNoNoNoloNoNoNolNo)

cNeoNoNoNoNoNoNoNoNoNolNo)
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= [lokasaTb KOHOUrypauuto nopta GigabitEthernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gi0/22
Port Mode: Access
Gvrp Status: disabled
Ingress Filtering: true
Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled
Port is member in:

Vlan Name Egress rule Port Membership Type

Vlan Name

Classification rules:
Protocol based VLANs:
Group ID Vlan ID
Subnet based VLANs:
Group ID Vlan ID

5.8.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonsieT NnpovM3BoAuMTb pasrpaHuMyeHme TpadurKa Ha BTOPOM
ypoBHe moaenu OSI mexay nopTamuM KOMMYTaTopa, KOTOpble HaxoAAaATcA B OAHOM
LWMPOKOBeLLaTeNbHOM AOMEHeE.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN noptos:

—  promiscuous —nopT, KOTOPbIA cNocobeH 0OMEHNBATLCA AAHHBIMU MEXAY 0ObIMK
nHTepdelicamu, Bkntoyas isolated 1 community noptel PVLAN;

— isolated — nopT, KOTOPbLIN NONHOCTBIO U30/IMPOBAH OT APYIMX NOPTOB BHYTPU OLHOIO U TOTO Ke
PVLAN, Ho He oT promiscuous nopTos. PVLANbI 610KMpYIOT BECb TPAdUK, MAYLNIA B CTOPOHY
isolated nopToB, Kpome TpadurKa CO CTOPOHbI Promiscuous NOPTOB; MAKETbI CO CTOPOHbI
isolated nopToB MOryT nepeaBaTbCA TObKO B CTOPOHY Promiscuous NopToB;

— community — rpynna nopTtoBs, KOTOPble MOryT 0bMeHNBATLCA AAaHHBIMKU MexXAay coboi U1
promiscuous nopTamu, 3STM MHTepdencol oTaeNeHbl Ha BTOPOM ypoBHe moaenun OSI oT Bcex
oCTasibHbIX community MHTepdelicoB., a TakKe isolated noptos BHyTpM PVLAN.

Mpouecc BbINOAHEHUA GYHKUMW  AOMOAHUTENbHOTO PasfAeneHua MOopPToB C  MOMOLLbIO
TexHonoruu Private VLAN npeactasieH Ha pUCyHKe 23.
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VLAN 100

Switch A

—

Promiscuous ports

=3

Trunk ports

-

VLAN 100

Switch B

-

VLAN 201

-.

VLAN 202

J

=l

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 23 — lpumep pabomsi mexHonozauu Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B perkume KoHdurypuposaHusa uHTepdeica Ethernet,
nHTepdelica Vlan, nHtepdeiica rpynnbi NopTos:

console#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port

|port-channel group |

console (config-if) #

range {..}| vlan vlan id}

Tabnunua 5.41 - KomaHapl pexknma KoHdUrypuposaHua nHTepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3apaTtb pexkum pabotbl nopTta B8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[0o6aBuTb (yAanuTtb) OCHOBHYIO M BTOpocTeneHHble VLAN Ha
promiscuous nHTepdeliic .
ﬂ Ha oauH promiscuous uHTepdeiic Henb3a Ao6aBuTb

6onblue ogHoM primary vian.

YAanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association
primary_vilan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan (1..4094)

[o6asutb primary u secondary vlan Ha host nHtepdeiic .
i Ha oauH host untepdeiic Henb3a aob6aBuTb 6onblue

opHoro secondary vian.
Y[anutb OCHOBHYO U BTopocTeneHHble VLAN.
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Tabnnua 5.42 — KomaHabl pexkmma KoHourypmuposaHus nHtepdeiica VLAN

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
rivate-vlan {primar . o
P {p . A BKkAtouMTb mexaHu3m Private VLAN v 3agatb TMN uHTepdelica.
isolated | community} )
no private-vlan OTKAOYNTb MexaHu3m Private VLAN.
private-vlan association Oob6asuTtb (yaanutb) npmeasky BTopocTteneHHon VLAN K

[add | remove] OCHOBHOVW. HacTpolika npumeHnma Tosibko ana primary VLAN.

secondary_vlan (1..4094)

no private-vlan association Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.
[ MakcumanbHoe KonnyecTso BTopocteneHHbIx VLAN — 256
| MakcumanbHoe Koandectso community VLAN, KoTopble MoryT 6biTb

accouMmnpoBaHbl € 0gHo ocHoBHOM VLAN — 8.

Mpumep HacTpolkn nHTepdeincos Kommytatopa SW1 (puc.23)

promiscuous nopt— interface gigabitethernet 1/0/4
isolated nopt- gigabitethernet 1/0/1
community nopT — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

80 Ethernet-kommymamopesi cepuu MES3000



HELTEX

exit
1

exit

private-vlan isolated

interface vlan 202
name community
private-vlan community

5.8.4 Hacmpoiika uimepdgeiica IP

IP-uHTEpdenc co3gaétca npu HasHadeHun IP-agpeca Ha ntobon M3 MHTepdencosB yCcTPOMCTBa
gigabitethernet, tengigabitethernet, port-channel nau vlan.

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmpoaHus nHtepoelica IP.

consolef#configure
console (config) #interface ip A.B.C.D
console (config-ip) #

[aHHbIA penum [OCTyneH U3 penuma KOHOUIYpUpPOBaAHWA W NpefHasHayeH AnA 3ajaHuA
napameTpoB KOHUrypaunmn nntepdeica IP.

Tabnuua 5.43 — KomaHapl pexxmma KoHPUrypuposaHusa nutepdeiica IP

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

broadcast-address
{255.255.255.255 [ 0.0.0.0}

no broadcast-address

-/255.255.255.255

HasHavaeT wuposeLaTenbHblili agpec Ana nHtepdeica.

BoccTaHaBnmBaeT 3HavyeHue no YMONYaHULO.

directed-broadcast

no directed-broadcast

-/BbIKNIOYEH

BkntoyaeT PpyHKumto nepesosa IP directed-broadcast nakerta B
CTaHAAPTHbIA  LWMPOKOBELWATENbHbIM MaKkeT W  paspelsaeT
nepegayy yepes BbIbpaHHbIN UHTepdeNc.

3anpeuwaet TpaHcaaymio IP directed-broadcast nakeTos.

source-precedence

no source-precedence

-/BbIKNIOYEH

Ha3sHauaeT Tekywwuit IP-uHTepdeinc npegnoyTUTeNbHBIM ANA
nucnonb3oBaHuAa ero  ¢yHrumen DHCP Relay. IP-agpec
uHtepdeiica 6yaer wcnonb3oBaH B KayectBe ajpeca
MCTOYHMKaA coobuweHnit DHCP Relay.

Ecnnm Ha uHTepdeiice KomMmyTaTopa CO34aHO HECKO/bKO |P-
MHTepdeiicos, To gns pabotel DHCP Relay 6yaeTt BbibpaH
nHTepdelic C NPU3HAKOM NPeanoYTEHUA (eCNN TaKo MmeeTcs)
M HanmeHbLlMMm IP-agpecom.

OTMeHAeT HaCTPOWKY NPeanoYTEHUA.

ip irdp

no ip irdp

-/BblKNIOYEH

PaspewwaeT paccbiiky aHoHcoB npoTokona IRDP (ICMP Router
Discovery Protocol)

OTkAntovaet PacCbl/IKy aHOHCOB.

[pumepsi 8biM0AHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console#configure
console (config) #interface PortChannel 1

console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit
console (config) #interface ip 100.0.0.1
console (config-ip) #directed-broadcast
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5.9 Selective Q-in-Q

JaHHasa ¢yHKUMA

Nno3Bo/sAeT Ha OCHOBE CKOHOUIYPMPOBAHHbLIX MPaBua GUALTPALUK MO

Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussogutb gobasneHue sHewHero SPVLAN (Service
Provider’s VLAN), nogmeHatb Customer VLAN, a TaKKe 3anpeLLatb NpoxoxKaeHua Tpaduka.

[na ycTpoicTBa CO34aeTcs CMMCOK MPaBWJ, Ha OCHOBaHWMM KoToporo byaeT obpabatbiBaTbeA

Tpaduk.

Hanuuue xota 6b1 ogHoro npasuna Selective Q-in-Q Ha uHTepdeiice 3anpewaer
BK/IlOUYeHue GyHKLMU N0rMPOBaHUA LUMPOKOBELL,ATE/IbHOrO LUTOPMA Ha 3TOM

uHTepdeice.

KomaHObI pexuma KoHguaypuposaHua UHmepagelica (duana3oHa uHmepgelicos)

Ethernet u Port-Channel

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUrypupoBaHMA MHTepdenca KOHOUTYPUPOBaHMUA:

console#configure

console (config) #interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group |
console (config-if) #

range {..}}

Tabnvua 5.44 — KomaHZbl pexkuma KoHurypupoBaHua uHTepdeiica (avanasoHa WHTepdelicoBs)

Ethernet

KomaHOoa

3HayeHue

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [ingress_vlan
ingress_vian_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT npaBwWo, Ha OCHOBAaHUM KOTOPOrO K BXOAALLEMY
nakeTy C BHewHel MeTKon ingress_vlan_id byner
[obasnATbea BTOpas meTka vian_id . Ecav ingress_vlan_id He
YKa3bIBaTb — NPaBunao byaeT NPMMEHATLCA KO BCEM BXOAALLMM
nakeTam, K KOTOpbIM He 6bliv MPUMEHEHbI Apyrve npasuaa
(«npaBuaO NO yMONYaHMUIO®).

selective-qinq list ingress deny
[ingress_vlan ingress_vian_id]

ingress_vlan_id:
(1..4094)

Co3paeT 3anpewjatollee Npasuao, Ha OCHOBAaHMU KOTOPOrO
BXOAALLME NaKeTbl C BHeLWHeW meTkoWn Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecnn ingress_vlan_id He yka3biBaeTcs —
6yAyT oTOpacbIBaTLCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3paeT paspeluatoliee NPaBWAO, HAa OCHOBAaHWM KOTOPOrO
BXOZsALME MaKeTbl C BHELWHeNW MeTKoW Tera ingress_vlan_id
byayT nepesasatbea 6e3 nsmeHeHuii. Ecam ingress_vlan_id He
yKasbiBaetcA — 6yayT nepefasaTbCA BCE BXOAAWME MaKeTbl
6e3 nsmeHeHui.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vian_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3gaeT NpaBu/io, Ha OCHOBAHWM KOTOPOTrO BHELUHAA MeTKa
ingress_vlan_id Bxopsuiero naketa 6ygeT 3ameHATbCA Ha
vlan_id. Ecnu ingress_vlan_id He yka3biBaTb — npaBuio byget
NPUMEHATLCA KO BCEM BXOAALIMM NaKeTam.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3gaeT nNpaBu/io, Ha OCHOBAaHWM KOTOPOTrO BHELUHAA MeTKa
ingress_vlan_id wcxopAwero naketa 6yfneT 3ameHATbCA Ha
vlan_id. Ecnwm ingress_vlan_id He yKasbiBaTb — npasuio byget
NMPUMEHATLCA KaK NPaBuIo Mo YMOAYaHMIO.

no selective-qginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)

YpanseT ykasaHHoe npasuno selective ging ana Bxogawmx
naketoB. KomaHga 6e3 napametpa «ingress vlan» yganset
MPaBMIO MO YMOYAHMIO.

no selective-qinq list egress
ingress-vlan vian_id

vlan_id: (1..4094)

Ypanser cnucok npaBun selective qing ana  umcxopawmx
NaKeToB.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.45 — KomaHab! pexkmma EXEC

KomaHda 3HayeHue HAeilicmesue
show selective-qing - OTobparkaeT cnucok npaeun selective ging.
show selective-qinq
interf: i iteth t i t: (1..8/0/1..24); . .
'“ erace{ggéble' erne gi_port: (1..8/0/ ) OTobparkaeT cnucok npasun selective ging 4na yKasaHHoro
gi_port | tengigabitethernet te_port: (1..8/0/1..4);

nopra.

te_port | port-channel group:(1..12)
group}

[pumepbl 8b1M0AHEHUS KOMAHO

= Co34aTb NpaBUIO, Ha OCHOBAHWM KOTOPOro BHELLHAS MeTKa Bxoasuwero naketa 11 ébyaer
3ameHATbeA Ha 10.

console#configure

console (config) #interface gigabitethernet 1/0/1

console (config-if) #selective-qing list ingress override vlan 10 ingress-
vlian 11

console (config-if) #end

=  OT06pa3nTb CINCOK CO3a4aHHbIX NpaBua selective ging:

consolef#show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress gi0/1 override vlan 10 ingress_vlan 11

5.10 Wropm-KOHTpOb

«lLTopm» BO3HMKaeT BCNeACTBME UYPE3MEPHOro KoJiMyecTBa COOOLIEHWM, OAHOBPEMEHHO
nepefaBaemMbix No CETU Yepes oAMH NOPT, YTO NPUBOAUT K NEPerpysKke pecypcosB CETU U NOABEHUIO
3apepKeKk. «LLTopm» MOXKeT BO3HWMKHYTb MPW HaAANYMKU  «3AKO/bLOBAHHbLIX» CErMEHTOB B CETU
Ethernet.

KommyTaTtop m3amepsieT CKOPOCTb MPUHUMAEMOTO LUMPOKOBELLATE/NIbHOIO, MHOI0aApPecHoro U
HEeN3BECTHOro OJHOaZpPecHOro TpaduKa AN MOPTOB C BK/OYEHHbIM KOHTPOMEM KIUTOPMa» U
oTHpacbiBaeT NaKeTbl, eC/IN CKOPOCTb NPeBbILIAET 3a4aHHOE MaKCMMalbHOe 3HauYeHue.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Buag, 3anpoca KomMaHAHOW CTPOKU B pexume KoHurypmpoBaHua uHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.46 — KomaHabl pexkmma KoHpurypmuposaHus nHtepdelica Ethernet

3HayeHue/3Ha4yeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

storm-control multicast BK/1tOYAET KOHTPOJIb MHOTOAAPECHOro TpaduKa.
enable -/dyHKLMA BbIKIOYEHA
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no storm-control multicast
enable

BbIKtOYAET KOHTPO/Ib MHOF0AAPECHOTo TpaduKa.

storm-control multicast
level kbps rate

no port storm-control
multicast level

rate: (1..1000000)/3500
Kéut/c

3aaeT MaKCMMasibHYI0 CKOPOCTb MHOTOaAPecHoro Tpaduka.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

storm-control
unknown-unicast enable

-/dYHKUMA BbIKNKOYEHa

BK/tOYaET KOHTPOJIb HEM3BECTHOIO 0AHOAAPecHoro Tpaduka .

no storm-control BbIK/lOYAET  KOHTPO/Ib  HEW3BECTHOTO  OAHOAAPECHOro
unknown-unicast enable Tpaduka.
storm-control 3agaet MaKCMManbHyto CKOpPOCTb HeWn3BecTHOro

unknown-unicast level
kbps rate

no port storm-control
unknown-unicast level

rate: (1..1000000)/3500
Kéut/c

oAHoaapecHoro Tpaduka.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHULO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dyHKUMA BbIKNKOYEH]

BK/tOYaAET KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTENbHOIO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dyHKUMA BbIKNKOYEHA

BK/ItOYaET IOMMPOBaHMNE LIMPOKOBELLATE/IbHOTO WTOPMa.
JNlorpoBaHne MHOroaApPecHoro U 0gHOaAPECHOro TpaduKa He
ocyLecTeaseTcs.

/| BknioueHue norumposaHua wWTOpMa  3anpewaer
KoHdurypuposaHune npasun SQinQ Ha 3TOM
uHTepdeiice.

Bbikntoyaet lorMpoBaHMe WNpPoKoBeLaTeIbHOroO WTOpPMa.

storm-control broadcast
shutdown

no storm-control
broadcast shutdown

-/dyHKLMA BbIKIOYEHA

OTKAoyaer MUHTepodeic npu 0obHapyKeHuu
LUMPOKOBELLATENBHOTO LTOPMA.

DYHKUUA BbIK/IlOYEeHUA uHTepdeiica npm
V o6HapyKeHun wropma 3anpewaer
KOHuUrypuposaHue npasun SQinQ Ha aTom uHTepdodeiice.

YcTaHaBAMBaeT 3HAYeHKne no YMONYaHULO.

storm-control broadcast
level kbps rate

no port storm-control

broadcast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMasbHYIO CKOPOCTb ANA LUMPOKOBELLATEIbHOIO
Tpaduka.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 5.47 — KomaHab! pexkmma EXEC

KomaHda

3HauyeHue

Aelicmeue

show storm-control
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MoKasbiBaeT KoHourypaumio oyHKUMM  storm-control  ans

YKa3aHHOro nopTa, nmbo Bcex nopToB.

’ i Storm-control He orpaHuunBaetr DHCP, ARP, IGMP-Tpa¢duk Bo VLAN, B KOTOPbIX BK/IOUYEH
=l DHCP Snooping, ARP Inspection, IGMP Snooping.
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[pumepbl 8b1M0AHEHUS KOMAHO

BKAHOYMUTb KOHTPOJIb LIMPOKOBELLATEIbHOIO, MHOr0aAPEeCHOro U HEU3BECTHOro OAHOaAPECHOro
Tpadmka Ha 15 wuHTepdelice Ethernet. YcTaHOBUTb MaKCMMaNbHYHO CKOPOCTb ANA
LUMpoKoBellaTenbHoro Tpadumka - 5000K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control multicast enable

console (config-if) #storm-control unknown-unicast enable
console (config-if) #storm-control broadcast level kbps 5000

5.11 Fpynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTtaTtopbl MES3000 obecneuynBaeT noAdeprkKy [0 ABaguaTn 4eTbipex WHTepdelicos
Ethernet B ogHol rpynne noptos LAG n go Bocbmu rpynn LAG Ha yCTPOMCTBE MAKN CTEKE YCTPOMCTB.
Karkgaa rpynna nopToB [O/MKHa COCTOATb M3 WMHTepdeicoB Ethernet ¢ oAMHAKoOBOW CKOPOCTbIO,
paboTatlowmx B AynnekcHom pexume. ObbeaMHeEHME MNOPTOB B TPynmny YyBEAMUYMBAET MPOMYCKHYIO
CNOCOBHOCTb KaHana MeXay B3auMoAeNCTBYOWUMKN YCTPOMCTBAMM M NOBbILLAET OTKA30yCTOMUYNBOCTD.
lpynna nopToB ABAAETCA A58 KOMMYTATOPa OAHUM JI0OTMYECKMM NOPTOM.

YCTpoWcTBO MNoaneprkMBaeT ABa pexmma paboTbl rpynnbl MOPTOB — cTaTMYecKasa rpynna u
rpynna, pabotatowas no npotokony LACP. PaboTa no npotokony LACP onucaHa B COOTBETCTBYIOLLEM
pa3sgene KoHGUrypaymm.

/’ ) Ecau ana nntepdeiica nponsBeaeHbl HACTPOUKYU, TO ANA Ao6asnaeHUA ero B rpynny
cnepyet BepPHYTb HAaCTPOMKU MO YMOIYAHUIO.

JobasneHne uHTepdencoB B rpynny arperaumMm KaHanoB A[OCTYNHO TO/MbKO B perKmme
KoHoUrypuposaHua nHtepoeica Ethernet.

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nntepoeiica Ethernet:

console (config-if) #

Tabnnuya 5.48 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HaueHue Aeiicmeue
channel-group group mode [o6asutb ethernet-uHtepdeiic 8 rpynny nopTos.
mode - on — pobaBuTb NOPT B KaHan 6e3 LACP;
group: (1..24); - passive - no6aBnUTb NOPT B KaHan ¢ LACP B pexknme «passive;
mode: (on, passive, auto) - auto — n,o6aBUTbL NOPT B KaHan ¢ LACP B pexkume «activer.
no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpToB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHua:

console#configure
console (config) #
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Tabnnuya 5.49 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHda 3HaueHue Aeiicmeue

3ajaeT MmexaHu3M 6anaHCMPOBKM HArpysku Ans  rpynmnbl
arperMpoBaHHbIX NOPTOB.
- src-dst-mac-ip — mexaHu3m 6anaHCMPOBKU OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;
- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBLIBAETCA HA

MAC-agpece;
- src-dst-ip — mexaHu3m HanaHcMpoBKM OCHOBbIBaeTcA Ha IP-
aapece;
port-channel load-balance - src-dst-mac-ip-port — mexaHu3m 6anaHcMpoBKU
{src-dst-mac-ip | ocHoBbiBaeTca Ha MAC-aapece, IP-agpece 1 nopTte
src-dst-mac | src-dst-ip | Ha3Ha4YeHus;
src-dst-mac-ip-port | -/src-dst-mac - dst-mac — mexaHun3m 6anaHCcMpPOBKM OCHOBbIBaeTcs Ha MAC-
dst-mac | dst-ip | agapece nosnyyatens;
src-mac | src-ip} - dst-ip — mexaHuM3M 6anaHCMPOBKM OcCHOBbIBaeTcA Ha IP-
[mpls-aware] agpece nony4yartens;

- Src-mac — mexaHu3m H6anaHCcMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece oTnpasuTens;

- Src-ip — mexaHusm 6asfaHCMPOBKM OCHOBbIBaeTca Ha |P-
agpece oTnpasuTens;

- mpls-aware — BKatoyYeHue napcuHra L3/L4 3aronosKos
naketoe ¢  MPLS-meTkammn  ona  Bcero  yCTpoOWcTBa.
OnNuWOHaNbHbLIN MapaMeTp, aKTyaleH TOJIbKO C PeXMMamu
6anaHcnpoBku no L3/L4-3aronoBKam nakera.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue

show interfaces

channel-group [group] group: (1..24) MokasbiBaeT MHGOPMaLMIO NO rpynne KaHanoB..

5.11.1 CmamuuecKue 2pynnsl azpe2ayuu KaHA108

®yHKUMeN cTaTuyeckmx rpynn LAG asnseTcA o6beauHEHNE HECKOIbKUX PU3MYECKMX KaHaNOoB B
OAMH, 4TO MO3BOJIAET YBEAMYUTb MPOMYCKHYD CNOCOBHOCTb KaHafa W MNOBLICUTL  €ro
OTKa30yCTOMYMBOCTb. [1NA CTAaTUYECKUX FPYynn NPUOPUTET UCNONb30BAHUA KaHaNoB B 06begMHEHHOM
ny4yke He 3agaeTca.

/ Dna BkAloueHua paboTtbl UHTepdelica B cocTaBe CTaTUUECKOI rpynnbl UCNoNb3yiiTe
KomaHay channel-group {group} mode on B pexxume KoHdUrypuposaHma
cooTBeTcTByloLWero uHtepdelica.

5.11.2 NMpomokKon azpezayuu KaHanos LACP

dyHKuuent npotokona Link Aggregation Control Protocol (LACP) saBnsetca obbeanHeHue
HECKONIbKNX GU3NYECKUX KaHaNoB B OAWMH. ArpermpoBaHuve KaHasioB MCMNOb3yeTca ANA YBeAnYeHun
MPOMYCKHOM CMOCOBHOCTM KaHana M MNOBbIWEHUA ero oTKasoyctonumsoctu. LACP nosBonser
nepegasaTb TPaduK No 06beANHEHHbIM KaHaaM B COOTBETCTBUM C 3aZ4aHHBIMWU MPUOPUTETAMM.
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v/

uMHTepdeinca.

Ona BknoueHnna pabotbl HTepdeiica no nporokony LACP ucnonb3yitte KomaHay
channel-group {group} mode auto B pexxume KoHGUrypnpoBaHUA COOTBETCTBYIOLLLETO

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.51 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (1..65535)/1

YcTaHaBAnBaeT NPUOPUTET CUCTEMbI.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabnuua 5.52 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymonyaHuio
MCNoib3yeTcA 3HayeHne
long

YcTaHaBAMBaeT aAMWHUCTPATUBHbLIN  TamayT
LACP:
- long — anutenbHoe Bpems TaiimayTa;

- short — manoe Bpemsa TarimayTa.

npoTokona

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535/1)

YcTaHaBaAunBaeT npuoputeT nHtepdeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 5.53 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show lacp {gigabitethernet
gi_port |
tengigabitethernet
te_port} [parameters |
statistics | protocol-state]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT wWHPopmaumwo o npotokone LACP anAa
uHtepoerica Ethernet. Ecnn gononHUTenbHble napameTpbl He
ncnonb3sytoTcs, To byaeT nokasaHa BcA MHbOpMaLms.

- parameters — MOKasbiBaeT nNapameTpbl  HACTPOWKMK
NPOTOKONa;

- statistics — noKasbIBaeT CTaTUCTUKY PaboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosaHWe paboTbl NPOTOKONA.

show lacp port-channel
[group]

group: (1..24)

MokasbiBaeT MHpopmaumio o npoTokone LACP ana rpynnbl
nopToB.
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5.12

[pumepbl 8b1M0AHEHUS KOMAHO

= Cos3pgatb nepByto rpynny nopTos, paboTatowyto no npotokony LACP 1 BKkatoyatouyto ABa
uHTepdeiica Ethernet — 3 n 4. CkopocTb pabotbl rpynnbl — 1000 M6éut/c. YcTaHOBUTL
npuopuTet cmctemsbl — 6, npnoputetbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6

console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface gigabitethernet 1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) #exit

console (config) #interface gigabitethernet 1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #exit

Hactpoiika IPv4-agpecayumn

B paHHOM pasgene onmcaHbl KOMaHAbl 4N1A HaCTpOI‘;IKM CTaTUYECKUX NapaMeTpoB IP-ap,pecau,MM,

TaKMX Kak IP-agpec, macka nopcetu, W3 Mo ymondaHuto. HacTpoiika npotokonos DNS u ARP
onncaHa B COOTBETCTBYIOLWMX pa3aeniaXx AOKYyMeHTauuu.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet, uHmepdgelica epynnei

nopmos, VLAN, uHmepagetica Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypupoBaHusa wuHTepdeiica Ethernet,

nHTepoelica rpynnbl nopTos, MHTepdelicos VLAN:

console (config-if) #

Tabnunua 5.54 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HaueHue Aeiicmeue

ip address ip_address mask HasHaueHve 3agaHHomy wWHTepdeiicy IP-agpeca, macku

[gateway | prefix_length] prefix_length: (8 .. 30) noAceTn n agpeca WA03a No YyMOAYaHUIO.

no ip address [ip_address ] Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp MNonyuyeHune IP-agpeca gns HacTpamBaemoro uHTepdeica ot
DHCP-cepsepa.

- V He ucnonbsyetca ans loopback-unrepdeiica

no ip address dhcp 3anpeT ucnonb3oBaHua npotokona DHCP gna nonyyeHua IP-
afpeca BblbpaHHbIM MHTEPdEicom.

ip unnumbered vian PaspewaeT KoHdurypupyemomy uHTepdeicy 3amMmcTBOBaTb

vlan_id IP-apgpeca untepodetica VLAN vian_id.

vian_id: (1..4094) dyHKUMA NpuMeHnma Tonbko gna VLAN uHtepdeiicos.

no ip unnumbered vian OTKAtoYaeT GYHKUMIO 3aMMCTBOBaHMA agpeca.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106a1bHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnnuya 5.55 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue

Aeiicmeue

ip default-gateway
ip_address

no ip default-gateway

-/WA03 N0 YMONYAHUIO He
3a4aH

3afaeT ANA KOMMYTaTopa agpec W33 No YMOAYAHMIO.

YaanseT HazHauYeHHbIN aApec LWJ3a No YMOYAHUIO.

ip helper-address
{ip_interface | all}
ip_address [udp_port_list]

no ip helper-address
{ip_interface | all}
ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumto  WwMpokKoselatenbHolx  UDP-
NakeToB Ha onpefesieHHbIN agpec.
- ip_interface — IP-appec wuHTepdelica, ANA KOTOpPOro

BbIMO/IHAETCA HAaCTPOMKa;

- all — no3BonseT BbIGpaTh BCe IP-MHTEpPdENChI YCTPONCTBA;

- ip_address — IP-agpec Ha3HauyeHMs, Ha KOTopblA 6yayT
nepeHanpasnATbcA nakeTbl. 3HaveHue 0.0.0.0 oTkAO4aeT
nepeagpecaumuio;

- udp_port_list — cnucok noptoe UDP. LUnpokoBseLaTeibHbI
TpaduK, HaNpPaBAEHHbIN Ha NepeyYncneHHble B CNUCKe NOpTbl,
noasepraetcA  nepeagpecauun. MaKcumanbHoe — obuiee
KOJIMYECTBO NOPTOB U afPECOB HA YCTPOICTBO - 128.

OTMeHsAeT nepeaapecaLmio Ha 3afaHHbIX MHTepdericax.

ip unnumbered proxy-arp

no ip unnumbered proxy-
arp

-/BbIK/OYEHO

BKAtoyaeT peTpaHcaaumio coobuweHnin npotokona ARP mexay
MHTepdecamn, KOTOpble  MCMOAb3YIOT  TEXHOOTUIO  ip
unnumbered.

OTKkAoyaeT pyHKumio ARP proxy.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnunua 5.56 - KomaHab! pexkuma Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

clear host dhcp {name | *}

name: (1..158) cumsonos

Ypanaet u3s namATu NosydyeHHble no npotokony DHCP 3anucu
COOTBETCTBUIN MMeH MHTepdeicos u ux IP-agpecos.
* - yAanuTb BCE COOTBETCTBUSA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

Otnpasnsaer 3anpoc kK DHCP-cepsepy Ha obHoBneHue IP-
agpeca.

- force-autoconfig — npu o6HoBNeHMM IP-aapeca 3arpy:kaeTcs
KoHoUrypaums c TFTP-cepsepa.

show ip helper-address
[ip_interface ]

OTobparkaeT Tabnuuy nepeagpecaumm LIMPOKOBELLATE/bHbIX
UDP-nakeToB.

KomaHOobi pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexxknme EXEC:

console>

KomaHga pexxnma EXEC npeacrtaBneHs! B Tabanye 5.57.
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Tabnnuya 5.57 - KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |
vlan vian_id | loopback
loopback_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKasbiBaeT KoHoUrypaumio IP-agpecaumu Ana yKasaHHOroO
MHTepodeiica.

[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHutio - 192.168.16.2:

console

"  cnonb3oBaTtb

TexHonormo IP

ncnonbsyembix |IP aapecos)

console (config) #interface vlan 100

unnumbered

(config) # ip default-gateway 192.168.16.2

(I'IO3BOJ'IHGT COKpPaTUTb  KOJZIM4eCTBO

console (config) #ip address 100.0.0.1 /24
console (config) #interface vlan 1001

#ip unnumbered vlan 100

console (config) #interface vlan 1002
console (config) #ip unnumbered vlan 100

(

(

(
console (config

(

(

5.13

Hacrpoiika Green Ethernet

Green Ethernet — TEXHON0IMMA, N03BONAKOWAA CHU3UTbL 3Hepron0Tpe6neHme yCTpOﬁCTBa 3a cyet
OTKNKOYEHUNA NUTAaHNA ONA HEAKTUBHbIX 3/TEKTPUYHECKUX NOPTOB U U3SMEHEHUNA YPOBHA nNepeaaBaemMmoro
CUrHana B 3aBUCMMOCTU OT A/INHDbI Kabens.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKK B pexknme rnobanbHOro KOHGUrypupoBaHua:

console (config) #

Tabnunua 5.58 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHus

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
green-ethernet energy- Bk/itoyaeT 3Heprocbeperalolmin  pexnMm OA8 HEeaKTUBHbIX
detect nopTos.
-/BKAIOYEHO -
no green-ethernet energy- OTKNtoYaeT 3Heprocbeperawomii Pekum ANs HeaKTUBHbIX
detect nopTos.
green-ethernet short-reach BKntouyaeT sHeprocbeperatowmii  pexum Ana  noptos, K
KOTOpPbIM MOAK/IOYAIOTCA YCTPOWMCTBA C ANMHOM Kabens
noAKAoueHns MeHbLLe noporoeoro 3HauYeHusn,
-/BKAIOYEHO yCTaHaBAMBAEMOro C MOMOLLBIO KOMaHAabl green-ethernet

short-reach threshold.

threshold value

no green-ethernet short-
reach threshold

value: (0..70)/40 meTpos

no green-ethernet short- OTKAtoYaeT 3HeprocbeperaloWnini  peskMM Ha OCHOBaHWUM
reach ONVHbI Kabens.
green-ethernet short-reach YcTaHaBAuMBaeT noporosoe 3Ha4YeHue ans

sHeprocbeperatowero pexkmma short-reach.

Bo3BpallyaeT HaCTPOMKM NO YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabanuya 5.59 — KomaHabl pexkmma KoHourypmposaHua nHtepdelica Ethernet

3HavyeHue/3Ha4veHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
green-ethernet energy- Bk/itouaeT sHeprocbeperatolwuii pexxum ansa nHtepoerica.
detect
-/BKAOUEHO — —
no green-ethernet energy- OTKAtOYaeT aHeprocbeperaoLwmii pexxum ans nHtepdeica.
detect
green-ethernet short-reach BKntoyaeT sHeprocbeperaowmnii pexknMm Ha OCHOBAHUWN ANIUHbI
Kabens.
-/BbIK/IIOYEHO —
no green-ethernet short- OTKAtoYaeT 3Heprocbeperalolmii  PeKMM Ha OCHOBaHWUU
reach ONVHbI Kabens.
green-ethernet short-reach MepmaHeHTHO BKAOYAET 3HeprocbeperaOWUin pexum ans
force nopra.
-/BbIKNOYEHO "
no green-ethernet short- MepmaHeHTHO BKIOYAET 3HeprocbeperaOWUin pexum ans
reach force nopra.
KomaHOs! pexcuma Privileged EXEC
Buna 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:
console#
Tabnuua 5.60 - Komanapl pexkuma Privileged EXEC
KomaHda 3HaveHue Aeiicmeue

show green-ethernet
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTob6parkaeT CTaTUCTUKY green-ethernet.

reset

green-ethernet power-meter C6paCbIBaeT CYETHUK nameputTena MOoLHOCTU.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

consolef#show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 83% (5.57W out of maximum 6.69W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gi0/1 on off LU on off off LL < 50
gi0/2 on off LU on off off LL < 50
gion/3 on off LU on off on < 50
gi0/4 on on on off off LD

gi0/22 on off LU on off on < 50
gi0/23 on off LU on off off LL 50 - 80
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gi0/24 on off LU on off off LL 50 - 80
tel/1 on off LT on off off LT
te0/2 on off LT on off off LT
te0/3 on off LT on off off LT
te0/4 on off LT on off off LT

— LU —vHTepodeic HaxoamTca B cocTossiHumn UP;

— LD —viHTepdeiic HaxoguTca B coctosHun DOWN;

— LL- pnvHa kabens, NnoAKAOYEHHOTO K MHTepdEeNnCy NpeBbIaeT NOPOroBoe 3HA4YEHUE;
— LT —wnHTepdeiic ABNAETCA ONTUYECKUM.

5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTtatopbl MES3000 nogaep»kusatot paboty no npoTtokoay IPv6. Moaaepskka IPv6 asnsetca
BaXXHbIM [OCTOMHCTBOM, MOCKOJIbKY NpOTOKOA IPv6 npu3BaH, B NepcrnekTMee, MNOJHOCTbIO 3aMEHUTb
agpecaumio npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeeTt pacwmpeHHoe agpecHoe
npoctpaHctBo — 128 6uT Bmecto 32. Aapec IPv6 npeactasnset coboit 8 6/10KOB, pasaefieHHbIX
ABOETOUYMEM, B KaXKa0M 6710Ke 16 6UT, 3aNMCaHHbIX B BUAE YETbIPEX LWECTHAALATEPUUHbIX YNCEN.

MomMUMO yBeAnYEeHMA afpPEecHOro NPOCTPAHCTBA NPOTOKOA IPV6 MMeeT Mepapxmyeckyto cxemy
afpecaunn, obecneymBaeT arperauMio MaplpyToB, ynpoLliaeT Tabauuy mapluipyTMsauumn, npu 3Tom
3dPEKTUBHOCTb PaboTbl MapLIPyTU3aTOPaA NOBLIWAETCA 3@ CYET MeXaHW3Ma OBHapyXKeHUA CocemHUX
Y3/108B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HayaloTcA WMHTepdeicam, noaTomy npwu
ncnosab3oBaHuKM IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmin popmar:

<ipv6-link-local-address>%<interface-name>

roe
interface-name — vma nHTepdeica:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7]|8]9

physical-port-name = gigabitethernet (1..8/0/1..24)| tengigabitethernet (1..8/0/1..4)

V Ecnu 3HauyeHue rpynnbl MM HECKONIbKUX FPYNN NoApAA4 B agpece npotoKona IPvé pasHo
HyAto - 0000, To AaHHbIe rpynnbl MOryT 6bITb onyLweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cOKpawieH ao FE40::AD21:FE43.
CoKpalueHu1to He MOryT 6biTb NOABEPrHyTbl 2 pa3geneHHble HyneBble Fpynnbl U3-3a
BO3HMKHOBEHMA HEOAHO3HAYHOCTH.

y EUI-64 - 3T0 wuaeHTMdUKaTOp, CO3AaHHbIN Ha 6ase MAC-agpeca wuHTepdeiica,
V asnawwmiica 64 mnagwmmm 6utamm IPve-agpeca. MAC-agpec pasbuBaetca Ha gBe YacTu
- no 24 6uTa, mexay Kotopbimu gobasnserca KoHctaHTa FFFE.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoro KoHGUryprupoBaHus:

console (config) #
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Tabnnuya 5.61 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue o

ipv6_address4]

no ipv6 host name

(1..158) cumsonios

KomaHnoa Aelicmeue
YMOAYAHUIO

ipv6 default-gateway 3apaeT 3HauyeHWe JlIoKanbHOro agpeca IPv6-wniosa  no
ipv6_address - YMONYAHMIO.
no ipv6 default-gateway Ypanser HacTpolKku IPv6-1unt03a No yMONYaHUIO
ipv6 host name
ipv6_address1 Co3paeT CTaTMYecKylo 3anucb, CTaBAWLYIO B COOTBETCTBUE
[ipv6_address2... name: ceTeBOMY MMeEHM ycTpolicTea IPvb-aapec.

Ypanaetr cTaTMyeckylo 3anucb cootseTcTBuAa IPv6-agpeca wm
CeTeBOro MMeHW yCTPOWCTBa.

ipv6 neighbor
ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|
vlan vian_id}
mac_address

no ipv6 neighbor

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

Co3paeT crtaTudeckoe cootBeTcTBue mexay MAC-agpecom
cocefHero ycTponcTtsa 1 ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaetr cratuyeckoe cootseTcTBue mexay MAC-agpecom
cocefHero ycTponcTtaa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0 ..2147483647)/100
bucketsize: (1..200)/10

3agaeT orpaHuyeHue ckopoctu ana ICMPv6 coobuieHuii ob
olInbKax.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (VLAN, Ethernet, Port-Channel,

Loopback)

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabnvua 5.62 — KomaHabl pexkMma KoHUrypmpoBaHua uHTepdelica (Ethernet, VLAN, Port-channel,

Loopback)
3HavyeHue/3Ha4veHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
ipv6 enable BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

[no-autoconfig]

no ipv6 enable

OTKAtoYaeT noaaepKky IPv6 Ha nHTepdeiice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

no ipv6 address
lipv6_address/
prefix_length] [eui-64]

prefix-length:
(3..128)
(64 ecnu ucnonb3yetcs
napamertp eui-64)

3apaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — |Pv6-ceTb, Ha3HauyeHHasa wWHTepdeicy (8
6/10KOB pa3geneHHbIX ABOETOYMEM, B KAXKA0M 610Ke 16 6uT,
3anunCaHHbIX B BUAE YETblpex WecTHaALaTePUYHbIX Ymucen);

- prefix_length — pnvHa npedukca IPv6 — necatmyHoe ymcno —
KO/ZIMYECTBO CTapLimx BUT agpeca cocTaBaaowmx npedukc;

- eui-64 — naeHTUPUKaATOP, CO3aaHHbIM Ha B6aze MAC-agpeca
nHTepderica, 3anucbiBaeTcs B 64 mnaawmx buta IPv6 agpeca;

- anycast — yKa3bIBaeT, YTO 3aJaHHbIN aapec anycast-aapec
(oo 64 nHtepdeliicos IPV6) .

Ypanset IPv6-agpec c uHTepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonuyaHutio
aBTOMaTUyecKas
KOHbUrypauma BKIOYEHa,
ajpeca He Ha3HayeHbl.

BKkAtoyeHne aBTomaTUyecKkon KoHdurypauumn IPvb-aapecos Ha
uHTepderice. Aapeca HacTpauBalOTCA B 3aBUCMMOCTU OT
npedunKcoB, KOTOpble MNoOJy4YeHbl B coobueHnax «Router
Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

ipv6 address ipv6_address/
prefix_length link-local

no ipvé address
[ipv6_address/prefix-length
link-local]

Mo YMONYAHUIO 3HaYeHUe
JIOKaNbHOTO agpeca:
(FES0::EUI64)

3apaeT noKanbHbIN IPv6-agpec nHTepdeiica. Crapwme 6uTbI
NokanbHbIX IP-agpecos B IPv6 — FE8O::

Ypansiet nokanbHbIN IPv6-agpec.
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ipv6é nd dad
attempts_number

attempts

attempts_number:

3afaeT KoNMYecTBo coobleHNn-TpeboBaHWI, nepesaBaembIx
MHTeppencom B3aMMOLENCTBYIOLLEMY YCTPONCTBY B C/yyae

0..600)/1
( / obHapyKeHusa aybavkauum (konnmsmm) IPve-agpeca.
ipv6 unreachables BkntoyeHne ICMPV6 cooblueHuii 0 HeaOCTUKMMOCTHM agpecaTa
-/BKAIOYEHO npu nepegaye NakeToB Ha onpeneneHHbIV MHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ipv6 mld version version

no ipvé mld version

version: (1,2)/2

OnpepeneHuve sepcuum npotokona MLD ana nHtepdeiica.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

ipv6 mld join-group
group_address

no ipvée mld join-group
group_address

3agaeT MLD-coobueHns gna onpeaeneHHon rpynnbl.
- group-address — IPv6-agpec rpynnbl MHOroagpecHom
PaccbINKK.

OTmeHAeT oT4eTHOCTb W ypanaeT |P-agpec w3
MHOroaZpecHOM PacCblIKM.

rpynnbi

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabanuya 5.63 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ipv6 set mtu

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

{ bytes | default}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)
bytes: (1280 .. 65535)
/1500

3apgaet 3HayeHne MTU ansa IPV6 nakeTos.

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address]
[mac-address mac_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MokasbiBaeT MHbOpMaLMO O cocegHux IPv6 ycTpoicTeax,
coAepKallytoca B Kalue.

- static — noKa3sbIBaeT cTaTMYecKMe 3anucy;

- dynamic — nokasblBaeT AMHAaMMUYECKME 3anmncK.

clear ipv6 neighbors

OumiaeT Kaw, cogepwawmii MHGOPMaLMIO O COCemHMX
yCTpoicTBax, paboTatowmx no npotokony IPv6. MHbopmauus
O CTaTUYeCKUX 3annCAX COXpPaHAETCA.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.64 — KomaHabl pexkuma EXEC

KomaHda

3HauyeHue

Aelicmeue

show ipv6 interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vian_id | loopback
loopback_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKa3blBaeT HACTpPOMKM npoTokona IPv6 Ansa yKasaHHOro
nHTepodelica.

show ipv6 route

MNokasbiBaeT Tabanuy IPv6-mapLipyToB.

show ipv6 icmp error-
interval

MokasbiBaeT HacTpolikm ICMPV6 coobuieHuit 06 owmnbKax.
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[pumepbl 8b1M0AHEHUS KOMAHO

MoKas3aTb AMHaMMYecKMe 3anmcK B Tabanue MapLipyTM3aLmmn o coceaHux IPv6 ycTpoicTaax.

consolef#show ipv6 neighbors dynamic

Interface IPv6 address HW address State Router

VLAN 1 5629:78:13::6782:B588:1ABS 00:00:03:08:D8:98 REACH

BO3MOXKHble COCTOAHUA:

INCMP (Incomplete) — Mpoueaypa paspelleHnn agpeca BbIMONHAETCA Ha BXoAe. ITO O3HauvaerT,
4yTo 3anpoc O coceacTBe Obll OTNpPaBAEH HA TPYNNOBOM agpec, HO COOTBETCTBYHOLLEE
noATBepPKAEHME O COCEACTBE elle He 6bl10 NoAyYeHO.

REACH (Reachable) — NonoxuntenbHoe noaTsep:KaeHne o TOM, YTo NyTb A0 COCeAHEro yCTpoicTBa
DYHKUMOHUPYET BepHO, BbII0 NOAYyYeHO B TeyeHWe nepuoga «aocTuknumoctn» (ReachableTime,
mc). MoKa coceaHee YCTPOWCTBO AOCTUXMMO, U OBMEH NakeTamMu MAET HOPMasbHO, HUKaKMX
CNeumnanbHbIX 4eACTBUIA He NpeanpUHUMaETCA.

STALE — TlonoxuTesbHOE MNOATBEP)KAEHME O TOM, 4YTO MyTb A0 COCEAHEro YCTPOMCTBA
bOYHKUMOHMPYET BepHO, OblN0 NOAYyY4eHO B TeyeHWe BpemeHW Oosbluero, 4Yem nepuog
«gocTuknumoct» (ReachableTime, mc). MNMoKa cocegHee yCTPOMCTBO AOCTUMKMMO, U 0BMeEH
nakeTamu UAEeT HOPMaNbHO, HUKAKMX CNeLMabHbIX AeACTBUIN He NpegnpuHMMaeTca.

DELAY — TloNoXUTe/ibHOE TMNOATBEPXKAEHWE O TOM, 4YTO NyTb A0 COCEAHEro YCTPOWMCTBa
bOYHKUMOHMPYET BepHO, OblN0 NOAYyY4eHO B TeyeHMe BpemeHW Oosbluero, 4Yem nepuog
«pgocTuRnumoctm» (ReachableTime, mc) 1 NOBTOpHbLIN 3anpoc 6bi1 NnepedaH B Te4eHMe MHTepBaa
BpeMeHn oTBegeHHoro Ha nonbITKy (DELAY_FIRST PROBE_TIME, ceK). EcnnM nonoxuTenbHbli
OTBET He nNpuaeT B TeyeHue WHTEpPBAsla BPEMEHM, OTBEAEHHOTO Ha  MOMbITKY
(DELAY_FIRST_PROBE_TIME, cek), To COCTOAHME MYTU OO0 COCEAHEro YCTPOMCTBA M3MEHMTCA Ha
PROBE.

PROBE — 3anpocbl 0 coceactse nepuoamyecku nepenaroTca C UMHTepBasoM «peTpaHCAAuUn»
(RetransTimer, mc) A0 Tex Nop, NOKa He byaeT Nosy4eHo NoNOKUTENbHOE NOATBEPKAEHUE.

5.14.2 TyHHenupoeaHue npomokKona IPv6 (ISATAP)

®dyHKUMA TyHHenupoBaHua TpaduKka IPv6 Ha 6ase npotokona ISATAP (Intra-Site Automatic

Tunnel Addressing Protocol) nossonsetr ocywecTBnATb nepegadyy Tpaduka IPv6 uyepes cetn ¢
aapecaumelt IPv4. Takum obpasom, y3nbl c agpecaumnen IPv6, noaaep>kusawolime TyHHeAMpPOoBaHUe
ISATAP, moryT coobLaTbcs, MHKancyanpysa TpaduK B NaKeTbl C 3aro/ioBKom |Pv4.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHOro KOHGUIypUpoBaHus:

console (config) #

Tabnunua 5.65 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

interface tunnel number

number: (1)/-

1. Co3paet uHTepdelic TYHHeNNpPOBaHUA.
2. OcywecTBnseT BXOA4 B PEXUM KOHPUrypupoBaHUA
MHTepdenca TyHHeIMPOoBaHUA.

tunnel isatap query-interval
seconds

seconds: (10..3600)/10 cek

no tunnel isatap query-
interval

YcraHaBnauBaer  nepuog  mexgy DNS  3anpocamm,
OTMpaBAAEMbIMX ANA aBTOMATUYeCcKoro onpegeneHus IP-
agpeca mapwpyTtusatopa ISATAP.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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tunnel isatap solicitation-
interval seconds
seconds: (10..3600)/10 cek

YcTaHaBAMBaeT nepuofs nepefayy 3anpocos, TpebyroLwmx
noaTBepXKAeHUA oT  maplupytusatopa ISATAP (B cnyuyae
OTCYTCTBMA aKTMBHOMO MapLupyTU3aTopa).

no tunnel isatap solicitation-
interval

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO

tunnel
isatap robustness number

number: (1..20)/3

3apaetr KonmdvectBo DNS-query 3anpocoB WM KOAMYECTBO
3anpocoB, nepegaBaembix MmapwpyTtusatopy ISATAP B
TeYeHWEe BPEMEHMU KMU3HU YCTAHOBNIEHHOTO COeAUHEHMUS.
Mepuoapl 3anpocos onpeaensetca Gopmynamu:

- ana DNS: (Bpema U3HKW MpUHATOE B OTBETE OT CEpBepa
DNS)/(number+1);

- ANA 3anpocoB K mappytusatopy ISATAP: (MMHMManbHOE
BpeMA  KWU3HM NpuHATOoe B oTBeTe oT  ISATAP
mapupyTtusatopa)/(number+1).

no tunnel isatap robustness

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pextuma myHHeAuposaHus

Bua 3anpoca KOMaHAHOM CTPOKM pexnuma TYHHeIMPOoBaHUA:

console#configure
console (config) #interface tunnel 1
console (config-tunnel) #

Tabnunua 5.66 — KomaHabl pexkMma TYHHeIMpPoBaHUs

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

tunnel mode ipv6ip isatap

no tunnel mode ipv6ip
isatap

-/BbIK/IIOYEHO

BkatouaeT noagepiKKy TyHHenupoBaHWA npoTokona IPve
yepes IPv4 npun nomouwm ISATAP.

Ona opHoro u Toro e wuHTepdeiica (Hanpumep
V Ethernet/VLAN) nogaepxka IPv6-agpecaumm u
TYHHE/IMPOBAHUA MOFYT COCYLLLEeCTBOBaTb BMecTe.
Bbibop ucnonbsoBaHuAa  IPv6-agpecauun  wam
TYHHe/npoBaHUA 6yaeT OCyLLecTB/IeEH HA OCHOBaHMMU

nHpopmauum o6 IP-agpece HasHaYeHUA.

BbikntoyaeT noaaep Ky TYHHeMpoBaHMA NpPoToKkona IPv6.

tunnel isatap router
router_name

no tunnel isatap router

-/BOMEHHBIM UMEHeM
ABNAETCA CTPOKa ‘isatap

’

330261 AomeHHoe umAa ana TyHHena IPv6. MNonb3osatenu ¢
aapecaumeit IPv4 6yayT MMeTb BO3MOXKHOCTb [OCTyna K
yCTpoicTBy (YCTPOMCTBO TYHHENMPOBAHMA) MPU BbINOJHEHUU
cTaHZapTHOM npoueaypbl DNS.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

tunnel source
{auto |
ip-address ipv4_address }

no tunnel source

-/IP-agpec He HasHayeH

KomaHaa HasHayaeT NoKanbHbIi IP-agpec TyHHeN, KOTopbli
6y4eT MCno/b30BaTbCA, B KayecTBe ajgpeca WMCTOYHWMKA, npu
OTMpaBKe NaKeTos.

- auto — IP-agpec byaeT aBTOMaTMYECKM Ha3HaYeH CUCTEMON.

Ypanaer nokanbHbIl IP-agpec TyHHens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 5.67 — KomaHab! pexkmma EXEC

KomaHda

Aelicmeue

show ipv6 tunnel

Moka3biBaeT MHHOPMALMIO O HACTPOMKAX TYHHENS.
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[pumepbl 8b1M0AHEHUS KOMAHO

BKNOUUTb MHTepdenc TYHHENNPOBAHWUA, HA3HaAYUMTb JAOMEHHoe Wums TyHHens — ABCD,

YCTAHOBMTb /IOKa/IbHbIN ip-agpec — 192.168.16.88.

console#configure
console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap
console (config-tunnel) #tunnel isatap router ABCD
console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.14.3 Hacmpolika ¢pyHKkyuu IPv6 RA guard

®yHKumA IPv6 RA guard npegocTaBAseT 3aWMTy OT aTaK, OCHOBAHHbIX HA paccbl/ike NoAAeNbHbIX
nakeTtoB Router Advertisement, paspeLuas OTCbI/IKy COOBLLEHMIA TONbKO C LLOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabanuya 5.68 — KomaHabl pexkmma rnobanbHoro KoHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd raguard

-/BbIK/IIOYEHO

no ipv6 nd raguard

PaspeluaeT KOMMyTaToOpy KOHTpOAMpoBaHue ¢yHKumMn IPv6
RA guard.

BbikntoveHue dpyHKumum IPv6 RA guard.

ipv6 nd raguard vlan
vlan_id

vlan_id: (1..4094)

PaspewaeTt KoHTponupoBaHue ¢yHKuuM IPv6 RA guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabnunua 5.69 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ipv6 nd raguard device-role Bbibop pexkuma paboTbl nopTa.
{ host | router} Jhost - host — 6n10KkMpoBKa BCex BxoaALmMx RA-coobueHunit;

- router — ¢unbTpaums RA-coobLEHNI B COOTBETCTBUM C
HaCTPOEHHbIMK NPaBUIaAMM.

ipv6 nd raguard match
access-list ac/

acl: (1..32) cumeona

BkntoyeHne ACL gna ¢ounbTpaumm RA-coobuieHuii B pexkume
router.
- acl —wnma ACL.

ipv6 nd raguard match
prefix-list prefix_list

prefix_list: (1..32) cumsona

BkntoyeHune prefix-list gna ¢éunbrpaymm RA-coobuweHuit B
pexkume router.
- prefix_list —ums prefix-list.

ipv6 nd raguard trusted-
port

-/BCE NOPTHI ABAAIOTCA
untrusted

[o6aBnseT nopT B CNUCOK AOBEPEHHbIX.
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5.14.4 Hacmpolika ¢pyHkyuu DHCPv6 guard

DHCPv6 guard — ¢yHKUMA, no3Bonsowas npeaoTspallaTb nossaeHne ctopoHHux DHCPv6-
CepBepoB B CETU, pa3peLlasn UX NCNOob30BaHME TOJIbKO Ha A0BEPEHHbIX MHTepdencax.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUryprupoBaHus:

console (config) #

Tabnnuya 5.70 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 dhcp guard

-/BbIK/OYEHO

no ipv6 dhcp guard

Pa3spelwaer KOmMmMyTaTopy KOHTPO/AMpPOBaHUE dYHKUMUK

DHCPv6 guard.

BbikntoueHune dpyHkunn DHCPv6 guard.

ipv6 dhcp guard vlan vian_id

vlan_id: (1..4094)

PaspelwaeT KoHTposupoBaHue ¢yHKumn DHCPv6 guard B
npeaenax ykasaHHoi VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:

console (config-if)#

Tabnnuya 5.71 — KomaHapl pexxuma KoHpurypuposaHusa nHtepoeica Ethernet

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
ipv6 dhcp guard device- Bbi6op pexknma paboTbl nopTa:
role { client | server } - client - coobweHna Tuna «advertise» wu  «relpy»
-/client oTbpacbIBaloOTCSH;
- server — coobueHna Tuna «advertise» u  «reply»

d)l/I/'Ipry}OTCﬂ NO YCTAaHOBNEHHbIM Npasuiam.

ipv6 dhcp guard match
server accsess-list ac/

acl: (1..32) cumeona

BkntoueHne ACL ana dunbtpaumm DHCPv6-coobuieHnin.
- acl —vms ACL.

ipv6 dhcp guard match
reply prefix-list prefix-list

prefix-list: (1..32) cumBona

Bkntouenue prefix-list gns punbrpaunmn DHCPV6-coobLLeHI.
- prefix-list — uma prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

-/BCE NOPTHI ABAAIOTCA
untrusted

[ob6asnseT nopT B CMWUCOK AOBEPEHHbIX. A A0BepeHHbIX
NOPTOB paspeLLeHbl BCE TUMbI COOBLLEHNA.

Ypanaet NopT U3 CNNCKa A0BEPEHHDbIX.

5.15 HacTtpo#Ka npoTokonos

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoOW 3agauyel npotokona DNS aABnsetca onpegeneHve IP-agpeca y3na cetn (xocTta) no
3anpocy, cogeprKallemy ero gomeHHoe ums. basa faHHbIX COOTBETCTBUN AOMEHHbIX MMEH Y3/10B CETU
n cooTeeTcTBytowmx um IP-agpecos sBeagetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rn1o6anbHOro KoHGUrypnposaHus:

console (config) #
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Tabnnua 5.72 - KomaHgb! pexuma rnobasbHOro KOHGUrypmpoBaHus

KomaHda

Aelicmeue

ip domain lookup

PaspewaeTt ncnonb3osaHune npoTokona DNS.

no ip domain lookup

3anpeLaeT ncnosb3oBaHue npotokosia DNS.

ip name-server
{serverl_ipv4_address|

serverl_ipv6_address}
[server-address2 ...

..server-address8]

Onpegenser |IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos. MosHo onpeaenutb |P-
ajpeca ANA BOCbMU CEPBEPOB.

no ip name-server
[server-address1 ...
.... server-address8]

Yaansaet IP-agpec DNS-cepBepa M3 cnucka AOCTYMHbIX.

ip domain name name

OnpeaenseT JOMEHHOE UMA MO YMOAYaHUIO, KOTopoe byaeT MCNoAb30BaTbCA NPOrpaMmon,
ONA  [ONONHEeHWA HenpaBW/IbHbIX AOMEHHbIX MMEH (4OMEHHbIX MMeH 6e3 Touku). Ona
OOMEHHbIX UMeH 6e3 TOYKM B KOHel, MMeHW byaeT [06aBNATbCA TOYKA WM yKasaHHoe B
KOMaHAe AoOMeHHOoe MMA. Mma AomKHO cogepaTb 1 o 158 cumBonos.

no ip domain name

YpansaeTr 4OMEHHOE UMSA MO YMOJYaHUIO.

ip host name address1
[address2 ... address4]

Onpegensetr cTaTU4YecKMe COOTBETCTBMA MMeH y3n10B cetu |P-agpecam, pobasnset
YCTaHOBJ/IEHHOE COOTBETCTBME B Kaw. DyHKUMA NoKanbHoro DNS. Uma gonkHo coaepskaTb oT
1 po 158 cumBonos. MoxKHO onpeaenntb 0 YeTbipex IP-agpecos.

no ip host name

Ypanaet cTaTMyeckme COOTBETCTBUA MMEH y3/10B ceTu IP-agpecam. Mma AOMKHO copepkaTb
ot 1 go 158 cumBonos.

KomaHObI pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxunme EXEC:

console#

Tabnunua 5.73 - Komanapl pexknma EXEC

KomaHda

Aelicmeue

clear host {name|[*}

YpanseT 3anvcb COOTBETCTBUA MMeHM y3na ceTu IP-agpecy Kawa nnbo Bce 3anuck (*). Nma
LOMIKHO comepaTtb oT 1 o 158 cumsonos.

show hosts [name]

OTobparkaeT AOMEHHOE MMA MO YyMoOaYaHuio, cnvcok DNS-cepBepoB, cTaTMyeckve U
K3LWMPOBaHHbIE COOTBETCTBUA MMEH Y3108 ceTu 1 IP-agpecos.

Mpu UCNoNb30BaHMM B KOMaHAE UMEHM Y3/1a CeTH, 0TODparkaeTca CoOTBETCTBYOWMIN emy IP-
agpec. Uma gonxkHo cogepxaTtb oT 1 o 158 cumBonOB.

[Tpumepbl UCNoAb308aHUA KOMAHO

Mcnonb3oBatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yCTaHOBUTb AOMEHHOE
MMA N0 YMONIYAHUIO - mes:

consolef#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain name mes

YCTaHOBUTb CTaTU4eCKoe COOTBETCTBME: y3en cetmh C UMEHEM eltex.mes umeet IP-a,cl,pec

192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoToKon paspelleHus aapecoB) — NPOTOKON KaHa/IbHOTO
YPOBHSA, BbINOAHAWWMI GyHKUMIO onpeaeneHns MAC-agpeca, Ha OCHOBAaHWM COAEpPrKalLerocs B

3anpoce IP-agpeca.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUrypupoBaHus:

console (config) #

Tabnunua 5.74 - KomaHab! pexxuma rnobasbHOro KOHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

arp

ip_address mac_ address
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|

vlan vian_id]

noarp

ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vlan_id]

ip_addr: (A.B.C.D);
mac_address: (H.H.H
H:H:H:H:H:H
H-H-H-H-H-H);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

[obaBnaet craTuyeckyt 3anucb cooTeeTcTBua IP m MAC-
agpecoB B Tabauuy ARP pansa  yKasaHHOrO B KOMaHZe
nHTepodelica.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatnyeckyto 3anucb coorsetcTtama IP 1 MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec

no arp timeout

sec: (1-40000000)/
60000 cek

HaCTpaMBaeT BpemAa XKWU3HU 3anucen B

Tabamue ARP (cek).

ANHaMUNYECKUX

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.75 - KomaHgb! pexuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

clear arp-cache

Ypanser Bce AMHammyeckue 3anucu u3 ARP  Tabauupbl.
(KomaHga pAocTynHa TO/MbKO AAAa  NPUBUAETMPOBAHHOIO
nosb3osaTens).

show arp

[ip-address ip_address |
mac-address mac_addres |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

ip_address: (A.B.C.D);
dopmat mac_address:
(H.H.H uaun H:H:H:H:H:H
nmnn H-H-H-H-H-H);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNokasbiBaeT 3anncu ARP-Tabauubl: Bce 3anmcu, ¢punbTp no IP-
aapecy; dpunbtp no MAC-agpecy; dunbTp no nHTepdeiicy.

- ip_address — IP-appec;

- mac_address — MAC-agpec;

- gi_port — Homep nHtepdelica Ethernet gl-g4;

- te_port — Homep nHTepoeiica Ethernet XG1-XG4;

- group — rpynna KaHanos.

show arp configuration

MokasbiBaeT rnobanbHyto KOHbUIrypauuio ARP 7]

KoHoUrypaumio ARP ana nHtepoeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIKNOYEHO

OTKNIOYaeT pexum npokcupoBaHua ARP-3anpocoB  ans
KOMMyTaTopa.
Bkntouaetr pexum npokcuposaHua ARP-3anpocos  gna
KOMMyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bug, 3anpoca KoMaHAHOM CTPOKKM B pexkume interface configuration:
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console (config-if)#

Tabnnua 5.76 - KomaHab! pexkuma interface configuration

3HayeHue/3Ha4yeHue no

elicmeue
YMOAYAHUIO A

KomaHda

ip proxy-arp Bkntoyaet  pexum  npokcupoBaHua  ARP-3anpocoB  Ha
HacTpanBaemom MHTepodeiice.

-/BbIKNOYEHO
OTKNlo4aeT pexum npokcuposaHua ARP-3anpocoB  Ha

no ip proxy-ar| .
P proxy-arp HacTpanBaemom MHTepodeiice.

HacTpavBaeT Bpems »KWM3HUM AMHAMUYECKUX 3anuceid B

arp timeout sec .
P Tabnuue ARP (cek) ana HacTpamBaemoro nHTepdeiica.

sec: (1-40000000) cekyHg,
YcTaHaB/MBaeT 3HayeHMe MO YMONYaHWUo (ycTaHaBaMBaeTcA

no arp timeout
P rnobanbHo).

[pumepbl UCI016308AHUS KOMAHO

= [Jlo6aBuTb cTaTUyecKyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBUTb BpeMS XU3HM AMHaMU4YecKux 3anuceir B8 ARP-Tabaunue — 12000
CeKyHA:

console#configure

console (config)#arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet
1/0/2

console (config) #fexit

consolef#arp timeout 12000

= [lokasaTtb coaepkumoe ARP Tabnuubi:

console#show arp

VLAN Interface IP address HW address status

vlan 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumu. MpoToKon no3soaseTr
pacnpocTpaHuTb no cetn maeHtuoumkatopol VLAN. OcHoBHOM ¢dyHKuMelt npoTokona GVRP sasnsetca
obHapyKeHne uHbopmaumm 06 oTcyTcTBylOWMX B Ha3e AaHHbIX KommyTtatopa VLAN-cetax npwu
nosnyyeHmm coobuweHunit GVRP. Monyuns uHpopmaumto 06 oTcytcTeytowmx VLAN, KommyTaTop
nobasnseT ee B cBOO 6a3y AaHHbIX.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHua:

console (config) #

Tabnunua 5.77 — KomaHabl pexkmuma rnobanbHoOro KoHGUrypuposaHus

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOMYAHUIO
gvrp enable BkntoyaeT ncnonb3osaHue npotokona GVRP kommyTtaTtopom.
-/BbIKNIOYEHO
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP kommyTtaTopom.

Ethernet-kommymamopesi cepuu MES3000 101



HELTEX

KomaHObI pexuma KoHguaypuposaHua UHmepgelica (duana3oHa uHmepgelicos)
Ethernet, uHmepageulca 2pynnbl MOpPMos

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| tengigabitethernet
te port|port-channel group}

console (config-if) #

Tabanuya 5.78 — KomaHzabl pexkuma KoHourypmuposaHus nHtepderica Ethernet, rpynnol uHTepdelicos

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHda

gvrp enable Bkntovaer MCNonb3oBaHune npoTokona GVRP Ha
HacTpanBaemom uHTepodeiice.

-/BbIK/NOYEHO
no gvrp enable BbikntovaeT  ucnonb3osaHue  npotokona  GVRP Ha

HacTpanBaemom uHTepodeiice.

garp timer timer_value: (10- YcTaHaBnAMBaeT 3HayeHus TalimeposB npoTokosna  GARP

{join | leave | leaveall} 2147483640) mc (onucaHwue Taitmepos npuseaeHo B Tabavue 5.80).

timer value 3HauyeHus No ymonyanuio: | - timer_value — 3HaueHue Taimepa (80/1KHO 6bITb KpaTHO 10).
— join: 200 mc;

no garp timer leave: 600 mC; YCTaHOBWTb 3HAaYEHMA NO YMOAYAHUIO.

leaveall: 10000 mc

gvrp vlan-creation-forbid 3anpewiaet AMHaMUYecKoe M3MeHeHune unu cosgaHue VLAN
ONA HacTpaMBaemoro uHtepdelica.

no gvrp vlan-creation- -/paspewero Paspewaetr gmMHamuueckoe nameHeHve wman cosgaHme VLAN

forbid ANA HacTpansBaemoro uHTepderica.

gvrp registration-forbid BbinonHAeT cHATME peructpaumm gna Bcex VLAN u He
M0 yMONUaHWIO CO3AAHNE | nopyckaeT cO3AAHMA MAM  perucTpauuu Hosbix VLAN Ha
n pernctpauma VLAN Ha AaHHOM WHTepdeiice.

no gvrp registration-forbid MHTEpdeiice paspelena YcTaHaBAMBaEeT 3HaYeHMeE N0 YMOIYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus VLAN:

console#configure
console (config) #interface vlan vlan id
console (config-if) #

Tabnnua 5.79 — KomaHabl pexkmma KoHpurypmposaHma VLAN

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymMoa4YaHuro
gvrp advertisement-forbid 3anpewaeTt aHoHcuposaHue VLAN no npoTtokony GVRP
no gvrp advertisement-forbid - OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP
Tabnunua 5.80 — OnucaHue Talimepos GARP
Talimep GARP 3HayeHue

Onpepenset MHTEpBan nepegayM 3anpocoB Ha npucoeauHeHwe B rpynny VLAN
Join Timer (ananasoH 3HauyeHnit ot 10 po 2147483640 MWUANUCEKYHA, 3HayeHWe no
ymonyaHuto — 200 MUAUCEKYHA).
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Leave Timer

Onpepenset WUHTEpPBas, KOTOPbIA UHTepdeinc byaeT oxuaaTb nepes BbIXOAOM U3
rpynnbl VLAN (gMana3oH 3HayeHuit oT 10 ao 2147483640 MUNAUCEKYHA, 3HaYeHNe
No ymonyaHuio — 600 MUANUCEKYHA).

Y

3HaueHue Leave Talimepa A[OMKHO 6biTb 6Gonble WMAM PaBHO Tpem
3HayeHuam Join Talimepa.

LeaveAll Timer

Onpepensetr vHTepBan, KOTopbli MHTepdelic byaeT oXuaatb nepes OTNPaBKOM
3anpoca LeaveAll Ha nonHoe oTkaoueHue ot rpynnbl VLAN (AManasoH 3Ha4YeHuit ot
10 po 2147483640 MUANUCEKYHA, 3HAayeHMe MO ymonyaHuto — 10000
MWUJINCEKYHA).

Y

3HaueHue LeaveAll Taiimepa A0MKHO 6bITb HaMHOro 6onblie 3HaueHUA
Leave Taimepa.

v
v

nopry.

.-

3HaueHua GARP TaiimepoB A,0/1KHO 6bITb O4UHAKOBbLIM ANA BCEX B3aUMOAENCTBYIOLLMUX
yctpoicts. Ecam 3HaueHua TaimepoB 6yayT OTAINMYATLCA, TO KOMMYTATOP MOXKET
HEKOpPPEeKTHO paboTtaTb no npotokony GVRP.

B3aumopgeiictBue HeTErMpoBaHHOrO NOPTA C TETMPOBaHHbIM MOXET 6bITb
AaAMUHUCTPATUBHO onpeaeneHo NyTem yCTaHOBKU 3HayeHua PVID Ha HeTermpoBaHHOM

NHTepdeiic, HacTpoeHHbI B peXxume nopta goctyna (Access port), He moKeT pabortaTtb no
npotokony GVRP, NoCKO/NbKY OH Bcerga ABAAETCA YI1eHOM TO/IbKO ogHou rpynnbl VLAN.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.81 — KomaHgpbl pexkmma privileged EXEC

KomaHda

3HavyeHue Aeiicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OuuniLaeT HaKONEHHYHO CTAaTUCTUKY NpoToKosa GVRP.
gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..24)

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.82 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

Moka3biBaeT  KoHbUrypaumto npoTokona  GVRP
yKasaHHoro nHtepdeiica, imbo ana Bcex nHTepdeicos.

ans

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);

group: (1..24) [MoKa3blBaeT HAKOMNNEHHYO CTaTUCTUKY Mo npotokony GVRP

015 YKa3aHHOTro uHTepderica, inmbo ana scex MHTepdencos.
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show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

MoKkasbiBaeT CTaTUCTUKY No owubkam npu pabote
npoTtokona GVRP gns yKkasaHHoro uHTepdeiica, nmbo pnn
BCEX MHTepdencos.

5.15.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIA MexaHU3M M03BO/IAET YCTPOMCTBY OTC/AEXMBATb 3aKO/bLOBaHHbIE MOPTbl. leTna Ha

nopty obHapy»xuBaeTcs

NyTEM OTCbIJIKU

KoMMmyTaTopom ¢dpeinma

C aApecom HasHauyeHus,

coBnagarowmm ¢ ogHum us MAC-agpecoB yCTpOMNCTBa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r106abHOro KOHOUIrypmupoBaHus:

console (config) #

Tabnnua 5.83 - KomaHAb! pexkrMma rnobasbHOro KOHGUrypupoBaHua

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIK/OYEHO

BkatouaeT mexaHu3sm 06Hapy>Keva netesb ANA KOMMYTaTOpa.

BoccraHaBnunBaeT 3HaYeHMe NO YMONYAHMUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/30 cekyHz,

YcTaHaBAMBaeT UHTepBan mexay loopback-pperimamu.
- seconds — UHTepBan BpemeHun mexay LBD dpernmamu.

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHMIO

loopback-detection mode
{src-mac-addr |
base-mac-addr | multicast-
mac-addr}

-/src-mac-addr

YcTaHaBAMBAET PeXXMM OOHAPYKEeHUs NeTenb:

- src-mac-addr — onpegenset, yuto MAC-aapec HasHayeHua —
MAC-agpec nHtepdeliica;

- base-mac-addr — onpegensert, yto MAC-agpec HazHayYeHus —
MAC-agpec ycTpoiicTBa;

- multicast-mac-addr — B KauyecTBe agpeca HasHayeHuUsA
MNCMONb3YyeTca rpynnoBoi agpec.

loopback-detection
vlan-based

no loopback-detection
vlan-based

- /BbIKNIOYEHO

BkntoyaeT pexum obHapyxeHua netam Bo VLAN. [Mpwm
Hanmumm netam 8o VLAN pgaHHas VLAN 6yzet 3abi10KknpoBaHa
Ha MopTy, HAa KOTOpPOoMm bblna obHapyKeHa neTaa.

OTKANtOYaeT pexnm obHapyxeHua netam 8o VLAN.

loopback-detection
vlan-based recovery-time
sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000) /
BbIK/TKOYEHO

3apaeT Bpemsa B CeKyHAaxX, B TeyeHue kotoporo VLAN Ha nopty
bypeT HaxoauTbeA B 3a6N10KMPOBAHHOM COCTOAHMUMU.

VLAN Ha nopTty, B KOTOpOM bbl1a 06Hapy»KeHa neTns, He byaer
pa3bnoknpoBaHa aBTOMATUYECKM.

KomaHOb!

pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepdgbelica 2pynnsl NOpMos

Bua 3anpoca KOMaHAHOM CTPOKM B peMme KOHPUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port|

te port|port-channel group}
console (config-if) #

tengigabitethernet
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Tabnnuya 5.84 — KomaHabl pexkmuma KoHourypuposaHus uHTepdelica Ethernet, rpynnsl uHTepdelicos

3Ha4yeHue/3HayeHue o -
KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BK/toYyaeT mexaHn3m obHapyKeHUa NeTesb Ha NopTy
no loopback-detection -/BbIKNOYEHO
enable BoccTaHaB/IMBaET 3HaYeHMe Mo YMONYAHUNIO

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.85 — KomaHab! pexkmma EXEC

KomaHoa 3HaveHue Aelicmeue

show loopback-detection . OTobparkaeT cocTosiHMe mexaHuama loopback-detection.
L. . gi_port: (1..8/0/1..24); . "

[gigabitethernet gi_port | ¢ £ (1..8/0/1..4); - gi_port —Homep uHTepdeiica Ethernet gl-g24;

tengigabitethernet te_port | e_port:{L.. ey - te_port — Homep nHTepdelica Ethernet XG1-XG4;

port-channel group] group: (1..24). - group — rpynna KaHanos.

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHOW 3agadyeit npotokona STP (Spanning Tree Protocol) sBnsetca npuBegeHve ceTu
Ethernet ¢ MHOXeCTBEHHbIMM CBA3AMU K APEBOBUAHOW TOMONOMMM, UCKAIOYAIOWEN LUMKAbI NaKeTOB.
KommyTaTopbl 06MeHMBaOTCA KOHOUTYPALMOHHBIMM COOBLLEHNAMM, UCNOJb3YA Kafpbl CNELManbHOro
dopmaTa, 1 BbIBOPOUYHO BK/KOYAIOT M OTKAIOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) aBnseTcs ycoBeplleHCTBOBaHWEM NpoToKoia STP, xapakTepuayeTcs
MEHbLWMM BpeMeHeM NpPWBEAEHMA CeTU K APEeBOBMAHOW TOMOJAOMMM U UMeeT 6onee BbICOKYHO
YCTOMYNBOCTbD.

Mpotokon Multiple STP (MSTP) sBnaeTcA Hambonee coBpeMeHHOM peanusaumen STP,
nogaeprkmpatowteir ncnonososaHme VLAN. MSTP npeanonaraer KoHoUrypmpoBaHue Heobxoanmoro
KO/IMYECTBA SK3EeMNIAPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBMCUMMOCTM OT Ymcna rpynn VLAN
Ha KommyTaTope. Kaxkapl 3K3eMnaap MOMKeT coaepaTb Heckosbko rpynn VLAN. HegoctaTkom
npotokona MSTP aBnfeTca TO, YTO Ha BCEX KOMMYTaTOpax, B3aumogenctayowmx no MSTP, fonxKHbI
6bITb 0ANMHAKOBO CKOHbUTYpUpoBaHbl rpynnbl VLAN.

MexaHusm Multiprocess STP npegHasHayeH [A/1a CO34aHUA  HE3aBUCMMbIX [EepeBbeB
STP/RSTP/MSTP Ha noptax ycTpoictsa. MI3meHeHMsa COCTOAHMA OTAE/bHOrO AepeBa He OKasblBaloT
B/IMAHUA Ha COCTOAHME APYrUX OEePeBbEB, YTO MO3BOAET MOBLICUTb YCTOMYMBOCTb CETU U COKPATUTb
BpPeEMA MepecTpoeHuA nepeBa B C/ydae OTKA30B. [pyM KOHOUIYpMpOBaHUM CneayeT WUCKAKOUUTb
BO3MOXHOCTb BO3HWMKHOBEHWA KOJel, Mexay nopTaMu-yneHamu pasHbiXx AepesbeB. [nA
06CNYKMBAHMA M30/IMPOBAHHbIX AEPEBLEB B CUCTEME CO3A4AETCA OTAE/bHbLIM MPOLLECC HA KarKaoe
Aepeso. C npoLeccom ConocTaBAATCA NOPTbl YCTPOMUCTBA, NPUHAANEKaLLMeE AepeBy.

5.15.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnnuya 5.86 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

spanning-tree

no spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOpPOM NpoToKkona STP.

3anpeLaeT UCNONb30BaHME KOMMYTaTOPOM NPOTOKoAa STP.

spanning-tree mode {stp | rstp
| mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAMBAET peXKMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

3aTpaumBaemblii  Ha
COCTOAHUM nepea,

YcTaHaBAMBaeT WHTepBas BpPeMeHu,
npocnywusaHue n n3yyeHune
nepeKknyeHnem B COCToAHUE nepenavn.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaB/MBaeT WHTEPBAnA BPEMEHW MexXay nepegadyamu
LUMPOKOBELLATE/bHbIX coobLeHni «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOpPaM.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

PaspelwaeT 3awuTy, BbIKAOYatOLWYO 060N MHTepdenc npwu
npueme naketos BPDU.

3anpeLaeT 3aWmTy, BbIK/IOYalOLWYO UHTepdec npu npuéme
naketos BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBA3ytowero aepesa STP.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree prioritypriority

no spanning-tree priority

priority:
(0..61440)/32768

Hactpausaet npuoputet caAsyoLero gepesa STP.

V 3HaueHMe NpUoOpUTETa A,O0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/short

YcTaHaBAMBaET METOZ OnpeseneHUs LeHHOCTU NyTu.
- long — 3HayeHuWe ueHHOCTM B gManasoHe 1..200000000;
- short — 3HaYeHue LueHHOCTM B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeuwaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

spanning-tree bpdu {filtering |
flooding | bridging}

-/flooding

OnpegaenseT pexxum 06paboTkn naketos BPDU nHTepdelicom,
Ha KOTOPOM BbIK/IlO4EH NpoTOKoA STP.
- filtering — Ha uHTepdelice ¢ BbIKAOYEHHbIM NpoTOKoNOM STP
BPDU nakeTbl GUnbTpyrOTCA;
- flooding — Ha uHTepodelice ¢ BbIKNOYEHHbIM NPOTOKOOM STP
HeTermposaHHble BPDU nakeTbl nepeaatoTca, TermpoBaHHble —
duUnbTpyoTCS;
- bridging — Ha uHTepodelice ¢ BbIKNOYEHHbIM NPOTOKO/IOM STP
BPDU nakeTbl nepegatotca.

’ | [NlaHHaa KomaHAa obpabaTtbiBaeT ToNAbKo STP bpdu

e M He dunbtpyer PVST bpdu ¢ DST MAC
01:00:0c:cc:cc:cd

no spanning-tree bpdu YcTaHaB/MBaeT 3HaYeHUe MO YMOMYaHMIO.

spanning-tree process id KomaHaa co3gaer oOT4eNbHbl  Mnpouecc M NepesoguT

no spanning-tree process id

process_id: (1..31)/0

KOMaHAHbIV HTepdeic B pexkum ero KoHGUrypnposaHms.

Yaansaer ykasaHHbIl npouecc.

Npu 3agaHuu STP napametpos forward-time, hello-time, max-age Heo6xoaumo

BblNOJIHEHUE yCa0BUA:

2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypuposaHua UHmepgelica Ethernet, uHmepaelica 2pynnel

nopmoe

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHOUTIypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.87 — KomaHapl pexxmma KoHourypuposaHusa nutepdeica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HavyeHue no
YMOMYAHUIO

Aeiicmeue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewgaeT paboTy npotokona STP Ha KoHdurypupyemom
UHTepodeiice.

PaspewaeTt paboTy npoTokona STP Ha KoHdurypupyemom
UHTepodeiice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/ cm.
Tabamuy 5.88

YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbl MHTepdeic.
- cOSt — LEHHOCTb NyTU.

YcraHaBAMBaeT 3HauyeHWe, onpeaensemoe Ha OCHOBaHWUM
CKOPOCTM MNopTa M MEeToAa OnpeaeneHua LEHHOCTU MyTu,
Tabnuua 5.88.

spanning-tree port-priority
priority

no spanning-tree port-
priority

priority: (0..240)/128

YcTaHaBAMBAET NPUOPUTET UHTepdelica B CBA3YIOLLEM AepeBe
STP.

V 3HaueHue npuopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

BK/IIOYAET PEeXMM, B KOTOPOM MOPT MPU MOAHATAM Ha HEM
/NMHKa cpasy CTaHOBWUTCA B COCTOAHME nepefaun, He
L0OXMAAACh UCTEYEHMA Talimepa.

- auto — f06aBNAET 3aZlePKKY 3 CEKYHADI Nepes Nepexosom B
COCTOSIHVE Nepesayn.

BbIKNtOYaeT pexum MOMEHTaNIbHOro nepexoaa B COCTOAHUE
nepegadn Nno NOAHATUIO KJIMHKa».

spanning-tree guard root

no spanning-tree guard
root

-/3almMTa BbIK/OYEHa

BKntoyaeT 3aWmTy «KOPHA» ANA BCEX CBA3YHOLWMX AepeBbes
STP BblbpaHHOro nopta. [aHHaA 3awmTa 3anpeliaet
nHTepoericy bbiTb KOPHEBBLIM NOPTOM KOMMYyTATOpPa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree bpduguard

no spanning-tree
bpduguard

-/3au.|,v1Ta BbIK/1lOYEHa

PaspelaeT 3awuTy, BbiKAOYaOLWYO UHTEPdENC Npu nNpuéme
naketos BPDU.

3anpeLaeT 3aWmTy, BbIK/IOYaoLWY UHTepdeic npmu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ans pynnekcHoro noprta
«TOUYKa-TOUKa», ANf
noyAynaeKcHoro —

«pPa3BeTBNEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatowee coctofHue u
onpesenseT TUN CBA3M A/ BbIBpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAnBaeT 3HaYeHWe No YMOJYAHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexum ob6paboTkm naketos BPDU vHTepdeicom,
Ha KOTOPOM BbIK/IlO4eH NpoToKon STP.
- filtering — Ha MHTepdeiice ¢ BbIKAOYEHHbIM NPOTOKONOM STP
BPDU nakeTbl $punbTpytoTCs;
- flooding — Ha nHTepdelice ¢ BbIKNHOYEHHbIM NPOTOKOO0M STP
HeTernpoBaHHble BPDU-nakeTbl nepeaatoTca, TerMpoBaHHble —
dunbTpytoTCA.
JaHHas KomaHpa obpabaTtbiBaeT Tonbko STP bpdu m
He ¢unbtpyer PVST bpdu ¢ DST MAC

— 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpuBA3bIiBaeT NOPT K yKazaHHOMy npoueccy. Mo ymonyaHumio,
BCE MOPTbl YNPaBAAOTCA HY/NIEBbIM NPOLLECCOM.
- id —Homep npouecca.

BoccTaHaBnvBaeT NpMBA3KY NopTa MO YMOYAHUIO
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Tabnnua 5.88 — LleHHOCTb NyTH, yCTaHOBAEHHAs NO yMo4YaHMIo (spanning-tree cost)

Memoo onpedeneHusn

Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4

KomaHObI pexcuma KoHgu2ypuposaHUs rpouecca

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KOHPUrypupoBaHua npouecca:

console (config-mstp-process) #

Tabanuya 5.89 — KomaHabl pexkmuma privileged EXEC

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

spanning-tree forward-
time seconds

seconds: (4..30)/15 cekyHa,

YcTaHaBAMBaEeT AnA KOHOUrypMpyemoro npouecca uHTepsasn
BpemeHun (seconds), 3aTpaumMBaemblii Ha MPOCAyLWIMBAHME WM
M3ydeHMe COCTOAHUI Mepes, NepekNtoyeHnem B COCTOAHME
KOMMYyTaLuu.

no spanning-tree forward-

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

seconds: (1..10)/2 cekyHg,

time
spanning-tree hello-time YcTaHaB/MBaeT MHTepBan BPeMeHU (seconds) mexay
seconds nepegayaMu LUMPOKOBeLLaTe/IbHbIX coobleHunit «Hello» K

B3aMMOAENCTBYIOLLMM KOMMYTaTOpPaM.

no spanning-tree hello-

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

time
spanning-tree max-age YcTaHaBnMBaeT BPemA XU3HU (seconds) ceasylowero aepesa
seconds seconds: (6..40)/20 cekyHg, | STP.

no spanning-tree max-age

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst
instance_id priority priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAvMBaeT 3HauyeHue npuopuTeTa
BblOpaHHOM 3K3emnnsape MST.
- instance_id — sk3emnnsap MST;
- priority — npuopuTeT KOMMyTaTopa.
V 3HaueHue NpuopUTETa JONXKHO 6bITb KPaTHO 4096.

KOMMYyTaTOpa B

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HaYeHne npuoputeTa no YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.90 — KomaHabl pexkmuma privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

show spanning-tree [process
process_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..24).

process_id: (1..31)/0

Moka3sblBaeT KoHduUrypauuto npotokona STP gna BblbpaHHOrO
npouecca.
- process_id — Homep npouiecca.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24).

detected-protocols
[gigabitethernet gi_port |
tengigabitethernet te_port |

port-channel group]

show spanning-tree [detail] MoKasblBaeT NOAPOGHYI0 MHPOPMAUMIO O  HacTpoMKax
[active | blockedports] process_id: (1..31)/0 npotokona STP, wuHPopmaumito 06  aKTUBHbLIX  MAK
[process process_id] 3a6/10KMPOBaHHbIX NOPTAX.

- process_id — Homep npotuiecca.
clear spanning-tree MepesanyckaeT MpoLecc MUrpauuMuM NpPOTOKONa. 3aHOBO

npoucxoamT nepecyér gepesa STP.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.91 — KomaHap! pexkuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24).

MokasbiBaeT BPDU Ha

MHTepoencax.

pexxum 06paboTkKM  nakeToB

5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabanuya 5.92 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

3Ha4yeHue/3HayeHue no

KomaHnoa Aelicmeue
YMOAYAHUIO
spanning-tree Pa3pelaeT MCNONb30BaHNUE KOMMYTAaTOPOM NpoTokoa STP.
no spanning-tree i 3anpeLaeTt UCNoib30BaHNE KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode YcTaHaBAMBaeT pexxum paboTbl npotokona STP.
{stp | rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
spanning-tree pathcost YcTaHaBAMBaET METOZ OnpeseNeHUn LeHHOCTU NyTu.
method {long | short} - long — 3HaueHwue LeHHOoCTM B AnanasoHe 1..200000000;
-/short - short — 3HaueHuMe UeHHOCTU B AMana3oHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAnBaeT NpuopuTeT ANA AaHHOTO KOMMyTaTopa nepej,
OCTaNbHbIMK, UCNONb3YIOLWMMM 0BLWMIA 3K3emnnap MSTP.
- instance_id — sk3emnnsap MST;
- priority — npuopuTeT KOMMyTaTopa.
V 3HaueHMe NpUopUTeTa A,0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMasbHOE KOAUYECTBO TPAH3UTHbIX
yyactkos  Ana naketa BPDU, HeobxoaumbIX  AnA
dopmupoBaHMa aepeBa U yaepKaHUMA WHbOPMauuu o ero
CcTpoeHun. Ecnm  nakeT yxe npowen  MaKCMMasbHOe
KO/IMYECTBO TPAH3UTHbIX YYacTKOB, TO Ha C/lefylOLeM yyacTKe
OH oTbpacbiBaeTcA.

- hop_count — MaKcMManbHOE KOAMYECTBO TPAH3UTHbIX
y4yacTkos ansa naketa BPDU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexkum KoHdUrypmMpoBaHus npotokona MSTP.

KomaHObI pexcuma KoHgu2ypuposdaHUa npomokosaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypmpoBaHus npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #
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Tabnnuya 5.93 — KomaHabl pexkMma KoHbUrypmMpoBaHus npotokosa MSTP

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id:(1..4094);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3eMNAapoM npoTokona MSTP
n rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnnspa npoTokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Ypanaet cooTBETCTBME MEXKAY IK3eMNIAPOM NpoToKkona MSTP
n rpynnamu VLAN.

name string

no name

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.
- string — uma KoHdUrypauumn MST.

Ypansaet uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBnsnun KoHduUrypaumm MST.
- value — Homep peBu3nU KoHoUrypaumm MST.

YcTaHaBAMBAET 3HaUYeHUe No ymonyanuto (value).

show {current | pending}

MokasbiBaeT TeKywyto (current) nnbo oxugatowyto (pending)
KOoHdurypaumto MST.

exit ) Bbixoa M3 pexuma KoHourypaumm npotokona MSTP c
coxpaHeHnem KoHdurypaumu.
abort ) Bbixo4 M3 peuMma KoHourypaumm npoTokosa MSTP 6es
COXpPaHeHuA KoHOUrypauuu.
KomaHOb! _pexcuma KoHguaypuposaHua uHmepdgpelica Ethernet, uHmepdgelica apynnsi
nopmoe

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHPUrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanuya 5.94 — KomaHabl pexkmma KoHourypmposaHua nHtepdelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

spanning-tree guard root

-/3almMTa BbIK/IOYEHa

no spanning-tree guard root

BKntoYaeT 3aWwmTy «KOPHA» ANA BCEX CBA3YHOLWMX AepeBbes
STP BblbpaHHOro nopta. [aHHaA 3awWwmTa 3anpeliaet
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYyTaTOpa.

YcTaHaBAMBaeT 3HAYEHNE MO YMOSYAHUIO.

spanning-tree mst
instance_id
port-priority priority

instance_id: (1..4094);

priority:( 0..240)/128

no spanning-tree mst
instance_id port-priority

YcTaHaBauBaeT npuopuTeT nHtepdeiica B aksemnnsape MSTP.
- instance-id — naeHTUdMKaTOp 3K3emnspa npoTokona MSTP;
- priority — npuopuTeTa KOMMyTaTopa.

V 3HaueHue NpuopUTETa AONKHO 6bITb KPaTHO 16.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id cost cost

instance_id: (1..4094);

no spanning-tree mst
instance_id cost

cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb NYTU Yepes BblbpaHHbIl MHTepdeiic,
ONA onpeaeneHHOro aKksemnaapa npotokona MSTP.

- instance-id — naeHTMdUKaTOp 3K3emnaapa npoTokona MSTP.
- oSt — LLeHHOCTb NyTw.

YcTaHaB/MBaeT 3HauyeHWe, onpejensemoe Ha OCHOBAHWUU
CKOpPOCTM MopTa M MeToha onpeseneHus LEeHHOCTU NyTw,
Tabamua 5.88.

spanning-tree port-priority
priority

priority: (0..240)/128

no spanning-tree port-
priority

YcTaHaBAMBaeT nNpuopuTeT  UHTepdeiica B

cBasyowem gepese MSTP.

KOpHEBOM

V 3HaueHue NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnuya 5.95 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]
[instance instance_id ]
[process process_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
instance_id: (1..64);
process_id: (0..31)/0

MokKasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.
- process_id — Homep npovecca.

show spanning-tree
[detail] [active |
blockedports]
[instance instance_id ]
[process process_id]

instance_id: (1..4094) ;
process_id: (0..31)/0

HacTpolike
nm

UHboOpMauuio o
06  aKTMBHbIX

MokasbiBaeT MNoAPO6HYIO
npotokona STP, uHdopmaumio
3a6/710KMPOBAHHbIX NOPTAX.

- detail — npocmoTp noapobHoi uHbopmauuu;

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOPTaXx;

- blockedports — npocmoTp MHpopmaLmMm 0 3a610KMPOBaAHHbIX
noprax;

- instance_id — naeHTUdUKATOP 3K3emnasipa npoTokona MSTP.
- process_id —Homep npovecca.

show spanning-tree mst-
configuration

MoKasbiBaeT  MHPOpMaLMIO CKOHOUIYPUPOBAHHDBIX

ak3emnnapax MSTP

(o]

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24).

MNepesanyckaeT npouecc murpaumm 3aHoBO

npoucxoanTt Nnpocyér gepesa STP.

npoToKona.

[pumepbl 8b1M0MAHEHUS KOMAHO

= BkAouuTb noanep)Ky nportokona STP, yCTaHOBUTb 3HayeHWE NpuopuTeTa CBA3YHOLLEro
aepesa RSTP — 12288, nHtepsan forward-time — 20 cekyHA, MHTEpPBaN BPEMEHU Mexay
nepefayamu LUMPOKOBeLLaTeNbHbIX coobuweHuii «Hello» - 5 cekyHa, Bpems KU3HU
cBAsylouero gepesa — 38 cekyHA,. MoKasaTtb KoHOUrypaLumio npotokona STP:

console (confiqg) #
console (confiqg) #
console (config) #
console (confiqg) #
console (config) #
console (confiqg) #
console (confiqg) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

consolef#show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Times: hold 1,
hello 5,
Interfaces
Name State
gil/0/1 enabled
gil/o0/2 enabled
gil/0/3 enabled

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

long

12288

5 sec

max age 38,

Max Age 38 sec

a8:f9:4b:£f1:1d:00
This switch is the root
Hello Time

Forward Delay 20 sec

Number of topology changes 3 last change occurred 00:00:10 ago

from gil/0/11
topology change 58,
forward delay 20

notification 5

Prio.Nbr Cost Sts Role PortFast Type
128.49 2000000 Dsbl Dsbl No -
128.50 2000000 Frw Desg No P2P (RSTP
128.51 2000000 Dsbl Dsbl No -
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gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

VA B MSTP nHpopmauua o nocnegHeit cmeHe TONOJOrMU BbIBOAUTCA TOJIbKO C NOMOLLbIO
‘ KomaHgbl show spanning-tree detail.
5.15.6 Hacmpolika ¢pyHkyuu flex-link

Flex-link — ¢yHKuna pesepBupoBaHMA, NpefHasHAYeHHaa Ans obecneyeHWA HAZEKHOCTU
KaHana nepegaym gaHHbix. B ceaske flex-link moryt Haxoautbca ethernet u port-channel nHtepdeiicoi.
OauH 13 3TUX MHTepdeincoB HaxoauTca B 3aBNOKMPOBAHHOM COCTOSSHUM W HauyMHAET NpPOMnycKaTb
TpaduK TO/IbKO B C/1y4ae aBapum Ha BTOPOM MHTepdelice.

KomaHObI pexcuma KoHguaypuposaHud uHmepgelica Ethernet, uHmepagelica 2pynnol
mos

no

Bua 3anpoca KOMAHAHOM CTPOKM B peXume KoHOUrypupoBaHua wHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.96 — KomaHabl pexknuma KoHpurypmposaHua nHtepoerica Ethernet, rpynnel nopTtos

3HayeHue/3Ha4yeHue no
KomaHda /

YMOAYAHUIO

Aelicmeue

flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

no flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..12)/-

Bkntoyaet flex-link Ha nHTepdelice N HasHayaeT BbIOPaHHOMY
nHTepoericy ponb backup-uHtepoerica B flex-link nape.

Boikntouaet flex-link Ha uHTepdeiice n yaanaeT Bbl6paHHbIN
nHtepoeric n3 flex-link napsoi.

flex-link preemption mode
[forced | bandwidth| off]

no flex-link preemption
mode

-/off

3apaeT gencTemne Npu NOAHATUM MHTepdeiica, yyacTBytoLwWwero
Bo flex-link:

- forced — ecnn nopgHaBwMiica WHTepdENC HaACTPOeH Kak
master, TO OH CTaHeT aKTUBHbIM UHTepdencom;

- bandwidth — npu nogHATUM MHTepdelica aKTUBHLIM CTaHeT
MHTepdeic c 6onbLIelt NPoNyCKHOM CNOCOBHOCTbIO;

- off — nogHaBwwuiicA  uWHTepdelic  ocTaHeTca B
3a6/10KMPOBAHHOM COCTOSHUM,

Bosspau.l,aeT 3Ha4YeHne No YMO4YaHUI0.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3apaeT Bpems OT Nepexosa OTK/IOYEHHOro NopTa B COCTOAHUE
«up», MO NPOLIECTBUX KOTOPOrO BbINOJIHAETCA AeNCTBUE,
ycTaHoBneHHoe komaHaol flex-link preemption mode.

- delay — nepuog BpemeHu, B CEKYHAAX.

Bosspau.l,aeT 3Ha4YeHne No ymon4aHuio.

KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

112

Ethernet-kommymamopsi cepuu MES3000




HELTEX

Tabnnuya 5.97 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show interfaces flex-link
[detailed] {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port-channel }

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..12)

MokasbiBaeT KoHdurypaumio dyHKumm flex-link.

5.15.7 lpomokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH gns noBblWeHUS
YCTOMUYMBOCTN M HAAEKHOCTU CeTM Mnepefayr AaHHbIX, UMEOLEN KONbLEBYIO TOMOOMNIO, 3a CYeT
CHUXXEHUA BPEMEHM BOCCTAHOB/IEHMA CETU B C/ly4ae aBapun. Bpemsa BoCcCTaHOBNEHMA He npeBblwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHM NEPECTPOMKM CETU MPU UCNO/Ib30BAaHMU MPOTOKO/0B

cemelicTBa spanning tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnuua 5.98 — KomaHabl pexunma rnobanbHoro KoHGUrypmupoBaHus

KomaHda

3Ha4yeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

eaps
no eaps

PaspewaeT paboTty npotokona EAPS.

3anpeuiaet paboty npotokona EAPS.

eaps fail-timer seconds

no eaps fail-timer

seconds: (1..10)/3 cekyHAbl

3apaeT Bpems OTCYTCTBMA TECTOBbLIX MAKETOB, MO UCTEYEHWUU
KoToporo byaeT 3aduKcMpoBaHa aBapua KonbLa.
- seconds — nepuoa, BpemMeHu, B CEKyHAAX.

YCTaHaBAWBAET 3HAYEHUE Talimepa No YMONYAHWIO.

eaps hello-timer seconds

no eaps hello-timer

seconds: (1..10)/1 cekyHaa

Tavimep nepuoamyHocT oTnpasku hello-naketos.
- seconds — nepwop BpemeHu oTnpasBku hello-naketos, B
CeKyHAax.

YcTaHaBAMBaeT 3HaYeHue Taﬁmepa No YMONYaHUIO.

eaps domain domain_id

no eaps domain domain_id

domain_id: (0..63)

Co3spgaHune EAPS-pervoHa ¢ uaeHTudukatopom domain-id v
nepexoa, B PeXXMmM KOHGUrypupoBaHUa pernoHa.

Yaanernue EAPS-pernoHa c ngeHtmeukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KOHGUryprupoBaHna gomeHa:

console (config-eaps-domain) #

Tabnnuya 5.99 — KomaHabl pexkmma KoHpurypmposaHua EAPS npomeHa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

control-vlan vian_id

no control-vlan

vlan_id: (1..4093)

NaoeHTudumkatop VLAN, wcnonbyemoin ana ynpasnenus EAPS.
Kpome Toro, pgna paboTbl NpOTOKONA [AO/XKHA CyLLECTBOBATb
cnepyrowan nocne ynpasaswouwein VLAN (control-vlan + 1),
ncnonblyemana gaa  ynpaBieHUA  BTOPUYHLIMM  KOJIbLLAMMU.
Ynpasnatowana VLAN EAPS He ponKHa wcnosnb3oBaTbCA ANA
nepegayn ntoboro MHoro Tpadpuka.

- vlan_id —Homep VLAN, ynpasnstowen EAPS.

OTmeHa Ha3HayeHua VLAN.

ring ring_id

no ring ring_id

ring_id: (0..15)

Co3paHue KonbLa c maeHTUduUKatopom ring_id
pexmMm KOHOUIYpUpoBaHUA KOMbLa.

n nepexon B

YaaneHue KonbLa ¢ MaeHTUGUKaTopom ring_id.
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set ring ring_id
{enable | disable}

ring_id: (0..15)

PaspelweHne vnan 3anpet paboTbl KOMbLa C MAEHTUPUKATOPOM
ring_id.

KomaHObI pexcuma KoHguU2ypuposaHUa Koasbya

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHOUTyprpoBaHua:

console (config-eaps-domain-ring) #

Tabnnuya 5.100 — KomaHab! pexuma KoHpurypuposaHua EAPS Konbua

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

primary-port {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

Bbibop nepBMYHOro MnopTa KOMMYTAaTopa, BK/IHOYEHHOro B
KOAbLO.

secondary-port
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

BblbOp BTOPMYHOrO MopTa KOMMYTaToOpa, BK/OYEHHOTO B
KO/bLLO.

role {master | transit} level
level-id

level-id: (0..1)

BblbOp poan KommyTaTopa B KOHOUIYpPUPYEMOM AOMEHE U
Ko/bLe.

role {edge | sub-edge}

Bo3moxkHble ponu:

- master — yCTpPOWCTBO ABNAETCA BeAyLUUM Y3/I0M;

- transit — yCTPOMCTBO ABAAETCA TPAH3UTHbLIM Y3/10M;

- edge — CMmeXHbIli y3en, npuvHagaexKawuii OCHOBHOMY U
BTOPWUYHOMY KOJ/IbLLAM;

- sub-edge — BcnomoraTesibHbIi CMEXKHbIN y3en,
NpUHag/exKallMil OCHOBHOMY M BTOPUYHOMY KOJ/IbLLAM.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnunua 5.101 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show eaps [domain
domain_id [ring ring_id ]1]

domain_id: (0..63);
ring_id: (1..15)

3anpoc MHbopMaLMmM O COCTOSHUM AOMEHOB U Konel, EAPS.
- domain_id — naeHtudukatop gomeHa EAPS;
- ring_id — npeHTuduKaTop Konbua EAPS.

5.15.8 Hacmpoliika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS ( Ethernet Ring Protection Switching) npegHasHayeH [AnA NOBbIWEHUA
YCTOMUYMBOCTN U HAZEKHOCTU CETU MNepesayn AaHHbIX, UMEOLLEN KO/bLLEBYIO TOMOJIOTUIO, 33 CYET
CHUXEHMA BpeMeHM BOCCTAHOB/IEHUA CETU B Cy4ae aBapuun. Bpema BocCTaHOBAEHMA He NpeBblwaeT 1
CEKYHAbI, YTO CYyLLEeCTBEHHO MeHblle BPEMEHU NEPECTPOMKM CETU MPWU UCMONb30BAHUN MPOTOKONOB

cemelcTBa spanning tree.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasbHOro KOHGUIypupoBaHusa:

console (config) #

114

Ethernet-kommymamopsi cepuu MES3000




HELTEX

Tabnnuya 5.102 — KomaHapl pexnuma rnobanbHoro KoHpurypmposaHms

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

erps

no erps

PaspewaeT paboTy npotokona ERPS.

3anpeuiaeT paboTty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3pgaHune ERPS-Kkonbua ¢ naeHtupukatopom R-APS VLAN, no
KoTopoi 6yaeT nepepaBatbca cAyxebHaa wuHopmauma w
nepexon, B peXXum KoOHOUrypupoBaHUA KonbLa.

-vlan_id — Homep R-APS VLAN.

Yaanenue ERPS-konbLa c naeHtudukatopom vian_id.

KomaHObI pexcuma KoHgU2ypuposaHUa Koasya

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHPUIypupoBaHUA KoabLa:

console (config-erps) #

Tabnunua 5.103 — KomaHab! pexkuma KoHdurypuposaHma ERPS Kosbua

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list: (2..4094, all)

[Oobasnsaet ananasoH VLAN B cnMCOK 3almueHHbIx VLAN.

- vlan_list — cnucok VLAN. OuanasoH VLAN Mo}KHO 3aaatb
nepeyncieHveM Yepes 3anAaTyl0 WAW yKasaTb HayanbHoe WU
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list: (2..4094, all)

Yaanaet ananasoH VLAN u3 cnucka 3awmuweHHbix VLAN.
- vlan_list — cnnucok VLAN gns yganeHus.

port {west | east}
{gigabitethernet gi _port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Bbibop west(east)-nopTa KommyTaTopa,
KO/bLLO.

BK/NIOYEHHOIo B

no ring enable

port-channel group } group: (1..24)
no port {west | east} YaaneHne west(east)-nopta KommyTtaTopa, BK/OYEHHOrO B
i KONbLO.
rpl {west | east} {owner | Bbi6op RPL-nopTa KOMMyTaTOpa U €ro Pou.
neighbor} - west — RPL-nopTom 6yaeTt HasHaueH west noprt;
- east — RPL-noptom b6yzeT HazHayeH west nopT;
/no rpl - owner — KOMMmyTaTop byaeT aBnaTbca BRagenbuem RPL-
nopTa;
- neighbor — kommyTaTop ByaeT ABNATLCA coceaoM BNagenbla
RPL-nopra.
no rpl Ypanenne RPL-nopta KommyTaTtopa.
level level HacTpolika ypoBHA coobuweHuini R-APS. Heobxoaumo pans
level: (0.7)/1 NPOXOXKAEHUA coobLeHnl Llvepe3 CFM MEP.
- level — ypoBeHb coobuyeHunii R-APS.
no level YCcTaHOBKa 3Ha4YeHMA N0 YMOYAHUIO.
ring enable BKkntoyeHne GyHKUMOHNPOBAHMA KobLa.

BbIKk/toYeHUE GYHKLMOHNPOBAHWUSA KO/bLA.

version version

version: (1..2)/2

no version

Bbibop pekMma COBMECTUMOCTM C  ApYyrMmMuU
npoTtokona G.8032.
- version — Bepcua npotokona G.8032.

BeEpPCHUAMU

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

revertive

no revertive

-/revertive

Bbibop pexkrma paboTbl KosbLa.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

sub-ring vlan vian_id
[tc-propogation]

vlan_id: (1..4094)

no sub-ring vlan

YKasaHuWe noAKonbLa ANA SAaHHOTO KoAblia.
- tc-propogation — Bk/o4YaeT pacnpoctpaHeHne TC B
noAKosbLe.

YpaneHue nogxonbla.

timer guard value

value: (10..2000) mc,

no timer guard

KpaTHoe 10/500 mc

YcTaHOBKa Taillmepa 6nokupytowero ycrapeswwue R-APS

coobuieHus.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

timer holdoff value

value: (0..10000) mc,
KpaTtHoe 100 ¢ ToYHOCTbIO 5
mc/0 mc

YcTaHOBKa TalimMepa 3a4epiKKM peakuuMu KommyTaTopa Ha
M3MEHEeHMe B COCTOAHMM. BmecTo peakuuMu Ha cobbiThe
BK/lOYaeTcA Talimep, MO MCTEYEHUM KOTOPOro KOMMYyTaTop
MHPOpPMUPYET O CcBOeM coCToAHMWU. [lpegHasHayeH Ans
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no timer holdoff

ymeHblueHus Gayaa naketos npu GpaanuHre nopTos.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

timer wtr value

no timer wtr

value: (1..12) MUH/5 MUH.

YcTaHOBKa Talimepa, KoOTopbli 3anyckaetca Ha RPL Owner
KommyTaTtope B revertive-pexxume. Wcnonb3yetca ana
npefoTBPALLEHNA YAcTblX 3aLMTHbBIX MEePeKJOYEHUA U3-3a
CUTHA/NI0B O HEMUCNPaABHOCTAX.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

switch forced {west | east}

dopcupyeT 3anycKk 3alMTHOrO NEepeK/loYeHMsa Kosbla, Npwu

no switch manual

-/no 3TOM B10KMPYETCA YKasaHHbIW NOpPT.

no switch forced OtmeHa GopcMpOBaHMA NEPEKNIOYEHMA KObLLA.

switch manual {west | east} PyyHoe 6s0KMpOBaHWE YyKasaHHOro west(east)-nopta u
-/no pasbnokuposaHue east(west).

OTmeHa py4YHOW BNOKMPOBKM.

abort

OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTa BXO4a B PEXKUM
KOHOUrypaumm KonbLa.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 5.104 — KomaHgb! pexkmuma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc uHbopmauum o6 obwem coctosHun ERPS wmnm
COCTOSIHMM YKa3aHHOTO KO/bLia.

5.15.9 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) sBnsetcs obmeH

uHPopmaumern Mmexay CeTeBbIMM YCTPOWUCTBAMMU O

CBOEM COCTOAHUU WU  XaAPaAKTEPUCTUKaAX.

NHbopmaums, cobpaHHaa nocpeacTBOM MNpoTokona LLDP, HakanauBaeTcA B YCTPOWMCTBAX M MOMKeT
6bITb 3aNpoLLEHa YNPaBAAIOLMM KOMMNbOTEPOM No npoTokosly SNMP. Takum ob6pasom, Ha OCHOBaAHUK
cobpaHHON MHbOPMALMKN, Ha YNPaBAAIOLLEM KOMMbIOTEPE MOMKET ObiTb CMOAENNPOBAHA TOMNO/OIMA

ceTn.

KommyTatopsl MES3000 noageprkuBatoT nepefadvy, Kak CTaHAApPTHbIX MapameTposB, Tak M

ONUUOHANbHbIX, TAKNX KaK:

—  MMA YCTPONCTBA M €ro onucaHue;
—  MMA NoOpTa U ero onucaHue;
—  unHbopmauma o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #

Tabanua 5.105 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOANYAHUIO
lidp run /BKAtouEHO Pa3speluaet KOMMyTaTOPYy MCNOb30BaHMe NpoToKkoaa LLDP.
-/BKN
no lidp run 3anpelaeT KOMMYTaTOPY MCNOAb30BaHWe NpoToKoaa LLDP.

lidp timer seconds

seconds: (5..32768)/30 cek

Onpepenser, KaKk u4acTto YCTpoicTBO byaeT oTnpaBasaTb
obHoBneHne nHdopmaumm LLDP.
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no lldp timer

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp hold-multiplier number

no lldp hold-multiplier

number: (2..10)/4

3apaeT Be/IMYUHY BPEMEHM A/1A NPUHMMAIOLLLETO YCTPOICTBA, B
TeYeHWe KOTOPOro HYKHO YAepKMBATb NPUHUMAEMble NaKeTbl
LLDP nepeg nx copocom.

[aHHasa BeNuuYMHa nepepaeTca Ha NPUHUMAEMYHO CTOPOHY B
LLDP update nakeTax (maketax oO6HOBNEHWA), ABAseTCA
KpaTHoCTblo AN Taimepa LLDP (lldp timer). Takum obpasom,
Bpemsa Xu3Hu LLDP nakeTtoB paccumTbiBaeTcs no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaAET 3Ha4YeHMe No YMONYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpemsa, KoTopoe LLDP-nopT 6ygeT oxupatb
nepeg NoBTOPHOM UHMLManun3aumei LLDP.

YcTaHaBAWBaeT 3HaYeHne No YMOAYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBausaet EEVIT oY mexay nocsiegyowumm
nepegadamm nakeToB LLDP, MHULMNPOBAHHbIMMU
U3MEHEHUAMM 3HAYEHM WAM CTaTyca B JIOKa/bHbIX 6Hasax
AaHHbIX MIB LLDP.

| PekomeHpgyeTtcs, uTo6bl AaHHaA 3agepXKKa 6bina
V MeHbLue, Yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lidp lidpdu
{filtering | flooding}

no lidp lidpdu

-/filtering

Onpegensetr pexum ob6paboTkm naketos LLDP,
npoToko LLDP BbIKAOYEH HA KOMMYyTaTope:

- filtering — yKasbiBaeT, uyto LLDP-nakeTbl ¢punbTpytoTCA, €cnm
npoToKo LLDP BbIKNOYEH HA KOMMYTATOPE;

- flooding — yKkasbiBaeT, yto LLDP-nakeTbl nepeaatoTcs, ecnm
npotoKon LLDP Bbik/itOYeH Ha KOMMmyTaTope.

Koraa

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med fast-start repeat-
count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncio nosTopeHuii PDU LLDP ans 6bicTporo
3anycka, onpegenaemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HAYeHne no YMOANYaHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}]

[up priority] [dscp value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);

Onpegensetr npasuno ans  napametpa network-policy
(ceTeBan noAuTUKa ycTpoicTBa). [laHHbIM napameTp ABaseTcA
OMUWOHabHbIM ANA pacmnpeHunsa npotokona LLDP MED.

- number — nopAfKoBbI HOMep npasuaa network policy;

- application — rnaBHan GyHKUMA, onpeaeneHHasn ANa AaHHOro
npasuna network policy. Micnonbayemble nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

-vlan_id —vpeHntnduratop VLAN ana gaHHoro npasuna;

- tagged/ untagged - onpegenser TerMpoBaHHON WU
HeTermpoBaHHoW 6yaetT VLAN, wcnonb3dyemas JaHHbIM
npaBuaoOM.

- priority — NpuopuTeT AaHHOro npasuaa (Mcnonb3yertca Ha

priority: (0..7); BTOpPOM ypoBHe mogenn OSl);
value: (0..63).

- value — 3Ha4yeHune DSCP, ucnonbayemoe AaHHbIM MPaBUIOM.
no lldp med network-policy YaanaeT co3gaHHoe nNpaBuao ana napamertpa network-policy.
number
lidp med network-policy MNepepasaTb B coobuieHmax LLDP-MED napameTpsl voice-vian
voice auto

-/BKNIOYEHO

no lldp med network-policy

voice auto

3anpewaet nepegady napameTpos voice-vlan 8 LLDP-MED

lidp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5

YcTaHaBAMBaeT  MaKCMMasbHYO
yBegomneHuii LLDP.

- seconds — nepuofa BpemeHu, B Te4eHNe KOTOPOro YCTPOMUCTBO
MOMET OTNPaBUTb He 6osiee 0AHOro YyBeAOMIEHUS.

CKOPOCTb nepenayvun

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepaelicos Ethernet:

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepoelicos Ethernet:

console (config-if) #
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Tabnnua 5.106 — KomaHgb! pexxuma KoHpurypuposaHua nHTepdeica Ethernet

3HayeHue/3HayeHue no

no lidp receive

KomaHoa Aelicmesue
YMOAYAHUIO
lidp transmit Paspewaetr nepepayy naketoB NO npotokony LLDP Ha
MHTepoeice.
no lldp transmit -/paspeLweHo 3anpewaet nepegayvy naketos no npoTtokoay LLDP Ha
MUCNoNb30BaHWe B 060nx nHTepdelice.
lidp receive HanpaBaeHnAX PaspelaeT npuem naketos no npotokoay LLDP Ha uHtepdelice.

3anpelaeT nakeToe no

MHTepodeice.

npuem npotokony LLDP Ha

lidp optional-tiv
tiv_list

no lidp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size)/
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT

Onpegenset, Kakne onuuoHanbHble TLV-nona (Type, Length,
Value) byayT BKAKOYEHbI YCTPOMCTBOM B nepesasaemblii LLDP-
naker.

B KOMaHAy MOXHO BK/IWOYMTb OT OJHOMO A0 NATU
onumoHanbHbix TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] | ppvid
{add|remove} ppv_id | vlan-
name {add|remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove} {stp
| rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (0-4094);
vlan_id: (1-4094)/
onuMoHanbHble TLV He
BK/IIOYEHbI

OnpegenseT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B NepeaaBaemblit LLDP-nakerT:

- pvid — PVID nntepdelica;

- ppvid — go6asuTtb/yaanutb PPVID;

- vlan-name — go6asuTb/yaanuts Homep VLAN;

- protocol — o6asuTb/yAanuTb onpeaesieHHbIA NPOTOKO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lldp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|

vlan vian_id] }

no lidp management-address

ip-address: (A.B.C.D);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1 .. 4094)/
ynpaeasaoLWwmin agpec
onpeaenserca
aBTOMaTUYECKU

Onpegensetr  ynpasastoWnin 0b6bABNEHHbIM  Ha

nHTepbelice.

- ip_address — 3apaeTca cTatnydeckuin IP-agpec;

- none — yKa3blBaeT, YTo aapec He 06bABNEH;

- automatic — yKasbIBaeT, YTO CUCTEMA AaBTOMATUYECKU

BblbupaeT ynpasnaowmii agpec ns scex IP-aagpecos

KOMMYTATOPa;

- automatic {gigabitethernet|tengigabitethernet|port-

channel[vlan} — yka3biBaeT, 4To cMCTEMA aBTOMATUYECKM

BblIOMpPAET ynpaBaatowmii aapec, M3 CKOHOUIYPUPOBaHHbIX

aapecos 3a4aHHOIO MHTepdeiica.

Ecnn wHTepdelic ethernet wam wHTepdeiic rpynnbl NopTos

npuHaanexkat VLAN, To gaHHbIl agpec VLAN He byaeT BKAOYEH

B CMIMCOK BO3MOXKHbIX YNPaBAAOLLMX 3 PeCOB.

V’ B cnyyae Hanauuua Heckonbkux IP-agpecoB cuctema
Bbl6bMpaeT HauanbHbi IP-agpec M3 AuanasoHa

AvHamuyeckux IP-apgpecoB. EcaM  pauHamuuyeckue agpeca

OTCYTCTBYIOT, TO CMCTeMa BbibupaeT HauyanbHbii IP-agpec us

Aunana3oHa BO3MOXHbIX cTaTuyeckux IP-appecos.

appec,

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

-/oTnpaBKa yBeaoMAEHNIA
LLDP 3anpeuieHa

Paspewaet/3anpewaer
MHTepodeice.

- enable — paspewaer;

- disable — 3anpeuwaer.

oTnNpaBKy ysegomneruit LLDP Ha

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med enable [t/v_list]

no lldp med enable

tlv_list: (network-policy,
location, poe-pse,
inventory)/
3anpetLeHo
ncnonb3oBaHme
paclmpeHna NpoTokona
LLDP MED

Pa3spelaeTt ucnonb3osaHue pacwmpeHuna npotokonaa LLDP MED.

B KOMaHZy MOMHO BKIOYATb OT OOHOMO [0 YeTbIpéx
cneumanbHbix TLV: network-policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med network-policy
{add|remove} number

number: (1..32)

HasHayvaeT npasuno network-policy agaHHomy nHtepdeiicy.
- add — Ha3HayaeT NpaBuno;

- remove — yaanseT npasuo;

- number — Homep npasuna.
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no lldp med network-policy
number

Ypansaet npasuao network-policy ¢ faHHoro nHTepdeiica.

lidp med location
{coordinate coordinate|
civic-address

coordinate: 16 6aliT;
civic_address_data:

civic_address_data | (6..160) 6aiiT;
ecs-elin ecs_elin_data} ecs_elin_data:
(10 — 25) 6anT

no lldp med location

3afaeT MecTOMONOXKEeHME YCTPOWCTBA Aas npoTokosna LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — apgpec B cUCTEME KOOPAMHaT;

- civic_address_data — agMUHUCTPATUBHbIN afpec yCTPOICTBa;

- ecs-elin_data — agpec B popmate, onpeaeneHHom ANSI/TIA
1057.

Ypanaer HacTPOMKM NapameTpa MecTononoxeHus location.

lidp med notification
topology-change
{enable | disable}

no lidp med notifications
topology-change

Paspewaet/3anpewaer oTnpasky ysegomneHunin LLDP MED o6
U3MEHEeHUN TONOIoTUN.

- enable — paspelwaeT oTnpaBKy yBeAOMNEHUN;

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

Maketbl LLDP, npuHATblie yepes3 rpynny nopros, 3anOMUHAIOTCA UHAUBUAYANIBHO NOPTaMuU

v/
v/

nopT rpynnbl.

rpynnbl, NPUHABWIMMMU cooblieHuA. LLDP oTnpasaseT pasnuuHblie COO6GLEHUA Ha KarKAblii

Pabota npoTtokona LLDP He 3aBUcUT OT cocToAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U NPUHUMALOTCA Ha 3a6/10KMPOBaHHbIX NPOTOKO/I0M STP-nopTax.

Ecnn nopt KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c NOpTOM TOJ/IbKO B CAy4ae, ec/iv OH

dBTOPU30BAH.

KomaHObl pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

Bua 3anpoca KoMaHAHOM CTPOKK pexxmnma privileged EXEC:

console#

Tabnnua 5.107 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

clear lidp table

Ounwaetr Tabnuuy aapecoB OOHAPYKEHHbIX COCEAHUX
YCTPOWMCTB M HauyMHAET HOBbIM LMKA obmeHa nakeTamu no
npotokony LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeTr LLDP  KoHdurypaumum  Bcex  GUINYECKUX
MHTepdENCcoB ycTPOICTBA, MO0 3a4aHHbIX MHTEPDECOB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MNMoKasbiBaeT KOHOMUIypaummn paclmpeHus npotokona LLDP -
MED ana Bcex ¢u3MYecKMx MHTepdencos, MO0 3afaHHbIX
NHTEpoercos.

show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT
OaHHbIN NopT.

LLDP-uHpopmaumto, KOTOpPYyHD  aHOHCUpyeT

show lidp local tlvs-
overloading
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

sh_ow I.Idp nelghbo.rs gi_ port: (1..8/0/1..24); MNoKasbiBaeT WMHPOPMALMIO O COCEAHWUX YCTPOWMCTBAX, Ha
[gigabitethernet gi_port | KOTOpbIX paboTaeT npoTokon LLDP.

.. te_port: (1..8/0/1..4)
tengigabitethernet te_port]
sh.ow I.Idp statlst|c§ gi_port: (1..8/0/1..24); Moka3sblBaeT cTaTUCTUKY LLDP.
[gigabitethernet gi_port | te_port: (1..8/0/1..4)
tengigabitethernet te_port] —port:{L.. v
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBUTL gna nopta gl cneaytowme tlv-nons: port-description, sytem-name, system-
description. [ns aaHHoro uHTepdelica 4ob6aBuTb ynpasaaowmi agpec 192.168.17.55

console (config)# configure

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 192.168.17.55

= [locmoTpeTb KoHPUrypaumto lldp:

console#show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold multiplier: 4
Reinit delay: 2 Seconds
Tx delay: 2 Seconds

Port State Optional TLVs Address
gi0/1 Rx and Tx PD, SN, SD 192.168.16.55
gi0/2 Rx and Tx
gi0/22 Rx and Tx

More: <space>, Quit: g, One line: <return>

Tabnunuya 5.108 - OnucaHue pesynbTaToB

lMone OnucaHue

Timer OnpeaenserT, Kak 4acTo ycTpoicTeo wneT LLDP-o6HoBNEHMUA.

Onpegaenset BeanuunHy spemenu (TTL, Time-To-Live) Ana npuHumatowero

Hold multiplier YCTPOKCTBA, B TEYEHME KOTOPOTO HYXKHO YAEPKUBATb NPUHMMaeMble nakeTbl LLDP

nepep nx cbpocom: TTL = Timer * Hold multiplier.

Onpeaenaet MMHUMAIbHOE BPeMSA, B TEYEHNE KOTOPOro NopT 6yp,eT OXUNOaTb

Reinit delay nepeg, nocblikon cneaytowero LLDP-coobueHus.

Tx delay OnpepenseT 3a4eprKKy mexay nocne,u,ylom,vmmw nepegadvyamum LLDP-¢ppeinmos,
WHULMMPOBAHHbIX U3MEHEHUAMM 3Ha4YeHU anbo cTaTyca.

Port Homep noprta.

State Pexxum paboTbl nopTa Ansa npoTtokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3MOXHble 3HauyeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address AZpec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobueHumax.

Notifications YKasblBaeT, pa3peLlleHbl nam 3anpeleHbl ygegomneHuna LLDP.

= [loKa3aTb MHGOPMALMIO O COCELHUX YCTPOWCTBAX

console#show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
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gion/1
gi0/2
gi0/3
gi0/4

Capabilities:

Time To Live:

0060.704C.73FE 1 ts-7800-2 B
0060.704C.73FD 1 ts-7800-2 B
0060.704C.73FC 9 ts=7900-1 B, R
0060.704C.73FB 1 ts-7900-2

show 11dp neighbors gigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX
full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,
10BASE-T half duplex mode

Operational MAU type: Unknown

Tabnuua 5.109 - OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nmsa nan MAC-agpec coceHero ycTpoicTaa.
Port ID NaeHTudmKaTop NopTa cocegHero ycTpomncrea.

System name

CucTeMHOE MMSA YCTPOMCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOICTBA:

B — Mocrt (Bridge);

R — MapuwpyTtusaTop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T—TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecteH (Other).

System description

OnucaHuWe cocesiHero ycTpoiicTea.

Port description

OnucaHne nopTa cocefHero ycTpoicTsa.

Management address

Appec ynpaBneHus ycTponcTeom.

Auto-negotiation
support

Onpepenset, noaLep’KMBaeTca M aBTOMATUYECKOe onpeaeneHne pexuma noprta.

Auto-negotiation status

OnpegenseT, BKAOYEHA N NOAAEPMKKA aBTOMATMYECKOrO onpeaesieHnsa pexnma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexunmsl, nogaepmsaemble yHKLMEN aBTOMATUYECKOrO
onpeaeneHuns nopra.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

5.15.10 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3 ah — ¢pyHKLUUN YPOBHSA
KaHana nepegayv AaHHbIX NPeacTaBAAaoT CO6ON NMPOTOKO/ MOHUTOPUHIA COCTOAHMA KaHana. B sTom
npoToKose Ana nepegadn  MHOGOPMaLMM O COCTOAHWM KaHasa MeXay HenocpeacTBeHHO
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NoAK/AOYEeHHbIMK ycTpolicTBamu Ethernet ncnonb3ytotcs 610KM AaHHbIX npoTokona OAM (OAMPDU).
Oba ycTponcTBa A0/MKHbI NoaaepKueateb cTaHAapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypuposaHua nHtepdelicos Ethernet:

console (config-if)#

Tabnnuya 5.110 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ethernet oam

no ethernet oam

-/BbIKIOYEHO

Bkntountb noaaepky Ethernet OAM Ha nopty.

OTkntounTb Ethernet OAM Ha KoHduUryprpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-
monitor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT MNOPOr KOAMYEeCTBa OWMOOK 3a YKasaHHbIM
nepvog (nepuog yctaHaBnuBaetca KomaHaol ethernet oam
link-monitor frame window).

BoccraHaBnuBaeT 3HaYeHMe NO YMONYAHMUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

window: (10..600)/100
MC

YcTaHaBAMBaeT BpeMeHHOoM
KO/IMYEeCTBA OLIMOOK.

NPOMEXYTOK ANnA  nogcyerta

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

count: (1..65535)/1

YcTaHaBauBaeT nopor ana cobbitua «frame-period» (nepuop,
ycTaHasnmnBaeTcA KomaHgoi ethernet oam link-monitor
frame-period window).

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

window:
(1..65535)/10000

YcTaHaBAMBAeT BpPEMEHHOM cobbITHA

«frame-period» (B ppeiimax).

NPOMEYTOK  AnA

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

count: (1..900)/1

YcTtaHasauBaeT nopor ans cobbitua «frame-period» (nepuop,
ycTaHaBAunBaeTca KomaHgoi ethernet oam link-monitor
frame-seconds window), B cekyHzax.

BoccTtaHaBnAuBaeT 3HaYeHMe MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

window: (100..9000)/100

YcTtaHaBauBaeT cobbiTnA

«frame-period».

BPEMEHHOW MPOMEXKYTOK  AnA

no ethernet oam remote-
failure

no ethernet oam link- mc BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.
monitor frame-seconds
window
ethernet oam mode YcTaHaBAMBaeT pexxum paboTbl npoTtokosa OAM:
{active|passive} - active — KomMmyTaTOp NOCTOAHHO oTnpasaset OAMPDU;
-/active - passive — KOMMyTaTOp HauynHaeT otnpasaaTe OAMPDU
ToNbKO Npu Hannunm OAMPDU co BCTPEYHOM CTOPOHbI.
no ethernet oam mode BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
ethernet-oam remote-failure Bk/tovaeT nopmepKy M 06paboTKy cobblTMi  «remote-
failure».
-/BKNIOYEHO

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHMUIO.

ethernet oam remote-
loopback supported

no ethernet oam remote-
loopback supported

-/BbIKOYEHO

BkatouaeT nogaepkky byHKLUMM 3aBopoTa Tpaduka.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-directional
detection

-/BbIKNOYEHO

BKntouaeT QyHKUMIO  OBHapykeHun
cBA3el Ha 6ase npoTokona Ethernet OAM.

O4HOHanpaBAE€HHbIX
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no ethernet oam uni-
directional detection

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-directional
detection action {log|error-
disable}

no ethernet oam uni-
directional detection action

-/log

OnpepenseT peakuuMo KOMMYTaTOpa Ha OAHOHAaNpPaBAEHHYIO
CBA3b:

- log — otnpaska SNMP trap 1 3anuce B XXypHan;

- error-disable — nepesoz nopta B coctosHue «error-disable»,
3anuco B XypHan u otnpaska SNMP trap.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOYAHMUIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-
directional detection
aggressive

-/BbIK/IIOYEHO

Bkntouaet arpeccuBHbIN pexmm onpeaenexHus
OfiHOHanpaB/ieHHOW cBA3WU. Ecam oT cocepHero ycTpoicTBa
nepectatoT npuxogutb Ethernet OAM-coobuweHus — NKMHK
nomeyvaeTcs Kak OAHOHAMNpPaBAEHHbIN.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHUIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaB/MBaeT BpeMeHHOW UHTepBan 4/a onpeaeneHna Tmuna
CBA3M Ha NopTy.

BoccraHaBnunBaeT 3HaYeHMe NO YMONYAHMIO.

KomaHObI pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbI ANA NPUBMAETMPOBAHHOMO Noab3oBaTena. Bua 3anpoca KOMaHAHOM
CTPOKM pexkmma privileged EXEC:

console#

Tabnnua 5.111 — KomaHgb! pexuma privileged EXEC

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

te_port: (1..8/0/1..4)

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
clear ethernet oam statistics Oumnwaer cratuctuky Ethernet OAM  pgns  yKasaHHoro
[interface gi_port: (1..8/0/1..24); | nHTepdeiica.

show ethernet oam discovery
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTOobparkaeT CoOCTOAHME NPOTOKONA
yKa3aHHOro uHtepdelica.

Ethernet OAM ansa

show ethernet oam statistics
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Otobparkaet CTaTUCTUKY obmeHa
coO0bLWeHUAMM oA yKasaHHOTo nHTepdeiica.

NPOTOKO/IbHbIMU

show ethernet oam status
[interface

{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OtobparkaeT Hactpoiikm Ethernet OAM pgna  ykasaHHOro
MHTepodeiica.

show ethernet oam uni-
directional detection [interface
{gigabitethernet gi_port |
tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

OTobparkaet cocTosiHue MexaHu3ma onpeaeneHun
OHOHaNPaBAeHHbIX CBA3el A1 yKa3aHHoro uHtepderica.

[pumepsi 8biM0AHEHUS KOMAHO

=  OT106pa3unTb COCTOAHME NPOTOKOAA ANA nopta gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

Local client

gigabitethernet 1/0/3

Administrative configurations:
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Mode:
Unidirection:
Link monitor:

Remote loopback:

MIB retrieval:
Mtu size:

Operational status:

Port status:

Loopback status:

PDU revision:

Remote client

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address: a8:£f9:4b:0c:00:03

Vendor (oui) :

a8 f9 4b

Administrative configurations:

PDU revision:
Mode:

Unidirection:
Link monitor:

Remote loopback:

MIB retrieval:
Mtu size:

3

active

not supported
supported
supported

not supported
1500

console#

5.15.11 Hacmpoiika npomokona CFM

Ethernet CFM (Connectivity Fault Management), IEEE 802.1ag — npenocTaBnsieT ¢GyHKUUU
HabloAeHNs, NOUCKa M YCTpaHeHUs HeucnpaBHocTel B ceTax Ethernet, nossonss KoHTponuposaTb
coeamHeHue, N30AMPoBaTb NPOBAEMHbIE YHaCTKU CETU U MAEHTUOULMPOBATb KAMEHTOB, K KOTOPbIM
NPUMEHANNCH OFPAHNYEHUA B CETU.

MpoToKoA onepupyeT cieayowmuMm NOHATUAMM:

= Maintenance Domain (MD) — y4yacToK ceTu, NpuUHaaNeKalmii U ynpaBasemMblii 0g4HUM
onepaTopom;

= Maintenance Association (MA) — COBOKYMHOCTb KOHeuHbIx TodeK (MEP), Kaxpgas u3
KOTOPbIX MMeeT OAMHaKoBbIM uaeHTUPUKaTop MAID (Maintenance Association
Identifier), onpeaenawmii TN cepsuca;

= Maintenance association End Point (MEP) — KoHeuHasi TOYKa cepBuca, PacnooKeHHas
Ha ero rpaHuue;

= Maintenance domain Intermediate Point (MIP) — npomeyTo4Has TOUKa JlOMeHa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.112 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ethernet cfm domain name

Co3paHue (Mnmn cmeHa yposHsa) CFM gomeHa (MD) ¢ umeHem

[level level] name: (1.32) cMBOAOB «name» v Nepexos B PEXXMM KOHPUTYpUpOBaHMA 4OMEHa.
level: (0..7)/0 - level — yposeHb CFM gomeHa.
no ethernet cfm domain e Ypaanenne CFM gomena (MD) c umeHem «name».
name
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KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIyprupoBaHUa AoMeHa:

console (config-cfm-md) #

Tabnunua 5.113 — KomaHab! pexuma KoHdpurypuposaHua CFM gomeHa (MD)

null } dns: (1..43) cumBoNOB;
mac_address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0-65535);/
id name cooTBeTcTayeT

MMEHU JOMEHA

no id

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
id { dns dns | name name | id name: (1..43) YKasaHue ugeHtudukatopa CFM gomeHa (MD). UmeHem
mac mac_address number | id CMMBOJIOB; LOMEHA MOMKET bbITb:

- dns — dns-ums;

- name — TeKCTOBas CTPOKA;

- mac_address number — MAC-agpec v yncnosom
NAEeHTUPUKATOP JOMEHa;

- null - NULL naeHtTudukatop.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

service port { vlan-id vian_id |
name name | number number}
no service port

service vlan vian { vlan-id vian_id vlan: (1..4094);
| name name | number number vlan_id: (1..4094);
name: (1..45)
CUMBO/IOB;

number: (0..65535)

no service vlan vian_id }

Co3paHue CFM-cepsuca (MA) 6e3 npuasku K VLAN u
nepexos B pPeKUm KoOHOWUryprMpoBaHus cepauca.

Ypanenune CFM-cepsuca (MA).

Co3gaHue CFM-cepBuca (MA) npwuesasaHHoro K VLAN c
HOMepoM «vlan» n nepexos B PeXuUm KOHPUrypupoBaHua
cepsuca. MmeHem cepsuca moxeT 6biTb:

-vlan_id —Homep VLAN;

- name — TEKCTOBasA CTPOKaQ;

- number — YncNoBON NAEHTUPUKATOP.

Ypanenne CFM-cepsuca (MA) npusssaHHoro K VLAN c
Homepom «viany.

mip auto-create [lower-mep-
only]

-/aBTOMaTUYECKOE
CO3/1aHMNE BbIKIOYEHO

no mip auto-create

BkatOYeHNe aBTOMATUYECKOTO CO3AaHWUA MPOMENKYTOUHbIX
ToueK cepsuca (MIP). MpomexkyTouHble ToUYKK cepsuca (MIP)
€O3[aloTCA Ha BCeX MopTax, Ha KoTopbix nponucaH VLAN
cepsuca.

HeobssaTenbHblii napametp «lower-mep-only» uckawovaet
M3 CNUCKA NOPTbI, HA KOTOPLIX y¥Ke CO34aHa KOHEeYHan TouKa
cepBuca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXxnume KOHPUIypnpoBaHMA JOMeEHa:

console (config-cfm-ma) #

Tabnuvua 5.114 — KomaHapl pexkuma KoHdpurypmnposaHma CFM cepsuca (MA)

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

continuty-check  interval

. interval: (1, 10, 100, 600)
interval

YcTaHoBKa MHTepBana otnpasku Continuty Check coobeHuin.

cekyHa/1 cekyHaa
no continuty-check interval yra/ yhA

YcTaHOBKa 3HaY€HUA N0 YMONYAHUIO

direction down

YcTaHaB/MBaeT HanpaBaeHUe KOHeYHOM ToukK cepsuca (MEP)
B HUCXOAALLee.

no direction down

YcTaHaBAMBaeT HanpasieHne KoHeYHoW ToukKu cepsuca (MEP)
B BOCXoAALLee.

mep id

id: (1..8191)

[Jo6aBneHne  KOHeyHOM  Todykm  cepeuca (MEP) ¢
naeHTMGUKaTopom «id» K JaHHOMY cepBuCy.
fAaHHoM KOMaHAOi  OCyW,ecTBAAETCA  TOJIbKO

npusaska MEP k cepsucy. MEP co3gaetca B pexxume
KOH}UryprupoBaHua nHtepdeiica.

no mep id

YpaneHue KoHe4yHow Touku cepsuca (MEP).

mip auto-create [ { lower-
mep-only | none }]

-/MCNoNb3yeTCA PeKUM,
CKOHOUIYPMPOBaHHbIV ANs
LOMEHa, B KOTOPOM

BK/loYEHME aBTOMATMYECKOrO CO3A4aHMA MPOMENKYTOUHbIX
Touek cepsuca (MIP). MpomeskyTouHble ToUKkKM cepsuca (MIP)
CO3[al0TCA Ha Bcex MopTax, Ha KoTopbix nponucaH VLAN
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no mip auto-create

HaxoAuTca cepsuc

cepBuca. HeobazaTenbHble NapameTpbi:

- lower-mep-only — uckntouaeT M3 cnmcka NopTbl, Ha KOTOPbIX
y}Ke co3ZaHa KoHeYyHas Touka cepsuca (MEP);

- none — He co3aBaTb aBTOMATUUYECKMN MPOMEKYTOUHbIE TOYKM
cepsuca (MIP).

YcTaHOBKA 3Ha4YeHUA nNo YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B perkume KoHdUrypupoBaHus wuHTepdeiica Ethernet,
WHTepdeiica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.115 — KomaHgb! pexkuma KoHpuUrypuposaHua nHTepdeica Ethernet

3HayeHue/3HayeHue o

no ethernet cfm mep id
domain domain_name
service { vlan-id vian_id |
name name | number
number }

vlan_id: (1..4094);
name: (0..45) cumB0NOB;
number: (0..65535)

KomaHoa Aelicmeue
YMOAYAHUIO
ethernet cfm mep id Co3paHune Ha uHTepdelice KoHeYHoW To4ku cepsuca (MEP) c
domain domain_name naeHTuduMKatopom «id» pgnAa  yKasaHHOro cepsBuca B
service { vlan-id vian_id | id: (1..8191); YKa3aHHOM AOMEHE U NEePExos, B PexkMM KOHOUrypupoBaHUs
name name | domain_name: (0..32) MEP.
number number } CMMBOJIOB;

YpaneHune KoHeuHol Touku cepsuca (MEP) c nHTepodelica.

KomaHObI pextuma KoHgu2ypuposaHUs KOHEYHOU moYKu cepsuca

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXnume KOHPUIrypnupoBaHMA JOMeEHa:

console (config-if-cfm-mep) #

Tabnnua 5.116 — KomaHzabl pexkuma KoHourypuposaHusa CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
active BKAtoyeHne KoHevyHoM Touku cepsuca (MEP).
- -/BbIKNtOYEHa
no active YcTaHOBKa 3HaYeHMA N0 YMOAYAHUIO.

continuty-check enable

no continuty-check enable

-/BbIK/IOYEHa

BkntoueHune otnpasku Continuty Check coobuiennin.

YCTaHOBKa 3HaY€HNA NO YMOJIYAHUIO.

COS Ccos

no cos

cos: (0..7)/7

YcTaHOBKa 3HayeHus npuopuTeta CoS, € KoTopbiM 6yayT
otnpasnaTbea Continuty Check coobuieHus.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000) mc/
2500 mc

YKasaHMe MWHTepBasa 3a4ep)KKW, MO WCTEYEHMM KOTOPOro
6yAeT reHepMpoBaThCA aBapua.

YCTaHOBKa 3HaY€HUA NO YMOJIYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000) mc/
10000 mc

YKazaHMe NPOMENKYTKa BPEMEHW, MO MCTEYEHUWU KOTOPOro
npovsonaeT cbpoc aBapuu.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

-/mac-remote-error-xcon

Bk/loyeHMe yBegoOMeHWMI  ONA ONpedeseHHbIX  TUMOoB
cobbITUM.

Tunbl cObbITUIA:

- all — Bce cobbita DefRDI, DefMACStatus, DefRemote,

DefError, DefXcon;

- error-xcon — 10/1bKo cobbiTua DefError n DefXcon;

- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon - Tonbko cobbitTa DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKO cobbiTne DefXcon;

- none — yBeA0OM/IEHUS OTK/IOYEHDI.
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| no alarm notification

| YcTaHOBKa 3Ha4YeHuna no YMO/IHaHUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 5.117 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBosioB

OTtobparkaeT nHPopmaumio 06 ykasaHHOM gomeHe uaun obo
BCEX.

show ethernet cfm errors

OTobparkaeT uHbopmaumto o6 owwmbkax Continuity Check
npoToKona.

show ethernet cfm
maintenance-points { local
| remote }

OTobparkaeT MHOOPMALMIO O JOKAJIbHbIX WM YOANEHHbIX
KOHEeYHbIX TouKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name|

mac mac_address number |
null}]

name: (1..43) cumBonoB
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-H-
H-H);
number: (0..65535)

OTobparkaeT MHPOPMALMIO O MPOMEKYTOUHBIX TOUKAX CepBumCca
(MIP) pns yKasaHHOTO AOMEHa WU ANA BCEX.

show ethernet cfm
statistics

OTobparkaeT CFM-CTaTUCTMKY AN18 BCEX LOMEHOB.

show ethernet cfm
statistics domain
domain_name service {
vlan-id vian_id |

name name |

number number }

domain_name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo0B;
number: (0..65535)

OTobparkaeT CFM-CTaTUCTMKY A/19 YKa3aHHOTO AOMEHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OtobparkaetT CFM-CTaTUCTUKY 1A YKa3aHHOW KOHEYHOM TOYKM
cepsuca (MEP).

5.15.12 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKkuma Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy»KebHble nakeTbl
pa3nnyHbIX L2-npoTokonoB (PDU) yepes ceTb npoBaligepa, YTO MO3BOJAET «MNPO3pPavyHO» CBA3ATb
K/IMEHTCKME CEerMEeHTbI CEeTH.

L2PT nHKkancynmpyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepenaeT MX Ha APYyron rpaHU4YHbIN
KOMMYTaTOpP, KOTOPbI OXKMAAET cneumasbHble MHKanCcyAMpoBaHHble Kaapbl, @ 3aTeM AeKancyampyet
WX, YTO NO3BO/IAET NO/b30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KommyTtatopbl MES3000 npeaocTaBAsOT BO3MOMKHOCTb MHKaMNCYyMPoBaTb CAyXebHble naKeTbl
npotokonos STP, LACP, LLDP, IS-IS, PVST.

Mpumep:

Ecnu BkatounTb L2PT gns npotokona STP, To kommyTtaTopsl A, B, C u D 6yayt ob6beguHeHbl B

OAHO cBA3ywOWlEE AepeBo,

HECMOTPA Ha TO,

4YTO KOMMYTATOpP A He coeauHeH HanpAMmyrw cC

KommyTtaTopamn B, C n D (pucyHok 24). UHbopmauus 06 M3MEHEHMN TOMOSIOTUMN CETU MOXKET BbITb
nepefaHa CKBO3b CETb NpoBaliepa.
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Switch 1 Service Provides’s

[ [PoU] |

Switch 2

PucyHok 24 - lpumep

Anroputm paboTbl GyHKLMOHaNa cneayowmii:
MHKancynauma:
1. Bce L2 PDU nepexBatbiBatoTca Ha CPU;

2. Noacucrtema L2PT onpegenseT L2 npoTOKOA, KOTOPOMY COOTBETCTBYET NpUHATLIN PDU, 1 nposepseT,
BK/IIOYEHA /1M Ha NOpPTy, C KOTOporo NpuHAT 3ToT PDU, HacTpoitka [2protocol-tunnel ana paHHoro L2
npoToKoNa.

Ecnun HacTpoiiKa BKOYEH], TO:
= Bo Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TyHHenupoBaHue, oTnpasasetcA PDU-
bpeitm;
= Bo Bce noptbl VLAN, Ha KOTOpPbIX BbIKJAIOYEHO TYHHENUPOBaHUE, OTNpasnaeTcA
WMHKancynupoBaHHbii PDU-dpeiim (McxogHbii dpeim ¢ Destination MAC-agpecom,
WN3MEHEHHbIM Ha TYHHE/IbHbIN);

Ecnv HacTpoOWiKa BbIK/IOYEH], TO:
= PDU-¢dpeiim nepenaetcs B 06paboTYMK COOTBETCTBYIOLLEFO NPOTOKOA.

Jdekancynauma:

1. PeanunsoBaH nepexsaT Ha CPU Ethernet-ppeiimos c Destination MAC-agpecom, 3agaHHbIM NpU
nomolm KomaHapl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BKAHOYAETCA TONbKO TOrAa,
Korga xoTs 6bl Ha 04HOM NOPTY BKAKOYEHA HACTpoiKa I2protocol-tunnel (He3aBMCMMO OT NPOTOKOANA).

2. Mpun nepexsaTe naketa ¢ Destination MAC agpecom XX-XX-XX-XX-XX-XX OH CHa4a/jia nonagaeTt B
nogcuctemy L2PT, koTopaa onpegenset L2 npotokon ana pgaHHoro PDU no ero 3arofioBKy u
NpoBepseT, BKAKOYEHA /NN Ha NOPTY, C KOTOPOro MPWMHAT WMHKAMNCyAMpoBaHHbIM PDU, HacTpoWka
I2protocol-tunnel ana gaHHoro L2-npoTokona.
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Ecau HaCTpOf/‘IKa BK/IlO4YEHa, TO!

" [OpPT, C KOTOPOTO BbIN NOMYYEH MHKANCYINPOBaHHbIN PDU-dpelim, 61okupyeTca ¢ npudmHom
[2pt-guard.

Ecnum HacTpoiKa BbIKAOYEHA:

= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BKAIOYEHO TYHHENMPOBaHMe, OTNpaBaAeTcA
AeKancynpoBaHHbIi PDU-dpelim;

= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BbIKAKOYEHO TYHHEIMPOBaHWe, OTNpaBaseTcA
WMHKancyanpoBaHHbI PDU-dpeinm.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnnuya 5.118 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHms
3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
12protocol-tunnel
address {mac-address} mac-address: (01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0, 3agatb MAC-agpec Ha3HayeHUA ANA TYHHeNnpyemblx
01:00:0c:cd:cd:d1, dperimos.

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/

no I2protocol-tunnel 01:00:ee:ee:00:00

YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
address

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

/ Ha rpaHuyHoMm UHTepdeiice f0MXKeH 6bITb OTKAOUEH NpoTOKoA STP (spanning-tree disable).
IpaHnuYHbIN MHTEepdeiic AonXKeH BbITb HACTPOEH B peXXume access Uam customer.

Bua 3anpoca KOMaHOHON CTPOKM B pexMme KOHPUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.119 — KomaHgb! pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HaveHue/3Ha4yeHU o
KomaHoa / Aeiicmeue
e 110 yMOMYaHUKo
12protocol-tunnel {stp | lacp | BKtOYEHWE perrMMa MHKANCyNALUM NaKeToB ANa NPOTOKOI0B
lidp | isis-11 | isis-12 | eth-fc | STP, LACP, LLDP, IS-IS, PVST.
pvst}
-/BbIK/IOYEHO
no I2protocol-tunnel {stp | lacp | BbIkNtoYEHME peXMMa MHKANCyNsLuMM NMakeToB A8 MPOTOKO-
lidp| isis-I1 | isis-12 | eth-fc | nos STP, LACP, LLDP, IS-IS, PVST.
pvst}
12protocol-tunnel cos cos cos: (0.7)/5 3apaTb 3HaveHue CoS ans 3anakoBaHHbIX PDU-¢ppelimos.
no I2protocol-tunnel cos B YctaHoBKa COS B 3HaYeHMe N0 YMOAYaHMIO.
12protocol-tunnel drop-threshold HacTpolika NoporoBoro 3HauyeHWs CKOPOCTM Bxoaawmx PDU-
{stp | lacp | lidp | isis-I1 | dperimos (B NakeTax B CEKYHAY), MOJYYEHHbIX U NOAENKALMX
isis-12 | eth-fc| pvst } threshold treshold: WMHKaNcynaumm. Mpwn npesblWeHnn nopora PDU
) oTbpacbiBatoTCA.

(1..4096)/BbIKNIOYEHO TP T

no I2protocol-tunnel OTKAtoYaeT PEeXMM  KOHTPOAA  CKOPOCTM  BXOAALLMX

drop-threshold {stp | lacp | lidp PDU-¢ppeimos.
| isis-I1 | isis-12 | eth-fc | pvst}
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12protocol-tunnel shutdown-
threshold {stp | lacp | lldp | isis-
11 | isis-12 | eth-fc | pvst}

threshold treshold:

(1..4096)/BbIKNtOYEHO

HacTpolika noporoBoro 3Ha4yeHWs CKOPOCTM  BXOAALLUX
PDU-dppeitmoB (B naKeTax B CEKYHAY), MONYYEHHbIX W
nognexawmx nHkancynaumm. Mpu npesbllieHU nopora nopT
bypeT nepeseseH B coctoaHume Errdisable (oTkntoueH).

no I2protocol-tunnel shutdown- OTKNIOYaeT  peXMm  KOHTPONA  CKOPOCTU  BXOAALLMX
threshold {stp | lacp | lldp | isis- PDU-¢ppenmos.
11 | isis-12 | eth-fc| pvst}

KomaHOob! pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 5.120 — KomaHgb! pexuma privileged EXEC
3Ha4yeHue/3Ha4yeHue o "
KomaHoa / Aelicmeue

YMOAYAHUIO

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: ( 1..12)

OTobparkaeT nHpopmaumto L2PT gns ykasaHHoro nHtepdeliica
WKW ONA BCex MHTepdencos, Ha KOTopbIX BKAloYeH L2PT, ecan
MHTepdeiic He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: ( 1..12)

OuncTtka cTaTucTkn L2PT ans ykasaHHoro uHTepdeica nam
Ona Bcex WHTepdeincoB, Ha KOTOpbIX BKAouYeH L2PT, ecau
MHTepdeiic He yKasaH.

[pumepbl 8b1M0AHEHUS KOMAHO

=  YCcTaHOBMTb TyHHenbHblt MAC-agpec B 3HaveHue 01:00:0c:cd:cd:dO,

BK/ZIIOYUTb

otnpasky SNMP traps oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-

treshold u shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUUTb pexMM TyHHenuposaHua STP Ha uHTepdelice, ycTaHOBUTb 3HayeHue CoS
naketos BPDU paBHbIM 4, BKAOUYUTb KOHTPOIb CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1
console (config-if) # spanning-tree disable

(

(

console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

~— e e

consolef#show l2protocol-tunnel

# switchport mode customer

# switchport customer vlan 100
# 12protocol-tunnel
# 12protocol-tunnel
# 12protocol-tunnel
# 12protocol-tunnel

stp

cos 4

drop-threshold stp 40
shutdown-threshold stp 100

MAC address for tunneled frames:

Port CoS Protocol Shutdown Drop

gil/0/1 4

Threshold Threshold Counter

01:00:0c:cd:cd:d0

Encaps Decaps

Counter

Drop
Counter

= [Ipumepbl coobLieHUid 0 cpabaTbiBaHUK TpUrrepa:

12-Nov-2015 14:32:35
gil/o/1

%—I-DROP:

Tunnel drop threshold 40 exceeded for interface
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12-Nov-2015 14:
interface gil/0/1

32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for

5.16 Voice VLAN

Voice VLAN ucnono3yetca ana sbigenexdma VolP-obopyaosaHus 8 otaenbHyto VLAN. Ona VolP-
dpenmoB moryT O6bITb HasHayeHbl QOS-aTpubyTbl Ana npuopuTesaunn Tpaduka. Knaccudukaums
dpelimos, oTHocaLmxca K ppenmam VolP-obopyaosaHua, 6asmpyetca Ha OUI (Organizationally Unique
Identifier — nepsble 24 6uta MAC-agpeca) otnpasuTensa. HasHauenune Voice VLAN ana nopTta
NPOMCXOAMUT aBTOMATMUYECKM - Koraa Ha nopT noctynaeT ¢peiim ¢ OUI n3 Tabaunubl Voice VLAN. Koraa
nopTt onpegensercs, Kak npuHagnexawmit Voice VLAN — aaHHbI nopT aobasnsetcs Bo VLAN Kak
tagged. Voice VLAN npMmeHUM A5 CNeayroLmnX CXeM:

— VolP-0bopysoBaHMe HacTpameaeTcs, YTobbl paccbinaTb TerMpoBaHHble NakeTbl ¢ Voice
VLAN ID, HacTpOEHHbIM Ha KOMMYyTaTOpE;

— VolP-obopynoBaHue paccbinaet HetermposaHHble DHCP-3anpocbkl. B otBete ot DHCP-
cepBepa npucytcteyeT onuua 132, coaepxkawas VLAN ID, kotopbih VolP-ycTpolicTBo
aBTOMaTMYeCcKM HasHavaeT cebe B kayecTBe VLAN ans mapkuposku VolP-Tpaduka (Voice

VLAN ID);

— VolP obopynosaHue nosydaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUl npoussoanteneit VolP-obopyaoBaHus, AOMUHUPYIOLWMNX Ha PbIHKE.

(0]V]} dupma-npounssogutenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo<eT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk u general.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHua:

console (config) #

Tabnunua 5.121 — KomaHabl pexkuma rnobasibHoro KOHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

timeout: (1..43200)/1440

no voice vlan aging-
timeout

YcTaHaBAMBAET TalimayT A4/1f NOPTa, NPUHAA/IEXKALLErO K Voice-
vlan. Ecam ¢ nopTa B TeyeHue 3aAaHHOro BpemeHu He 6bino
¢dperimos ¢ OUI VolP-obopyaposaHus, To voice vlan yaanaerca
C f;@HHOTO NnopTa.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHUIO.

voice vlan cos cos [remark]

cos: (0..7)/6

no voice vlan cos

YctaHasnamaer COS, KoTOpbiM  MapKupyloTca  ¢perimbl,
npuHaanexawme Voice VLAN.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.
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voice vlan id vian_id YctaHasausaet ugeHtuedumkatop VLAN ana Voice VLAN
no voice vlan id Ypanset ugentuoukatop VLAN gns Voice VLAN
vlan_id:(2 .. 4094) Ana yaaneHua uaeHtudukatopa VLAN Tpebyetca

npeasapuUTe/ZibHO OTK/IIOYUTD ¢yHKLI,MIO voice vlan Ha
BCeX noprtax.

voice vlan oui-table Mo3sonseT pegakTMposath Tabanuy OUI.
add oui|remove oui - oui — nepsble 3 6banTa MAC-agpeca;
%Word] ! } word: (1..32) cumsonos - word — :nwcaHme oui. i
no voice vlan oui-table Ypanser Bce Nonb30BaTeNbCKUe nameHeHms OUI-Tabanybl.
voice vlan state BkatounTtb/oTkNtouMTL Voice VLAN.
{oui-enabled | disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3Ha4YeHne No ymonyaHuio.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKW B perkume KoHdurypuposaHua wHTepdeiica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 5.122 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO
voice vlan enable Bkntouyaet Voice VLAN gns nopra.
- -/BbIK/IIO4EHO -
no voice vlan enable OtkntoyaeT Voice VLAN gna nopra.
voice vlan cos mode BkntoyaeT mapKupoBKy TpaduKa ana scex odperimos, nmbo
{src]|all} R TO/IbKO ANA1 UCTOYHMKA.
no voice vlan cos mode BoccTaHaB/IMBaAET 3HaYeHWEe MO YMONYAHMIO.
voice vlan secure Bkniouaet 6esonacHbli  pexum  gna VLAN.  KomaHnaa
NPUMEHSAETCA TOJIbKO K NMopTam, KoTopble 6biin fobasneHbl K
-/BbIKNtO4EHO Voice VLAN aBTOMaTU4YeCKM.
no voice vlan secure BoccTaHaB/IMBaAET 3HaYeHWe MO YMONYAHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.123 — KomaHab! pexkuma KoHdurypuposaHma EXEC

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
10 yMmon4yaHuro

show voice vlan type oui
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi__port: (1..8/0/1..24); OTtobparkaet coctosiHue Voice VLAN.

te_port: (1..8/0/1..4)

5.17 I'pynnoBas agpecauus

5.17.1 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHa, NpeaHasHavyeH ANA 3afaHuA NpaBuA rpynrnoBoi agpecaLmn B CETU Ha
KaHa/NIbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypmposaHus uHtepoerica VLAN:

console (config-if)#
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Tabnnua 5.124 — KomaHgb! pexkuma KoHpuUrypuposaHua nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

-/mac-group

3apaeT peXmMm rpynnoBon nepesayn AaHHbIX.

- mac-group — MHOroaZpecHas nepejaya, OCHOBaHHaA Ha
VLAN u MAC-agpecax;

- ipv4-group — MHOroagpecHas nepega4ya C TUMNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN n agpece npMemHuKa B
dopmarte IPv4;

- ip-src-group — MHOroaZpecHas nepegaya € TUNOM
dunbTpaumm, ocHosaHHbIM Ha VLAN u agpece oTnpasuTens 8
dopmarte IPv4.

YcTaHaBAWBaeT 3HaYeHne no YMOAYaHUIO.

bridge multicast address
[mac_multicast_address|
ip_multicast_address]
[[add | remove]

{ gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast address
[mac_multicast_address|
ip_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

LOobasnaet rpynnosoii MAC-agpec B Tabauuy rpynnosou
agpecaumm  wu  ctaTMyeckm  aobasnser  wAM  ypanset
nHTepdencobl U3 rpynnbl.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |P-aapec MHOroaApecHo paccbiikuy;
- add - nobaBnseT cTaTMYECKyo NOANUCKY K rpynnosomy MAC-
afpecy avanasoH Ethernet-nopToB uau rpynn noptos.

- remove — yJanAeT CTaTMYecKylo MOAMMUCKY K rpynnoBomy
MAC-agpecy.

MepeuncneHne nMHTepdencoB ocywecTBnseTca Yepes
«,»

«=» N

Ypansaet rpynnosoit MAC-agpec ns Tabanupl.

bridge multicast forbidden
address
[mac_multicast_address |
ip_multicast_address]

{add | remove}{
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
address
[mac_multicast_address |
ip_multicast_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpelyaeT NoOAK/AOYEeHME HacTpamBaemoro noprta/nmopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |P-appec MHOroaApecHoM’ paccblku;
- add — go6asneHune nopTa/MOPTOB B CNUCOK 3aMpeLLeHHbIX;

- remove — yganeHue nopta/MopToB 13 CNUCKA 3anpeLLeHHbIX.
MepeuncneHve MHTepPPENCOB OCYLLECTBASETCA Yepes
«»

«=» U

Ypanaet 3anpeuatoee npasuao ana rpynnosoro MAC-
agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
nepesaava scex
MHOroaApecHbIX
NaKkeToB 3anpelyeHa

PaspeluaeT nepesayy BCEX MHOrOaZpecHbIX MAaKETOB Ha NopTy.
- mac_multicast_address — rpynnosoii MAC-agpec;

- add — pgo6asnseTt nopTbl/06bEAMHEHHbIE MOPTbI B CMMCOK
nopToB, ANA KOTOPbIX pa3pelleHa nepegadya Bcex rpynmnosbiX
NaKeTos;

- remove — y6upaet rpynny noptos/o6beanHEHHbIX NOPTOB U3
paspeluatowero npasmna.

MepeuncieHe MHTEPPENCOB OCYLLECTBAAETCA Yepes
«».

«=» n

BoccTaHaBnvBaeT 3HaveHMe No YMOIYaHWIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)/
nopTam He 3anpeLLeHo
AVHAMUYECKM
NpPUCOeanHATLEA K
MHOToaZpecHon
rpynne.

3anpeLaer nopTy  AVWHAMWYeCcKu [o6aBnAaTbCA K
MHOroaZpecHo rpynne.

- interface-list — cnucok nHTepdeicos Ethernet;

- port-channel-number-list — cnucok rpynn nopTos;

-add — gobasnser noptbl/o6beanHEHHbIE MOPTbl B CMUCOK
NopToB, A/1A KOTOPbIX 3amnpelleHa nepegaya BCEX MPynmnoBbiX
nakeToB;- remove — ybupaet rpynny noptos/o6beanHEHHbIX
NopTOB M3 3anpeLLatoLero Npasua.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPEes «—» U «,»

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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bridge multicast ip-address
ip_multicast_address

[[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Pernctpupyet IP-agpec B Tabauue rpynnoBoi agpecaumu, u
cTaTuyeckun pobasnsaet/yaanser uHTepdeiicsl M3 rpynnel.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — pob6aBnser nopThl K rpynne;

- remove — yJanseT nopTbl U3 rpynnbl;

MepeuncneHne uHTepdeNCcoB OCYLLECTBAAETCA Yepes «—» U
«,».

Yaansaet rpynnoso IP-agpec n3 Tabauubl.

bridge multicast forbidden ip-
address {ip_multicast_address}
{add | remove}
{gigabitethernet gi port |
tengigabitethernet te_port

| port-channel group}

no bridge multicast forbidden
ip-address
{ip_multicast_address}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

3anpeuwaet nopTty nobasnatbea K

MHOroaZipecHom rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — fo6aBneHve NopTa/NOPTOB K CNNCKY 3aNPELLEHHbIX;

- remove — yAaneHume nopra/moptoB M3  CMMCKa

3anpeLLeHHbIX.

MepeuncneHne NHTepdENCoOB OCYLLECTBAAECTCA YEPES «—» U «,»

,  MNpexpe uem onpeaenuTb 3anpeLieHHble MOopThl,
V rpynnbl MHOrOaApecHol PaccbUIKU AOMKHbI 6biTb
3aperucTpupoBaHbI.

ANHaMUN4YeCKHu

BoccraHaBnuBaeT 3HaYeHMe NO YMONYAHMIO.

bridge multicast source
ip-address group
ip_multicast_address

[[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

YcTaHaBaunBaeT cooTBeTCcTBME mexay IP-agpecom
Nnonb3oBaTeNs W rPynnoBbIM aapecom B Tabauue rpynnosoi
afpecaumu, u ctatudecku gobasnset/yaanset uHtepdeiicol n3s
rpynnbi.

- ip_address — ucxoaHbil IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — go6aBuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — yAanuTb NOPTbI U3 rpynnbl UcxofHoro IP-aapeca.

BoccTaHaBnAuBaeT 3HaYeHMe MO YMONYAHUIO.

bridge multicast forbidden
source ip_address

group ip_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

YcTaHaBavBaet 3anper Ha nobasneHune/ypaneHve
COOTBETCTBUA MexKay IP-agpecom nonb3osaTens u rpynnosbiM
agpecom B Tabauue  rpynnosoi  agpecauuu  Ans
onpefeNeHHoro nopTa.

- ip_address —ucxogHbiv IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny mcxogHoro IP-

group: (1..24) appeca;
- remove — 3anpeT Ha yganeHne nopta M3 rpynnbl UCXOL4HOTO
IP-agpeca.
no bridge multicast forbidden
source ip_address BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
group ip_multicast_address
bridge multicast ipv6 mode 3afaeT peuMm TpynnoBoM nepefayv AaHHbiX aaa  IPve-
{mac-group | ip-group | NakeToB MHOr0aAPECHOM PACcCbIIKU.
ip-src-group} - mac-group — MHOroagpecHas nepefadya, OCHOBAaHHAA Ha
VLAN n MAC-agpecax;
/mac-group - ip-group — MHoroagpecHas nepegaya ¢ TMnom GpuabTpaumm,

no bridge multicast ipvé mode

0CHOBaHHbIM Ha VLAN u aapece npuemHuka B popmare IPv6;
- ip-src-group — MHOroaZpecHas nepegaya C TUMOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasuTens B
dopmare IPv6.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYAHUIO.

bridge multicast ipv6 ip-
address
ipv6_multicast_address [[add |
remove] {gigabitethernet
gi_port |

tengigabitethernet te_port

| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Pernctpupyet rpynnosoi IPv6-agpec B Tabsauue rpynnosoi
afpecaumu, u ctatndecku gobasnset/yaanset uHtepdeiico! 13
rpynnbi.

- ip_multicast_address — rpynnosoli IP-agpec;

-add — pobaBnaeT NnopTbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl;

MepeyncneHne nHTepdEecoB OCyLLECTBAAECTCA YEPes «—» U «,»
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no bridge multicast ipv6 ip-
address
ip_multicast_address

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

3anpelaeT NOAKMOYEHUE HACTPaMBaemoro nopra/mopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — fo6aBneHne NopTa/NOPTOB B CMUCOK 3aMNpeLLEHHbIX;

- remove — yaasneHune nopta/nopToB U3 CNMUCKA 3aNpPeLLEHHbIX.
MepeuncneHve nHTepdencoB OCyLLECTBAAETCA YEPES K—» U &,»

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHWUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address [[add |
remove]

{ gigabitethernet gi port |
tengigabitethernet te_port

| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

YcraHaBAuBaet cooTBeTcTBME mexay IPv6-agpecom
no/sib3oBaTenn U rpyrnnoBbiM agpecom B Tabauue rpynnosoin
afpecaumu, n ctatuuecku gobasnset/yaanset uHtepdeicobl us
rpynnbl.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuUTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yAanunTb NOPTbI U3 rpynnbl McxogHoro IP-agpeca.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOAYAHWIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

YcTaHaBAuBaeT 3anper Ha nobasneHune/yaaneHve
cooTBeTcTBMA  Mexay |IPv6-agpecom nonb3oBatena u
rpynnoBbIM agpecom B Tabauue rpynnoBoi agpecaumm ana
onpeaeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha pobasneHwe nopTa B rpynny UCXoAHOro
IPv6-appeca;

- remove — 3anpeT Ha yAaseHne nopTa U3 rpynnbl UCXO4HOMO
IPv6-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast unregistered
{forwarding | filtering}

-/forwarding

no bridge multicast
unregistered

YcTaHaBAMBaeT NpPaBMaO Nepesayn NakeTos C
HEe3aperucTpupoBaHHbIX rPYNMNOBbIX afpPecos.

- forwarding — nepesaBaTb He3aperncTpmMpoBaHHble
MHOroaZpecHble NaKeTbl;

- filtering — punbTPOBaTL HE3aPErUCTPUpPOBaAHHbIE
MHOroaZpecHble NaKkeTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOwbI

pexcuma  KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepaelica 2pynnsl NOPMOos

Bua 3anpoca KOMaHOHOM CTPOKM B peXMme KOHIUTypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console#configure
console (config) #interface {tengigabitethernet te port | gigabitethernet

gi port |port-channel group |

console (config-if) #

range {..}}

Tabnnuya 5.125 — KomaHgb! pexuma KoHPurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

OnucaHue

bridge multicast
unregistered
{forwarding | filtering}

-/forwarding

YcTaHaBavBaet npasuno nepeaaun
He3aperncTpMpoBaHHbIX FPYNMOBbIX aA4Pecos.
- forwarding — nepesaBaTtb He3aperncTpupoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dunbTpOBaTH HE3apPEIUCTPMPOBAHHbIE

nakeTos C
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no bridge multicast
unregistered

MHOroagpecHble nakeTbl.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUS

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.126 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/BbIK/IIOYEHO

Bk/itoYaeT GuAbTpaLMIO rpynnoBbIX a4 pecos.

OTKAoYaeT GUAbTPALMIO rPYNMNOBbIX a4PECcoB.

mac address-table aging-
time seconds

no mac address-table
aging-time

seconds: (10..86400)/300
CeKyHA,

3apaeT Bpema xpaHeHua MAC-aapeca B Tabauvue rnobanbHo.
Bpema xpaHeHna MAC-agpeca, HaumHasa ¢ 600 cekyHa, MOXKeT
6bITb 334aHO TO/IbKO C MHTepBanom B 300 cekyHa,. (900, 1200,

1500 u T.4)

Mpu manbix 3HayeHusax aging-time (ao 600 cekyHA)
[0MNycTMMa MOrpeLHoCcTb, COM3MepumMasn ¢ ero 3HadyeHmem. C
yBenndyeHnem 3HayeHnsa aging-time norpeLwHoCTb
HUBENNpYyeTCA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKyHA;
vlan_id: (1..4094)

3agaeT Bpema xpaHeHua MAC-agpeca B Tabnuue ana VLAN.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/No
YMOJIYAHMIO BK/KOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKkAtouMTbL M3yyeHne MAC-agpecos B faHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[permanent | delete-on-
reset | delete-on-timeout
| secure ]

no mac address-table
static [mac_address] vlan
vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

[ob6asnaet ucxoaHblnt MAC-agpec B Tabsavuy rpynnosow
aapecaumu.

- mac-address — MAC-aapec;

-vlan_id —Homep VLAN;

- permanent — faHHbIi MAC-agpec MOXKHO yAaauTb TOJIbKO C
NomoLLblo KOMaHAbl no mac address;

- delete-on-reset — paHHbIM agpec
repesarpysKku ycTponcTBa;

- delete-on-timeout — faHHbIV agpec yaanmTca no Takim-ayTy;
- secure — [aHHbI agpec yaanutca TONbKO C MOMOLLbIO
KoMaHabl no mac address nau nocne Bo3BpalleHMsA NopTa B
pexunm obyyeHus (no port security).

yAannTca nocne

Yaanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunu.

bridge multicast reserved-
address
mac_multicast_address
[ethernet-v2 ethtype |
licsap |

lic-snap pid ]

{discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegensieT  aeicteMe  gna  NaKeToB
Paccbl/IKK C 3ape3epBMpPOBaHHOrO agpeca.
- mac_multicast_address — rpynnosot MAC-agpec;
- ethtype — Tvn naketa Ethernet v2;

- sap — 1N naketa LLC;

- pid — ™n naketa LLC-Snap;

- discard - cbpoc nakeTos;

- bridge — nakeTbl nepegatoTca B pexkmme bridge.

MHOroazpecHom

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.
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mac address-table lookup-
length length

no mac address-table
lookup-length

length: (1..8)/3

3apgaet pasmep obnacth MAC-agpecoB B anroputme
XelWnpoBaH1A. M3meHeHMA BCTynaloT B AelcTBMe nocie
pecTtapTa KOMMyTaTopa.

YcTaHaBAMBaeT 3HayeHMe MO ymonyaHuto. W3meHeHus

BCTYNatoT B AeMCTBME NOC/Ie pecTapTa KOMMyTaTopa.

mac address-table
notification flapping

no mac address-table
notification flapping

-/BKIOYEHO

BKAOUNTL GYHKUMIO 06HapykeHna dnannuHra MAC-agpecos.
®nannuHr obHapyKMBaeTcA, ecnn BbINONHAETCA crefylolee
ycnosue: guHamunyeckas 3anvce B MAC-Tabnunue meHaeT nopt
YyeTblpe pasa, NPU 3STOM MeXAY KaxKAol CMeHOM NpoxoauT He
6onee 2 cekyHg, (TOYHOCTb U3MEpPEeHUn - 04HA CEKYHAA).

BbIKNOUNTD MAC-

afpecos.

dYHKUMIO  0BHapy:KeHua dnannuHra

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.127 — KomaHgb! pexuma Privileged EXEC

KomaHda

3Ha4yeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| port-channel group} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

Ypanser craTMyeckue/gMHamuyeckue 3anucu M3 Tabauubl
rpynnoBon agpecaumu.

- dynamic — yganeHne AMHaMUYECKUX 3anucen;

- secure — yiaieHne CTaTUYEeCKUX 3anucen.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.128 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group] [address
mac_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MokasbiBaeT Tabauuy MAC-agpecos
nHTepoeinca mbo Bcex nHTepdelicos.

- dynamic — npocMoTp TO/IbKO AMHAMUYECKUX 3anucen;
- static — NpocMOTp TONIbKO CTaTUYECKUX 3anuceit;

- secure — MPOCMOTP TONbKO 6e30nacHbIX 3anucei;
-vlan_id — vaeHTMdUKaumoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

ana YKa3aHHOro

show mac address-table count
[vlan vian_id | interface
{gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} 1]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id: (1..4094)

MoKa3sblBaeT KosiMyecTBO 3anuceir B Tabauue MAC-agpecos
[OJ15 YKa3aHHOTo MHTepdelica inbo ana Bcex MHTepdencos.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.
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show bridge multicast address-
table [vlan vian_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address }]
[format {ip | mac}]

[source

{ipv4_source_address|
ipv6_source_address } ]

vlan_id: (1..4094)

MoKasbiBaeT TabauLy rpynnoBbIX agpecoB AN YKa3aHHOro
uHTepoeiica nmbo Bcex uHTepdeiicos VLAN (KomaHza
[OCTyNHa TONbKO A4 NPUBUIETMPOBAHHOrO NOJ/Ib30BaTeNA).
-vlan_id — naeHTUOUKaUMOHHbIM HoMmep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoi IPv4-aapec;

- ipv6_multicast_address — rpynnosoi IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOUYHMKA.

show bridge multicast address-
table static

[vlan vian_id] [address
mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address ]
[source ipv4 _source _address |
ipv6_source_address ] [all |
mac | ip]

vlan_id: (1..4094)

Moka3sblBaeT TabauULy CTAaTUYECKUX TPYNNOBbIX afpecoB AN
yKasaHHoro nHtepdeiica nmbo sBcex nHtepdeiicos VLAN.
- vlan_id — naeHTUOUKaUNOHHbIA Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHom Tabanubl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MokasbiBaeT KoHPUrypaumio GuabTpa rpynnosbIX aApecos AnA
yKaszaHHoro VLAN.
- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MoKasbiBaeT KOHUrypaumio dunbTpa ans
He3aperucTpMpoBaHHbIX FPYNMOBbIX a4PECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: [1..4094]

MoKasbiBaeT peXkum rpynnoBoi adpecauun ANA yKasaHHOTo
nHTepoerica nnbo Bcex MHTepdeicos VLAN.
-vlan_id — naeHTMOUKaUMOHHbIA Homep VLAN.

show bridge multicast
reserved-addresses

OTo6parkaeT Npasmna, yCTaHOB/IEHHbIE AA FPYNMNOoBbIX
3ape3epBMPOBaHHbIX a4PECOB.

show mac address-table mode

MoKasbiBaeT TeKkyLWmn pexkmm paboTol Tabamubl MAC-agpecos
M pexum, KOTopbli 6yaeT npumeHeH nocie pecTtapTa
KommyTaTopa.

[pumepbl 8bIM0AHEHUS KOMAHO

= Bkaountb GpuAbTpaLMIO FPYNMNOBbIX aApPecoB KOMMyTaTOpom. 3aJaTb BpemMA XpaHeHuA
MAC-agpeca 450 cekyHA, paspewunTb nepeaadyy He3aperMcTpMpoBaHHbIX MHOroaapecHbIX
naketos Ha 11 nopTy KommyTaTopa.

console#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

Vlan IP/MAC Address

Ports

type Ports
dynamic gi0/1, gi0/2
static gi0/1-8
dynamic gi0/9-11

Forbidden ports for multicast addresses:
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1 224-239.13012.2.3 gi0/8
19 224-239.13012.2.8 gi0/8

5.17.2 dyHKYyus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuusa IGMP Snooping ncnonb3yeTcs B CETAX rPynnoBon paccblikn. OcHOBHOM 3aaayeit IGMP
Snooping ABnsfeTcA npefoCTaBleHME MHOroaZpecHoro Tpaduka TONbKO OAA Tex MOPTOB, KOTOpble
3anpocuaum ero.

7 IGMP Snooping MoOXeT WUCNONAb30BaTbCA TONAbKO B cratuuyeckoi rpynne VLAN.
V Moaaep:kusBatoTca sBepcumn npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ | Y106b1 IGMP Snooping 6bin akTUBHbIM, PyHKLMA rpynnoBoii punbtpauum “bridge multicast
N filtering” ponHa 6bITb BKAlOUeHa (cm. pasgen «MpaBuna rpynnoBoi agpecauumn»).

PacnosHaBaHWe noOpPTOB, K KOTOPbIM MOAK/AOYEHbI MHOrOaApPecHble MapLIpPyTU3aTopsl,
OCHOBAHO Ha c/ieyoWwmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKONA MHOroagpecHon Mapuwpytmsaumm Distance Vector Multicast Routing
Protocol (DVMRP) npuHsATbI Ha nopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NoOpTY;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma ri1ob6anbHOro KOHPUryprmpoBaHumsa:
console (config) #

Tabnunua 5.129 — KomaHap! pexkmma rnobanbHOro KoHGUrypuposaHmsa

KomaHoa 3HaveHue Aelicmeue

ip igmp snooping Paspewaer wucnonb3oBaHne o¢yHKUMM IGMP  Snooping

KOMMYTaTOpPOM.
— - -/BbIK/OYEHO -

no ip igmp snooping 3anpewaetr wucnonb3oBaHue @yHKuMM IGMP  Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id Paspewaetr wucnonbsoBaHne ¢yHKUMM IGMP  Snooping
KOMMYTaTOpOM g/1a AaHHoro uHtepdeiica VLAN.

-/BbIKNIOYEHO - vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

no ip igmp snooping vian 3anpewaer wucnonb3oBaHue QyHKUMM IGMP  Snooping

vlan_id KOMMYTaTOpPOM a/1a AaHHOro uHtepderica VLAN.

ip igmp snooping vlan vian_id Peructpupyet rpynnosoli |P-agpec B Tabauue rpynnosou

static ip_multicast_address agpecaumu, n ctatmyeckn gobasnser nHTepdencol U3 rpynnol

[interface onAa Tekywen VLAN.

{ gigabitethernet gi_port | - vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

tengigabitethernet te_port - ip_multicast_address — rpynnosoii IP-agpec.

vlan_id: (1..4094);

MepeuncneHne MHTEPHENCOB OCYLLECTBAAETCA Yepes «—» W
gi_port: (1..8/0/1..24); P pé yi P

«”.

| port-channel group}]

te_port: (1..8/0/1..4);

group: (1..24) Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

no ip igmp snooping vlian
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]
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ip igmp snooping vlan vian_id
€os cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBauBaet 3HavyeHue CoS gna ncxogAwmx B nopt mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- COS — KNnacc obcnykusaHus.

YcTaHaBauBaeT 3HavyeHne CoS ana ncxogAwmx 8 nopt mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy 0.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn pim-
dvmrp

vlan_id: (1..4094)/
paspeleHo

VLAN aBTOMaTMyecKkoe
KOTOpbIM NOAKNOYEHbI

Paspewaer Ans AaHHOM rpynnbl
pacnosHaBaHMe  MOPTOB, K

MHOrOaZpecHble MapLIpyTU3aTopbl.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

VLAN aBTOMaTtuueckoe
KOTOPbIM NOAKIOYEHDI

3anpewaer A4nA AaHHOW rpynnbl
pacnosHaBaHWe  MOpPTOB, K
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

OnpeaenaeT NopT, K KOTOPOMY MOAK/IIOYEH MapLUpyTM3aTop
MHOroaZpecHoOm paccblikn Ansa 3agaHHoin VLAN.
- vlan_id — vapeHTMPMKaumoHHbIn Homep VLAN.

YKasbiBaeT, 4YTO K MOPTYy He MOAK/IYEeH MaplipyTMsaTop
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
port-channel group}

no ip igmp snooping vlian
vlan_id forbidden mrouter
interface{gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

YcTaHaBAMBAET 3anpeT Ha onpejesieHne nopTa (cTaTUyecky,
OVHAMMYecKM) KakK  nopTa, K KOTOPOMY  MOAK/OYEH
MapLUpPYTU3aTOP MHOTOAAPECHOMN PaCcCbINKM.

- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

CHMMaeT 3anpeT Ha onpefefneHue nopTa Kak nopra, K
KOTOPOMY MOAK/OYEH MapLlIpyTU3aToOp MHOroaapecHom
PaccbiKm.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA Ha YKasaHHbIA IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

OTkntovaeT 3ameHy IP-agpeca wuctoyHuKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping map cpe vlan
vlan_id
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan vian_id

vlan_id:( 1..4094)

[ob6asnaet coorsetctBne mexagy VLAN nonbsosaTtensa (CPE-
VLAN) u VLAN TeneBewanusa (multicast-tv-vlan).

Ecnn IGMP-coobueHne npuxoaut Ha nopt ¢ Terom CPE-vlan u
cywecTsyetr cootBetctBMe CPE-vlan — multicast-tv-vlan, To
IGMP-coobuieHne 6yaetr accouumposaHo ¢ VLAN pgna
TeneseLaHnA.

Ypanaet cootsetcteue mexay VLAN nonb3osatens u VLAN
TeneseLlaHns

ip igmp snooping vlan vian_id
querier

no ip igmp snooping
vlan vlan_id querier

vlan_id:
(1..4094)/8blpaua
3anpocoB BbIKIOYEHa

BkntoyaeT noadepKy  BblgauM  3anpocos  igmp-query
KOMMYyTaTopom B AaHHoM VLAN.
OTKkNloYaeT NOAAEepXKKY BblgauuM  3anpocos  igmp-query

KOMMYTaToOpom B AaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

-/IGMPv3

YctaHaBauBaetr Bepcuio IGMP-nNpoToKona, Ha OCHOBaHUM
KoTopol byayT dopmuposatbcs IGMP-query 3anpochbl.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1-4094)

OnpegenseT  UcxopHbii  IP-apgpec,  KoTopbit  bypet
ncnonb3oBatbea IGMP querier-om. Querier — ycTPOMCTBO,
KoTopoe otnpasnseT IGMP-3anpocsl.

YcTaHaBAMBaeT 3HauyeHWe no ymonuyaHuio. Mo ymonuyaHuio
ecan |IP-apgpec HactpoeH pgna VLAN, oH wucnonb3yetca B
KayecTBe agpeca uctouHmka IGMP Snooping Querier.
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immediate-leave

ip igmp snooping vlan vian_id

vlan_id: (1..4094)/

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywer VLAN. OsHayaeT, 4YTO NOPT [JO/KEeH ObITb
HemeaneHHO ypaneH w3 rpynnbol IGMP nocne nonyvyeHuA
coobuieHunsa IGMP leave.

Mpu pobasneHun onuum host-based — mexaHusm fast-leave
cpabaTblBaeT TO/IbKO B TOM C/lyyae, KOrga BCe No/sib3oBaTenu,

(1..4094)/BbIKNtO4EHO

no ip igmp snooping vlian
vlan_id immediate-leave

BbIK/IIOYEHO NOAKNIOYEHHbIE K AAaHHOMY MNOPTY OTNMCANWUCL OT Tpynnbl
(cyeTumk nonb3oBaTenei BegeTcA Ha OCHOBaHMM src-MAC-
agpecos B 3aronosKax IGMP-report’os).

no ip igmp snooping vian OTknountb npouecc IGMP Snooping Immediate-Leave Ha

vlan_id immediate-leave [host- Tekywen VLAN.

based]

ip igmp snooping vlan vian_id Bkntountb npouecc IGMP Snooping Immediate-Leave Ha

immediate-leave host-based Tekywen VLAN. OsHayaeT, 4YTO nNOPT JO/KEeH 6bITb

vian id: HemeaneHHO ypaneH w3 rpynnbol IGMP nocne nonyvyeHuA

coobueHna IGMP leave, ecnn 6onblle HET KAWEHTOB,
KOTOPbIM HEObXoAMMa gaHHas rpynna.

OTkaountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywen VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

vlan_id: (1..4094);
version: (1..3)

no ip igmp snooping vian
vlan_id proxy-report

BK/ItOYAET pexunm, Npu KOTOPOM KOMMYTATOp OTNpaBaseT
report Ha query 3anpocbl CTaTUYECKMX FPYNM, HACTPOEHHbIX Ha
Hem. Mpu aTomy coobuieHuns IGMP-report/leave Ha 3Tu
rpynnbl UTHOPUPYHOTCA.

- version — puKcupyet sepcuto report/leave coobuieHuit,
OTMpaBAsfieMbIX Proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHusA, co3faHHble proxy-
report'epom — IGMPv3, a oTBeTbl Ha query coobueHna 6yayT B
TOl Bepcuu, B KOTopol 6bin npucnad IGMP-query.

BoccTaHaBAMBAET HACTPOMKM MO YMONYAHMIO.

COS cos

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id cos

cos: (0..7)

YcTaHaBAMBaeT 3HayeHue
802.1p.

napametpa nons npuopuTeTa

BoccTtaHasnuBaeT HaCTpOﬁKM N0 YMON4aHUIo.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypuposaHuma VLAN:

console (config-if) #

Tabnunua 5.130 — KomaHabl pexkuma KoHpuUrypuposaHua nHtepoeiica VLAN

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaB/MBAET 3HaYeHue ycToiymsoctn ans IGMP.
Echav Ha KaHane Habnwopaetca notepA [AaHHbIX, 3HayeHue
YCTOMYMBOCTU [O/MKHO ObITb YBEANYEHO.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTraHaBauBaet TaﬁmayT, Nno KOTOPOMY CUCTeMa OTnpasaaer
OCHOBHbIE 3anpocobl BCEM Yy4acCTHUKam rpynnbl
MHoroap,peCHoﬁ nepegadun AnAa npoBepPKM UX aKTUBHOCTU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHOe BpeMA OTBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHne o YMOAYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaB/MBaeT KO/AMYECTBO 3aMpocoB, MOC/AE  PacCbiku
KOTOpPbIX, KOMMYTaTOp ONpeAenseT, YTo Ha AAaHHOM NOPTy HeT
JKEeNatoLMX y4acTBOBaTb B MHOTO3APECHOM paccblKe.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHaBaAuBaer
YyYacTHUKa.

MHTepBan 3anpoca ana nocnegHero

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:

console (config-if) #

Tabnnua 5.131 — KomaHgb! pexkuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan »n mynbTuKkacToBoro TpaduKka B
KnneHTckue Vian gna nHtepdeiica B pexmme «access».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANMEHTCKUX
Vlan B Multicast Vlan wn mynbTukactoBoro Tpaduka B
KAneHTckue Vian gna nHtepdeiica B pexmme «access».

switchport trunk multicast-
tvvlan vian_id [tagged]

no switchport trunk
multicast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue |IGMP-3anpocos w3 VLAN,
YYaCTHUKOM KOTOpbIX ABasetca nopt, B Multicast VLAN ans
nHTepderica B pexxmme «trunk».
MynbTUKacToBbIN Tpadumk
HeTerMpoBaHHbIM WAU TErMpoBaHHbIM
napameTtpa tagged.

MapameTp tagged yKasbiBaeT Ha TO, YTO MY/bTUKACTOBbIN
TpaduK [AOMKEH OTNPaBAATLCA B MNOPT MeE2UpPOBAHHLIM 8
Multicast VLAN.

nepegaertcs Ha nopt
B 33aBUCMMOCTM OT

BbikntoyaeT nepeHanpasneHune IGMP-3anpocoe B Multicast
Vlan, nopT UCKNKOYAETCA U3 rpynn MHOTOa4PECHOM PACChINIKK B
Multicast VLAN.

KomaHOobl pexcuma EXEC

Bce komaHgbl OOCTYNHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTEN1A.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.132 — KomaHgb! pexkuma EXEC

KomaHda

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

MokasbiBaeT MHGOPMaLMIO 06 U3yUYeHHbIX MHOFOAAPECHbIX MapLUPYTM3aTOpax B YKa3aHHOM

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbliBaeT MHbopmaumio IGMP-snooping ana aaHHoro uHTepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address ip_address]

MoKasbiBaeT WHGOPMaLMIO 06 M3y4YeHHbIX MHOTOaAPECHbIX TFPyMnnax, Yy4acTBYOWMUX B

rPynnoBoi pacchblake.

show ip igmp snooping cpe
vlans
[vlan vian_id]

MoKkasbiBaeT Tabsauuy cooTBetcTBMi mexay VLAN o060pynoBaHWA, YCTaHOB/JIEHHOTO Yy
nonb3osartena, u VLAN gna TenesewaHma.
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[pumepbl 8b1M0AHEHUS KOMAHO

Brkatountb opyHKUMto IGMP snooping Ha KommyTtatope. Ona VLAN 6 paspelntb aBToMaTM4ecKoe
pacno3HaBaHMe MNOPTOB, K KOTOPbIM MNOAKAKOYEHbl MHOroaZpecHble MapLLIpyTU3aTOpbI.
YcTtaHoBUTbL UHTepBan mexay |IGMP-3anpocamn — 100 ceK. YBeNUNTb 3HAYEHUE YCTOMUYNBOCTHU
00 4. YCTaHOBUTb MaKCMMasibHOE Bpems OTBeTa Ha 3anpoc — 15 cek.

console# configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp robustness 4

(
(
console (config-if) #ip igmp snooping query-interval 100
(
(

console (config-if) #ip igmp query-max-response-time 15

5.17.3 MLD snooping — npomoKos KOHMposa MHo20a0pecHo20 mpadghuka e IPve

MLD snooping -

MEXaHU3M MHOroaZpecHom

PaccbiIKM  COObLWEHMA, NO3BOAAOWMMN

MWHMMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabauua 5.133 — KomaHabl rn1o6anbHOro pexxmma KoHGUrypmMpoBaHus

KomaHoa

3HayeHue

Aelicmeue

ipvé mid snooping
[vlan vian_id]

no ipv6 mld snooping
[vlan vian_id]

vlan_id: (1..4094)/
BbIKNIOYEHO

BkntouaeTt MLD snooipng.

Otkntoyaet MLD snooping.

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}]

no ipv6 mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

Peructpupyet rpynnosoii IPv6-agpec B Tabnuue rpynnosow
afpecauuu, u ctatudeckn gobasnset/yaanser nHtepdeincol ns
rpynnbl gna Tekywen VLAN.

- ipv6_multicast_address — rpynnosoit IPv6-agpec;
MepeuncneHve MHTEPPENCOB OCYLLECTBAAETCA Yepes «—» U
«».

Yaansaet rpynnosoi IP-agpec us Tabauubl.

ipv6 mid snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port|
tengigabitethernet te_port

| port-channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
tengigabitethernet te_port
| port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..24)

[Jobasnaet npasuo, 3anpeLuatoLiee NopTam 13 Cnncka
pernctpmpoBsaTbca Kak MLD-mrouter.

Ypanaet npaBuo, 3anpeLuatoLLee nopTam U3 Cnncka
pernctpmpoBaTtbca Kak MLD-mrouter.

ipvé mid snooping vlan vian_id
mrouter learn pim-dvmrp

-/BKIOYEHO

M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
naketam.
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no ipv6 mld snooping vlan
vlan_id mrouter learn pim-
dvmrp

He n3yyaTtb nopTbl, NogKAtOYEHHbIe K mrouter'y no MLD-
query-naketam.

ipvé mid snooping vlan vian_id
mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

vlan_id: (1 .. 4094);
gi_port: (1..8/0/1..24);

no ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

te_port: (1..8/0/1..4);
group: (1..24)

[o6asnser cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

Ipv6 mld snooping vlan vian_id
immediate-leave

vlan_id:

no ipv6 mld snooping vlan
vlan_id immediate-leave

(1..4094)/BbIKNOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.
OtkntounTtb npouecc MLD Snooping Immediate-Leave Ha

Tekyuel VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypupoBaHus:

console (config-if)#

Tabanuya 5.134 — KomaHgb! pexkuma KoHpurypuposaHma nHtepoeica VLAN

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
. .. Co3aaeT CTaTUYeCKyto rpynny MHoroagpecHol IPv6-
ipvé mid join-group A ylorpynny AP
. . PacCbINKK.
ipv6_multicast_address . . .
- - multicast_ipv6_address — rpynnosoit agpec IPv6.

no ipv6 mld join-group Yanaer ctaTMyeckyto rpynny MHoroazpecHom IPve-
ipv6_multicast_address pPaccbINKK
. YcTaHaBauBaeT Konmyectso MLD-3anpocoB, nocae paccbliku
ipvé6 mid last-member-

KOTOPbIX KOMMYTaTOp onpeaensaeT, 4To Ha AaHHOM MOPTY HeT
query-count count )

count: (1..7) YKeNalwLLMX y4acTBOBATb B MHOroaZpecHou IPv6-paccbinke

no pv6 mld last-member-
query-count

BoccTaHaBnmBaeT 3HaveHue no ymMmon4yaHuto

ipvé6 mid last-member-
query-interval interval

no ipvé mld last-member-
query-interval

interval: (100..25500)/1000
MUIINCERYHA,

3afaeT MaKCMManbHyIo 3aePXKKy OTBETa NMOC/eAHEro YneHa
rpynmnbl, KOTOPas UCMO/b3yeTca A1A BbIYMCAEHUA KOAa
MaKCUMManbHoOM 3aaeprKkn oteeTa (Max Response Code)

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

ipvé6 mld query-interval
value

no ipv6 mld query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepPBan PaccbiiKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

ipvé mid query-max-
response-time value

no ipv6 mld query-max-
response-time

value: (5..20)/10 cekyHg,

3apaeT makcuman bHYIO 3a1€PXKKY OTBETa, KOTOpaAa
MCNoNb3yeTca AnAa BblYNCNEHUI KO4a MaKCUMaNbHOWM
3a4epKKN OTBETA

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

ipvé mid robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBAMBaeT 3HadeHue KoadduLmeHTa
oTKasoycroiumnsocTu. Ecam Ha KaHane Habnogaetcs noteps
[aHHbIX, KO3OOULMEHT OTKA30YCTOMYMBOCTU AOMKEH BbITh
YBE/INYEH.

BocctaHaBnvBaeT 3HaveHue no YMON4YaHUIO
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KomaHObI pexuma KoHgu2ypuposaHua UHmepagelica (duana3oHa uHmepgelicos)
Ethernet, uHmepageuca epynnsl nopmos, UHmepgetca VLAN

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,
nHTepdelica rpynnbl NopToB U UHTepderca VLAN:

console (config-if) #

Tabnnua 5.135 — KomaHab! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

ipv6 mld join-group
ipv6_multicast_address

no ipvé mld join-group
ipv6_multicast_address

[aeT yKasaHue paccbiiate MLD-report coobuieHus Ha
npucoesvHeHwue K ipv6_address rpynnbl ¢ 4aHHOTO nopTa.
- ipv6_multicast_address — rpynnosoi agpec IPv6.

Ypanser ykasaHue paccbinate MLD-report coobuieHua Ha
npucoeanHenue K ipv6_multicast_address rpynnbl ¢ AaHHOro
nopra.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/MBaeT BepCUio NPOTOKONA, AENCTBYIOLLYIO Ha aHHOM
UHTepodeiice.

BoccTaHaBnMBaeT 3Ha4YeHMe No YMOYaHMIO

Tabnnua 5.136 — KomaHgb! pexkuma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMALMIO O 3aPErncTPUPOBAHHDBIX rpynnax B
COOTBETCTBMM C 33a4aHHbIMM B KOMaHAE napameTpamu
bunbTpaymu.

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — |Pv6-agpec UCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT uHpopmaunto o KoHdpurypaumm MLD-snooping
Ana naHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT HGoOpMaLumMo 0 mrouter-nopTax.

5.17.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

OyHKUNK

orpaHmn4yeHuA

multicast-Tpaduka

MCNONL3YIOTCA  ANA  YyAOBHOW  HACTPOMKM

OorpaHn4YeHnAa NpoOCMOTPa onpeageneHHbIX rpynn MHOFO&!ApECHOﬁ PacCCbINIKWN.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.137 — KomaHgb! pexkuma rnobasbHoro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aelicmsue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBosioB

Mepexog, B pexxnm KoHUrypuposaHus multicast-npodwuna.

YpanuTtb yKasaHHbI multicast-npoduns.
Multicast-npopunb moxetr 6biTb yAaNeH TONbKO
H nocne TOoro, Kak 6yaeT oTBA3aH OT BCeX NOPTOB
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypuposdHua multicast-npoguna

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPurypuposaHus multicast-npoduns:

console (config-mc-profile) #
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Tabnnuya 5.138 — KomaHab! pexkuma KoHdurypuposaHma multicast-npoduna

KomaHoa

3HayeHue Helicmesue

match ip low_ip [high_ip]

3apaet cooTBeTCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4
multicast-agpecos.

- low_ip — BanngHbIn multicast-appec;

- high_ip — BannaHbii multicast-agpec.

no match ip low_ip [high_ip]

Ypanset cooTBeTcTBUE NPoduaa yKasaHHOMY AuanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipv6]

3apaet cooTBeTCTBUE NPODUAA YKazaHHOMY AnanasoHy IPv6
multicast-agpecos.

- low_ip —BanngHbin IPv6 multicast-appec;

- high_ip — BanngHbiii IPv6 multicast-agpec.

no match ipvé low_ipv6
[high_ipvé6]

Ypanset cootBeTcTBUE NPoduaa yKasaHHOMY AManasoHy IPve
multicast-agpecos.

permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3aaHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckatbcs.

no permit

-/BbIK/IlOYEHO
B c/lyuae HECOOTBETCTBMA OAHOMY M3 33AaHHbIX AManNa3oHoB,

IGMP-report 6yayT otbpacbiBaTbeA.

KomaHObI pexwuma KoHguaypuposaHusa uHmepgetlica (Quana3oHa uHmepgelicos)

Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXnma KoOHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabnvua 5.139 — KomaHgpl pexknma KoHoUrypupoBaHua WHTepdelica (guanasoHa WHTepdelicoBs)

Ethernet
3HavyeHue/3Ha4veHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
multicast snooping max- OrpaHuuymBaet KOJINYECTBO OZLHOBPEMEHHO

groups number

no multicast snooping
max-groups

npocmatpusaembix multicast-rpynn ana nopta.

number: (1..1000)/-
CHMMaeT OrpaHMYeHMe Ha KOAWYECTBO OAHOBPEMEHHO

npocmaTpuBaemblix rpynn gaa nopra.

multicast snooping profile
name

no multicast snooping
profile

MpwBa3bIBaeT yKasaHHbIM multicast-npodunb K nopry.

name: (1..32) cumonos -
Ypansaet cooteeTcTBME multicast-npoduna c noptom.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.140 — KomaHgb! pexkuma EXEC

KomaHda

Aelicmeue

show multicast snooping
groups count

OTobparkaeT MHGOPMALMIO ANA BCEX NOPTOB O TEKYLLEM KONMYECTBE 3aperncTpupoBaHHbIX
rpynn, a TakXke MakcMManbHOe BO3MOXKHOE KONMYECTBO.

show multicast snooping
profile [name]

OTo6pakaeT MHPOpMaLLMIo O CKOHOUTypupoBaHHbIX multicast-npodpunsx.
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5.17.5 ®yHkyus mHoz2oadpecHoii mapwpymusayuu IGMP Proxy

®PyHKUMA MHOroagpecHol mapuwpytusaumm IGMP Proxy npeaHasHayeHa Ana peanvsauumu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAAPECHbIX AAHHbIX MEXAY CETAMM, yNpPaBaaeMon Ha OCHOBaHMMU
npoTtokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxoAalmecs B O4HOM CEeTU C CepBEpPOM
MHOT0a4pPECHON PaCcChI/IKN, UMEIOT BO3MOXHOCTb NOAKNOYATLCA K MHOMOa4peCHbIM rpynnam.

MapLipyTmM3aumsa OCYyLLEeCTBAAETCA MeXay WHTepdeincom BblectosAwen cetn (uplink) u
nHTepdericamm Hukectoawmx ceteit (downlink). Mpu aTom Ha uplink-uHTepdelice KommyTaTop BeaeT

ceba Kak o0O6blYHbI MoAy4YaTeNb MHOroagpecHoro TpaduKa
cobcTBeHHble coobueHMa npotokona IGMP.

(multicast client) n dopmupyer

Ha mHTepdeicax downlink KommyTaTop BbicTynaeT B

KayecTBe cepBepa MHOroaApecHOM paccbiikM M obpabaTbiBaeT coobuieHus npotokona IGMP ot

YCTPOIACTB, MOAKNOMEHHbIX K 3TUM UHTepdelicam.

v
v/

IGMP Proxy nogpeprusaet Ao 1024 rpynn MHOroagapecHoi paccbiaiku.

IGMP Proxy nogpep»usaet go 512 downlink-unrepdeiicos.

OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:

Y

- IGMP Proxy He noaaep:KusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaesieH To/ibKo oANH MHTepd)EﬁC BbILLIECTOﬂI.IJ,Eﬁ cetn,

- npu ucnonb3oBaHuu sepcumn V3 npotokona IGMP Ha nHTepdeiicax K HUXKecTosaLl el ceTn,
obpabaTtbiBaloTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnnuya 5.141 — KomaHAabl pexkmMma rnobanbHOro KoOHGUrypupoBaHus

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
ip multicast-routing Mo ymonuyanuio GyHKUMSA PaspelwaeTt paboTy maplpyTusaLmMm MHOTOaApecHbIX AAaHHbIX
igmp-proxy BbIKNOYEHa Ha CKOHOUIYPUPOBAHHBIX UHTepdElicax.

ip igmp-proxy version
version

version: (1..3)/2

YctaHaBauBaeT Bepcuto npotokona IGMP ana ncnonbsosaHuA
KOMMYyTaTopom Ha uplink-uHtepdelrice.
- version — Bepcua IGMP-npoToKona.

YctaHaBauBaet 3HadeHue 802.1p AnA nakeTtoB NPOTOKOANa

ip igmp-proxy cos cos cos: (0..7)/0 IGMP, KoTopoe 6yaeT MCnosib30BaTbCA KOMMYTAaTOPOM Ha
uplink-nHTtepodeiice.
YcTtaHaBnauBaeT 3HavyeHne DSCP B IP 3aronoske ana nakeTtos
ip igmp-proxy dscp dscp dscp: (0..63)/0 npotokona IGMP, Kotopoe 6yaeT  MCMNoJsb3oBaTbCA

KOMMYTaTopom Ha uplink-uHtepderice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHourypmposaHus VLAN:

console (config-if) #
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Tabnnua 5.142 — KomaHgb! pexxuma KoHpurypuposaHua nntepoeica VLAN

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip igmp-proxy vlan vian_id
[version version] [cos cos]
[dscp dscp]

vlan_id: (1..4094);
version: (1..3)/2;
cos: (0..7)/0;

KoHourypupyemas  VLAN  sBnsetca  uHTepdelicom K
HuXxecToAwWwen ceTn. KomaHaa HasHayaeT cBA3aHHbIA uplink-
MHTepdelc, y4acTBYHOLLNIN B MapLLpyTU3aLUK.

- version Bepcus npoTokona IGMP, KoTopaa 6yaper
MNCMNONb30BaATLCA KOMMYTAaTOPOM Ha 3TOM UHTepdeiice;

- cos — 3HayeHue 802.1p anA naketoB npoTokona IGMP,
KoTopoe 6y4eT WMCNonb30BaTbCA KOMMYTAaTOPOM Ha 3TOM

dscp: (0..63)/0

MHTepodeiice;.
- dscp - 3HauyeHue DSCP B IP 3arosioBke ANA NaKeToB
npoToKoNa IGMP, KoTopoe byneT  MCnonb30BaTbCA
KOMMYTaTOpOM Ha 3TOM UHTepdelice.
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 5.143 — KomaHab! pexkuma EXEC
3Ha4yeHue/3Ha4yeHue o "
KomaHoa / Aelicmeue
YMOAYAHUIO
show ip mroute-next-hop KomaHza npefgHasHayeHa gna  NPOCMOTPa  CMIMCKOB

MHOroazpecHblx rpynn. BosmoxeH Bbibop rpynn no agpecy
rpynnbl Uax NO agpecy MCTOYHMKA MHOTOaApeCcHbIX AaHHbIX.

- group — IP-agpec rpynnbl;

- source — IP-agpec NCTOYHMKA MHOTOAAPECHbIX AaHHbIX.

[group group |
source source] -

OTobparkeHne nHPopmaunmn o6 nHTepdeince K BbILLECTOALLMM
ceTam.

show ip igmp-proxy

OTobparkeHune nHbopmaLmm 06

HUXKeCTOoALWMM ceTaM.

show ip igmp-proxy MHTepdencax

interface

consolef#show ip igmp-proxy interface

Interface Version No of Groups CoS DSCP

2
5

37
12

[Mpumep ucrnonb308aHUI KOMAHO

Hactpoutb Ha ycTpoictee paboty ¢pyHKUMM IGMP Proxy, ncnonbsosatb VLAN 100 B Kauectse
nHTepdelica K BblwectoAwelk cetm 10.1.0.0, a VLAN 101 u 102 B KauyectBe WHTepdencosB K
HuKectoAwmMm cetam 10.2.0.0 n  10.3.0.0 cootBeTtcTBeHHO. Ha uplink-uHTtepdeitice ncnonbsosatb
Bepcuto v2 npotokoaa IGMP.

console#configure

console (config) #vlan database

console (config) #vlan 100-102

console (config) #fexit

console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2
console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24
console (config-if) #fexit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
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console (config-if) #ip address 10.2.0.1 /24
console (config-if) #fexit
console (config) #interface vlan 102

console (config-if) #ip address 10.3.0.1 /24
console (config-if) #exit

(
(
(
console (config-if) #ip igmp-proxy vlan 100
(
(
(

console (config) #

5.18 ®yHKUMM ynpaBaeHusA

5.18.1 MexaHu3m AAA

Ona obecneyeHns 6e30MacHOCTU CUCTEMbI UCMONb3yeTca mMexaHuam AAA (ayTeHTUUKaums,

aBTopu3aLMA, yyeT).

— Authentication (ayteHTUdUKauma) — conocTaBieHMe 3anpoca CyLecTBYoLLEe YYETHOM

3anucu B cucteme 6e3onacHocCTy.

— Authorization (aBTopu3aums, NpoBeEpPKa YPOBHA A4OCTyna) — COMOCTaBAeHUE YYETHOM
3anucu B cucteme (Npowealei ayTeHTUOMKaLNIO) M onpeaenéHHbIX MOAHOMOUYNNA.
— Accounting (y4éT) — cnexxeHue 3a notpebneHmem pecypcoB Nnoab3oBaTesem.

Ons wudpoBaHUA faHHbIX UCNONb3YeTCA MexaHu3m SSH.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypupoBaHus:

console (config) #

Tabnnua 5.144 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

aaa authentication login
{default | list_name}
method_list

no aaa authentication login
{default | list_name}

-/ocylecTenserca
nposepKa No 0KaNbHOM
6a3e faHHbIX
(aaa authentication login
default local);
list_name: (1..12)
CUMBOJI0B

YcTaHaBAnBaeT cnocob ayTeHTUOUKALMM ANA BXOAA B CUCTEMY.
- default — ucnonb3oBaTb ANA ayTeHTUMKALMM OMUCAHHbIE
HUXe MeToapl;
- list_name - wvmA cnucka ayTeHTUPUKALMOHHBIX MEeToL0B,
AKTUBU3UPYIOLLLEroCcA, KOrAa NoAb30BaTeib BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnoib30BaTb NAPOb A8 ayTeHTUUKALMK;
- line — ncnonb3oBaTh NAPONb TEPMUHANA ANA ayTeHTUPUKaunK;
- local — ncnonb3oBaTtb NokanbHyto 6a3y MMeH nonb3oBaTenei
ONA ayTeHTUdUKaumu;
- none — He NCNO/Nb30BaTb AyTEHTUDMKALMIO;
- radius — wucnonb3oBaTb cnucok RADIUS cepsepoB pans
ayTeHTUdMKaLmK;
- tacacs — wcnonb3oBaTb cnucok TACACS cepsepoB AanA
ayTeHTUdUKaumK.

V’ Ecnn metop ayteHTUPUKauuM He onpepeneH, To

AOCTYN K KOHCOU BCerpa ycnelHbli.

V Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHMe CNUCKa:
aaa authentication login list-name
’ Bo usberkaHue notepu AocCTyna ciepyeT BBOAUTb
. HeobxoguMbIit MWHUMYM HacTpoek ana
YKa3blBaemMoro MeToAa ayTeHTuGuKaumm.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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aaa authentication mode
{chain | break}

-/chain

YcTaHaBAWBAET afiroOPUTM ONPOCa METOAOB ayTEHTUOUKALMM.

- chain — nocne HeygayHoW NOMbITKM ayTeHTUdUKaLUKU o
nepBoMy MeToAy B CMMUCKe c/lefyeT MomnbiTKa ayTeHTUdUuKaumm
no cnepyowemy meToay B LienouKe.

- break — nocne HeypayHoW ayTeHTUdMKALMM NO NepsoOMy
MeToay npouecc ayTeHTUdMKaL MM ocTaHaBIMBaETCS.

aaa authentication enable
{default | list_name}
method_list

Mo ymon4yaHuio
ocyuiecTenseTcs
nposepka napons (aaa
authentication enable
default enable);

list_name: (1..12)

YcTaHaBAMBaeT cnocob ayTeHTUGMKAUMM NpU  MOBbILEHUN
YPOBHSA NPUBUNEINI ANA BXOAA B CUCTEMY.
- default — ucnonbsoBatb AnA ayTeHTUMKALMKM OMNUCAHHbIE
HUXe meToabl,
- list_ name- vmA cnucKa ayTEHTUOUKALMOHHBIX MeTOA0B
AKTUBM3UPYIOLMIACA, KOTAa NONb30BaTElb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ucnoib30BaTb NAPOb A8 ayTeHTUdUKaLUK;
- line - ncnonb3oBaTb NApPO/Nb TEPMUHANA ANA ayTEHTUPUKALMK;
- none — He UCNO/Ib30BaTb ayTeHTUPUKALMIO;
- radius — wucnonb3oBaTb cnucok RADIUS cepBepos anAa
ayTeHTUdUKaumm;
- tacacs — wucnosb3osatb cnucok TACACS cepsepos pAnA
ayTeHTUdMKaLMK.
Ecnu pna KoHconun naponb He onpeaeneH, To AOcCTyn K
V KOHCO/M Bcerpaa ycnewHbli (aaa authentication enable
default enable none).

cMmBonoB Co3paHue CNUCKA OCYLLLeCTBAAETCA KOMaHAOoM
V aaa authentication enable list name method_list.
Ucnonb3oBaHue cnucka: aaa authentication enable
list_name
V' Bce 3anpocbl, nepepasaemble K Radius u TACACS
cepsepam, BKAIOYAOT UMA nonb3osatensa "Senabx$",
rae X — ypoBeHb NpuBUAErui.
no aaa authentication YcTaHaBMBaET 3Ha4YeHMEe N0 YMONYAHUIO.
enable
{default | list_name}
enable password YcTaHaBAMBaET NapoNb AN KOHTPOAA M3MEHEHUA NPUBUAETUIA
[level level] password [0CTyna nosib3osaTenen.
[encrypted] - level — ypoBeHb npuBuAeruii;
level: (1..15); - password — naponb;
password: (1..159) - encrypted — 3apaTb 3awMdpOBaHHbLIM Maposb (Hanpumep,
CMMBOJIOB naposib B 3aWMpPOBAHHOM BUAE, CKONUPOBAHHBLIN C APYroro
YCTPOICTBA).
no enable password [level YaanaeT naponb AR COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.
level]
username name { [obaBnseT Nosb30BaTeNA B IOKA/bHYIO 6a3y AaHHBIX.
nopassword | password level: (1..15); - level — ypoBeHb npusunervii;
password | password - password — napons;
encrypted password: - name — UMA Nosb3osaTens;

encrypted_password}
[priveliged /evel]

Nno username name

(1..159) cumsonos;

name: (1..20) cumBonos

- encrypted password —3alwnpoBaHHbIM MNapoab (Hanpumep,
naposnb B 3awWMdpPoOBaHHOM BWAE, CKOMMPOBAHHLIA C ApPYroro
YCTPOICTBA).

Ypanaet nonb3osatena us NIoKanbHoOM 6a3bl AAHHbIX

aaa accounting login start-
stop group radius

no aaa accounting login
start-stop group radius

-/BeaeHue yyeta
3anpeLLeHo

PaspelwaeT BegeHuMe yyeTa (aKKayHTa) gna ceccuii ynpasaeHus.
BepeHue yyera paspelueHo TONbKO ana
V nonb3oBaTtenei, BOWeEAWUX B CUCTEMY MO MMEHU U
naponio, AnA Nonb3oBaTteneii, BOwWeALWMNX NO Naponio
TepMuHana, BegeHue yyera sanpeLueHo.
V | BepeHue yyeTa aKTMBMpYeTCAa M NpeKpaljaeTca, Koraa
No/b30BaTe/Nlb BXOAUT U OTKAIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYeT 3HauyeHuMam start m stop B coobueHusax
npoToKona RADIUS (napameTtpbl, cogepKawmeca B
coobuweHuax npotokona RADIUS, npuBegeHbl B Tabnuue
5.145).

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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aaa accounting dotlx start-
stop group radius

-/BeaeHune yyeta

PaspelwaeT BegeHue yyeTa (akkayHTa) ana ceccuii 802.1x.

V BepeHue yueta akTMBUpYETCA M NpeKpaLlaeTca, Koraa

nonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HauyeHuam start M stop B coobueHuax
npoToKkona RADIUS (napameTtpbl, cogep:Kawmeca B
coobuweHnax npotokona RADIUS, npuBegeHbl B Tabnuue
5.145).

3anpeLueHo
V’ B pexume multiple sessions coobweHus stat/stop
NoCbINAIOTCA ANA KAaXKAOro Nonb3oBaTens, B pexxume
multiple hosts - TonbKo Ana nonb3oBaTensa, npolwegwero
ayteHTUduKaumio (cm. pasgen no 802.1x).
no aaa accounting dotlx
. YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
start-stop group radius
Onpegenset metog ayTeHTUGUKauUmM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMMUCKa METOAOB, A0NONHUTENbHbIN
meTog, byaeT NPUMEHATLCA, TO/IbKO KOrAa No OCHOBHOMY
ip http authentication aaa MeToay ayTeHTUdMKaLMM Bo3BpaLleHa olwmnbKa.
login-authentication method_list: - method_list — meTog, ayTeHTUdMKaLUMN:
method_list (local, none, tacacs, local —no umeHKn 13 nokanbHol 6asbl AaHHbIX;
radius)/local none — He UCMNONb3yeTCA;
tacacs — ucnonb3oBaHme CNUCKoB Bcex cepsepoB TACACS+;
radius — vcnonb3osaHue cnuckos Bcex RADIUS-cepBepoB.
no ip http authentication YcTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.
aaa login-authentication
Onpegenset metog ayTeHTUGUKaUMKM npu goctyne K FTP-
cepsepy. Mpu ycTaHOBKE CMMCKA METOAOB, A0MNOHUTE/bHbIN
meTog, byaeT NPUMEHATLCA, TO/IbKO KOr4a No OCHOBHOMY
ip ftp authentication aaa MeToay ayTeHTUdMKaLMm BO3BpaLLeHa OLWNOKa.
login-authentication method_list: - method_list — meTog, ayTeHTUdUKaLUMN:
method_list (local, none, tacacs, local —no umeHKn 13 nokanbHol 6asbl AaHHbIX;
radius)/local none — He UCNoONb3yeTcs;

no ip ftp authentication
aaa login-authentication

tacacs — ncnonb3oBaHme CnNUcKoB Bcex cepsepoB TACACS+;
radius — vucnonb3osaHue cnuckos Bcex RADIUS-cepBepoB.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO

aaa accounting commands
stop-only default tacacs

-/BefeHune yyeTa
3anpeLeHo

PaspelwaeT BegeHue yyeTa (akkayHTa) Ana BBeaeHHbIx B CLI
KOMaHZ,

no aaa accounting
commands stop-only
default tacacs

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

[na Toro uto6bl KNMEHT NOAYUYNA [OCTYN K YCTPOMCTBY, AaXKe eC/in BCe MeTOAbl ayTeHTU-
$uKaumm BepHyIM OLINGKY, UCMONb3YiIiTe 3HAYUEHUE NOCAeAHEro MeToAa B KoOmaHae —

none.

Tabnnuya 5.145 — ATpmbyTbl coobLEeHNM BeaeHMA yyeTa npoTokona RADIUS ansa ceccuin ynpaBneHun

Hanu4yue Hanuyue
Ampubym ampubyma e | ampubyma e OnucanHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTnduKaums nonbsosartens.
IP-aapec KommyTaTopa, KOTOPbIN UCMO/Ib3yeTcA
NAS-IP-Address (4) Ecto Ectb Abec KommyTaTop P y
ans ceccuin ¢ Radius-cepsepom.
MpounsBonbHOE 3HaYeHne, BKAHYEeHHOe BO BCe
Class (25) EcTb Ectb P o
CO0bLLEHMA YYETA CECCUA.
. IP-agpec KommyTaTopa, UCMOb3yeMblin ANA
Called-Station-ID (30) EcTb Ectb n,pi y P y A
ceccuii ynpasieHums.
Calling-Station-ID (31) EcTb EcTb IP-aapec nonb3osatens.
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Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A pomy
[oNKeH 6bITb ayTeHTUOMLMPOBAH.
. . MoKasbIBaeT, Kak 40/ro No/ib30BaTe b Hbi
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbLITUA ceCcCUn.

Tabnuua 5.146— ATpnbyTbl COObLLEHNI BeaeHMA yyeTa npoTokoaa RADIUS ana ceccuin 802.1x

Ampubym Hanuyue Hanuuue OnucaHue
ampubyma e | ampubyma s
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-appec KommyTaTopa, KOTOPbIA
NAS-IP-Address (4) EcTb EcTb AP yratopa, Kotopel
ncnonb3yetca ans ceccuii ¢ Radius-cepsepom.
NAS-Port (5) Eerh Ectb MopT KOMMyTaTOpPa, Ha KOTOPOM MOAKAOUMACA
nosab3oBaTenb.
MpounsBonbHOE 3HAYeHNE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
coobLLeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTo4, N0 KOTOPOMY K/IUEHT
Acct-Authentic (45) EcTb EcTb A POMy
[ONKeEH 6bITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK [0Aro No/b3oBaTeNb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuymnHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb [MoKa3bIiBaeT TN NOpPTa KANEHTA.

KomaHObI pexcuma KoHgpu2ypuposaHUa mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUME KOHPUIYpUpOBaHUA TEpMUHANA:

console (config-line) #

Tabnunua 5.147 — KomaHAabl pexxuma KOHPUrypupoBaHMA TePMUHA/bHbIX CECCUI

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

login authentication
{default | list_name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3agaerT meTog ayTeHTUOMKaLUMWM MPU BXOAE ANSA KOHCOAM,
telnet, ssh.

- default — wcnonb3oBaTb CNUCOK «MNO  YMOJYAHUIOY,
CO34aHHbINM KOMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CMMCOK, CO3A4aHHbIA KOMaHAOM
aaa authentication login list_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

enable authentication
{default | list_name}

no enable authentication

list_name: (1..12)
CMMBOJIOB

3agaer meToh  ayTeHTMMKauMM  Noab3oBaTens
NOBbILWEHWM YPOBHA NPUBUAErMiA ANa KoHconu, telnet, ssh.
- default — wucnonb3oBaTb CNUCOK «MNO  YMONYAHUIOY,
CO3JaHHbIN KoMaHAoM aaa authentication login default

- list_name — ncnonb3oBaTb CMMCOK, CO34aHHbIA KOMaHZoM
aaa authentication login list_name.

npu

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.
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password password
[encrypted]

password: (1..159)
CUMBO/I0B

3afaerT naponb AN TepMmuHana.

- encrypted — 3agaTb 3awMdpoBaHHbLIM Naponb (Hanpumep,
naposb B 3allMPPOBaHHOM BUAE, CKOMMPOBAHHBIN C APYroro
yCTpOWMCTBa).

no password

YpansaeT naponib AN TEPMUHANa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 5.148 — KomaHgb! pexkuma Privileged EXEC

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
show authentication MNokasbiBaeT MHPopMaLMio 06 ayTeHTUOUKALMOHHBIX MeTohax
methods ) Ha KOMMyTaTope.
show users accounts Moka3biBaeT NoKanbHyto 6a3y AaHHbIX Nonb3oBaTeNen U UX
) npuBUAErni.
clear line line line: (0..8) 3aKpbiBaeT ceccuto YOANIEHHOTO ynpaBaeHus.

- line — Homep ceccuu yaaneHHoro ynpasaeHus.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO A41A NPUBMUAETMPOBAHHbIX nonb3oBaTenen.

Tabnunua 5.149 — KomaHab! pexkuma EXEC

KomaHda

Aelicmeue

show accounting

MoKasbiBaeT MHGOPMALMIO O HACTPOEHHbIX METOA4AX BeAeHMA yyeTa (akKayHTa).

5.18.2 Npomokon RADIUS

MpoTokon RADIUS ncnonbsyetcsa ana ayteHTMdMKaumm, astopusaumnmn u yyeta. Cepsep RADIUS
ncnonbsyet 6a3y AaHHbIX NMOAb30BaTeNEN, KOTOPAA COAEPHUT AaHHble MPOBEPKM MOAJIMHHOCTM ANA

Ka)4oro nosib3oBatend. Takum o6pa30M,

ncnonb3oBaHue npoTokona RADIUS obecneunsaet

AONO/IHUTENIbHYIO 3aWNTY NpU O0CTyne K pecypCam CeTU, a TaKXKe Nnpun p[Jocrtyne K Camomy

KOMMyTaTopy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106a1bHOro KOHOUTIypupoBaHusa:

console (confiqg) #
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Tabnnua 5.150 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

radius-server host
{ip_address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time] [key
secret_key] [encrypted key
encrypted_key] [source
source_ip_address]
[priority priority] [usage
typel

no radius-server host
{ip_address| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;

secret_key: (0..128)
CUMBOJIOB;

encrypted key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

[o6aBnaeT yKasaHHbIN cepBep B CMNWCOK MCMNOAb3yeMbIX
RADIUS cepsepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;
- auth_port - Homep nopra
AYTEHTUOUKALMOHHbIX AAHHBIX;

- acct_port —Homep nopTa 4/1Aa nepeaayn AaHHbIX yyeTa;

- timeout - NHTepPBaN OXXMAaHMA OTBETA OT CepBepa;

- retries - KONMYeCTBO NOMNbITOK Noncka RADIUS-cepBepa;

- time - Bpema B MUHyTaX, B Te4eHMe KOTOPOro HeAoCTYMHble
cepBepa He byayT onpawuBatbca  RADIUS-kiMeHTOM
KOMMYTaTOpa;

- secret_key — knoud gna ayteHTUdPMKauum u wudposaHus
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — kKntou gna ayTeHTUPUKaUMM U WKMdpoBaHUA
Bcero obmeHa gaHHbimn RADIUS;- source ip-addr - IPv4 nau
IPv6-anpec, ucnonb3yemblli B KayecTBe afpeca WMCTOYHMKA,
nepegasaemoro B coobueHnax npotokosa RADIUS;

- priority — npuoputeT ucnonbzosaHma RADIUS-cepsepa (yem
HUKe 3HaYeHUe, TEM NPUOPUTETHEE CEPBEP);

- type — T1n ncnonb3osaHma RADIUS-cepsepa.

B cnyyae oTcyTcTBMA B KOMaHAe nNapameTpos timeout, retries,
time, secret_key, source_ip_address gns gaHHoro RADIUS-
cepBepa, UCNOJIb3yITCA 3HAYEHUA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYHOLMX FN06ANbHbIX KOMAHA,.

ans nepegaun

YpanaeTr yKasaHHbIN
RADIUS-cepBepos.

cepeep U3 CAOUCKa MCNONb3yeMbIX

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
MO YMOJIYAHMIO KNHOY -
nycras CTpoKa

YcTaHaB/MBaeT KoY, WUCMO/b3yeMbld MO YMOAYaHUIO, ANA
ayTeHTUOUKaUMM U WwndpoBaHUA Bcero obmeHa HaHHbIMU
RADIUS mexay ycTponcteom u okpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT WHTEpPBAN OXUAaHMA OTBETa OT CcepBepa,
VICI'IO}1b3y9MbIl7I no YMO/ZI4aHUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

Onpepenser  KOAWYECTBO MOMbITOK, MCNOAb3yemoe Mo
ymonyaHuto, nomncka RADIUS-cepepa M3 cnucka cepBepos.
Mpn oTKase ocylwecTBaAeTcA NOWUCK chneaytowero no
npuopuTeTy cepsepa M3 CrmcKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime
deadtime

deadtime: (0..2000)/0 muH.

No3sonser onTMmmsanposaTb Bpema onpoca RADIUS-
cepBepoB, KOrga HeKoTopble cepBepa HeAOCTYMHbI.
YcTaHaBAMBaeT Bpema B  MWHYTax, WCMNOAb3yemoe Mo

YMONYaHUIO, B TEeYEHUE KOTOPOro HeAoCTYMHble cepBepa He
6yayT onpawunsatbca RADIUS-KnMeHTOM KomMyTaTopa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address]

3apjaeT onpepgeneHHbli  IPv4-agpec, uMcnonb3yembli Mo
YMONYaHUIO B KayecTBe aZpeca WUCTOYHMKa nepesaBaemoro B
coobueHunax npotokona RADIUS.

Ypanser onpepgeneHHbln IPv4-agpec, ucnonbsyembld Mo
YMONYaHUIO B KayecTBe agpeca UCTOYHUKA nepeaaBaemoro B
coobueHunax npotokona RADIUS. YcraHasnusaet IPv4-agpec
UHTepderica KoOMMyTaTopa B KayecTBe agpeca UCTOYHMKA ANA
MCNob30BaHMA B coobLeHnsax npoTokoaa RADIUS.

radius-server source-ipv6
ip_address

no radius-server source-
ipv6 [ip_address]

3apaeT onpepeneHHbld  IPv6-agpec, uMcnosnb3lyembli Mo
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B
coobleHusax npotokona RADIUS

Ypanaetr onpegeneHHbln IPv6-agpec, ucnosnbsyembli Mo
YMONYaHMIO B KayecTBe agpeca MCTOYHUKA nepeaaBaemoro B
coobleHusax npotokosa RADIUS. YcraHaBnuBaeT IPv6-agpec
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uHTepderica KomMMmyTaTopa B KayecTBe agpeca UCTOYHMKA AnA
MCMNONb30BaHMA B coobLeHnAxX npoTokona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas_id

nas_id: (1..32)/ atpubyt 32

no radius-server attributes
nas-id include-in-access-
req format

OTCYTCTBYET B 3anpocax

[ob6asneHue atpubyTa 32 (NAS-ID) B naketbl Radius-request.
- nas_id — popmat onumm, makpoc %h nopctaBnaeT UMA XocTa
KOMMyTaTopa.

Bo3BpalyaeT 3HaYeHue No YMOAYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanuya 5.151 - KomaHgb! pexkuma Privileged EXEC

KomaHda

Aelicmeue

show radius-servers

OtobparkaeT napameTpbl HacTpoiku RADIUS cepsepoB (KomaHga AOCTynHa TOAbKO A5

NPUBUIEIMPOBaHHbIX NO/Ib30BaTeNEN).

show radius statistics

OTob6parkaeT CTaTUCTUKY NpoToKona Radius.

[pumepbl UC016308AHUS KOMAHO

YCcTaHOBUTL r106anbHble 3HAYEHUA ANA MapaMeTpPoB: MHTEpPBas OXMWAAHMA OTBeTa OT
cepBepa — 5 ceKkyHA, KoAMYecTBo NonbITOK noncka RADIUS cepsepa — 5, Bpems, B Te4eHUe
KOTOPOro HeAoCTyMnHble cepBepa He byayT onpawmeaTbca RADIUS KAneHTOM KoMMyTaTopa

— 10 MMHyT,
PacnosioXKeHHbIN Ha y3ne cetn ¢

CEKpETHbIﬁ Knwoy - secret.

IP appecom 192.168.16.3,

ayTeHTUdUKaumm — 1645, KonmyecTBO NOMbITOK 40OCTyNa K cepeepy — 2.

console# configure

console (confiqg) #radius-server timeout 5
console (config) #radius-server retransmit 5
console (config) #radius-server deadtime 10
)
)

console (config

#radius-server key secret

Oob6asutb B cnucok RADIUS cepsep,
nopT cepsepa AnA

console (config) #radius-server host 196.168.16.3 auth-port 1645

retransmit 2

= [lokasaTb NapameTpbl HacTpoikn RADIUS cepsepos

console#show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct out rans Time

192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global wvalues

TimeOut : 5

Retransmit : 5

Deadtime : 10

Source IP 0.0.0.0

Source IPvb
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5.18.3 Mpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPaANN30BaHHYO cuctemy 6e30nacHOCTU A1A NPOBEpPKM
no/sb3oBaTe/iel, NOyYaoLWMX AOCTYN K YCTPOMCTBY, MPWU 3TOM Noaaepknsasa coeBmectumocTtb ¢ RADIUS
W ApYrMmuM npoueccammn nposepkm nognmHHoctu. TACACS+ npefocTtaBaseT cieaytoume cay»ooil:

— Authentication (nposepka nodauHHocmu). ObecneynBaeTcs BO BPEMS BXOAA B CUCTEMY
No MMeHaM NoNb30BaTe/Iei U onpeaeNeHHbIM NO/b30BATENAMM NAPOISAM.

— Authorization (aemopuszayus). ObecneunmBaeTtca BO Bpems Bxoga B cucTemy. Mocne
3aBeplUeHMs CeaHca MPOBEPKM MNOAJMHHOCTM 3aMyCKAeTCA CeaHC aBTopu3auuun c
NCNO/Ib30BaHNEM MPOBEPEHHOIO MMEHW NOJ/b30BaTess, TaKXKe CEPBEPOM NPOBEPAIOTCS
npuBMAErMM NONb30BaTENS.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU B perknume r106abHOro KOHGUryprMpoBaHms:

console (config) #

Tabanuya 5.152 - KomaHab! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aeiicmeue

tacacs-server host
{ip_address | hostname}

[single-connection]

[port port]

[timeout timeout]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
key: (0..128) cumBonoB;
encrypted_key: [0..128]
CUMBO/IOB;
priority: (0..65535)/0

[o6aBnaeT yKasaHHbIN cepBep B CMNWUCOK MCMNOAb3yeMbIX
TACACS cepsepos.

- ip_address — IP appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single connection — B Ka)Kabli MOMEHT BPpEMEHU UMETb He
6onbwe opHOro coeauvHeHuWAa AnA obMeHa JaHHbIMKM C
TACACS-cepsepom;

- port — Homep nopta AnAa obmeHa paHHbimM ¢ TACACS-
cepBepom;

- timeout - NHTepBaN 0XUAaHNA OTBETA OT CEPBEP];

- key — Knod gna ayteHTMdMKauMm u wndpoBaHMA BCErO
obmeHa aaHHbimu TACACS;

- encrypted_key — Knwo4 B WWPPOBAHHOM BUAE ANA
ayTeHTMdUKaumMm n wndposBaHMa Bcero obmeHa AaHHbIMM
TACACS;

- source ip_address — IP-agpec, MUCNosib3yemblli B KayecTse
afpeca UCTOYHUKA, NepesaBaemoro B CoobLeHMAX NPOTOKoNA
TACACS;

- priority — npnopuTeT ucnonb3osaHma TACACS-cepsepa (yem
HWKe 3HaYeHne, Tem NPUOPUTETHEE CepBep).

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, key,
source_ip_address ana OAHHOro TACACS-cepBepa
MCNONb3YIOTCA 3HAYEHUA, HACTPOEHHbIE C MOMOLLbIO KOMaHA,
YKa3aHHbIX HUXKeE.

Ypanaer yKasaHHbIM cepBep W3  CNWUCKa
TACACS-cepBepoOB.

NCNoNb3yemblX

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
MO YMO/IHAHMIO KJIHOM -
nycras CTpoka

YcTaHaBAMBaET KAKOY, WUCMOAb3YeMblA MO YMONYaHUIO, ANA
ayTeHTMdUKaumMm n wndposBaHMa Bcero obmeHa AaHHbIMM
TACACS mexay ycTpoiicTBom u oKpykeHnem TACACS.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT WHTepBas OXUWAaHMA OTBeTa OT CcepBepa,
MCHOHbByeMbIﬁ Nno YMONYaHUIO.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaetr  IP-agpec  KOMmyTaTopa,  MCNOAb3yembld MO
YMONYaHUIO ana obmeHa coobieHnamm ¢ TACACS-cepsepom

YcTaHaBAuBaeT  ucnosnb3oBaHue  IP-agpeca  uHTepodelica
KOMMyTaTopa pAaasa obmeHa coobuweHuamu ¢ TACACS-
cepBepom.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxkunme EXEC:

console#

Tabnnuya 5.153 - KomaHgb! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue
show tacacs ) OTobparkaeT HACTPOMKY U CTaTUCTUKY AnsA cepBepa TACACS+.
[ip_address] - ip_address — IP-agpec TACACS+ cepBepa, 1Mbo ums cepsepa.
show tacacs statistics - Otobparkaer cTatMcTUKy npotokona TACACS+.

[pumepbl UCI016308AHUA KOMAHO

Hobasutb B cnucok cepBepoB TACACS-cepBep, pacnoJIOXKEeHHbIN Ha y3ne cetn c IP-agpecom
192.168.16.34, TaimayT OXMAaHUA OTBETA OT cepBepa — 4 CEeKyHAbl, CEKPETHbIN K4 and
obmeHa gaHHbIMM C cepBepom — secret, IP-aapec KommyTaTopa, UCMOJIb3yemMblit Ana obmeHa ¢
3TUm cepsepom — 192.168.16.38, npmnopwutet cepsepa — 8.

console#configure
console (config) #tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.18.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorus, npusBaHHasa obecneuynTb ynpaBieHWe U KOHTPOb Hag, YCTPOMCTBaMU U
NPUNOKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasalowel MHbopmaumein MeKay areHTamu,
PacnoNoOKEeHHbIMU Ha CeTeBbIX YCTPOMCTBAX, M MeHeAepamu, HaXoAAWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLMX CTAHUMI U 31eMEHTOB
ceTu (rnaBHble MaWWHbI, WA03bl M MApPLLPYTU3aTOPbI, TEPMUHA/IbHBIE CEPBEPbI), KOTOPbIE COBMECTHO
obecrneymBaloT aAMUHUCTPATUBHbIE CBA3U MEXAY CETEBbIMM YNPaBAAIOWMMM CTaHLMAMN N CETEBLIMU
areHTamu.

KommyTaTtopbl cepum MES3000 nossonsieT HacTpouTb paboTy npotokona SNMP ans yaaneHHoro
MOHMWTOPWUHTIA M yNpaBAeHUA YCTPOMUCTBOM. YCTPOMUCTBO NOALEPKUBAET NPOTOKObI Bepcuii SNMPv1,
SNMPv2, SNMPv3.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KoMaHAHOW CTPOKM peXkMma r106a1bHOro KOHGUrypnuposaHua:
console (config) #

Tabnunua 5.154 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue/3HayeHue

Aelicmeue
o ymon4arHuro

KomaHoa

system iftypes {default | N3meHAeT oTobparkeHne Tunos uHTepdelicos LAG u VLAN,
iana-new} XpaHswmxca B none ifType Tabnuupl ifTable.

Mpu BBOZeE "system iftypes iana-new":

- 3HauyeHue nonsa ifType ana Port-Channel'os B Tabanue ifTable
oTobpakaeTcs KaK ieee8023adlag;

- 3HauyeHue nona ifType pgna Vian'os B Tabauue ifTable
oTobpaxkaetca Kak |2vlan.

-/default

Mpw BBoAe "system iftypes default":
- 3HayeHue nonsa ifType ana Port-Channel'os B Tabauue ifTable
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oTobpakaeTcs Kak ethernetCsmacd;
- 3HauyeHue nona ifType gna Vlan'os B Tabnuue ifTable
oTobparkaeTca KaK propVirtual.

[nA BCTYNAEHUA B CUY U3MEHEHUI NOC/e BBOAA KOMaHAbI
TpebyeTcA coxpaHeHe KOHOUTypaunmn n nepesarpyska.

snmp-server server

BkntounTb noaaepky npotokona SNMP.

-/BKIOYEHO
no snmp-server server OTKkntovaeT noaaepxKy npotokona SNMP.
snmp-server community YcTaHaB/MBaeT 3HayeHWe CTPOKM coobliectBa AnA obmeHa
community [view viewname] AaHHbIMK nNo npoTokony SNMP.
[ro | rw | su] [ipv4_address | - community — cTpoka coobuiectsa (Naposib) Ana Aoctyna no
ipv6_address | ipv6z_address] . npotokony SNMP;

community:

[mask | prefix_length] [use-acl
ip_acl_name] snmp-server
community-group community
groupname [ipv4_address |
ipv6_address] [mask |
prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]

(1..20)cumBonos;
viewname: (1..30)
CMMBO/I0B;
groupname: (1..30)
cumBonos/
mask o ymonyaHuro
255.255.255.255
prefix_length
Mo YMONIYaHUIO
32
ip-acl-name:
(1..32)cumBonos

dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z: X:X:X:X::X%<ID>

- 1o — AOCTYN TO/IbKO /1A YTEHUS;
- rwW — JOCTYN 419 YTEHWUA U 3anucK;

- SU— A0CTYN afMUHUCTPATOPA;

- viewname — onpegensetr uma pna npasuna obo3peHus
SNMP, KoTopoe A0KHO 6bITb NpeaBapuTesibHO onpeneneHo
C nomoublo KOMaHabl snmp-server view. Onpegenset
06BEKTbI, AOCTYMHbIE COOOLLECTBY;
- ipv4_address, ipv6_address,
YCTPOWCTBa;

- mask — macka agpeca IPv4, KoTopas onpeaenser, Kakue
61Tbl aapeca MCTOYHMKA NaKeTa CPaBHWMBAOTCA C 3afaHHbIM
IP-appecom;

- prefix-length — yncno 6uT, KOTOpble cocCTaBAAT npeduKc
IPv4-appeca;

- ip-acl-name — nms cywectsytowero ACL-cnucKa;

- groupname — onpegenaeT UMA Tpynnbl, KOTOPOe AO/KHO
6bITb NpeaBapuTENbHO ONpeaesieHo C MOMOLLbI KOMaHAbI
snmp-server group. Onpegensetr 0ObBEKTbl, [OCTYNHblE
coobuecTay.

ipv6z_address — IP-agpec

Ypanser napamerpbl 4158 CTPOKKU cooblyecTea.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
view_name [OID]

view_name: (1..30)
CMMBO/I0B

Co3paeT uan pefdakTupyeT npasuno obospenua gas SNMP —
paspellatoliee NpaBuao, NM6O oOrpaHUuMBAlOLLEE CepBepy-
obospesaTtento goctyn K OID.

OID—unaeHTUdmKaTop obbeKkTa MIB, npeacTaBieHHbI B BUAE
depesa ASN.1 (cTpoka Buza 1.3.6.2.4, moxKeT BK/IOYaTb B ceba
3ape3epBMpOBaHHble cnoBa, Hanpumep: system, dod). C
NMoMOLWblO CUMBOMA * MOXKHO 0603HAUUTL CemMencTBo
noaaepesbes: 1.3.%.2);

- include — OID BK/toYeHa B NpaBuio ans 0603peBaHus;

- exclude — OID uckntoyeHa us npasuaa ana obospesaHus.

Ypansaer npasuno obospeHna ans SNMP.

snmp-server group groupname
{vl | v2 | v3 {noauth | auth |
priv} [notify notifyview]} [read
readview] [write writeview]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

groupname: (1..30)
CMMBO/IOB;
notifyview: (1..30)
CUMBOJIOB;
readview: (1..30)
CMMBO/IOB;
writeview: (1..30)
CMMBOJI0B

Cospaetr SNMP-rpynny wuaum Tabauuy cootsetctBuin SNMP-
nonb3osaTenen u npasun ob6ospeHnin SNMP.

-vl,v2,v3 —SNMP v1, v2, v3 moaenb 6e3onacHocTy;

- noauth,auth,priv — Tn ayteHTUdMKauumn, Mcnonbyembii
npoTtokonom SNMP v3 (noauth — 6e3 ayTeHTUdMKaLmMK, auth —
ayTeHTUdUKaUMA 6e3 wudpoBaHua, priv — ayTeHTUPMKaLMA C
WwndpoBaHnem);

- notifyview — umsa npasuaa 0603peHna, KOTOPOMY paspeLleHo
onpegensaTb coobuieHna SNMP-areHTa — inform u trap;

- readview — ums npasuia 0603peHna, KOTOPOMY paspeLleHo
TONIbKO YTeHune coaepkmumoro SNMP-areHTa KomMmyTaTopa;

- writeview — nma npasuia 0603peHns, KOTOPOMY paspeLleHo
BBOAMTbL [aHHble U KOHOUrypuposaTb cogepkumoe SNMP-
areHTa KommyTaTopa.

Ypanaer SNMP-rpynny
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snmp-server user username
groupname {v1 | v2c | remote
host v3 | v3 [encrypted] [auth
{md5 | sha} auth_password]}

Nno snmp-server user username
[remote engineid_string]

username: (1..20)
CMMBOJIOB;
groupname: (1..30)
CUMBOJIOB;
engineid_string: (5..32)
CMMBOJIOB;
auth_password: (1..32)
CUMBONA;
md5: 16 nau 32 6aiT;
sha: 20 nnu 36 6anT

dopmar:
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospgaet SNMPv3-nonb3oBatens.

- username — UMA NONb30BaTeNs;

- groupname — VMA rpynnbl;

- engineid_string — waeHTUdUKaTOp yaaneHHoro SNMP-
YCTPOICTBA, KOTOPOMY NOJIb30BaTE /b NPUHALNENKUT;

- auth_password — naponb Ana ayTeHTMdUKaLmMm 1 reHepaumm
KNtoya;

- md5 — kntoy md5;

- sha — Kntod sha;

- host — IP-agpec/ nma xocTa.

Ypanser SNMPv3-nonb3oBartens.

snmp-server filter filter_name
OID {included | excluded}

filter_name: (1..30)

Co3gaeT uau pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nosgonser  ¢uabtpoBatb inform  u  trap-coobuieHus,
nepegasaemble SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- oid — wpeHTMdMKaTOop obbekTa MIB, npeacTaBaeHHbI B
Buae aepesa ASN.1 (cTpoKa Buga 1.3.6.2.4, MOXKeT BKAOYaTb B
cebs 3ape3epBUpPOBaAHHbIE C/I0Ba, Hanpumep: system, dod. C

tMMBo/I08 noMolbld cMmBona * MoKHO 0603HauUnTb CeMelncTBo

nopaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuIo GUNbTPaLNWK;

- exclude — OID uckntoyeHa 13 npasuna puabTpaumm.
snmp-server filter filter_name Ypansaet npasuao SNMP-¢unbTpa.
[oID]
snmp-server host Onpegensetr  HacTpoOMKM  Ana  nepegayn  coobluieHui
{ipv4_address | ipv6_address | hostname: yBegomneHus inform u trap SNMPv1/v2-cepsepy.

hostname} [traps | informs]
[version {1 | 2c| 3 [auth |
noauth | priv]}] community
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

(1..158) cumBonos;

community:
(1..20) cumBonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

- community — cTpoKa coobluecTsa gna nepegayn coobuieHui
yBefoMNeHus;

- version — onpeaenat TMn coobueHunin trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3sbiBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3blBaeT No4/IMHHOCTb NaKeTa ¢ WwudpoBaHuem;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuos OXWAAHMA MNOATBEPXKAEHUI nepep,
NOBTOPHOW Nepeaayelt coobuweHui inform;

- retries — KOJIMYECTBO MOMbITOK Nepegayn coobuweHnit inform,
NP OTCYTCTBUM UX NOATBEPKAEHMS.

Yaanaet HacTPoOMKK ana nepenaun cooblueHunii yseaoMaeHns
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs] {noauth | auth | priv}
[udp-port port] [filter
filtername] [timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4_address | ipv6_address |
hostname} username [traps |
informs]

hostname:
(1..158) cumBonos;

username:
(1..24) cumsonos;

port: (1..65535)/162

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;

retries: (0..255)/3

OnpeaenseTr  HacTpoOWKM  ANa  nepejayu
yBegomnenus inform u trap SNMPv3-cepsepy.
- noauth,auth,priv — TMn ayteHTUdUKauumn, ucnosnblyembiii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTMdMKaumK, auth —
ayTeHTUdMKauma 6e3 WwundpoBaHua, priv — ayTeHTUdMKauma ¢
WwnpposaHUem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuop OXWAAHUA MOATBEPKAEHUM
NOBTOPHOW Nepeaayelt coobweHui inform;

- retries — KONMYECTBO NOMbITOK Nepeaayn coobueHnit inform,
NPV OTCYTCTBUM UX NOATBEPHKAEHUA.

coobuieHnit

nepes

YanaeT HacTPOMKK AnA nepesayn coobleHni yBeAOMAEHNA
inform u trap SNMPv3-cepsepy.

snmp-server engineid local
{engineid_string | default}

engineid_string: (5..32)
CMMBOJIOB

Co3gaeT mnaeHtTuouKatop nokanbHoro SNMP ycTpolictBa —
enginelD.

- engineid_string — uma SNMP-ycTpoicTBa;

- default — npu ncnonb3oBaHUKM JAaHHOM HACTPOMKK engine ID
bynetr aBTOmMaTMYeckM co3gaH Ha ocHoBe MAC-agpeca
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no snmp-server engineid local

ycTpoWcTaa.

Ypanser uaeHTudukaTop nokanbHoro SNMP ycTpoitctBa —
engine ID

snmp-server engineid remote
{ipv4_address | ipv6_address}
engineid_string

engineid_string: (5..32)

Co3paet uaeHtTudukatop ypaneHHoro SNMP yctpoictea —
engine ID.
- engineid_string — vimsa SNMP-ycTpoiicTsa.

no snmp-server enginelD CMMBONOB Ypanaetr ngeHtuébukatop yganeHHoro SNMP ycTpoinctBa —
remote {ipv4_address | engine ID.
ipv6_address}
snmp-server enable traps BksitouaeT noaaepkky SNMP trap-coobuieHnii.
-/BKAOYEHO

no snmp-server enable traps

OTkAtovaeT noaaepKky SNMP trap-coobuieHuit.

snmp-server enable traps
errdisable

no snmp-server enable traps
errdisable

-/BbIK/IIOYEHO

BKkntouaeT otnpaBky SNMP trap-coobuieHunit npu nepesoge
nopta B coctosHue Errdisable.

Bbikntoyaet otnpaBky SNMP trap-coobueHunit npu nepesoge
nopta B coctosHue Errdisable.

snmp-server enable traps erps

BkntouaeT otnpasky SNMP trap-coobuieHunii npu nsmeHeHUn
coctoaHma ERPS-konbLa.

-/BKNIOYEHO .
no snmp-server enable traps OTKAtoyaeT otnpaBky SNMP trap-coobuieHnin npu U3MeHeHUK
erps coctoaHma ERPS-konbLa.
snmp-server enable traps BKkntoyaeT oTtnpasky SNMP trap-coobuieHunii Npu M3MeHeHnn
flex-link coctosiHua napsl flex-link nHTepdeiicos.

-/BKIOYEHO -
no snmp-server enable traps OtkntoyaeT otnpaBky SNMP trap coobuieHunin npu nsmeHeHum
flex-link coctosiHua napsl flex-link-uHTepdeiicos.
snmp-server enable traps BkntoyaeT otnpaBky SNMP trap cooblueHuii npu nameHeHUn
link-status COCTOSIHWA MopTa.

-/BKAtOYEHO

no snmp-server enable traps
link-status

OTkntovaeT otnpasky SNMP trap coobuieHnn npu M3ameHeHUn
COCTOSIHWA MopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IIOYEHO

BKntoyaeT otnpasky SNMP trap coobuieHunit npu UsSmeHeHum B
Tabavue nsyyeHHbix MAC-agpecos.

OTkntoyaeT otnpasky SNMP trap coobLieHuint npyu nsmeHeHum
B Tabanue nsyyeHHbix MAC-agpecos.

snmp-server enable traps Bkntoyaetr  otnpaBky SNMP  trap  coobuweHuit  npwm
mac-notification flapping / obHapyeHun dnannmuHra MAC-agpecos.
no snmp-server enable traps BI/IIOHEHO OTkntouyaetr otnpaBky SNMP  trap coobuweHuin  npu
mac-notification flapping o6HapyKeHuun pnannuHra MAC-agpecos.
snmp-server enable traps Bkntoyaetr  otnpaBky SNMP  trap  coobuweHuit  npu
12protocol-tunnel cpabatbiBaHun drop-treshold u shutdown-treshold s L2PT.
no snmp-server enable traps “/BeiknIOdEHO OTkntoyaeT otnpasky SNMP trap coobuieHuit B L2PT.
12protocol-tunnel
snmp-server enable traps Bkntoyaetr  otnpaBky SNMP  trap  coobuweHuin  npwu
storm-control 06HapPYKEHNN LUIMPOKOBELLATENBHOTO LWTOPMA.

-/BKNOYEHO -
no snmp-server enable traps Bbikntoyaer otnpaBky SNMP  trap coobuweHuii  npwm

storm-control

06Hapy)KeHMM WMPOKOoBeLWaTeNbHOIO WTOPMa.

snmp-server trap
authentication

no snmp-server trap
authentication

Pa3peluaeT nepefaBatb COObLLEHWsA trap cepBepy, KOTOPbIM
He npoLuen ayTeHTUdUKaLMIO.

3anpelwwaeT nepefasaTb coobleHUsa trap cepsepy, KOTOPbIN
He npoLen ayTeHTUdUKaLmio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBosioB

OnpegenseT KOHTaKTHYO MHGOPMALMIO YCTPOMCTBA.

YansaeT KOHTaKTHYO MHPOPMaLMIO YCTPOCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumeonos

OnpegensieT MHGOPMALMIO O MECTOMNOOKEHMUMN YCTPOCTBA.

YpanseT nHGopmMaLMio O MECTONOOKEHUMN YCTPOMCTBA.

snmp-server set variable_name
namel valuel [name2 value2

..]

variable_name, name,
value goNXHbI
3a/aBaTbCA B
COOTBETCTBMU CO
cneundukaumen

Mo3BoNAET YCTAaHOBUTL 3HAYEHUA NepeMeHHbIX B 6ase AaHHbIX
MIB KommyTaTopa.

- variable_name — nma nepemMeHHOM;

- name, value — napbl COOTBETCTBUI UMS — 3HAYEHME.
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KomaHObI _pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos)
Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypuposaHua nHtepoeiica Ethernet:
console (config-if)#

Tabanua 5.155 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymon4aHuro
snmp trap link-status Bkntouyaetr otnpaBky SNMP trap-cooblieHMi A NpU  M3MEHEHUU
COCTOAHMA HAaCTpaMBaemoro nopra.
- -/BKAIOYEHO —
no snmp trap link- Bbikntoyaer otnpaBky SNMP trap-cooblieHuid Npu  M3MEHEHUU
status COCTOAHMA HAaCTpaMBaemMoro nopra.
bandwidth rate N3meHnAeT 3HaueHne noneit ifSpeedu ifHighSpeed ana otobpakeHus

peaanoP’l I'IpOI'IyCKHOl’i cnocobHocTH KaHana B cucrteme
rate: (1 —4294967295)/ MOHUTOpPUHra. He BAMAET Ha CcKopocTb nepegaun uHTepdelica.

BbIKNKOYEHO Mcnonb3yeTca B cayyae, Korga peanbHas CKOPOCTb Nepeaayn AaHHbIX
B KaHasle orpaHNYMBaeTCcs AONOJHUTE/IbHBIM 060pYyA0BaHMEM.

no bandwidth OTKAtoyaeT u3meHeHue noneii ifSpeed m ifHighSpeed.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.156 — KomaHgb! pexuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MoKasbliBaeT cTatyc SNMP-coeanHeHuUNA.
show snmp enginelD MokasblBaeT naeHTMouKaTop NokanabHoro SNMP-ycTpoiicTBa — enginelD.

show snmp views [viewname] MoKa3sbliBaeT npasuna 0603peHns SNMP.

show snmp groups

MokasbiBaeTr SNMP-rpynnbi.
[groupname]

show snmp filters [filtername] Moka3sbiBaeT SNMP-dunbTpbI.

show snmp users [username] Moka3biBaeT SNMP-nonb3oBatenei.

[pumepsi 8biM0AHEHUS KOMAHO

=  YCTaHOBMTb 3HA4YeHUA gNA napameTpos contact, location. YcTaHOBUTL A0CTYN Ha YTeHMe
ONA CTPOKM coobuiecTBa public. YcTaHOBUTb A0OCTYN Ha YTeHWe u 3anmucb SNMP-cepsepy ¢
aapecom 192.168.16.3 B coobulecTse private.

console#configure

console (config) #snmp-server enable

console (config) #snmp-server contact support@eltex.nsk.ru

console (config) #snmp-server location ”“Okruzhnaya 29v”

console (config) #snmp-server community public ro

console (config) #snmp-server community private rw 192.168.16.3

5.18.5 Mpomokon yoanéHHo2o0 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetm (RMON) saBnsetca pacwmpeHnem npotokona SNMP, nossoss
npeaocTaBuTb 6o/ee WNPOKME BO3SMOMXKHOCTU KOHTpOAA ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapakTepe cobupaemoi MHbopmauumn — aaHHble cobrupaemble RMON B nepsyto oyepeap
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XapaKTepusyloT TpaduK mexay y3namu cetn. MHPopmauma, cobpaHHaa areHTom, nepegaercs B
NPUNONKEHWNE YNPaBAEHNA CETbIO.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnunuya 5.157 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535);

community text:
(0..127) cumBonos;

description text:
(0..127) cumBonos;

owner name: CTPOKa

HacTpaunBaeT cobbiTus, UCNoNb3yemble B CUCTEME YAANEHHOTO
MOHUTOpPUHra.

- index — nHpEKC cobbITUA;

- type — TMN yBEAOMNEHUA, TEHEPUPYEMOTO YCTPOMCTBOM MO
3TOMy cObbITHIO:

none — He reHep1MpoBaTb YBEAOM/IEHWS,

log — reHepupoBaTb 3anuchb B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabaunue n otcbiiatb SNMP
trap;

- community - cTpoKa coobuwectea SNMP gns nepecbiiku
trap;

- description — onvcaHue cobbiTus;

- owner — ums cosgaTens cobbiTus.

Ypanaet CO6bITMe, ncnonblyemoe B CUCTEMe YyOaNneHHOro
MOHUTOPUHTra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup
direction)

[owner name]

index: (1..65535)

mib_object_id:
KOppeKTHbIN OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

fevent: (0..65535);
owner hame: CTPoKa

type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-falling

HacTpaunBaeT ycnosua Bbl4auM aBapuiHbIX CUrHAMO0B.
- index — nHAEKC aBapuiiHOro cobbITus;

- mib_object_id — wpeHTUUKATOP NepeMeHHOM YacTu
obbekTa OID;
- interval — wHTepBan, B TeYEHUE KOTOPOrO JaHHble

0OT6MPAIOTCA M CPaBHMBAIOTCA C BOCXOAALWEN M HUcxoasLen
rpaHMLamm;

- rthreshold — BocxopAwan rpaHmLa;

- fthreshold — HucxoaAwWwas rpaHnLa;

- revent — MWHAEKC cobbITMA, KOTOpOEe WCMosb3yeTca npu
nepeceyeHnn BOCXoAALLEN rpaHuLbl;

- fevent — uHAeKc cobbiTUsA, KOTOpOe WCMoAb3yeTcs npu
nepeceyeHnn HUCXOAALLEN rPaHULLbI;

- type — meTop, 0T6Opa YKasaHHbIX NMepemMeHHbIX U noacyeTa
3HaYeHUA 41a CPaBHEHMSA C FPaHNLLaMu:

Metoa absolute — abconoTHoe 3HauyeHue
nepemMeHHoln 6yaeTr CpaBHEHO C
nuccneayemoro MHTepBana;

Metoa delta — 3HayeHMe BblbpaHHOW NepemeHHOM npwu
nocneaHem ot6ope 6yAeT BbIMTEHO M3 TEKYLLEro 3HaYeHua u
pasHuua 6ydeT cpaBHeHa C rpaHuWUamu (pasHuULA Mexay
3HaYEHUAMU NepPeMeHHOW B KOHLE U B Hayase KOHTPO/IbHOTO
WUHTepBana);

- startup — MHCTPYKUMA 418 reHepaunn cobbiTuii Ha nmepsom
KOHTPO/MIbHOM WHTepBane. Onpegenser npasuaa reHepauuu
aBapUIHbIX COBLITUI ANA NepBOro KOHTPONLHOrO WHTEpBana
nyTem CpaBHEHWs OTOOPaHHOW NMepemeHHOW C OAHOW, Anbo
06eMMm rpaHnLamu:

- rising — reHepupoBaTb eguHUYHOE aBapuitHoe cobbiThe no
BOCXOAAWEN  rpaHuue, eciu  3HayeHne  OTobpaHHOWM
nepemeHHoOW Ha NepBOM KOHTPOAbHOM WHTepBase 6onblue
60 paBHO 3TOM rpaHuLLE;

- falling — reHepupoBaTb eguMHMYHOE aBapuiiHoe cobbiTve Mo
HUCXOAAWeN  rpaHuue, ecaM  3HadyeHWe  OTOBpaHHOM
nepemeHHOW Ha MepBOM KOHTPOAbHOM WHTEepBajse MeHblue
M60 paBHO 3TOM rpaHuLLE;

- rising-falling — reHepupoBaTb eaMHWMYHOE aBapuitHoe

BblOpaHHOM
rpaHvLen Ha KoHLe
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no rmon alarm index

cobbiTve Mo BOCXOAAWEN U/UAN HUCXOZALLEN rpaHuLe, ecin
3HayeHue 0TOBPaHHOM NepemeHHON Ha NepPBOM KOHTPOIbHOM
nHTepBase 6osblie 60 PaBHO BOCXOAALLEN TpaHuLe, u/man
MeHbLe 160 paBHO HUCXOAALLEN TPAHULLE;

- owner — UM co3gaTtenia aBapuitHoro cobbiTusa.

Yaanser ycioBue Bblgaun aBapuUiHbIX COBbITUNA.

rmon table-size
{history entries |
log entries}

no rmon table-size
{history | log}

history (20..32767)/270
log (20..32767)/100

3apaeT MakCMManbHbIl pasmep RMON-Tabaumu,.
- history — makcumanbHOoe KONMYecTBO CTPOK B Tabauue
ncropuu;
- log — MakcmanbHoe KonnyecTBo CTPOK B Tabsimue 3anucei.
3HaueHMe BCTYNUT B CUAY TO/NbKO  nocne
H nepesarpysKku ycTpoiicraa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHua uHmepgelica (duana3oHa uHmepgelicos)

Ethernet, uHmepaedlica epynnbl MOPMO8

Bua 3anpoca KOMaHAHON CTPOKM B peXMme KOHOUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnumua 5.158— KomaHab! pexknuma KoHOUrypupoBaHua nHTepdeica Ethernet, rpynnbl nHTepdeincos

KomaHda

3HayeHue

Aeiicmeue

rmon collection stats index
[owner name |

buckets bucket_num]
[interval interval]

no rmon collection stats
index

index: (1..65535);

name:
KOPPEKTHan CTPOKa;

bucket_num: (1..50)/50;

interval:
(1..3600)/1800 cek

BkntoyaeT popmMUpPOBaHWE UCTOPWUM MO FPYNNam CTaTUCTUKM
Ana 6asbl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHra.

- index — nHaekc Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKK;

- bucket_num — 3HayeHuWe, accouMMpyemoe C KO/IMYecTBOM
Aveek Ana cbopa UCTOPUM MO rpynne CTaTUCTUKK;

- interval — nepuog onpoca gna GopmMUpPoBaHNA UCTOPUMN.

BbIK/lOYaeT GopMUpPOBaHME UCTOPUM MO TPYMMNam CTaTUCTUKK
Ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.159 — KomaHabl pexkmma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show rmon statistics

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group }

gi_port: (1..8/0/1..24);

show rmon collection stats
[ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

te_port: (1..8/0/1..4);
group: (1..24)

MoKasbiBaeT CTaTUCTMKY MHTepdeica Ethernet, cnbo rpynnol
MOPTOB, UCMONb3YEMYIO A1 YAANEHHOrO MOHUTOPMH .

OTobpaxkaeT MHbOpMaLMIO MO 3anpalwMBaeMbiM rpynnam
CTaTUCTUKMK.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535)

period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet crtatuctnkn RMON.

- index — 3anpoLeHHas rpynna cTaTUCTUKK;

- throughput — noKasbiBaeT cYeTYMKM MPOU3BOAUTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors — NoKa3bIBaeT CHETYNKM OLINOOK;

- other — NoKasbIBaeT cYeTYMKM 0BPLIBOB U KONU3NNA;

- period — NOKa3blBaeT WCTOPWUIO 33 3aMpPOLLEHHbIA Mepuop,
BPEMEHM.

show rmon alarm-table

MoKasbiBaeT cBOAHY Tabanuy aBapuUinHbIX COBbITUIA.
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show rmon alarm number

Moka3sblBaeT KOHGUIypaLMIO HACTPOMKMN aBapPUMHBIX COBLITUIA.

ber: (1..65535
number: ( ) - number — nHaeKc aBapuiHOro cobbITuA.

show rmon events

MoKasbiBaeT Tabauuy cobbiTUA yAaNEeHHOTO MOHWTOPWHIa
RMON.

show rmon log [event]

MoKasbiBaeT Tabauuy 3anuceil yAaneHHOro MOHWUTOPMHTA
number: (0..65535) RMON.
- event — UHAEKC cobbITUA.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTucTUKY 10 nHTepdelica Ethernet:

console#show rmon statistics gigabitethernet 1/0/10

Port gi0/10
Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts:
Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

0 Oversize Pkts: 0

Tabnuua 5.160 - OnucaHue pesynbTaTos

Mapamemp OnucaHue

Dropped Konnyectso 3af,eTeKTMPOBaHHbIX COBbITUIA, KOraa NakeTbl 6biAn OT6POLLEHbI.

Octets Konnyectso 6aiiT gaHHbIX (BKAOYaA 6aiTbl NNOXMX NAKETOB), MPUHATLIX U3 CETU
(ncknouan dperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOILHOW CyMMbl).

Packets Konnyectso NpuMHATLIX NaKeToB (BK/OYAsA NA0XMe, LUMPOKOBELLATEIbHbIE U
MHOroapecHble NaKeTbl).

Broadcast Koanyectso NpMHATBLIX LUMPOKOBELLATE/IbHbIX MAKEeTOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Multicast Konnyectso NpMHATBHIX MHOTOAAPECHbIX MAKeTOB (TO/IbKO KOPPEKTHbIE MAKeTbl).

CRC Align Errors

Konnyectso NpUHATLIX NAaKeToB A/IMHON OT 64 0o 1518 6aiT BKAOUNTENBHO,
MMEIOLLMX HEBEPHYIO KOHTPObHYIO CYMMY 6O C LenbiMm Ynciom 6aiT (owmbKu
NPoBEepKM KOHTPOJIbHOM cymMbl — FCS), 1nbo c Heuenbim Yncnom 6aiT (owmbKkm
BblpaBHUBaHUA — Alignment).

Collisions

OueHKa KonnyecTBa KoNAnsuii Ha gaHHom Ethernet cermeHTe.

Undersize Pkts

Konnuyectso NpUHATLIX NAaKeToB A/IMHON MeHblle 64 6aiT (McKntoyas dppenmoBble
6UTbl, HO BK/IlOYas BUTbI KOHTPOJ/IBHOM CYMMbI), HO B OCTa/IbHOM MPABUIbHO
CchPOPMUPOBAHHDIX.

Oversize Pkts

KonnyectBo NpuHATLIX NakeToB A/nHoM 6onblwe 1518 6aiT (Mckatovan dpelimosble
6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), HO B OCTa/IbHOM MNPaBU/bHO
cbOpMMNPOBAHHbIX.

Fragments

KonnyectBo NpUHATLIX NAaKETOB AJIMHON MeHbLue 64 6aliT (UcKtoYas pelrimoBblie
6UTbI, HO BKHOYAA BUTBI KOHTPOJILHOWM CYMMbI), UMEIOLLIUX HEBEPHYHO KOHTPOJIbHYHO
CyMMYy NM60 € Lenbim Ynciom 6aiT (oWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS),
b0 C Heuenbim YMcnom 6anT (owmnbKK BbipaBHMBaHMA — Alignment).

Jabbers

Konnuyectso NpuHATLIX NakeTos AnnHon 6onblie 1518 6aiT (Mckntovan Gppelimosble

6U1Tbl, HO BK/tOYas BUTbI KOHTPO/IbHOW CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPONbHYIO

CyMMYy 160 € Lenbim Ynciom 6aiT (oWMBKM NPOBEPKMN KOHTPOIbHOM cymmbl — FCS),
60O € Heuenbim Yucnom 6anT (owmnbKK BbipaBHMBaAHMSA — Alignment).

64 Octet

Konnuyectso NpUHATLIX NaKeToB (BK/oUYaa Naoxue nakeTbl) AAnHOM 64 6aiiTa
(ncknouan dperimoBble 6UTHI, HO BKAOYAA BUTbI KOHTPOIbHOW CyMMbl).
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65 to 127 Octets

KonnyectBo NpUHATLIX NAaKeTOB (BK/OYasa Naoxue nakeTbl) A/ MHON OT 65 o 127 6ant
BK/IIOUMTENBLHO (MCKAoYana dperimoBble BUTbI, HO BK/OYAn BUTbI KOHTPO/IbHOM
CYMMbI).

128 to 255 Octets

KonmuecTBo NpUHATLIX MAKeTOB (BK/tOYasA Nioxue nakeTtbl) AAMHOM oT 128 ao 255
6alT BKAOUMTENBHO (UCKNtoYas GpperimoBble BUTbI, HO BKAtOYAsA BUTbI KOHTPOIbHOW
CYMMbI).

256 to 511 Octets

KonnyectBo NpUHATLIX NaKeTOB (BK/IOYasA Naoxue nakeTbl) A1MHON oT 256 ao 511
6alT BKAOUMTENBHO (MCKAtoYas pperimoBble BUTbI, HO BKAKOYas BUTbI KOHTPOIbHOW
CYMMbl).

512 to 1023 Octets

KonnuectBo NpuHATLIX NaKeToB (BK/OYaA Naoxue nakeTsbl) An1nHon ot 512 go 1023
6anT BKAOUYNTENBHO (MCKNtoYaa GpeiMoBble BUTbI, HO BKAOYAn BUTbl KOHTPObHOM
CYMMbI).

1024 to 1518 Octets

KonmuecTBo NpUHATLIX NAKeTOB (BKAtOYasA Naoxme naketbl) aamHol ot 1024 po 1518
6alT BKAOUUTENLHO (UCKAOYasA ppelimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPOIbHOW
CYMMbI).

= [lokasaTb MHPOPMALMIO MO rPYyNNam CTaTUCTUKKM g5 nopTa 8:

consolef#show rmon collection stats gigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnuua 5.161 - OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWMIA 3aMUCh.
Interface Ethernet-uHTepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B ceKyHAaxX MeXKay onpocamu.

Requested Samples

3anpolweHHOe KONMYeCTBO OTCYHETOB, KOTOPOE MOXKeT 6bITb COXpaHeHoO.

Granted Samples

PaspelweHHoe (OCTaBLIJE‘ECﬂ) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnaaeneu aaHHOM 3anucu.

- lMoKa3aTb cHeTYMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

consolef#show rmon history 1 throughput

Sample set: 1
Interface:

gi0/1
Requested samples: 50

MES
Interval: 1800
Granted samples: 50

Owner:

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnuya 5.162 - OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta n Bpema co3gaHmAa 3anucu.
Octets Konnuectso 6aiT AaHHbIX (BKAOYaA 6aiTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU
(ncknouan pperimoBble 6UTHI, HO BKAOYAA BUTbI KOHTPOIbHOW CyMMbl).
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Konnyectso NpMHATBLIX NaKeToB (BKI'HO‘-IaFl naoxue I'laKeTbI) B Te4yeHune nepmnoga

Packets
bopmumpoBaHua 3anucu.
Broadcast KonmuecTso NPUHATHIX XOPOLIMX NAKETOB B TeYeHMeE neprosa GopMUPOBaHMA 3anmcK
HanpaBiEHHbIX Ha LUMPOKOBELLATE/IbHbIE aApeca.
Multicast Konnyectso NpUHATLIX XOPOLUMX MAKETOB B TeYeHue nepmoaa GpopmMmnpoBaHma 3anmncu
HanpaBNEeHHbIX HA MHOroaZpecHble agpeca.
OueHKa cpegHen NPONYCKHOM cnocobHOCTU GU3NYECKOro YPOBHA HA AaHHOM
Utilization uHTepdeiice B TeueHne nepmoga dopmmposaHuma 3anmcu. NMponyckHaa cnocobHOCTb
OLLeHMBAETCA BE/IMYMHOM A0 ThICAYHOM NPOLEHTA.
Konnyectso NpuHATLIX B Te4eHUe nepuosa Gopm1MpoBaHUA 3aNMCK NAKETOB AJIMHOM
CRC Align oT 64 0 1518 63T BKAOUMTENIBHO, UMEIOLMX HEBEPHYH KOHTPO/IbHYI0 cymmy nnbo
& C LeNbIM YMcnom 6anT (oWwmbKM NpoBEpPKM KOHTPOIbHOW cymmbl — FCS), inbo c
HeuenbiM Yncnom 6anT (ownbKM BbipaBHMBaHUA — Alignment).
Collisions OueHKa KoanyecTBa KONAN3nii Ha gaHHoM Ethernet cermeHTe B TeueHune nepuoaa

dbopmMUpoBaHUA 3anmcu.

Undersize Pkts

Konnyectso NpuMHATBIX B TeueHne nepmoaa GopmMMpoBaHMA 3anmncu NakeTos AANHOM
MeHbLe 64 6aiT (Mckntoyas GpermoBble BUTLI, HO BKAOYAA BUTbI KOHTPONLHOW
CYMMbl), HO B OCTa/IbHOM NPaBUIbHO CHOPMMPOBAHHbIX.

Oversize Pkts

KonnuecTBo NPUHATLIX B TeYeHWe nepnoga GopmmnpoBaHua 3anncy naketTos AJANHOM
6onble 1518 6aiT (McKtovan dpelimoBblie BUTbI, HO BKAKOYAA 6GUTbl KOHTPOLHOWM
CYMMbl), HO B OCTa/IbHOM NPaBU/IbHO CHOPMMPOBAHHbIX.

Fragments

Konanyectso NpuMHATBIX B TeueHne nepmoaa GopmMMpoBaHMA 3anncu NakeTos AANHOM
MeHbLe 64 6aiT (Mckntoyas Gperimosble BUTbI, HO BKAOYAA BUTbI KOHTPONbHOM
CYMMbl), UMEIOLLMX HEBEPHYHO KOHTPONbHYIO CYMMY AM60 C LeNbim Yncaom 6ait
(oWwmMBKM NpoBEepPKM KOHTPONbHOM cymmbl — FCS), nMbo ¢ Heuenbim Ynciom 6ainT
(owmnbKM BbIpaBHMBaAHMA — Alignment).

Jabbers

Konanyectso NpuHATBLIX B TeueHne nepmoga GopmMmMpoBaHMA 3anmncu NaketTos AANHOMN
6onbue 1518 6anT (Mcknouan dpelrimosble 6UTbI, HO BKAKOYAs BUTbI KOHTPOJIbHOW
CYMMbI), UMEIOLLMX HEBEPHYH KOHTPOJIbHYIO CYMMY IMBO C LenbiMm Yncaom 6ant
(oWwKMBKM NpoBEpPKM KOHTPONbHOM cymmbl — FCS), nMbo ¢ Heuenbim Ynciom 6aiT
(owmnbKM BbIpaBHMBaAHMA — Alignment).

Dropped

Ko/aMuecTBO 3a4€TEKTMPOBAHHbIX COBbLITUIA, KOraa nakeTbl 6blan OTEPOLLIEHbI B
TeyeHue neproaa GoOpMUPOBaHMA 3annCK.

- nOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHanOBTDEBOFM!

consolef#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
Tabnunua 5.163 - OnucaHue pesynbTaToB
Napamemp OnucaHue
Index NHAeKC, YHUKANbHO MAEHTUPULMPYIOLWMIA 3aN1Cb
oID OID KOHTpOAUpPYEMOM NepemeHHOoM
Owner Monb3oBaTtenb, CO34aBLWMIA 3aNUCh.
= [lokasaTb KOHPUIYpPaLMIO aBaPUNHbBIX COOLITMI C MHAEKCOM 1:
consolef#show rmon alarm 1
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Alarm 1

Interval:

Sample Type:
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event:
Falling Event: 1
Owner: CLI

0OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta

1

Tabnnuya 5.164 - OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OoIb

OID KOHTpOAUpPYEMOI NEepeMeHHOMN.

Last Sample Value

3HayeHWe NnepeMeHHOl Ha NocnefHeM KOHTPOJIbHOM MHTepBase. Ecnn metog oTbopa
nepemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHMe nepemeHHOW, ecnn delta — To
pasHMLA MeXay 3HAYEHUSMU NepeMeHHOM B KOHLLE U B Hauae KOHTPOJIbHOTO
WHTepBana.

NHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OT6VIpaIOTCF| M CPpaBHMBAKOTCA C

Interval o o
BEPXHEWN U HUKHEN rpaHMLamMm.
MeTog, oT6opa yKasaHHbIX NePeMEHHbIX M NOACYETa 3HAYEHUA AN CPABHEHMSA C
rpaHmMuamu. Metog absolute — abcontoTHoe 3HaveHUe BbiIbpaHHOM NepemeHHoOM byaeT
CPaBHEHO C rpaHuLLEet Ha KOHLE ncciegyemoro MHTepsana. Metop, delta — 3sHaueHune
Sample Type P P Y P

BbI6paHHOM NepemeHHON Npu NocaegHem oTbope ByAeT BbIUTEHO U3 TEKYLLLEro
3HayeHun, 1 pasHuLa byaeT cpaBHeHa C rpaHMLAaMM (PasHULA MeXKAY 3HaYEeHUAMU
nepeMeHHO B KOHLLE M B Haya/ie KOHTPO/IbHOTO MHTepBana).

Startup Alarm

WHCTpYKUMA ana reHepaLmm cobbiTUin HA NEPBOM KOHTPOJIbHOM MHTepBane. Onpeaenser
npasuaa reHepaLmm aBapuinHbIX COBbITUIN ANA NEPBOro KOHTPOALHOIO MHTEpPBana NyTem
CpaBHeHMA 0TOBpaHHOM NnepemeHHOM ¢ ogHON, M6 0HeMMU rpaHMLAMMU.

rising — reHep1poBaTb e4MHMYHOE aBapuitHoe cobbITME NO BOCXOAALLEN FPaHULLE, eCn
3HayeHne oTobpPaHHOM NepeMeHHOW Ha NepBOM KOHTPO/IbHOM UHTepBase 6onbiem
Mbo paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb e4MHUYHOE aBapUMHOe cObbITUE MO HUCXOAALLEW rPaHULE, eCn
3HayeHne oTobPaHHOW NepemMeHHOM Ha NepBOM KOHTPOJIbHOM MHTEPBAse MeHblue 1Mbo
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb egnMHUYHOE aBapuitHoe cobbiThe No Bocxoasallen u/mam
HUCXoAALLEN rPaHULE, eCM 3HaYeHne oToBpPaHHOM NepemeHHOol Ha NepBoM
KOHTPO/IbHOM MHTEepBane 6onblue 60 PaBHO BOCXOAALLEN rpaHuLLe, U/uam meHbLue
60 paBHO HUCXOAALLEN TPAHULE.

Rising Threshold

3HayeHne BocxoasLen rpaHuubl. Korga 3HayeHne oTobpaHHON NnepemeHHOoM Ha
npeablaywem KOHTPOIbHOM MHTepBasie 6bl10 MeHbLUle AaHHOM FPaHMLLbl, @ Ha TEKYLLEM
KOHTPOJ/IbHOM MHTepBasie 6obluem 1MB0 PaBHOM 3HAYEHMIO TPaHMLbl, TOTA3a eAUHUYHOE
cobbiTMe reHepupyeTcs.

Falling Threshold

3HayeHue HUCXoAALLen rpaHuLbl. Koraa 3HaueHne oTobpaHHOM NepemeHHOM Ha
npeablaywem KOHTPONbHOM UHTepBasie 6bi10 6obLie 4aHHOW rPaHuLbl, @ Ha TEKYLEM
KOHTPOJ/IbHOM MHTEPBa/e MeHbLle B0 PaBHO 3HAYEHUIO rPaHuMLbl, TOr4a eAMHUYHOE
cobbiTe reHepupyeTcs.

Rising Event MHAeKc cobbITUA MCNO/Ib3YIOLWEroca, Koraa BOCXoAALLAA rpaHMLLa NnepeceyeHa.
Falling Event NHAaeKc cobbITUA MCNOb3YIOLLEroca, Korga HUCXOAALLAA rpaHnLa nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLIMIA 3aNUCh.

Ethernet-kommymamopesi cepuu MES3000 167




HELTEX

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabanuya 5.165 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO naeHTUGUUMpYoLWwmii cobbitTue.
Description KommeHTapwuit, onucbiBatowwmin cobbiTue.
Tun yBeAOMNEHWSA, FEHEPUPYEMOTO YCTPOIMCTBOM MO 3TOMY COBbITUIO:
none — He reHepnpoBaTb YBEAOMIEHMUS,
Type log — reHepupoBaTb 3anNuUCh B TabauLe,
trap — otcoinatb SNMP trap,
log-trap — reHepupoBaTb 3anuck B Tabauue u otcbinate SNMP trap.
Community Ctpoka coobuwectsa SNMP ana nepecbiniku trap.
Owner Monb3oBaTtenb, cO34aBWMIA COBbITHE.
Last time sent Bpemsa 1 gaTa reHepupoBaHuA nocnegHero cobbitna. Ecnn He 6bla10 creHepuMpoBaHo
CObbITUI, TO 3TO 3HAYEHNe ByAeT PaBHO Hy/HO.

= [lokasaTtb Tabamuy 3anunceit yaaneHHoro MoHuTopmHra RMON:

consolef#show rmon log

Maximum table size: 100

Event Description

Nov 10 2009 18:48:33

1 Errors

Tabanuya 5.166 — OnucaHue pesynbTaTos

MNapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuit, onvcbiBaloLWmin cobbiTue.
Time Bpemsa co3pgaHuna 3anucu.

5.18.6 Cnucku docmyna ACL dn8 ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KommyTtatopoB cepum MES3000 nossonsier paspewunTb Anbo
OrPaHMYUTbL AOCTYN K YNPaBAEHUIO YCTPOMNCTBOM Yepes onpeaeneHHble nopTol uau rpynnbl VLAN. Ona
3TOW Lenn cosgatotca cnuckun goctyna (ACL) ans ynpasneHus.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnuya 5.167 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNWCOK AOCTyna ANA ynpaBneHus. Bxof B pexum
KOHOUIYpMpPOBaHUA CNMCKa AOCTYNa ANA YNpaBAeHus.

YpansaeT cnucok focTyna Ans ynpasaeHus.

management access-class
{console-only | name}

no management access-

name: (1..32) cumBona

OrpaHu4YMBaeT ynpassieHne ycTPOUCTBOM MO onpeaeneHHOMY
cnucky poctyna (access list). AKTUBMPYET yKasaHHbIN CMMCOK
AocTyna.
- console-only — ynpaBneHue ycTpocTBOM AOCTYMHO TO/IbKO C
KOHCOAMN.

OTMeHseT orpaHuyeHue Ha ynpas/ieHue YCTPOWCTBOM Mo

class onpefeneHHoMy CnMcKy goctyna (access list).

KomaHOwb! pexcuma KOHd)UZVDUDOBGHUH CrnucKa docmyna 014 ynpaesieHuAa

Bua 3anpoca KOMAHAHOM CTPOKU B pexMme KOHOUIYpMPOBAHUA CNUCKA AOCTyna Ans
ynpasaeHusa:

console (config) #management access-list eltex manag
console (config-macl) #

Tabnnuya 5.168 — KomaHgbl pexxuma KoOHPUrypnupoBaHMA CNMCKa JOCTYNa A5 ynpaBaeHus

KomaHoa

3HayeHue

Aeiicmeue

permit [gigabitethernet gi_port
| tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [service service]

permit ip-source {ipv4_address
| ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id]

[service service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24);
vlan_id (1..4094)

3afjaeT paspelialollee ycnoBMe AAA YNPaBAAIOLWEro Crnmucka
goctyna.

- service — Tmn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

deny [gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|vlan
vlan_id] [service service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask| prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group|

vlan vian_id]

[service service]

gi_port: (1..8/0/1..24};
te_port: (1..8/0/1..4};
group: (1..24);
vlan_id: (1..4094)

3apaeT 3anpewatollee ycioBMe OAA YNPaBAAKOLWErO CrMCKa
pocTyna.
- service — Tvn goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 5.169 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

Aelicmeue

show management access-list [name]

MoKasbiBaeT cnmcku goctyna (access list) gna ynpasneHus.

show management access-class

ynpasaeHus.

Moka3sbiBaeT MHPopmaumio 06 aKTUBHbIX chMcKax gocTyna (access list) ana

5.18.7 Hacmpoiika docmyna

5.18.7.1 Telnet, SSH, HTTP u FTP

[aHHble KOMaHAbl NpegHa3HayeHbl ANA HACTPOMKM CepBepoB [AOCTyNa A/1A ynpasieHuA
KommyTatopom. [logpeprkka cepsepoB TELNET u SSH KommyTaTopom noO3BOAAET yAad/ieHHO
NOAKAYATLCA K HEMY A1 MOHUTOPUHIA N KOHOUTYPUPOBAHMUA.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypmpoBaHus:

console (config) #

Tabanua 5.170 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
yMoOA4YaHuro
ip telnet server PaspelaeT yaaneHHoe KOHOUTYpUpoBaHWE YCTPOICTBA Yepes
Telnet.
- -/BKNtOYEH -
no ip telnet server 3anpewaeT yganeHHoe KOHGUIypupoBaHue yCcTponcTea Yepes
Telnet.
ip ssh server PaspelwaeT yaaneHHoe KOHPUrypMpoBaHue yCTPOWCTBA Yepes
SSH.
Ao Tex nop, MOKa Kawd Ana wudpoBaHUA He
creHepupoBaH, SSH-cepBep 6yaeT HaxoguTbcA B
-/BbIKAOYEH pesepBe. [ocne reHepauun Kawua (ucnonb3yemble

no ip ssh server

KomaHpgb! crypto key generate rsa u crypto key generate dsa)
cepBep nepeliger B paboyee cocrosHue.

3anpewaeT yaaneHHoe KoHOUrypuMpoBaHue yCcTpoicTea yepes
SSH.

ip ssh port
port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonbsyemblit SSH-cepsepom.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/VICI'lOﬂ b30BaHue
I'Iy6}1|/|"IHOI'0 K/NKo4va
3anpeuwieHo

PaspeluaeT Mcnonb3oBaHme Ny6AUYHOO KAtoUa A1R BXOAALLMX
SSH-ceccuit.

3anpewaeT Ucnonb3oBaHme Ny6AMYHOrO KAtoUa Aaa BXOAALMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IOYEHO

BkatoueHWe pexxnmma ayTeHTMdUKaLmMm No napoto

OTKAloYeHME pexMma ayTeHTUOMKaLMM No Naponto

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLleHbl Bce
anropuTMbl Kpome none

3afaeT CMUCOK paspelleHHbIX anroputmos WndpoBaHua ans
cepBepa

BoccTaHaBnMBaeT  CMMCOK
WwnbpoBaHMA N0 YMONYAHUIO

pa3speweHHbIX anropnuTmos

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupi-shal)/
paspelLeHbl BCe MeToabl

3afaeT CNMCOK paspelleHHbIX MeTOA0B 06MeHa KaoYamu ans
cepsepa

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aAropuTMoB obmeHa
KAKYamMu No YMO/THaHUIO

crypto key pubkey-chain
ssh

-/Knto4 He co3aaH

BXogA, B peMm KoHoUrypaumm nybaMyHoro Katoua.
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crypto key generate dsa FeHepupyeT napy Kntoyein DSA — YacTHbIM M NYy6AUYHBIN gnA
SSH-cepBuca.

Ecnu xota 6bl 04MH 13 Napbl KAOYel yxKe co3aaH, To
V cMcTema NPeAsIoKUT nepesanmcaTb KKou.

crypto key generate rsa leHepupyeT napy katoueit RSA — yacTHbI U NYBAUYHBIA Ans

SSH-cepswuca.

V Ecnu xota 6bl 0AMH M3 Napbl KAloYel yxKe co3faH, To
cucTemMa NpeanoKUT nepesanmncartb Kau.

ip ftp server Bkntoyaet FTP-cepsep.
x -/FTP-cepBep BK/IlOYEH
no ip ftp server Otkntovaet FTP-cepsep.
ip http port port 3apaet nopt HTTP-cepBepa.
P - pportp port: (1..65535)/80 A P peep
no ip http port BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHMIO.
ip http secure-port port 3apaet nopt HTTPS-cepBepa.
P - d portp port: (1..65535)/443 A P peep
no ip http secure-port BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.
ip http secure-server Bkntoyaet HTTPS-cepsep.
- -/HTTPS-cepBsep BblKAHOHEH
no ip http secure-server Bbikntouaet HTTPS-cepsep.
ip http server BkntouyaeT HTTP-cepsep.
- -/HTTP-cepBep BKAOUEH
no ip http server Bbikntoyaet HTTP-cepsep.
ip http timeout-policy 3apaet TarimayT HTTP-ceccum.
seconds seconds: (0..86400)/600
no ip http timeout-policy BoccTaHaBnuBaeT 3Ha4YeHMe N0 YMONYAHMUIO.

OnpepenseT akTnBHbIM HTTPS-cepTuduKar.
- number — Homep HTTPS-cepTudmkaTa

ip https certificate number number: (1, 2)/1

crypto certificate number leHepupyeT SSL-cepTuduKar.

number: (1, 2)

generate - number — Homep HTTPS-ceptudukaTta
crypto certificate number Mmnoptupyetr  SSL-cepTMdUKAT, Ha3HAYEHHbIW  LEHTPOM
import number: (1, 2) cepTuduKaumm.

- number — Homep HTTPS-cepTudmkaTa

Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate dsa,
V COXPAHAIOTCA B 3aKPbITOM A8 Nob3oBatena ¢paine KoHpurypauum.

KomaHObI pexcuma KoHgu2ypuposaHua nybau4HO20 Kar4a

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypnpoBaHma nyb6anNYHOro Karova:

consolef#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunua 5.171 — KomaHabl pexxuma KoHPUrypuposaHma nyb6ANMYHOro Katoua

KomaHoa 3HaueHue Aeiicmeue
user-key username {rsa|dsa} Bxo4 B peXMm CO34aHUA WHAMBUAYANbHOTO Ny6AMYHOrO
Kntoya.
username: (1..48) - rsa — co3aaTb RSA-kntoy;
CMMBO/10B - dsa — co3aaTb DSA-Kntou.
no user-key username Ypansaer ny6AnYHbIN KAtoY ana onpepeneHHoro
nonb3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasaibHOro I'IV6I'IVI‘-IHOFO K/Ao4a:

console#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #
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Tabnnua 5.172 — KomaHgbl pexxuma co3gaHuns UHANBMAYaANbHOTO Ny6AMYHOro Katoua

KomaHoa

Aelicmeue

key-string

Co3zzaeT Ny6ANYHDBIV KAOY ANA onpeaeneHHOro Noib3oBaTens.

key-string row key_string

Co3paeT nybanyHbIM KAtoY A41A onpeaesneHHoro nosb3osaTens. BBoa Kitoua ocyliectsanercs

NOCTPOYHO.

- key_string —4acTb Kntova.

[Ona Toro utobbl CMCTEMa MOHANA, UTO KN4 BBEAEH NONHOCTbIO, Heo6xoanMMmo
BBECTM KomaHay key-string row 6e3 cumBonos.

KomaHOwb! pexcuma EXEC

KomaHabl gaHHOTo pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.173 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue

Aeiicmeue

show ip ssh

MokasbiBaeT KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHble
Bxoaawme SSH-ceccum.

show crypto key pubkey-
chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

username: (1..48)

MokasbiBaeT nyb6aAnuHble SSH-KAOUM, COXpaHeHHble Ha

cumsonos/ KOomMmyTaTope.
OTNeYaToK KNkoya B - username — UMA yAaNEHHOTO KANEHTA;
LecTHaAuaTepUYHOM - bubble-babble — oTneuyatok kntouya B Koae Bubble Babble;
dopmare - hex — oTneyaToK KntoYa B LWECTHAALATEPUYHOM KoAe.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT Nyb6nyHble Kntoum SSH-kommyTaTopa.

show crypto certificate
mycertificate [1]2]

OTtobpaxaet SSL-cepTudmKkaTtbl ana HTTPS-cesepa

show ip http

OTobpaxaeT coctonaHue HTTP-cepeepa

show ip https

OTobparkaet coctosiHue HTTPS-cepsepa

[pumepbl 8bIM0AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTtope.

PaspelwnTb MCNoNb30BaHWE MYyBAMYHbLIX KAOYeW.

Cospgatb RSA-kntoy ans nonb3osaTtena eltex:

console#configure

console (config) #ip ssh server

console (config) #ip ssh pubkey-auth

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #tkey-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIw9GBRoNZQZxJHKCcKL6rM1Q+7ZN
XfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/ zfwOl1gkTwm
175QR9gHUj S6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TExQWu081icglk02LYciz+Z4TrE
U/9FJxwPiVQOjc+KBXuR0OjuNgbnEFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6
+AINEICBCCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzZNRADYDvSzZ

g01DnwCAC8Qh
Fingerprint:

a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9
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5.18.7.2 KomaHObI KOHhu2ypuposaHus mepmuHana

KomaHapl KOHOUIYpUpOBaHUA TEPMUHANA CAYyXKaT A8 HACTPOMKM MapameTpoB /IOKa/IbHOM U
YAaneHHOW KOHCO/N.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnunua 5.174 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa Aelicmeue

line {console |telnet|ssh} BXOZ B peuMm COOTBETCTBYIOLLENO TepMMHANA (NI0KaNbHAA KOHCO/b, yAaNEeHHaA KOHCONb —
Telnet nnu yganeHHas 3awmuieHHasa KoHconb — SSH).

KomaHObI pexcuma KoHgU2ypupo8aHUa mepmMuHand

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHOUIYyprpoBaHNa TepMMHaNa

console#configure
console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnunua 5.175 — KomaHab! pexxuma KoHPUrypupoBaHMa TepMmUHana

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
speed bps YcTaHaBAMBaEeT CKOPOCTb AOCTYyNa NO J/IOKA/NbHOM KOHCOMM
bps: (2400, 9600, 19200,
(KomaHga focTynHa TOMbKO B pexunme KOHOUrypupoBaHua
38400, 57600, o
JIOKaNbHOM KOHCOAK).
115200)/115200 604,
no speed YcTaHaBAMBaAET 3HaYEeHMe N0 YMONYaHMIO.
autobaud BKntouyaeT aBToMaTMyeckoe onpefesieHMe CKOpPoCTU A0CTyna
No NOKaNbHOWM KOHCONM (KOMaHAa AOCTYMHa TONbKO B pexume
-/BbIK/IIOYEHO KOHPUIypMpPOBaHUA IOKANbHOW KOHCONM).
no autobaud BbIkNtoYaeT aBTOMATUYeCcKoe onpeaesieHne CKopocTu AocTyna
Mo IOKaNIbHOM KOHCOMN
exec-timeout minutes . 3apaeT MHTepBan, B TeyeHMe KOTOpPOro cucTema OXugaet
[seconds] minutes: (0..65535) muH BBOZa MoJsib3oBaTensa. Ecanm B TeyeHMe AaHHOrO MHTepBasa
seconds: (0..59) cek/ Nnoab30BaTe/lb HUYEro He BBOAWUT, TO KOHCO/1Ib OTK/IIOYaeTCA.
i 10 MmuHyT
no exec-timeout YcTaHaB/AMBAET 3HAYEHME MO YMOIYAHMIO.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 5.176 — KomaHgb! pexkuma EXEC

KomaHoa Aeilicmeue

show line

Moka3sblBaeT NapameTpbl TepMUHaNa.
[console | telnet|ssh] P P P
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5.19 XypHan aBapui, npotokon SYSLOG

CUCTeMHble KYpPHa/ibl NO3BOAIOT BECTU UCTOPUIO CODOBLITUIA, MPOM3OLLEAWMX HA YCTPOMCTBE, a
TaKKe KOHTPOAMPOBATb Mpou3oweawme cobblTua B peanbHOM BpeMeHM. B KypHan 3aHocATcA
cobbITMA ceMu TUMOB: Ype3BblyaliHble, CUFHAAbl TPEBOTU, KPUTUUYECKME U HE KPUTUYECKUE OLUIMOKM,
npeaynpexaeHuns, yse4oMaeHnaA, MHGOPMaLMOHHbIE M OTNAA0UHbIE.

KomaHObI pexxcuma 2a0b6anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTypaLmm:

console (confiqg) #

Tabnunua 5.177 - KomaHgb! pexxuma rnobanbHon KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/ peructpauma BkAOYEHa

Bk/loyaeT  perncrpaumio coobleHnin 1

coobleHunit 06 owmnbKax.

OT/1a404HbIX

BbikNtoYaeT perncrpaumio OT1af0uHbIX COOBLEHUN U
V coobleHunit 06 owmnbKax.

Mpu  BbLIK/JOYEHHOW  pPerucTpauum  OT/Na[0uYHbIe
coobueHuns u coobuieHna o6 owmnbkax byayT nepegasatbea
Ha KOHCO/Ib.

logging host
{ip_address|host}

[port port] [severity level]
[facility facility]
[description text]

no logging host
{ip_address| host}

host: (1..158) cumBonosB;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);
facility: (local0..7)/ local7;

text: (1..64) cumBonos

Bk/itovaeT nepegavy aBapuiMHbIX U OTIAA0YHbIX COOOLLIEHMM
Ha yaaneHHbIn SYSLOG cepsep.

- ip_address— IPv4 nnn IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe umsa SYSLOG-cepBepa;

- port — HOMep mnopTa AnA nepegayn coobLleHnin no
npoTokony SYSLOG;

- level — ypoBeHb BaXKHOCTM COOBLEHWNN, NepesaBaemMblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B cOObLEHUAX;

- text — onuncaHue SYSLOG-cepsepa.

YpanaeT BblbpaHHbIA cepBep M3 CMNMCKA WCMOAb3YeMbIX
SYSLOG-cepsepos.

logging console /eve/

no logging console

level: (cm. Tabn. Tabnunua
5.178 — Tunbl BaXKHOCTH
cooblueHnit)

3Ha4YeHMe No YMONYAHMIO -
informational

BKntouaeT nepenayvy aBapuUmnHbIX MAN OTNAL0YHbIX COOBLWEHNI
BbIOPAHHOIO YPOBHA Ba*HOCTU HA KOHCO/b.

Bblk/ilouaeT  nepepgavy
Cco0bLEeHMI Ha KOHCONb.

aBaleVlelX nnun OTN1aA04HbIX

logging buffered
[severity_level]

no logging buffered

severity_level: (cm. Tabn.
Tabnuua 5.178 — Tunbl
Ba*KHOCTU COOBLLLEHNI)

3HayeHMe Mo YMONYAHUIO —
informational

Bk/itovaeT nepegayy aBapuitHbIX UAM OTNAL0UHbIX COOBLLEHNIA
BblIOPaHHOIO YPOBHS Ba*KHOCTM BO BHYTPEHHUI Bydep.

BblknlouaeT  nepegady  aBapuitHbIX MM OTNAL0YHbIX
CO0bLLEHNI BO BHYTPEHHUI Bydep.

logging buffered size size

no logging buffered size

size: (20..400)/200

M3meHsAeT  KoAMYecTBO COOBLLEeHMI, 3anoMUHaembIX BO
BHyTpeHHem 6ydepe. Hosoe 3HaueHue pasmepa 6ybepa
NPUMEHUTCA Nocae Nepesarpyskun yCTponcTea.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

logging file level

level: (cm. Tabn. Tabavua
5.178 — Tunbl BaXKHOCTH

Bk/itoyaeT nepesayy aBapuiiHbIX UAM OTNAL0UHBIX COOBLLLEHMI
BbIOPaHHOIO YPOBHS Ba*KHOCTM B palin KypHana.

no aaa logging login

cooblueHnit) BbikntoyaeT  nepesavy  aBapuiHbIX  UAM  OT/JIAf0YHbIX
no logging file 3HaveHne No YMONHAHWIO — | coobLeHuii B daiin ypHana.
errors
. . 3aHOCUTb B XYpHasibl CObbITUA ayTeHTUdMKAL MK, aBTOpM3aLUm
aaa logging login P ¥ Gukaunm, pusan
nyyeta (AAA).
-/BKAIOYEHO

He 3aHocUTb B KypHanbl cobbiTMA  ayTeHTUdUKaALMK,

aBTOpM3aumu 1 yyeta (AAA).
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logging events
spanning-tree
port-state-change

no logging events
spanning-tree
port-state-change

-/BKAIOYEHO

Bk/louaeT peructpauuio MameHeHus cratyca uHTepdeiicos B
STP.

OTKNOYaEeT perncTpaumio N3mMeHeHUs cTaTyca uHTepdencos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

-/BbIK/IOYEHO

BKntouaeT perncrpaumo MsmeHeHu Tonosorum 8 STP.

OTKNOYaeT perncTpaLmo M3sMmeHeHUn Tonosorum 8 STP.

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

-/perncTpaums BKIOYEHa

BKAtoyaeT pernctpaumio cobbiTmit GpainoBoit cucTemsl.

- COpY — perucTpaLmsa coobueHni, CBA3aHHbIX C onepauuamm
KONMpoBaHuUs Gpalinos;

- delete-rename — perucTpaums coobLIEHMIA, CBA3AHHbIX C
yaaneHnem ¢ainos n nepeMmeHoBaHMEM ONepPaLUii.

BbIkNtoYaeT permcrpaunio cobbiTuii palinoBoi cuctemol.

management logging deny

no management logging
deny

-/perucrpaums BrYeHa

BKkntouaeT pernctpaymio cobbiTnin AOCTyNa ynpasaeHus.

BbIK/HOYAET perncTpaunio cobbITMin 4oCTyna ynpasaeHus.

logging aggregation on

no logging aggregation on

BKAtoyaeT KOHTPO/Ib arperaumm syslog-coobuieHuii.

OTKAtoYaeT arperaumio syslog-coobuLLeHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)

YcTaHaB/MBaeT BPemsa XPaHeHWA CrpynnupoBaHHbIX syslog-
coobLweHunn.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

logging cli-commands

no logging cli-commands

Mo ymonyanuio BegeHne
y4yeTa 3anpeLleHo

PaspewaeT BegeHue yyeTa (aKkkayHTa) Ans BBeAeHHbIX B CLI
KOMaHA,

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

logging service cpu-rate-
limits traffic

no logging service cpu-
rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-

bpdu, dhcp-snooping,

dhcpv6-snooping, igmp-

snooping, mld-snooping,
sflow, log-deny-aces,

vrrp)/-

BK/lOYaeT KOHTPOAb OrpaHWYeHUs CKOPOCTM
dpelrimos ans onpeseneHHoro Tuna Tpaduka.

BXOAALLMX

OTKAIOYaEeT IornpoBaHme.

logging service watchdog

no logging service
watchdog

-/BKIOYEHO

BkntoyaeT normposaHue cobbitnin oT watchdog

OTKAoYaeT normposaHue cobbiTnii oT watchdog

Kaxxpoe coobliueHMe MMeeT CBOM ypoBeHb BaKHOCTWM, B Tabauue 6.101 npusedeHbl TUMbI
co0bLEeHNI B NopaaKe yBbIBaHUA UX BaXKHOCTH.

Tabnuua 5.178 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobweHuli

OnucaHue

YpesBbluanHble (emergencies)

B cucTeme NpousoLna KpuTmyeckan owmnbKa, cuctema MosKeT
paboTaTtb HeMpaBM/bHO.

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesibCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucTeme npousoluaa Kputudeckas owmnbKa.

OwunbouHble (errors)

B cucrteme npowmsolusia owmbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHus (notifications)

YBegomieHne cMcTeMbl, HeaBapuitHoe coobLieHue.

NHpopmaymoHHble (informational)

NHbOpMaLMOHHbIE COOBLLLEHNA CUCTEMDI.
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OTnago4Hble COOGUJ,EHVIH, npeanocTaBaAT NO/1b30BaATENO

OTnapo e (debuggin M .
TRanouHble ( ugging) MHbOPMaLMIO A1 KOPPEKTHOM HAaCTPOMKN CUCTEMBI.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 5.179 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana

KomaHda Aelicmeue
clear logging Ypansaet Bce coobuieHns U3 BHyTpeHHero bydepa.
clear logging file YpanseT Bce coobueHnsa us daiina KypHana.
show logging file OTobparkaeT COCTOAHME KypHana, aBapuitHble M OT/Nago4YHble COObLWEeHMA, 3anMcaHHble B

daitne KypHana.

show logging OTobparkaeT coCTOAHWE KypHana, aBapuiHble U OTNaf04YHble COODLEHUSA, 3aNUCaHHbIe BO
BHYTpeHHeM bydepe.

show syslog-servers OTob6parkaeT HAaCTPOWKKN ANA yaanéHHbIX syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOOLLEHMA HAa KOHCONU:

console#configure
console (config) #logging on
console (config) #logging console errors

= OuunctuTb daiin KypHana:

consolef#clear logging file
Clear Logging File [y/nly

5.20 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3ePKaNMpPOBaHMA MOPTOB NpeAHasHayeHa A1 KOHTPOAA ceTeBoro Tpaduka nytem
NepecbIIKK KONUi BXOAALMX U/NAN UCXOAALLMX NMAKETOB C OAHOMO UAN HECKOIbKMX KOHTPOIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOpPT.

’ Mpwu 3epKkanupoBaHumn 6onee ogHoro pusnyecKkoro HTepdenca BoO3MoXKHbI NoTepun Tpaduka.
2 OTcyTcTBME NOTEPb rapaHTUMPYETCA TONbKO NPU 3epKaiMpoBaHMK oaHOro ¢pusnueckoro
uHTepdeiica.

K KOHTpo/MpyloLemMy NopTy NPUMEHSAIOTCA Ceaytolmne orpaHuYeHns:
— TopT He MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO;
— TopT He MOXKeT 6bITb YIEHOM rPYMMbl MOPTOB;
—  IP-uHTepdelic AoNKEH OTCYTCTBOBATb AJ1A 3TOrO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:

MOpPT HE MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasnbHoi KoHUrypaumm:

console (config) #
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Tabnnuya 5.180 - KomaHgb! pexxknuma rnobanbHoOn KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

port monitor mode
{monitor-only| network}

-/monitor-only

3agaet pexxum paboTbl nopTa

- monitor-only — dppelimbl, NocTynatoLme Ha NopT,
oT6pacbiBatoTCs;

- network — no3Bonset Bect obmeH AAaHHbIMU.

port monitor remote vlan
vlan_id [cos priority]
[tx]rx]

no port monitor remote
vlan vian_id[tx] rx]

vlan_id: (1..4094);
priority: (0..7)

Onpegenerne VLAN pana  yganeHHOro MOHWTOPWHIA, B
KOTOpbI ByayT OTOOpaMKaTbCA MaKeTbl C KOHTPO/MPYEMbIX
MHTepdencos.

Yaanernune VLAN gna yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nntepoeiica Ethernet:

console (config-if)#

' | [aHHble KOMaHAbl HeJb3A BbINO/HATbL B peXXUume KOHPUrypMpoBaHuA guanasoHa
- mHtepdeincos Ethernet.

Tabnuua 5.181 - KomaHabl OCTyNHbIE B pekume KOHOUIypupoBaHua nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

port monitor
{gigabitethernet gi_port |
tengigabitethernet
te_port} [rx|tx]

no port monitor

{ gigabitethernet gi_port
I
tengigabitethernet
te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

BkatouaeT GYHKUMIO MOHWTOPUHFA Ha  HacTpavBaemom
nHTepdeice. [daHHbI UHTepdelc byaeT KOHTPOAMPYOLLMM
NopTOM A8 YKa3aHHOTo B KOMaHZe KOHTPO/IMPyemMoro nopra.
- gi_port/te_port— KOHTPO/IMPYEMbII1 NOPT;
- IX — KOMMPOBaTb MAKEeTbl MPUHATbIE KOHTPOMPYEMbIM
nopTom;
- tX — KonupoBaTb NakKeTbl, NepeAaHHble KOHTPOAUPYEeMbIM
nopTom;
Mpu OTCYTCTBMM MapameTpa rx/tx ¢ KOHTPOAMPYemMOoro nopra
KONUPYIOTCA BCE NAKeTbI.
®DYHKUUA MOHUTOPUHIa MOXKeT 6biTb HacTpoeHa Ha
ABYX NOPTax OAHOBPEMEHHO

BblkntouaeT GyHKUMIO MOHUTOPWMHIA Ha HacTpanBaemom
uHTepdeiice. [daHHblt UHTepdeic 6bonbwe He 6byaer
KOHTPOAMPYIOWMM MNOPTOM A/1f  YKa3aHHOTO B KOMaHae
KOHTPO/IMPYeMOoro nopra.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4096)

BkntoyaeT  QYHKUMIO  MOHMUTOPUHIA Ha  HacTpauBaem
nHTepoence. [aHHbii MHTepdeinc byaeT KOHTPOAMPYIOWMM
nopTom AN ykasaHHoM VLAN.

V MopT MOHUTOPUHra He AO/MKEH NpUHaANexaTb K
HacTpauBaemoi VLAN.

MoHuTopuHr VLAN MOKeT 6bITb BK/IHOYEH NNLbL B TOM Cayyae,
ecaM B CUCTeMe  HacTpoeHo He  bonee  oAHoro
KOHTPO/IMpYIOLLEro nopra.
Ecnu KOHTpOAMpyIOWMiA NOPT HAcTPOeH paHee, TO
V TO/IbKO 3TOT MOPT MOXeT 6biTb UCNONb30BaH ANA
MmoHuTopuHra VLAN.

Ypanaet ykaszaHHyto VLAN 13 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

BKkAtoyaeT  QYHKUMIO  YAANEHHOr0  MOHMTOPWMHra  Ha
HacTpanBaemoMm MHTepodeice.
Bblk/oYaeT  GYHKUMIO  YAANEHHOrO  MOHMUTOPMHra  Ha

HacTpanBaemoMm MHTepodeice.
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KomaHOwb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnuya 5.182 — KomaHabl, AocTynHble B pexume EXEC

KomaHoa Aelicmeue

show ports monitor BbIBOAMT MHPOPMALMIO NO KOHTPOIMPYIOWMUM U KOHTPOIMPYEMbBIM NOPTaM.

[pumepebl 8b1M0AHEHUA KOMAHO

= YctaHosuTb 13 Ethernet nHtepdeic KoHTponmpyowmm ana 18 untepdeiica Ethernet. Becb
Tpaduk c 18 nHtepdeiica nepenasartb Ha 13.

console# configure
console (config) # interface gigabitethernet 1/0/13
console (config-if) # port monitor gigabitethernet 1/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOLWMM M KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port Type Status

gi0/18 gi0/13 RX, TX notReady

5.21 ®PyHKuma sFlow

sFlow — TexHoM0rns, NO3BOAAIOLLAA MOHUTOPUTL TPAadUK B NAKETHbIX CETAX Nepesayn AaHHbIX
nyTem 4acTUYHOM BbIOOPKM TpaduMKa 4NA nocnedytower MHKancynsummn B cneumanbHble cooblieHus,
nepenaBaemMble Ha cepBep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2a0b6anbHol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHbUrypaLmm:

console (config) #

Tabnnuya 5.183 - KomaHgb! pexxknuma rnobanbHon KoHbUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMon4YaHUuto

id: (1..8); 3apaet agpec cepsepa cbopa ctaTucTmkm sflow.
Sflow receiver ifj port: (1..65535)/6343; | -id—Homep sflow-cepBepa;
.{|pv4_address| ipv6_address| byte: nonoxutensHoe - IPv4, IPv6, IPv6z — IP-appec;
ipv6z_address|url} uenoe yncno /1400 - url — BpOMEeHHOe UMA XOCTa;
[port port] ) dopmart - port — Homep nopTa;
[max-datagram-size byte] IPv4: A.B.C.D - byte — MaKcMManbHoe KoNMYecTBo 6aiiT, KOTOPOE MOXKET

IPV6: X:X:X:X::X 6bITb OTNPABAEHO B OAMH MAKET AAHHbIX.

no sflow receiver id IPV6z: X:X:X:X::X%<ID> YaansaeT agpec cepsepa cbopa ctatuctnkm sflow

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdUrypmposaHma uHtepoelica Ethernet:

console# configure

178 Ethernet-kommymamopsi cepuu MES3000



HELTEX

console (config) # interface {gigabitethernet gi port|

te port}

console (config-if)#

tengigabitethernet

Tabnnua 5.184 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

sflow flow-sampling [max-
header-size bytes]rate id

bytes:(20 .. 256)/128
rate: (0, 1024..107374823)
id: (0 .. 8)

no sflow flow-sampling

3afjaeT CpeaHIO CKOpOCTb BblIGOPKM nNakeToB. WTOroBsas
CKOpoCTb BbIGOPKM cumTaeTca Kak 1/rate*current_spped
(current_speed — Tekywas cpeaHAs CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — MaKcMmanbHOe KonuyecTBo 6aiT, KoTopoe b6yaer
cKonmposaHo 13 obpasua nakera.

OTKNKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling
sec id

sec: (0, 15 .. 86400)
id: (0.. 8)

no sflow counters-
sampling

Onpegenser MaKCMMasbHbIA MHTEPBAN MeXAY YChewHbIMU
BbIGOPKaMM MaKeToB.

- Sec - MaKCMMaNbHbIA WHTEpPBan Mexay BblbopKkamu,
CeKyHAbl.

3HaueHne «0» OTK/OYAET BbIGOPKY;

- id - Homep sflow-cepepa (3agaetca KomaHgoh sflow
receiver B rnobanbHOM peXxnme KoHPUrypaumm).

OTKAKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnunua 5.185 — KomaHabl, 4OCTYMNHble B perkume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

BbiBOAMT HacTpoiku sflow.

Oumnwaet cratuctnky sFlow. Ecan mHTepdeiic He ykasaH,
KOMaHAa O4YMLLAET BCE CHETYMKM CTaTUCTUKM sFlow.

OTobparkaeT cTaTUCTMKY sFlow.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcrtaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratnctukm sflow. Ons ethernet-
nHTepoeiicos gl-g24 ycTaHOBUTbL CPEAHIOI CKOPOCTb BbIBOPKM NakeToB - 10240 K6UT/c 1
MaKCMMasibHbI MHTEPBaA MeXAy yCrnelHbIMM BbiIbopKkamu nakeTos — 240 c.

console#configure
console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1
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5.22 OYHKUMMU ANArHOCTUKU GU3NUYECKOro YPOBHSA

CeTteBble KommyTaTopsbl cepumn MES3000 coaepKaT annapaTHble M NporpammHble cpeacTsa A4nA
ONArHOCTUKKN GU3NYECKUX WMHTePdENcoB U NNMHUIN €BA3KU. B nepeyeHb TecTMpyemblX NapameTpos
BXOAAT cnegytowme:

[Nns aneKkTpruyYecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTosiHMe 40 MeCTa HeUCNPaBHOCTM — 06pbiBa MW 3aMbIKaHUSA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl MUTAHUA — HaNPAXKEHMWE W TOK;
—  BbIXOAHaA ONTUYECKaa MOLLHOCTb;
—  ONTUYeCcKasa MOLWHOCTb Ha Npueme.

5.22.1 AuazHocmuka medHoz20 Kabens

OueHKa AnuHbl Kabena npu Mcnonb3oBaHMM KomaHgbl ‘show cable-diagnostics cable-

V length' BbiNnONHAETCA NO BenuMuuHe 3aTyxaHua curHana. PyHKuma green-ethernet,
noagepXuMBaemas KOMMYTaTOPOM, YMeHbLUaeT ypoBeHb NepepaBaemMoro CUrHana npwm
OTCYTCTBMM aKTUBHOCTU Ha JIMHUM U MO3TOMY KOPPEKTHOe MU3mepeHue JAuHbl Kabensa
CTaHOBUTCA HEBO3MOXHbIM Ha YCTPOICTBE, MPUHUMAIOLLEM OCNabaeHHbIW curHan. B ceaAsu
C 3TUM Heob6X0AMMO HA Bpems M3MepeHUIt AJIMHbl Kabena OTKAOYATb peXxum green-
ethernet Ha yaaneHHoMm ycTpoiicTBe.

Mo ymonuyaHuio Ha KommyTtatopax cepum MES3000 pexkum green-ethernet BKkAwoueH.
[onyctumas norpewwHocTb M3mepeHUs onpepenserca pasbpocom napameTpoB JIMHUU U
cocraBnser 6 m.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnvua 5.186 - KomaHabl AMarHOCTUKM MmeaHOro Kabensn

KomaHoa 3HayeHue Aelicmeue

test cable-diagnostics tdr

interface {gigabitethernet gi_port: (1..8/0/1..24); | BbinonHseT BUPTyaNbHOE TeCTUpOBaHWE Kabena  ans
gi_port | tengigabitethernet te_port: (1..8/0/1..4). | ykasaHHOro nHTepdeiica.
te_port}

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnunua 5.187 - KomaHAabl ANAarHOCTUKM MeAHOro Kabensa

KomaHoa 3HaveHue Aelicmeue
show cable-diagnostics tdr OTobparkaeT pesynbTaThbl nocsnegHero BUPTYaNbHOIO
interface [gigabitethernet gi_port: (1..8/0/1..24); TEeCTMpoBaHMA Kabena [ANA yKasaHHoro uHTepdeica (ecam
gi_port | tengigabitethernet te_port: (1..8/0/1..4). HOMep MOopTa He 3aJaH, TO KOMaHAA BbINOAHAETCA ANA BCeX
te_port] nopTos).
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show cable-diagnostics
cable-length interface

[gigabitethernet gi_port |
tengigabitethernet te_port]

Otobparkaer npeanoioKUTENbHYIO ONVHY Kabens,

NMOAKNOUYEHHOTO K YKazaHHOMY uHTepdelicy (ecan Homep nopTa

He 3a4aH, TO KOMaHZAa BbINOAHAETCA 414 BCEX NOPTOB).

V' UHTepdeiic pomkeH 6biTb aKTUBHbIM M pabotatb B
pexxume 100M6uTt/c unm 1000M6ut/c.

7 MakcumanbHaa pnuvHa Kabena npu TeCTMpOBaHUM He AO/KHa coctaBnatb 6onee 120

MeTpoB.

[pumepbl 8b1M0AHEHUS KOMAHO

= [IpoTecTnpoBaTtb NopT 24:

consoleftest cable-diagnostics tdr interface gigabitethernet 1/0/24

console#test cable-diagnostics tdr interface GigabitEthernet(0/24

Port Pair Result
gil/0/24 1-2 Open
3-6 Open
4-5 Open
7-8 Open

10 14-Mar-2014 13:41:43

Huxe npmneeaeHbl BO3SMOXHblE 3HaY€HNA pe3ybTaTOB TECTA MNO Napam:

e Test failed — ¢un3nyeckas HemcnpasBHOCTb;
e OK — napa B nopagke;

e Open — paspblis;

e Short — KOHTaKTbl Napbl 3aMKHYTbI;

¢ Impedance-mismatch — pa3sHMUA B CONPOTMB/EHUUN (CAULLIKOM BO/bLIOE 3aTyXaHWe B
IHUK);

e Short-with-pair — 3amblkaHne mexay napamu;
e Not tested — TecTpoBaHue He NPoOBOAUNOCH.

- lMoKa3aTb pe3ynbTaTbl NOCNeAHero TeCTMpoBaHUA:

consolef#show cable-diagnostics tdr

gil/0/1
gil/0/2
gil/0/3
gil/0/4
gil/0/5
gil/o0/6
gil/0/7
gil/o0/8
gil/0/9
gil/0/10
gil/0/11
gil/0/12
gil/0/13
gil/0/14
gil/0/15
gil/0/16
gil/0/17
gil/0/18

console#show cable-diagnostics tdr

Result Length

OK
Not tested
Not tested
Short cable
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested

[meters] Date

--— 14-Mar-2014 13:48:12

4 14-Mar-2014 13:51:08
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gil/0/19
gil/0/20
gil/0/21
gil/0/22
gil/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

tested
tested
tested
Not tested
Not tested
Open cable

Not
Not
Not

10

14-Mar-2014 13:41:43

Fiber
Fiber
Fiber
Fiber

5.22.2 luaezHocmuka onmu4yecKko2o0 mpaHcueepa

PyHKUMA AMArHOCTUKM MO3BOJIAET OLEHUTb TEKYLLEee COCTOAHME OMTUYECKOro TpaHcuBepa WU
ONTUYECKOM INHUM CBA3M.

Bo3mOXeH aBTOMAaTUUYECKUA KOHTPOJIb COCTOSIHMA JIMHMKA CBA3M. [N 3TOr0 KOMMYyTaTop
nepuvoamMyYeckn onpalinBaeT napameTpbl ONTUYECKUX MHTepdencoB M CpaBHMBAET UX C NMOPOrOBLIMM
3HaYEHMAMM, 3a4aHHbIMU NPOU3BOAUTENAMMN TPAHCUBEPOB. MpU BbiIXxoAe NapaMeTpoB 3a A0MNYCTUMblE

npeaensl

KoMmMmyTaTop ¢opmUpyeT npeaynperaalowme W aBapuiHble CcoobLLEHMS.

B cay4yae

Heob6Xx04MMOCTM NOPOroBble 3HAYEHMA MOTYT BbITb NepeonpeseneHbl agMUHUCTPATOPOM.

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 5.188 - KomaHgb! pexxnuma rnobanbHoOn KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

optical-transceiver
threshold notify-interval
interval

no optical-transceiver
threshold notify-interval

interval: (30..3600)/600 cek

YCTaHaBNMBaET MUHUMA/IbHBIN MHTEPBA BPEMEHU MEXAY
dopmupoBaHnem MHPOPMaLMOHHbIX CO0bLLEeHNI syslog/snmp.
CoobuieHunn dopmupytoTca B C/lydae BbIXOAa NapameTpos
ONTUYECKOM NNHMU 33 JOMNYCTUMbIE NPesebl.

YcTaHaBAMBaEeT 3HAYEHWE MHTEepPBasa Mo YMOIYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU B peXume KoHdUrypuposaHua nHtepdelica Ethernet:

console#configure

console (config) #interface {gigabitethernet gi port|

te port}

console (config-if) #

tengigabitethernet

Tabnnua 5.189 — KomaHabl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOMYAHUIO

Aelicmeue

optical-transceiver
threshold action

{ parameter | all } { none |
syslog | snmp-trap }

parameter: (current, input-
power, output-power,
temperature, voltage)

HasHauaeT geiicteume (He BbINONHATL AEWACTBUIA, reHepaLuus
syslog-coobuieHuns, reHepaLma snmp-Tpana), KOTopoe 40/IXKHO
6bITb BbINOHEHO NPYW BbIXOAE NapameTpa «parameter» 3a
JonycTMMble Npegenbl.

[eicTBrE NO YMONYAHUIO «nonex.

BO3MOKHble TUMbI NapameTpoB

- current —TOK NUTaHKUA TpaHCMBepPa;

- voltage — HanpAXeHWe nuTaHua.

- input-power — MOLLLHOCTb ONTUYECKOTO CUTHaNA HA NPUEME;
- output-power — MOLLHOCTb NepeAaBaemoro onTUYecKoro
CUrHana;

- temperature — TemnepaTypa.
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optical-transceiver
threshold values
parameter high-alarm
high-warning low-warning
low-alarm

parameter: (current, input-
power, output-power,
temperature, voltage)

no optical-transceiver

YKa3bIBaeT NoporoBble 3HaYeHUsA, NPU NPEBbILLEHUN KOTOPbIX
6yaeT npoucxoamuTb reHepauma syslog/snmp coobuieHnsa aaa
YKa3aHHOro napametpa:

- current — cnna TOKa;

- input-power — MOWHOCTb BXOAALLErO CUTHANA;

- output-power — MOWHOCTb UCXOAALLLETO CUTHANA;

- temperature — TemnepaTypa;

- voltage — HanpseHwe;

- high-warning, low-warning - BEpXHUIA U HUKHWUIA Npeaenbl
ana GopmMpoBaHUA NpeaynpesKaaoWwmnx CoobLLeHNA;

- high-alarm, low-alarm - BepXHWI1 U HUKHWI Npeaenbl ANA
bopMMUpPOBaHMA aBAPUINHbBIX COOBLLLEHMIA.

JonycTMMbIM AMana3oH 3HAYeHU ANA NapameTpoB:
current: 0...131000 mKA

input-power: -40000...8200 mdBm

output-power: -40000-8200 mdBm

temperature: -127...127 °C

voltage: 0...6550 000 mkB

MoporoBble 3Ha4YeHWA 334at0TCA B YKa3aHHbIX AMHULLAX.

Ypanaet 3agaHHble N0/b30BaTe/leM NOPOroBble 3HAYeHUA AnA

threshold values yKasaHHoOro napameTpa. 3HayeHMA MO  YMOJYaHUIO
parameter CYUTBLIBAKOTCA U3 TPaHCKBEPA NPU YCTaHOBKeE.

3anpoc KoMaHAHOM cTpoKK B pexkume EXEC nmeet cneayrowmin ua;

console>

Tabanuya 5.190 — KomaHga AnarHoCTMKM ONTUYECKOro TPaHCMBepa
KomaHoa 3HayeHue Aelicmeue
show fiber-ports
optical-transceiver [interface OTobparkaer pe3ynbTaTbl LMAarHOCTUKM ONTHUYECKOTO
P gi_port: (1..8/0/1..24); | TpaHcuBsepa.

{gigabitethernet gi_port |
tengigabitethernet te_port}]
[detailed]

te_port: (1..8/0/1..4).

- detailed — nogpobHas AuarHoOCTMKa, eeprom-napameTpbl
TpaHcuBepa.

show fiber-ports
optical-transceiver theshold
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

OTo6pa>KaeT Tekyuwue HaCTpOVIKM aBTOMaTMn4yecKoro
MOHUTOPUHTa Bbl6paHHOF0 nopTa UK BCeEX NOPTOB CUCTEMDI.

[pumep 8binosHEHUS KOMAHObI:

swl#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Ethernet-kommymamopei cepuu MES3000 183




HELTEX

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000
Diagnostic: supported

Tabnuua 5.191 — NapameTpbl AMArHOCTUKN ONTUYECKOTO TPpaHCUBEpPa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpsaxkeHne nutaHmAa TpaHcuBepa.
Current OTKNOHEHMe TOKa Ha nepegauve.
Output Power BbIxoZHasA MOLLHOCTb Ha nepegade (mBT).
Input Power BxoZHan MoLHOCTbL Ha npueme (MBT).
LOS MNoTepsa curHana.

Mpu noapobHoW AuarHoctuke ana napamerpos Temp, Voltage, Current, Power nsmepeHHble
3HayeHna BbIBOAATCA Ha gucnnei. MNpu 06bIYHON AMArHOCTUKE M3MEpPEHHble 3HauYyeHuA AN 3TUX
napamMeTPOB CPABHMBAIOTCA C AOMNYCTUMbIMWU, U HA AUCMNEN BbIBOAUTCA Pe3ynbTaT cpaBHeHus (W, E,
OK).

3HayeHWA pPe3ynbTaToB ANArHOCTUKM U CPAaBHEHMS NapaMeTpoB:

— N/A - HepocTynHO,

— N/S - He nogaep*unBaetcs,
— W - npeaynpexaeHue,

— E-—owwnbkKa,

— OK -—3HayeHue B nopaake.

5.23 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHua o6 ypoBHe obcnyxuBaHua B IP-ceTAx) — TEXHONOIMS aKTUBHOIO
MOHWTOPUHTA, NCMONb3YIOLLAACA ANA U3MEPEHNA NapaMeTPOB ObICTPOAENCTBUA KOMMbIOTEPHbIX CETEMN
M KauyecTBa nepenayn AaHHbIX. AKTUBHbIA MOHUTOPUHI MNpPeACTaBaAseT coO6OoN MPOAONKUTENbHYIO
UMKANYECKYIO FeHepaumio TpaduKa, cbop MHOOpMaLMM O ero NPOXOXKAEHUU MO CETU U BeaeHue
CTaTUCTUKMU.

M3mepeHne napameTpoB CETU MOMKET OCYLLEeCTBAATLCA MNPW MOMOLUM PasANYHbIX TUNOB
onepauuit IP SLA. Tunbl onepauuMii pasanyaloTcA NPOTOKOJAMM FeHepupyemoro Tpaduka, a TaKkkKe
METOAaMUN MPOBEAEHUA M3IMEPEHUI U U3MEPAEMbIMU MapameTpamu. TuMbl NOAAEPHKMBAEMbIX Ha

OaHHbIA MOMeHT onepauuii IP SLA:

— ICMP Echo;
— UDP lJitter.

Ona ncnono3oBaHua onepaunii IP SLA Heob6xoAMMO BbINO/HUTL cieaytowme AeNCcTBUA:

— Co3pgaTh ONepaumio Hy»KHOTO TMNa 1 CKOHOUIypupoBaTh eé.
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- 3aI'IyCTMTb LUMUKNINYeCKoe BbIMOoJIHEHME oOnepaunn, U No3BOJINTb el BbINOMHATbLCA B
Te4YeHNe HEKOTOPOIro BpemMeHMN.

— TpocmoTpeTb CTaTUCTUKY, COBPaHHYIO 38 BPEMA U3HWN onepauuu.
—  pun HeoBXO0AUMOCTU, NPEKPATUTb LIMKANYECKOE BbINOJHEHME OnepaLymu.

KomaHOb! pexcuma 2106aa6HoU KOHGU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHdUrypaumm:

console (config) #

Tabanuya 5.192 - KomaHabl pexxknuma rnobanbHon KoHGUrypaumm

KomaHoa 3HavyeHue Aelicmeue
ip sla operation index index: (1..20) MepeiTn B KOHTEKCT KOHOUTYPUPOBaAHUA oNepaLun.
no ip sla operation index T YaanuTtb cylecTeytowyto onepauuto [P SLA.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabanua 5.193 - KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb UMKAMYECKOE BbIMNOHEHWE Onepaumm.
set ip sla stop index T OCTaHOBUTb LMK/IMHYECKOE BbIMOJIHEHWE OMNepaLmm.
show ip sla statistics index index: (1..20) OTO6pa3nTb CTaTUCTURY A/1A onepauum IP SLA.

CtaTucTMKa onepaumii IP SLA nmeeT o0bwmii ana Bcex TMNOB onepawuumii 3aro/I0BOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter

roe

— IP SLA Statistics for Index — Homep onepauuun, A8 KOTOPON OTOBParKaeTcsa CTaTUCTUKA;
— Operational state of entry — cTaTyc BbINONIHEHWA ONepauymu:

= Active — onepauma akTUBHA U B JlaHHbIA MOMEHT HaxoAMTCA B MpoLecce LIMKANYECKOro
BbINOJIHEHUSA;
= |nactive — onepaunsa He aKTUBHA, HAaXOAUTCA B PEXMME OXMAAHMA WU AOCTYyNHa AnA
KOHOUIypupoBaHums.
— Type of operation — Tun onepauun IP SLA. MpUHMMaAeT o0AHO 3HaAYyeHME U3 CMUCKa
noanep*KMBaemMbIx onepaumii.

Mpwu nepesoae onepaumu B COCTOAHUE «Active» cTtatnuctuka onepaunn o4ynulaeTcAa. Cratnctmka
HaKan/MBaeTCA 3a TO Bpems, NOKa onepauma HaxoaAuTCA B 3TOM COCTOAHUM. CTaTUCTMKA COXpaHAeTCA
nocne npeKkpaweHmna UMKAn4YeCKoro BbinoJsIHEHMUA onepaunn U nepexoaa B COCToAHUE «Inactive» go
Tex nop, NoKa onepauuna CHoBa He 6y,CI,ET nepesegeHa B akTUBHOE COCTOAHME.

bonee nogpobHaa uHbOpmaUMA O COAEeprKaHMM CTAaTUCTUKWU NpeacTaB/ieHa B pasaenax,
onucbIBalOLWMX TUNbI onepaumnit IP SLA.
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5.23.1 Onepayus ICMP Echo

Mpu Kaxkgom BbinonHeHMn onepaumn ICMP Echo yctpolictBo otnpasnseT ICMP Echo request
cooblleHne Ha agapec Ha3HavyeHWs, ouaaeT nosayvyeHus coobuwerHuns ICMP Echo reply w vamepset
Bpems ABYCTOpPOHHero npoxoxaeHuma |ICMP-nakeTta. Onepauua ICMP Echo Takxe npepoctasnset
MHOOPMALMIO O MUHUMANIBHOM, CPEAHEM U MaKCMMA/NIbHOM BPEMEHHbIX 3HAYEHMAX U KONMYecTBe
N3MEepeHUin, 3aBEPLUMBLLMXCA HEYAAYHO NO TOM AN UHOW NPUYNHE.

KomaHObI pexcuma co30aHus onepayuli IP SLA

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi IP SLA:

console (config-ip-sla) #

Tabnunua 5.194 - KomaHab! pexuma co3gaHus onepaumit [P SLA

KomaHda

3HayeHue

Aelicmeue

[source-address source-

source-interface]

icmp-echo target-address

address] [source-interface

source-interface:
gi_port(1..8/0/1..24);
te_port(1..8/0/1..4)

Co3patb onepauuio ICMP Echo.

- target-address — |Pv4-agpec, Ha KoTopbili byayT
oTtnpasnaTtbca ICMP Echo request coobueHus;

- source-address — IPv4-agpec, NoacTaBAAKOWMIACA B
3aronoBok ICMP-nakeTa, onuMOHaNbHbIN NapameTp;

- source-interface — NnopT, C KOTOPOTrO OCYLLECTBAAETCA
OTNpaBKa NaKeToB, ONLMOHANbHbIV NapameTp.

®

Mapamertpbl target-address, source-address u source-interface moryT 6biTb
onpeaeneHbl TONbKO NPU CO34aHMM onepaLumn U HeAoCTYNHbI ANA Aa/ibHeHLero

peaakTMpoBaHuA. QA 3agaHuA 4pyrux napameTpos Heo6XoAMMO yaanuTb
CYLLECTBYIOLLYIO ONEPALIUIO U CO34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Buna 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypuposaHua onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnunua 5.195 - KomaHabl pexkuma KoHdurypmposaHus onepauunn ICMP Echo

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

frequency sec

no frequency

sec: (1..128)/60 ¢

YcTaHOBWTbL 4acToTy BbinosHeHus ICMP Echo onepauuun B
CeKyHAax.
- sec —yacToTa BbinosHeHua ICMP Echo onepaumii B ceKyHAaX.

YCTaHOBWTb 3HaY€HMe YacToTbl NO YMONYaHUIO.

timeout msec

no timeout

msec: (1..3600000)/1000
MC

YcTaHoBUTb TamayT onepauun ICMP Echo B munancekyHaax.
- msec — u4actota BbinosHeHua ICMP Echo onepauuii B
MWINNCEKYHAAX.

YCTaHOBUTb 3HaYeHne TaﬁmayTa NO YMONYAHUIO.

request-data-size bytes

no request-data-size

bytes: (1..1432)/56 6aiT

YcTaHOBUTL KonnuyecTBo 6aiiT, nepesasaembix B ICMP-nakete
B KayecTse AaHHbIx (payload).
- bytes — konnyecTso 6anT.

YCTaHOBWTb 3HaYeHWe KonnyecTsa 6anT no YMONYaHUIO.

YcTaHOBWTb 3HaueHue baiita Type of Service, nepepatowerocs
B 3aronoske IP-nakeTa B nosne Differentiated Services Field.

tos byt
0s byte byte: (1..255)/0 - byte — 3HadeHue 6aiita Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3HayYeHWe 6aliTa Type of Service No yMonyaHuto.
tag strin 3a[aTb TEKCTOBBIV Ter A/1A onepaLyu.
] g string: (1..63) cumBonoB A > A patl
no tag Y6paTb TEKCTOBbIV Ter.
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.-

[Ona HopmanbHoro BbinonHeHus onepauyumn ICMP Echo pekomeHayeTca ycTaHaBAMBaTb
3HauYeHMKe YacToTbl BbINO/IHEHUA onepauumn 60ablUMM, YemM 3HAYeHUe TalimayTa
onepauyuu.

= [lpumep BbIBOAA CTAaTUCTUKM Ana onepaumum ICMP Echo

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe

— Latest operation return code — Ko, 3aBepLUeHUA NocneHeN BbINONHEHHOM onepaLmu:
=  OK-ycnewHoe 3aBepLleHMe NpeablayLLeit onepaumm;
=  Failed — Heypa4YHOe 3aBeplUeHMEe NOCAeAHEN NONbITKA U3MEPEHWA.
— Latest latency value — 3Ha4YeHWe nocnegHero ycnewHo N3MepeHHOro NepMoaa BpemeHu
npoxoxaeHua ICMP-nakeTa.
—  Number of operations — KonM4ecTBO NPOBEAEHHbIX 3aMYCKOB ONepaumu.
— Latency Min/Avg/Max — MMHUMaNbHOE, CPeaHEe M MaKCMMa/ibHOE 3HaYeHUs BPEMEHMU
NPOXOXAEHWUS NaKeTa, NOACYMTAHHbIE 33 BPEMSA KU3HWU onepaLymu.
—  Number of successes — KONMYECTBO YCMNELIHO 3aKOHYEHHbIX OMNepauymii.
—  Number of failures — KOnM4YecTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLui.
—  Failed operations — c4éT4MKM, OTODOpaKatoWMe KOJNYECTBO M3MEPUTENbHBIX Oonepauuii,
33aKOHUYMBLUMXCA C COOTBETCTBYHOLLMM KOLOM OLLUMOKU.

5.23.2 Onepayus UDP litter

Kaxpas onepauuna UDP lJitter nHnummnpyet oTnpaBKy nNocaenoBaTeNbHOCTUM U3 HEeCKOoNbKMx UDP-

naketoB. lNocnenoBaTelbHOCTb XapaKTepM3yeTca TaKMMM MapameTpamMu, Kak KOAMYECTBO MAKeToB B
nocnenoBaTeIbHOCTU U BPEMEHHOW MPOMEXKYTOK MeXKAy OoTnpaBneHnamn. OCHOBHON U3Mepsaemoit
XapaKTEPUCTUKOM ABAAETCA AXKUTTEP — USMEHEHME MEKMAKETHOIO BPEMEHHOIO MHTepBana. Onepaums
UDP Jitter Tak:Ke No3BosIAET MU3MEPATb ABYCTOPOHHEE U OAHOCTOPOHHEE BPeMA NPOXOXKAEHWA MAKETOB
OT OTNpaBuTeNs K Noay4vaTento u obpatHo. ns M3mepeHus BpemeHu npoxoxageHuna UDP-nakeTos B
OAHY CTOPOHY HeobxoAMMa TOYHAA CUHXPOHM3AUMA 4YAcOB Ha OTMPABAAIOWEM W MPUHUMAIOLEM
YyCTpOMCTBAXx.

!

.-

Onepauusa UDP litter TpebyeT noanep>KKu Ha yaanéHHom ycTpoiictee ¢pyHKUMOHana IP
SLA 1 He coBMeCTMMA C YCTPOICTBaMMU APYrux NpousBoauTenei.

Ona namepeHna sBpemeHu npoxoxaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma
TOYHaA CUHXPOHU3ALUA YAaCOB HA OTMNPABAAIOLLEM U MPUHUMAIOLLLEM YCTPOMUCTBAX.
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Mepen cospgaHnem onepaumm UDP Jitter HeobxoanMMo BbINOAHUTL HacTpoliky UDP-noptoB gns
IP SLA Responder Ha yganéHHOM YCTPOWMCTBE, C KOTOPbIM npoucxogut obmeH naketamu. 3tot UDP-
NopT cneayeT yKasaTb npu co3aaHum onepaummn UDP Jitter B KauecTBe NopTa Ha3HAYEHMUA.

KomaHObI pexcuma 2a0b6anbHol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHoOM KOHPUrypaumm:

console (config) #

Tabnnuya 5.196 — KomaHab! pexuma rnobanbHoM KoHbUrypaumm

KomaHoa

3HavyeHue

Aeiicmeue

ip sla responder udp_jitter
port

no ip sla responder

udp_jitter

port: (1..65535)

Bkntountb IP SLA Resonder u ycTaHOBUTb NPOC/AyLIMBAEMbI
nopt ana onepauuun UDP litter.
- port — Homep nopra.

OTKkAtounTsb IP SLA Responder.

KomaHObI pexcuma co30aHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume co3ganHus onepaumi IP SLA:

console (config-ip-sla) #

Tabnunua 5.197 — KomaHgb! pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

udp-jitter target-address
target-port [source-
address source-address]
[source-port source-port]
[num-packets num-
packets] [interval interval]

target-port: (1..65535);
source-port:
(1..65535)/61040;
num-packets: (1-1000)/10
NaKeTos;
interval: (1-60000)/20 mc

Cospatb onepauuto UDP lJitter.

- target-address — IPv4 agpec, Ha KoTopbli 6yayT
otnpasnatbca UDP-nakeThbl;

- target-port — UDP-nopT Ha3Ha4yeHus, OO/IKEH COBMNafaTthb €
UDP-nopTom, HacTpOeHHbIM Ha pecrnoHaepe;

- source-address — IPv4 appec, NOACTAaBAAOLWMIACA B 3ar0/10BOK
UDP-nakerTa;

- num-packets — konnyectso UDP-nakeToB B KaxaoM
nocsief0BaTeIbHOCTH;

- interval — BpeMeHHOM NPOMEKYTOK MeXay NakeTamu B
nocsie0BaTeIbHOCTH.

MapameTpbl KOMaHAbl «udp-jitter» moryT 6bITb onpeaeneHbl TONbKO NPU CO34aHUN
onepauuu U HefOCTYMHbI ANA AaNbHelLWero pegakTMpoBaHua. Ana 3agaHua apyrux
napameTpoB He06X0ANMO yAaNIUTb CYLLLECTBYIOLLYIO ONepauMio U Co34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHua onepayuu UDP Jitter

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPuUrypuposaHua onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #

Tabnnua 5.198 — KomaHgb! pexkuma KoHdurypuposaHua onepaumm UDP lJitter

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

frequency sec

no frequency

sec: (1..128)/60 cek

YCTaHOBUTb 4acToTy BbiNnoAHeHMA onepauun UDP litter B
CEeKyHAax.
- §ec —y4acToTa BbinosHeHUA onepauunmn UDP Jitter B cekyHaax.

YCTaHOBUTb 3HaYeHWe YacTOTbl MO YMOJIYAHUIO.
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timeout msec

no timeout

msec: (1..3600000)/1000
Mc

YcTaHOBUTL TaimayT onepauumu UDP Jitter B munnncekyHaax.
- msecs — 4acTtoTa BbINOAHeHMA onepauum UDP lJitter B
MUAINCEKYHAAX.

YCTaHOBWTb 3HAYEeHMe TaliMayTa No YMOYAHUIO.

request-data-size bytes

no request-data-size

bytes: (20..1432)/30 6aiit

YcTaHOBUTL KosiMyecTBo 6aiiT, nepesasaemblix B UDP-nakeTe B
KayecTtse AaHHbIX (payload).
- bytes — KonnyecTBo 6anT.

YCTaHOBWTb 3Ha4YeHWe KonmyecTsa 6anT no YMONYaHUIO.

YcTaHoBWUTb 3HaueHue Balita Type of Service, nepepatouierocs
B 3aronoBke IP nakeTa B none Differentiated Services Field.

tos byte byte: (1..255)/0 - byte —3HaueHwue baliTe Type of Service B none Differentiated
Services Field.
no tos YcTaHOBUTL 3HaYeHwue baiita Type of Service no ymonyaHuio.
tag string . 3aA§Tb TEKCTOBbIN 1v'er ONnA onepauuu.
string: (1..63) cumBonos - String — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBLIN Ter.

= [IpMmep BbIBOAA CTAaTUCTUKKN ana onepauynm UDP lJitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code:
Latest latency value: 7 ms
Latency two-way values:

OK

Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: O
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive Jjitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive Jjitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative Jjitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive Jjitter Num/Sum: 96/241 ms
Destination to Source negative jitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative Jjitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

CTaTUCTMKa OAHOCTOPOHHEro NPOXOXKAEHUA NAKETOB MOXKeT 6bITb MyCTa U3-32 OTCYTCTBUA
CMHXPOHU3aLMMU BPEMEHMU Ha YCTPOMCTBAX M BO3HMKHOBEHUA HEKOPPEKTHbIX 3HAYEHUIA.

— Latest operation return code — Kop, 3aBepLlueHWsA NocAeLHen BbINOJHEHHON onepaLmu:
= OK-vycnelHee 3aBepLleHMe NpeablayLleit onepauuu;
=  Failed — Heyaa4Hoe 3aBeplUeHMe NOCAeAHEN NOMNbITKU U3SMEPEHNUA.
— Latest latency value — 3HauyeHWe nocneaHen ycnewHo WM3MEpPEHHOM [ABYCTOPOHHEM

3a4EPKKMN.
— Latency two-way values — CcTAaTUCTUKA W3MeEPEHMA [ABYCTOPOHHErO BPEMEHMU
NPOXOXAEHMA NAKETOB.
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— Latency one-way values — CTaTUCTUKA W3MeEpPeHUA OAHOCTOPOHHEro BpPEeMEHMU
NPOXOXKAEHUA NAKETOB:
=  SD - oT oTnpaBuTena K noayyatento (source-to-destination);
= DS - oT nonydyartens K otnpasutento (destination-to-source).

— Jitter values — CTaTUCTUKA W3MEPEHUA OAHOCTOPOHHEro maxutrepa. OTaenbHo
YYUTBLIBAIOTCA MOJIOKUTE/IbHbIE M OTPULATE/IbHbIE 3HAYEHUS AXKUTTEpPa B KaKaom U3
HanpaBAEeHUN.

—  Out Of Sequence — KONIMYECTBO NAKETOB, BEPHYBLUNXCA BHE oYepeau.

— Number of successes — KONMYECTBO YCMeLHO 3aKOHYEHHbIX onepaLuuii.

— Number of failures — KonM4ecTBO HeyAa4YHO 3aKOHYEHHbIX ONepaLnii.

— Failed operations — cH4ETYUKM, OTOBPaKaloLME KOMNYECTBO U3MEPUTENbHbIX ONepauni,
3aBEPLUMBLLMXCA HEYAAYHO C COOTBETCTBYIOLLMM KOAOM OLUNBKM.

5.24 ®yHKuuu obecneueHns 6esonacHoCTH

5.24.1 ®yHkyuu obecneyeHus 3auumsi NopmMos

C uenblo NoBbllWEeHUs 6e30MacHOCTM B KOMMYTATOpe CyLL,ecTBYeT BO3MOMKHOCTb HACTPOUTb
KaKoOM-nMbo nopT TaK, YTOObl AOCTYN K KOMMYTAToOpy 4epes 3TOT MOPT NPeAoCTaBAsNACA TO/bKO
33aHHbIM ycTponcTBam. PyHKUMA 3aWMTbl NOPTOB OCHOBAHa Ha onpegeneHun MAC-agpecos,
KOTopbiM pa3spewaetca goctyn. MAC-agpeca Moryt ObiTb HAacTPOEHbl BPYYHYO WAU U3YYeHbl
KomMmyTaTopom. Mocne nsyyeHna HeobXxoAMMBbIX afpPecoB NopT cieayeT 3a6/I0KNMPOBaATb, 3aLUUTUB €ro
OT TMOCTYN/IeHMA MaKeToB C HeusydyeHHbiMn MAC-agpecamn. Takum obpasom, Koraa
3a6/10KMpPOBaHHbIM NOPT NosyyYaeT nakeT, 1 MAC-agpec NCTOYHMKA NaKeTa He CBSI3aH C STUM NOPTOM,
aKTMBM3MPYETCA MEXaHM3M 3alLMTbl, B 3aBUCMMOCTU OT KOTOPOro MOryT 6biTb NPUHATHI cheaytowme
Mepbl: HEeCaHKLUMOHMPOBAHHbIE MaKeTbl, NOCTyNatoWwme Ha 3abNOKMPOBAHHLIN MOPT, NepecblaatoTca,
oTbpacbiBatoTcs, MBO e NopT, NPUHABLUMIA NaKeT, oTKAtoYaeTcsa. PyHKuma 6esonacHoctu Locked Port
NO3BO/IET COXPAHUTb CMMCOK M3yyYeHHbIXx MAC-agpecos B ¢panie KoHPUrypaumm, Takum obpasom, sToT
CMMCOK MOXHO BOCCTAHOBUTb MOC/E Nepe3arpy3kun yCTponcTea.

_ CyuwiecTtByeT orpaHuMyeHue Ha Koamyectso MAC-agpecoB, KOTOpOe MOXKeT U3y4YuTb NopT
V ucnonb3yowmn GyHKuMio 3awmTbl. Ana KommyrtatopoB MES3000 sto orpaHuueHue
paBHO 128 agpecam Ha nopr.

KomaHObI pexwuma KoHguaypuposaHusa uHmepgelica (uana3oHa uHmepgelicos)
Ethernet, uHmepaelica epynnbl MOPMOo8s

Bua 3anpoca KOMaHAHOM CTPOKM B peMme KOHIUTrypupoBaHus WHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.199 — KomaHabl pexxuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
port Security max num 3a,D,ElET MaKCMMmanbHOE KONNYeCTBO agpecoB, KOTOpPOe MOXXeT
(1”128)/1 MU3y4YnTb NOPT.
no port security max YcTaHaB/MBaeT 3HaYeHue no YMOYaHUIO.

port security routed secure-

address YcTaHasamBaeT 3awwmiyeHHblt MAC-agpec.
mac_address ®Popmat MAC-agpeca:

H.H.H, H:H:H:H:H:H,
no port security routed H-H-H-H-H-H

secure-address Ypanser 3awmuweHHblt MAC-agpec.
[mac_address]
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port security

port security forward
[trap trapl}

port security discard
[trap trap]

port security discard-
shutdown [trap trap]

port security trap trap

no port security

trap: (1..1000000) cek

BkntoyaeT ¢yHKUMIO 3almMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO U3yyeHnA HOBbIX aapecoB Ansa uHTepderica. MakeTbl
C HensyyeHHbIMM MAC-agpecamy UCTOYHMKA OTOpaCcbIBAOTCA.
KomaHga aHanornyHa komaHge port security discard.

BkntovaeT OyHKUMIO 3almMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO U3y4eHUA HOBbIX aapecoB Ansa uHTepderica. MakeTbl
€ Hensy4yeHHbIMM MAC-agpecamum UCTOYHMKA NepecbiNatoTca.

BkntoyaeT OyHKUMIO 3alWmMTbl Ha uHTepdeiice. bnokupyet
bYHKUMIO M3y4yeHUA HOBbIX aapecoB Ansa uHTepderica. MakeTbl
C HensyyeHHbIMM MAC-agpecammn UCTOYHUKA OTOpachIBalOTCA.

BkntovaeT ¢yHKUMIO 3aWmuTbl Ha MHTepdeiice. Bbikntoyaet
nopT Npu MNOCTYNAEHMU MaKeToB C HeusyvyeHHbimn MAC-
agpecamu. [lakeTbl ¢ HeusydyeHHbiIMM  MAC-agpecamm
MCTOYHMKa OTBpacbiBaloTCA.

3afaeT YacToTy reHepupyembix coobuieHnit npoTokosa SNMP
trap npu NOCTYNN€HNUM HECAHKLMOHNPOBAHHbIX NAKETOB.

BbIKNtOYaeT GpyHKLMIO 3alMTbl Ha HTepdelice.

port security mode {max-
addresses | lock}

no port security mode

-/lock

3apaeT pexum orpaHuyeHua wusydeHma MAC-agpecoB ans
HacTpanBaemoro nHTepoeica.

-  max-addresses — yganfer Tekywue AWHAMUYECKM
M3y4YeHHble afpeca, cBA3aHHble ¢ MHTepdeicom. PaspeweHo
M3yyeHMe MaKCMMasIbHOrO KOJiMYecTBa afpecoB Ha MNOPTy.
MoBTOPHOE M3yyeHMe 1 CTapeHue paspeLleHbl.

- lock — coxpaHseT B baiin Tekywme AMHAMUYECKN U3YYeHHble
afpeca, cBfzaHHble ¢ UHTepdelicom u 3anpelaet obyyeHue
HOBbIM aipecam W CTapeHue yxKe U3y4YeHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHue no YMOY4aHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.200 — KomaHab! pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNoKasblBaeT  HACTPOWKM 6e3onacHOCTM  Ha

BblIbpaHHOM UHTepdelice.

dYHKUMUK

show ports security addresses
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

MNokasbiBaeT Tekyuwue
3a610KM POBaHHbIX NOPTOB.

ANHaMun4eckume ajpeca AnA

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

AKTUBM3MPYET NHTEPdEIC, OTKIOUYEHHbIN (GYHKUMEN 3alimTbl
nopTa (KOmaHAa AOCTYMHA TOAbKO ANA NPUBUAETMPOBAHHOIO
nonb3osaTens).

[pumepsi 8biM0AHEHUS KOMAHO

= Bratountb ¢yHKLMIO 3awmTbl Ha 15 nHTepdeice Ethernet. YcTtaHoBUTbL orpaHuyeHne Ha
nsyyeHme noptos — 1 nopt. Mocne um3yyeHns MAC-agpeca 3abn0KMpoBaTb PYHKUMIO
U3yYeHMA HOBbIX afpecoB AnsA uHTepderica C Leablo 0T6POCUTb NAKeTbl C HEU3YYEHHbIMMU
MAC-agpecamm nctoyHmnka. CoxpaHutb B paiin nsyyeHHbIn agpec.

console#configure
console (config) #interface gigabitethernet 1/0/15
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console (config-if) #port security max 1

= [loaKNtoUYUTb KAKEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

5.24.2 lNMpoeepka nodauHHOCMU KaAueHmMa Ha ocHose nopma (cmaHdapm 802.1x)

5.24.2.1 ba3zosas nposepka nodauHHocMuU

AyTeHTMdMKAUMA HaA oOcCHoBe cTaHgapta 802.1x obecneuymBaeT MPOBEPKY MNOAAMHHOCTU
Nnosib30BaTeNeN KOMMyTaTOpa 4Yepe3 BHELWHUW cepBep Ha OCHOBeE MOPTa, K KOTOPOMY MOAKAIOYEH
KNMEeHT. TONbKO ayTeHTUOUUMPOBAHHbIE M aBTOPM30OBaHHbIE MO/Ib30BATEAM CMOTYT Mepenasatb U
NPUHMMATb AaHHble. [poBepKa NOAMHHOCTM NOMb30BaTeNeN NOPTOB BbiNoHAETCS cepsepom RADIUS
nocpeacTtsom npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnunua 5.201 — KomaHab! pexkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

dotlx system-auth-control

no dotlx
system-auth-control

-/force-authorized

BkntoyaeT pexkum ayteHTudukaummn 802.1X Ha KOMmMmyTaTope.

BbikntoyaeT pexkmm ayTeHTMdUKaumm 802.1X Ha KommyTaTope.

aaa authentication dotlx
default {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3apgaeT oAMH WAM ABa MmeToda MPOBEPKU MOAJMHHOCTMY,
aBTopu3aumMm u  ydeta (AAA), ANs  MCNONb30BaHMA Ha
uHTepoericax IEEE 802.1X.

- none — He BbINO/IHATb ayTEHTUOUKaLMIO;

-radius — wucnosnb3osatb cnucok RADIUS-cepsepoB ans
ayTeHTUdUKaLMM nonb3oBaTena.

V Bropoii metop ayTeHTUPMKauuu  mucnonbsyerca

6bin1a HeycneLwHoM.

TONbKO B CNy4ae, ec/iM No nepBomy ayTeHTUdUKauma
YCTaHaBAWMBAET 3HAYEHME NO YMONUAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if

) #

MNpotokon EAP (Extensible Authentication Protocol) BbinonHser 3agaum Aand
ayTeHTUOUKauUM  yAaANEeHHOro  K/AMeHTa, NpuM  3TOM  onpejensa  MexaHusm
ayTeHTUPUKaLUK.
Tabnnua 5.202 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet
3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
dotlx port-control {auto | HactpauBaet ayTeHTudukaumio 802.1X Ha wuHTepdelice.

force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized
time: (1..32)

Pa3peluaeT py4yHOM KOHTPONb 33 COCTOAHWMEM aBTOPMU3aLLMM
nopra.

- auto — wucnonbzoBatb 802.1X ANA M3IMEHEHMA COCTOAHMA
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no dotlx port-control

KAIMEHTa MeX4y aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;
- force-authorized — BbikntoyaeT ayteHTUdMKaumio 802.1X Ha
nHtepderice. MNMopT nepexoanT B aBTOPM30BaHHOE COCTOAHUE
6e3 ayTeHTUOUKaumm;

- force-unauthorized - nepesoguT NOPT B HEaBTOPM30BaHHOE
coCTosiHMe. WUrHOpMpYIOTCA BCE MOMbITKM ayTeHTUdUKaLmum
KAMEHTa,  KOMMYyTaTop  He  NpefoCTaBAseT  CepBUC
ayTeHTUdUKaLMM AN 3TOFO NOpPTa;

- time — wHTepBan BpemeHw. Ecan pAaHHbIA napameTp He
onpefeneH, To NOPT He aBTOPU3OBaAH.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dot1x reauthentication -/ nepnoanueckue Bkntovaer nepuoanyeckune NOBTOPHblE NpoBEPKMU
NOBTOPHbIE NPOBEPKM NoAJ/IMHHOCTY (NepeayTeHTUMKALMIO) KNKEeHTa.

no dotlx reauthentication NOANNHHOCTH Bbikntovaet nepuoanyeckune NOBTOPHblE NpoBEepKM

BbIKNOYEHbI NoAJ/IMHHOCTY (NepeayTeHTUMKALMIO) KNKEHTa.
dotlx timeout reauth-period iod YcTaHaB/MBaeT Nepuos Meay NOBTOPHbIMU NPOBEpKamu
; eriod:
period P Nog/IMHHOCTH.
- (300..4294967295)/
no dotlx timeout reauth- 3600 ceK YcTaHaB/IMBaeT 3HaYeHUE N0 YMONHAHUIO.

period

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (0..65535)/60
ceK

YcTaHaBAMBaeT Mepuoj, B TeYeHME KOTOPOro KOMMYTATop
OCTAeTCcA B COCTOAHUM MONYAHUA NOCNe HeyAa4YHON NPOBEPKM
NOAJ/IMHHOCTW.

B TeueHue neprvoaa MoOYAHUA KOMMYTATOP HE NPUHUMAET U
HE MHULMMUPYET HUKAKUX ayTEHTUDUKALMOHHBIX COODLLEHWNI.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaB/MBaeT Mepuod, B TeUYEHME KOTOPOro KOMMYTaTop
OMOAeT OTBeT Ha 3anpoc AMbo MAEHTUOMKauMIo Mo
npotokony EAP OT KaueHTa, nepes, NOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMa/ibHOE YMCNO MOMbITOK nepejayun
3anpocoB npoTtokona EAP-knueHTy nepen HOBbIM 3amycKom
npouecca NpoBepKu NOAJMHHOCTU.

YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuog, Mexagy MNOBTOPHbIMKM nepegayamu
3anpocos nNpoTokona EAP-KknueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout server-
timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBAET Mepuod, B TeYeHWe KOTOPOro KOMMYyTaTop
OXKMAAEeT OTBETA OT cepBepa ayTeHTUdUKauuK.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.203 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HaveHue

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Bpy4Hyto ocyLiecTBiAeT NOBTOPHYIO MPOBEPKY NOAJMHHOCTU
yKasaHHOro nopta B KomaHze, saubo Bcex MOPTOB,
noaaepxkusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT coctosHue 802.1X gna KommyTaTtopa nMbo gnAa
yKa3aHHoro uHtepdelica.

show dotlx users [username
username]

(1..160) cumeonos

MokasbiBaeT AKTUBHbIX
nosnb3osaTtenen 802.1X KommyTaTtopa.

ayTeHTUOULMPOBAHHBIX
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MokasbiBaeT
MHTepodeica.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port}

ctatuctuky  no  802.1X Aana  BblbpaHHOroO

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

[pumepebl 8b1M0AHEHUA KOMAHO

= BKAKOUUTD pexum ayteHTudmkaumm 802.1X Ha KommyTatope. Mcnonb3osatb RADIUS-
cepBep ANs NPOBEPKU MOAJMHHOCTU KAMEHTOB Ha WHTepdeicax IEEE 802.1X. Ona 18

nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTudUKaumm 802.1x.

console#configure
console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console

config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTtb cocToaHue 802.1X ana kKommyTtatopa, ansa 12 nHtepoeitca Ethernet.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>
console#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a

* Port is down or not present

Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:

Authentication Method: Remote

Termination Cause: Port re-initialize

Authenticator State Machine
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State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnuua 5.204 — OnucaHue pesynbTaToB BbINOJHEHMUA KOMaHA,

Mapamemp OnucaHue
Port Homep nopTa.
Admin mode Pexum ayteHTudumKaumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaunoHHbI pexXrum nopTa: aBTOPM30BaAHHbIN, HEAaBTOPU30BaAHHbIN, NMBO
Oper mode PaL P P P P

BbIK/lOYEHHbIW (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdUKaLMN.

Reauth Period

Mepuosg mexay NOBTOPHbIMW NPOBEPKAMMU NOAJINHHOCTU.

Mma nonb3osaTtena npu ucnonbsosaHnu 802.1X. Echm nopT aBTOpU30OBaH, TO

Username oTobparkaeTca UMA TeKyLLero noab3osaTtens. Ecav nopTt He aBTOpM30BaH, TO
oTobparkaeTcAa UMA NocieAHero ycnewHo aBTopM30BaHHOrO NOb30BaTeNA Ha NOPTY.

Quiet period Mepuop, B Te4eHME KOTOPOro KOMMYTATOP OCTAeTCA B COCTOAHMM MOIYAHMA noce

P HeyAa4yHON NPOBEPKM NOAJIMHHOCTY.

Mepwnopg, B Te4eHNE KOTOPOro KOMMYTATOP OXKUAAeT OTBET Ha 3anpoc Mbo

Tx period naeHTUduKaLmio no npotokony EAP oT KameHTa, nepes NOBTOPHOM OTNPAaBKOWM
3anpoca.

Max req MakcumanbHoe YMC/Io NOMbITOK Nepesayn 3anpocos npotokona EAP kaneHTy nepep,

HOBbIM 3aMyCKOM npouecca npoBepkKn NOATMHHOCTU.

Supplicant timeout

Mepuog mexay NOBTOPHLIMK Nepesadamm 3anpocoB NPOToKkona EAP KaneHTy.

Server timeout

Mepwvopa, B Te4EeHNE KOTOPOro KOMMYTATOP OXMAAET OTBETA OT cepBepa
ayTeHTUdMKaumu.

Session Time

Bpemsa noaxaoueHuUs noab3osaTens K yCTponcTsy.

Mac address

MAC-agpec nonb3oarens.

Authentication Method

MeToga, ayTeHTUPUKaL MM YCTaHOBAEHHOM CECCUM.

Termination Cause

MpuymnHa 3aKpbITUA CeCCUN.

State

TeKyliee 3Ha4YeHMe aBTOMAaTa COCTOAHWUIN onpeaennTens NoaJAMHHOCTU U BbIXOAHOTO
aBTOMaTa COCTOAHUM.

Authentication success

Konanyectso nosiyyeHHbIX coobLieHNt 06 ycnewHoi ayTeHTMduKaummn ot cepsepa.

Authentication fails Koanyectso nosydeHHbIX COOBLLEHNI O HeycnewHol ayTeHTUGUKaLum oT cepeepa.
VLAN pynna VLAN Ha3HayeHHaA nonb3oBaTento.
Filter ID NaoeHTudukaTop rpynnbl GpuabTpaLmu.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nHtepoeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1

12
8

EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
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‘ LastEapolFrameSource: 00:00:02:56:54:38

Tabnnuya 5.205— OnuncaHue pesynbTaToB BbINOJAHEHUS KOMAHL,

Mapamemp OnucaHue

Konnyectso KoppeKTHbIX NakeTos nto6oro Tvna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpuMHATbIX AaHHbIM onpeaenutenem

NOA/IMHHOCTM.

KonnuyectBo KOppeKTHbIX NakeToB Ntoboro Tvna npotokosia EAPOL, nepeaaHHbIxX
EapolFramesTx PP P PEA

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konnyectso naketos Start npotokona EAPOL, NpUHATLIX 4aHHbIM ONpeaennTenem
EapolStartFramesRx P P A Pea

NOA/IMHHOCTM.

Konunyectso naketos Logoff npotokona EAPOL, NPpUHATLIX AaHHbIM
EapolLogoffFramesRx & P P A

onpeaenutenem NOAJAMHHOCTU.

Konunyectso naketoB Resp/ld npotokona EAPOL, NpUHATBLIX 4aHHbIM
EapolRespldFramesRx p/1d np P A

onpeaenutTenem nNoAJAMHHOCTU.

Konnuyectso naketos oteBeToB (Kpome Resp/ld) npotokona EAPOL, npuHATLIX
EapolRespFramesRx (kp p/id) np P

OaHHbIM onpeaenuTenem NoAAMHHOCTU.

Konunyectso naketoB Resp/ld npotokona EAPOL, nepeaaHHbIX AaHHbIM
EapolReqldFramesTx p/\d np PeA A

onpeaenutTenem nNoAJAMHHOCTU.

Konnuyectso naketos 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np PEA

AaHHbIM onpegenuTtesnem noATMHHOCTU.

Konnyectso naketos npoTtokoaa EAPOL ¢ Hepacno3HaHHbIM TUMOM, MPUHATbIX

InvalidEapolFramesRx
JaHHbIM onpegenuTenem NoaSMHHOCTU.

Konunuectso naketoB npotokona EAPOL c HEKOPPEKTHOMN ANMHON, NPUHATBIX

EaplLengthErrorFramesRx
OaHHbIM onpeaenuTenem NoAgJNHHOCTY.

Bepcus npotokona EAPOL, npuHATas B camom NocnegHem Ha AaHHbIA MOMEHT

LastEapolFrameVersion
nakete.

MAC-a,qpec UCTOYHUKa, I'IpMHﬂTbe/‘i B CaMOM nocnegHem Ha Ll,aHHin;I MOMEHT

LastEapolFrameSource
nakere.

5.24.2.2 PacwupeHHas nposepKka nodauHHOCMuU.

PacwupeHHble HacTpoiku dotlx NO3BOAAOT NPOBOAMTbL MPOBEPKY MNOAJAMHHOCTM AAA
HECKO/IbKUX KNMEHTOB, NOAK/OUEHHbIX K NopTy. CyluecTByeT ABa BapMaHTa ayTeHTUGUKaLUN: NepBbii,
Korga npoBepKa MoAJIMHHOCTA Ha OCHOBE NMopTa TpebyeT ayTeHTUHUKALMM TONbKO OAHOrO K/MEHT],
yTobbl AOCTYN K CUCTEME WMMENM BCe KAMEHTbl (pexkum multiple hosts), BTopoi, Korga npoBepka
NOAJIMHHOCTU TpebyeT ayTeHTUOUMKALMM BCeX MOAKOYEHHbIX K NOPTY KAMEHTOB (pexum multiple
sessions). Ecam nopT B pexume multiple hosts He npoxoauT ayTeHTUPUKALMIO, TO BCEM
NOAK/IIOYEHHbIM XOCTam OyaeT OTKasaHO B AOCTyne K pecypcam ceTu. TaKKe K paclMpeHHbIM
HacTpoMKaM OTHOCUTCA agMWHUCTPUMpoBaHMe rocTeBbix VLAN, K KOTOpbIM MMEWT AOCTyn He
npoleawmne ayTeHTUPMKaLMIO NOb30BATENN.

V NopT aoctyna (Access) He MOXKeT 6biTb UleHOM HeayTeHTUduUumuposaHHou VLAN. Native

VLAN nopta B pexume Trunk He moxeT 6bITb HeayTeHTUUUUposaHHoii VLAN. Ho ana

nopta B pexume General PVID moKeT 6biTb HeayTeHTUdUUUpoBaHHOK VLAN (B 3Tom

CAyyae TOJIbKO TerMpoBaHHble MNaKeTbl MOryT 6biTb MPUHATbI B HEaBTOPU3OBAHHOM
COCTOAHUM).

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoHGUrypupoBaHus:
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console (config) #

Tabnnua 5.206 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

dotl1x bpdu {filtering |
bridging}

no dotlx bpdu

-/filtering

3agaeT 06paboTKy 3awmTbl noptos 802.1x BPDU, Korga 802.1x
rn06anbHO BbIKAOYEH.

- filtering — dunbTpoBaTL NakeTbl 802.1x BPDU;
- bridging — nepenasatb naketbl 802.1x BPDU KaK 06blYHble
nakeTbl AaHHbIX.

V’ ®dyHKUMA  paboTaeT  TONBKO  KOFAa  pexum
ayTeHTUPUKaumm 802.1x Ha KommyTtaTtope
BblK/NlOYeH. [nA BbikAlOYeHUA ayTeHTUduKauumn 802.1x

ucnonb3yeTtca KomaHga: no dotlx system-auth-control.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan timeout

timeout: (30 .. 180) /

YcTaHaBAnBaeT BpemMA 33[eprKKU  MexXay BK/IlOYEHMEM
permuma ayTeHTuouKaumm 802.1x (MM BKAKOYEHWEM MOpPTa) U
nobasneHnem nopta B guest VLAN.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

dotlx traps mac-
authentication success

no dotlx traps mac-
authentication success

-/ BbIKNIOYEHO

Paspewaetr oTnpaBKy trap-coobLueHui,
YCMEeWHo MNpoXoauT ayTeHTUPUKAUUIO
OCHOBAHHYIO Ha cTaHgapTte 802.1x.

Korga K/INEHT
no MAC-agpecy,

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx traps mac-
authentication failure

no dotlx traps mac-
authentication failure

-/BbIK/IIOYEHO

Paspelwaet oTnpaBKy trap-cooblieHUl, Korga K/AWEHT He
npowen ayteHTudumkaumo no MAC-agpecy, OCHOBaHHYK Ha
cTtaHaapte 802.1x.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

dotlx radius-attributes errors
filter-id resource {accept |
reject}

YcTaHaBAnBaeT 06paboTKy oWwmnboK ans atpubyTos RADIUS:
- accept — nonb3oBaTeNb NPUHAT, ecan PunbTpauma no ID He
MOXKeT 6blTb NpPoM3BeAeHa MO NPUYMHAM pacnpeseneHus

pecypcoB. Ecnn  unbtpauma no ID He moxeT 6biTb
. npovsBeAeHa No ApyruM nNpuyMHam, nonb3oBaTenb bypet
/reject OTK/OHEH;
- reject — Ecnv dpunbtpauma no ID He moxeT bbITb 3afaHa, TO
nonb3oBaTeb OyAEeT OTKIOHEH.
no dotlx radius-attributes
. . YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
errors filter-id resources
dotlx radius-attributes nas- YcTaHaBAnBaeT popmaTt Hymepaumm noptos B aTpubyTe NAS-
port format-type {default | Port npu ayteHTMdUKaumm no 802.1x:
human} - deafult - 3HauyeHMe nNO yMOJYaHUIO, Hymepauus
COOTBETCTBYET BHYTPeHHUM ifIndex'am;
-/default

no dotlx radius-attributes nas-
port format-type

- human - Hymepauua noptoB HauuHaetcs ¢ 1 (Kak Ha
nepesHen naHenu).

YcTaHaBAuBaeT 3HaYeHue no YMOANYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if)#

Tabnnuya 5.207 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

-/ multi-host

Paspewaer Hanuunme O[HOro/HECKObKUX
aBTOpM30BaHHOM nopTy 802.1X.

multi-host — HECKONIbKO KINEHTOB;
single-host — ogUH KNneHT;

KNINEeHTOB Ha
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multi-sessions — HeCKO/IbKO ceccuit.

dotlx violation-mode
{restrict | protect | shutdown}

no dotlx
single-host-violation

-/protect

3apaeT feictBue, KOTopoe HeobXoAMMO BbINOAHWUTL, KOraa
ycTpoicteo, MAC-agpec KoToporo otimyaetca oT MAC-agpeca
K/NMEHTA, OCYLLECTBAAET NONbITKY A0CTYNa K UHTepdeicy.

- restrict - naketbl c MAC-agpecom, oTiMyHbIM oT MAC-aapeca
KNWEHTa, nepecblnaloTca, Npu 3TOM aApec WCTOYHMKA He
n3y4yaercs;

- protect — naketbl ¢ MAC-agpecom, oTanyHbiMm oT MAC-
afpeca KAneHTa, oTbpacbliBatoTcs;

- shutdown — nopt BbikAtoYaeTca, naketbl ¢ MAC-agpecom,
OT/IMYHbIM OT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;

YactoTa reHepupyembix coobuieHuin npotokona SNMP trap
npu nocTynaeHum HECaHKLMOHMPOBAHHbIX nakeTos
coctasnaet 1 cekyHAay.

V’ KomaHga urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpelyeH

PaspellaeT HeaBTOPM30BaHHbIM MO/b30BATENAM AAHHOTO
MHTepdeiica aoctyn K roctesoit VLAN.
Ha ycTpoiictBe AoMKeH 6bITb HacTpoeH XoTa 6bl 0AUH
. rocteeoi VLAN (KomaHpa dotlx guest-vlan B
HacTpoiikax uHTepdeiica VLAN).

3anpelwaeT HeaBTOPW30BaHHbIM MO0J/Ib3OBATENAM [AHHOTO
nHTepderica goctyn K rocteBoi VLAN.

dotlx mac-authentication
{mac-only |
mac-and-802.1x}

no dotlx mac-authentication

-/BbIK/IIOYEHO

BKAtoyaeT ayTeHTUPUMKaUMIO, OCHOBaHHyl Ha MAC-agpecax
nonb3oBaTenen.

- mac-only — BKntoyaeT ayTeHTUdMKaLMIO, OCHOBAHHYHO TO/IbKO
Ha MAC-agpecax, naketbl 802.1x UrHOpUpytoTCA;

- mac-and-802.1x — BKNtOYAET ayTEHTUDUKALMIO, OCHOBAHHYIO
Ha 802.1x n MAC-agpecax.

- TocteBaa VLAN ponkHa 6biTb BKAOYEHA, Korpa
. ncnoab3lyerca ayteHTuduKauyma no MAC-agpecy.
- He ponkHo 6bITb cTaTUuecKux npusasok MAC-agpecos.
- ®YHKUMA nNOBTOpPHOI ayTeHTUPUKAUUMU [OMKHA ObITb
BK/IOYEHa.

BbIKkntoyaeT ayTeHTUPMKaLMIO, OCHOBaHHYO Ha MAC-agpecax
nonb3osaTenen.

dotlx mac-authentication
format username { lowercase |
uppercase } [ separator{- | : |
.}1[groupsize{1]|2]|4}]

-/ lowercase 6e3
pasgenuteneni n
[AeneHns Ha rpynnbl

KomaHza 3agaét dopmat ctpokn ¢ MAC agpecom KAMeHTa,
nepeaasaemoit B aTpubyte User-Name.

- lowercase, uppercase - onpeaenalT peructp OyKBEHHbIX
CMMBOOB;

- separator - 3apaéT pasgenuTens  Mexagy rpynnamu
CMMBONOB;

- groupsize - KONMYECTBO CUMMBOJIOB B Kaxaol rpynne.
3afjaHve napameTpoB separator u groupsize He obA3aTenbHO
(T.e., ecnv TpebyeTcA, MOXKHO YKas3aTb TO/IbKO PEFUCTP), HO AnA
Toro, 4ytobbl MAC apgpec oTobparkanca pasgenéHHbiM Ha

(alb2c3d4e5e6) rpynnol, HeobxoaMMO 334aTb 06a 3TUX NapameTpa.
Mpumep KoHPUrypaumm:
dotlx mac-authentication format username uppercase
separator : groupsize 4
dopmaT cTpoku B aTpnbyTe:
A1B2:C3D4:E5F6
YcTaHaB/MBaeT 3HaYeHWe N0 YMOHAHUIO
no dotlx mac-authentication
format username
dotlx mac-authentication Crpoka password_string nepeaaétca 8 RADIUS aTpubyTte User-
format password -/User-Name Password. Mo ymonyaHuio B aTpnbyte nepenaérca MAC agpec

{password_string}
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KnMeHTa B ¢dopmaTe, 3afaHHOM KomaHgoi dotlx mac-
authentication format username. MaKcumanbHaa AnvHa
nepegaBaeMomn CTPOKM - 128 cumBo1oB.

no dotlx mac-authentication
format password

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx radius-attributes filter-id

BK/AOYNTb MPOBEPKY MOAJMHHOCTM, OCHOBaHHyl Ha ACL/
Ha3HauuTb QOS-Policy.

- - -/BbIK/IOYEH
no dotlx radius-attributes YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
filter-id
dotlx radius-attributes vlan BkntoyaeT 0b6paboTky onuuu Tunnel-Private-Group-ID (81) B
coobuieHmax RADIUS-cepsepa.
-/BblKOYEH

no dotlx radius-attributes vlan

BbikntovaeT 06paboTky onummn Tunnel-Private-Group-ID (81) B
coobuieHmnnax RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHua VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if)#

Tabnvua 5.208 — KomaHapl pexxmma KOHPUrypmpos

aHua nHtepdeiica VLAN

KomaHoa 3HayeHue Aelicmeue
dotlx auth-not-req -/poctyn Paspewaer pgoctyn K paHHon VLAN HeaBTOpPM30BaHHbLIM
HEeaBTOPWU30BaHHbIM noJib3oBaTesIAM.
no dotlx auth-not-req no/sib3oBaTenam 3anpewaetr AocTyn K aaHHol VLAN HeaBTOpM30BaHHbIM
3anpelleH nosib3oBaTeNAM.

dotlx guest-vlan

-/VLAN He onpegeneHa
KaK roctesas

Onpegenset roctesyto VLAN.

OTKpbIBaeT HEaBTOPU30BAHHbIM MOJ/Ib30BaTeNsiM UHTepdeiica
poctyn Kk rocteBo VLAN. Ecnu roctesas VLAN onpegeneHa u
paspelleHa, nNopT 6yaeT aBTOMATUYECKM NPUCOEOMHATLCA K
Hel, Korga He aBTOPWU30BaH, M MOKWAATb, Korga nponper
asTopusaumto. YT1obbl MCNoONb30BaTb AaHHbIM YHKLMOHAN,
NnopT He J0/KeH BbITb CTaTUYECKMM YieHoM roctesoit VLAN.

no dotlx guest-vlan

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua, 3anpoca KomaHAHOW CTPOKM pexkuma Pri
console#

Tabnnua 5.209— KomaHabl perkuma Privileged EXEX

vileged EXEC:

KomaHoa 3HayeHue Aelicmeue
show dotlx advanced ) MoKa3blBaeT [OMNONHUTENbHbIE CBEAEHMA O HACTPoMKax
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); npotokona 802.1x (KomaHAa AOCTynHa TOAbKO  AAA
tengigabitethernet te_port] te_port: (1..8/0/1..4) nNpYBUAErMPOBaHHOIO NoJb3oBaTeNs).
KomaHObl pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#
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Tabnnua 5.210 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HaveHue Aeiicmeue

show dotlx bpdu MokasbiBaeT 06paboTKy 3awmTbl noptoB 802.1x BPDU Korga
802.1x rno6anbHO BbIKNHOYEH.

5.24.3 KoHmponae npomokonaa DHCP u onyuu 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpOTOKO/, NO3BOAAIOWMIA KNIMEHTY NO
3anpocy nonyyatb IP-agpec u agpyrvue Tpebyemble napameTtpbl, Heobxoaumble ana paboTbl B ceTu
TCP/IP.

Mpotokon DHCP moxeT mMcnonb3oBaTbCA 3/10YMbIWNEHHUKAMU A1A COBEpleHWA aTak Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAMeHTa, 3acTasnias DHCP-cepsep BblAaTb BCe AOCTYMNHbIE ajpeca, Tak U
CO CTOPOHbI cepBepa, NyTem ero noameHbl. MNporpammHoe obecneyeHne KOMMyTaToOpa NO3BOAAET
obecneunTb 3alLUTY YCTPOMCTBA OT aTaK C UCMOAb30oBaHMeM npoTokona DHCP, ana yero npumeHseTcs
dYHKLMA KOHTpOoAA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexunsBatb nossaeHne DHCP-cepBepoB B ceTH, paspeluas WX
MCNONb30BaHUE TONbKO Ha «A0BEPEHHbIX» MHTepdencax, a TakKe KOHTPOANPOBaTh AOCTYN KAUEHTOB K
DHCP-cepBepam no Tabnumue CooTBETCTBUN.

Onuus 82 npotokona DHCP (option 82) ucnonb3yerca ana Toro, 4tobbl NpoMHPopmMmnpoBaThb
DHCP-cepBep o Tom, oT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) u uepes Kakoi ero nopt 6bin
nosy4yeH 3anpoc. MpumeHaeTca A1A yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB 1 NOPTOB KOMMYTATOPA,
a TaKXKe ANs 3aWmTbl OT aTaKk C Mcnosib3oBaHMemM npoTokosa DHCP. Onuus 82 npeacrasnset coboi
OOMNOJIHUTENbHYO MHPOPMaLMIO (MMA YCTPOICTBA, HOMep MopTa), A0DaBAAEMYI0 KOMMYTATOPOM,
KOoTOpbIi paboTtaeT B pexknume DHCP Relay areHTa, B Buae DHCP-3anpoca, npuMHATOro OT KaAneHTa. Ha
OCHOBaHWM fAaHHoi onumu, DHCP-cepsep Bbigenser |P-agpec (awnanasoH IP-agpecoB) u apyrue
napameTpbl NopTy KommyTtatopa. MNonyyns Heobxoaumble gaHHble oT cepsBepa, DHCP Relay areHT
BblaensieT IP-agpec KAMEHTY, a TaKXKe nepegaeT eMy apyrue Heobxogumole NnapameTpsbi.

Tabnunua 5.211 - dopmat nonei onuum 82

Mone Mepedasaemas uHghopmayus

Mms xocTa ycTpoiicTea.

Circuit ID cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHnin 6alT — HOMep NOpPTa, K KOTOPOMY NOAKNOYEHO YCTPOMCTBO,
otnpasnatowee dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID .
MAC-agpec ycTponcTaa.

' | Ana ucnonb3oBaHUA onummn 82 HA YCTPOMUCTBE A0/XKHa ObITb BKAOYEHa PyHKumMa DHCP

N relay areHta. fna BkntoueHus DHCP relay areHTa ucnonb3ayertcsa KomaHga ip dhcp relay
enable B pexxume rnob6anbHoro KoHpuUrypuposaHua (CM. COOTBETCTBYIOLLMIA pasaen
OOKYMeHTaLuu).

DOna KoppekTHo paboTbl dyHKUMnu DHCP Snooping Bce ncnonbsyembie DHCP-cepBepbl
DONHbI 6bITb NOAK/IOYEHDI K «40BepPeHHbIM» NOpTam KommyTaTtopa. Ana pobasneHus
nopTa B CMUCOK «A0BEPEHHbIX» UCNO/b3yeTcAa KomaHAa ip dhcp snooping trust B
pexXume KoHdurypauum uitepdeiica. Ana obecneueHns 6e30nacHOCTU BCe OCTaJibHble
NOPTbl KOMMYTATOPA AOKHbI 6bITb KHeA0BEePEHHbIMUY,

.‘
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KomaHObI pexcuma 2106a16H020 KOHGU2YPpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.212 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus

no ip dhcp snooping

-/BbIK/IIOYEHO

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymMoA4YaHuro
ip dhcp snooping BkntovaeT KoHTponb npotokona DHCP nytem BegeHua
Tabnanubl  DHCP  snooping #  OTNPaBKU  KAMEHTCKUX

wupokosewatensHolx DHCP-3anpocos Ha
nopTbl.

«AOBEPEHHbIE»

BbikntoyaeT KOHTpOb npoTokosia DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vian_id

vlan_id: (1..4094)/
BbIK/IOYEHO

Pa3spelwaet KoHTponmposaHue npotokona DHCP B npegenax
yKasaHHoro VLAN.

3anpelaet KOHTpoampoBaHue npotokona DHCP B npeaenax
yKasaHHoro VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

-/npuem DHCP-naketos
c onuueli 82 ot
KHEHaAEXHbIX» MOPTOB

PaspewaeT npuHumatb DHCP-naketbl ¢ onuueir 82 ot

«HeHaAeXHbIX» NOPTOB.

3anpewaet npuvHUMatb DHCP-nakeTbl
«HEHAJEXKHbIX» NOPTOB.

c onuuei 82 ot

untrusted sanpetien
ip dhcp snooping verify Bkntouaet Bepuduraumio MAC-agpeca KaveHta n MAC-
agpeca  MUCTOMHWMKA, npuHAToro B  DHCP-nakete Ha
-/BepuduKauma «HEeA0BEPEHHbIX» NopTax.
no ip dhcp snooping verify BKAtOYEeHa Boikntovaetr Bepuduraumio MAC-agpeca KaveHta M MAC-

no ip dhcp snooping database
update-freq seconds

(600..86400)/1200

agpeca  MCTOYHMKA, npuHAatoro B  DHCP-nakete Ha
«Hef0BepPeHHbIX» MOPTax.

ip dhcp snooping database PaspewaeT wucnonb3oBaHMe pesepBHOro ¢akna (6asbl)

-/pesepBHbliii Gaitn He | KOHTpoas npoTokona DHCP.

no ip dhcp snooping database ncnosb3yerca 3anpewaet ucnosib3oBaHuMe pesepBHoro ¢aina (6asbl)
KOHTpOA npoToKosia DHCP.

ip dhcp snooping database 3apgaetr u4actoty o6HoBneHua daina  (6asbl) KOHTpons

update-freq seconds seconds: npotokona DHCP.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information option

Paspewaet yctpoinctey pgobasneHve onumm 82 npu pabote
npoTtokona DHCP.

no ip dhcp information option
format-type access-node-id

. - " - -/pa3pelueHo -
no ip dhcp information option 3anpewaer yctpoinctsy aobasneHune onuum 82 npu pabote
npoTtokosa DHCP.
ip dhcp information option YcTaHoBKa ngeHtuourkatopa Access Node_ID onumm 82.
format-type access-node-id
. P node_id: (1..32)
node_id
CMMBOIOB

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information option
format-type remote-id

remote_id: (1..32)
CMMBOIOB/-

YcTaHoBKa ngeHtuoukatopa Remote agentID onuuu 82.

YcTaHOBKa 3Ha4YeHuUA no YMONYaHUIO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuum 82.
dopmar:
- Sp — HOMep C/0Ta U NOPTa;
- sv—Homep cnota u VLAN;
- pv—Homep nopta un VLAN;
- SpV — HomMep cnoTa, nopta u VLAN;
- bin — 6uHapHbIl dopmar: VLAN, cnoT, nopr;
- user-defined — popmat onpegenserca nonbsosatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHue nona ifTable:ifType B
WwecTHaauaTepmMyHom Buae);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: HOMep nopTa (Kak Ha nLLEeBOW NaHenu);
%i: iflindex nopTa;
%vV: naeHtTnduratop VLAN.

YcTaHOBKa 3HaYeHMA N0 YMOJTYAHUIO

ip dhcp information option
suboption type
{tr101| custom}

no ip dhcp information option
suboption type

-/tr101

YcTaHoBKa popmata onumm 82.

- trl01 - ycraHaBauBaeT ¢opmaTt onuuu 82 cOrnacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 (cm.
Tabanuy 5.213);

- custom — ycTaHaBnMBaeT popmaT onumm 82 B COOTBETCTBUMU
¢ popmatom, npusegeHHom B Tabaunue 5.214.

Bo3BpalyaeT 3HaueHue no YMOANYaHULO.

Tabnunua 5.213 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lMone

lMepedasaemas uHgpopmayus

Circuit ID

Mms xocTa ycTponcTaa.
CTpokKa Buga eth <stacked/slotid/interfaceid>:<vlan>

MocnenHuii 6anT — HOMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTNpaBastoLLee
3anpoc DHCP.

Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTpoiicTsa.

Tabnnua 5.214 — dopmat none onumm 82 pexknmma custom

lMone

lMepedasaemasn uHgpopmayusa

Circuit ID

Onnna (1 6anT)

Twun Circuit ID

OnvHa (1 6aiT)

VLAN (2 6aitTa)

Homep moayns (1 6aiT)
Homep noprta (1 6aiiT)

Remote agent ID

Onnna (1 6anT)

Tun Remote ID (1 6aiT)
OnvHa (1 6aiT)
MAC-agpec KommyTaTopa
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KomaHOb!

pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepgelicos)

Ethernet, uHmepageulca 2pynnbl MOpPMo8s

Bua 3anpoca KOMaHOHON CTPOKM B peXMme KOHPUTrypupoBaHusa WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.215 — KomaHab! pexxuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

. . Bkntoyaet KoHTponb npotokona DHCP B  npepgenax
ip dhcp snooping N P P pea

MHTepodeiica.

-/BbIK/IOYEHO
. . BbikntoyaeT KoHTponb npotokona DHCP B  npepenax

no ip dhcp snooping N

MHTepodeiica.
ip dhcp snooping trust [Nobasnaetr wHTepdelic B CNUCOK «AOBEPEHHbLIX» NpuU

-/nHTepdeiic He
AB/IAETCA A0BEPEHHbIM

MCNONb30BaHUM KOHTposaa npoTtokona DHCP. DHCP-tpadwmk
«00BEPEHHOro» MHTepdeiica cumtaetca 6esonacHbiM U He
KOHTpO/IMpyeTcA.

no ip dhcp snooping trust Ypanser wHTepdenc M3  CNUCKA  «AOBEPEHHbIX»  MpuU
MCNONb30BAaHUKN KOHTPONA NpoToKkoia DHCP.
YcTaHaBAMBaeT oOrpaHWyYeHWe [ANA  [AHHOTO  MopTa  Ha

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit rate

rate: (1..2048)
pps/BbIKAOYEHO

KoanyecTBo NpuHMmaembix DHCP-nakeToB B ceKyHAy .

CHMMmaeT orpaHuyeHue Ha npmém DHCP-naketoB € gaHHOro
nopTa.

ip dhcp information option
format-type circuit-id circuit_id

no ip dhcp information option
format-type circuit-id

circuit-id: (1..63)
CMMBONOB/-

YcTaHasauaeT cneunduyHbli Circuit-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information option
format-type remote-id

remote-id: (1..63)
CUMBO/I0B/-

YcTaHasamBaeT cneumduyHbii Remote-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.216 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group} expiry
{seconds|infinity}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
vlan_id: (1 .. 4094);
group:(1..12);
seconds:
(10..4294967295)

[Oo6asnaetr B dain (6asy) KoHTpons npotokona DHCP
cooTtBeTcTBMe MAC-agpeca kaneHTa, rpynne VLAN u IP-agpecy
ONA yKasaHHoro nHtepdelrica.

[aHHas 3anucb bygeT AeNcTBUTEeNbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPeMEHU XU3HWU 3anncu, eciu KAUEHT He OTNpaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0b6HyNseTCA
B C/ly4ae NOJyYeHUA OT KAMEHTa 3anpoca Ha obHoBneHue
(kKomaHga pocTynHa TONbKO A8 NPUBUAETMPOBAHHOIO
nosnb3osaTens).

- seconds — BPEMSA }KMU3HU 3anNuUCK;

- infinity — Bpems *X13HM 3an1cK He orpaHnYeHo.
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no ip dhcp snooping binding
mac_address
vlan_id

Ypoanaer w3 daina (6asbl)
cooTtBeTcTBMe MAC-agpeca KameHTa 1 rpynnbl VLAN.

KOHTPO/AA NPOTOKO/A

DHCP

clear ip dhcp snooping
database

Ouuwaet daiin (6asy) KoHTpons npotokona DHCP.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.217 — KomaHab! pexkuma EXEC

KomaHda 3HaueHue

Aeiicmeue

show ip dhcp information

option npoTtokona DHCP.

MoKasbiBaeT MHPOpMaLMiO 06 MCNOAb30BaHWM onuun 82

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..24)

DHCP.

Moka3biBaeT KOHPUrypaumo OGyHKUUKM KOHTPOAA MPOTOKO/A

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [gigabitethernet
gi_port |

tengigabitethernet te_port |
port-channel group]

. npoTokona DHCP.
gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..24)
vlan_id: (1..4094)

MoKa3blBaeT COOTBETCTBMA

3 o¢aina (6asbl)

KOHTpO/IA

[pumepbl 8b1M0AHEHUS KOMAHO

= PaspewunTtb ucnonbzosaHne DHCP onuun 82:

consolef#configure
console (config) #ip dhcp relay enable
console (config) #ip dhcp information option

= [loKa3aTb BCe COOTBETCTBUA U3 daiina (6asbl) KOHTponsA NnpoTokona DHCP:

console#show ip dhcp snooping

DHCP snooping is globally Enabled

DHCP snooping is configured on following VLANs:
Enabled

Relay agent Information option 82 is Enabled
Option 82 on untrusted port is allowed
Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to:

2, 5
DHCP snooping database:

Trusted Rate Limit (pps)
gil/o/1 No 5
gil/0/5 Yes --
gil/0/11 Yes --
giz2/0/11 Yes 9
gi3/0/5 No 1781
gi3/0/11 No 7

1200 secondsInterface
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5.24.4 3awuma IP-adpeca knueuma (IP-source Guard)

®dyHKumMA 3awmTbl IP-agpeca (IP Source Guard) npegHasHayeHa ana ounbTpaumm TpaduKa,
NPUHATOrO ¢ MHTepdelica, Ha OcHoBaHUM Tabnuubl cooTBeTcTBMi DHCP snooping wn ctatMyeckmx
cootBeTcTBMI IP Source Guard. Takum obpasom, IP Source Guard nossonseT 60poTbca ¢ nogmeHon IP-

alpecos B NaKkeTax.

MockonbKy ¢yHKuMA KOHTpona 3awmTbl IP-agpeca ucnonb3yet Tabnuuy cOOTBETCTBUMA

4
%

MHTepdeinca.

DHCP snooping, MmeeT CMbIC1 MCNONb30BaTb AaHHYK ¢GYHKUMUIO, npeaBapuUTe/IbHO
HacTtpous u Bkatouns DHCP snooping.

dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heob6xoauMmo BKAOUUTL rNo6anbHO U gns

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabanuya 5.218 — KomaHgbl pexxnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aeiicmeue

ip source-guard

no ip source-guard

-/BbIK/IIOYEHO

BkatovaeT dyHKUMIO 3awmTbl IP-agpeca KaveHTa ana Bcero
KomMyTaTopa.

BbiktoyaeT yHKUMIO 3awmThl IP-agpeca KnneHTa Aaa Bcero
KOoMMyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan_id: (1..4094);

no ip source-guard binding
mac_address vlan_id

group: (1..24)

Co3gaHue cTaTUYecKom 3anncun B Tabmue COOTBETCTBUA MEXAY
IP-agpecom KnuneHTa, ero MAC-agpecom u rpynnoit VLAN gnn
YKa3aHHOro B KOMaHae uHtepodelica.

YpaneHue CTaTUYECKOM 3anucu B Ta6l'|l4Ll,e COOTBETCTBUA.

ip source-guard tcam retries-
freq {seconds | never}

seconds: (10..600,
never)/60 cek

no ip source-guard tcam
retries-freq

3agaeT y4actoTy O6OpalleHMAa yYCTPOMCTBA K  BHYTPEHHUM
pecypcam c Lenbto 3anmMcu B NamATb HEAKTUBHbIX 3aLLULLEHHbIX
IP-agpecos.

-never — 3anpeuaer
3awmiLeHHbIX IP-agpecos.

3anNnMCb B MaMATb  HEaAKTUBHbIX

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOb!

pexcuma KoHgu2ypuposaHuUsa uHmepgelica (duana3oHa uHmepagelicos)

Ethernet, uHmepdgbelica 2pynmnsl IOpPMos

Bug 3anpoca KomaHAHOW CTPOKU B pexumme KoHurypmpoBaHua uHTepdeirica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.219 — KomaHab! pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HavyeHue

Aeiicmeue

ip source-guard

no ip source-guard

-/BbIK/IIOYEHO

BKntouaeT ¢yHKuMiO 3awmTbl  IP-agpeca  KaueHTa

HacTpanBaemoro nHTepoeica.

ans

BblknoyaeT ¢yHKUMIO 3awmTbl  IP-agpeca KaveHTa Ans

HacTpanBaemoro nHTepoeica.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 5.220 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

ip source-guard tcam locate BpyuyHyto 3anyckaeT npouecc obpalleHusa ycTpoicTBa K

BHYTPEHHUM Pecypcam C Le/iblo 3anmcy B NaMATb HEAKTUBHbIX
3aWmuleHHbIX IP-agpecoB. KomaHZa AocTynHa TOAbKO ANA
NPUBUIErMPOBAHHONO NOJIb30BaTeNSA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.221 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

KomaHaa oTobparkaeT HacTpoiKy dyHKUMM 3awmThl IP-agpeca

i t: (1..8/0/1..24); v v
gi_port: (1..8/0/ )i Ha 3agaHHOM, 6o Ha Bcex nHTepdelicax ycTponcTsa.

te_port: (1..8/0/1..4);
group: (1..24)

show ip source-guard status KomaHaa oTtobparkaer cratyc GpyHKUMM 3awmThl IP-agpeca ans
[mac-address mac_address] gi_port: (1..8/0/1..24); | ykasaHHoro unHtepdeiica, IP-agpeca, MAC-agpeca uau rpynnbi
[ip-address ip_address ] [vlan te_port: (1..8/0/1..4); | VLAN.

vlan_id] [gigabitethernet vlan_id: (1..4094);

gi_port | tengigabitethernet group: (1..24)

te_port | port-channel group]

show ip source-guard inactive - KomaHgaa oTobpakaeT He akTMBHbIe IP-agpeca oTnpaBuTens.

[pumepbl 8b1M0MHEHUS KOMAHO

= [lokasaTb HacTPOWKy GyHKUMM 3awmThl IP-agpeca ans Bcex uHTepdeincos:

console#show ip source-guard configuration

IP source guard is globally enabled.

Interface State
gi0/4 Enabled
gi0n/21 Enabled
gi0/22 Enabled

BkntounTtb PyHKUMIO 3awwmTel IP-agpeca ana éunbTpauumn Tpadmka Ha OCHOBaHMM Tabauubl
cooTBeTcTBuit DHCP snooping u cratnyeckux cootsetctBuii IP Source Guard. Cospgatb
CTAaTUYECKyHo 3anuch B Tabnumue cootseTcTBua ana uHtepoderica Ethernet 12: IP-agpec kaveHTa —
192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-1 rpynne VLAN:

console#configure

console (config) #ip dhcp snooping

console (config) #ip source-guard

console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12
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5.24.5 Konmponb npomokona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npeaHasHayeHa Ansa 3aWwuTbl OT aTakK C
ncnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoTtoKosaa ARP ocyluecTBaseTca Ha OCHOBE cTaTudeckux cootetcTemit IP- 1 MAC-agpecos, 3ag4aHHbIX

ana rpynnbl VLAN.

' ' MNopT, ckoHPUrypMupoBaHHbIN «HegoBepeHHbIM» ana dyHKummn ARP Inspection, gonxkeH

. TaK}Ke bbITb «Hea0BepeHHbIM» anAa ¢yHKunn DHCP snooping nam coorsercreme MAC-
appeca u IP-agpeca anA 3TOro NopTa A0MKHO 6bITb CKOHPUIYPUPOBAHO CTAaTUUECKMN.
MHaue aaHHbIA NOPT He ByaeT oTBeyaTb Ha 3anpocbl ARP.

Y

Ona HeHagEXXHbIX NOPTOB BbINOJIHAIOTCA NpoBepKu coorsetcTeui IP- u MAC-agpecos.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnuya 5.222 — KomaHgbl pexxkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

ip arp inspection

no ip arp inspection

-/BbIK/OYEHO

Aelicmeue
BKk/toyaeT KOHTponb npotokona ARP  (dyHKumio  ARP
Inspection).
BbIKNtoYaeT KOHTpoAb npoTtokona ARP  (dyHKuuio ARP
Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtO4EHO

PaspewaeT nposepKy npoTtokona ARP, ocHoBaHHyl Ha 6ase
cooTsetcTBuin DHCP snooping, B BbibpaHHOW rpynne VLAN.

3anpewaeT nposepky npoTtokona ARP, ocHoBaHHyl0 Ha Hase
cooTseTcTBuit DHCP snooping, B BbibpaHHOW rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MNpepocTtasnseT cneunduyHblie
npotokona ARP.

MAC-agpec wuctouyHuKka: pana ARP-zanpocos wun oTBeTOB
nposepsetca cooTsetcteue MAC-agpeca B 3arosioBke
Ethernet MAC-agpecy UCTOYHMKA B COAEPKMMOM MPOTOKO/A
ARP.

MAC-agpec HasHaveHua: ana ARP-oTBeTOB nposepsaeTca
cooTseTcTBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3Ha4yeHUA B coaepMmom npoTtokona ARP.

IP-agpec: MNMposepaetca cogepkumoe ARP-nakeTa Ha Hannune
HeKOppeKTHbIX IP-aapecos.

NPOBEPKN ANA  KOHTPOAA

3anpewgaet  cneunduyHble
npoTtokona ARP.

npoBepKu AnAa KOHTPO/IA

ip arp inspection list create
name

no ip arp inspection list create
name

name:
(1..32) cumBona

1. Co3paHue cnucka ctatuyecknx ARP cooTBeTCTBUA.
2. Bxop, B perum KoHpurypuposaHua ARP-cnmckos.

YaaneHue cnucka ctatuyecknx ARP cooTBeTCTBUIA.

ip arp inspection list assign
vlan_id name

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHayaeT  cnucok crtatudecknx ARP cooTBeTcTBMiA AnA
yKasaHHow VLAN.

OTmeHsAEeT Ha3HayeHMe cnucka ctatudyecknx ARP cooTseTcTBUI
Ana ykasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

seconds: (0..86400,
infinite)/5 cek

3afaeT MWHUMANbHbIK WMHTEPBAaN MeXAy COoobLeHUAMM,
coaeprKalLnumm MHbOpMaLuio npoToKona ARP,
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no ip arp inspection logging
interval

nepeaaBaeMbIMM B KypHaI.

- 3HaueHue O yKa3biBaeT Ha TO, YTO coobuleHua 6yayT
reHepupoBaTbCs HE3aMeAJIUTENbHO;
infinite — He reHepMpoBaTb COOBLLEHNI B KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwbI

pexcuma KoHgu2ypuposaHuUa uHmepgelica (duanaszoHa uHmepgelicos)

Ethernet, uHmepageuca 2pynnbl MOPMOo8

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypmposaHusa uHTepdeica Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.223 — KomaHab! pexxuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3Ha4yeHue no
YMOAYAHUIO

ip arp inspection trust

no ip arp inspection trust

-/uHTepdeiic He
AB/IAETCA AOBEPEHHbIM

Aeiicmeue
[Oo6asnaetr uHTepderc B CNUCOK  «AOBEPEHHbIX» MNpu
MUCNONb30BaHMM KOHTponsa npotokona ARP. ARP-Tpaduk

«JoBepeHHOro» uHTepderica cumtaetca 6es3onacHbIM M He
KOHTpO/IMpyeTCcA.

Ypanaer wuHTepdedc M3 CNUCKA  «A0BEPEHHBIX»  NpuU
MCNOIb30BaHMM KOHTPOAA NpoTokoia ARP.

KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHpurypuposaHma ARP-cnunckos:

consolet#configure

console (config) #ip arp inspection list spisok
console (config-ARP-1list) #

Tabnunua 5.224 — KomaHabl pexuma KoHpurypuposaHua ARP cnuckos

KomaHda

Aelicmeue

ip ip_address
mac mac_address

[obasnsaet ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypansaet ctatnyeckoe cootsetctaume IP- 1 MAC-agpecos.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.225 — KomaHgb! pexkuma EXEC

KomaHda

3HaueHue

Aeilicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)

MoKasbiBaeT KOHPUrypaumio ¢yHKUMM KOHTPOAA MNPOTOKOANA
ARP Inspection Ha BblbpaHHOM nHTepdeiice/scex
MHTepdericax.

show ip arp inspection list

MoKasblBaeT CMNUCKM CTaTUYeckux cooteeTtctBuid IP- n MAC-
agpecos (komaHga [OCTyNHa
NpPVUBUIErMPOBAHHOIO NOJIb30BaTENA).

TO/NIbKO AnAa
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show ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

MoKasbiBaeT CTaTUCTUKY ANA CAedylolWmMX TUMNOB MaKeTos,
KoTopble 6bian 06paboTaHbl Npu nomoLum GyHKumMm ARP:

- nepefaHHble naketbl (forwarded);

- noTepsAHHble nakeTsl (dropped);

- owmnbkKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
[vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..24)
vlan_id:(1 .. 4094)

OuunwaeT cTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8b1M0MAHEHUA KOMAHO

=  BKAYUTb KOHTpPOAb npoToKkona ARP u pobasutb B cnmcok spisok cTaTnueckoe

COOTBETCTBUE!

MAC-agpec:

00:60:70:AB:CC:CD,

IP-agpec: 192.168.16.98. HasHauuTb

cnucok spisok ctatnueckmx ARP cooTseTcTBuid ana VLAN 11:

console#configure

console (config) #ip arp inspection list spisok
console (config-ARP-1list)#ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list) #exit

console (config) #ip arp inspection list assign 11 spisok

= [loKa3aTb CMMCKM CTaTUYECKMX cooTBETCTBUI IP- 1 MAC-aapecos:

consoleffshow ip arp inspection list

List name:

Ip

192.168.16.98

servers
Assigned to VLANs:

11

ARP

0060.70AB.CCCD

5.24.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKumMAa MAC Address Notification nossonseT oTcnexkmBaTb NOABAEHME U UCHE3HOBEHME
aKTMBHOro obopyaoBaHMA Ha CeTM, NyTeM COXpaHeHuA uctopum usydeHms MAC-agpecos. [pwu
06HapyKeHUn n3MeHeHUI B cocTase n3ydeHHbIx MAC-agpecos KOMMYTaTOp COXpaHAeT MHPopMaLuio

B Tabnuue u um3BelaeT o6 3TOM C NOMOLUIbIO COOBLLIEHUIt npoTokona SNMP.

PyHKUMA nUMmeeT

HacTpaMBaemble NapameTpbl — rNybUHaA UCTOPUM O COBBLITUAX U MUHUMAIbHBIA UHTEPBAA OTNPABKK
coobuieHnin. Cepeuc MAC Address Notification oTKAlO4EH MO YMONYAHUIO U MOMKET BbiTb HacTpOeH

BbI6OpOLIH0 AnAa oTaeIbHbIX NOPTOB KOMMYTATOpPaA.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106a1bHOro KOHOUTIypupoBaHusa:

console (confiqg) #

Tabnnua 5.226 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

[no] mac address-table
notification change

-/BblKNIOYEHa

KomaHaa npegHasHauyeHa [Ans r106anbHOrO  ynpaBaeHus
dyHKRumen  MAC  notification. KomaHga  paspeuwaet
peructpaymio cobbitmit  pobasneHna v yganedusa MAC
aapecos B/u3 TabanL, KOMMyTaTOPa M OTNPABKY YBEAOM/IEHMA
0 cobbITUAX.

OTpuuaTensHasn npedukcom no)

dopma KomaHabl (c
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BbIK/IlOYaeT dYyHKLMIO rnobanbHO " oTmeHseT
COOTBETCTBYIOLIME HACTPOMKKN Ha BCex MHTepdeicax.
Onsa  paboTbl  GYHKUMM  HEobXoAUMMO  AOMONHUTENbHO

paspelwaTb reHepaumio yBeAOMNEHUA Ha UHTepdericax (cm.
HUXKe).

value:
(0..4294967295)/1

mac address-table notification
change interval value

MaKcMManbHbI NPOMENKYTOK BPEMEHWU MeXAy OTnpaBKamwu
SNMP-yBegomneHuin. Ecnn 3HayeHme WHTepBana BpPEMEHMU
paBHo 0, TO reHepauus yBeAOMNEHUI U COXpaHeHMe CObbITUiA
B MCTOpUIO ByAeT OCywecTBAATbCA Hemea/ieHHO Mo mepe
BO3HMKHOBEHMA COBbLITUIN 06 M3MEHEHUN COCTOAHUA Tabauubl
MAC-agpecoB. Eciv 3HauyeHuMe nHTepBana BpemeHn 6osbwe 0,
TO ycTpoWcTBo byaeT HakanameaTb cobbITUA 06 M3MeHeHUU
cocToAHMA Tabanubl MAC-afpecoB B TeYEHWE ITOr0 BPEMEHMU,
a 3aTem OTNpaBAATb yBegomneHua npoTokona SNMP wu
COXPaHATb COOBLITUA B UCTOPUMN.

mac address-table notification

change history value value: (0..500)/1

KomaHza 3afaeT MaKcMMasnbHOe KoauyecTso cobbiTuii 06
M3MEHEHUN cocTosHMA Tabamubl MAC agpecos, KoTopoe
coxpaHAeTca B uctopun. Ecnm yctaHoBNeH pasmep vcTopum
paBHbIi 0, TO cobbITUA He coxpaHatoTca. Mpu nepenoaHeHnn
bydepa wuctopum HoBoe coObbITME MNOMELLAETCA Ha MecTo
Camoro cTaporo.

[no] snmp-server enable traps

. -/BbIKAOYEHO
mac-notification change

KomaHga npegHasHauyeHa ANA BKAKOYEHUA WU OTKAKOYEHMUA
otnpaskn SNMP-yBegomneHuii 06 WM3MEHEHUM COCTOAHMA
Tabamubl MAC-agpecoB. [na OTKAOYEHUSA MCNO/b3yeTcA
oTpuuaTenbHaa Gopma KOMaHAbl.

Ecnv oTnpaBKa yBeAOMNEHUI BKAKOYEHA, TO YCTPOMCTBO byaeT
MHbOPMMPOBATL O COBBLITUAX CO0bLLEHNAMM NpoToKona SNMP
MU COXPaHATb COOTBETCTBYHOWME CObbITUA B ucTopuun. Ecam
oTnpaska SNMP-yBegoMNeHUI BbIK/IOYEHA, TO YCTPOWMCTBO
6y[eT TONbKO COXPAHATL COBLITUA B UCTOPUMU.

[no] snmp-server enable traps

e . . -/BKAOYEHO
mac-notification flapping /

BK/IIO4NTb/BbLIKNIOYUTD OTNPaBKy Tpanos o ¢nannuHre MAC-
appecos (eltMnFlappingNotification).

KomaHObI pexcuma KoHgu2ypuposaHue UuHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 5.227 - KomaHgbl pexxuma KoHOUrypupoBaHua nHtepdeica Ethernet

3HauyeHue no

change [added | removed]

KomaHoa Aeiicmeue
yMOAYaHuro
BK/lOYEHME  reHepauuu  yBEAOMIEHWW  Ha  KaXKaom
e . uHTepoelice o cobbiITMAX U3MeHeHuA cocToaHua MAC-
snmp trap mac-notification
-/BbIKAOYEHO agpecos. OTAENbHO  MOMHO  paspewuTb  reHepauuio

yBegomMmneHui Tonbko o6 wusyyeHum MAC appecos, nmbo
TO/IbKO 06 UX yAaNeHUw.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 5.228 - KomaHab! pexkuma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show mac address-table
notification change history
[interfaces]

aapeco

OtobparkeHne BCex yBeAOMIAEHUN 06 M3meHeHun coctosHus MAC-

B, COXPaHeHHbIX B UCTopun. BoamoskHa dunbTpaumsa cobbiTuit

no nopTam, rpynnam noptos (LAG) n VLAN.
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OtobparkeHne CTaTUCTMKM cepBuca: obliee Konnyectso cobbiTuii 06
- n3ydeHun MAC-agpecoB, obuiee Koany4ecTso cobbiTuit 06 yganeHuu
MAC-agpecoB, oblee KoNMYecTBo oTnpaBaeHHbIXx SNMP-coobueHuniA.

show mac address-table
notification change statistics

[pumepbl UC016308AHUA KOMAHO

= [lpymep NOKasblBaeT Kak HacTpouTb nepegadvy coobuweHuin SNMP MAC Notification Ha
cepBep c agpecom 172.16.1.5. Npun HacTponKe 3agaeTca obuiee paspelleHne paboTbl
cepBMca, HaCTPaMBaAETCA MMUHUMAJIbHbIA WHTEpPBan OTNPaBKM coobLlleHwni, 3aaaetcs
pa3mep nctopum cobblTUIA U HACTPaMBaETCA CePBUC HA BbIBpaHHOM NOPTY.

console (config) #snmp-server host 172.16.1.5 traps private

console (config) #snmp-server enable traps mac-notification change
console (config) #fmac address-table notification change

console (config) #mac address-table notification change interval 60
console (config) #mac address-table notification change history 100
console (config) #interface gigabitethernet 0/7

console (config-if) #snmp trap mac-notification change

console (config-if) #exit

console (config) #

5.25 ®dyHkumum DHCP Relay nocpegHuka

KommyTtatopbl MES3000 nopgpepusaetr ¢pyHKumm DHCP Relay areHta. 3agadveit DHCP Relay
areHTa asasetca nepegada DHCP-nakeToB OT K/AMEHTA K cepBepy u obpaTtHo, B cnydyae ecanm DHCP-
cepBep HaxoauTcA B OA4HOW CeTWU, a KAMEHT B Apyroi. [pyron ¢yHKuMel ABnaeTca pobasneHue
O0NOJIHUTENbHBIX onuuii B8 DHCP-3anpochbl KnveHTa (Hanpumep, onuum 82).

MNpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTop MPUHUMAET OT K/IMEHTa
DHCP-3anpocbl, nepesaeT 3TW 3anpocbl cepBepy OT MMEHW KaveHTa (ocTaBnsA B 3anpoce Onuuu C
TpebyembiMN KAMEHTOM MapaMeTpaMu 1, B 3aBUCMMOCTU OT KOHPUrypauum, obasnss cson onumm).
MonyymBs OTBET OT CepBepa, KOMMYTATOP NepeaaeT ero KANeHTY.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnuya 5.229 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HaveHue Aelicmeue
ip dhcp relay enable BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.
- -/BbIK/IIOYEH —

no ip dhcp relay enable BbikntoueHue ¢yHKumin DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay address ip_addr 3apaét IP-apgpec poctynHoro DHCP-cepsepa ansa DHCP Relay
MoxeT 6bITb 334aHO areHTa.

no ip dhcp relay address 210 8-mu cepBepoB Ypansaet IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay

[ip_addr] areHTa.

ip dhcp relay broadcast enable BKAtOYaeT pexuMm LIMPOKOBELLATENbHON PaCCbIIKM OTBETOB

DHCP-cepsepa.

-/BbIKNIOYEHO

no ip dhcp relay broadcast YcTaHaBAMBaET PEXUM N0 YMONYAHUIO
enable
ip dhcp relay information OnpegenseT pexxnm o6paboTkn DHCP-nakeToBs c onuueit 82:
policy {keep | replace | drop} - keep — nponyckaeT nakeTbl 6€3 U3MeHeHWN;

- replace — 3amewiaeT cogepmmoe onuun 82;

-/keep .

- drop — oTHpacbiBaeT nakeTbl c onuuert 82.

no ip dhcp relay information YcTaHaBAMBaET PEXUM NO YMONYAHMUIO.

policy
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ip dhcp relay information
option format-type option
format [delimiter delimiter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

no ip dhcp relay information
option format-type option

HacTpoiika popmarta DHCP onuuum 82.
dopmar:
- Sp — HOMep CN0Ta U NOPTa;
- sv—Homep cnoTa u VLAN;
- pv —Homep nopta un VLAN;
- SpV — HomMep cnoTa, nopta u VLAN;
- bin — 6uHapHbIl dopmar: VLAN, cnoT, nopr;
- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpegeneHum UCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOEe UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHue nona ifTable:ifType B
WwecTHaauaTepmMyHoM Buae);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;
%S: HOMep CNoTa;
%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);
%i: iflindex nopTa;
%vV: naeHtTnduratop VLAN.

YcTaHOBKa 3HaYeHMA N0 YMOJTYAHUIO

ip dhcp relay information
option suboption-type {tr101 |
custom}

-/tr101

no ip dhcp relay information
option suboption-type

HacTpoiika popmata onumm 82.

- trl01 - ycraHaBauBaeT ¢opmaT onuun 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 (cm.
Tabauuy 5.212);

- custom — ycTaHaBnMBaeT popmaT onumm 82 B COOTBETCTBUMU
¢ popmatom, npusegeHHom B Tabaunue 5.213.

Bo3BpalyaeT 3HaveHue no YMOAN4YaHUIO

KomaHObI pexcuma KoHguaypuposaHusa uHmepgetica VLAN

Bunpg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

consolet#configure
console (config) #interface vlan {vlian id}
console (config-if) #

Tabnnua 5.230 — KomaHgbl pexxuma KoHpuUrypuposaHma nHtepoeica VLAN

KomaHoa

3HayeHue

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIKNIOYEHO

BkntoyeHne ¢yHKumit DHCP Relay areHTa Ha HacTpaMBaemMom
nHTEpoelice.

BbikntoueHne ¢yHKumin DHCP Relay areHTa Ha HacTpaMBaemMom
nHTEpdelice.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 5.231 - KomaHgb! pexxnuma KoHOUrypuposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
Onpeaenset pexxnm o06paboTkn DHCP-nakeToB c onuueit 82.
ip dhcp relay information - keep — nponyckaeT nakeTbl 6€3 U3MeHeHuN;
policy {keep | replace | -/global - replace — 3ameutaeT cogepmmoe onuun 82;

- drop — oTbpacbiBaeT nakeTbl c onuuelt 82.

drop | global} .
3HayeHue Ha nopTax umeeT 6osee BbICOKUI MPUOPUTET, Yem
rnobanbHaa HacTpoWmKa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.232 — KomaHabl pexkmma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTobparkaeT KoHOUrypauuio HacTpoeHHow ¢yHKumMmM DHCP Relay areHTa 418 KommyTatopa 1
OTAENbHO A8 UHTepdECOB, @ TaKXKe CMUCOK AOCTYMNHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUA KOMAHO

= [lokasaTtb cocToaHue pyHKummn DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.26 ®PyHKuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP ana npoTokona IPv4 KOMMyTaTOp MOXET BbINOAHATb PYHKUMM NOCpeaHMKa
(relay agent) ana DHCPv6. [laHHbIi dyHKUMOHaN peannsosaH B Buae Lightweight DHCPv6 Relay Agent
cornacHo RFC6221.

B pamKax BbINOAHEHUA GYHKLMM NOCpesHUKA KOMMYTaTop BCTaBaAeT B KaneHtckne DHCPv6-
naketel onuun 18 wn 37. [Ona BKAOYeHMA yHKUMKM TpebyeTca BbINOAHUTL Cleaylowme
npesBapuTesibHble WarK no HacTpoiKe:

e  BKaouutb PpyHKUMoHan DHCP snooping (ana IPv4) — rnobanbHo 1 Ha uenesom VLAN;

e  Bknountb PpyHKUMOHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIX» UHTepdencax KommyTaTopa («trusted» no TepmuHonormn RFC3046)
BbINONHUTL DHCPv4-HacTpoliky «ip dhcp snooping trust»;

e Ha «paoBepeHHbIX» WHTepdelcax KommyTaTopa BbINOAHUTb HacTpolky «ipve dhcp guard
trusted-port»

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOW CTPOKM pexkMmMa rnobanbHOro KOHUrypnuposaHua:
console (config) #

Tabauua 5.233— KomaHap! pexkuma rnobanbHoro KoHdUrypnuposaHua

Koma+da 3HaueHue/ Aelicmeue

3HaveHue no
YMOAYAHUIO

ipvé dhcp-ldra enable BkntoyaeT pyHKumio Lightweight DHCPv6 Relay Agent (LDRA).

- -/BbIK/IOYEHO

no ipv6 dhcp-ldra enable OTkntoyaeT dpyHKumio LDRA.

ipv6 dhcp-ldra information 3apaeT ngeHtuomkatTop remote-id (onumsa 37)

option format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp-ldra information Yaoansaet ugeHtndukatop remote-id.

option format-type remote-id
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 5.234— KomaHab! perknuma KoHourypmpoBaHus uHtepdelica Ethernet

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

ipv6 dhcp-Ildra information
option format-type
interface-id word

no ipv6 dhcp-ldra information
option format-type
interface-id

word: (1..63) cumBonos

3agaeT uaeHTUduKaTop nopra (onuma 18)

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ipv6 dhcp-Ildra information
option format-type remote-id
word

no ipv6 dhcp-ldra information
option format-type remote-id

word: (1..63) cumBonos

3agaeT naeHTuduKaTop remote-id (onuus 37)

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

5.27 KoHdurypuposaHue PPPoOE Intermediate Agent

®yHKumA PPPOE |A peannsoBaHa B COOTBETCTBUM C TpeboBaHuaMM gokymeHTa DSL Forum
TR-101 v npegHa3Ha4vyeHa 419 UCMOIb30BAHMA Ha KOMMYTaTOpPax, paboTalolmx Ha YPOBHE AOCTyna.

®dyHKUMA no3BonseT AononHATb nakeTbl PPPOE Discovery MHpopmaumein, xapaKTepusytoLen
WHTepdelic aoctyna. 3T0 HeobXxoauMMO Ana MAeHTUPMKALMM NOSIb30BaTENbCKOrO WMHTepdelica Ha
cepsepe goctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom u o6paboTKoi
naketoB PPPoE Active Discovery ocyuiectsineTtcs rnobanbHO Ans BCEro YCTPOMCTBA U BbIBOPOYHO AnA

KaXaoro nHTepodeica.

Peanunsaumsa ¢yHKUuMmM PPPOE |IA npepoctaBnseTr AONOAHUTENbHbIE BO3MOMKHOCTU KOHTPOANSA
COObLWEHNI NPOTOKONA NYTEM Ha3HaYyeHUs JOBEPEHHbIX MHTepPdENCoB.

KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasibHOro KOHGUryprupoBaHus:

console (config) #

Tabnnua 5.235 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aeiicmeue

[no] pppoe
intermediate-agent

-/BbIKNIOYEHO

PaspelueHune/3anpet pabotbl PPPOE Intermediate Agent.

generic-error-message word

Ha3HayeHo coobLieHne
«PPPoE Discover packet
is too large to
process.».

[no] pppoe word: (1 o 32) YcTaHOBKa CTPOKM MAEHTUOUKALMM YCTPOICTBA A0CTYNa.
intermediate-agent format- cumBonos/ OTpuuatenbHas ¢opma KomaHabl (no) BoccTaHaBnuBaet
type access-node-id word MAEHTUOMKATOP HaCTPOWMKM NO YMOHYaHUIO.
yCTpOWCTBA He
HasHayeH.
[no] pppoe intermediate-agent word: (1..128) YcTaHOBKa TeKcTa coobuweHna o6 owunbke npesbiweHus
format-type cumBonos/ pa3mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO nnu

PADS nakeTax. OTtpuuartenbHan dopma KOMaHAb!
BOCCTaHaB/AMBAET 3HAYeHWe NapameTpa No YMONYAHUIO.
MpumeyaHue: ecan  coobuieHe COAEepPXUT  CUMMBOJbI
npobena, ero HEO6XOAMMO 3aK/OUNTb B KAaBbIYKU.
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[no] pppoe intermediate-agent
format-type option {sp | sv |
pv | spv | user-defined}
delimeter [.,:#/ ]

-/yctaHoBneH ¢dopmaT B
cooTtBeTcTBMM ¢ TR-101:
slot / port : vlan;

HacTtpoiika Habopa NnapameTpoB 1 pasfenuTens Mexay HUmMM,

KOTOpble MCMonb3yloTca Aans  GopmMuMpoBaHMA  MNOAONLMUK
circuit -id.

B  KOMaHAe  MCMONb3YylTCA  Cneaylolme  YCNOBHble
ob0o3HaueHuA:

- sp —slot + port

- sv—slot + vlan

- pv —port +vlan

- spv —slot + port + vlan

- user-defined — popmaTt onpegensietca nonbsosatenem. Mpu
onpeaeneHnn UCNob3yoTcA cneaytowme WabnoHbl:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: pavHHOE MM nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HayeHue nona  ifTable::ifType B
WecTHaALaTepPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%Uu: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha MLEeBol NaHenun);

%i: iflindex nopTa;

%v: ngentuoukatop VLAN.

KomaHObI pexcuma KoHgu2ypuposaHUa UHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHOUTypnpoBaHua nHTepdeliica:

console (config-if)#

Tabnnuya 5.236 — KomaHgb! pexkuma KoHpurypuposaHua nntepoeiica Ethernet, rpynnel noptos

intermediate-agent format-
type circuit-id circuit_id

circuit_id: (1.. 63)
CMMBOJI0B

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
Mo yMoA4YaHuto
[no] pppoe PaspeweHne/3anper pabotbl PPPOE Intermediate Agent Ha
intermediate-agent ) HTepodeice.
[no] pppoe HasHaueHne waeHTUOUKaTOpa circuit-id, pobasnsemoro

KOMMyTaTopom. WaeHTUdUKATOP, 3adaHHbLIA B KOMaHae,
NONHOCTLIO MepeonpeaenieT UAeHTUGUKATOp, BblUUCAAEMbIN

Ha oOcHoBe rn06anbHbIX MapamMeTpoB access-node-id wu
option/delimeter. OTpuuartenbHas dopma KOMaHzbl
BOCCTAHaBAMBAET HACTPOMKY Ha OCHOBe  r106asbHbIX

napameTtpos access-node-id u option/delimeter.

[no] pppoe
intermediate-agent format-

type remote-id remote_id

remote_id: (1..63)
CMMBOAOB/B KayecTse
remote-id
ncnonb3yetca MAC-
afpec KoOMMyTaTopa.

HasHaueHne wgeHTUdMKaTopa remote-id, pobasnsaemoro
KOMMYTaTOpOM. NaeHTndukaTop OOMKeH 6bITb
CKOHOUIYpUPOBaAH Ha Bcex MHTepdeicax KommyTaTopa, rae
pabotaer PPPoE IA. OtpuuatenbHas ¢opma KOMaHAbI
BOCCTAHAB/AMBAET HACTPOMKY MO YMONYAHUIO.

[no] pppoe intermediate-agent
timeout [timeout]

timeout : (0..600)/
600 cek

3afaHne BPEeMEHWM KU3HU KAMEeHTCKoM ceccuu. lNpu BBoAe
napameTpa timeout paBHbIM Hy/lO, TaliMayT HOBbIX Ceccui
byaeT paBeH HECKOHEYHOCTH.

OTpuuatensHan Gopma KOMaHAbl BOCCTaHABAMBAET HACTPOMKY
M0 YMONYAHMIO.

[no] pppoe
intermediate-agent trust

-/mHTepdeic He
AB/IAETCA LOBEPEHHbIM

YnpasneHve pexxumom fosepua K nHtepdericy. KomaHaa
nobasnaet v yaanset nHTepdenc us cnmcka JoBepPEHHbIX.
NHTepdelicbl, K KOTOpbIM MoaKatoyeHbl PPPoE-cepsepbl,
HaCTpauBatloTCA Kak posepeHHble. UHTepdenchbl, K KoTopbim
NOAK/OYEHDI nosb3oBaTenu, HacTpauBaloTCA KaK
HefoBepeHHbIe. OTtpuuatenbHaa  dopma  KOMaHAbl
BOCCTaHaB/IMBAET 3HAaYeHNe N0 YMOTYAHUIO.

[no] pppoe
intermediate-agent vendor-tag

-/pexum yaaneHms

PaspeweHne nnan 3anpet yaanenua vendor-specific onumm uns
naketos PADO, PADS, PADT nepes OTNpaBKOli UX B CTOPOHY

strip BLIKTIOUEH nosib3oBaTens. PyHKUMA yoaneHus MOXKeT 6bITb
MUCMONb30BaHa TO/MbKO HA MWHTepdelice, Ha KOTOpPOM

paspeweHa pabota PPPoE IA 1 KoTopbi ABAAeTcA
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AoBepeHHbIM  UHTepdeicom. OB6bIMHO  QYHKUMA  yaaneHus
HacTpauBaeTcA Ha WHTepdeiice, obpalleHHOM B CTOPOHY
PPPoOE-cepBepa.

OTtpuuatenbHaa Gopma KOMaHAbl  BbIKNIOYAET  PeXuUM
yAaneHums.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.237 — KomaHab! pexkuma EXEC

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
show pppoe .

. PPPoE | A . E
intermediate-agent info gi__port: (1..8/0/1..24); OTobparkeHne HacTpoek o ntermedlflte gent. Ecam B
. L. KOMaHAe ABHO He 3afjaH WHTepdelic, TO KOMaHAa
[interface {gigabitethernet te_port: (1..8/0/1..4) .

. . BbIMOJIHAETCA AN1A BCeX UHTepdelicos, rae paspelleHa paboTta
gi_port | tengigabitethernet group: (1..24)
PPPOE IA v Bcex 4oBEepeHHbIX NOPTOB.
te_port | port-channel group}]
show pppoe .

. OT06 6 PPPOE Int diate Agent.
intermediate-agent statistics gi_port: (1..8/0/1..24); TOOPKEHME CTATUCTMKM PALOTHI orin evrme late Agen
. L. Echv B KOMaHZe He 3aflaH ABHO WHTepdelic, To KomaHAa
[interface {gigabitethernet te_port: (1..8/0/1..4) N

. - BbIMOJIHAETCA ANA BCEX MHTepdelicoB ¢ paspewleHHbIMm PPPoE
gi_port | tengigabitethernet group: (1..24) IA 1 BCEX AOBEDEHHbIX NODTOB
te_port | port-channel group}] AoBep pTOB.
clear pppoe .

. O 6 PPPOE Int diate Agent. E
intermediate-agent statistics gi_port: (1..8/0/1..24); HNCTRA CTaTUCTUKM paboTe! orin ermeu late Agent. tom
. L. B KOMaHAe He 33f4aH ABHO WHTepdelic, TO KOomMaHAa
[interface {gigabitethernet te_port: (1..8/0/1..4) .

. L BbINOJIHAEGTCA ANA BCex MHTepdelicos ¢ pa3spewweHHbIM PPPoE
gi_port | tengigabitethernet group: (1..24) IA 1 BCEX AOBEDEHHbIX NODTOB
te_port | port-channel group}] AoBep PTOB.
show pppoe
intermediate-agent sessions gi_port: (1..8/0/1..24); | OTobparkeHWe BCex 3aperncTpUPOBaHHbIX KINEHTCKUX CECCU.
{interface {gigabitethernet te_port: (1..8/0/1..4) Ecnv B KOMaHAe He 3a4aH ABHO UHTepdelic, To 0TobpakatoTcA
gi_port | tengigabitethernet group: (1..24) BCe CECCMU C COPTUPOBKOIM No UHTepdelicam.
te_port | port-channel group}]
clear pppoe mac_address:(H.H.H YpaneHve KnumeHTcKkoi ceccun. Ecnm mac_address He 3agaH,
intermediate-agent sessions mnn H:H:H:H:H:H nan YOANAOTCA BCE CECCUM.
[mac_address] H-H-H-H-H-H)

5.28 KoHourypuposaHme DHCP-cepsepa

DHCP-cepBep ocyllecTBAfeT UEHTpa/nM30BaHHOE YNpaB/ieHWe CceTeBbIMM agpecamn MU
COOTBETCTBYHOLIMMM  KOHOUIYPALMOHHBIMM  NapameTpamu, aBTOMaTUYECKM MpeaocTasnas  uUX
KAneHTam. 3To nossonseT nsbexarb PyYHON HACTPOWMKM YCTPOWMCTB CETU M YMEHbLIAeT KO/IMYecTBO
owmnbOoK.

Ethernet-kommyTtaTopbl MES3000 moryT paboTaTb Kak DHCP-KkiMeHT (nonydyeHne cobCcTBeHHOro
IP-appeca ot cepeepa DHCP), Tak n Kak DHCP-cepsep. Bo3amoxHa oaHoBpemeHHas paboTta DHCP-
cepsepa u DHCP-relay.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnnua 5.238 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNIOYEHA

BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOJI0B

Bxoa, B pexuMm KOHOUIypupoBaHWA CTaTUHECKUX afpecos
DHCP-cepsepa.

Ypanset koHourypaumio DHCP-kiMeHTa ¢ 3a4aHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBosios

Bxog B  pexum KoHourypuposaHua DHCP-nyna agpecos
DHCP-cepsepa.
- name — uma DHCP-nyna aapecos (ao 64 dhcp pool network).

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHeM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKkasbiBaeT |P-agpeca, Kotopble DHCP-cepsep He 6yget
Ha3Ha4yaTb ansa DHCP-knneHTOB.

- low-address — HayanbHbIM IP-agpec Anana3oHa;

- high-address — KoHeuHbIN |IP-agpec gManasoHa.

YpaneHue IP-agpeca n3 cnMcKa UCKIOYEHUN 15 Ha3HavyeHus
ero DHCP-knuneHTtam.

ip dhcp ping enable

no ip dhcp ping enable

-/BblK/IlOYEHA

BKkatounTb nepegavy ICMP-3anpocoB Ha Ha3Havyaemblit agpec
ANna NpoBepKku, yto IP-appec asnsetca cBoboAHbIM, Mpexae
yem OH byaeT HazHayeH DHCP-KnveHTy.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpegenset KonmyecTso oTnpasnsembix ICMP-3anpocos.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500
Mc

Onpepensetr Tamayt, B TeyeHue Kotoporo DHCP-cepsep
OXMZaeT OTBET C agpeca, Ha KoTopbiii oTnpasneH |CMP-
3anpoc.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOW CTPOKU B penume KOHOUrypupoBaHMA cTaTudeckux agpecos DHCP-

cepsepa:

consolet#configure
console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnnuya 5.239 — KomaHab! pexmma KoOHPUrypmposaHuma

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aeilicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

no address

PyuHoe pesepsupoBaHue IP-agpecos gnsa DHCP-KknveHTa.

- ip_address — IP-agpec, KoTopbili byaeT conocTaB/ieH C
bU3nYecKUM aapecom KAeHTa;

- mask/ prefix_length — macka noaceTtu/ gavHa npedmKca;

- id — dpn3nyecknin agpec (MaeHTUGUKaATOP) cETEBOM KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epsupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBonoB

Onpepgenset uma DHCP-knneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nyada DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypmposaHua nyna DHCP-cepsepa:

console#configure
console (config) #ip dhcp pool network name
console (config-dhcp) #
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Tabnnua 5.240— KomaHabl perkMma KOHGUTypUpoBaHMs

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

address {network_number |
low low_address

high high_address}

{mask | prefix_length}

no address

YcTaHaBAMBaeT HOMep MOACETU M MACKy MOACeTU Aaa nyna
agpecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTy;

- low_address — HavyanbHbIl IP-aapec Anana3oHa aapecos;

- high_address — KoHeuyHbIN IP-agpec gMana3oHa agpecos.

- mask/ prefix_length — macka nogcetn/ gnnHa npedukca.

Ypanset koHourypaumto DHCP - nyna agpecos

lease {days [{hours} [minutes]]
| infinite}

no lease

-/1 peHb

Bpems apeHabl IP-agpeca, KoTopblit HasHaveH oT DHCP.
- infinite — Bpems apeHAbl He OrpaHUYeHo;

- days — KOIM4ecTBO AHel;

- hours - KONM4YeCTBO YacoB;

- minutes — KONMYECTBO MUHYT.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ping enable

no ping enable

-/BbIK/OYEHO

Bkntountb nepegavy ICMP-3anpocoB ana nposepku, yto IP-
afpec AnfeTca cBOH6OAHbIM, Npexae Yem oH byaeT HasHayeH
DHCP-knuneHTy.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

KomaHObI pexcuma KoHguypuposaHusa nyaa DHCP-cepsepa u cmamu4eckux adpecos

DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-dhcp) #

Tabnunua 5.241 — KomaHabl pexuma KOHPUrypruposaHuma

KomaHoa 3HayeHue Aelicmeue
default-router ip_address_list OnpeaenseT CNUCOK MapLLPYTU3aTOPOB NO YMONYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB MapLipyTM3aToOpOs.,
-/cnmcok MOXKET CoAeprKaTb A0 8 3anucei, pasgeneHHblx npobenom.
MapLIpyTU3aTOPOB He
onpegeneH.

no default-router

’ IP-agpec mapLipyTusaTopa A0/3KeH 6biTb B TOM Ke
= NOACETH, YUTO U KNINEHT.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

dns-server ip_address_list

no dns-server

-/cnucok DNS-cepsepos
He onpegjeneH.

Onpegenser cnucok DNS-cepsepoB, AOCTynHbIX A4A
Kknmentos DHCP.

- ip_address_list — cnucok |P-agpecos DNS-cepsepos,
MOMKET coAepKaTb 0 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

domain-name domain

no domain-name

domain: (1..32)
CMMBOJIOB

Onpegenaet gomeHHoe uma ana DHCP-knneHTOB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

netbios-name-server
ip_address _list

no netbios-name-server

-/cnucok WINS-
cepBepoB He
onpegaeneH.

Onpegenser cnucok WINS-cepBepoB, QAOCTYMHbIX ANA
knuneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOMKET coaepKaTb 0 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

netbios-node-type
{b-node | p-node | m-node | h-
node}

no netbios-node-type

-/Tvn y3na NetBIOS He
onpeaesneH.

Onpeaenset TMn y3na NetBIOS Microsoft gna knueHTOB
DHCP:

- b-node — wupoKoBeLaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbIN.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOro AO/KeH ObiTb
Nnosly4eH 3arpy3oyHbiit dann.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Ucnonb3yetca ana ykazaHna DHCP-knneHTy nma cepsepa, ¢
KOTOPOro A0/1KEH BbITb NOMYyYeH 3arpy304HbIi daiin.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

bootfile filename

name: (1..128)

no bootfile

CMMBOJ10B

YKasbiBaeT umaA ¢aina, UCNoAb3yemMoro Ans HavasbHOM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

time-server ip_address_list

-/CNUCOK cepBepoB He
onpegaeneH

no time-server

OnpegensieT CNUCOK CepBeEPOB BpPemeHMu, AOCTYMHbIX AAA
Kknuentos DHCP.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHH,
MOMKET COAEPMKaTb A0 8 3anuncei, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

option code

{ascii ascii_string |
hex hex_string |
ip ip_address }
option ip-list code
ip_address_list

no option code

Hactpaunsaet onumn DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- ascii_string — cTpoka B popmarte ASCII;

- hex_string — cTpoKa B 16-om ¢popmare;

- ip_address —IP-agpec;

- ip-list — yKasbiBaeT, 4TO 3a KogOM cneayeT cnucok IP-
afpecos.

Ypansaet onumn gna DHCP-cepBepa.

tftp-server ip_address_list

-/CNNCOK cepBepoB He

HacTpoiika onummn 150 — agpeca TFTP-cepeepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepos,

onpeaenex. MOMKET coaeprKaTb A0 8 3anucel, pasgesieHHbix npobesiom.
no tftp-server YcTaHaBMBAET 3HAaYEHWE MO YMOMYAHMIO.
option code {boolean bool_val | de: (0..255); Hactpausaet onumu DHCP-cepsepa.
integer int_val | ascii coge: (L. ! - code — kog onuyn DHCP-cepBepa;
o, . bool_val: (true, false); . )
ascii_string | ip[-list] int val - bool_int — nornyeckoe 3Ha4YeHue;
int_val:

ip_address_list | hex
{hex_string | none}} [description
desc]

(0..4294967295);
ascii_string: (1..160)
CMMBOJIOB;

no option code

desc: (1..160) cumBonos

- integer — uenoe NONOXWUTENbHOE YUCNO;
- ascii_string — ctpoka B ¢popmate ASCII;
- ip_address_list — cnucok IP-appecos;
- hex_string — cTpoka B WwecTHaguatepuyHom popmare.

Ypansaet onumto ana DHCP-cepBepa.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.242 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HaueHue

Aeilicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anuceit u3 Tabnuubl cooTBETCTBUA GU3NUECKUX
a4pecoB M agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HasHayeHHbIn DHCP-cepBepom;

* - yAanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaunn DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, Kotopble DHCP-cepsep He 6byaer
Ha3sHa4vaTb Ana DHCP-KnneHTOB.

show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHdUrypauumn pns crtatmyeckux agpecos DHCP-
cepBepa:

- ip_address — IP-agpec KnueHTa;

- name —vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MNpocmoTp KoHourypaummn DHCP-nyna agpecos DHCP-cepBepa:
- name —vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-appecos, KOoTopble CONOCTaBNEHbI C
bU3nYeCKMMM afpecammn KNIMEHTOB, a TaK Ke BPeMsa apeHapbl,
cnocob HasHayeHuA u coctoaHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctmkn DHCP-cepsepa.
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[pumepbl 8b1M0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn ¢c umeHem test n ykasatb ana DHCP-knneHTOB: mA gomeHa - test.ru,
LWAKO3 N0 YMONYaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test
console (config-dhcp) #address 192.168.45.0 255.255.255.0

console (config-dhcp) #dns-server 192.168.45.112

(

console (config-dhcp) #domain-name test.ru
(
(

console (config-dhcp) #default-router 192.168.45.1

5.29 KoH¢urypupoBaHue ACL (cnucKku KOHTponsa gocTyna)

ACL (Access Control List — cnncok KoHTpoAA AocTyna) — Tabauua, Kotopas onpeaenseT npasunia
dunbTpaumm BxoasaLwero Tpadrka Ha OCHOBaHUM NepeAaBaembIX B NakeTtax npotokonos, TCP/UDP
nopros, IP-agpecos nan MAC-agpecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He f01XKHbl UMeTb OAUHAKOBbIE

Ha3BaHUA.

/ IPv6 u IPv4-cnuckn moryTt paboTtatb BmecTe Ha ogHOM ¢usnueckom uHtepdeince. CnUcok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeELLATbCA CO cnuckamu ana IPv4 unu IPv6.
[Ba cnucka oaMHAKOBOro TMNa He MoryT pabotaTtb BmecTe Ha MHTepdeiice.

KomaHabl Ans co3AaHusa U pefakTMpoBaHuA cnvckos ACL AOCTynHbl B pexkume rnobanbHoro

KOHUrypupoBaHus.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

KomaHZHan CTpoka B perkume rnobanbHOro KoHGUrypupoBaHMA UMeeT BUA,:

console (config) #

Tabnnuya 5.243 — KomaHgb! A4na co3aaHma n KoHourypmposaHus cnnckos ACL

KomaHda

3HaueHue

Aeilicmeue

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list

no ipv6 access-list
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

access_list: (1..32)
cumBoNa

Co3gaHune HoBoro pacwmpeHHoro cnucka ACL ana agpecauunm
IPv4 1 BX0A, B peXunm ero KOHPUrypupoBaHua (ecam cnmcok c
JaHHbIM MMeHem elle He co3haH) nMbo BXoh B pPeKuUm
KOHPUrypMpoBaHUA paHee CO34aHHOr0 CnucKa.

YpaneHue cnucka ACL gna agpecaunu IPv4.

Co3gaHune HoBoro pacwmpeHHoro cnucka ACL ana agpecaumnm
IPv6 1 BXOA, B peXMM ero KOHPUrypupoBaHua (ecam cnmcok c
JaHHbIM MMeHeMm elle He co3haH) nMbo BXoh B pPeKUm
KOHPUrypMpoBaHUA paHee CO34aHHOr0 CrUCKa.

YpaneHue cnucka ACL gna agpecaummn IPv6.

Co3paHue Hosoro cnucka ACL Ha 6ase MAC-agpecaumm n Bxog,
B peXuMm ero KoHOUrypmpoBaHuA (ecinM CMMCOK C [aHHbIM
MMEHEM ele He co34aH) /uMbo BXO4 B peXum
KOHPUrypMpoBaHUA paHee CO34aHHOr0 CrnucKa.

Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.
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time-range time_name Bxos B peum  KOoHPurypuposaHua  time-range m
time_name: (1..32) onpeaeneHne BpemMeHHbIX MUHTepPBaioB A1A CUCKa JOCTyna.
cMmBONa - time_name - nma npoduna HacTpoek time-range.
no time-range time_name YaaneHve 3agaHHoM KoHbUrypauum time-range.

Ona Toro 4tobbl akTMBM3MPOBATb cnucok ACL, HeobxogMmo cBA3ATb €ro € MHTepdencom.
NHTepdelicom, NCNONb3YIOLMM CMUCOK, MOMKET 6biTb NMb60 nHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, VLAN, epynnel nopmos

KomaHZHas CTpoKa B pexume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbl noptos nmeet
BUA:

console (config-if) #

Tabanuya 5.244 — KomaHga HasHadeHus cnncka ACL nHtepdeicy.

KomaHoa 3HayeHue Aelicmeue
service-acl input access_list B HacTpoikax onpeaenéHHoro ¢usmMyeckoro WHTepodeica
[access_list] ) KOMaHAa npuBA3bIBAET YKas3aHHbIM CMWCOK K  JaHHOMY
access_list: (1..32) o
nHTepoency.
CUMBONA; . . "
o Bo3moXHO npuBA3aTb mac access-list u ip access-list.
profile_id: (0..2)

no service-acl input YaaneHue cnvcka ¢ nHtepdelica.

KomaHObi pexcuma Privileged EXEC

KomaHgHasa cTpoKa B pexxume Privileged EXEC umeet Bua:

console#

Tabnnua 5.245 — KomaHgb! ana npocmoTpa cnnckos ACL

KomaHoa 3HaveHue Aeiicmeue

show access-lists MNMokasbiBaeT cnncku ACL, co3gaHHble Ha KOMmyTaTope.

[access_list] .
- access_list: (1..32)
show access-lists CIMBONa MokasbiBaeT cnuckn ACL, co3gaHHble Ha KomMmyTaTtope,

time-range-active KOTOpble B HACTOALLEE BPEMSA ABNAIOTCA aKTUBHbIMU.
[access_list]

sh.ow i.nterfaces ac.cess-lists gi_port: (1..8/0/1..24); MokasbiBaeT cnnckn ACL HazHauyeHHble UHTepdeicam.
[gigabitethernet gi_port | te. port: (1.8/0/1..4);
tengigabitethernet te_port | —port: {2.. o

id: (1.. ;
port-channel group | Vlanr;)': .((1432;‘)’
vlan vian_id] group:{2..

clear access-lists counters . O6HYNUTL BCce cyeTuymkn cnmckoB ACL, nMbo cuyeTymku pns
L. . gi_port: (1..8/0/1..24); .
[gigabitethernet gi_port | te. port: (1.8/0/1..4); cnuckos ACL 3agaHHoro nHtepdelica.
tengigabitethernet te_port | —port:{L.. o
group: (1..24)
port-channel group]

show interfaces access-lists MNoKa3blBaeT CYETYMKM CMIUCKOB JOCTYNa.
counters gi_port: (1..8/0/1..24);

[gigabitethernet gi_port | te_port: (1..8/0/1..4);

tengigabitethernet te_port | group: (1..24)

port-channel group]

KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexmme EXEC nmeet sua;

console#
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Tabnnuya 5.246 — KomaHgb! Ana npocmoTpa cnnckos ACL

KomaHda 3HaueHue Aeiicmeue
show time-range time_name: (1..32) MokasbiBaeT KoHdUrypauuto time-range
time_name cumBona

5.29.1 KoHgpueypupoesaHue ACL Ha 6a3e IPv4

B maHHOM pasgene npueeneHbl 3HAYEHUA U ONMUCAHUA OCHOBHbIX NAPaMeTPOB, UCMONb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, OCHOBaHHbIX Ha agpecauumu IPv4. Co3gaHne 1 BXoA B peXum
pefakTnposaHunA cnmckoB ACL, OCHOBaHHbIX Ha agpecauunmn IPv4, ocywectsnaeTca No KomaHge: ip
access-list extended access-1ist. Hanpumep, gna cosgaHua cnmucka ACL nog HasBaHuem
EltexAL Heo6Xx04MMO BbINONHUTL CAeaytowme KoMaHAab!:

console#

consolef#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al) #

Tabnuua 5.247 — OcHOBHble NapamMeTpbl, UCMOb3YyeMble B KOMaHAaX

3HaveHue

Mapamemp

Aelicmeue

permit

[Oewicteue ‘paspewnTs’

Co3paet paspewatouiee npasuno ¢puabtpaumm B cnucke ACL.

deny

[LewcTteue ‘3anpetuTs’

Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnncke ACL.

protocol

MpoTokon

Mone npeaHasHayeHO A4 yKasaHWA MNpoOTOKoNa (Man Bcex
NPOTOKONOB), Ha OCHOBE KoToporo 6yaer ocyuiectenserca
dunbTpayms. MNpu BbibOpe NPOTOKOAA BO3MOXHbI Cneaytoune
BapuaHTbl: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp,
idpr, ipv6, ipv6:rout, ipvé6:frag, idrp, rsvp, gre, esp, ah,
ipv6:icmp, eigrp, ospf, ipinip, pim, [2tp, isis, ipip, nnbo
YncnoBoe 3HaYeHne NPOTOKONa, B AnanasoHe (0 — 255).

Ona  cootBetcTBuA  N0H6OMY  NPOTOKONY  MCMONb3yeTcs
3HayeHue ip.

source

AZpec UCTOYHUKA

Onpepenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Macka agpeca
MCTOYHMKA

BuTtoBaA macka, npumeHaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegenser 6utbl IP-agpeca, KoTopbie Heobxogumo
WUTHOPUPOBATb. B 3HayYeHMA UTHOPUPYeEMbIX BUTOB [AOJIKHbI
6bITb 3anucaHbl eguHWUbl. Hanpumep, MCNoAb3ys MacKy,
MOXHO  onpegenutb Ansa npasuna dunbTpaumm IP-ceTb.
Y106b1 f,06aBUTL B Npasuao ¢unbTpaumum IP-cetb 195.165.0.0,
HeobxoAMMoO 3aAaTb 3HavyeHMe macku 0.0.255.255, 1o ecTb
COrNacHoO AaHHOW macke nocneaHue 16 6ut IP-agpeca 6yayTt
MTHOPUPOBATLCA.

destination

Aapec HasHayeHuna

Onpegaenset IP-agpec HasHaYeHUn nakera.

destination_wildcard

Macka agpeca
Ha3HayeHus

BuToBaa Macka, npumeHsemas K IP-agpecy Ha3sHaueHus
naketa. Macka onpegensetr 6utbl IP-agpeca, KoTopble
HeobXoAMMO WrHOPMPOBaTb. B 3HAYeHWs WUrHOPUPYEMBbIX
6UTOB  AO/MKHbI  6bITb  3anucaHbl  eAuHWUpl.  Macka
MNCMNONb3YeTCa aHaNorMYyHO macke source_wildcard.

vlan Waermndukatop Vian Onpepenser Vlan, pana KoToporo 6yaeT npUMeHATbCA
npasuno.

dscp Mone DSCP B OnpegenseT 3HayeHne DSCP-nons diffserv. BosamoskHble Koapl

3aronoske L3 coobueHnit nona dscp: (0 — 63).
precedence MpuopwuTet IP Onpegaenset npuoputeTt IP-Tpaduka: (0-7).
time_name Mma npodunn OnpegaenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/OB.
KOHPUrypaumm time-
range
icmp_type Tun coobuweHuit npoTtokona ICMP, wucnonbsyemblii  ans
- dunbtpaumm ICMP-nakeToB. Bo3moXKHble TUMbl COOBLLEHMM
nons icmp_type: echo-reply, destination-unreachable, source-
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quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,

parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-
request, address-mask-reply, traceroute, datagram-

conversion-error, mobile-host-redirect, mobile-registration-
request, mobile-registration-reply, domain_name-request,
domain_name-reply, skip, photuris, im6o uncnosoe 3HayeHne
TMna coobuieHns, B ananasoHe (0 — 255).

icmp_code Koa coobuieHunit npotokona ICMP, ucnonbayemblit  ans
Kog coobuieHnsn .
dunbTpaymm ICMP-nakeToB. Bo3moxKHble Koabl coobuieHui
npoTokona ICMP .
nons icmp_code: (0 — 255).
igmp_type Tun coobuweHnin npotokona IGMP, wucnonb3yembii ana
dunbTpaumm naketos IGMP. Bo3morKHble TuMbl COOBLLEHMI
Tun coobuweHunn h ) ]
nonsa igmp_type: host-query, host-report, dvmrp, pim, cisco-
npotokona IGMP
trace, host-report-v2, host-leave-v2, host-report-v3, nubo
4YMCIOBOE 3HaYeHMe TUNa coobuieHns, B ananasoHe (0 — 255).
destination_port Bo3moKHble 3HayeHus nons TCP-nopTa: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip
UDP/TCP-nopt (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
HazHaueHus (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd

(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time

(37), uucp (117), whois (43), www (80);

source_port ansa UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp

UDP/TCP-nopt .
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),

WCTOYHUKA
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags Ecav  pna  ycnosua  dunbTpaumm  dnar  gonkeH  6biTb

YCTaHOB/EH, TO MNepes HWM CTaBUTCA 3HAK «+», ecnn He
OOMIXKEH bbITb YCTAHOBAEH, TO «-». BO3MOMHble BapuaHTbI
®narm npotokona TCP | ¢naros: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin. Mpu uncnonb3oBaHUMM HeCKONbKUX naros B
ycnosumn dunbtpaummn, dnarm o6beguHATCA B OAHY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

disable_port BblkntoyaeT MopT, C€ KOTOpOro Obln  MPUHAT  NakerT,
OTKAtoYeHWe nopTa yaosneTsopAlowWwuniA  ycnosuam noboit M3 KomaHa, 3anpeta
deny, B cocTaBe KOTOpOI, BbIJI0 ONKUCaHO none.

log_input Bkntouaer OTNpPaBKY WHPOPMALMOHHbIX CcOObWweHNn B
OTnpaBKa COOBLEHMIN | CUCTEMHBII KypHan NpuM  MOJYyYeHMM naKeTa, KOTOPbIA
COOTBETCTBYET 3anucu.

offset_list_name HavmeHoBaHWe cnvcka | 3afdaeT MCnosb30BaHME CMMCKA WabioHOB NoJsib3oBaTens A
wabnoHos pacno3HaBaHuA nakeToB. [nAa Kaxpgoro cnucka ACL moxket

nonb3oBaTtens 6bITb ONpeseneH cBov CNUCOK WabnoHOB.
index MHpeKc  3agaeT NONOXKeHMe npaBuna B CAUCKE M ero
NHpekc npasuna npuoputeTr. Yem MeHblle WHAEKC — Tem MpuUOpUTETHEe

npasuno. inanasoH gonycTumblx 3HaueHuii 1-2147483647.

. Ana sblbopa Bcero gmanasoHa napameTtpos, Kpome dscp u ip-precedence ucnonbsyercs
V napameTtp «any».

Mocne Toro Kak xoTb ogHa 3anucb gobasBneHa B cnucok ACL, nocnegHeil No ymon4aHuio
V pob6asnsetca 3anucb deny any any any, KOTopaA O3Ha4yaeT UrHOpUpOBaHUE BCeX MAKETOB
He yaosneTsopsaowmx ycnosnam ACL.

Ethernet-kommymamopesi cepuu MES3000 223



HELTEX

Tabnnua 5.248 - KomaHgbl, Mcnonbyemble gnsa HacTpolikn ACL cnnckoB Ha ocHoBe IP-agpecaumm

KomaHda

Aeiicmeue

permit protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[ob6asnser paspeluatowyto 3anucb GuUAbTpaLMmM a8 NpoTokona. MakeTsl,
oTBevaloLLMe ycnoBuam 3anucu, byayT 06pabaTtbiBaTbCa KOMMYTaTOPOM.

permit arp

{any/source-mac source-mac-wildcard }
{any/ destination mac destination mac
wildcard}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

[vlan vian_id] [index index]

[obasnaeT paspelwatowyto 3anucb ¢uabTpauumn pgaa npotokona ARP.
MakeTbl, OTBevalowwue ycnosuam 3anucu, byayt obpabaTbiBaTbeA
KOMMYTaTOpOM.

permit ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[Jobasnaet paspewatowyo 3anucb ¢uabTpaumm ansa npoTtokona |IP.
MakeTbl, oOTBeYalwWwMe ycnoBMAM 3anucu, byayt obpabaTbiBaTbeA
KOMMYTaTOpOM.

permit icmp

{any|source source_wildcard}

{any| destination destination_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnaeT paspelwatouyto 3anucb GpuabTpaumm gns npoTtokona ICMP.
MakeTbl, oOTBeYalWwMe ycnoBMAM 3anucu, byayt obpabaTbiBaTbeA
KOMMYTaTOpOM.

permit igmp

{any|source source_wildcard }
{any|destination destination_wildcard}
ligmp_type]

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnseT paspelwatowyto 3anuce GpuabTpaumm Ans npotokona IGMP.
MaKeTbl, OTBevyawlmMe YCIOBMAM 3anucu, byayt obpabaTtbiBaTbeA
KOMMYTaTOpPOM.

permit tcp

{any|source source_wildcard }
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnseT paspewatowyto 3anucb ¢uabTpauum ans npotokona TCP.
MakeTbl, oOTBevawowwue ycnosuam 3anucu, b6yayt obpabaTbiBaTbeA
KOMMYTaTOpOM.

permit udp

{any| source source_wildcard}

{any| source_port}

{any| destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnaeT paspewarolyo 3anucb ¢uabTpaumm pas npotokona UDP.
MakeTbl, OTBeYallWMe YycnoBMAM 3anucu, byayt obpabaTbiBaTbCA
KOMMYTaTOpPOM.
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deny protocol

{any|source source_wildcard}
{any|destination destination_wildcard}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

[obasnser 3anpeLuatoutyto 3anuce GunbTpauuM ans npoTtokona. MakeTtsbl,
oTBevaloLme ycaoBuAM 3anucy, byayT 6A0KMPOBATbCA KOMMYTAaTOPOM.

Mpu wncnonb3oBaHWM KA4YeBOoro cnoea disable-port dusmnyeckuin
MHTepdeic, nNPUHABLWIMIA TaKoM nakeT, OyaeT BbikAoueH. [lpu
MCMONb30BaHMM  Kalo4eBOoro cniosa log-input  6yaetr  oTnpasneHo

COO0bLEHNE B CUCTEMHBIV KypHa.

deny arp {any/source-mac source-mac-
wildcard }

{any/ destination mac destination mac
wildcard }

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}] [vlan vian_id]

[ob6asnseT 3anpewatowyo 3anucb GuabTpauum gns npoTokona ARP.
MaKkeTbl, OTBevaloWwMe ycnoBMAM 3anucu, b6yayT 6a0KMpoBaTbCA
KoMmyTaTopom. [puM UMCNONb30BaHWW KatoueBoro cnosa disable-port
duU3MYecKMit nHTepdelic, NPUHABLLMIA TaKoW NaKeT, byaeT BbikAoyeH. Mpu
MCMONb30BaHUW  KAaloyeBoro cnosa log-input  6yper  oTnpaBneHo
CO0bLEHNE B CUCTEMHBII XKypHa.

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name] [vlan vian_id]

[Jobasnaet 3anpewatrollyto 3anuce euabTpaumm anas npotokona |IP.
MakeTbl, OTBevaloWMe ycAoBUMAM 3anucu, HyayT  610KMpoBaTbeA
KommyTaTopom. [Mpu uMcnonb3oBaHWM Kalouesoro cnosa disable-port
duU3MYecKUit nHTepdelic, NPUHABLLMIA TaKoW NaKeT, byaeT BbikAtoyeH. Mpu
MCNONb30BaHMM  KAOYeBOro cnosBa log-input  6yaetr  oTnpasneHo
coobuieHne B CUCTEMHBIIN XKypHa.

deny icmp {any|source source_wildcard}
{any|destination destination_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[index index] [offset-list offset_list_name]
[vlan vian_id]

[obasnaeT 3anpewatowyto 3anucb ¢unbTpaumm ana nportokona ICMP.
MakeTbl, oOTBevalowme ycaoBMAM 3anuck, OyayT  6HnokuposaTbeA
KommyTaTopom. [pu ucnonb3oBaHWWM KntouesBoro cnosa disable-port
dusnuecknin nHTepdenc, NPUHABLIMIA TaKoM NakeT, ByAeT BbIKNIOYEH.

Mpn wucnonbsoBaHUKM KakoyeBoro cnosa log-input 6GypeT oTnpasneHo
co0bLLEeHNE B CUCTEMHBIM XKypHa.

deny igmp {any|source source_wildcard}
{any|destination destination_wildcard}
[igmp_type]

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnaeT 3anpelLatowyto 3anucb GUAbTPaUUKM Ana npoTtokona IGMP.
MakeTbl, OTBevaloWMe ycAOBUAM  3anucu, OyayT 610KMpoBaTbCA
KommyTaTopom. [puM ucnonb3oBaHWWM KntoueBoro cnosa disable-port
du3nYecknin MHTepdenc, NPUHABLLMIA TakoWN NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHMKM  KAtoyeBoro cnosa log-input 6ypaetr  oTnpasfneHo
Co0bLLEHNE B CUCTEMHBII XKypHa.

deny tcp {any| source source_wildcard}
{any|source_port}

{any|destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnaeT 3anpewarowyo 3anucb GpuabTpaumm ana npotokona TCP.
MakeTbl, OTBevaloWMe ycAOBUMAM  3anucu, 6HyayT 6G10KMpoBaTbeA
KommyTaTopom. [puM UCNonNb30BaHWWM KntoueBoro cnosa disable-port
dU3nYeCcKnin MHTepdenc, NPUHABLLMIA TakoWN NakeT, byaeT BbikAtoueH. Mpu
MCMONb30BaHUM  KAtoyeBoro cnosa log-input  6yper  oTnpaBneHo
COO0bLLEeHNE B CUCTEMHbIN KYpHa.

deny udp {any| source source_wildcard}
{any| source_port}

{any| destination destination_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnaeT 3anpelwatowyto 3anuce ¢unbTpaumm gns npotokona UDP.
MakeTbl, OTBevalolWMe ycnoBMam 3anucu, byayT 6a0KMpoBaTbCA
KommyTaTopom. [puM MCNONb30BaHWWM KatoueBoro cnosa disable-port
duU3MYeCcKUI UHTepdelic, NPUHABLLMIA TaKOM NaKeT, OyAeT BbIKIOYEH.

offset-list offset_list_name {offset_base offset
mask value} ...

Co3aaéT cnucok WwabnoHoB nosb3oBaTeNs ¢ UMeHeM name. ImMa moxeT
BK/tO4YaTh OT 1 A0 32 cmBONOB.

B ofHOM KOMaHZe MOXeT coAep)KaTbCa A0 TPpUHaAZLATM LWwabioHOoB,
COCTOALMX U3 CieayoWwmnx napameTpos:
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offset_base — 6a30Boe cmelleHne. Bo3moXKHble 3HaYeHun:

L3 — Hayano 3aronoskKa IPv4

L4 — KoHeL, 3aronoskKa IPv4
offset — cmeweHme 6aliTa AaHHbIX B Npeaenax naketa. basosoe cmeleHue
NPUHMMaETCA 3a Havyalo oTcyeTa
mask — macka. B aHanuse nakeTa NPUHUMAIOT Y4aCTUE TO/IbKO Te paspsaabl
6aiTa, gNs KOTOPbIX B COOTBETCBYHOLMX pPa3psaaax Macku 3agaHa ‘1.
value — uckomoe 3HauyeHne

no offset-list offset_list name

YpanseT co3gaHHbIl paHee CrUCOK.

remove index index

YansaeT cosgaHHyo paHee 3anuch
- index — uHdekc npasuna

5.29.2 KoHdpueypuposaHue ACL Ha 6a3e IPv6

B gaHHOM pasgene npuseaeHbl 3HaYEHUA U ONMUCAHNA OCHOBHbIX MAPamMeTpoB, UCMOJIb3yeMbIX B
COCTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

Co3pgaHune 1 BXo4, B pexnm penaktuposaHma cnmckoB ACL, ocHOBaHHbIX Ha agpecaumun IPv6,

OCyLWLecTBNAETCA NO KOMaHAeE:

ipv6é access-list access-Iist. Hanpumep, gna cos3gaHuA

cnucka ACL nog HasBaHMem MESipv6 He06x04MMO BbINOIHUTD CAeAYHOLME KOMAHAbI:

console#

console#configure
console (config) #ipv6é access-list MESipv6
console (config-ipvé-al) #

Tabauua 5.249 — OCHOBHblE NapaMeTpbl, UCNO/b3yeMble B KOMaHAaxX

MpoTokon

Mapamemp 3HaveHue Aelicmeue
permit [ewcteue paspewmnTb Co3gaeT paspellatowee npasuno uabtpaumm B cnucke ACL.
deny [JelicTBue 3anpeTuTb Co3paeT 3anpeluatouiee npasuao puabtpaumm B cnmucke ACL.
protocol Mone npepHasHayeHO A/1A YyKasaHWA MpoToKona (Mam Beex

NPOTOKON0B), Ha OCHOBE KOTOporo 6yneT ocyuiecTBaseTcs
dunbTpayma. Mpu sbibope NMPOTOKOAA BO3MOXHbI Caeayrouime
BapWaHTbI: icmp, tcp, udp, nMbo uucnoBoe 3HayeHue
npotokona — icmp (58), tep (6), udp (17).

[nsa cooTeetcTBUA N060MY NMPOTOKOAY UCMOAL3YETCA 3HaYeHne
ipv6.

source_prefix/

AZpec oTnpaBuTens u ero

Onpepensier IPv6-agpec u pauHy npedukca cetn (0-128)

length O/IMHa (KonnuecTBo cTapwnx 6BUT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/ AZpec HazHavyeHuA u ero Onpeaenset IPv6-agpec u annHy npedukca cetn (0-128)
length O/MHA (KonnyecTBO CTapLwnX BUT agpeca) HasHaYeHUs NaKkeTa.
dscp None DSCP & saronoske L3 Onpep,enﬂeUT 3HayeHune DSCP-nonsa diffserv. BosamoxHble Kogpl
coobuieHunit nona dscp: (0 — 63).
precedence Mpuoputet IP OnpeaenseT npuoputeT IP-Tpadmka:(0-7).
time_name Mma npoduna OnpeaenseT KOHPUIYpPaLMIO BPEMEHHbIX MHTEPBasIoB.
KOHUrypaumm time-range
icmp_type Ucnonbsyetca gns dunbtpaumm ICMP-naketoB. Bo3mokHbie
TUMbI M YUCNOBble 3HAYeHUA coobLleHu nons icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobuweHunn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mid-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Koga, coobieHuin Ucnonbsyetca gna dunbtpaumm ICMP-naketoB. Bo3mokHble
npoTokona ICMP 3HayeHuAa nona 0 — 255.
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destination_port Bo3moKkHble 3HaueHumA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
UDP/TCP-nopt Ha3Ha4yeHusa | hostname (42), irc (194), klogin (543), kshell (544), lpd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), wWwWw (80);
source_port ons UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
UDP/TCP-nopt uctouHnka | ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).
JInéo uncnosoe 3HaveHue (0 — 65535).

list_of flags Ecaun pns ycnosus dpunbtpaunn paar 4oxKeH bbiTb YCTaHOBANEH,
TO nepes HUM CTaBMTCA 3HAK «+», €CiU He AoXeH 6biTb
YCTaHOB/IEH, TO «-». BO3MOKHble BapuaHTbl dpnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin.

dnarn npotokona TCP

disable-port BbIkfloyaeT MoOpT, C KOToporo 6blA  NPUHAT  NakKer,
OTKNtoYeHMe nopTa YO,0BNETBOPAOWMIA ycnoBuam ntobon U3 kKomaHz 3anpeTa deny,

B COCTaBe KoTopoi, 6bin10 onucaHo none.
log-input Bkntouyaer OTNpPaBKy MHGOOPMALMOHHBLIX COObLIEHUI B
OTnpaBKa coobueHni CUCTEMHDBIA  KYpPHa/l MpU  MOJAYYEHUM MNAKeTa, KOTOpPbIN

COOTBETCTBYET 3anncu.

offset_list_name 3apaeT MCNONb30BaHWE CMWCKA WabnoHoB nosb3osaTtena gns
pacnosHaBaHUA NakeTos. [ Kaxgoro cnmcka ACL moxeT bbITb

onpeaenieH CBOW CNUCOK WabaoHoB.

Nmsa cnncka 6UToBbIX
nonew

index VHaeKe NDaBIa MHaeKc npasuna B Tabauue, YeM MeHblle MHAEKC — Tem
Aekcnp np1opuTETHee Npasuno 1-2147483647

Ona Bblbopa Bcero gManasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3syertca
V napamerp «any».

Mocne ToOro, Kak xora 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHumu B CNUCOK
V pobasnatorca 3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HMUX pa3peLllaloT NOUCK coceaHUX IPv6 yCTPOMCTB C MOMOLLbIO NPOTOKONA

ICMPv6, a nocneaHAAa O3HayaeT UrHOPUPOBaHME BCEX MaAKETOB, He YA0BNETBOPAIOLWLUX
ycnosuam ACL.

Tabnunua 5.250 — KomaHabl, Mcnonb3yemble ans HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaunm

KomaHoa Aelicmeue
permit protocol [Jobasnaet paspelatollyto 3anmMcb GpunbTpauum Ana npoTokona. MakeTsl,
{any|source_prefix/length} oTBevaloLme ycnosuam 3anucu, byayt obpabatbiBaTbca KOMMYTaTOPOM.

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]

permit icmp [obasnaeT paspelwatowyto 3anucb GpuabTpaumm gaa npotokona ICMP.
{any|source_prefix/length} MakeTbl, OTBevalolwMe ycnosusam 3anucu, byayt obpabaTtbiBaTbeA
{ any| destination_prefix/length} KOMMYTaToOpOM.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]

[offset-list offset_list_name]
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permit tcp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range time_name]

[match-all list_of flags]

[offset-list offset_list_name]

[obasnaeT paspellatollyto 3anucb OuAbTpauum aAns npoTtokona TCP.
MakeTbl, OTBevaloWwMe ycnosuam 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOpOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[time-range time_name]
[offset-list offset_list_name]

[obasnaeT paspelwarowyto 3anucb GuabTpaumm aaa npotokona UDP.
MakeTbl, oOTBevalolWwMe ycnoBuam 3anucu, 6byayT obpabaTbiBaTbea
KOMMYTaTOpOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaeT 3anpeLatoLyto 3anuce GuabTpauum ana npotokona. MNaketobl,
oTBevaloLme ycnoBuam 3anucu, byayt 6J10KMPOBATHCA KOMMYTAaTOPOM.
Mpu wncnonb3oBaHUM Katoyesoro cnosa disable-port dusnyeckni
MHTepdenc, nNpUHABLWLIMIA  TaKoM nakeT, 6yaeT BbikAoyeH. [pu
MUCNONb30BaHUKM  KatoyeBoro cnosa log-input  6yaeT  oTnpasneHo
coobuieHne B CUCTEMHBIN KypHa.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{anylicmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[JobasnaeT 3anpelatowyo 3anucb ¢uabTpauumn ans npoTtokona ICMP.
MakeTbl, oOTBevawlwme ycnoBuAm 3anucu, b6yayr 6nokuposaTtbea
KommyTatopom. [pu wmcnonb3oBaHuMM Katoyesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLLMI TaKoM NakeT, ByaeT BbikAoYeH. Mpu
MUCNONb30BaHUKM  KntoyeBoro cnosa log-input 6ypeT  oTnpasneHo
cooblieHMe B CUCTEMHbIN KypHan.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaer 3anpelatolyto 3anvucb GuabTpaumm ana npotokona TCP.
MakeTbl, OTBevallMe ycnosBuMaAM 3anucy, Oyayt 6GaokuposaTbea
KommyTaTopom. [lpu wucnonb3oBaHuM Kntouvesoro cnosa disable-port
duU3nYecKnit MHTepdEc, NPUHABLLMI TaKoM NaKkeT, byaeT BbikAloYeH. Mpu
MCNonb30BaHUM  KatouyeBoro cnosa log-input  6yaeTr  oTnpaBneHo
coobLieHne B CUCTEMHbIN KypHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range time_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaeT 3anpewaroulyto 3anucb GuabTpaumm ana npotokona UDP.
MakeTbl, oOTBevYallWMe ycnoBMAM 3anucu, OyayT 61oKuMpoBaTbea
KommyTatopom. [lpu ucnonb3oBaHMKM KatoyeBoro cnosa disable-port
dun3nyecknii nHTepdeic, NPUHABLLMI TaKoM NakeT, byaeT BbikAtoYeH. Mpu
MCMNO/MIb30BaHMM  KloyeBoro cnosa log-input 6yaeT  oTnpaBneHo
CO0bLEHME B CUCTEMHDIN KYPHa.

offset-list offset_list_name { offset_base offset

mask value} ...

Co34aéT CnMCOoK WabsoHOB Nob30BaTeNA C UMeHEM name. UMa moeT
BK/ItOYaTb OT 1 A0 32 cMmBONOB.
B 04HOM KOMaHAEe MOXKET COAEpPKATbCA A0 NATU WabBNOHOB, COCTOALLMX U3
cnepyoLwmx NnapameTpoB:
offset_base — 6a30Boe cmelleHne. Bo3moXKHble 3HaYeHun:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeL, 3aronosKa IPv4.
offset — cmeweHure b6aliTa faHHbIX B Npeaenax nakerta. basosoe
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cMeLeHMe NPUHMMAETCA 3a Havaslo oTcyeTa
mask — macka. B aHannse naketa NPMHUMALIOT y4acTUe TONIbKO Te
paspsabl 6aiiTa, 414 KOTOPbIX B COOTBETCBYHOLLMX Pa3psaLax Macku
3agaHa ‘1.

value — uckomoe 3HayeHune

no offset-list offset_list name

YpanseT co3gaHHbIl paHee CrUCOK.

remove index index

YaansaeT cosgaHHyo paHee 3anuch
- index — uHAEKC npaBuna

5.29.3 KoHndpuzypuposaHue ACL Ha 6a3e MAC

B AaHHOM pa3gene npuseneHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NAaPaMeTPOB, UCMONb3YEMbIX B
cocTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.

CosgaHue u BXOA4 B pexmm pedaktupoBaHuAa cnuckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu,
OCYLLECTBNAETCA NO KOMAHAE: mac access-list extended access-1ist. Hanpumep, ana cosgaHusA
cnucka ACL nog Ha3BaHMeM MESmac Heo6xo4AMMO BbINONHUTL C/IEAYIOLME KOMAHAbI:

console#

consolef#configure
console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 5.251 — OcHOBHble NapamMeTpbl, UCMOb3YyeMble B KOMaHaax

Mapamemp 3HauyeHue Aelicmesue
permit [eWncTtBre paspewwmnTb Co3gaeT paspellatowee npasuno puabtpaumm B cnucke ACL.
deny [Oevicteue 3anpeTuTb Co3gaeT 3anpelatolee npasmao puabtpaumm B cnucke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

buToBasa macka,
npumeHaemasn kK MAC-
agpecy UCTOYHMKa NakeTa

Macka onpegenset 6utel MAC-agpeca, KOTopble HE0bX04MMO
UrHOPMPOBATb. B 3HauyeHWAa UrHopupyembix BUTOB AO/XKHbI
6bITb 3anucaHbl eauHWUbl. Hanpumep, MCNONb3ya MAcCKy,
MOXHO oOnpeaenuTb A8 npasuna GuAbTPaUUKM aAManasoHa
MAC-agpecos. YTobbl f06aBuTb B NpaBuio GpuabTpaumm Bce
MAC-agpec HaynHatlowmeca Ha 00:00:02:AA.XX.XX,
Heobxoanmo 3aaaTb 3HayeHue macku 0.0.0.0.FF.FF, To ecTb,
COrnacHO AaHHOM Macke, nocnegHue 32 6uta MAC-agpeca
6yAyT He BaXHbl ANA aHanu3a.

destination

Ap,pec Ha3Ha4yeHuA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_wildcard

buToBasa macka,
npumeHsaeman Kk MAC-
agpecy Ha3HayeHuA nakeTa

Macka onpegenset 6utol MAC-aspeca, KOTopble HE0bX04MMO
UTHOPUPOBaTb. B 3HaYeHUA WUrHopUpyembiXx BUTOB LONMKHbI
6bITb 3aMMcaHbl eanHUUbl. Macka MCnosib3yetca aHasormMyHo
macke source_wildcard.

vlan_id [nanasoH 3HayYeHui Moacetb VLAN ¢punbTpyembix NakeTos.
0-4095
cos [vanasoH 3HayeHWi Knacc obcnykusanua (CoS) uabTpyembix nakeTos.
0-7

cos_wildcard

ButoBas macka,
npumeHsaemas K Kaaccy
ob6cnyxusanus (CoS)
buUNbTPyeMbIx NakeToB

Macka onpegenser 6utbl CoS, KoTopble HeobxoaMmo
UrHOPMPOBaTb. B 3HauyeHWA urHopupyembix BUTOB AOMXKHbI
6bITb 3anMncaHbl eanHULbl. Hanpumep, 4Tobbl CNONb30BaTbL B
npasune ¢unbtpauumn CoS 6 n 7, Heobxogumo B none CoS
YKas3aTb 3HaueHue 6, b0 7, a B Nosie macku 3HayeHue 1 (7 B
LBOMYHOM npeactasneHum — 111, 1 — 001, nonyyaetcs, 4to
nocnefHuii 6ut, byner urHopmposatbea, To ectb CoS moxkeT
6bITb 60 110 (6), "Mbo 111 (7)).

OTnpasKa coobueHuni

eth_type [OnanasoH 3HayeHui Ethernet TMn ¢uAbTPyembIXx MakeToB B LWECTHAAUATEPUYHOM
0 — OxFFFF 3anucu.
disable-port BbIkfloYaeT MoOpPT, C KOTOpOro 6bll  MPUHAT  MakerT,
i YA0BNETBOPAIOLLMI YCNOBUAM KOMAHAbI 3anpeTa deny.
log-input Bkntouaet OTNpaBKy WMHGOPMALMOHHBIX COOBLEHNA B

CUCTEMHBIM KYpHan npu MOJNyYEHUM MNaKeTa, KOTopbIi
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COOTBETCTBYET 3anncu.

Mmsa npoduna OnpegenseT KOHOUTYpPaLUIO BPEMEHHbIX MHTEPBA/OB.

KOoHbUTypauum time-range

time_name

3agaeT Ucnonb3oBaHMe CNucka WwabsoHOB Nonb3oBaTensa Ans
pacnosHaBaHuA naketoB. [Ona Kaxpgoro cnucka ACL moxket
6bITb ONpeaeneH CBOM CNMCOK WabnoHOB.

offset_list_name .
ffset_list_ MobaliToBOE CMeLLeHNe OT

K/HOYEBOM TOYKM

index MHOeKc npaBuna B Tabauue, Yem MeHblUe WHAEKC — Tem

n
HAOEKC Npasuna npuoputeTHee npasunao 1-2147483647

Ona sbibopa Bcero guanasoHa napamerpos, Kpome dscp u ip-precedence ucnonbsyerca
V napameTtp «any».

Mocne Toro Kak xoTtAa 6bl ogHa 3anucb Ao6aBneHa B cnucoK ACL, nocnegHeit no ymoayaHuo
V pobaBnsaerca 3anucb deny-any-any, KOoTopas O3HauyaeT UrHOPUMPOBAHME BCEX MAKETOB He
) yaosnersopatowmux ycnosmam ACL.

Tabnunua 5.252 — KomaHabl, Mcnonb3yemble ansa Hactpolikn ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit

{any|{source source-wildcard}
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name] [index index]
[offset-list offset_list_name]

[ob6aBnser paspelwatrowyo 3anucb o¢uabTpauun. [lakeTbl, oTBevatowme
ycn0BuMAM 3anucu, byayT 06pabaTbiBaTbcA KOMMYTAaTOPOM.

deny

{any|{source source-wildcard}

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range time_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

Jobasnaet 3anpewatouyto 3anucb ¢unbTpauuu. [akeTbl, OTBevYaroLMe
ycnosusm  3anucu,  6yayt  6n0KMpoBaTbcA  KOMMyTaTopom.  [Mpu
MUCNONb30BaHUKN KAatoyesoro cnosa disable-port, ¢usnyecknin nHTepoeiic,
NPUHABLUWIA TaKOW NakKeT, 6yAeT BbIK/OYEH.
MpM  MCNONb30BaHMM KAOYEBOTO CAOBA
cooblieHMe B CUCTEMHDIN KypHan.

log-input  6ypet oTnpasneHo

offset-list offset_list_name { offset_base
offset mask value} ...

Co34aéT cnucok WabnoHOB No/b30BaTeNa C MMeHeM name. Uma moxKeT
BKAOYaTb OT 1 A0 32 cMumBONOB.
B oAOHOlM KOMaHZEe MOMKEeT coAepsKaTbCA A0 TpuHaauatv WwabnoHos, B
3aBUMCUMMOCTU OT BblIBpaHHOro perkmMma system mode, wWabnoHOB, cOCTOALMX
13 CNeayroLmnx napameTpos:
offset_base — 6a3oBoe cmelleHMEe. BO3MOKHbIe 3HaYeHuA:

12 cmelleHue oT Hadvana Ethrtype;

outer-tag  Hauano cmeweHusa ot STAG;

inner-tag Hayano cmeuweHuns ot CTAG;

src-mac Hayano cmewteHma ¢ MAC-agpeca UCTOYHUKA;
dst-mac Hayano cmelteHma c MAC-agpeca HasHayeHuA.

offset.offset — cmeweHne H6aliTa AaHHbIX B Npesenax naketa. bazosoe
CMelLeHVe NPYHUMAETCA 338 Ha4ano oTcyeTa

mask — macka. B aHanM3e NakeTa NpUHUMAIOT y4acTue TOIbKO Te paspagbl
6aliTa, ANA KOTOPbIX B COOTBETCBYOWMX pa3paaax Macku 3agaHa ‘1’.

value — ucKomoe 3HaueHue

no offset-list offset_list_name

Ypanaet CO3,D,aHHbIl\/‘I paHee CNUCOK.

remove index index

YaanaeT co3gaHHylo paHee 3anucb
- index — nHAeKc npasuna
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5.29.4 Hacmpoiika spemeHHbIX uHMepaeanoe «time-range» 0aa cnuckos docmyna

B paHHOM pa3gene npMBoaATCA KOMaHAbI HaCTpOﬁKM BPEMEHHbIX UHTEPBAIOB ANA CNUCKOB

ACL.

Co3gaHMe W BXog4, B PEXMM peaakTMpoBaHua npodunsa  KoHUrypauum

OoCywlecrtBnAaeTca no KOMaHAe:

time-range range name.

«time-range»,
Hanpumep, ana cosgaHua npodwuna

BPEMEHHbIX WHTEPBA/NOB MNMO4 Ha3BaHNEM http-a/lowed HEO6XO,CI,MMO BbIMO/THUTL chegytowne

KOMaHAbl:

console#
console#configure

console (config) #time-range http-allowed

console (config-time-range) #

Tabnuua 5.253 — KomaHapl pexkmma KOHPUIrypmpoBaHusa BpeMeHHbIX MHTEPBa/IoB

Mapamemp

3HayeHue

Aeiicmeue

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);
year: (2000..2097)

YcTaHaBAvBaeT abcoNtoTHbIE BPEMA U AaTy, KOr4a CNUCOK
[A0CTyna BCTYMaeT B CUAY.

Ypanaet orpaHu4yeHune No BpemeHu

YcTaHaBAMBaeT abCotOTHbIE BPEMA U AaTy 3aBepLueHns
AeiNcTBMA cnucKa goctyna.

Ypanaer orpaHuyeHve no spemenu. Ecav spems n gata
3aBepLUEHUNA AeNCTBMA CNUCKA LOCTYNa He YCTaHOB/EHDI,
TO CMMCOK AocTyna 6yaeT AeicTBOBaTL HEONPEAEeHHbIN
CPOK.

periodic day_of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the_weekl
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_weekl

[day_of the_week2...day_of the_week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday,
Saturday, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAMBaAET Bpema U AeHb Heenu, Koraa cnncok
JocTtyna byaeT akTUBeH.

Ypanaet orpaHu4eHune no BpemeHun.

5.30 KoHdurypuposaHue 3awutbl ot DoS-atak

[aHHbI Knacc KomaHa, no3sonseT 6710KMPoBaTb HEKOTOPbIE PAacNpPOCTPaHEeHHble Knaccbl DoS-

aTak.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

KomaHaHan CTpoKa B perkume rnobasbHOro KOHOUrypMpoBaHMA UMeET BUA,:

console (config) #
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Tabnnuya 5.254 — KomaHabl 4ns HAaCTPOMKM 3aWwmTbl oT DoS-aTak

apamemp

3HavyeHue

Aeiicmeue

security-suite deny martian-
addresses {reserved|add
ip_address |remove ip_address

}

3anpewaeT npoxoxaeHve ¢periMoB C  HeZoNyCTUMbIMU
(«mapcuaHckumm»)  IP-agpecammn  uctoyHuKa  (loopback,
broadcast, multicast).

security-suite dos protect
{add|remove} {stacheldraht|
invasor-trojan|
back-orifice-trojan}

3anpewaeT/pa3pewaeT NPOXOKAEHNE ONpeseNeHHbIX TUMNoB
TpadurKa, XapaKTEPHbIX 4/ BPeAOHOCHbIX MPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C MOpPTOM
MCTOYHMKA paBHbIM 16660;
- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C nopTom

Ha3HayeHus paBHbIM 2140 1 NOPTOM UCTOYHMKA 1024;
- back-orifice-trojan — oTtbpacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHnAa 31337 u NOPTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable

no security-suite enable

BK/IlOYaeT Kacc KOMaHg, security-suite.

OTKAKOYAET KNacc KoMaHa security-suite.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, epynnsl mopmos.

KomaHaHas cTpoka B perknume KoHbuUrypmpoBaHua nHtepdeiica Ethernet, rpynnbi noptos nmeet Bua;

console (config-if) #

Tabnunuya 5.255— KomaHaa KoHoUrypupoBaHus 3awmTbl oT DoS-atak ana nHtepdeicos

KomaHda

3HauyeHue

Aelicmeue

security-suite deny
{fragmented|icmp|syn}
{add|remove} {any|
ip_address [mask]}

no security-suite deny
{fragmented|icmp|syn}
{add|remove} {any|
ip_address [mask]}

Co3pgaet/ygasner npasuio, 3anpelatoliee
TpadmrKa, COOTBETCTBYIOLLLErO KPUTEPUAM.

- fragmented — ¢parmeHTMpOBaHHbIE NaKeTbl;
- icmp — ICMP-Tpaduk;

- Syn — syn-nakeTbl;

- ip_address — BanngHbIv IP-agpec;

- mask — macka B ¢opmarte IP-agpeca nnam npedukca.

NpoXoXaeHue

BoccTaHaBnAuBaeT 3HaYeHne No YMONYaHUIO

security-suite dos
syn-attack rate {any|
ip_address [mask]}

no security-suite dos
syn-attack {any| ip_address
[mask]}

rate: 5..1000 nakeTos
B CEKYHAY

3afaeT nopor syn-3anpocos Ha onpeaesneHHbIn IP-agpec/ceTb,
MNPy NpeBbllEHUM KOTOPOro AuwWHUMe dpermbl  byayT
oT6pachiBaThCA.

- ip_address — BanngHbint IP-agpec;

- mask — macka B ¢popmarte IP-agpeca unm npedukca.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO

5.31 KauectBo 06cnyuBaHua - QOS

Mo ymon4aHuMIo Ha BCEX NOPTax KOMMyTaTopa MCMO/Ib3YeTCA OpraHM3auna ovepeamn NakeTos no
meTtoay FIFO: nepsbiii npuwen — nepsblit ywén (First In — First Out). Bo Bpems MHTEHCUBHOM Nepeaayu

Tpaduka

npn UCNONb30BaHMUMN AAHHOINO MeTOoAda

MOFYT BO3HMKHYTb MpPo6/aembl, MNOCKONbKY

YCTPOMCTBOM MIHOPUPYIOTCA BCe MakKeTbl, He Boweawune B bydep ovepenm FIFO, M cooTBETCTBEHHO
TepsatoTca 6e3Bo3BpaTHO. Pewwaet gaHHyo npobaemy meTos, OpraHM3yOWMi ovepeamn No NPUOPUTETY
Tpadpuka. MexaHmam QOS (Quality of service — kKauyecTBO 06cCnyXuMBaHMA), peanu3oBaHHbIA B
KommyTaTtopax MES3000, no3sonsieT opraHM30BaTb BOCEMb oO4vepenert MnpuopuTeTa MNaKeToB B
3aBMCMMOCTM OT TUNA NepesaBaeMbiX JAHHbIX.
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O6cnyKuBaHue ouepeaei

Anroputmbl  0BCAYKMBAHWA oOyepenen NO3BOAAKT MNPefoCTaBAATb PasHblit ypoBeHb QOS
TpaduKy pasHbIx Knaccos. Kaxaaa oyepenb 3aHMMAETCA MaKeTaMK C onpeaefeHHbIM NPUOPUTETOM.
TpebyeTca, 4TOObI BbICOKOMPUOPUTETHLIN TpaduK 0bpabaTbiBanca C MUHUMANABHOW 3a4€pPXKKOMN, HO
npu 3TOM He 3aHWUMan BCHO MOAOCY MPOMYCKAHWUA, U YTOObI TPadMK KarKAOro M3 OCTafbHbIX TMNOB
obpabaTbiBancA B COOTBETCTBUMU C €ro MPUOPUTETOM. ITO peanmsyeTca Npu NOMOLUM MexaHM3ma
«oTceyeHua xBocTa» (tail-drop), ucnonb3oBaHWsA BUPTYasbHbIX MaKeTHbIX OydepoB W HACTPOIKM

pasmepoB oyepeae.

B KOoMMyTaTope MMeeTcs HaCTPOMKa NO YMOJIMaHMIO AA Pa3sMepoB ovepeseint U NapameTpos
BMPTYaNbHbIX NaKeTHbix bydepos. MNMpu HEOOXOAMMOCTU AAHHYK HACTPOMKY MOXKHO WU3MEHWUTb Mpu
NoMOLLM MexaHM3Ma «qos tail-drop profile».

5.31.1 Hacmpolika QoS

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pekmnma rnobanbHOro KOHGUIrypnpoBaHus:

console (config) #

Tabnnua 5.256 — KomaHabl pexkuma rnobanbHOro KOHPUrypmMpoBaHUs

3HayeHue/3HayeHue rno

no qos

KomaHoa Aelicmeue
YMOAYAHUIO

gos [basic | advanced PaspelwaeT KommyTaTopy ncnosb3osaTb QOS.

[ports-trusted | - basic — 6a3oBbIit pexkum QoS;

ports-not-trusted]] - advanced — paclIMpPEHHbIN pexMm KoHdUrypuposaHua QoS,
BK/IHOYAIOLLMI MOHbIV NepevyeHb KOMaHA, HacTpolikn QoS;
- ports-trusted — B AaHHOM  MOApPEXMMe  nakeTbl
HanpaBAAIOTCA B BbIXOAHYIO O4yepesb Ha OCHOBaHWW nonei B
3TMX NaKeTax:

-/basic - ports-not-trusted — B [AaHHOM MOApPEXMME BCe MaKeTbl

HanpaBAAIOTCA B HY/NEBYD  BbIXOAHYIO ouyepeab Mo
YMOMYaHWIO, ANA OTMpaBKM B ApyrMe odepegun Tpebyetca
Ha3HayaTb Ha BXOAHOMN MHTepdeNc cTpaTernto Knaccupukaumm
TpadwuKa (policy-map).

YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.

V HacTpoiiku QOS npu atom 6yayT yaaneHbl.

qos advanced-mode trust
{cos | dscp |cos-dscp}

no qos advanced-mode
trust

-/BbIKNIOYEHO

YcTaHOBUTb MeTOA, A0BEPMA Ha NopTax npu paboTte B pexume
paclmpeHHOro KoHeurypuposaHuna QoS n nogpexkume ports-
trusted.

- €OS — NopT goBepseT 3HavyeHuto 802.1p User priority;

- dscp — nopT gosepseT 3HaueHuto DSCP B IPv4/IPv6-naKkeTax;

- cos-dscp — nopT posepaeT obomm yposHAM, ogHako DSCP
nmeeT npuoputeT Hag 802.1p.

YcTaHaBAnBaeT MeTo/, N0 YMOHAHUIO.

gos statistics interface

no qos statistics interface

-/BbIK/IOYEHO

BK/IIOUMTb PEXMM CTaTUCTUKM KnaccuomKaumm Tpaduka Ha
du3MYecKmx nHTepdericax.

OTKAOYUTD PeXUMU CTAaTUCTUKU.

qos tail-drop profile
profile_id

no qos tail-drop profile
profile_id

profile_id: (1..4)

Cozpgatb npodunb gos tail-drop.

Yaanutb npoduns qos tail-drop.

class-map
class_map_name
[match-all| match-any]

class_map_name: (1..32)
cumsonos/match-all

1. Co3gaet Cnuncok Kputepues Knaccudukaummn TpadumKa.
2. BxoguT B peXMM pepaKTMpOBaHUA CMWUCKa Kputepues
KnaccuouKkaumm TpadukKa.
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no class-map
class_map_name

- match-all — Bce KpuTepuMM JAHHOTO CNKUCKA AONXKHbI ObITb

BbIMNO/IHEHDI;

- match-any — oauH, nwb6oi KpUTepuin AAHHOTO CMMCKa

LOJKEH BbITb BbINONHEH.

V' B cnucke Kputepues moKeT 6biTb OAHO MAM ABa
npasuna. Ecan npasuna aBa, u 06a oHU yKasbiBaloT

Ha pas3Hble TMnbl ACL (IP, MAC), To KnaccudpuKkauua byper

OCYLUECTBAATLCA NO NepPBOMY B CIMCKEe BEPHOMY NpPaBuay.

V [feiicTByeT TONbKO ANA pexxmuma gos advanced

Ypanset cnucok KpuTtepues Knaccuduraumm Tpadumka.

policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBOJI0B

1. Co3paert cTpaTteruto knaccuduraumm Tpaduka.
2. Bxogut B pexunm penakTMpoBaHma
Knaccupukaumm Tpaduka.
V B opHOm HanpaB/ieHUMM NOAAEPKMBAETCA TOJbKO
ofHa cTpaterusa Knaccudukaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasausaer DSCP=0 pna IP-
naketoB u CoS=0 ana TerMpoBaHHbIX NAKETOB.

cTpaTternu

V JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypanaet npasuio knaccudurkaumm tpadmka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;

committed_rate_kbps:
(3..57982058);

committed_burst_byte:
(3000..19173960)

Onpegenser wabnoH HAcTpoeK, KOTOPbIA  MO3BOAAET
OrPaHUYUTL NOJIOCY MPOMYCKAaHMA KaHana U B TO Ke Bpems
rapaHTMpPOBaTb OMNpPEeLENIEHHYI0 CKOPOCTb Nepesayn AaHHbIX.

Mpun paboTe ¢ NONOCOM NPOMNYCKAHMA UCMONb3YETCA aNTOPUTM
MapPKUPOBAHHOM «KOP3WHbI». 3aJayveit anroputma AsaseTcA
NPUHATUE pelleHWsa: nepefaTb MNakeT WM OTOPOCUTD.
MapameTpamu anropmutma ABNAIOTCA — CKOPOCTb MOCTYNAEHUA
(CIR) mapKepoB B «KOpP3MHY» 1 06BEM (CBS) «KOP3UHbI».

- committed-rate-kbps —
TpaduKka, Kb6MT/c. [aHHas
nepegaye nHdopmaunu;

- committed-burst-byte — pasmep caepKuBatoLLero nopora 8
baiiTax;

- drop — naker 6yger oT6pOLLEH,
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenosHeHNn «KOP3UHbI»
3HauyeHue DSCP 6ygeT nepeonpeseneHo.

cpefHee 3HayeHMe CKOPOCTU
CKOPOCTb rapaHTUpyeTca npu

KOrga «KOp3uHa»

V’ Henb3a ypanutb wabnoH HacTpoek, ecanm OH
ucnonb3yerca B cTpaterum policy map, nepea
yAaneHnem cnegyetr yAanuTb HasHayeHue wWabnoHa
cTpaterum: no police aggregate aggregate-policer-name

\ [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet wabnoH HACTPOEK perynnpoBaHnA CKOPOCTHU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHusa CoS no

YMOYaHUIO ANA oYepesent:
CoS =0—ouvepeap 3
CoS=1-ou4epeap 1
CoS =2 —ouepeap 2
CoS =3 —ouepeap 4
CoS =4 —ouepeap 5
CoS =5—ouepeap 6
CoS =6 —ouepeap 7
CoS =7 —ouepeap 8

Onpegenser 3HadeHua CoS pana ouepefeit wmcxoasLlero
TpadukKa.

YcTaHaBAMBaeT 3HaYeHUA no YMONYaHUIO.
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wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weightd: (0..255)/1

MpucBanBaeT Bec WCXOAALWMM oOYepessm, MCMOb3yemblit
mexaHuamom WRR (Weighted Round Robin — Becosoli
MexaHW3M pacnpegeneHun HarpysKku).

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of _queues: (0..8)

Mo ymonuaHutio, Bce
oyepean obpabaTbiBatOTCA
no anaroputmy «strict
priority».

3apaeT KO/IMYECTBO NPUOPUTETHBIX ovepesen.
Ana npuoputetHoA ouepegu Bec WRR byger
MrHOPUpPOBaTbCA.
Ecnn 3apaertca otamyHoe ot «0» 3HayeHune N, To ctapwme N
ouepepeii 6yayT npuoputeTHbiMu (He GyAyT yyacTBoBaTb B
WRR).
MNpumep:
0: BCe ouepeaM paBHONPABHbI;
1: cemb mnagwmx odepepgeii yyactsywtr B WRR, 8-as He
y4yacrsyer;
2: wecTb MaagwWwux ouepepeit ydactsyior B WRR, 7,8 He
y4acTByIOT.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

qos wrr-queue threshold
gigabitethernet
queue_id
threshold_percentage

no qos wrr-queue
threshold gigabitethernet
queue_id

queue_id: (1..8);

threshold_percentage:
(0..100)/3HaueHmne
NMOpPOroBbIX HACTPOEK ANA
oTbpacbiBaHMA
M36bITOYHOIO TpaduKa
pasHo 80%

YcTaHaBAMBAEeT NOPOroBble 3HayYeHUA p[as  OTOpacbiBaHUsA

M36bITOYHOrO TpaduKa oyepeam.

V’ 0O6bem TpadpuKka B 3aBUCMMOCTU OT €ro npuopuTeta
CpaBHUBAeTCA C COOTBETCTBywOW MM noporom. Ecaum

nopor npesbllLEH, nakertbl C  COOTBETCTBYHOLUM

npuoputetom cbpoca 6yayT oTépacbiBaTbCA B Te4EHUE BCEro

BPeMeHMU, NOKa NOpor NpeBbiLEH.

[eiicTBYyeT TONbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA NOPOroB Mo YMOAYAHUIO

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/IIOYEHO

Bkntoyaetr WRTD (Weighted Random Tail Drop) Becosoit
Me3aHM3M yaaneHnaA NakeTos 13 odepesei.

| U3meHeHMA BCTYNAT B CUAY MoOCAe nepesarpysKku
V ycTpoiicTBa.

Nocne nepe3arpysku  ycTpoOWCTBa  yAanatoTca
V HaCTPOIiKKN ouepepei, B KOTOPbIX O6blan HACTPOIKK Y-

sharing, a Takxe Bce Hactpoiku port-limit. Takxe
3anpeLyatoTca HacTpoiku Y-sharing u HacTpoiiku port-limit.

Bbikntoyaet WRTD.

qos map enable {cos-dscp
| dscp-cos}

no gos map enable {cos-
dscp | dscp-cos}

Mcnonb3oBatb 3afaHHyl0 Tabauuy nepemapKMpoOBKU 448
[LOBepeHHbIX MOPTOB KOMMYTaTOpa.

He “cnonb3oBaTh TabauLy NepPeMapKUPOBKM.

qos map policed-dscp
dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp_mark_down: (0..63)/
Tab/1MLa NOBTOPHOW
MapKUPOBKK ABNAETCA
NycTOW, TO eCcTb 3HaYeHuA
DSCP pgna Bcex BXxoaaLmx
MaKeToB OCTatoTCA
HEU3MEHHbIMU

3anonHaeT Tabauuy nepemapkuposku DSCP. [na Bxoaalmx
MakeToB C YKa3aHHbIMM 3HavyeHuamu DSCP 3agmaer HoBoe
3HayveHue DSCP.

- dscp_list — onpegensetr o 8 3HauyeHuit DSCP, 3HauyeHus
pasaenatoTcs 3Hakom npobena.

- dscp_mark_down — onpegenseTr HoBoe 3HayeHue dscp.

V [eiicTByeT TONbKO AN pexxuma gos advanced.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

qos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..8)
3HayeHuMs Mo YMOYaHUIO:
DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeap 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeapb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHaBAVMBAET COOTBETCTBUE MeXAy 3HauyeHuamu DSCP
BXOAALLMX NAKETOB U ouepeaamu.

- dscp_list — onpegensetr o 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcsa 3Hakom npobena.

YcTaHaBAMBaeT 3HaYeHUs no YMON4aHUKo

Ethernet-kommymamopesi cepuu MES3000

235




HELTEX

qos map dscp-dp dscp_list
to dp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/ Bce nakeTbl
MMeloT npuopuTeT cbpoca
dp=0

CTaBuT B cooTBeTCTBME 3HayeHuto DSCP npuoputet otbpoca
(4em BblWe 4WCNIOBOE 3HAYEHME NPUOPUTETA, TEM HUXKe
BEPOATHOCTb TOrO, YTO MakeT ByaeT oTbpolleH; B nepsyto
ouyepeab OTOpACLIBAOTCA MaKeTbl ¢ npuoputeTom cbpoca O,
3atem 1, 3atem 2)

- dscp_list — onpepenser no 8 3HaveHuit DSCP, 3HaueHus
pasaenstoTca 3Hakom npobena.

V' DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBAET 3HAYEHUA No YMOYaHUIO.

gos map dscp-cos dscp_list 3anonHAeT Tabnauuy nepemapkuposkn DSCP. 3ameHaeT
to cos dscp_list: (0..63); 3HaueHune DSCP Ha CoS.

no qos map dscp-cos cos: (0..7) BepHyTbCA K 3HAYEHMAM N0 YMONYaHUIO.

[dscp_list]

gos map cos-dscp cos to 3anonHaeTr Tabnuuy nepemapkupoBkn CoS. 3ameHset

dscp_list

no gos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3HayeHune CoS Ha DSCP.

BepHyTbCH K 3Ha4YeHUAM N0 YMO/TYaHUIO.

qos trust {cos | dscp}

no qos trust

-/cos

YcTaHaBAMBaEeT peXMM [AOBepua KommyTtaTopa B 6asoBom
pexkmume QoS (CoS naum DSCP).

- COS — YCTaHABAMBAET KnaccudumKaLmioo BXOAALWMX NAKETOB MO
3HayeHuAm CoS. [1na HeTerMpoBaHHbIX NAaKeTOB MCNO/b3yeTcA
3Ha4veHune CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaeT KnaccudUKaumioo BXOSALLMX NAKETOB
no 3HavyeHnam DSCP.

V’ [eicTByeT TONIbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA No YMO4YaHUIO.

qos dscp-mutation

no qos dscp-mutation

MNo3BonseT nNpUMEHUTb Tabauuy UM3MeHeHuit dscp K

COBOKYMHOCTU dscp-A0BepeHHbIX MOpTOB. Mcnonb3osBaHue

TabMLUbl U3MEHEHMI NO3BONSAET NepesanuncaTb 3HaYeHua dscp

B IP-makeTax Ha HOBble 3HaYeHMA.

V' MpumeHUTb Tabnuuy usmeHeHunii DSCP BO3MOXKHO
TONbKO ANA  BXogAwero TpaduKa [OBEPEHHbIX

nopToB.

V [elicTBYeT TONbKO ANA peruma qos basic.

OTMeHAET UCNOb30BaHMeE KapTbl USMEHEHU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)/kapTa
N3MEHeHW saBnsaeTca
NycTOW, TO ecTb 3HaYeHuA
DSCP pgna Bcex BXxoaaLmx
NakeToB OCTalOTCA
HEN3MEHHbIMMN

3anonHaeT Tabauuy nepemapkuposku DSCP. Ona Bxoaawimx
NaKeToB C YKa3aHHbIMM 3HayeHusamu DSCP 3apaeT HoBble
3Ha4veHuAa DSCP.

- in-dscp — onpegenser po 8 3HauveHuit DSCP, 3HayeHus
pasaenatoTca 3Hakom npobena.

- out-dscp — onpepensetr A0 8 HOBbIX 3HauyeHui DSCP,
3HayeHuA pas3gensatoTca 3Hakom npobena.

\ [JeiicTBYyeT ToNbKO ANA pexxuma qos basic.

no gos map dscp-mutation
[in_dscp]

YcTaHaBAnBaeT 3HaYeHUA NO YMOJTHAHWUIO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1 .. 4094);
rate: (3 .. 57982058)
K6uUT/C;
burst: (3000 .. 19173960)
6anT /128K6anT

YcTaHaB/MBaeT orpaHuuyeHune
Tpadmka gns 3agaHHomn VLAN.
- vlan_id — Homep VLAN:

- rate — cpeaHAA ckopocTb Tpaduka (CIR), K6UT/C;

- burst — pasmep caepXuBatoLLero nopora (orpaHuuyeHune
cKopocTK) B BaitTax.

CKoOpoCctTn Aana BxoaAauwero

CHumaet orpaHun4yeHuMe CKOpPOCTU BXoaAaLwero Tpad)m(a.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

Bug, 3anpoca KoMaHAHOW CTPOKM PeXKMMa pefaKkTMPOBaHUA CNMCKa KpUTEPUEB KaaccubuKaumm

Tpaduka:

console#configure
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console (config) #class-map class-map-name [match-all|match-any]
console (config-cmap) #

Tabanuya 5.257 — KomaHgbl pexxuma pegakTMpoBaHUA CNMCKA KpuTepues Knaccudmkaumm Tpaduka

KomaHoa 3HaveHue Aelicmeue
match access-group [JobasnaeT Kputepuii Knaccudukaumm Tpadpuka. Onpeaenser
acl_name npasuna ¢unbTpauumn Tpaduka no cnucky ACL pgna
KnaccuduKaumu.
acl_name: (1..32) DeiictByeT TonbKO ANA pexuma qos advanced.
CMMBOJI0B V
no match access-group Ypanaer Kputepuii kKnaccudmkaumm Tpaduka.

acl_name

KomaHObI pexcuma pedaxkmuposaHUsa cmpame2uu Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHOHOM CTPOKM pexuma pefakTUpPOBaHMA CTpaTerMm KnaccuduKaumm
TpadukKa:

console#configure
console (config) #policy-map policy-map-name

console (config-pmap) #

Tabnuua 5.258 - KomaHabl pexknuma pefakTMpPoBaHUA cTpaTerMm Knaccudurkaumm Tpadurka

KomaHoa 3HaveHue Aelicmeue
class class_map_name Onpegenset npasuno Knaccubukaumm Tpaduka v BXOAUT B
[access-group acl_name] peXum KOHPUrypupoBaHUa npasuaa Knaccudurkaumm — policy-
map class.

- acl_name — onpegenseT npasuaa ¢unbTpauumn Tpadpurka no
cnmucky ACL ana knaccudukaumu. Mpu co3gaHMM HOBOTO
npasuaa Knaccuoukaummn, onuMoHasbHbIM NapameTp access-

class_map_name: group obasaTeneH.
(1..32) cumBonos V [Ana Toro uto6bl UCNONL30BaTb HACTPOMKKM CTPaTernm
policy-map ana uHtepdeiica, ucnonb3yinte KomaHay

service-policy B pexxume KoHouUrypauum uHtepdeiica.
V [elicTByeT TONbKO ANA pexuma qos advanced.

no class class_map_name YpanaeTr npasuno Knaccuobukauum Tpaduka class-map w3
cTpaTerum policy-map.

KomaHObI pexcuma KOHgU2ypupo8aHuUsa npasuad KaAaccugpukayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXxnma KOHPUrypupoBaHUA NpaBmnaa KnaccuobuKkaumm:

console#configure

console (config) #policy-map policy-map-name

console (config-pmap) #class class-map-name [access-group acl- name]
console (config-pmap-c) #

Tabnnuya 5.259 — KomaHab! pexnuma KOHPUryprupoBaHua npaBuaa Knaccmdurkaumm

KomaHoa 3HaueHue Aelicmeue

trust [cos | dscp | cos-dscp] Onpegenser pexum [O0BepuA K onpeaesieHHoOMYy Tuny
TpaduKa. [laHHOM KOMaHZOM BbIbMpPaeTca 3Ha4YeHue, KoTopoe
QoS byaeT ncnonb3oBaTb B KaYecTBe BHyTpeHHero DSCP.

- €0S — B KayecTse BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KauyectBe BHyTpeHHero DSCP ucnonb3yertca DSCP
BXOAALLMX NAKETOB (3HaYeHMe No YMONYaHUIO);

- cos-dscp — B KauyectBe BHyTpeHHero DSCP ucnonb3yetcs

-/pexum gosepus He
ycTaHoB/ieH
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no trust

DSCP BxogAawmx naketos, ecam 370 IP-nakeTbl, nHave CoS.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

set

{dscp new_dscp |

queue queue_id |

cos new_cos | vlan vian_id}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

no set

YcTaHaBAMBAET HOBble 3HaYeHua ana IP-nakera.
/| Komanpa set sBsnsetca B3aumowuckniovalowei ¢
KOMaHAoi trust gnAa oAHOW M TOWU Ke cTpaTeruu

policy-map.
V Crparerum policy-map, ncnonb3yiowme KomaHgbl set,
trust wanm  umerowmii  Knaccudpukauuio  ACL,

HA3HAYalTCA TO/IbKO ANA UCXOAALMNX UHTepdelicoB.
DeiictByeT TONbKO ANA pexxuma qos advanced.

Y

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

committed_rate:
(3..12582912) kbut/c;

committed_burst:
(3000..19173960) Gaiit

no police

M03BONAET OrPAHNUYUTL NOMOCY NPOMNYCKAHMA KaHana U B TO
e Bpems rapaHTUpoBaTb ONpeaeNeHHY CKOPOCTb Nnepeaaqn
OaHHbIX.

Mpu paboTe c Nosocol NPONYCKaHWA UCNOb3YETCA AITOPUTM
MapKMPOBAHHOM «KOP3MHbI». 3agadyelt anroputma asaserca
NPUHATME peleHua: nepedaTb MaKeT wWAM  OT6pOCUTL.
MapameTpamun anroputma ABAAKOTCA — CKOPOCTb MOCTYNAEHUA
(CIR) mapKepoB B «KOpP3MHY» 1 06BEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpepHee 3HauyeHUe CKOPOCTU
TpadumKa, K6UT/c. [laHHAA CKOPOCTb rapaHTUpyeTcs npu
nepegaye nHbopmaumu;

- committed_burst_byte — pasamep caeprKMBatoLWEero nopora B
baiiTax;

- drop - naker 6yger oTbpolweH,
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenonHeHun
3Ha4yeHue DSCP byaet nepeonpeseneHo.

V [eilicTBYyeT TONbKO ANA pexuma qos advanced.

Korga «KOpP3UHa»

KOP3UHbI,

OTkAtovaet peryampoBaHme CKOpPOCTU KaHana.

police agregate
aggregate_policer_name

(1..32) cumBonos

no police agregate
aggregate_policer_name

aggregate_policer_name:

HasHavaeT npasuny Knaccudukaumm Tpaduka  wabnoH
HacTpoeK,  KOTOpbili  MO3BO/IAET  OrpPaHWYMTbL  MOJIOCY
MPOMyCKaHWA KaHana M B TO e Bpema rapaHTMpoBaTb

onpefeneHHyo CKOpPOCTb Nepesaym AaHHbIX.

V [eiicTByeT TONbKO AnA pexxuma qos advanced.

YpanseT WwabAoH HAaCTPOEK PeryampoBaHMA CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHUusa npogungd gos tail-drop

Bupa 3anpoca KOMaHAHOM CTPOKU perKnma KOHOUrypupoBaHua npoduna qos tail-drop:

console#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnnua 5.260 - KomaHgbl pexkuma KoHpurypuposaHua npoduns qos tail-drop

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..900)/64

3afaTb pa3mep NakeTHOro pasAensemoro nyna ans nopra.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

queue queue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

limit: (0..900)/64;
queue_id: (1..8)

M3meHWUTb napamepbl ovepeam:

- queue_id — Homep ouyepeau;

- limit — KonnyecTBO NaKeToB B OYepesy;

- without-sharing —3anpetuTb goctyn K o6wwemy nyny;
- with-sharing — paspewunTtb gocTtyn K o6wemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet, 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM perKMma KOHPUrypupoBaHusa uHTepoelica Ethernet, rpynnbi

NnopTOB:

console (config-if)#

Tabnuua 5.261 — KomaHapl pexkmuma KoHpurypmposaHusa nHtepdeinca Ethernet, rpynnel noptos

KomaHoa

3HauyeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio knaccuduraumm Tpadumka.

V’ B oAHOM HanpasneHUn uHTepdeiicom
nopaAepX1BaeTca TONbKO OA4Ha cTpaTerus
Knaccudpukauum tpaduka.

V JeiicTBYyeT TONbKO ANA pexxuma gos advanced.

Ypanaet cTpaTervio KnaccupuKkaunm tpaduKa c nHtepdeliica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) K6uT/C

committed_burst:
(4096..16769020) 6aiit

YcTaHaBAMBaAET OrPaHWYEHME CKOPOCTU AN UCXOAALLEro
TpaduKa yepes nHTepoeic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep caepXuBatowero nopora
(orpaHuuyeHue ckopocTu) B HaiTax.

CHMMaET orpaHMYeHne CKOpoCTM ncxoasallero Tpaduka yepes
MHTepoeic.

traffic-shape queue

queue_id committed_rate

[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) k6bUT/C

committed_burst:
(4096..16769020) 6aiT

YcTaHaBAMBaEeT OrpaHUYEHUE CKOPOCTU TpaduKa uyepes
MHTepdenc aAna ucxogallein oyepeau.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAepKuBalowWwero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHMMaeT orpaHuyeHWe CKOpocTu TpaduKa yepes UHTepdeiic

queue_id queue_id: (0-8) ANA UCXoAAWei o4epean.
qos trust [cos | dscp | cos- BkntoyaeT 6a30Bbili MexaHM3M (OS AN MHTepdeiica.
dscp] - cos — nopT goBepseT 3HaveHuto 802.1p User priority;
- dscp — nopT aosepsieT 3HadeHnto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT posepsAeT obomMm yposHAM, ogHako DSCP
-/BKAtOYEHO nmeeT npuoputeT Hag 802.1p.

no qos trust

V [elicTByeT TONbKO ANA pexkuma qos basic.

BblkntoyaeT 6a30BbIi MeXaHW3M qos AN UHTepdelica.

rate-limit rate [burst]

no rate-limit

rate: (3 .. 10000000)
K6uT/C
burst: (3000 ..
19173960) 6ant
/128k6ant

YcTaHaBAMBaeT oOrpaHUYeHMe CKOpOCTU [ANA  BXOAALLEro
TpaduKa.
| [aHHaa KomaHga pAoCTyMHa TONbKO B pexume
KOHUrypupoBaHua uHtepdeiica Ethernet.

CHumaet orpaHu4yeHune CKoOpocTn exoaauiero Tpad)MKa.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..4)/-

Mcnonb3oBaTb 3aaaHHbIN Npoduab Ha MHTepdelice.

3HayeHue no YMONYaHUIO.

qos cos
default_cos

Nno qos cos

default_cos: (0..7)/0

YcTtaHaBaunBaeT 3HayeHne CoS no ymonuyaHumio gns nopra (CoS,
NpUMeHAeMbl  ANA  BCEro HeTermpoBaHHOro Tpadwuka,
npoxogsaLLero yepes nHTepdeic)
| [laHHaA KOMaHAA AOCTYNMHA TONbKO B pexume
KOHOUrypupoBaHua uHtepdeiica Ethernet.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Vian

Bua 3anpoca KOMaHAHOM CTPOKU perknma KoHbUrypupoBaHusa nHtepdeica Vian:

console (config-if)#
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Tabnnua 5.262 - KomaHgb! pexknuma KoHPuUrypuposaHua nHtepoeica Vlan

KomaHoa 3HayeHue Aelicmeue
oS COS egress cos YcTaHaBAMBaeT 3HayeHWMe napameTpa nons npuopuTeTa
cos: (0..7)/0 802.1p ANnA ncxoaALLero TerMpoBaHHOro TpaduKa.
Nno qos cos egress YCTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 5.263 — KomaHab! pexuma EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexunm QOS HacTpoeHHbI Ha ycTpolictBe. B
6a30BOM pexMMe MOKa3blBaeT «A0BEPEHHbIN» pexum (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
CUMBO/I0B

MOoKa3bIBaeT CNMCKM KpuTepues Knaccudukaumm Tpaduka.
/! DeiicteyeT ToNbKO ANA pexkuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name: (1..32)
CUMBO/IOB

MoKasbiBaeT npasuaa Knaccuomkaumm Tpaduka.
/' DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBonos

MoKa3blBaeT HACTPOWMKU CpeaHen CKOPOCTU, U OrpaHUYeHUA
NoNoCkl NPONYCKaHMA ANA NpPaBua KnaccuduKaumm Tpaduka.
/|  [DeiictByeT TONbKO ANA pexxuma qos advanced.

show qos interface [buffers
| queueing | policers |
shapers | rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..24);
vlan_id: (1..4094)

Moka3sbiBaeT QoS-napameTpbl gna nHTepdeiica.

-vlan_id — Homep VLAN;

- gi_port —Homep uHTepdeiicos Gigabit Ethernet;

- fa_port — Homep uHTepdelicos Fast Ethernet;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoiikun bydepa gna ouepesneit UHTepdeNica;

- queueing — anroputm obpaboTkm oyepeaeit (WRR man EF),
Bec ana WRR ouepegeilt, Knaccbl 06CAyXuBaHMA AnA
ouepepelt u npuoputet ans EF;

- policers — ckoHdUrypupoBaHHble cTpaTernu KnaccuduKkaumm
TpaduKa gns nHTepdelica;

- shapers — orpaHnyeHmne ckopocTn Ana ucxogauiero Tpaduka;
- rate-limit — orpaHuuyeHue ckopocTu gna BxoaalLero Tpaduka.

show gos map
[dscp-queue | dscp-dp |
policed-dscp |
dscp-mutation | dscp-cos]

MokasbiBaeT MHGOPMALMIO O 3ameHe nojeilt B nakeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP v ouepeseis;

- dscp-dp — Tabanua cootsetcteua meTok DSCP 1 npuoputeta
cbpoca (DP);

- policed-dscp — Tabnnua nepemapkuposku DSCP;

- dscp-mutation — Tabamnua nsmeHernna DSCP-to-DSCP;

- dscp-cos — Tabanua cootsetctBUA MeToK DSCP u 3HauyeHus
CoS.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MpocmoTtp tail-drop nMHGoOpmauum No KOHKPEeTHOMYy NopTy
(scem noptam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

Mpocmotp  tail-drop  uHpopmaumm nNo  KOHKpeTHoOMy
yCTpoicTBy B cTeke ([JoCTynHO TOIbKO B PeKMMe CTEKa).
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[pumepbl 8bINOAHEHUS KOMAHO.

= BkawounTtb pexkum QoS advanced. Pacnpegenuntb TpaduK no oyepeanam, naketol ¢ DSCP 12
B nepsylo o4yepenb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmada ovepenb — NpUMOPUTETHAA.
Co3pgatb cTpaternio Knaccudpurkaumm tpaduka no cnucky ACL, paspelwatowemy nepegady
TCP-naketoB ¢ DSCP 12 n 16 u orpaHMumnBalowyto CKOpPOCTb — cpeaHAa cKkopocTtb 1000
Kéut/c, nopor orpaHudyeHna 200000 6aiT. Mcnonb3oBaTb [AaHHYH CTpaTerMio Ha

nHTepdericax Ethernet 14 u 16.

console#

console#configure
console (config) #ip access-list tcp ena

console (config-ip-al) #permit tcp any any dscp 12
console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #fexit
console (config) #qos advanced

console (config) #qos map dscp-queue
console (config) #qos map dscp-queue

12 to 1
16 to 2

console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic
console (config-pmap) #class classl access-group tcp ena

console (config-pmap-c) #exit
console (config-pmap) #exit
console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) #exit
console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #fexit
console (config) #

(
(
(
(
(
(
(
(
(
console (config-pmap-c) #police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

5.31.2 Cmamucmuka QoS

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1o6anbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabnnua 5.264 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
qos statistics Bkatoyaet  QOS-CTAaTUCTMKY MO OFPaHMYEHUIO  MOAOC
aggregate-policer . nponyckaHus.
. aggregate_policer_name:
aggregate_policer_name
no qos statistics (1.32) OTkntovaer  QOS-CTAaTUCTMKY NO  OrPaHMYEHUtd  MosaocC
X CUMBO/10B/BbIKNOYEHO
aggregate-policer nponyckaHus.
aggregate_policer_name
qos statistics queues set set: (1..2); BkntoyaeT QOS -CTaTUCTUKY A5 BbIXOAHbIX ovepesen.
{queue | all}{ dp | all} queue: (1..8);
{ gigabitethernet gi_port dp: (high, low); - set —onpeaenseT Habop CHETYNKOB;
| gi_port: (1..8/0/1..24); - dp — onpegenset npuopuTeT cbpoca
tengigabitethernet te_port:(1..8/0/1..4);
te_port | all} 3Ha4YeHune No YyMOAYaHUIO:
no qos statistics queues set 1: Bce npuopuTeTh, BCe | OTkAto4aeT QOS-CTaTUCTUKY A8 BbIXOAHbIX OYepeseil.
set ouepesm, BbICOKMM
npuopuTteT cbpoca.
set 2: Bce npuopuTeThbl, BCe
oyepeam, HU3KUM
npuopuTet cbpoca.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet, 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM perKMma KOHPUrypupoBaHusa uHTepoelica Ethernet, rpynnbi
NnopTOB:

console (config-if) #

Tabnnua 5.265 — KomaHabl perknma KoHouUrypmposaHus nHtepdeica Ethernet.

KomaHoa 3HayeHue Aelicmeue
qos statistics policer BkstoyaeT cbop QOS-CTaTUCTMKM Ha UHTepdeiice.
policy_map_name policy_map_name: - policy-map_name — cTpaterna knaccuduraummn Tpadumka;
class_map_name (1 32}cwv|;onos' - class_map_name — CcnNUCOK KpuTepues Kaaccubukaumm
class_map_name: TPaguKa.
no qos statistics policer (1..32) cumBonos/c6op OTKAoyaeT cbop QoS-cTaTUCTUKM Ha MHTepdelice.
policy_map_name QOS-CTaTUCTUKM BbIKAKOYEH

class_map_name

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.266 — KomaHapl pexknuma EXEC.

KomaHda Aelicmeue
clear qos statistics Ounwaet ctaTUCTUKY QOS.
show qos statistics MNMoka3sbiBaeT cTaTUCTUKY QOS.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKasaTb CBOAHYI0O MHGOPMALMIO O COCTOAHMM, HACTPOWKe M cTaTuCTUKe Ethernet-noprta
(pexkum oTobparkeHUa CTaTUCTUKM KnaccudUKaLmmn Tpadmka)

consolef#show interfaces GigabitEthernet 1/0/1

gigabitethernet 1/0/1 is down (not connected)
Interface index is 49
Hardware is gigabitethernet, MAC address is a8:£9:4b:85:42:cl
Interface MTU is 1500
Port is down
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions

O O O O O O O o o

pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: passed/dropped)

1: 14/20

2: 0/20
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0/20
0/20
0/20
0/20
0/20
0/20

O J o U W

— passed - cHeTYMK NepesiaHHbIX MaKeToB

— dropped — KonnyecTBo 0TOPOLLEHHbIX NAaKeToB

5.32 KoHdurypauma npoToKON0B MapLLIpyTU3aL UK

5.32.1 KoHgpuaypayua cmamuyeckolii mapwpymusayuu

CTaTMyeckas MapLupyTM3aumMa — BUA, MapLIpyTU3aummn, Npu KOTOPOM MapLIPYTbl YKa3blBaloTcA B
ABHOM BMAe Npu KOHOUIypauumnm mapuwpyTusatopa. Bca mapwpytusauma npy aTom npoucxoaut 6es

y4actumAa KaKux-1mbo NPOTOKOJZ1I0B MapLlpyTusaunn.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasnbHOro KOHPUrypnupoBaHus:

console (config) #

Tabnnuya 5.267 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HavyeHue

Aelicmeue

ip route prefix {mask |
prefix_length} gateway [metric
distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

distance: (1..255)/1

Co3faeT CTaTUYeCKMi MapLUpyT.

- prefix — ceTb Ha3HauyeHuA (Hanpumep 172.16.0.0);

- mask — macka cetm (B dopmate aecaTuyHoOM
ncumucneHnn);

- prefix_length — npeduKc macku ceT (KOAMYecTBO eauHuUL, B
macke —0..32);

- gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;

- distance — Bec MapLupyTa;

- reject — 3anpeLLaeT MapLIPyTU3aLMIO K CETU Ha3HaYeHuA Yyepes
BCE LUAH03bl.

CUCTEMDI

Yaanaer craTUyeckmini MapLupyT.

ipv6 route ipv6_prefix/len
gateway [metric distance]

no ipv6 route ipv6_prefix/len
[gateway]

distance: (1..65535)/1

Co3gaeT cTaTuyeckuii IPv6-mapLipyrT.

- ipv6_prefix/len — npeduKc ceTr HazHayeHus;

- gateway — W03 ANA AOCTYNa K CETU Ha3HaYeHuUs;

- distance — Bec mapLupyTa.
MNopaepnBaeTca TO/IbKO MapLLPYTU3aLMA NaKeToB.,
dopmupyembix cammm KommyTtaTopom (Tpaduka c
CPU).

Ypansaet ctatuyeckuit IPv6 mapipyt

ip proxy-arp

no ip proxy-arp

-/BbIKNIOYEHO

Bkatouaet pexkum npokcmposaHua ARP-3anpocos

OTKAIOYaeT peXknm npokcnposaHma ARP-3anpocos

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.268 — KomaHab! pexkuma EXEC

KomaHoa Aeiicmeue
show ip route MoKa3sblBaeT TabanLy MapLUpyTM3aLuK, YA0BAETBOPAIOLLYIO 3a4aHHbIM KPUTEPUAM.
[connected | static | {address — connected — NOAK/NOYEHHbIN MapLIPYT, TO €CTb MapLUPYT, B3ATbIA C HENOCPeACTBEHHO
ip_address NOAK/IIOYEHHOTO U GYHKLMOHUPYIOLLEro nHTepdeica;
[mask | prefix_length] — static — cTaTUYecKui MapLpyT, NPONMCaHHbIN B TabauLe MapLipyTU3aumm.
[longer-prefixes]}]
sh ipv6 route MokasaTb Tabaunuy maplpyTmsaumm IPvé.

[pumep 8b1M10AHEHUS KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console#show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 5.269— OnucaHue pesynbTaTa BbINOAHEHUSA KOMaHAbI

lMone OnucaHue

MoKa3bIBaET NPOUCXOMKAEHME MaPLLPYTA:

C - Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO MOAKNOYEHHOIO U
byHKUMOHUpYtoLLero nHTepdeiica),

S — Static (cTaTMYeCKUIt MapLLpyT, NPONUCaHHbIM B TabauLe MapwpyTusaumm).

10.9.1.0/24 Apapec cetu.

MNepBoe 3Ha4YeHue B CKOBKax — aAMUHUCTPATUBHAA AUCTAHLMA (CTeneHb f0BepUs
[5/2] MapLUPyTM3aTOPy, YEM YMCIIO BbILLIE, TEM MEHbLLE JOBEPUE K UCTOUYHUKY), BTOPOE
YKUCNO — METPUKA MapLLUpYTa.

Onpepenser IP-agpec caegytowero MapLpyTMsaTopa, Yepes KOTopblii NPOXoauT

via 10.0.1.2

MapLUpyT A0 CeTU.
00:39:08 OnpepenseT Bpems nocnefHero obHOBMEHUA MapLIPyTa (Y4ackl, MUHYTbI, CEKYHADbI)
Vlan 1 OnpeaenseT nHtTepdelic, Yepes KOTOPbIN NPOXOAUT MapLUPYT A0 CETU.

5.32.2 Hacmpolika npomokKona RIP

Mpotokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHUI MNPOTOKOJ, KOTOPbIN
No3Bo/IAET MapLIPyTU3aTOpam AMHAMUYECKM OOHOBAATL MapLUPYTHYO MHPOPMaLMIO, Noayyaa ee oT
COCeAHMX MapLpyTM3aTopoB. 3TO OYeHb NPOCTON MPOTOKOJ, OCHOBAHHbLIA Ha MNPUMEHEHUU
OMCTAHUMOHHOMO BeKTopa Mapuwpytusaumu. Kak — AWCTaHLUMOHHO-BEKTOPHbIM  npoTokon, RIP
NnepuoamYeckn NocbliaeT OOGHOBAEHNA MEXKAY CoceaAaMM, CTPOA, TaKMM obpasom, Tononoruto cetu. B
Karkaom o6HOBMeHUM nepeaeTca WMHPOPMALMA O AUCTAHUMW [0 BCEX CeTel Ha coceaHwui
mapuwpyTtmsatop. KommytaTop noageprknsaet npotokon RIP Bepcum 2.

KomaHObI pexcuma 2106as16H020 KOHGU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe r106a1bHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnnua 5.270 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HavyeHue no
YMOAYAHUIO

Aelicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

YaaneHue rnobanbHoi KoHdUrypauumn npotokona RIP.

KomaHObI pexcuma KoHgu2ypuposaHusa npomokosad RIP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-rip) #

Tabnnuya 5.271 - KomaHgbl pexxuma KoHPUrypuposaHua npotokona RIP

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymMoa4YaHuto
default-metric [ metric ] YcTaHaBAMBaeT 3HayeHMe MEeTPUKM, C KoTopoin Byayt
aHOHCMPOBATHCA MapLupyTbl, nofyyeHHble  ApYyrMmu
metric: (1..15)/1 NPOTOKONAMM MapLUpyTU3aLmu. bes napameTpa
YCTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
no default-metric YcTaHaB/MBaeT 3Ha4YeHMe N0 YMONYAHUIO.
network ip_add YctaHaBnauBaeT |IP-agpec wuHTepdelica, KoTopbii byaer

Y4acTBOBaTb B MPOLLECCE MaPLIPYTU3ALMUMN.

no shutdown

- ip_add: (A.B.C.D)

no network ip_add Ypanset IP-agpec nHtepdelica, KOTopbI byaeT y4acTBOBaTh B
npovecce MapLpyTM3aLmm.

redistribute static PaspelsaeT aHOHCMpPOBaHWE CTAaTUYECKMX MApPLUPYTOB 4Yepes

[ metric transparent ] RIP.
- 6e3 nmapameTpoB — O3HayaeT, YTo byaeT MCNoNb30BaTbCA
default-metric npy aHoHCMPOBaHWMM MapLIPYTOB;
- metric transparent — o03HayaeT, YTo OyAET MCNOAbL30BATLCSA

. MeTPUKa M3 TabmLbl MapLpyTU3aLmu.

no redistribute static 3anpeLaeT aHOHCMPOBAHME CTAaTUYECKMX MapLIpyTOB Yepes

[ metric transparent ] RIP.
- metric transparent — 3anpeLaeT UCNo/ab30BaTb METPUKY U3
TabAnLbl MapLIpyTU3aLUK.

shutdown BblkntoyaloT npouecc MmapLipyTusaumm no npotokony RIP.

-/enabled

BkatouatoT npouecc mapLipytmsauum no npotokony RIP.

clear statistics

Ounctka cyeTunkos RIP cTaTUCTUKKM ana Bcex UHTepdencos u
cocesen.

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepgelca ip

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 5.272 - KomaHgb! pexxuma KoHPUrypmuposaHua nHtepoeriica ip

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

BkatouatoT npouecc mapuwpyTtusaumn no npotokony RIP Ha
naHHOM nHTepdelice.

no ip rip passive-interface

-/BKNIOYEHO
no ip rip shutdown BbIK/lOYAlOT Npouecc mMaplpyTMsaumum no npotokony RIP Ha
naHHOM nHTepdelice.
ip rip passive-interface BblKntoYaeT oTNpaBKy 06HOBNEHUIA Ha MHTepdelice.
-/BKAKOYEHO

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obasnser cmeLleHne K MeTpUKe.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip rip default-route originate
metric

metric: (1 .. 15)/
BbIK/IOYEHO

YcTaHaBAMBaeT  METPUKY ANA Maplpyta Mo YMOAYaHUIO
TpaHcanpyemoro yepes RIP.
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no ip rip default-route YcTaHaBAMBAET 3HAYEHUE N0 YMONYAHMIO.
originate
ip rip authentication mode BksitovaeT ayTeHTMOMKaumio B RIP 1 onpegenset ee tmn:
{text | md5} / - text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
-/BbIKNOYEHO
- md5 — ayteHTudUKaumm MD5.
no ip rip authentication mode YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.
ip rip authentication key-chain Onpegaenset Habop KAtoYel, KOTOPbIN MOXKET UCNOb30BaTbCA
key_chain key_chain: (1..32) ANA ayTeHTUdMKaLMM.
no ip rip authentication key- CMMBONOB YcTaHaBAMBaAET 3HaYeHMe N0 YMOAYAHWUIO.
chain
ip rip authentication-key OnpegenseT KoY Ana ayTeHTUGUKaLUM OTKPLITbIM TEKCTOM.
clear_text: (1..16)

clear_text

—— —— CUMBOJI0B
no ip rip authentication-key YcTaHaB/MBaeT 3HaYeHUe N0 YMOMHAHMIO.
ip rip distribute-list ac/_name | (1.32) YcTaHaBauBaeT cTaHgaptHbi P ACL  gns  ¢dunbTpaymm

acl_name: (1..
- QHOHCMPYEMbIX MapLLPYTOB.

T - CMMBO/I0B

no ip rip distribute-list YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 5.273- KomaHabl pexkmuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
A MpocmoTp nHdopmauum o RIP mappytusaumm:
show ip rip gatabasz - vﬁdfo A:a 1S 0 HacT po;:(\gx RII;j"
[database | statistics | - L pmau P !
- statistics — cTaTcTUUECKME faHHbIE;
peers]

- peers — MHd)OpMaLI,MFI YY4aCTHUKa CeTun.

[Mpumepbl UCM016308AHUS KOMAHO

=  Bkaountb npotokon RIP ana noacetm 172.16.23.0 (IP-agpec Ha KommyTaTope
172.16.23.1), v ayteHTUdUKaumio MD5 yepes Habop Kntouen mykeys:

console#

consolefconfigure

console (config) #router rip

console (config-rip) #network 172.16.23.1

console (config-rip) #interface ip 172.16.23.1

console (config-if) #ip rip authentication mode md5

console (config-if) #ip rip authentication key-chain mykeys

5.32.3 Hacmpoiika npomokona OSPF

OSPF (Open Shortest Path First) — npoTOKON AMHAMMUYECKON MapLLPYyTU3aLMK, OCHOBAHHbIN Ha
TEXHO/MIOTMU  OTC/IeXKUBaAHMA cocToAHMA KaHana (link-state technology) ¥ uvcnonb3yowmin  ans
HaxoXAeHua KpaTyarnwero nytu Anroputm LelikcTpbl. NMpoTtokon OSPF npeactasaseT coboit NpoToKon
BHyTpeHHero wto3a (IGP). Mpotokon OSPF pacnpocTpaHseT MHGOPMaUMIO O JOCTYMHbIX MapLupyTax
MeXAY MapLUpyTM3aTOpPamMmM O4HON aBTOHOMHOM CUCTEMBI.

’ OSPF He noagaep>XnBaetca B pexxmme CTeKMpoBaHUA.
tadRC)
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KomaHObI pexcuma 2106a16H020 KOHGU2YPpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUIyprupoBaHua:

console (config) #

Tabnunua 5.274 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HavyeHue no

rfc1583

KomaHoa Aelicmeue
YMOAYAHUIO

router ospf enable BkntouaeT mappyTtusauuto no npotokony OSPF.

no router ospf enable i BbikntovaeT mapupyTtursaumio no npotokony OSPF.

router ospf redistribute Pa3spelwaet aHOHCcHMpoBaHMe MapLpyToB Yepe3 OSPF:

{ connected, rip, static } - connected — ceTei, 06bABAEHHbIX HA KOMMYTATOpPE;
- rip — MapLwpyToB, NOAyYeHHbIX Yepe3 npoTokon RIP;
- static — cTaTMyeckmx mapwpyTos.

no router ospf redistribute

{ connected, rip, static } YcTaHaB/MBaeT 3Ha4YeHMe N0 YMONYAHUIO.

router ospf compatible rfc1583 BkntouaeT coBmectmocTtb ¢ RFC 1583.

no router ospf compatible -/BKAKOYEHO

BbikntoyaeTt coemectumocTtb ¢ RFC 1583.

router ospf router-id A.B.C.D

no router ospf router-id

YcTaHaBAMBaeT MAEHTUPUKATOP MapLupyTM3aTopa, KOTOpPbIN
YHWKaNbHO MAeHTUOULMPYET MapLipyTM3aTop B npegenax
O/ZHO aBTOHOMHOWM CUCTEMBI.

- A.B.C.D — wnpeHTUdUKaTop MmaplupyTusatopa B dopmaTe
IPv4-appeca.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

router ospf area A.B.C.D

no router ospf area

YcTaHaBAnBaeT naeHTUMOUKATOP 30HbI NO YMONYaHMIO. 30Ha -
COBOKYMHOCTb CeTe U MapLIpyTU3aToOpoB, MMEIOLLMX OAUH U
TOT e uaeHTuduKaTop.

- A.B.C.D — wnpeHTudUKaTop MmaplupyTusatopa B dopmaTe
IPv4-appeca.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

router ospf area A.B.C.D
default-cost cost

no router ospf area A.B.C.D
default-cost

cost: (0..16777215)

YcTaHaBAnBaeT CTOMMOCTb CYMMapHOro  Mmaplipyta o
YMOIMaHUIO ANA 30HbI TUNa stub.

- A.B.C.D — wvpeHTUdUMKaTOp MmaplupyTu3aTopa B ¢dopmaTe
IPv4-appeca.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

router ospf area A.B.C.D nssa

no router ospf area A.B.C.D
nssa

YcTaHaBAMBAET AN YKa3aHHOM 30HbI TMM NSSA.
- AB.C.D — unpeHTudumKaTop Mmapupytusatopa B dopmate
IPv4-appeca.

YcTtaHaBauBaeT ana yKa3aHH0l?l 30HbI CTaHAapTHbIVI T™n.

router ospf area A.B.C.D stub

no router ospf area A.B.C.D
stub

YcTaHaBAMBaET AN YKa3aHHOWM 30HbI TMN stub.
- AB.C.D — wgeHTMduMKaTOop MapwpytusaTopa B dopmate
IPv4-appeca.

YcTtaHaBauBaeT ana yKa3aHH0l?l 30HbI CTaHAapTHbIVI ™n.

router ospf area A.B.C.D
virtual-link £.F.G.H

router ospf area A.B.C.D
virtual-link

YcTaHaBAMBaeT BUPTYanbHbIM AMHK Ana 30Hbl A.B.C.D K
mapuwpyTtusartopy E.F.G.H.

- AB.C.D — waeHTMduMKaTOop Mapwpytusatopa B dopmate
IPv4-appeca.

- E.F.G.H —naeHTudUKaTop mappytnusatopa 8 popmate |Pv4-
apgpeca.

YctaHasnausaeT ana 30Hbl A.B.C.D cTtaHAapTHbIN TUN.

router ospf area A.B.C.D range
network_address mask
[advertise | not-advertise]
[cost cost]

A.B.C.D:
naeHTnduKaTop
maplpyTusaTopa B
dopmarte IPv4-agpeca;

Co3aaeT cyMmmapHbIii MapLIpyT Ha rpaHuLe 30HbI (ans IPv4).
-advertise — aHOHCMPOBATb CO3AAHHbIN MapLLPYT;
-not-advertise — He aHOHCMPOBATb CO34aHHbIA MapLLPYT.
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no router ospf area A.B.C.D
range network_address mask

network_address:
A.B.C.D;
mask: E.F.G.H;
cost: uenoe
NO/IOKMUTE/IbHOE YMC/I0

Ypanaer cymmapHblii MapLupyT.

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepaelica ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnnua 5.275 - KomaHgbl pexuma KoHPUrypmuposaHua nHtepoeica ip

no ospf enable

-/BKNOYEHO

KomaHoa 3HayeHue/ 3HayeHue Aelicmeue
o yMOAYAHUIO
ospf PaspewaeT KoHPUrypuposato OSPF Ha uHTepdelice.
-/BbIK/IOYEHO "
no ospf 3anpewaeT KoHPUrypuposatb OSPF Ha uHTepdelice.
ospf enable BkntouaeT maplpyTtusaumio no npotokony OSPF Ha

UHTepodeiice.

BbikntoyaeT mapLupyTmsaunio no npotokony OSPF Ha
nHTepoelice.

ospf cost cost

no ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPUKY COCTOAHMA KaHana, KoTopasa ABAseTca
YC/IOBHbIM NMOKa3aTesieM "CTOMMOCTU" NepecbUIKM AaHHbIX MO
KaHasny.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ospf priority priority

no ospf priority

priority: (0..255)/1

YcTaHaB/MBaeT NPUOPUTET MapLUPyTM3aTopa, KOTOPbIN
ncnonbsyetca ans sbibopa DR v BDR.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ospf area A.B.C.D

no ospf area

A.B.C.D:
MAEHTUPUKATOP 30HbI B
dopmarte IPv4-agpeca

YctaHaBauBaeT MAeHTMCbVIKaTOp 30HbI N0 YMO/IHaHUIO.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ospf authentication {text text |
md5 key_chain}

no ospf authentication

text: (1..8) cumBonoB;
key_chain: (1..32)
CYMBOJI0B/BbIK/IIOYEHO

BkntoyaeT ayTeHTUOUKaumio B OSPF 1 onpepenser ee Tmn:
- text — ayTeHTUOUKALMA OTKPbLITbIM TEKCTOM;

- key_chain — nma Habopa Kntoyel, CO34aHHOIO KOMaHAoM
key chain.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ospf dead-interval interval

no ospf dead-interval

interval:
(1..2147483647)/40

YcTaHaBAMBaET MHTEePBa BPEMEHM B CEKYHAAX, MO UCTEYEHUMU
KOTOpOro coceg, byaer cuntaTbes "mepTebiM". ITOT MHTEpBaN
OOIKeH ObITb KpaTHbIM 3HayveHuto hello-interval. Kak
npaswuo, dead-interval paseH 4 nHTepeanam otnpasku hello-
nakeTtos, To ecTb 40 cekyHAaM.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ospf hello-interval interval

no ospf hello-interval

interval: (1..65535)/10

YcTaHaBAMBAET UHTEPBa BPEMEHU B CEKYHAAX, MO UCTEUYEHUN
KOTOPOro MapLLpyTU3aTop oTnpasaseT cieaytowmin hello-
nakKerT c uHTepdeiica.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ospf retransmit-interval
interval

no ospf retransmit-interval

interval: (1..3600)/5

YcTaHaBAVMBAET UHTEPBAJI BPEMEHU B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLUpyTU3aToOp NOBTOPHO OTMPABUT NaKeT, Ha
KOTOPbI HE NONYYUN NOATBEPKAEHUA O NOAYYEHUN
(Hanpumep, Database Description naket uau Link State
Request nakeTbl).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ospf transmit-delay delay

no ospf transmit-delay

delay: (1..3600)/1

YcTaHaBMBaeT NpUMepHOe Bpems B CEKyHAAX, Heobxoanumoe
4NA Nepefaym naketa COCTOAHWUA KaHana.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ospf mtu mtu

no ospf mtu

mtu: (128..10218)

YctaHaBanBaeT 3HayeHMe MTU (maximum transmission unit)
ana IP-untepodeiica. Ecnm Tpebyetca 3agatb MTU 6onee 1500
6anT, TOo HEOBXOAMMO PaspeLLnTb NOALEPKKY «jumbo frame»
KomaHzou: port jumbo-frame.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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MTU no ymonyaHuio:
- NpW BKAOYEHHOM « jumbo frame» - 10218;
- NPU OTKAKOHYEHHOM « jumbo frame» - 1500.

ospf passive-interface
{default | gigabitethernet
gi_port| tengigabitethernet
te_port}

no ospf passive-interface
{default | gigabitethernet
gi_port | tengigabitethernet
te_port}

gi_port: (1..8/0/1..24)
te_port:(1..8/0/1..4)
/BbIKNIOYEHO

3anpewaeT IP-uHTepdeicy 06MeHnBaTbLCA NPOTOKObHBIMM
COO0BLWEHMAMM C COCEAAMM Yepes yKasaHHbIN Gpusnyeckmin
MHTepoeic.

Mpu ncnonbzoBaHun napametpa default HacTpoika
npUMeHseTca Ko Bcem dU3nUeckum nHtepdencam.

PaspewwaeT IP-uHTepdeicy 0bMeHMBATLCA MPOTOKOIbHbIMMU
co0bLLEHNAMM C coceaamu.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 5.276 - KomaHgb! pexxkuma privileged EXEC

show ip ospf E.F.G.H database
[router] [network] [summary]
[asbr-summary] [external]
[in_add] [adv-router]
[self-originate]
[database-summary]

NAEHTUGMKATOP 30HbI

KomaHoa 3HayeHue Aelicmeue

show ip ospf - Otobparkaet KoHduUrypauumn OSPF.

show ip ospf neighbor - OTtobparkaeT nHdopmaumm o OSPF coceasx.

show ip ospf neighborip_add OTobparkaeT nHdpopmaumm o OSPF cocepax Ha AaHHom |P-
- MHTepodeice.

- ip_add — IP-agpec nHTepodeiica

show ip ospf interface - OtobparkaeT KoHdUrypauum sBcex OSPF nHtepdeicos.

show ip ospf interface ip_add OTobparkaeT KoHdUrypauumn KoHkpeTHoro OSPF nHTepdeiica.
i - ip_add — IP-agpec nnTepdeiica

show ip ospf database [router] OTobparkaeT cocTonHWe 6a3bl 4aHHbIX NpoTokona OSPF.

[network] [summary] [asbr- - ip_add — IP-apgpec nHTepodeliica

summary] [external] [ip_add]

[adv-router]

[self-originate]

[database-summary] E.F.G.H:

OTobparkaeT cocToAHWe 6asbl AaHHbIX npoTokona OSPF ans
YKa3aHHOM 30HbI.

show ip ospf virtual-links
[ router ip_add]
[area E.F.G.H]

E.F.G.H:
MAEHTUOMKATOP 30HbI.

OTobparkaeT napameTpbl U TeKyllee COCTOAHNE BUPTYaNbHbIX
JIMHKOB:

- AN1A YKa3aHHOro mapLipyTrsaTtopa (onumoHasbHo);

- NS yKa3aHHOW 30Hbl (ONUMOHANbLHO).

- ip_add — IP-agpec nHTepodeiica

5.32.4 Hacmpolika npomoKona BFD

Bidirectional

Forwarding Detection

(BFD) -

ceTeBom NpPOTOKOA, MCI'IOJ'Ib3Y€MbIﬁ Aana

onpefeneHna HEUCNPaBHOCTM JIMHKA MeXAy ABYMA MaplUpyTM3aTopamu, B3anMMOZENCTBYOLMMMU
apyr ¢ apyrom. BFD ycTaHaBAMBaET Ceccuio Mexay ABYMA KOHEYHbIMM TOYKaMM Yepe3 onpeaesieHHbIn
NMHK. Ecamn cywiectByeT bonee Yyem OAMH JIMHK MeXAy ABYMs CUCTEMaMW, BO3MOXHA HaCTpOlKa
HeckobKux BFD-ceccuin ana MOHMTOPUHra Kaxkgoro u3 Hux. Ceccua BFD ycraHaBnvBaeTca Ha
OCHOBaHMM anropuTma "TpPorHOro pykonoxatma'" u paspbiBaeTca aHaN0rM4YHbIM CNOCO6O0M.

Ethernet-kommymamopesi cepuu MES3000

249
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KomaHObI pexcuma 2106as16H020 KOHGU2YpPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUIryprupoBaHusa:

console (config) #

Tabnunua 5.277 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HaveHue no "
KomaHoa Aelicmeue
YMOAYAHUIO

router ospf bfd

all-interfaces BkntoyaeT nogaepxkKy BFD gnsa OSPF

no router ospf bfd

all-interfaces BbikntouyaeT noagep»ky BFD ana OSPF

KomaHObI pexcuma KoHgu2ypuposaHUsa UHmepgelica ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 5.278 - KomaHab! pexuma KoHPUryprupoBaHua nHTepdeiica ip

Komanda 3HayeHue/ 3HayeHue no Neiicmeue
YMOAYAHUIO

bfd interval send_interval BkntoyaeT BFD Ha uHTepdelice 1 ycTaHaBIMBaET UHTEPBabI

min_rx recv_interval oTnpasku 1 npnema BFD-aHoHcOB. UHTepBan oTnpaskmn
send_interval: (50..1000)/- | perynupyet napameTp send_interval. MuHumanbHbli
recv_interval: (50..1000)/- | AONYCTUMbIV MHTEPBAN NPMEMa aHOHCOB perynnpyet

napamerp recv_interval
no bfd interval BoccTaHaB/iMBaeT 3HaYeHMeE N0 YMOIYaHUIO
ospf bfd [disable] -/BKAtOYEHO BksitovaeT/oTkAto4aeT BFD ana gaHHoro nHtepdeica

Tabnunua 5.279 - KomaHgb! pexkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

show bfd neighbors - Otobparkaet nHbopmaumio o BFD-coceaax

5.32.5 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTokon VRRP npegHasHayeH Ann pe3epBMpPOBaHUA MapLLPYTM3aTOPOB, BbIMOAHAIOWMX POb
WA3a No ymoNYaHuo. ITO JocTuraetca nNytém obbeamHeHua  IP-uHTepdelicoB  rpynnbl
MapLpyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbLIM BYyAET MCNOAb30BaTLbCA KaK LU/KO3 MO YMOAYAHUIO
ANA KOMMbIOTEPOB B ceTU. Ha KaHa/nbHOM ypoBHe pesepsBupyemble MHTepdeicbl umetoT MAC-aapec
00:00:5E:00:01:XX, rae XX — Homep rpynnbl VRRP (VRID).

TonbKo 0aMH U3 GU3MYECKMX MapLLPYTU3ATOPOB MOXKET BbIMOAHATL MapLIpyTM3aLmio TpaduKa
Ha BupTyanbHOM IP-unTepdelice (VRRP master), ocTanbHble MaplpyTusaTopbl B rpynne
npeaHasHayeHbl Ana pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoaut B
cooTBeTcTBUM € RFC 5798. Ecnm Tekywmii master cTaHOBMTCA HedoCTynHbIM - Bbl6op master'a
nosropsAeTcA. HauBbICWMI NpUOPUTET MMEET MapLIpyTM3aTop C COBCTBEHHbIM IP-appecom,
COBMaZaloWmMm C BUPTyasibHbiM. B cnyyae poctynHoctm oH Bcergaa  craHosuTca VRRP master.
MakcnmansHoe konundectso VRRP npoueccos — 50.

KomaHObI pexcuma KoHguaypuposaHua uHmepagelicos Ethernet, VLAN, uHmepdgelica
2pynrsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHPurypmposaHusa nHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:
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console (config-if)#

Tabnnua 5.280 — KomaHgbl pexuma KoHourypmposaHus nHtepdeiica Ethernet, VLAN, uHtepdeiica

rpynnbi NOpPTOB

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
vrrp vrid description text vrid: (1..255); [obaBneHne onucaHua ueau uan ucnonbsosaHus ana VRRP
text: (1..160) MapLipyT13aTopa ¢ naeHTudukatopom vrid.
no vrrp vrid description CMMBOOB. YpaneHune onucanma VRRP mapwpyTtusatopa.
vrrp vrid ip ip_address Onpepgenexune IP-agpeca VRRP mapwpyTtnsaTtopa
no vrrp vrid ip [ip_address ] Ypanenune |P-agpeca VRRP ¢ mapwpyTtmnsatopa. Ecam B
vrid: (1..255) KayecTBe napameTpa He yKasaH IP-agpec, To yaanatca sce IP-
aApeca BMPTyasbHOrO MapLlUpyTM3aTopa, BCAEACTBME Yero
YOAnuMTcA W cam  BUPTyasibHbIA  Mapwpytusatop vrid Ha
AaHHOM yCTponcTBe.
vrrp vrid preempt BktoueHne pexunma, npu Kotopom backup-maplupytusatop ¢
6onee BbICOKMM npuopuTeTom ByaeT NbiTaTbCA NepexsaTUTb
Ha cebsa ponb master y Tekyuiero master-maplupytmsaTopa ¢
vrid: (1..255)/ 60ne¢ HU3KUM NPUOPUTETOM. )
BKAIOYEHO V MapLpyTusaTop, KOTOpPbIii ABASETCA BAajeNbLuem
IP-apgpeca maplpyTtusatopa, 6yaet nepexsarbiBaTb
Ha ceba ponb master He3aBUCMMO OT HacTpoek
DaHHOI KOMaHAbl.
no vrrp vrid preempt YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO
vrrp vrid priority priority vrid: (1..255); HasHaueHwue npmoputeta VRRP mapwpyTtnsatopa.

no vrrp vrid priority

priority: (1..254)/255
ana snagenoua IP-
agpeca,

100 gnAa ocTanbHbIX

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

vrrp vrid shutdown

no vrrp vrid shutdown

vrid: (1..255)/
BbIK/IIOYEH

BobikntoueHve VRRP npoToKosa Ha AaHHOM MHTepdeiice

BkntoueHne VRRP npoToKona Ha gaHHoOM nHTepdelice

vrrp vrid source-ip ip_address

no vrrp vrid source-ip

vrid: (1..255)/0.0.0.0

OnpepeneHve peanbHoro VRRP-agpeca, KoTopbii bOygpet
MCNONb30BaTbCA B KayecTBe IP-aapeca otnpasutens ana VRRP-
CO06LLEeHNH.

YcTaHOBKa 3Ha4YeHunA no YMO4aHUIO.

vrrp vrid timers advertise {
seconds | msec milliseconds }

no vrrp vrid timers advertise
[msec]

seconds: (1-40)/1 cek;
milliseconds: (50-
40950)

OnpefeneHne UWHTepBasa MeXAay aHoOHcamuM  master-
MapLipyTnsatopa. Ecam nHtepsan 3aaH B MUAIMCEKYHAAX, TO
NPOUCXOAUT OKpYrieHne BHM3 A0 Baukanweln cekyHAbl ANA
VRRP Version 2 n go 6avKanwmnx coTbix Aosei cekyHapl (10
munnncekyHg) pnaa VRRP Version 3.

YcTaHOBKa 3Ha4YeHunA no YMO4aHULO.

vrrp vrid version version

no vrrp vrid version

version: (1, 2, 2&3)

Onpenenenve nogaepxusaemoit sepcum VRRP npotokona.

- 2 - nogaep:kmeaetca VRRPv2, onpeaeneHHbii 8 RFC3768.
Nonyyaemobie VRRPv3 coobueHuns oTbpacbiBaloTCA
mapuwpyTtusatopom. OTnpasaatotca To1bko VRRPV2 aHOHChI.

- 3 — noppepkmeaetca VRRPv3, onpeaeneHHbii B RFC5798,
6e3 cosmectumoctn ¢ VRRPv2 (8.4, RFC5798). Monyyaemble
VRRPV2 cooblieHna oTOpacbiBalOTCA  MapLipyTU3aTOPOM.
OTtnpasnatoTca Tonbko VRRPV2 aHOHCHI.

- 2&3 - nopgaepxusaetca VRRPv3, onpeaeneHHbiii B8 RFC5798 ¢
obpaTtHoit coBmectumocTbio ¢ VRRPV2. Mosyyaemble VRRPvV2
coobueHus obpabatbiBatoTca MapLIpyTU3aTOPOM.
OtnpasnsatoTtca VRRPv2 1 VRRPV3 aHOHCbI.

Nopnepxusaetca Tonbko VRRP Bepcun 3. Pexkmmbl 2 1 2&3
6yayT noaaepxnsatbea B byaywmx sepcmax NO.

YcTaHOBKa 3HaY€HUA N0 YMONYAHUIO

KomaHObl pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
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console#

Tabnnuya 5.281 — KomaHapl pexxkuma privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
show vrrp [all | brief | gi_port: (1..8/0/1..24); | MNpocmoTp KpaTKoi MAM aeTasnbHOU UHbOPMaLMU AnA BCex
interface {gigabitethernet te_port: (1..8/0/1..4); WAN OAHOrO0 HAaCTPOEHHOro BMPTYaNbHOrO MapLlpyTU3aTopa
gi_port | tengigabitethernet group: (1..24) VRRP.
te_port | port-channel group }] -all — npocmoTp WHOOpMauMM O BCEX BUPTYasbHbIX
MapLLpyTU3aTopax, BK/OYAA OTK/IOUEHHbIE;
- brief — npocmoTp KpaTKoi nHbOpPMaLMK 0 Bcex
BMPTYa/ibHbIX MapLUPYTU3aTOPAX.

[pumepbl 8b1M0MHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ucnonb3oBaTb 3TOT aZpec B KayecTse agpeca
BUPTYa/IbHOrO MapLpyTmnsaTopa. Bkatounte VRRP npotoKon Ha uHtepdeiice VLAN.

console (config-vlan) #interface vlan 10
console (config-if) #ip address 10.10.10.1 /24
console (config-if)#vrrp 1 ip 10.10.10.1
console (config-if) #no vrrp 1 shutdown

= [locmoTpeTb KoHUurypaumio VRRP:

console#show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255
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6 CEPBUCHOE MEHIO, CMEHA MPOrPAMMHOIO OBECMEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTcs ANA  BbINOJHEHWA CheuManbHbiX NpoLeayp, TaKUX Kak:
06HOB/IEHWE NpOrpaMmHoro obecnedyeHus, yaaneHve coaepKMumoro GpaswWw-namsaTv, BOCCTAaHOB/IEHME
Napons, AMarHocTMKa, 3ajaHue CcKopocTu paboTbl TepmMuHana, paboTa C napameTpamu CTeKa
yCTpolicTBa.

Ona Bxoaa B MeHto Startup HeobxoAMMO NMpepBaTb 3arpysKy HakaTvem Knasuwu <Esc> nnn
<Enter> B Te4eHWe NePBbIX ABYX CEKYHA, NOCNAEe NOABNEHUA COOBLLEHMA aBTO3arpy3KM (N0 OKOHYaHUK
BbINOAHEHUA Npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U w N

O S VU —}

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HAXKMUTE KNaBULLY <6>, 1Mbo <esc>.

Ecnu B TeyeHue 15 ceKyHp, (3HaueHMe No YMOIYaHUIO) He BbIGPaH HU OAUH U3 MYHKTOB
Lol MEeHI0, TO 3arpy3Ka yCcTpoiicTBa NpoAo0IKUTCA. Bpema 0XKngaHuA MOXKHO YBeANYUTD C
NOMOLLbIO KOMAHA, KOHCOU

Tabnunua 6.1 — OnucaHne meHio Startup

Ne HaszeaHue OnucaHue

Ons 3arpy3kM nporpammHoro obecneyeHus ucnosnb3yetca npotokon X-Modem. [MMpu

HaaTumM KNaBuwmn <1> Ha KOHCO/Ib ByAeT BbiBEAEHO Ceaytollee cooblieHme:
Download Software

<1> O6HoBneHMe Downloading code using XMODEM.
NPOrpamMmmHOro o o
oBecnedenms Tenepb, Korga ycTPOWCTBO roToBO K npuemy daiina, HeobxoAMmo nepepatb ero npu
nomolwy npotokona X-Modem. Mocne npuema daina ycTpoicTBO nepesarpysnTcs
aBTOMaTUYECKM.
[aHHas npoueaypa UCnonb3yertca Ans yaaneHnsa KoHburypaumv yctpoicTsa. [ns yaaneHus
daitna HaxaTb Knasuwy <2>, MOABWTCA nNpeaynpexaeHne (NoaTeepavTe HaskaTmem
KNaBuLLM <y>):
Erase Flash File BBecTv umaA daitna KoHoUrypaumu:
<2> | YAanenve Write Flash file name (Up to 8 characters, Enter for none.):CDB
cofep)nmoro ¢pau- File CDB (if present) will be erased after system initialization.
namaTu

==== Press Enter To Continue ====

[na Bo3BpaTa B MeHo Startup HaXkaTb KNaBully <enter>.
==== Press Enter To Continue ====
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Password Recovery

[aHHas npouepypa MCMOMb3yeTca ANA BOCCTAHOBAEHMA YTPayeHHOro napons,
No3BO/IAET NOAKNOYUTLCA K YCTpoWcTBY 6e3 napons.

OHa

[nsa BOCCTaHOB/IEHWA MAPO/IA HaXaTb KNasuwy <3>, Npu NoCiAeAyloWeM NOAKIYEHUN K

<3> Procedure CTPOMCTBY Napob 6yAeT NPOUrHOPUPOBaH
BoccraHoBneHue yere y nap YAST TP pup ’
naponsa Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa ncnosib3yetcAa A8 YCTAHOBKWM CKOPOCTM paboTbl TepMMHana (No ymonyaHuio
115200 boga).
Set Terminal Baud- [na 3apaHnA HOBOW CKOpPOCTM paboTbl TEpMMHANa HaxaTb Knasuwy <5> u BBeauTe
<q> | Rate 3HaueHue:
3apaHue ckopocth Set new device Baud rate: 115200
paboTbl TepMUHaNa
[na Bo3BpaTa B MeHto Startup HaxkaTb Knasuwy <enter>.
==== Press Enter To Continue ====
Ona  yBenMYeHWa KoaMyecTBa MOPTOB  KOMMYTaTopa  CYyLLeCTBYeT BO3MOXKHOCTb
0b6begMHEHUA YCTPOMCTB B CTEK. YCTPOWMCTBO C maeHTUdUKatopom 1 6ypeT Beaywum,
ocCTanbHble - Begombimu. KommyTaTtopbl MES3000 moryT paboTaTb Kak aBTOHOMHO, TaK U B
cocTaBe cTeka’.
Ans naeHTMdUKaUUM U YCTaHOBKM peXkMMa paboTbl YCTPOMUCTBA B CTEKE UCMOb3YETCA MEHIO
cTeka (Stack menu).
Stack menu ( )
<5> PaboTta ¢ [nA BXo4a B MEHIO CTEKA HaXKaTb Kiasuwy <5>:
napameTpamu cTeka Stack menu
yCTpOMCTBa [1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnwucaHue Stack menu ykasaHo B Tabauue 4.3
<6> Back [nA BbIXOAA@ U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KnasuLy <6>, ainbo <esc>.
Bbixog u3 meHto
Tabanuya 6.2 — OnucaHune meHio Stack menu, paboTa c napameTpamm CTeKa YCTPOMCTBa
Ne HazeaHue meHio OnucaHue
Show unit stack id [ns npocmoTpa MAEHTUGMKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLLy <1>:
<> MpocmoTp Cut.'rent wgrklng mode is stacking.
MaEHTUdMKATOPa Unit stack id set to 1.
YCTPOICTBA B CTEKE
[na HasHaveHMA naeHTUMKATOPa YCTPOWCTBA B CTEKE HAXKMUTE KNaBULLy <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHauyeHune rae
naeHTMduKaTopa 3HayeHue oT «1» A0 «8» — HOMep YCTPOICTBA B CTEKe,
YCTPOIACTBa B CTEKE 3HayeHue «0» - aBTOHOMHbI pexMm paboTbl KOMMyTaTOpa.
[lna Bo3BpaTa B MEHIO CTEKA HAaXKMUTe Knasuuwy <enter>.
==== Press Enter To Continue ====
[nAa ycTaHOBKM pexxrnma paboTbl yCTPOWCTBA HaXKMUTE KnasuLly <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
<3> | YcTaHOBKa pexuma o
6 . 3HayeHune 1 — aBTOHOMHbIV PeXUM,
pabaTe! ycTponcTaa 3HayeHue 2 — PeXKUM CTEKUPOBAHMA.
[na Bo3BpaTa B MEHIO CTEKA HAaXKMUTe KnaBuuy <enter>.
==== Press Enter To Continue ====
Back [nA BbIXOAa@ U3 MEHIO HAXKMUTE Knasuwy <4>
<4>
Bbixog 13 meHto
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLLEeH U HACTPOEH Ha KOMNbIOTepe, € KoToporo 6yaer
3arpy»atbca nporpammHoe obecneyeHune. Cepsep A0NKEH UMeTb paspeLueHue Ha
yteHue ¢aioB HauyaNbHOro 3arpy3umka n/mam cuctemuoro NO. Komnblotep ¢
3anyuweHHbIMm TFTP-cepBepom AoKeH 6biTb A0CTYNEH A8 KOMMYTAaTOPa (MOXKHO
NPOKOHTPO/IMPOBATb, BbINOJIHUB HAa KOMMyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D -
IP-agpec KomnbloTepa).

.‘

O6HoBNEHME NPOrPaMMHOro obecrneyeHUs MOXKET OCYLLECTBAATLCA TO/IbKO
NpUBMUIErMPOBaHHbIM NO/b30BaTe/IeM.

.‘

6.2.1 O6HosnEHUE cucmeMHO20 NPo2PaMmMHO20 obecneveHus

3arpysKa ycTpoicTBa ocyluectsaseTca 13 daitna cuctemHoro nporpammuoro obecneyenus (NO),
KOTOpbIN XpaHuTca Bo ¢GAsw-namaTu. Mpu obHOBNEHMM, HOBbIN dain cuctemHoro MO coxpaHseTca B
cneumanbHO BblAeNeHHON o6nacT namAatu. Npu 3arpyske YCTPOWCTBO 3anyCKaeT aKTUMBHbIA ¢aiin
cuctemHoro MO. Bbibop akTMBHOrO daina 3afaeTcs KOMaHLO0M:

boot system {image-1 | image-2} [unit unit_id]

roe unit_jd — Homep ycTpoicTBa B cTeKke (ana ycTpoicTsa, paboTatowero B aBTOHOMHOM
peXnme, HOMep yCTPOICTBa He 3aaaeTcs), image-1, image-2 — ¢aiin cuctemHoro MO.

Mpu pabome e cmeKe, eCin HOMep YCTPOMUCTBA He 3a4,aH, AaHHasA KOMaHAa NpUMeHaeTcAa
e K Begyliemy yCTPOiCTBY.

[ns npocmoTpa TeKyLlein BepCMU CUCTEMHOMO NPorpamMmmMHoro obecneyeHus, paboTatoLero Ha
ycTpolicTse, BBeauTe KomaHay show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41 )

HW version 02.07

CPLD version 03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaolt copy ckonupoBaTb HOBbIM ¢daln nNporpammHoro obecneyeHus Ha YCTPOWMCTBO B
BblaeNieHHyto ob61acTb namatu (image2). Popmat KomaHApl:

copy tftp://tftp_ip_address/[directory/]filename image
MpuMep BbINOAHEHUA KOMaHAbI:

consolefcopy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:

Copy took 00:01:11 [hh:mm:ss]
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’ ‘ 3HaK BOCK/IMLLAHUA YKa3biBaeT Ha TO, YTO UAeT npouecc KonuposaHusa. Kaxkabin

N BOCK/ML,aTeNbHbIA 3HAK COOTBETCTBYET ycnewHou nepeaade 10 nakeros no 512 6aiit
MHPOpMaLIMK KaxKAablii. TOYKA YKa3bIBaeT Ha TO, YTO B NpoLiecce KONMUMPOBaHUA
npousoLlen TaiimayT oXXugaHua naketoB oT TFTP-cepBepa. HeCKONbKO ToUueK B CTpOKe
MOXeT 03HaYaTb, YTO BO3HUK/A OWM6Ka B npoLecce KONMPOBAHUA.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:
consolei#boot system image-2

Ecnu He BblGpaH HOBbI 3arpyKeHHbIN ¢paiin cuctemHoro MO aKTUBHbIM, TO YCTPOMCTBO
ol BbIMO/IHUT 3arpy3Ky C UICNO/Ib30BaHMEM TeKyLL,ero akTMBHoro obpasa.

Y6egutech, 4To NPaBUIbHO BblIbpaH akTUBHbIN dalin cuctemHoro MNO. s NpocmMoTpa AaHHbIX O
BEPCUAX NPOrpamMmMHOro obecneyeHnn 1 X akTMBHOCTM BBeauTe KomaHay show bootvar:

console#show bootvar

Image Filename Version Date Status
1 image-1 2.5.44[0b70e656] 24-Nov-2015 17:28:25 Active*
2 image-2 2.5.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active

Cumeonom «*» oTmeuaetca ¢aitn nporpammHoro obecneueHus, KOTopbii 6yaer
e MCNOJIHATLCA NPU NOCNeAyloLWEen 3arpysKe.

Mepesarpysnte KomMmyTaTop KoMmaHZoM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepauTe Nepesarpysky BBOAOM ‘y.

6.2.2 0O6HosneHue 3a2py304HO20 ¢halina ycmpolicmea (Ha4aabHO20 3a2py34uKa)

HauyanbHbIV 3arpy3ymK 3anyckaeTcs cpasy nocse BKAOYEHMUS NMUTaHUA yCTpolicTBa. MocpeacTsom
3arpy3o4HOro daina ocyLecTBaseTca npoueaypa «TeCTUPOBaHUA CUCTEMbI MPU BKAOYeHUn» (POST),
pacnakoBKa v 3anyck ¢aina cuctemHoro MNO. Mpu 06HOBAEHUN HOBbLIM Galta HAaYaNbHOTO 3arpy3ymKa
coxpaHsetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa Tekylel Bepcuu 3arpy3oyHoro ¢aiia, paboTatolLlero Ha ycTpolicTee, BBeAUTe
KomaHgy show version:

console#show version

SW version 2.5.44[0b70e656] ( date 24-Nov-2015 time 17:28:25 )
Boot version 0.0.1.2 ( date 12-Dec-2012 time 19:10:41

HW version 02.07

CPLD version 03
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Mpoueaypa obHoBAeHMA MO:

KomaHaol copy ckonmMpoBaTb HOBbIM 3arpy304Hbiii dann Ha ycTponcTeo. PopmaTt KomaHabl:
copy tftp://tftp_ip_address/[directory/]filename boot
Mprmep BbINOJHEHWNA KOMaHAbI:

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

3HaK BOCK/IMLLaHUA YKa3bIBaeT Ha TO, YTO UAET npouecc KonuposaHua. Kaxabii
BOCK/IML,aTe/IbHbIN 3HAK COOTBETCTBYET yCneLwwHoi nepegave 10 nakeTtos no 512 6aiT
MHbOPMaLUM KaXKAbli. TOUKa YKa3bIBaeT Ha TO, YTO B NpoL,ecce KONUPOBaHUA
npowusoLuen TalimayT 0XKugaHua naketos oT TFTP-cepsepa. HecKonbKo ToueK B CTpoKe
MOJKeT 03HauaTb, YTO BO3HMK/IA OWIMBKA B NpoLecce KONMPOBaHUA.

ey

2. Nepesarpysute KommytaTop KomaHaow reload.

console#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM ‘y'.
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NPUNOXEHUE A NPUMEPbI NPUMEHEHMA U KOHOUTYPUPOBAHUA YCTPOUCTBA

HacTpoiika npoToKo/1a MHOXeCTBa cBA3ylowmx gepesbes (MSTP)

MpoTokon MSTP No3BoasAeT CTPOUTb MHOMKECTBO CBA3YIOLLMX AEPEBLEB A8 OTAE/bHbIX rPynn
VLAN Ha KOmMMyTaTopax JIOKa/ibHOM CeTu, YTo NOo3BO/AIAEeT HBanaHCMPOBaTb HarpysKy. Jaa npocToThl
PaccMOTPUM C/y4ait C Tpems KOMMYyTaTopamu, 06begUHEHHbIMU B KOIbLEBYIO TOMOJIOTUIO.

Myctb vlan 10, 20, 30 obbeauHsAloTca B nepBom 3k3emnasape MSTP, vlan 40, 50, 60
0b6beAnHAIOTCS BO BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay
nepBbiM M BTOPbIM KOMMYTaTOpamu MepeaaBanca Hanpsamyto, a Tpadmk VLAN-os 40, 50, 60
nepeaasasnca TpaH3UTOM Yyepe3 KommyTaTop 3. KommyTaTop 2 HazHa4YMMm KOPHEBbLIM AJ1A BHYTPEHHEro
ceasytowero gepesa (IST — Internal Spanning Tree) B KoTopom nepegaeTca cayrebHaa MHbopmaums.
KommyTaTopbl 06beguHATCA B KOAbLO, MCnonb3ya noptol gl M g2. Huxke npusBegeHa cxema,
M306parkatoLLLan SIOrMYECKYHO TOMOOMMIO CETH.

VLAN 10,20,30 HaanaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha axsemMnnap 2

xommyTarop 1 Kommyrarop 3

3707 NOPT NepeckinaeT Tpagmk
AnA akaemnnsapa 2 u Gnoknpyer
Tpacuk ana akzemnnapa 1

3JTOT NOPT NepechinaeT Tpank
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk ana akzemnnapa 2

KOMMmyTaTop 2

PucyHok 25 - Hacmpolika npomoKoia MHOXecmea ceA3youux 0epesses

Korga oAMH M3 KOMMYTaTOPOB BbIXOAUT M3 CTpos, Mbo obpbiBaeTcA KaHasl, MHOMecTBO
aepesbeB MSTP nepecTpamBaeTca, YTO NO3BOASET MWUHMMM3NPOBATb MOCAEACTBMA aBapuu. Huke
npvBeaeH npouecc KoHOUrypauum KommytaTopos. aa 6onee 6bICTPON HACTPOMKK co3aaeTca 0bLwmii
KOH}UrypaLUMOoHHbI WabaoH, KOTopbI 3arpyrKaetca Ha TFTP-cepBep M MCMNo/b3yeTca BNOCAEACTBUU
[ONA HACTPOMKM BCEX KOMMYTaTOPOB.

1. CosgaHue wabnoHa v KOHPUrypaLma NepBoro KOMmMyTaTopa

consolef#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #exit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox
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console (config-mst) #instance 1 add vlan 10,20,30
console (config-mst) #instance 2 add vlan 40,50, 60
console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

01-0Oct-2006 01:09:44 SCOPY-N-TRAP: The copy operation was completed successfully
Copy succeeded

console (config)# do copy startup-config tftp://192.168.16.2/mstp.conf
01-0Oct-2006 01:10:44 $COPY-I-FILECPY: Files Copy - source URL flash://startup-
config destination URL tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 SCOPY-N-TRAP: The copy operation was completed successfully

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

KoHdurypaums BTOporo KommyTatopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #exit

console (config) #spanning-tree priority 0

console (config) #end

KoHdurypaums TpeTbero Kommytatopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was completed

successfully
|
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‘726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) fexit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hactpoiika selective-qinq

Hobasnerue SVLAN

MpuBeaeHHbIM 34eCb NPUMeEP KOHOUIypaLuMM KOMMYTaToOpa LEMOHCTPUpPYET, Kak Aob6aBnAaTb
meTKy SVLAN 20 Ko Bcem VLAN 3a uckntoveHmnem VLAN 27.

console#show running-config

vlan database

vlan 20,27

exit

!

interface gigabitethernet 1/0/1

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

MoomeHa CVLAN

B ceTAx nepepayun AaHHbIX A0BOJIBHO YacTO BO3HMKAIOT 3afayu, cBA3aHHble ¢ nogmeHol VLAN
(Hanpumep, AN KOMMYTAaTOPOB YPOBHA AOCTYMa CyLLecTBYeT TWMOBas KOHUrypauusa, HoO
nosb3oBaTenbCKUin Tpaduk, VOIP 1 Tpaduk ana ynpasneHusa TpebyeTtca nepenasatb B pasHbix VLAN Ha
pas3fnyHbIX HanpasaeHusax). B atom cnyyae 6b110 6bl YA0O6HO BOCNOAb30BATLCA GYHKLMEN NOSMEHDI
CVLAN pana 3ameHbl TunmusmpoBaHHbix VLAN Ha VLAN ana Tpebyemoro HanpasneHusa. Huke
npueeaeHa KOHPUrypaums KOmmyTaTopa, B KOTOpom ocyulectsnaetca nogmeHa VLAN 100, 101 » 102
Ha 200, 201 n 202:

console#show running-config

vlan database

vlan 100-102,200-202
exit

|

interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100-102

selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

Hactpowka ¢pyHKummn IGMP Proxy

PyHKUMA MaplipyTU3auMm MHoroagpecHoro Tpaduka IGMP Proxy paeT BO3MOXKHOCTb
KommyTtatopy cepumn MES3000, ucnonbsya mHpopmaumio, nonydyaemyto npu obpabotke coobuieHui
npotokona IGMP, pacno3HaBaTb CBeAeHMA O MNPUHAANEKHOCTU MHTEPPEMCcOB K MHOroaapecHbIM
rpynnam WM OCYyLLECTBAATb HAa OCHOBE 3TMX [AaHHbIX NEepPecbiIKY MHOroaApecHbIX OAHHbIX MeXKay
ceTaAMM.

[aHHbIM NpUMep oNMUCbIBaeT HACTPOWKY GyHKUMKM IGMP Proxy Ha KommyTaTope.

— B KayvecTtBe MHTepdeiica K BblwectoAwel cetn 10.1.0.0 ncnonb3osats VLAN 100;

— B KayectBe MHTepdeincoB K Huxectoawmm cetam 10.2.0.0 n1 10.3.0.0 ncnonb3oBatb
VLAN 101 n 102 cooTBEeTCTBEHHO;

— Ha uplink-nHtepdeiice ncnonb3osatb Bepcuio v2 npotokona IGMP.

console#configure

console (config) #vlan database 100-102
console (config) #ip multicast-routing igmp-proxy
console (config) #ip igmp-proxy version 2
console (config) #interface vlan 100

console (config-if) #ip address 10.1.0.1 /24
console (config-if) #exit

console (config) #interface vlan 101

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.2.0.1 /24
console (config-if) #exit

console (config) #interface vlan 102

console (config-if) #ip igmp-proxy vlan 100
console (config-if) #ip address 10.3.0.1 /24
console (config-if) #exit

Hactpoitka multicast-TV VLAN

®dyHkuma  «Multicast-TV ~ VLAN»  paeT BO3MOXHOCTb MCMNOAb30BaTb A1s  nepegayu
MHoroagpecHoro Tpadumka ogHy VLAN B ceTu onepaTtopa U 0CTaBAATb STOT TpadMK NONb30BATENAM
Jarke B TOM C/lyyae, ec/in OHWU He saBAaatoTca yneHamm ston VLAN. 3a cueT ¢yHKumm «Multicast-TV
VLAN» MoXKeT ObITb COKpalleHa Harpyska Ha CeTb onepaTtopa 3a cyeT oTcyTcTBMA Ayb6amMpoBaHus
MHOToaApecHbIX aHHbIX, HANpPUMep, Npu NpegocTaBaeHnn ycayrm IPTV.

Cxema npumeHeHusa GyHKUMKM npegnonaraeTt, YTo NOPTbl NONb30BaTeNel paboTatoT B pexume
«access» MAM «customer» M npuHagaexkat K nwboit VLAN 3a ucknroyeHmem multicast-tv VLAN.
Monb3oBaTeNM UMEIOT BO3MOXKHOCTb TOJIbKO NOy4aTb MHOFOaZApecHbIn Tpadpuk ns multicast-tv VLAN m
He MOryT nepefasaTtb gaHHble B 310 VLAN. Kpome TOro, B KommyTaTope A0/IKeH ObITb HAaCcTpoeH
NopPT-UCTOYHUK Multicast-TpadumKa, KOTOPbIN A0MKEH ObITb yYacTHMKOM multicast-tv VLAN.
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Mpumep HacTpoOIiKK gNa nopTa B pexkume paboTbl access

1. BkAOUUTb GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN
ynpasneHusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpowuTb NopTbl NoAb30BaTeNEN:

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~—~ o~ o~ ~—

4. Hactpoutb uplink-nopt, paspewrs nepegadyy MHoroagpecHoro TpaduKa, TpaduKa
no/sib3oBaTenei U ynpasaeHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) #exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdelicax, A406aBUTb NPUBA3KY rpynn:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 1000
console (config) #ip igmp snooping wvlan 100
console (config) #ip igmp snooping vlan 101
console (config) #ip igmp snooping vlan 102
console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HactpouTb MHTEepdeic ynpaBaeHus:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

Mpumep HacMpoUKu 0214 nopma 8 pexcume customer

LaHHbIX  TUMN  MOAKNIOYEHMA MOXKET ObiTb WCNOAb30BaH [A/AA TOro, 4YTobbl NomMeYaTb
nosb3oBatenbckne IGMP-report’sl onpeaeneHHbix VLAN (CVLAN) oTAenbHbIMW BHELWHMMU METKaMu
(SVLAN).

1. BKAOYMTb GUALTPALMIO MHOFOAAPECHbIX AAHHbIX:

console (config) #bridge multicast filtering
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2. Hactpoutb VLAN nonbsosatener (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN
ynpasnexusa (VID 1200):

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HactpouTb nopT nonb3oBatens:

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #fexit

4. Hactpoutb uplink-nopT, paspewunB nepegayy MHoroagpecHoro Tpaduka, Tpaduka
nonb3oBaTeNeN N yNpaB/eHue:

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) #exit

5. Hactpoutb IGMP snooping rnobanbHo M Ha MHTepdeicax, f0O6aBUTb NPaBUAa MAPKUPOBKM
nonb3oBaTenbcknx IGMP-report’oB:

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

6. HactpouTb MHTepdeic ynpaBaeHua:

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit
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NPUNOMKEHWUE B TUMOBbIE CXEMbl MOCTPOEHMA CETEM HA BA3E MPOTOKO/IA EAPS

1. Tononorna Nnpocroe «KonbLo»

SWITCH 1

SWITCH2

B TOnonorMm cetu ToAbKO OAHO KOAbLO. B 3TOM c/iyyae Heobxoammo onpeaenvtb Ans Hero
TonbKo EAPS domain.

2. Tononorua oauH AOMEH C HECKOJIbKUMU «KOJIbLLaMM»

SWITCH 1 e

B Tononorun cetn 3 Konbla (MoKeT 6biTb 2 U 6onee) U 2 o0bWUX y31a MeXay HUMU. B aTom
cnyyae Heobxoammo onpeaenntb EAPS-domain 1 ycTaHOBUTL OAHO KOJbLLO B KayecTBe OCHOBHOTO, a
Apyrve Kak BTopuuHble.

3. Tononorua HeCKONbKO AOMEeHOB CO CMeXHbIMU «KKOJ1bUaMU»
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SWITCH 1

D
.

7

<

B Tononoruu cetn 2 Konbua (MoXKeT 6bITb bonee AByX) C OAHUM 06LWMM y310M. B aTOM cnyyae
HeobxogmMmo onpeaenntb EAPS-domain ana Kaxaoro KonbLa.
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NMPUNOXKEHUE B ONUCAHUE NPOLLECCOB KOMMYTATOPA

Tabanua - OnucaHye NPOLLECCOB KOMMYTaTOPa

Uma OnucaHue npouecca

npouecca

3SMA Ageing ana ip-multicast

3SWF Mepenayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHasn obpaboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n ob6paboTtka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTtenbHble AEACTBUA B CTEKe (MNONyYeHUe CBeLAEHUI O CTeKe, MHAMKALMA, obmeH
Co0bLEeHNAMM, CMeHa unit id)

BOXS ObpaboTKa KOMaHZ COCTOAHWMA cTeKa: pgobaBneHne mactepa/cneiiBa, W3yyeHue
Tonosoruu, obHosneHne Bepcun MO cneliBa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard,
pppoe intermediate agent

BRMN Bridge Management: EAPS, STP, onepauun c FDB (gobaBneHue, yaaneHue 3anucen),
3epKanuposaHue, KoHpurypmnposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping,
IP multicast, OAM

BSNC ABTOMAT CMHXPOHU3ALLMKN MAcTepa U C/ieliBa B CTEKE

BTPC KnueHt BOOTP

CcDB KonnpoBaHune KoHOUrypauMoHHbIX ¢painnos

CFM Peannsaums Ethernet CFM

CNLD 3arpyska/sbirpy3sKka KoHburypaumm

Ccopy YnpasneHue KonnpoeaHuem ¢pannos

D_LM Link Manager — NOTOK, KOTOPbIi CeanT 3a COCTOSIHUE CTEK-IMHKOB

D_SP Stacking Protocol

DACT Diacnostic ACTive tests. [oTOK, B KOTOpoMm BbinonHaTca VCT-TecTbl.

DDFG PaboTa c dalinoBoi cuctemoin

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nosyyeHue nHdopMaLmMm C yaaneHHbIX oHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTuBHOro obpasa M0)

DNSC KnueHt DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTka cobbITUi1 OT yAaNEeHHbIX FOHUTOB 06 U3MEHEHUM COCTOAHMS
BEHTUNATOPOB, UCTOYHUKOB NUTaHMA, TepmoaaTymKkos, SFP-TpaHcnBepos. MNonyyeHne
COOBLWEHNI OT yAaNEeHHbIX OHUTOB 06 ux Bepcuu MO, cepninHom Homepe, MD5 cymme
no.

DSYN Stack application

DTSA Stack application

ESTC JlornpoBaHue cobbITHid 0 NpeBbileHnn noporos TpaduKa Ha CPU (cpu input-rate
detailed)

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOoBEHb, Nepeaaya Bbile

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRX ObpaboTtka cobbITUA NpuMéma naketa M3 KommyTtatopa B CPU, HUMHUIA YypOBEHD,
nepefaya naketa Ha ypoBEHb 2

EVTX O6paboTKa COObLITUIA OKOHYaAHMA OTNpPaBKM MakeTa M3 CPU B KOMMYTaTOp, HUMKHUM
YPOBEHb

exRX O6paboTKa BbIXx0Aa NAKETOB C HUXKHETO YPOBHSA 2
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FFTT YnpasneHue Tabanuen mappyTnsaumm U MapLipyTmM3auma NakeTos

FLNK ®yHKumMA FlexLink

FTPD Peanunsauma npoTtokona FTP

FTPM Ynpasnenue FTP-cepsepom (06paboTKa KoHUrypaLMoHHbIX 3anpocos u3 CLI/SNMP)

GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHue n 06paboTKa KOMaHA HaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 CUCTEMDBI

HLTX OTnpaskKa naketos n3 CPU B KommyTaTop

HOST OcHoBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMI CBMYA Ha yaasleHHOM loHUTE

HSES Stack Events — 06paboTtka cobbiTuii link changed, address update ¢ yaaneHHbIX OHUTOB
Ha macTepe

ICMP Peanusauma npotokona ICMP

IDLE BbespelicTBue cuctembl

IGMP Peanunsauma npotokona IGMP (xocToBoi YacTu)

10D |0 Debug task

10TG YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

I0TM YnpasaeHne TepMmmHanaMn BBOAA-BbIBOAA

IOUR YnpasaeHne TepMmmHaiaMmn BBOAA-BbIBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agaya gna ARP, RIP, OSPF

IPMT YnpasneHue ip multicast maplipyTmusaumei u igmp proxy

IPSL Peanusaumnsa IP SLA

KEYM YnpaBaeHue Kao4amu ayTeHTUOUKaLUK

L2HU MNepepaya nakeToB Ha ypoBeHb 3

L2PS O6paboTka cobbITUIN CMEHbI COCTOAHWNA/HACTPOEK MHTEePdENCOB M nepeaada coobLLeHUiA
3aperncTpupoBaHHbIM CayKbam

L2SC JNornposaHue storm-control

L2UT Ytununsaums noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢yHKumn Loopback Detection

MACT O6paboTKa cobbiTna 06 okoHYaHuK aeicteus B FDB (ageing MAC-agpecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBnpoBaHue KOHPUTYpaUNMOHHOrO daiaa B IHEProHe3aBUCMMOM NAMATU

MSCm MeHegaKep ana paboTbl C TEPMUHANIBHBIMU CECCUAMMU

NSCT HacTpoiKa orpaHu4eHMa cKOpocTu nepexsaTta naketos Ha CPU, BegeHWe CTaTUCTUKM NO
nepexBayeHHbIM NakeTam

NTPL Mepuvoamyeckas reHepauua curHana ana onpoca Tabauu MAC, VLAN, nopTos,
MYNbTUKACTA, MapLipyTM3aumum, npuopuTesaumnm

NTST [JobaBneHne M yganeHne OHUTOB B CTeKe, cbpoc Ha AedONT COCTOAHUA IOHWUTA, Ha
CeTeBOM ypOBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTka KomaHAabl Ha BoccTaHoBneHne OUI ana Voice VLAN

PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHWS NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsaumns ping

POLI Policy Management
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PTPT Precise Time Protocol

ROOT Poantenbckuin Tack gns Bcex 3a4ay

RPTS Routing protocol

SCPT ABTOOOHOBNEHWNE M AaBTOKOHDUTYPUPOBAHUE

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHue cobbITUIN O CMEHe COCTOAHUA NOPTA, HUKHUI YPOBEHb

SERX MonyyeHune cobbiTniM NpUéma Naketa 3 Kommytatopa B CPU, HUKHWUI ypoBEHb

SETX MonyyeHne cobbITU OKOHYaHWUA OTMNpPaBKM nNakeTa M3 CPU B KOMMYTaTop, HUMKHWUM
YPOBEHb

SFMG sFlow Manager — o6paboTka cobbiTit nameHeHua IP agpeca, CLI/SNMP 3anpocos,
Tamepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNMP Peanusauna npotokona SNMP

SNPR 3afaua, KoTopas pa3busaeT 6onbwime SNMP 3anpockl Ha 6onee meskue (Npokcupyer)

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToli cokeToB

SQIN HacTpoiiKa selective ging

SS2M Slave To Master — nepegaya coobueHnit co cneBa Ha macTtep

SSHP Cepsep ssh - HacTpoiika, 0bpaboTKka KomaHg, Tanmep

SSHU Cepsep ssh — npoTtokon

SSLP Peanusauma SSL

SSTC JNlormposBaHue cobbiTUiA O npesbllleHMn noporoB Tpaduka Ha CPU (cpu input-rate
detailed)

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccna vyepes VLAN

STSC CLI-ceccna vyepes VLAN

STSD CLI-ceccna vyepes VLAN

STSE CLI-ceccnsa vyepes VLAN

STSF CLI-ceccna vyepes VLAN

STSG CLI-ceccna vepes VLAN

STSH CLI-ceccna vyepes VLAN

STSI CLI-ceccna vyepes VLAN

SW2M ObpaboTKka cobblitnit Adress update ot FDB, 610KMpOBKa nopta Npu BO3HUKHOBEHWUU
oWMBOK Ha NopTy

SWTR PaspelweHmne npoxoraeHus TpaddmrKa yepes KackagHble UHTepdelicsl

SYLG BbiBOA cO0bLEHNI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peannsauna npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agay

TMON Monitor Task — oTcneKnBaeT COCTOAHUE 3aKONbLIOBKM BydepoB u, B cnyyae
ObHapyKeHUs, NepesarpyKaeT HUT (apyroro cnocoba peleHus Nnpobiembl HalngeHO
He 6b110)

TNSL KnueHr telnet

TNSR Cepsep telnet

TRCE Peanusauusa trace route

TRIG 3anyck aelicteua B FDB (ageing MAC-aapecos)

TRMT YnpasneHue loHUTamM B CTEKE C NOAAEPMKKOM TpaH3aKuui

TRNS File Transfer — konuposaHue daiinos mexay oHUTamm cteka (MNO)

TUNT Peanusaums TyHHenel: KoHoUrypmpoBaHme, 0b6paboTKa NakeToB

UDPR UDP relay
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VRRP Peanusauma npotokona VRRP

WBSR YnpasneHue u Tanmepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBaAsaHa ¢ watchdog Talimepom).

WDLO Cbpoc watchdog Taimepa. Mpwu cpabaTbiBaHMM TaMmepa (3TO NpoucxoauT npu
3aBMCaHUKN) KOMMYTaATOP NepesarpyKaeTca.

XMOD Peanunsauma npotokosa X-modem
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TEXHUYECKAA NOAAEPKKA

Ona nonyyeHUs TEXHUYECKOW KOHCyNbTalMM MO BOMPOCAM 3KCMayaTauum obopyaosaHua
000 «MpeanpusTtne «3JITEKC» Bbl MoxKeTe 06patnTbcs B CepBUCHbIN LEHTP KOMNaHUK:

Poccuiickan ®epepaumna ,630020, r. HoBocnbupck, ya. OKpyKHas, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduuymanbHOM canTe KOMMNaHUM Bbl MOXKETe HaWTU TEXHUYECKYID [AOKYMEHTauuw u
nporpammHoe obecneyeHne pns npoaykumm OO0 «lMpeanpusatne «I/ITEKC», obpatutbca K bHase
3HaHWI, NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOTO LEHTPA Ha TeEXHUYeckom popyme.

OduumanbHbIn caT KomnaHuu: http://eltex-co.ru/
TexHuueckuit popym: http://forum.eltex-co.ru/
ba3a 3HaHmin: http://kcs.eltex.nsk.ru/

LeHTp 3arpysok: http://eltex-co.ru/support/
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