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DHELTEX

YC/IOBHbIE OGO3HAYEHUA

0O603HauyeHue OnucaHue

B KBa4paTHbIX CKOOKax B KOMaHﬂ,HOﬁ CTPOKe YyKa3blBaloTCA Heobs3aTeNb-
[] Hbl€ MapameTpbl, HO UX BBOA NpeaocCTtaBsAET onpeaesieHHble OOMNONTHU-
TENbHbIE ONLUUMN.

B durypHbix ckobkax B KOMaHAHOM CTPOKe YKa3blBAlOTCA BO3MOXKHble 061-

{ 3aTesibHble NapameTpbl. Heobxoanmo BbibpaTbh OANH U3 MapameTpoB.
«» [laHHble 3HaKM B ONMUCAaHMM KOMaHAbl NCMONbL3YIOTCA ANA YKa3aHuA auana-
«=» 30HOB.
«|» JaHHbIM 3HaK B ONMCAaHUM KOMaHAbl 0603Ha4YaeT «Uam».
«/» [aHHbI 3HAK B OMMcaHMe KOMaHAbl YKa3blBaeT Ha 3HayeHMe Mo yMosya-
HWIO.
KypcuBom Calibri yKa3biBaloTcs nepemeHHble UAM NapamMeTpbl, KOoTopble
Kypcus Calibri yp Y P P Pol, P

HEO6XO,£1,MMO 3aMEHNTb COOTBETCTBYOWMM CT1OBOM UTU CTpOKOVI.

NonyXupHbIA
MonyXMpHbIM WPUOTOM BblAENEHBI NPUMEUYAHUA U NPeayNpeXaEHUS.

KypcuB

<MonyxcupHoliii MoNyXMPHbIM KYPCMBOM B YrN0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHMA Kaa-
Kypcus> BMLL Ha KnaBuatype.

Courier New MonyxupHbim Wpndptom Courier New 3anucaHbl NpumMepbl BBOAA KOMaHA.

WpudpTtom Courier New B pamKe C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New

MpumeyaHuna 1 NnpegynpexaeHus

_ No/ab30BaHUIO U HACTPOMKe YCTPOICTBA.
MpeaynpexaeHna HGOPMUPYIOT NOJIb30BaTENA O CUTYALMAX, KOTOPbIE MOIYT HAHECTU
Bpep, YCTPOCTBY UM YeNIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam no-

/5 MpumeyaHua copepikat BaxKHy UHPOpPMaLUIO, COBETbl UAM PEeKOMEHAALUM NO UC-
o
Tepe AaHHbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue roabl Habalogaetrca TeHAEHUMA K OCYLWECTBAEHMIO MaclTabHbIX MPOEKTOB Mo
NOCTPOEHMUIO CeTell CBA3M B COOTBETCTBMWM C KoHuenuueir NGN. OgHOM M3 OCHOBHbIX 3aga4y npwu
peannsaunm KPYMHbIX MYJIbTUCEPBUCHbIX cetel ABnaeTca co3gaHue HaAeXHbIX n
BbICOKOMPOMU3BOAMTE/IbHBIX TPAHCMOPTHLIX CETeN, KOoTopble ABAAKOTCA OMOPHbIMW B MHOTOC/AOMHOWN
APXMTEKTYpE CeTel caeaytoLLero NoKoAeHus.

Mepesaya MHPOpMaLMM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPymHOro macwraba,
noApasymeBaeT Bbl6Op TaKoM TOMOOTMN CETU, KOTOPan NMo3BOAAET NMOKO OCYLLECTBAATL pacrnpeaeneHume
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepunt MES53xx, MES33xx u MES23xx, MOryT MCNO/Ib30BATbCA Ha CETAX KPYMHbIX
npeanpuATMA U NpeanpuaATM mManoro u cpegHero 6usHeca (SMB), B onepatopckux ceTax. OHU
obecrneymBatoT BbICOKYO NPOU3BOAMTENBHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHma (QoS). Kommytatopbl MES5324 u MES3324 06nagatoT NOBbIWEHHOW HAAeKHOCTbIO 33
CYeT pesepBUPOBaHMA Y3/10B, onpegensalowmx 6becnepeboMHOCTb GYHKUMOHMPOBAHUA — MoOAyfein
NUTaHMA U MOAYNE BEHTUAALMUN.

JlInHeMKka nNpoMmbIWNeHHbIX KommyTaTopoB IJITEKC cepunm MES35xx npegHasHaveHa anAa
OpraHM3auMn 3aLLMLLEHHbIX OTKA30YCTOMUMBDLIX CETElM nepenayn AaHHbIX Ha 06beKTax, rae HeobxoamMmo
BbINOJIHEHWE TPebOoBaHWM NO YCTOMYMBOCTM K BO3LENCTBUMAM PA3/IMYHOIO BWAA TeMMEpaTypHbIM W
MEXaHUYECKMM BO3LENCTBMAM, BUOpaLMM 1 ap.

B HacToAWwem pyKOBOACTBE U3JIOXEHbl HAa3HaYeHne, TeEXHMYECKMe XapaKTepmUCTUKM, pekomeHgaumm
no HayanbHOM HaCTpOﬁKe, CUHTAaKCUC KOMaHQA4 ANnAa KOH(I)MpraLI,MM, MOHUTOPUHIA W 0bHOBNEHMUS
nporpammHoro obecnevyeHuns KOMMYTaTOpa.
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DHELTEX

2 ONUCAHUE U3OENUNA

2.1 HasHauyeHue

KommyTaTtopbl arperaummn cepmit MES53xx, MES3xX — 3TO BbICOKOMPOM3BOAMTE/IbHbIE YCTPOMNCTBA,
OCHalleHHble uHTepdelicammn 10GBASE-G, 40GBASE-G v npepgHasHayeHHble ANA MCNONb30BaHMA B
OnepaTopCKUX CETAX B KayecTBe YCTPOMCTB arperaumm u B LLeHTpax o0b6paboTkm aaHHbIx (LLOA) B KayecTBe
Top-of-Rack nam End-of-Row KommyTtaTopos.

MopTbl YCTPOICTBA NoaaepsKmMBatoT paboTty Ha ckopocTtax 40 Feut/c (QSFP) (MES5324), 10 réut/c
(SFP+) nnn 1 6ut/c (1000BASE-X 1 1000BASE-T SFP), uto obecneumsaeT rubKOCTb B MCNONb30BaHUM U
BO3MOHOCTb MNOCTEMNEHHOIO Nepexoaa Ha 6osee BbICOKME CKOPOCTU Nepeaadn AaHHbIx. Hebnoknpyemas
KOMMYTaLMOHHAA MaTpuua NO3BOAET OCYWECTBAATb KOPPEKTHyto o0bpaboTKy nakeTtoB npwu
MaKCMMaNbHbIX Harpyskax, COXpaHAs MpuM 3TOM MUHUMaA/bHblE U MPeACKasyeMble 3a[eP’KKU Ha BCex
TMnax Tpadumka.

Cxema BeHTMAAUMK front-to-back obecneunBaeT spPpeKkTBHOE OXNaXKAEHWE NPU UCMONb30BaAHUN
YCTPOMCTB B YC/N10BUAX cOBpemeHHbIX LLO/.

Ay6nvpoBaHHble BEHTUAATOPbl M UCTOYHWUKM MUTAHWUA MOCTOSHHOTO WM NEepemMeHHOro ToKa B
COYETaHUWN C Pa3BMTON CUCTEMON MOHMTOPUHIA annapaTHOM 4YacTU YCTPOMCTBA MO3BOAAIOT MOAYYUTb
BbICOKME NOKa3aTe/IM HAaZEXKHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAYei 3ameHbl Moaynein nuTaHua
N BEHTUAALMOHHBIX Moayneit, obecneunsasn 6ecnepeboliHocTb GYHKLMOHUPOBAHNA CeTU onepaTopa.

KommyTaTtopb! goctyna cepun MES23xx — ynpasasaemble KOMMYTaToOpbl YPOBHA L2+, ocywectsaatoT

NOAK/AOYEHME KOHEYHbIX MOJib30BaTeNel U ceTel NpeanpuUaTUii Manoro n cpegHero 6usHeca K ceTam
onepaTopoB CBA3M C NomoLbio nHTepdelicos 1/10Gigabit Ethernet.

2.2 ®DyHKUMM KOMMYTaATOpaA

2.2.1 ba3osble pyHKYUU

B Tabnmue 1 npuBeseH cnncok 6a3oBbix GyHKLUMIN YCTPOMCTB, AOCTYMNHBIX AN aAMUHUCTPUPOBAHMA.

Tabnunua 1 — basosble GyHKUUM YCTPOMCTBA

3awyyuma om BOKMpPOBKa BO3HUKAET B C/y4asx Meperpysku BbIXOAHbIX MOPTOB YCTPOWMCTBA
6510KUpOBKU TPadUKOM OT HECKONIbKUX BXOAHbIX NOPTOB. ITO NPUBOAMT K 3aJepP’KKamM nepe-
oyepedu (HOL) [ayum JaHHbIX U NOTepe NaKeTos.
Moddepika c 6
NocobHOCTb NOAAEP!KMBATL Nepesayy CBEPXA/JMHHbLIX Kaapos, YTO MO3BOAAET

C8epXONUHHbIX Anep PeAaty XA APOB,

nepenasatb AaHHbleE MEHbLUMM YUCAOM MAKETOB. ITO CHUXAET obbem cnyxeb-
Kadpoe (Jumbo o

HOM MHpopMmauum, Bpemsa 06paboTKM 1 nepepbIBbI.
frames)

YnpaBneHne NOTOKOM MO3BONAET COEeAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C
YnpaeneHue BbICOKOCKOPOCTHbIM. [1nA npeaoTepalleHns nepenonHeHna bydepa HU3KOCKO-
MoMoKom POCTHOE YCTPOWCTBO MMEET BO3MOMHOCTb OTNPasanaTb naket PAUSE, Tem cambim
(IEEE 802.3X) MHPOPMMPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM caenaTb naysy

npu nepenavye NakeTos.
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DHELTEX

KommyTaTop noaaeprkusaer obbeanHeHWE HECKO/IbKMX YCTPOMCTB B CTeK. B
3TOM C/ly4ae KOMMYTaTOPbl PACCMaTPUBAIOTCA KaK eaAnHOE YCTPOMCTBO C 06LWMMM
Paboma e cmeke HacTpoKamn. BO3MOKHbI ABe TONOOrMU NOCTPOEHUA CTEKA — KOJ/IbLLO M Lenoy-
ycmpolicme Ka. MpK 3TOM NapameTpbl MOPTOB BCEX YCTPOMCTB, BK/AKOYEHHbIX B CTEK MOXKHO
3a4aTb C KOMMYTaTOpPa, paboTaloLero B pexmme «mactep». CTeKMpoBaHue yCT-
POICTB NO3BONAET CHU3UTbL TPYAOEMKOCTb YNPaB/ieHUA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu
B Tabanue 2 npuseaeHbl GyHKLMK yCTPONCTB Npu pabote ¢ MAC-agpecamu.

Tabnunuya 2 — PyHKunKM pabotbl ¢ MAC-agpecamu

Tabauya MAC- KommyTtaTop coctasnseT B NnamaATv Tabauuy, B KOTOPOWN yCTaHaBNMBAETCA COOT-
adpecos BeTcTBME Mexay MAC-agpecamum 1 ysnamu NnopToB KOMMyTaTopa.

B oTcyTcTBME 06yYeHMs, AaHHble, NOCTynatolWmMe Ha Kakoi-nMbo nopT, nepesa-
lOTCA Ha BCe OCTasibHble MOPTbl KOMMYyTaTopa. B pexvme obyyeHnsa KommyTaTop
aHanusupyeT Kagpbl U, onpegenvs MAC-agpec oTnpaBuUTens, 3aHOCUT ero B Tab-
MUy KommyTaumu. Bnocneacteum kagp Ethernet, npeagHasHauyeHHbIN A5 XocTa,
MAC-agpec KOTOPOro y:Ke ecTb B Tabimue, nepefaeTcs ToNbKO Yepes yKasaHHbIN
B Tabauue nopT.

Pexcum obyyeHus

Moddepicka
nepedavu Ha

dHHaA HKUMA NO3BONAET YCTaHaB/IMBaTb coeguHeHUA «0AUH KO MHOTMM» U
HeckonbKo MAC- A byHKy, Y A A

«MHOTME KO MHOrMMm». Takum 06pa3som, Kaap, aapecoBaHHbI MHOTOaapecHon

adpecos rpynne, nepefaeTcA Ha KaXKAbl NOPT, BXOAALWMIA B rpynny
(MAC Multicast ' '
Support)
Aemomamuveckoe 3 5
epems xpaHeHus Ecnum ot ycTpoincTea ¢ onpeaeneHHbim MAC-aapecom 3a onpeaeneHHbln nepmog,
BpemMeHN He NOCTynakT NaKeTbl, TO 3anNncb ANA AaHHOIo a eCa yCTapeBaeT U
MAC-adpecoe P v ATA A Apeca ycrap
Aut tic Adi y4anaetca. 9T0 No3BOASAET NOAAEPKMBATL TabAMLY KOMMYTAUUKU B aKTyaslbHOM
(Automatic Aging for COCTOAHUM.
MAC Addresses)
CmamuyecKue .
CeteBom KOMMYTATOpP NO3BONAET NO/Ib30BaTE/NIIO onpeaennTb CtTatTuyeckme 3anu-
3anucu MAC .
. . cu cooTtBeTcTBUIM MAC-agpecoB, KOTOPbIe COXPAHAOTCA B TabanLe KOMMyTaLUu.
(Static MAC Entries)

2.2.3 ®yHKyuu emopo2o ypoeHsa cemesoli modenu OSI|

B Tabnumue 3 npueeseHsb! pyHKLMM M 0COBEHHOCTM BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnuua 3 — OnucaHme GyHKUMI BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonseT Ha ocHoBe MHPOPMALUM, MONYYEH-

®yHkyusa IGMP HOW Npwu aHanuse cogepkumoro IGMP-nakeTos, onpesenntb, Kakue yCTPouCT-

Snooping Ba B CETM y4yaCTBYIOT B rpynnax MHOroaApecHOM paccbl/ikM, U aapecosaTb Tpa-
bUK Ha coOTBETCTBYOLLME NOPTHI.

®yHkyusa MLD Peanusauua npotokona MLD nossonaeT yCTPOMCTBY MUHUMMU3UPOBATL MHOTO-

Snooping afpecHblit IPv6 Tpaduk.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 12
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dyHkyua MVR

®yHKLMA, NO3BONAIOWANA NEepPeHaNPaBAATb MHOroaApecHblit TpaduK U3 oaHOM
VLAN B apyryto Ha ocHoBaHUM IGMP-coobLLeHMIA, YTO NO3BONSET YMEHbLINTb
Harpysky Ha uplink-nopty. MpumeHseTca B peweHunsax lll-play.

3awyuma om
wupokosewjamesbHO
20 «wmopma»
(Broadcast Storm
Control)

LLinpoKkoBeLwaTenbHbI WTOPM — 3TO PAa3MHOMEHWE LIMPOKOBELLATENbHbIX CO-
OOLLEHNI B KaxAOM y3/e, KOTopoe NpuMBOAMUT K JIaBUHOOBPaA3HOMY POCTy MX
yncna u napanmsyet paboty cetn. KommyTtaTopbl UMetoT GYHKLMIO, MO3BONSAIO-
LY OTPaHUYUTb CKOPOCTb Nepeaadm MHOroaLPEecHbIX U LWMPOKOBELLLATEbHbIX
KaZpoB, NPUHATLIX U NepegaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epkanupoBaHue NopToB no3sonseT Aybamposatb Tpaduk Habaogaembix nop-
TOB, Mepecblias BXOAALME U/MAN UCXOZALME MAKETbl HA KOHTPOAUPYHOLLUIA
nopt. Y nosnb3oBaTend KOMMYyTaTopa eCTb BO3MOMHOCTb 334aTb KOHTPOAU-
PYIOLWMIA U KOHTPOIMPYEMbIE MOPTbI U BbIGPaTh TN TpaduKa (BXxoaaLmin n/mnmn
NCXOLALLMNI), KOTOPbIM ByAeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

U3sonayua nopmos
(Protected ports)

[aHHaa ¢yHKUMA NO3BONSET HasHauyuMTb MopTy ero uplink-nopT, Ha KoTopbli
6e3yciioBHO ByaeT nepeHanpaBasTbCs BeCb TpaduK, obecneunsas Tem camblim
M30M1ALMIO C APYrMMM NopTamu (B mpedenax oAHOro KOMMyTaTopa), HaxoaA-
LMXCA B 3TOM e WupoKoBelaTenbHom gomeHe (VLAN) B npegenax ogHoOro
KOMMyTaTopa.

Private VLAN Edge

[JaHHaa GyHKUMA No3BONAET U30MPOBaTb FPyNny NOPTOB (B Npeaenax ogHoro
KOMMYTaTopa), HaxoAALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM JOMEHE MEXAY
coboi, no3sonAA Npu sTom 06MeH TpadMKom € ApYrMMM NOPTamMK, HAXOAALLK-
MWCA B 3TOM K€ LUMPOKOBELLATE/IbHOM AOMEHE, HO He NMPUHAANEXKALWUMU K
aTOM rpynne.

Private VLAN (light
version)

ObecneunBaeT M30AALUMIO MEXKAY YCTPONCTBAaMM, HAXOAALWMMMNCA B O4HOM LUK-
poKoBeLlaTeNbHOM LOMeHe, B npeaenax Bceit L2-ceTn. PeannsoBaHbl TO/IbKO
OBa pexunma pabotbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT
06MeHUBATLCA APYT C APYIOM).

Mododepika
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHO 3aga4yeit KOTOPOro AB-
naetca npuseaeHune cetu Ethernet ¢ M3bbITOYHBIMU COEAMHEHMAMU K APEBO-
BMAHOW TONONOIMUK, UCKAKOYaoLWen netin. KommyTaTopbl 06MEHNBAOTCA KOH-
dUrypaumMoHHbIMM COOBLLEHMAMM, UCMONL3YA Kagpbl crneumanbHoro ¢opmara,
1 BbIBOPOYHO BK/KOYAIOT M OTKAKOYAIOT Nepesayy Ha nopTbl.

Moddepicka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnseTcs ycoBeplleHCTBOBaHMEM MNPOTOKO/A
STP, xapaKTepuM3yeTca MeHbLIMM BpeMeHeM NpUBeAEeHNA CETU K APEeBOBUAHOM
TOMNONOTUK U UMeeT 6oiee BbICOKYHO YCTOMUMBOCTb.

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN NpeaHasHauyeH AN NOBbILWEHUSA YCTOWUYMBOCTU U HALEKHOCTU CEeTU
nepefayy OaHHbIX, UMelLWel KONbLEBYHO TONOMOMMIO, 33 CYET CHUXKEHUA Bpe-
MEeHW BOCCTaHOBJ/IEHWA CETU B CNy4Yae aBapuu. Bpemsa BOCCTaHOBNEHWA He npe-
BbilAeT 1 CeKyHApl, YTO CYLEeCTBEHHO MEHbLUe BPeMeHU MepecTPorKU ceTu
NP1 UCNOAb30BaHMM NMPOTOKO/IOB CEMENCTBA spanning tree.

Moddepika VLAN

VLAN — 37O rpynna nopToB KOMMYyTaTopa, 06pasylowmx oAHYy LIMPOKOBELLa-
TenbHyto obnactb (gomeH). KommyTatop noaaepKMBaeT pas/inyHble CpeacTsa
KnaccuduKauumn NakeToB AA onpefeneHna ux NPUHAANEKHOCTU K onpege-
nexHHol VLAN.

Mododepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dOYHKUMM YPOBHA KaHana nepegayv OaHHbIX NpeacTaBastoT coboM nNpoToKon
MOHMUTOPMHIA COCTOAHMA KaHana. B aTom npoTokose Ans nepesaydn MHoopma-
UMW O COCTOSIHMM KaHaNa Mexay HenocpeacTBEHHO MOAKAOUYEHHbIMU YCTPOM-
ctBamu Ethernet ucnonbsytotca 610KM AaHHbIX npoTokona OAM (OAMPDU).
O6a ycTpolicTBa 4ONKHbI NOAAEePXKMBaTb cTaHAapT IEEE 802.3ah.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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Moddepxka GVRP
(GARP VLAN)

MpoTtoKkon peructpaumm GARP VLAN obecneumBaeT aMHamuuyeckoe aobasne-
Hue/yaanexue rpynn VLAN Ha nopTax KommyTaTopa. Ecim BKAOYEH NPOTOKON
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpoCcTpaHAeT AaHHble O NpUHaAA-
nexHoctn K VLAN Ha Bce NopTbl, ABAAOLWMECA YaCTbi0 aKTUBHOM TOMNOJIOTUM.

Moddepicka VLAN Ha
6asze nopmos
(Port-Based VLAN)

PacnpeaneneHune no rpynnam VLAN BbinoaHAeTcA no BxogAawmMm noptam. JaH-
HOe pelleHne NO3BOJIAET UCMO/Ib30BaTb Ha KaXA0M MOPTY TONbKO OA4HY rpynmny
VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTAaHAAPT, KOTOPbIN OMNUCbIBaeT npoueanypy Terpo-
BaHWA TpaduKa ans nepefadm nHpopmaumm o npuHagaexkHoctn K VLAN. Mo-
3BOJIAET UCNOJIb30BaTb HeckonbKo rpynn VLAN Ha ogHOMm nopTy.

O6veduHeHue
KaHan0e ¢
ucnonv3oeaHuem
LACP

MpoTtoKkon LACP obecneuynBaeT aBTOMaTMYeCKoe 0b6beaNHEHNE OTAENbHbIX CBSA-
3eM MeXay ABYMSA YCTpoMCcTBaMM (KOMMYTaTOP—KOMMYTaTOp UAKM KOMMyTaTop—
cepBep) B eAnHbIV KaHan nepeaayun AaHHbIX.

B npoTOKO/IE NOCTOSIHHO OMNpeaenseTca BO3MOXHOCTb 06beAMHEHMA KaHaOoB,
M B C/ly4ae OTKa3a COeAMHEHMs, BXOSALLETO B 06beAMHEHHbIV KaHan, ero Tpa-
$MK aBTOMATMYECKM nepepacnpesensieTcad No He OTKA3aBLMM KOMMOHEHTam
obbeagMHeHHOro KaHana.

Co3daHue 2pynn LAG

B ycTpoicTBax nogaep:kunsaetca GyHKLMA CO34aHUA rpynn KaHanoB. Arperaumsa
kaHanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorna obveam-
HEHWUA HECKONIbKUX PU3NYECKMX KaHAIOB B OAMH JIOTMYECKUi. ITo cnocobcTay-
€T He TO/IbKO YBE/IMYEHMIO MPONYCKHOM CNOCOBHOCTM MarncTpaabHbIX KaHaA0B
KOMMYTaTOP—KOMMYTaTOp MM KOMMYTATOP—CEPBEP, HO U MOBbILEHUIO WX
HaZeXXHOCTU. BO3MOMHbI TpU TMMA 6anaHCMPOBKM — Ha OCHoBaHMM MAC-
afpecos, Ha OCHoBaHUK IP-agpecoB M Ha ocHOBaHWW nopTa (socket) HasHaue-
HUA.

lpynna LAG cocTouT M3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatowmx B gyn-
JIEKCHOM pexume.

Moddepika Auto
Voice VLAN

MpepoctaBaseT BO3MOMXKHOCTb UAEHTUOMLMPOBATL FO0COBOM TPAadUK Ha Oc-
HoBaHuK OUI (Organizationally Unique Identifier — nepsbie 24 6uta MAC-
agpeca). Ecam B MAC-Tabnnue kommyTtatopa npucytcteyeT MAC-agpec ¢ OUI
ros0COBOro Wt03a Unu e IP-tenedoHa, TO AaHHbLIV NOPT aBTOMATUYECKU A0-
6asnsercsa B voice vlan (naeHTMdMKauma no npotokony SIP uan ke no MAC-
agpecy nosyyaTtens He Nnoagep:KnsBaeTcs).

Selective Q-in-Q

Mo3BonseT HasHauyaTb BHewHuin VLAN SPVLAN (Service Provider's VLAN) Ha
OCHOBE CKOHOUIYPUPOBAHHBIX NPaBuUA GUAbTPALMM NO HOMEPAM BHYTPEHHUX
VLAN (Customer VLAN). MpumeHeHue Selective Q-in-Q nossonseT pasobpatb
Tpaduk aboHeHTa Ha HeckonbKo VLAN, nameHutb metky SPVLAN y nakeTta B
OTAEe/IbHOM y4acTKe ceTu.

2.2.4 ®yHKyuu mpemsbezo yposHa cemeesoli modenu OSI

B Tabnnue 4 npusegeHbl GyHKLMM TpeTbero ypoBHA (yposeHb 3 OSI).

Tabnuua 4 — OnucaHve GyHKUMI TpeTbero ypoBsHs (Layer 3)

KnueHmeoi BootP u
DHCP

YcTpoiicTBa cnocobHbl aBTOMaTMUecKM noaydaTb IP-agpec no NpoOTOKoAy

(Dynamic Host BootP/DHCP.

Configuration

Protocol)

Cmamuuyeckue IP- AOMUHUCTPATOP KOMMYTATOPa MMeeT BO3MOXKHOCTb A06aBAATb U yAaNATb CTaTy-
mapuwpymel YyeCKue 3annmcu B Ta6}1VILI,y MapLwpyTnsauunn.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTtokon conoctasneHusa IP-agpeca n ¢pusmyeckoro agpeca ycTpomncraa.
CooTBeTcTBME YyCTaHaB/AMBAETCA Ha OCHOBE aHa/M3a OTBETA OT y3/1a ceTu, agpec
y3/1a 3anpalinBaeTca B LUMPOKOBELLaTe/IbHOM NakeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKON AUMHAMMYECKOW MapLUpyTM3aL MK, KOTOPbLIA NO3BOAET MaplupyTM3a-
TOpaM OBHOBNATbL MapLIPYTHYIO MHPOPMALMIO, NOAyYaa ee OT COCeaHUX Map-
WpyTM3aTopoB. B 3agaun npoToKona BXoaMUT onpeaeneHne onTUManbHOro map-
LIPYTa HAa OCHOBAHWM AAHHbIX O KO/IMYECTBE NPOMENKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢yHKUMA YNPOLLEHHOMW MapLIpyTM3aLLMM MHOFOaApPEeCHbIX AaHHbIX
mexay cetamu. [na ynpasnaeHVs MaplipyTUsaumeit MCNosb3yeTcs NPOTOKON
IGMP.

lpomokon OSPF

MPOTOKOA AMHAMMYECKOM MapLLpPyTM3aLMK, OCHOBAHHBIN Ha TEXHONOTMW OTCae-
KMBaHMA cocToAHMA KaHana (link-state technology) n ncnonb3syowmii gna Haxo-
XKOAEHMA Kpatyaiwero nyty Anroputm [Oelikctpol. MpoTtokon OSPF pacnpoctpa-
HAET MHPOPMALMIO O AOCTYMHbIX MAapPLPYyTax MeXay MapLlpyTU3aTopaMmmn O4HOM
ABTOHOMHOM CUCTEMBI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHU4YHOro Wwato3a) ABaseTca NpoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMK cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTaX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pe3epBMPOBaHUA MapLUPYTU3aTOPOB, Bbl-
NONHAIOLLMX PO/b LWK03a MO YMOAYaHUIO. ITO AOCTUraeTca NyTém obbeguHeHuUA
IP-uHTEpPdENCOB rpynnbl MapLIPYTU3ATOPOB B OAWMH BUPTYasibHbIM, KOTOPbIN BY-
OET NCMONb30BaTbCA KaK LWJIO3 N0 YMONYAHUIO A1 KOMMNbIOTEPOB B CETU.

PIM-npoToKon MHoroagpecHo mapwpyTtusaunm gnsa IP-cetein, cosgaHHbIA ana
peweHua npobnem rpynnoBo Mmapwpytusaumm. PIM  6asupyeTtca  Ha
TPAAMUMOHHBIX  MapLpPYTHbIX MpoTOKosnax (Hanpumep, Border Gateway

lpomokon PIM Protocol), BMecTo Toro, 4to6bl C034aBaTb COHCTBEHHYIO CETeBYIO Tonooruio. PIM
Mcnosib3yeT unicast-tTabavuy maplupytmsaumm gnsa nposepku RPF. 3T1a nposepKa
BbINOJIHAETCA  MaplupyTusaTopamn, 4tobbl ybeauTbcs, 4TO  nNepedaya
MHOroagpecHoro Tpadu1Kka BbINoAHAETCA No NyTn 6e3 neTenb.
MpoTokon ana obmeHa uHpopmaumen 06 MCTOUHMKAX MYNAbTUKACTa MeMX,
Mpomokon MSDP P A bopmay, ¥ i

pa3anyHbimm RP B PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npmBeaeHbl oOCHOBHble GYHKUMKM KayecTBa obcnykmnaHua (Quality of Service).

Tabnuua 5 — OcHoBHble PyHKLMM KayecTBa 06CYKMBAHUA

Mododepxka
npuopumemHoix
oyepedeii

YCTPOCTBO NoAAepXnBaET NpuopmTesaLmio ncxoaawero Tpadpmka no ouepeaam
Ha Kak4oMm nopTy. PacnpegeneHne naketos No o4epeasm MOXKeT NPOoM3BOAMUTb-
cA B pesyabTaTe KaaccMdMKaLMM NaKeTOB MO Pas/AMYHbIM NOISM B 3aroNoBKax
NaKeToB.

Moddepxcka knacca
obcayrcueaHusn
802.1p

CraHgapT 802.1p cneumduumpyeT MeToa yKasaHua npuopuTeTa Kagpa W anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-
TEeNIbHOTO K BPEMEHHbIM 3aaep)Kkam TpaduKka. CraHgapt 802.1p onpegenser
BOCEMb YpPOBHEN NpuopuTeToB. KOMMYTaTOpbl MOFYT MCMNONbL30BaTb 3HaYeHue
npuopwuteTta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM o4epesam.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnnuya 6 — PyHKUMKM obecneyeHMa 6e3onacHoOCTU

PyHKLMA KOMMYTaTOpa, NpeAHa3HayeHHaa AnA 3aluTbl OT aTak C UCNOJb30Ba-
Huem npoTokona DHCP. O6ecneunsaet ¢dunbrpaumio DHCP-coobuieHnin, nocry-
NMUBLIMX C HEHAZEXHbIX MOPTOB MyTeM MOCTPOEHUA U noadep:aHua 6asbl gaH-

npomokonaa DHCP

DHCP snooping HbIXx npueaskn DHCP (DHCP snooping binding database). DHCP snooping Bbinon-
HAET AeNcTBUA BpaHaMayspa Meay HeHaAeXHbIMW MopTamu U cepBepamu
DHCP.
Onuwma, KoTopasa no3sosseT NnponHpopmmnposatb DHCP-cepsep o Tom, C Kakoro
Onyus 82 DHCP-peTpaHcaaTopa v Yyepes Kakon NopT npuLlen 3anpoc.

Mo ymonyaHuio KommyTaTop, ucnonb3yowmin ¢pyHkuuto DHCP snooping, obHa-
pykuBaeT u otbpacbiBaeT nobonn DHCP-3anpoc cogeprKawmii onuuto 82, KoTo-
pbIii OH NOAYYUN Yepes HeHaaéxKHbIN (untrusted) nopr.

UDP relay MepeHanpasneHue wupokoseltatensHoro UDP-TpadurKa Ha ykasaHHbIM IP-agpec
DHCP-cepBep ocylw,ecTBAsAeT LEHTPasM30BaHHOE ynpaBaeHue ceTeBbIMU agpe-

®yHKyuu DHCP- psep ocyuy LEeHTp ynp Aap

cepeepa CaMM N COOTBETCTBYIOLWMMU KOHOUIYPALMOHHBIMKM NapameTpamu, aBTomaTuye-

CKU NpeaocTtaBnaa UX KIMEHTaAM.

IP Source address
guard

PyHKLMA KOMMYyTaTOpa, KOTopaa orpaHunynsaet IP-Tpaduk, dunbTpya ero Ha oc-
HoBaHWK Tabaunupl cooTBeTcTBMI Hasbl AaHHbIX NpuBA3KM DHCP — DHCP snooping
M CTaTUYECKU CKOHOUIypupoBaHHbIX IP-agpecoB. ®PyHKLMA Mcnonb3yeTca ANA
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,Mﬂ KOMMYTaTOpa, NpegHa3dHa4yeHHaAa ONA 3allnTbl OT aTakK C NCMNO/1Ib30Ba-

(Access Control List)

Dynamic ARP Huem npoTokona ARP. CoobuieHne, KOTopoe NOCTynaeT ¢ HeHaJeXKHoro nopTa,
Inspection noagepraeTcA nposepKe — cooTBeTcTByeT aun IP-agpec B8 Tene npuHatoro ARP-
(Protection) naketa IP-agpecy otnpasutens.

Ecnun agpeca He cOBNaAaoT, TO KOMMYyTaTop OTOpacbiBaeT NakKer.

Ha ocHoBe MHbOpMaLmn, cogepKalleinca B 3aroioBKkax ypoBHen 2, 3 u 4, y aa-
1213 L4 ACL dopmaumm, cosepray yp ) Y aA

MMHUCTPATOPa €CTb BO3MOXHOCTb HacTpouTb 40 1024 npasua, COrNacHoO KoTo-
pbiM NakeT 6yaet o6paboTtaH, MM60 OTOHPOLLEH.

Time-Based ACL

Mo3BonseT ckoHOUIypupoBaTb BPEMEHHbIE PaMKM, B TEYEHUE KOTOPbIX AaHHbIN
ACL 6ypeT felicTBoBaTh.

noéauHHOCMU HA
OCHose nopma
(802.1x)

Mododepxka OcHoBHaA GyHKUMA BNOKMPOBKM — NOBLICUTL 6€30NacCHOCTb CeTU, NpeaoCcTaBNAnA
306/10KUPOBAHHBIX [OCTyN K MOopTy KOMMyTaTopa TO/NbKO Ana yCcTpoMncTe mmetowmx MAC-agpeca,
nopmos 3aKpenaeHHble 33 3TUM NOPTOM.

lposepka MpoBepkKa noaanHHoctu IEEE 802.1x npeacTtaBaseT cobo MexaHU3M KOHTPOAA

AOCTyna K pecypcam Yepes BHelWHNit cepsep. MNpolueawme nposBepKy NoaanHHO-
CTM NO/Ib30BaTE/IM MOMYYAOT AOCTYN K pecypcam BbibpaHHOM ceTu.

2.2.7 ®yHKYyuu ynpasneHus KOMMymamopom

Tabanua 7 — OcHOBHble GpYHKLMM YrIpaBieHNA KOMMYTaTOPaMM

3azpy3Ka u
8bi2py3Ka aiina
Hacmpoliku

MapameTpbl YCTPOMUCTB COXpaHAatOTCA B dalisie HAaCTPOMKKU, KOTOPbIA COOEpPHKUT
AaHHble KOHOUIYPaLLMM KaK BCEI CUCTEMbI B LLeJIOM, TaK U ONpeseeHHoro nopTta
yCTpOMCTBA.
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lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoTokon TFTP ucnonb3yeTcs ANA onepauuin 3anucu u uteHusa ¢aiinos. MpoTo-
KO/1 OCHOBAH Ha TpaHCMOPTHOM npoTokoae UDP.

YCTpoMcTBa NoaaepKMBAOT 3arpy3Ky M nepegady no AaHHOMY NPOTOKoAy ¢dan-
JI0B HAacTPOMKK M 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcsa A1a onepaunin 3anucu u yteHna dpainos. MpoTokon
OCHOBaH Ha ceTeBOM NpoToKone SSH.

YCTpoiicTBa NOALEPKMBALIOT 3arpysky M nepegady no AaHHOMY NPoOTokoay dawn-
JI0B HAcTPOMKK M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHbllii
MOHUMOPUH2
(RMON)

YaaneHHbli MoHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX Ce-
Ten, pacwmnpeHne SNMP. CoBMecTMMble YCTPOACTBA NO3BONAIOT cObMpaTtb Anar-
HOCTUYECKME JaHHble C MOMOLbIO CTaHUUKM ynpasneHua cetbto. RMON — aTto
CTaHAapTHaA 6a3a MIB, B KOTOpoW onpeaeneHbl TEKYLLAA U Npeablaywan cTaTu-
CTMKa ypoBHs MAC 1 06beKTbl ynpaB/ieHuUs, NpefocTaBaAoWmMe AaHHble B pe-
a/IbHOM BPEMEHMW.

lNpomokon SNMP

Mpotokon SNMP ucnonbsyetrca gnA MOHUTOPUHIA U YNpPaBAEHMA CEeTEBbIM YCT-
ponctBom. [Ina ynpaBaeHMA AOCTYNOM K CUCTeME ONpeaenaeTca CNCOK 3anucemn
coobLecTBa, KaK4as 13 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNA.

Unmepdpeiic
KoMaHOHOUi cmpoKu
(CLl)

YnpasneHne KommytaTopamu nocpeactsom CLI ocyuiecTBaseTcs NoKanbHO Ye-
pe3 nocnegosaTtesnbHbl nopT RS-232, anbo yaaneHHo yepes telnet, ssh. UHTep-
deic KomaHaHOM cTpoKM KoHconwu (CLI) aBAAeTCA NPOMbIWAEHHbIM CTaHAAPTOM.
MHTepnpeTtaTtop CLI NnpegocTaBnfeT CNMCOK KOMaHA, M KAYeBbIX C/1I0B AN Mo-
MOLLM NO/Ib30BATE/II0 U COKPALLLEHWIO 06bema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLnin Nnepesady COObLLEHNN O NPOUCXOAALLNX B

Syslog .

cncreme CO6bITVIHX, a TakKXe yBeaomneHmnm 06 owmnbKax YOaNeHHbIM CepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHW3aLMU BPEMEHU CETU, rapaHTUPYeT Tou-
(Simple Network HOCTb CMHXPOHM3aLMMU BPEMEHM CETEBOMO YCTPOMCTBA C CEPBEPOM A0 MUAUCE-

Time Protocol)

KYHZbI.

Traceroute — cnyskebHan GyHKUMA, NpefHasHauyeHHas AN OnpeaesieHus map-

Traceroute
LIPYTOB Nepefayn AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHUCTPATOP MOMKET onpenennTb YPOBHU NPUBMAETNIA AOCTYNa ANA NO/b30-
KOHMpoAupyemoim A " P P PeA yp P Aocryna A .
BaTesell YCTPOMCTBA M XapaKTEPUCTUKM ANA KaKA0r0 YPOBHA NpUBMUAEruii (Tonb-
docmynom — yposHu N
. KO AN1f YTeHns — 1 ypoBeHb, NOMHbINM A0CTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AO0CTyNa K Kaxgomy uHtepdency
n HMA (SNMP, CLI). 3anpeT moxeT bbIT TaH H OT, H A KaXa0-
Brokupoexa ynpasne (S , CLI). 3anpeT MoxeT 6bITb YCTAHOBNEH OTAENbHO A/1A KaXKA0
uHmepdeiica ro TMna gocryna:
p Telnet (CLI over Telnet Session)
ynpaenenus Secure Shell (CLI over SSH)
SNMP
JloKanbHasA [ns noKanbHoOM ayTeHTUPUKAUMM NOALEPKMBAETCA XpPaHeHMe naposiel B base
aymeHmudguKayus JaHHbIX KOMMYTaTOpPa.

dunompayus IP-

Joctyn no SNMP paspewaetca gna onpegeneHHblx IP-agpecos, ABAAKOLWMXCA

adpecoe 0153 SNMP yneHamun SNMP-coobLecTsa.
MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKALMKU, aBTOPU3ALUN U ydeTa.
Kauenm RADIUS Cepsep RADIUS ncnonb3yeT 6a3y AaHHbIX Nosib30BaTeNen, KOTopasa COAEPKUT

JaHHble MPOBEPKU MNOAJMHHOCTM A/A KaXKAOoro nonb3oBaTensd. Kommyrtatopbl
coaeprKaT KNIMEeHTCKYIo YacTb npoTtokona RADIUS.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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yCTpOVICTBO npeanocrtasadeT noaaepXKy npoBepkn nNoA/TMHHOCTU KAUEHTOB MNO-

TACACS+ cpeacteom npotokona TACACS+. Mpotokon TACACS+ obecneyunBaeT LeHTpanu-

(Terminal Access 30BaHHyl0 cuctemy H6e3onacHoCTVM ANA NPOBEPKM MOAb30BaTesNel, NoayqaoLWwmx

Controller Access [OCTYN K YCTPOWCTBY, @ TaK)Ke LLeHTPa/IM30BAHHYIO CUCTEMY YNpPaBAEHUA npwu

Control System) cobntogeHun cosmectumoctn ¢ RADIUS n apyrumum npoLieccamv nNpoBepKu nog-
JINHHOCTW.

Cepeep SSH dyHKumA cepBepa SSH nossonseT KAneHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3a-
WMLLEeHHOE COeAHEHWE ANA YNPABAEHUA UM.

Moddepika JaHHas ¢yHKumA npeeOCTaBnﬂeT BO3MOXHOCTb CO34aBaTb MaKPOKOMaHAbI,

MAKPOKOMGHD npeacrasastowme coboit Habop KOmMaHA, U NPUMEHATb UX ANA KoHdUrypaumm

yCTpoiicTBa.

2.2.8 /[lononHumesnbHble hyHKYUU

B Tabnmue 8 npmBeaeHbl AONONHUTE/IbHbIE GYHKLUK YCTPOMCTBA.

Tabaunua 8 — lononHUTeNbHblE GYHKLMN YCTPOCTBA

BupmyanbHoe
mecmupoeaHue
Kabensa (VCT)

CeTeBble KOMMYTAaTOPbl MMEIKOT B CBOEM COCTaBe NMPOrpamMMmHble M annapaTHble
cpencTBa, No3BojstoWMeE BbINOAHATL QYHKLMM BUPTYasibHOro Tectepa Kabens —
VCT. TecTep N0o3BOAAET ONPELENNTb COCTOAHNE MEAHOTO Kabena CBA3M.

AduazHocmuKa
onmu4ecKoz0
mpaHcusepa

YCTPOCTBO NO3BOAAET TECTUPOBATL ONTUYECKMI TpaHcueep. Mpu TecTMpoBaHMM
OTC/IEXKMBAIOTCA TaKMe MapameTpbl, Kak TOK M HanpsKeHne nuTaHus, Temnepary-
pa TpaHcueepa. A peanvsaunm TpebyeTcs NMOAAEPIKKa 3TUX QYHKUMIA B TpaH-
cuBepe.

Green Ethernet

ﬂ,aHHbIVI MeXaHU3M NOo3BOJSIAET KOMMYTATOPY CHU3UTb :—)Hepron0Tpe6neHme 3a
CYEeT OTK/II0YEHUNA HEaAKTUBHbIX 3/1EKTPUYECKUX NOPTOB.

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepUCTUKHU

OCHOBHble TeXHMYECKMe NapaMeTpbl KOMMYTaTOPOB NpuBeaeHb! B Tabauue 9.

Tabnuua 9 — OCHOBHble TEXHUYECKUE XapaKTePUCTUKM

O6wwue napameTpbl

MNakeTHbIN
npoteccop

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F

Marvell 98DX3336-A1 (PonCat3)

MES3508P

MES3508 Marvell 98DX3333A1-BTD4I000 (PonCat3 Industrial)

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

18



DHELTEX

MES2324

MES2324B

MES2324F

MES2324FB Marvell 98DX3236-A1 (AlleyCat3)

MES2324P

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R

MES2326 Marvell 98DX3235
1x10/100/1000BASE-T (OOB)

MES5324 1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

MES3316F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

MES3308F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

. 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
NHTepodelichl

MES2324 24x10/100/1000BASE-T (RJ-45)

MES2324B 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
24x10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2324P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
20x1000BASE-X/100BASE-FX (SFP)

mgzggj? 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
24x10/100/1000BASE-T (RJ-45)

MES2326 2x1000BASE-X (SFP)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

MES2348B 48x10/100/1000BASE-T (RJ-45)

MES3348 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

MES2348P 48x10/100/1000BASE-T (PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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8x10/100/1000BASE-T (PoE/PoE+)

MES2308P 2x10/100/1000BASE-T (RJ-45)
2x1000BASE-X (SFP)
MES2308R 8x10/100/1000BASE-T (PoE/PoE+, RJ-45)
MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES3508 8x10/100/1000BASE-T (RJ-45)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES5324 800 réwmr/c
MES3324
MES3324F
MES2324
MES2324P 128 réut/c
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MponyckHas MES3348 176 Téut/c
cnocobHocTb MES3348F
MES3316F 112 réut/c
MES3308F 96 6ut/c
MES2326 56 [6ut/c
MES2308R
MES3508P 20 Iéut/c
MES3508
MES2308
MES2308P 24 Tur/c
MES5324 512,8 MPPS
MES3324
MES3324F 95 MPPS
MES2324
MES2324B
MES2324FB 92,1 MPPS
MES2324F
MES2324P 93,1 MPPS
[MponssogutensH MES23488
OCTb Ha MaKeTax MES2348p 130,9 MPPS
ONnHoM 64 6aliTa MES3348
MES3348F
MES2308R 14,7 MPPS
MES3508P
MES3508 14 MPPS
MES2308
MES2308P 17,7 MPPS
MES3316F 83 MPPS
MES3308F 71 MPPS

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES2326

41,4 MPPS

O6bem bydpepHoi
NamaTK

MES5324

4 Mbant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508

1,5 M6ant

MES2348B
MES2348P
MES3348
MES3348F
MES2326

3 Mb6aut

Ob6bem o3y
(DDR3)

MES5324

4 T6anT

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P
MES3508

512 Mb6ant

O6bem M3Y (RAW

MES5324

2 I6ant

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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NAND)

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P
MES3508

512 Mbait

Tabnaunua MAC-
aapecos

MES5324

64K

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P
MES3508

16K

O6bem TCAM
(konunuyectBo
npasun ACL)

MES5324

2K

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

3K

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES2324
MES2324pP
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2326
MES2308
MES2308R
MES2308P

1K

Konunyectso
mapupyTos L3
Unicast

MES5324

8K

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

13K

MES2324
MES2324P
MES23248B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2326
MES2308
MES2308R
MES2308P

950

Konnyectso ARP-
3anucem

MES5324

8K

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

4K

MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2326
MES2308
MES2308R
MES2308P

1K

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES5324
MES3324F
MES3324
MES3316F
MES3308F 4K
MES3348
MES3348F
MES3508P

Konnyectso MES3508

rpynn L2 MES2348B
Multicast (IGMP MES2348P
snooping) MES2324P
MES2324

MES2324B
MES2324FB 2K
MES2324F
MES2326

MES2308

MES2308R
MES2308P

MES5324
MES2324P
MES3324F
MES3324
MES3316F
MES3308F
MES2348B
MES2348P
Konunyectso MES3348
mapLpyTtos L3 MES3348F
Multicast (IGMP MES2324
Proxy, PIM) MES2324P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508

4K

CKopocTb MES5324 OnTunyeckume nHTepdeiicol 1/10/40 réut/c
nepenauu dneKTpuyeckme nHTepdericsl 10/100/1000 M6ut/c
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AaHHbIX

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2348B
MES2348P
MES3348
MES3348F
MES2324B
MES2324FB
MES2324F

Ontuueckne nHtepdeicol 1/10 réut/c
dnekTpuyeckue nHtepdeicol 10/100/1000 M6but/c

MES2326
MES2308
MES2308R
MES2308P
MES3508P
MES3508

OnTuueckne nHtepdeicol 1 réut/c
dnekTpuyeckue nHtepdeicol 10/100/1000 M6but/c

Konunyectso
npasun SQinQ

MES5324

1375 (ingress)/75 (egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

1320 (ingress)/72 (egress)

MES2324
MES2324P
MES2348B
MES2348P
MES2324B
MES2324FB
MES2326
MES2324F
MES2308
MES2308R
MES2308P

360 (ingress)/72 (egress)

MaKkcumanbHoe

MES5324

64
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KO/IMYeCcTBO MES3324F
ECMP-mapwpyTtos MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES2324
MES2324P 8
MES2348B
MES2348P
MES2324B
MES2324FB
MES2326
MES2324F
MES2308
MES2308R
MES2308P

Noapep»ka VLAN cornacHo 802.1Q, o 4K aktmeHbix VLAN

npuMopuTnsauma Tpadmka, 8 ypoBHeM
KayecTtBo obcnykmBaHMa QoS 8 BbIXOAHbIX OYepesei C pasHbIMM NPUOPUTETAMU LS KaXKA0ro
nopta

Konnyectso VRRP-mapwpyTtnsatopos 50

MES5324
MES3324F
MES3324
MES3316F
MES3308F 2048
MES3348
MES3348F
MES3508P
MES3508

Konunyectso L3 MES2324

I/IHTepd)el‘/'ICOB MES2324P
MES2348B
MES2348P
MES2324B
MES2324FB 130
MES2326

MES2324F
MES2308

MES2308R
MES2308P

Konunyectso BupTyanbHbix Loopback-

o 64
nHTepdencos

Arperaums KaHanos (LAG) 48 rpynn, 2o 8 NOpPTOB B KaxAa0M

Konunuyectso sksemnnapos MSTP 64

CeepxanvHHble Kagpbl (jumbo frames) MaKCUMa/bHbIN pasmep naketos 10K

CreKknpoBaHue 00 8 yCTpoicTB
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CooTBeTCTBME CTaHAAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P u
MES3508P)

YnpasneHue

NokanbHoe ynpasneHne

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, WEB

dur3nueckne XxapaKTePUCTUKN U YCI0BUA OKpPYKatoLen cpeabl

NCTOUYHMKM
nUTaHMA

MES5324 ceTb NepemeHHOoro Toka: 220B+-20%, 50 Iy,
MES3324F
MES3348 CeTb NOCTOAHHOrO TOKa: 36-72B
MES3348F BapuaHTbl NUTAHUA:
MES3324 - OOVH UCTOYHUK NUTAHMA NOCTOAHHOTO AW MEePEeMEHHOr0 TOKa;
MES3316F - ABa UCTOYHMKA I'IVITaH.lJ/Iﬂ NOCTOAHHOTO UAW NEepeMeHHOro TOKa, C
MES3308E BO3MOHOCTbIO ropsAYei 3ameHbl.
MES2324 AC
MES2324P
MES2326
MES2308 ceTb NnepemeHHOoro Toka: 220B+20%, 50 Iy,
MES2308R
MES2308P AC
MES2348P
MES3508P ceTb I'IOCTOHHI:|IOFO TOKa:v C BK/OYEeHHON ¢yHKumelr PoE:45-57B;
C OTKAtoYeHHOM PpyHKumel PoE: 20-57B
MES3508 ceTb NOCTOAHHOrO ToKa: 20-75B
ceTb MepemeHHOoro Toka: 220B+20%, 50 Iy,
M CBMHL0BO-KMCNOTHbLIN aKKYMYATOP.
XapaKTepmUCTMKM 3apaaHOro yCTPOMCTBa:
- TOK 3apaja:
MES23248 2,7+0.2A - MES2324FB n MES2348B;
MES2324FB 1.610.1A - MES2324B.
MES2348B

- HanpAxeHue cpabaTbiBaHWA pacuenuTens Harpysku — 10-10,5B;
- NOPOroBOE HanpsKeHne MHANKAUUM HU3Koro 3apsga — 11B
/' CeueHue nposoga ana nogknouyeHna AKB, He meHee 1,5
V mm EmKkocTb AKB, He meHee 20Ah (Hanpumep GP12200).

MES2324F DC
MES2324 DC
MES2308P DC

CeTb NOCTOSIHHOTO TOKa: 36-72B
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MES5324 He 6onee 85 BT
MES3324F He 6onee 45 Bt
MES2324
MES2326 He 6onee 25 BT
MES3308F
MES3324
MES3316F He 6onee 35 BT
MES2324F
MES2324B He 6onee 50 Bt
MES2324FB He 6onee 85 BT
MNotpebnsemasn
MOLLHOCTb MES3348 He 6onee 45 Bt
MES3348F He 6onee 55 BT
MES2348B He 6oee 45 BT / He 6onee 85 BT (c yueTom 3apaaa 6atapen)
MES2348P He 6onee 1600 Bt
MES2308 He 6onee 20 Bt
MES2308R
MES3508 He 6onee 15 BT
MES2308P He 6onee 270 Bt
MES2324P He 6onee 410 Bt
MES3508P He 6onee 255 Bt
MES5324 430 x 298 x 44mm
MES3324F 430 x 275 x 44 mm
MES2324
MES2324B 430 x 158 x 44 mm
MES2324P 440 x 203 x 44 mm
MES2324FB
MES2324F 430 x 243 x 44 mm
MES3324
MES3316F 430 x 275 x 44 mm
MES3308F
labaputHble
pasmepsbl MES2348B 440 x 280 x 44 mm
MES3348
MES3348F 440 x 316 x 44 mm
MES2348P 430 x 490 x 44 mm
MES2326 440 x 158 x 44 mm
MES2308
MES2308R 310 x 158 x 44 mm
MES2308P 430 x 158 x 44 mm
MES3508P
MES3508 85x 152 x 115 mm
WHTepBan MES5324 ot 0 go +45 °C
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pabounx MES2308

o
Temneparyp MES2308P DC oT-20 Ao +45 ¢

MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2326
MES2308P AC
MES2308R
MES2348B
MES2348P

oT-20 fo +50 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 pgo +45 °C

MES3508P

o
MES3508 ot-40 po +70 C

WUHTepBan TeMnepaTypbl XxpaHeHusa oT -40 ao +70 °C (ot -40 go +85

MHTepBan TemnepaTypbl XpaHeHUA °C a7 MES3508 1t MES3508P)

OTHOCUTENbHAA BAAXKHOCTb NPK
aKcnayaTtaumm (6e3 obpasoBaHus He 6onee 80%
KOHZeHcaTa)

OTHOCUTeNbHasA BAAXKHOCTb NpU
XpaHeHun (6e3 obpa3oBaHuA oT 10% a0 95% (o1 5% Ao 95% ana MES3508P)
KOHZeHcaTa)

CpenHuii CpoK CNyxbbl 10 net

V Tun NnuTaHUA YCTPOUCTBa onpeaenneTca npu 3aKase.

2.4 KOHCTPYKTMBHOE UCMONHEeHue

B AaHHOM pasfesnie OnMCcaHO KOHCTPYKTMBHOE WMCMOJIHEHME YCTPOMCTB. MNpeacTaBneHbl n3obpase-
HUA nepeaHen, 3agHen (BepxHel ana MES3508P) n 60KoBbIX NaHenei YCTPOWCTBa, ONMCaHbl pasbembl,
CBETOAMOAHbIE MHANKATOPLI M OPraHbl YNPaBieHus.

Ethernet-kommyTtatopbl cepuint MES53xx, MES33xx, MES23xx BbINO/NHEHbI B METa/IZIMYECKOM KOpPMy-
ce C BO3MOXKHOCTbIO ycTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepnn MES35xX BbINOSIHEHbI B META/IIMYECKOM KOpryce ANA KpeneHUs Ha
DIN-peliky.

2.4.1 BHewHuli 8ud u onucaHue nepedHeli naHeau ycmpolicmea

BHewHMin BUA nepegHel naHenn yctponcte cepuit MES53xx, MES33xx, MES23xx n MES35xx
NOKa3aH Ha PUCYHKax 1-21.
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PucyHok 1 — NepeaHAasa naHenb MES5324

B Tabnauue 10 npuBedeH nepeyYeHb pPa3bemoB, CBETOAMOAHbLIX WHAMKATOPOB M OpPraHos
ynpaB/ieHMA, PACcroONIOKEHHbIX Ha NepeaHeN NaHeNn KOMMyTaTopa.

Tabnunuya 10 — OnMcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB yNpaB/eHuA nepegHer naHean MES5324

dnemeHT nepeaHen

naHenun

OnucaHue

Unit ID

MHAMKaTOp HOMEpa YCTPOICTBA B CTEKeE.

Power

MHAMKATOP NUTaHMA YCTPOMCTBA.

1 Master

NHAMKaTop pexkrnma paboTbl yCTPoiCcTBa (BeayLwmii/Beaomblit).

Fan

UHamMKaTop paboTbl BEHTUAATOPOB.

RPS

MH,CI,VI KaToOp pe3epBHOro 3/IeKTpoOnNnTaHuA.

2 Console

KOHCONbHbIN NOPT ANA NOKANbHOIO YNpaBieHNa yCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yerca

He ucnonbsyetcs

RX

GND

GND

TX

He Ucnonb3yerca

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaiika KOHCONbHOTO Kabena npueeaeHa B NPUNOKEHUN B.

O oo NOULLDS WNPE

3 USB

USB-noprt.

4 00B

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) pana yaaneHHoro
ynpaBieHns yCTPOMCTBOM.

YnpasneHue ocywecTBiAeTCA NO CETH, Pasfe/ibHO C KaHaloM nepeaa-
UM LAHHbIX.

5 Mgmt

MopTt 10/100/1000BASE-T (RJ-45) ana yAaneHHoro ynpasaeHuA YCT-
pPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA MO CeTU Nepeaaydn AaHHbIX.

dyHKLMOHANbHAA KHOMKA A/1A nepesarpysku ycTpoiictea u cbpoca K
33aBOACKMM HaCTPOMKaM:

- NPU HaXaTUM Ha KHOMKY AJUTENbHOCTbIO MeHee 10 ¢ npoucxogut
nepesarpyska ycTpoWucTBa;

-NPW HaXXaTUW Ha KHOMKY AauTenbHocTbto 6onee 10 ¢ npoucxogut
cbpoc HacTPOEK yCTPOMCTBA 40 3aBOACKOM KOHPUTYpaLUu.

7 [1-24]

CnoTbl ANA ycTaHoBKKM TpaHcmueepos 10G SFP+/ 1G SFP.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana ycraHoBKM TpaHcueepos 40G QSFP.

9000000 :

4] L+

PucyHok 4 — lNMepeaHasa naHeno MES3316F
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B Tabnuue 11 npuBeaeH nepeyeHb Pa3bEMOB,

PucyHok 5 — lMepeaHaa naHenb MES3308F

cBeToaAnMOoAHbIX WUHAOWKATOPOB U  OpPraHoOB

ynpaB/ieHMA, PacnonoXKeHHbIX Ha nepegHen naHenn Kommytatopos MES3308F, MES3316F, MES3324,

MES3324F.

Tabnavua 11 — OnucaHue pasbemoB, MHAMKATOPOB U OPraHOB yrnpaBeHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

1 UnitID

MHAMKaTOp HOMepa YCTPOWCTBA B CTeKe.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx
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DHELTEX

Power NHAWKaTOp NUTaHWA YCTPOMCTBA.
Master MHAmMKaTop pexkuma paboTbl yCTpocTBa (BeayLwmii/Beaomblit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaATOP pe3epBHOro 31eKTPONUTaHUA.
2 Console KOHCONbHbIM NOPT ANA IOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yApaneHHoro
3 00B ynpaB/ieHUA yCTPOMUCTBOM.
YnpaB/ieHne OCyLLeCcTBAAETCA MO CeTH, pasfesbHO C KaHa/loM nepega-
YM AAHHbIX.
PyHKLMOHANbHAA KHOMKa ANA nepe3arpysku ycTpouctsa u cbpoca K
33aBOACKMM HaCcTPOMKam:
4 . - NPU HaXaTUM Ha KHOMKY AAUTEeNbHOCTbo MeHee 10 ¢ mpoucxoaut
nepesarpyska ycTpoWcTBa;
- NPV Ha)KaTUM HA KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxoaut
cbpoc HacTpoek yCTPOMCTBA A0 3aBOACKOM KOHbUrypauumm.
[1-24] CnoTbl ANA yCTaHOBKM TpaHcmBepoB 1GSFP.
5 [1-16] Moptbl 10/100/1000BASE-T (RJ-45).
(1-8]
[11-12, 23-24]
6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2
7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

| SEEESSEEESSESSSE
o
o]
SPD

— LNK — 26 —

o]
o]

PucyHok 6 — NepepHaa naHens MES2326

Tabnunua 12 — OnucaHue pa3bemMoB, MHAMKATOPOB U OpraHOB ynpas/eHuaA nepegHen naHenn MES2326

dnemeHT nepegHein

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz Pasbem gna noakntoveHUA K UCTOYHMKY 3/1EKTPONUTAHMUA NepPeMeHHO-
max 2A ro TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
2 Master NHauKaTop pexkuma paboTbl ycTpoiicTea (Beaywmii/seaomblit).
Status MNHOMKATOP COCTOAHMA YCTPOMCTBA.
3 Console KOHCO/IbHbIN NOPT 418 IOKANbHOIO YNpPaBAeHUs YCTPONCTBOM.
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DHELTEX

PyHKLMOHANbHAA KHOMKa A/1A mnepesarpy3ku ycTponctsa M cbpoca K
33aBOACKMM HacTPOMKam:

4 F - NPW HaXaTUM Ha KHOMKY AAUTeNbHOCTblo meHee 10 ¢ nmpoucxoaut
nepesarpyska yCTpOWCTBa;
-NPW Ha)XaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoaut
cbpOoC HacTpoEeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

5 [1-26] MopTbl 10/100/1000BASE-T (RJ-45).

6 [25-26] Kom6o-noptbi: noptbl 10/100/1000BASE-T (RJ45)/1000BASE-X.

7 [27-28] CnoTbl AnA yctaHOBKM TpaHcmsepos 1GSFP.

PucyHok 7 — MNepeaHaa naHenbs MES2324

170-264VAC 60/S0Hs mesc3A 1 2 3 s 5 6 7 8 9 10 11 12 Aelrex Mes2324p

PucyHok 8 — NepeaHas naHenb MES2324P

B Tabnvue 13 npuBedeH nepeyeHb Pa3sbeEMOB, CBETOAMOAHbLIX MHAMKATOPOB W OpPraHoB
ynpaB/eHMA, Pacno/IOXKEHHbIX HA NepeaHeln NaHenn kommyTtatopa MES2324, MES2324P.

Tabnunua 13 — OnucaHne pasbemoB, MHAMKATOPOB U OPraHoOB ynpaBaeHus nepeaHen naHenn MES2324,
MES2324p*

No dnemeHT nepegHei Onucanme
naHenu
1 ~110-250VAC, 60/50Hz Paszbem gna noakntoveHUA K UCTOYHMKY 3/1EKTPONUTAHMNA NepeMeHHO-
max 2A ro Toka.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAWKaTOp NUTaHWUA YCTPOMCTBA.
2 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status NHAWMKATOP COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.

! KommyTaTopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaueHbl noptom OOB (nopTt (out-of-
band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasaeHMs yCTPOMCTBOM. YnpaBaeHUe OCYLLECTBASAETCA MO CeTw,
pasfenibHO C KaHa/oOM nepesayn AaHHbIX).
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3 Console KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.
®yHKUMOHaNIbHAA KHOMKA A/NA nepe3arpysku yctponctsa u cbpoca K
33aBOACKMM HaCTPOMKam:

4 . - NPY HaXKaTUM Ha KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ mpoucxoauT
nepesarpyska ycTpoWncTBa;

-NPW HaXKaTUW Ha KHOMKY AauTenbHOCTblo 6onee 10 ¢ mpoucxoaut
cbpOC HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUTypauuu.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 Link/Speed CBeTOBasA MHAMKALMA COCTOAHMUA ONTUYECKMX NHTEPENCOB.

XG1, XG2
7 XG3: XGa Cnotbl gna yctaHoBKM TpaHcueepos 10GSFP+/1GSFP.

ST e e T
S 0 ) 8 o T L 0 o s i 0 o o T 5 0 R 3 £ e I )\
17 ] 15 n n F-3 3 2 NGl s [

PucyHok 9 — lNMepeaHaa naHeno MES2348P

B Tabnvue 14 npuBeneH nepeyeHb Pa3sbeEMOB, CBETOAMOAHbLIX MHAMKATOPOB W OpPraHoB
ynpaBAeHnA, Pacno/IOXKEHHbIX HA NepeaHei NaHenn KommyTaTopa MES2348P.

Tabnunua 14 — OnncaHue pa3bemMoB, UHAMKATOPOB U OPraHOB yNpaB/eHMa nepeaHel naHenn MES2348P

3 -
No NIEMEHT nepegHen Onucanme
naHenm
Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
1 Master NHanKkaTop pexxmnma paboTbl ycTpoicTea (BeayLmil/segombiii).
PS1 MHOMKATOP COCTOAHMA NepBoro 6710Ka NMTaHMA.
PS2 MNHAMKaATOp COCTOAHUA BTOpOro 610Ka NUTaHuA.
®YHKUMOHaIbHAA KHOMKA A/NA mepe3arpysku ycTponctsa v cbpoca K
33aBOACKMM HaCcTPOMKam:
5 P - MPX HaXaTUW Ha KHOMKY ANMTeNbHOCTblo meHee 10 ¢ npowucxoauT
nepesarpyska yCTpOWCTBa;
-MPU Ha)KaTUM Ha KHOMKY AnauTensHocTbio 6onee 10 ¢ npowucxoauT
cbpocC HacTpoeK yCTPOoICTBa A0 3aBOACKON KOHUrypaumm.
3 Console KOHCONbHbIM NOPT AN5 NIOKANBbHOIO YNPaB/eHUs YCTPOUCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
+ .
5 XG3, XG4 CnoTbl ANA YCTaHOBKU TpaHcueepoB 10GSFP+/1GSFP
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PucyHok 11 — MES2324FB, nepegHAaA naHenb

PucyHok 13 — MES2348B, nepeaHsaa naHenb

=

3 45 6 8

PucyHok 14 — MES3348, nepegHAA naHenb
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PucyHok 15 — MES3348F, nepegHaa naHenb

B Tabnuue 15 npuBeaeH mnepeyeHb Pa3bEMOB,

CBETOANOOHbIX WHAOWKATOPOB W OpraHoB

ynpaB/ieHMA, PacnonoXKeHHbIX Ha NepeaHel naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F

DC, MES2348B, MES3348, MES3348F.

Tabnunuya 15 — OnMcaHne pasbemoB, MHAMKATOPOB M OPraHOB ynpas/eHus nepeaHen naHenm MES2324B,
MES2324FB, MES2324F DC, MES2348B, MES3348, MES3348F

Ne dnemeHT nepegHen Onncanme
naHenm
~110-250VAC, 60/50Hz Paszbem gna NOAKAOYEHMA K UCTOYHUKY 3N1EKTPONUTAHMA NepemeH-
max 2A HOro TOKa.
1
48 (45 ~ 57) VDC Pasbem Ons NOAKNIOYEHUA K UCTOYHUKY INEKTPONUTaHUA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gns NogKkNtouYeHMA akKyMynaTopHoi 6aTtapen 12V.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHUA YCTPOMCTBA.
Master MHAMKaTop pexkrMma paboTbl yCTpoiicTBa (BeayLumit/segombiit).
3
Fan NHanKaTop paboTbl BEHTUAATOPOB.
Battery NHAaMKaTop cocTosHUA GaTapeun.
RPS NHAMKaTOp pe3epBHOro 3NeKTPOnNUTaHuA.

4 Console KoHCObHbIM NOPT ANA NOKANBHOTO YNPaBAEHUA YCTPONCTBOM.
PyHKLMOHaNbHAA KHOMKa ANA nepe3arpy3ku yCTpoicTBa 1 cbpoca K
3aBOACKMM HaCTPOMKam:

5 P - PU Ha)KaTUM Ha KHOMKY A/uTeNbHOCTbI0 meHee 10 ¢ npoucxoguT
nepesarpysKka yCTpPOMCTBa;

- NPW HaXXaTUM HA KHOMKY AnuTenbHocTbio H6onee 10 ¢ nponcxoomt
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHDUTYpaLnu.
MES2324B MopTtbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl ANA yCcTaHOBKM TpaHcueepos 1G SFP.
[11-12,
6 23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ45) / 1000BASE-X.
MES2348B
(1-48) MES3348 MopTtbl 10/100/1000BASE-T (RJ-45).
MES3348F CnoTbl AnA yCTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPdENCOB.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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XG1, XG2

XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/ 1GSFP.

1 2 3 4 5 6 7 8

PucyHok 19 — NepeaHasa naHenbs MES2308R

B Tabnvue 16 npuBedeH nepeyeHb Pa3sbeMOB, CBETOAMOAHbLIX MWHAMKATOPOB W OPraHoB
ynpaB/ieHMA, PacrnoIoXKeHHbIX Ha NepeaHen naHenn KommyTtatopos MES2308, MES2308P, MES2308R.

Tabnunua 16 — OnucaHne pasbemoB, MHAMKATOPOB U OPraHOB ynpasaeHus nepeaHen naHenn MES2308,
MES2308P, MES2308P DC, MES2308R
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DHELTEX

dnemeHT nepepHei

Ne OnucaHue
naHenm
Knemma 3azemneHunsa .
1 - Knemma gna 3asemneHua ycTpomcTaa.
~110-250VAC, 60/50Hz Paszbem gnAa NOAKAKYEHMA K UCTOYHMKY SNEKTPONUTAHMA NepemMeHHOo-
max 2A ro TOKa.

2

Pasbem ANnA NOAKAOYEHUA K UCTOYHUKY SNEKTPONUTAHUA NOCTOAHHOIO
48 (45 ~ 57) VDC AMA NOA ¥ P
TOKa.
Unit ID NHAaMKaTop HOMEpa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
3 Master MHanKaTop pexkmma paboTbl yCTpoiicTBa (Beaylumit/segombii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm UHpMKaTop aBapuu.

4 Console KoHCO/IbHbIV NOPT A4N15 IOKA/IbHOTO YNPaBAeHNA YCTPONCTBOM.
dyHKUMOHANbHAA KHOMKa AN1A nepesarpysku ycTpoictea u cbpoca K
33aBOACKMM HaCTPOMKam:

5 . - NMPU HaXKaTUW Ha KHOMKY A/uTenbHOCTblo meHee 10 ¢ npoucxoguT
nepesarpy3Kka yCTPOWCTBa;

- NP HaXXaTMM Ha KHOMKY AnuTenbHocTbto 6osee 10 ¢ npoucxogut
cHbpoc HacTpoeK yCTPOWCTBa A0 3aBOACKOM KOHPUrypauuu.

6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).

7 Link/Speed CBeToBanA MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepPdencos.

8 [11,12],[9, 10] CnoTbl ANn ycTaHOBKM TpaHcueepos 1G SFP.

10/100/1000BASE-T PoE+ A o TEx( I

@ % MES3508P
2
U U

[

Pucy

Console

HOK 20 — MepeaHaa naHenb MES3508P
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Tabaunuya 17 — OnmcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB yNpas/ieHMA nepegHei naHenn MES3508P

3 -
No NIEMEHT nepegHen Onmcanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUMA PoE.
3 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 NHAMKaTOPbl NMMTaHUA YCTPOICTBA
4 Alarm MHauKaTop aBapum.
Temp MHanKaTop TemnepaTypsl.
®yHKUMOHaNbHAA KHOMKA ANA nepesarpysku yctpoictea u cbpoca K
33aBOACKMM HaCcTPOMKam:
5 . - NPU HaXaTUM Ha KHOMKY A/fuTenbHOCTbio MeHee 10 ¢ npoucxoguT
nepesarpyska yCTpOWCTBa;
- NPU HaXKaTUWM Ha KHOMKY AAuTesnbHOCTbio 6osnee 10 ¢ npoucxoguT
cbpoc HacTpoeK yCTPOICTBa A0 3aBOACKOM KOHUrypaumu.
6 Console KOHCONbHbIM NOPT AN5 NOKANbHOFO YNpaB/eHUA YCTPONCTBOM.
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PucyHok 21 — lNepeaHAasa naHenb MES3508

Tabnunua 18 — OnucaHue pa3bemMoB, MHAMKATOPOB W OpraHOB yNpaB/ieHua nepeaHel naHenn MES3508

No dnemeHT nepeaHen Onncanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
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PWR1, PWR2 MNHAMKaTOPbI NUTAHUA YCTPOMCTBA.
3
Temp NHanKkaTop TemnepaTypbl.
PyHKUMOHaNbHaA KHOMKa ANA nepesarpysku ycTpoictea u cbpoca K
33aBOACKMM HacTPOMKam:
4 . - MPU HaXKaTUKW Ha KHOMKY AAuTenbHOCTblo meHee 10 ¢ npoucxogut
nepesarpyska ycTpoWncTBa;
- NPU HaXaTUW Ha KHOMKY AnuTesbHOCTbio 6osee 10 ¢ npoucxoguT
cHpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaLmm.
5 Console KOHCO/bHbIV NOPT AN1A NOKANbHOMO YNPaBAEHUS YCTPOUCTBOM.

2.4.2 3a0HAa naHenb ycmpoliicmea

BHewHMI BMA 3a4HeN NaHenn KommyTaTopos MES5324 npmuBeaeH Ha pUCYHKe 22.

PucyHok 22 —3aaHAaa naHenb MES5324

MES5324.

Tabnuua 19 — OnucaHne pasbemoB 3aHeil NaHenn kommytatopa MES5324

B Tabavue 19 npuBeaeH nepeyeHb pa3beMoB, PACMoIOKEHHbIX Ha 3a4Hel naHean KoMmMyTaTopa

Ne dnemeHT 3agHen naHenun OnucaHue
[ — V)
1 Knemma 3asemneHna = Knemma gns 3asemneHusa yCTpomncraa.
CbeMHble BEHTUAALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsyei
2 CbeMHble BEHTUAATOPbI
3aMeHbl.
3 48VDC Pasbem Ana NOAKNIOYEHMA K UCTOUHWMKY 3N1EKTPONUTAHUA MOCTO-
AHHOrO TOKa.
Pasbem 4149 NOOKMOYEHMA K UCTOYHMKY INEKTPOMUTaHMA nepe-
4 ~220 VAC 50 Hz max 1A AR TIOA y P P
MEHHOrO TOKa.

BHewWwHMI BUA 3a4HUX NaHenen KomMmyTaTopoB cepmmn MES33xx npuBeaeH Ha pUcyHKax 23-26.
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PucyHok 23 — 3agHAa naHenb MES3324F, MES3348F, MES3324
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PucyHok 26 — 3agHaa naHens MES3316F

Tabnunuya 20 — OnMcaHWe pa3beMoB 3agHel NaHenn KoMMyTaTopos cepum MES33xx

Ne dnemeHT 3agHei naHenun OnucaHue
[ - )

1 Knemma 3asemnenns —= Knemma pgns 3asemneHuna yCTpOMUCTBa.
CbeMHble BEHTUNALUMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsyei 3a-

2 CbeMHble BEHTUAATOPbI
MEHbI.

3 48VDC Pasbem gns NOAKNIOUYEHUA K UCTOYHUKY INEKTPOMNUTaHUA MOCTOAH-
HOro TOKa.
Pasbem ana nogKNYEHUA K UCTOYHUKY INEKTPONUTAHMA NepemeH-

4 ~220 VAC 50 Hz max 1A o TOKg A ¥ P P

BHewHMI BUA 3aaHe naHen KommyTaTopoBs cepmum MES23xx npuBegeH Ha pUcyHKax 27- 29.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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PucyHok 28 —3aaHAaa naHenb MES2324FB
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PucyHok 29 — 3aagHAa naHenb MES2348B

Tabnunua 21 — OnMcaHue pa3bemMoB 3agHel naHenn kommytatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenun OnucaHue

1 Knemma 3asemnenuna = Knemma gna 3azemneHua ycTponcrsea.

2 BeHTunatopbl.

3 12VDC max 5A Knemmbl gna NOAKAIOYEHUA aKKYMYAATOPHOW 6aTapeun 12V.

4 ~110-250VAC, 60/50Hz Pasbem ana nogKNYeHMA K UCTOYHUKY SNEKTPONUTAHMA NepemeH-
max 2A HOro TOKa.

BHewHM BUA 3aaHen naHenn KommyTtaTopa MES2348P npueegeH Ha pucyHke 30.
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PucyHok 30 — 3agHAaa naHenb MES2348P

B Tabnmue 22 npuBeseH nepeyeHb pasbemoB, PACTOOKEHHbIX HA 3a4HEN NaHe I KOMMYTaTopa
MES2348P.
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Tabnunua 22 — OnucaHue pa3bemMoB 3aaHel naHenn kKommytatopa MES2348P

CbeMHble BEHTUJIALMOHHbIE MOAYAN C BO3MOXHOCTbIO FopAYei
1 CbemHble BeHTUAATOPbI
3aMeHbl.
[ — o
2 Knemma 3asemnenuns = Knemma pgna 3azemneHuna ycTpomcTsea.
3 ~100-240VAC, 60/50Hz Pasbem gna noaKntoveHnA K UCTOYHUKY 3/IEKTPONUTAHMA nepe-
max 10A MEHHOTO TOKa.

BHewHMI BUA 3a4HeN NnaHenm KommyTaTopos cepmumn MES2308x npuBeaeH Ha pucyHke 31.

s MMS (ym %60@3OoOoooOoOooooooo%@egeeooau@o@o@o@
T |8 %@ﬂ? 3OOOOOOOOOOOOOOOO%GGJ@O@@O%O%@O%O
“"ﬂ!%' 22 ©G900000000086E8006E

PucyHok 31 — 3agHaa nanenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BUA BepxHel naHenn kommytatopos MES3508 n MES3508P npuBeaeHa Ha puUcyHKe 32.

©)

=t
—

oD
PWR1 PWR2

NC-COM-NO]
Dry contact

PucyHok 32 — BepxHaa naHenb MES3508 n MES3508P

Tabnunuya 23 — OnMcaHWe pa3bemMoB BepXHen NaHenn KommyTtatopos MES3508 n MES3508P

— o
1 Knemma 3aszemneHuna = Knemma gna 3aszemneHuna yCTpomncTsa.

48 (20 ~ 70) VDC (ans

) MES3508) Paszbemsbl 418 NOAKNOYEHUA K UCTOYHMKAM 31EeKTPONUTaHNA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P)

3 12VDC max 5A PeneiHbIli BbiIxog, aBapuiiHOM curHanmsaumm: 1A 24V DC.
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2.4.3 bBokKoevble naHenu ycmpoliicmea
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PucyHok 34 — JleBasa 6okoBas naHesnb Ethernet-kommyTtaTtopos

Ha 60KoBbIX naHensx yCTpOl\aCTBa pacnoNnoXxeHbl BEHTUNALMOHHbIE PELUETKN, KOTOPbIE CNYXaAT ANA
otBoaa Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTUA NOCTOPOHHMMU NpeaMeTaMM. 37O MmoxeT
npmBecTn K neperpesy KOMNOHEHTOB YCTpOﬁCTBa 1 BbI3BaTb HapyLweHUA B €ro pa60Te. PekomeHpgaumm no
YCTaHOBKe yCTpOVICTBa pacnosoXxeHbl B pa3gene «YCTAHOBKA M NOAKNOYEHUEY,

2.4.4 Ceemoesasn uHOUKayus

CocTtosnHuMe wuHTepdeicoB Ethernet uHAMUMpyeTca AOBYMA CBETOAMOAHLIMUM  WHAMKATOPaMM,
LINK/ACT 3eneHoro useta M SPEED aHTapHOro uBeTa. PacnonoeHue cBeTOAMOAOB MOKa3aHO Ha
pucyHkax 35, 36, 37.

LINK/ACT SPEED

PucyHok 35 — BHewHMI Bug pasbema c QSFP-TpaHcuBepamm

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 44
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LINK/ACT  SPEED

PucyHoK 36 — BHewHuWI Bua, pasbema SFP/SFP+

LINK/ACT SPEED

PucyHoK 37 — BHewHuin Bug, pasbema RJ-45

Tabnunua 24 — CeBeToBan MHAMKauMa coctosHua XLG-nopToB

BbikntoueH BbikntoyeH MopT BbIKNOYEH AN COeAUHEHNE HE YCTAHOB/IEHO
[opuT nocToAHHO [opuT noctoAHHO YcTaHOB/IEHO coeAnHeHne Ha ckopocTu 40G6uT/c
lopuT nocToAHHO Mwranne MpeT nepepava gaHHbIX

Tabnunua 25 — CBeToBan MHAMKaUMA cocToaHUA XG-NopToB

BbIkntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTAHOB/IEHO
BbikntoyeH [opuT nocToAHHO YcTaHOB/IEHO coeAnHeHNe Ha ckopoctn 1G6uT/c
lopuT NnoCcTOAHHO [opuT nocToAHHO YcTaHOB/IEHO coeAnHeHue Ha ckopocTn 10G6uT/c
X MwuraHue MpeT nepepava gaHHbIX

Tabnunua 26 — CBeToBan MHAMKauma coctosHua Ethernet-noptos 10BASE-T

BbikntoyeH BbikntoyeH MopT BbIKNOYEH AN COeANHEHME HE YCTaHOBAEHO

YcTaHOBMEHO coeguHeHuWe Ha ckopoctn 10M6éut/c

BbIKNtOYeH lopu AHH
bIK/IIOUe OpUT NOCTOAHHO uan 100M6wuT/c

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 45
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[opuT NnocToAHHO

fopuT NOCTOAHHO

YcTaHoBNEHO
1000M6uT/c

coeanHeHune Ha CKopocCTHn

X

Mwuranune

MpoeT nepegava gaHHbIX

Nuankatop Unit ID (1-8) cnyXuT ana o6o3HaueHna Homepa yCTPOMCTBa B CTEKe.

CuctemHble nHgmkatopsl (Power, Master, Fan, RPS) cayaTt gns onpegeneHuns coctosiHua paboTbl
y310B KOMMmyTaTtopos cepum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CeeToBas MHAMKAUUA CUCTEMHbIX MHANKATOPOB

HassaHue
DyHKUMUA -
UHAWKaTOP CocTosHue MHAUKaTopa CocTosiHue ycTpoicTBa
a MHAUKaTopa
BbikntoueH MuTaHme BbIKIOYEHO
. MuTaHue BKAOYEHO, HOpMasibHaA
3eneHbl, ropuUT NOCTOAHHO o
CocTosiHne paboTa ycTpoictsa
Power MCTOYHMKOB . CamoTecTMpoBaHMe yCTPOMCTBA NPK
3eneHbin, mepuaet
nuTaHnA crapte (POST)
o HeuncnpaseH o4MH 13 BTOPUYHbIX
KpacHbIn, ropnt NOCTOAHHO
MCTOYHMKOB NUTAHUA
Mpu3Hak . YCTpOoWCTBO ABNAGTCA «MacTEPOM»
3eneHbl, ropuUT NOCTOAHHO
BeayLuero CTeKa
Master yCTpOMcTBa YCTPOMCTBO He ABNSETCA KMacTepomM»
npu pabote B BbikntoueH B CTEKe WUJIM He 3aaH PeXum
CTeKe CTEKMPOBAHUA
CocTosiHne 3eneHbli, ropuT NOCTOSHHO Bce BEHTMNATOPDLI UCMPABHbI
Fan BEeHTMAATOPA . OTKas ogHoro unu 6onee
KpacHbIi, ropuT NOCTOAHHO
oxnaxaeHun BEHTUNATOPOB
3eneHbli, ropuT NOCTOAHHO HopmanbHasa paboTa ycTpoictaea
OTKa3 oaHoro nau bonee
KpacHbli1, ropuT NOCTOAHHO BEHTUNATOPOB, Aun aBapua PoE
NHauKaTop (MES2348P)
Status COCTOAHMA 3arpyska ycTpoucTtea. He HasHauyeH
yCTpoMcTBa IP-agpec HM Ha oAnH 13
MwuraeT, KpacHbIN-3e/1eHbIN nHTepdeiicos, MM6O B CTEKe He
obHapy:xeH mactep (MES2324,
MES2324FB, MES2324F DC)
MoaKkntoueH notpebutens PoE (roput
NHamkaTop o o
3eneHbl, ropuUT NOCTOAHHO MHOWKATOP, COOTBETCTBYIOLWWMN
PoE COCTOAHMUA nopty)
PoE-nopToB
BbikntoveH MNoTpebutenn PoE He NoaKNtOYEHbI.
o Pe3epBHbIN UCTOYHUK NMOAK/OYEH U
Pexknm 3eneHbl, ropuUT NOCTOAHHO
6 paboTaeT HopmanbHO
aboTbl
i OTCcyTCTBME NEPBUYHOrO NUTAaHUA
RPS pe3epBHOro N
KpacHbI, ropnT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
MCTOYHMKA
HEencnpasHoOCTb.
nuTaHua =
BbikntoueH Pe3epBHbIN NCTOYHUK HE NOAKNIOYEH
Battery 3eneHbli, TopuUT NOCTOAHHO AKB nogkntoyeHa, nuTaHne B Hopme
(MES2324B NHauKaTop 3eneHbl, MUraHve AKB 3apsraeTcs
, COCTOAHUA OpaHKeBbli, ropuT OcHOBHOE nNuTaHue oTKkAoYeHo, AKB
MES2324F AKKYMYNATOPH NOCTOAHHO paspaxaerca
B, ol batapen MwuraeT, KpacHbIi-3e1eHbIN Hu3kuit yposeHb 3apaga AKb
MES2348B) KpacHbli1, rOpnUT NOCTOAHHO AKB oTk/loueHa

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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o ABapusa PTB (pacuenuTens Toka
KpacHbIn, muraHue
6aTtapen)
OpaH:KeBbliA, roput Harpy3Ka PoE Bbile HacTpOMKK
NOCTOSIHHO usage-threshold
CseTOBa“ Kputnueckas owmnbka B pabote POE,
MHAWKaumA . npmseaLwasn K oTkAo4eHuto PoE Ha
Alarm KpacHbIN, ropuT NOCTOAHHO
CUCTEMHbIX BCeX nopTax Mb0 0TKas 04HOro nan
MHAWKATOPOB 60n1ee BEHTUNATOPOB
Harpyska POE HU»Ke HacTpoKu
BbikntoueH Py P
usage-threshold

2.5 KomnaeKTt noctaBku

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

—  Mogaynb nuTaHua PM75-48/12 nan PM160-220/12 (onumoHanbHo);

— lWHyp nuTaHMA (B cnyyae KOMMeKTaumMm moaynem nutaHus Ha 220B);
— KomnnekT Kpenexa B CTOMKY;

— [JoKkymeHTauma.

Mo 3aka3y noKynatenAa B KOMMAEKT MNOCTaBKM MOryT 6biTb BKAloueHbl SFP/SFP+-
V TpaHcUBEpbI.
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3 YCTAHOBKA U NOAKNMIOYEHUE

B gaHHOM pasfaene onuncaHbl Npoueaypbl YCTaHOBKM 060pyA0BaHUA B CTOMKY U NOAKNOUYEHNS K NK-
Tawouen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMMNAIEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLWITENHbI A8 YCTAHOBKU B CTOMKY U BUHTbI A1 Kpen-
NIEHMA KPOHLITEMHOB K KOPNYyCY YCTPOMNCTBA. 1A YCTAaHOBKN KPOHLUTENHOB:

PucyHok 38 — KpenneHne KpoHLWTeHOB

1. Mpyv HaAMYMKM TPAHCNOPTHOIO BMHTA YAAAUTE €ro nepes Havyanom YCTaHOBKU (CM. PUCYHOK
38).
2. CoBMecTuUTe YeTbipe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TAKUMM Ke OTBEPCTUAMM Ha

60KOBOW NaHe M yCTponcTaa.
3. C nomoLbto OTBEPTKU MPUKPENNTE KPOHLUTENH BUHTAMM K KOpNyCy.
4. [osTopwuTte geictens 1, 2 Ana BTOPOro KPOHLWTENHa.

3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[nAa ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. TMpuWnoxKnTe YCTPOMCTBO K BEPTUKAIbHBIM HAaNpPaBAAOLWMM CTONKMN.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 48
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2. CoBmecTuTe OTBEPCTMA KPOHLUTEMHOB C OTBEPCTUAMM Ha HanpasBAAOLWMX CTOMKKU. Ncnonb-
3yliTe OTBEPCTMA B HAMPaBAAKOLWMX HAa OOHOM YPOBHE C 06enx CTOPOH CTOMKW, AAA TOro
4YTOObI YCTPOMCTBO PACMo/iarasocb ropM3oHTaIbHO.

3. C nomoLbto OTBEPTKU NPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHOK 39 — YcTaHOBKa YCTPOICTBA B CTOMKY

Ha pucyHKke 40 npuseaeH npumep pasmelteHna Kommytatopos MES5324 B cTolike.

o MES-5324 N1 o
[o) KaGenbHblil opraHansep (o]
o MES-5324 N2 o
(o] KabenbHbiii opraHainsep (o]
o MES-5324 N3 o
[o) KabenbHblii opraHainsep (o]
o MES-5324 N4 o
o KabenbHbii opraHainsep (o]
o MES-5324 N5 o
(] KabenbHblin opraHansep (o]

PucyHok 40 — PaameweHne KommyTtatopoB MES5324 B cToike

’I He 3aKpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSA, A TaK}Ke BEHTUNATOPDLI, PacnosioXKeHHble
Ha 3agHeli NaHenu, NOCTOPOHHUMMU NpeaMeTaMmu BO M3berKaHue neperpeBa KOMMNOHEH-
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TOB KOMMYTATOpPA U HapylwleHua ero pa60'rb|.

3.3 YcTaHOBKa mopgyneu nutaHuA

KommyTtatop morkeT paboTaTb C OAHMM WM ABYMA MOAYAAMW NUTaHMA. YCTaHOBKA BTOPOro
MOAYNA nuTaHMA Heobxoguma B C/ly4ae WCMNO/Ib30BAHWA YCTPOMCTBA B YCNOBUAX, Tpebytowmx
NOBbILLIEHHOWN HAaAEKHOCTH.

MecTa Ana yCTaHOBKU MoAy/iel NMUTAHUSA C 3/IEKTPUYECKOM TOUYKM 3PEHUs paBHOUEHHbl. C TOYKK
3pEHUs UCNONb30BaHMA YCTPOWMCTBA, MOAY/Ab MNUTaHWUA, HaxodAawmica 6aMKe K Kpato, cyMTaeTcs
OCHOBHbIM, B/MKe K LeHTPY — pe3epBHbIM. Moayam NMTaHUA MOFYT YCTaHaBAMBATbLCA U M3BAEKaTbcA 6e3
BbIK/IIOYEHUS yCTpoicTBa. [lpM yCTaHOBKE WAW W3BAEYEHUM [OMNOJHUTENBHOFO MOAYAA MNUTAHUA
KOMMYTaTOp NPOAO/IKaeT paboTy 6e3 nepesanycka.

PucyHok 41 — YcTaHOBKa MoAynen nuTaHmA

CocTosaHMe Moayneit NUTaHMA MOKeT ObiTb MPOBEPEHO N0 MHAMKAUMKW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uam no AMarHOCTMKe, AOCTYMNHOM yepe3 MHTepdelcbl ynpasieHun
KOMMYTaTOPOM.

MHAMKaumua aBapun moayna NMUTAHUA MOXKET 6biTb Bbi3BaHA He TOJIbKO OTKAa3om MoAy-
e Nf, HO U OTCYTCTBUEM NEPBUYHOrO NUTAHUA.

3.4 NopknoueHue NUTAIOLWEN CETH

1. TMpeae, 4em K yCTPOUCTBY ByAeT NoaKaoYeHa NuTaowan ceTb, HEO6X0AMMO 33a3eMIUTb
KOpNyC YCTPOICTBa. 3a3emieHMe HeobXoAMMO BbINOHATb U30/IMPOBAHHLIM MHOTOMMW/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eMJIAIOLLENO NPOBOAA AO/IXKHbI CO-
oTBeTcTBOBaTb TpeboBaHUAMM MY,

2. Ecnu npegnonaraeTcA NoAKAOYEHME KOMMbIOTEPA MM MHOTO 060pyAOBaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060PYyAOBaHME TaKKe AONKHO ObITb HAAEKHO 3a3EMNEHO.

3. MMoakntouunTe K yCTpOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMAEKTALMW YCTPOMCTBA,
NMUTAHWE MOXKET OCYLLECTBAATLCA OT CETU MEepPeMEHHOro ToKa, IMHBO OT CETU MOCTOAHHOTO
TOKa. [py NOAKNOYEHMM CETU NMEPEMEHHOro TOKA caeayeT UCMONb30BaTb Kabenb, Bxoas-
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WMA B KOMANEKT YCTPOICTBa. [NA NOAKNIOUYEHUA K CeTU NOCTOAHHOTO TOKa MCMo/b3yiTe
NPOBOA, ceyeHnem He meHee 1 mm>.

4. BKAOYMTE NUTaHME YCTPOMCTBA M ybeamTech B OTCYTCTBMM aBapUt MO COCTOAHWUIO MHAMKA-
TOPOB Ha NepeAHel naHenu.

3.5 TMoaknioueHne AKb Kk MES2324B, MES2324FB, MES2348B

MoakntoyeHne AKB ocywectBaaeTca megHbiM NPoOBOAOM ceyeHnem He meHee 1,5 Mm?. Mpwn noa-
KntoveHnn AKB Heobxoamumo cobtoaatb NOASPHOCTb.

Emkoctb AKB, He meHee 20Ah.

PucyHok 42 — MogkntoueHne AKB K ycTpoiicTay
3.6 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MoAy/ieli MOXKeT NPOU3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
Npu BKAIOYEHHOM YCTPOACTBE.

1. BcrtaBbTe BepxHU1 SFP-moaynb B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUXKHWUI SFP-
MOAY/Nb OTKPbITOM YacTblo pa3bema BBEpPX.

PucyHok 43 — YctaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIUTE XapaKTEPHbIN LWENYOK.
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PucyHoK 44 —YctaHoBneHHble SFP-TpaHcmBepbl
Ona yaaneHua TpaHcuBepa:

1. OTKpoiiTe 3aLLe/iKy moayns.

PucyHok 45 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. W3BnekuTe Moaynb U3 cAoTa.

PucyHok 46 — N3BneveHune SFP-TpaHcuBepos
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4 HAYANbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmmHana (HyperTerminal, TeraTerm, Minicom)

M nponssectun chegyrowme HaCTpOVIKMZ

BblGpaTb COOTBETCTBYIOLWMIA NOCAEA0BaTE/NbHbIN NOPT,;

—  YCTaHOBMUTb CKOPOCTb Nepeaayn AaHHblx — 115200 604;

— 3agatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPONA YETHOCTY;

—  OTK/IIOYUTb annapaTHOe U NPorpammHoe yrnpassieHue NOTOKOM AaHHbIX;

— 334aTb pexum smynsumm TepmuHana VT100 (MHorve TepMWHaNbHble MPOrpamMmbl
WUCNONb3YIOT AAHHbIA PEXUM IMYNALNU TEPMUHA/AE B KaUeCTBe PeXnUma Nno YMoIYaHuIo).

4.2 BKAloYeHUe yCTpoucTea

YCTaHOBUTb  COEAMHEHME  KOHCO/AM  KommyTaTopa  (nopT  «console») ¢ pasbemom

noc/ief0BaTe/IbHOro MHTepdeica KomMnbloTepa, Ha KOTOPOM YCTaHOBNEHO nporpammHoe obecnevyeHue

3AIMYNALUN TEPMUHANA.

Bkatountb ycTponcTtBo. [lpyv  KakAoOM  BKJIOYEHMM KOMMYyTaTopa 3amfycKaeTcs

npoueaypa

«TECTUPOBAHUA cUCTEMbI NpU BKAoYeHMM» (POST), KoTopas No3BoaseT onpeaenmtb pabotocnocobHOCTb

YCTpOWCTBa Nepes, 3arpy3Koi UCMOoHAEMOMN NPOorpamMmmbl B onepaTMBHyo namaTts (03Y).

OTobpaxkeHue xona BbinoaHeHUs npouenypbl POST Ha kKommyTaTtopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pgBe CeKyHAbl nocne 3aBepweHus npoueaypbl POST  HauMHaeTcA  aBTO3arpysKa

nporpammHoro obecneyeHus KOMMYTaTopa. Ana BbinonHeHUA cheumanbHbIX npoueayp ucnonb3syetca
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MeHI0 Startup, BOWTM B KOTOPOE MOXKHO MpepBaB 3arpy3Ky HaxaTuem Knasuwu <Esc> unu <Enter> B
TeyeHue 3TOro BpeMeHH.

Mocne ycnewHoOM 3arpyskM KommyTaTopa MOABUTCA CUCTEMHOE MpurnaweHue uHtepdeinca

KOMaHAHoM cTpoku CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

[na 6bicTporo Bbi30Ba CNPaBKU O AOCTYMHbIX KOMAaHAAX UCNOAb3yiiTe KOMBUHauuio
Knasuw <Shift> un <?>.

4.3 3arpy3o4yHoe MeHIo

[na BXxofa B 3arpy3oyHOe MeHIO CaeayeT NOAKNOUMTLCA K YCTPOMCTBY Yepes uHTepdeic RS-232,

nepesarpysuTtb YCTPOICTBO, U B TeYEHNE ABYX CeKyHA noc/e 3aseplueHua npoueaypbl POST HaxaTb “ESC”
mamn “ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bua 3arpy3o4HOro meHio:

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
] Image menu
] Back
Enter your choice or press 'ESC' to exit:

Tabnnuya 28 — PyHKUMKN MHTepdelica 3arpy304HOTro MeHHo

®DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM
Boot password YcTaHoBUTL / yAannTb Naposib Ha bootrom
Image menu BbIbpaTb akTMBHbIM 06pasza cuctemHoro MO
Password Recovery Procedure COpocuTb HAaCTPOMKN ayTEHTUPUKALLUN
Back MpoAoNKNTb 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpaA

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTatoT B peXKnMme CTEKMPOBaHMUA.

CTek OQYHKLMOHMPYET Kak eanHoe YCTPOWUCTBO U MOXKET 06beauHATb A0 8 KOMMYTaTOPOB OA4HOM U
TOW }Ke MOAENU, UMEIOLLMX CAeayloLme poan, onpegensemble X NnopaaKkosbimm Homepamu (UID):

— Master (UID ycTtpoiictBa 1 naum 2), ¢ Hero npoucxoguT ynpasieHne BCEMU YCTPOACTBaMU B
cTeke.

— Backup (UID ycTtpoitctea 1 naum 2) — ycTpoiicTBO, NnogymHAoweeca master. AybanpyeT Bce
HaCTPOWMKK, U, B C/y4ae BbIXOAa YMNPaB/AIOLLEro YyCTPOMCTBA M3 cTposA, bepeT Ha cebs
GYHKLMM YNIPaBNEeHUA CTEKOM.

— Slave (UID yctpoiictB oT 3 go 8) — ycTpolicTBa, noaumHsoueeca master. He moxer
paboTaTb B aBTOHOMHOM pexunme (ecnm oTcyTcTByeT master).

Mo yMONYaHUIO KOMMYTaTOpP ABASETCA MacTepoM, MopTbl XLG (XG) yyacTsyloT B Nepegaye AaHHbIX.

B pexunme creknposaHna MES5324 ucnonbsyer XLG noptbl 4AA CUHXPOHMU3ALMUMK, OCTasibHble
KOMMYyTaTOpbl cemencTsa, Kpome MES2308, MES2308P — XG nopTbl, MES2308 n MES2308P ucnosb3ytoT
1G-nopTbl. Mpn 3TOM yKasaHHbIE NOPTbl HE YYACTBYIOT B nepegaye AaHHbIX. BO3mMOXHbI ABe TONOA0rMm
CUHXPOHU3NPYIOLLNXCA YCTPOMCTB — KONbLEBAA U IMHENHAA. 1A NOBbIWEHMA OTKA30YCTOMUYMBOCTU CTEKA
PEKOMEHAYETCA MCMOAb30BaTb KO/bLEBYIO TOMoA0ruto. Mpu MCNONb30BAaHUM JIMHEMHOM TOMOJIOTUM B
CXeMe U3 ABYX IOHWTOB CTEKOBblE MOPTbl 06beanHsoTcs B LAG, 4TO NO3BONAET MNOBbLICUTb MPOMNYCKHYIO
CNoCcobHOCTb KaHana.

V Jna  KommyTatopos MES2348P, MES2348B, MES3348, MES3348F pana
obbeguHeHMA B JIMHEMHOW TOMOMOrMM CTeKoBbIX noptoB B LAG Heobxogumo
ucnonb3osatb uHtepdeiicol tel-8/0/1,tel-8/0/4 nan tel-8/0/2,te1-8/0/3. Mpu niobbix
APYrMx KOM6MHaLMAX CTEKOBbIX MOPTOB OA4MH U3 HUX 6yAeT HaxoAuTbCA B pesepse U

umeTb ctatyc Standby.

Kommymamopsl MES3508P, MES3508 He noddepyusarom pexcum cmeKuposaHud. HacmpolKa
KomMmymamopa 0149 pabombl 8 pexrume CmeKuposaHusa

3anpoc KOMaHAHOM CTPOKN UMeEeT CeayoWwuii BUA:
console (confiqg) #

Tabnnua 29 — ba3oBble KOMaHAb!

3Haye-
KomaHoa Hue/3HayeHue no Aelicmeue
YMOAYAHUIO

stack configuration links HasHayaeT uHTepdelicbl AN CUHXPOHM3AUUM pPaboTbl KOM-
{fol-4| te1-4 | gi9-12} ) MyTaTopa B CTeKe.
stack configuration unit-id o HasHauyaeT Homep ycTpoMcTBa «unit-id» NOKasbHOMY YCT-
unit_id %;ﬁj;;ﬁ&f’ poWcTBY (Ha KOTOPOM BbINOAHEHA KOMaHAa). CmeHa Homepa

YCTPOWCTBA NPOU30MAET NOC/e Nepesarpy3km KoMmyTaTopa.
no stack configuration YpaneHue HacTpoeK CTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.
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’ ‘ [Ona npumeHeHUA HacTpPoeK cTeKa HeobxoaMMa nepesarpyska yCTPOMUCTBa.
-

lpumep

= Hactpoutb MES5324 gns paboTbl B peXuMme CTEKMpOBaHUA. HazHaunTb BTOPbIM HOHUTOM, UC-
nonb3oBaTb UHTepdencol fol-2 B KauecTBe CTEKUPYHOLMX.

consolef#config
console (config) #stack configuration unit-id 2 links fol-2
console (config) #

KomaHOb! pexcuma privileged EXEC

3anpoc KoMaHAHOW CTPOKU MMEEeT ceayowmnin Bua;

console#

Tabnunua 30 — basoBble KOMaHAbI, AOCTYMHbIE B pexxume EXEC

3Have-
KomaHoa Hue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

show stack i OTobparkaeT MHPopmaumio 06 yCTpoWcTBax, BXOAALWMX B
CTEK.

show stack configuration OTtobparkaeT MHOOPMALMIO O CTEKMpYlOLWMX MHTepdeicax

i IOHUTOB B CTEKeE.

show stack links [details] i PaclumpeHHoe oTobpaxkeHne MHGOPMaLUKN O CTEKUPYIOLLMX

nHTepdencax.

=  [lpumep ncnonb3oBaHMA KOMaHAbl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 fol/0/1 fo2/0/2 40G fol/0/2

2 fo2/0/2 fol/0/1 40G fo2/0/1

YcTpoiicTBa ¢ oAMHaKOBbIMM uaeHTudPuKatopamm «Unit ID» He moryT pabotaTtb B 0gHOM
cTeke.

ey

4.5 Hacrtpoiika PyHKUMiIA KoOmmyTaTopa

®YHKUMM NO HaYabHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOXHO Pa3aennTb Ha ABa TUna.

— ba3oBas HacTpoiKa — BK/toYaeT B cebs onpeaeneHne 6a3oBbIX GyHKUNIN KOHOUTYpaLUK U
HACTPOWMKYy AMHammyeckux IP-agpecos.

— Hacrpoitika napameTpoB cuctembl 6€30MacCHOCTM — BK/IOYAET YNpaB/iieHUE CUCTEMOW
6e3onacHOCTM Ha ocHoBe mexaHM3ma AAA (Authentication, Authorization, Accounting).
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/ Mpu nepesarpysKe ycTpoicTBa Bce HECOXpaHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX U3MEHEHUW B HACTPOMKY KOMMyTaTopa MCMONb3yeTca ce-
Aylowan KomaHaa:

console# write

4.5.1 ba3osaa Hacmpolika Kommymamopa

[Ona Hayana KoHdUrypaumm ycTpoicTBa HeobXoAMMO MOAKAUUTL YCTPOMCTBO K KOMMNbOTEpPY
Yyepes nocnenoBaTesibHbIM NOPT. 3aNyCTUTb HAa KOMMbIOTEPE NPOrPaMMy SMYAALUN TEPMUHANA COTNacHO
nyHKTY 4.1 «HacTpoiKka TepmuHana».

Bo BpemaA HavyanbHOW HAacTPOMKM MOXKHO onpeaennTb MHTEpPdENC, KOTopbI ByAeT MCNoAb30BaTbCA
A4 NOAKNIOYEHUA K YCTPOUCTBY YAaeHHO.

Ba3oBas HacTpOiKa BKAOYAET cneayloLee:

1. 3apaHue naponsa Ana nosb3osartena «admin» (c yposHem npusunernin — 15).
Co3faHue HOBbIX NOJ/Ib30BaTENEN.

HacTtpoiika ctatnyeckoro IP-agpeca, Macku NoACEeTU U LWIJTHO3a MO YMOYAHUIO.
Mony4yeHue IP-agpeca ot cepsepa DHCP.

HacTtpoika napameTtpos npoTokosa SNMP.

vk wn

4.5.1.1 3adaHue naposs 044 nosvzosamend «admin» u co30aHUE HOB8bIX roab3o8ameneli

DOna obecneyeHuns 3alULLEHHOrO BXOoAa B CUCTEMY Heo6XO0AMMO Ha3HAUMTb Naposib
e npuBUaErMpoBaHHOMY nonb3osatento «adminy».

MmAa nonb3osatena M Napoab BBOAUTCA MNpUM  BXode B CUCTeMy BO BpemMA CeaHCoB
AOMUHUCTPUPOBAHUNA YCTpOVICTBa. [na co3paHma HOBOro NOb30BaTeNA CUCTEMbI UK HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOaA, YPOBHA I'IpMBM!'IE‘FMﬁ, MCNONb3YOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {1-15}

/’ YpoBeHb npuBunernii 1 paspewaer AOCTyNn K YCTPOMCTBY, HO 3anpelliaeT HACTPOMKY.
YpoBeHb npuBuneruit 15 paspeluaet Kak A0CTyn, TaK U HAaCTPOIKy yCTpoiicTBa.

Mpumep KoMaHz, 414 3a4aHna nonb3osaTento «admin» napona «eltex» n cosgaHua nonb3osatens
«operator» c naposiem «pass» 1 ypoBHem npusuaeruii 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 Hacmpolika cmamuyeckoeo IP-adpeca, Macku nodcemu U Wist03a ro ymoa4aHuro

Ona BO3MOKHOCTU ynpaBAeHUA KOMMYTAaTOPOM M3 CETU HeobXo4MMO HasHauMTb yCTponcTsy IP-
ajpec, Macky NOACETU M, B C/ly4ae ynpaBieHMA U3 APYrOn CeTu, W3 MO yMmoa4YaHuto. IP-agpec moxHo
HasHauuTb Ntobomy uHTepdeicy — VLAN, ¢dusmyeckomy nopTy, rpynne noptoB (N0 yMOJYAHWUIO HA
uHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnwo3a A0/xKeH
NPUHaZANEXKaTb K TON e NOACETH, YTO U 0AMH U3 IP-uHTepdeicoB ycTpoicTBa.

/’ ) B cnyuae ecnum IP-agpec HacTpamBaeTca ansa uHTepdeica pusnUeckoro nopTa Uau rpyn-
Nbl NOPTOB, 3TOT MHTepdpenc yaanaeTca us rpynnbl VLAN, KOTOpOi1 OH NpuHaaaexan.

V MNpu yaaneHuun Bcex IP-agpecoB KOMMyTaTOpa AOCTYN K Hemy byaeT ocyLLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

=  [lpumep KoOMaHpg HacTponkm IP-agpeca ana uHtepoeiica VLAN 1.

MapameTpbl NHTEpPPECa:

IP-adpec, HazHauyaemblil 0n1a uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wro3a no ymonyaHuto — 192.168.16.1

console# configure

console (config)# interface vlan !

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

Ons Toro ytobbl Ybeantbca, 4to agpec 6ol HasHavyeH UHTepdelicy, BBEaUTE KOMaHAy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3 [onyueHue IP-adpeca om cepsepa DHCP

Ana nonydyeHuna IP-agpeca moKeT wucnonb3oBaTbca npotokon DHCP, B cnyvyae ecam B cetu
npucyTcteyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxHO nony4yatb yepes nwbol uHTepdeic —
VLAN, ¢unsnyecknin nopT, rpynny nopTos.

V Mo ymonuyaHuio DHCP-KAueHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaCTPOMKKW, NpefHa3HAYEHHOM ANA MoAyyYeHus guHamudeckoro |IP-agpeca ot DHCP-
cepBepa Ha UHTepdeitce vlan 1:

console# configure
console (config)# interface vlan I
console (config-if) # ip address dhcp
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console (config-if) # exit
console#

[na Toro ytobbl yoeanTbea, 4To agpec bbbl HasHayeH UHTepdelicy, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosaa SNMP 0as docmyna k ycmpolicmsy

YCTPOWCTBO COAEPXHUT BCTPOEHHbIN areHT SNMP 1 noagep»<usaer sepcum npotokona vl/v2c/v3.
AreHT SNMP nogaeprkmBaeT Habop cTaHAAPTHbLIX NnepemeHHbix MIB.

[NA BO3MOXKHOCTU aAMUHUCTPUPOBAHMSA YCTPOMCTBA NoCpeacTBOM npoTokona SNMP, Heobxoammo
€o34aTb X0TA 6bl 04HY CTPOKY coobliecTBa. KoMMyTaTopbl MOALEPKMBAOT TPU TUNA CTPOK coobLlecTBa:

— ro-—onpegenseT 4OCTYN TO/bKO Ha YTeHWUe;
— rw-—onpegensert AOCTYN Ha YTEHUE N 3anuchb;
— su-—onpeaensaet goctyn SNMP-agmuHuctpatopa.

Hanbonee pacnpocTpaHeHO MCMo/Ib30BaHME CTPOK coobuiectsa public — ¢ AOCTYNoOm TONbKO Ans
yteHMAa obbekToB MIB U private — ¢ AOCTYNOM Ha YTeHWEe U n3ameHeHue obbektoB MIB. [ns Kaxaoro
coobLyecTBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep cospaHua coobuiecTBa private ¢ fOCTYNOM Ha uYTeHue M 3anucb U IP-agpecom cTaHuum
ynpasneHua 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config) # snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocMmoTpa co3aHHbIX CTPOK coobluectBa n HacTpoek SNMP ncnonb3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.
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Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnna 6e30MacHOCTM CUCTEMBbI MCMOMb3yeTca MmexaHusm AAA (ayTeHTUUKaLMS,
aBTopu3aums, ydet). Ans wndpoBaHMUA AaHHbIX UCNONb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUPUKaLmMA) — conocTaBNeHMe 3anpoca CyLecTBYHLIEA YYETHOM
3anucu B cucteme 6e3onacHoCTU.
— Authorization (aBTopu3aums, NpoBepKa YPOBHA [A0CTyna) — COMOCTaBAEHWE YUYETHOW

3anucK B cucteme (npoweaiein ayTeHTUdGMKaLMIO) M onpeaenéHHbIX MONHOMOYMIA.
— Accounting (y4€T) — cnexeHue 3a notpebneHmem pecypcos Nosib3oBatenem.

MpY UCNONb30BaHNWM HACTPOEK YCTPOMCTBA MO YMOYAHUIO UMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcA nNosb3oBaTenem. B ciyyae eciv naposb yTpayeH, MOXKHO NepesarpysuTb
YCTPOWCTBO M Yepes3 CepUIHBIN NOPT NpepBaTb 3arpysKy, Haxas Knasuwy <Esc> nnu <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ, MOC/e NosABAeHUsA coobLeHna aBTo3arpysku. OTKpoeTca MeHio Startup, B KOTOpom
HY*KHO 3anyCTUTb NpoLeaypy BoccTaHoBAeHUs napona ([2] Password Recovery Procedure).

Ona obecneyeHna nepBoHAYasbHON 6€30MacHOCTM MNaposb B CUCTEME MOXHO 334aTb AAA
CEepPBUCOB:

— KoHconb (noaxntoveHme Yepes cepuinHbliii NopT);
—  Telnet;
—  SSH.

4.5.2.1 YcmaHoeKa naposs 0718 KOHCoU

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTeBeT Ha npwurnaweHune BBeCTWM NAapoO/sb BO BpemsA perncrpauum B yCTpOﬁCTBe yepes ceaHC
KOHCO/11 BBEANTE NAPOJib — console.

4.5.2.2 YcmaHoska napons ona Telnet

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config) # ip telnet server

console (config)# line telnet
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console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line) # password telnet

B oTBeT Ha NpuriaweHne BBECTM Napo/ib BO BpemMs PerncTpaumm B ycTpoicTee yepes ceaHc Telnet
BBeguTe naponb — telnet.

4.5.2.3 YcmaHoska naposns 014 SSH

aaa authentication login default line
aaa authentication enable default line

console (confiqg)

console (confiqg)

console (config)# ip ssh server
console (config)# line ssh
(
(
(

#
#

console(config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npurnalieHMe BBECTM Napos/ib BO BPEMSA PErncrpaumnm B yCTPOMCTBE yepes ceaHc SSH
BBEAUTE Napob — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona ypobcTBa aKcnyaTauMu yCTPOWCTBA MOXKHO 3afaTb GaHHep — coobuieHue, cogeprKalliee
nobyto nHdopmauuto. Hanpmumep:

console (config) # banner exec ;

Role: Core switch
Location: Objedineniya 9, str.
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5 YMNPAB/IEHUE YCTPOUCTBOM. UHTEP®ENC KOMAHAHOW CTPOKU

Ona KoHPUrypaumm HaCTPOEK KOMMYTATOpa MCMONb3YEeTCA HECKO/bKO PeXMMOB. B Kaxaom
pexKMme 4OCTYMeH onpenesieHHbI CMCOK KoMaHa. BBog, cMMBOMA «?» CAYXKUT gas npocmoTtpa Habopa
KOMAaHZ, JOCTYMHbIX B KAXKA0M U3 PEXKUMOB.

Ona nepexoga n3 ogHOro pexwnma B ,£|,pyr0171 MCNOJIb3YKOTCA CneuunasibHblie KOmMaHAbl. I'Iepequb
Cyuw,eCTByHOWMNX PEXMMOB U KOMaHA BXO4a B PeEXNM!

KomaHOdHbiii pexcum (EXEC), naHHbIN peXXnMM AOCTYMNEH Cpasy Noc/ie yCnewHoM 3arpy3km KommyTa-
TOpa W BBOAA MMEHW NONb30BATENA M NApoAs (4NA HENPUBUAETMPOBAHHOTO Nosb3osaTens). Mpurnawe-
HME CUCTEMbI B 3TOM PEXMME COCTOUT U3 MMEHU ycTpoicTea (host name) n cumsona “>”.

console>

MNpusune2uposaHHbili KoMaHOHbIl pexcum (privileged EXEC), naHHbIl pexum AOCTyneH cpasy no-
C/le yCreLHoM 3arpy3kuM KommMmyTaTopa, BBO4a MMeHW Nosib3oBaTens u napons. MpurnaweHne cucTemol B
3TOM peXXMUMe COCTOMT U3 UMeHM ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbIA peXUM NpeaHasHa4YeH ans
3a4aHuA 06LWMX HACcTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHoi KoHOUrypaumm AOCTYyNHbl U3
ntoboro nogpexmma KoHPurypaumm. Bxos B pexxmm ocyLLecTBaseTca KOMaHAoN configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbIi peXxum npegHasHadyeH gns
KOHUIypaumm, ceAsaHHOM ¢ paboTol TepmMHana. Bxoa B peXxnm ocyLLecTBAAETCA U3 pexnma rnobanb-
HOM KOHUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 basoBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnnua 31 — basoBble KOMaHAbI, AOCTYMNHble B pexxume EXEC

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
enable [priv] priv: (1.15)/15 MepekNoUnTLCA B NPUBUAETMPOBAHHbIA PeXuUm (ecnu sHa-
YyeHue He YKa3aHo — TO ypoBeHb npusunernii 15).
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login - 3aBepLueHue TeKyLLLe ceccumn 1 CMeHa nosb3oBaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBoyHol WMHbOpmMauunm o paboTe uHTepdeiica

KOMaHZAHOM CTPOKM.

show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TeKylenh TepMu-
Ha/lbHOW ceccuu.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

-/$yHKuMA
BK/KOYEHa

BKAOUMTE DYHKLMIO COXpaHEHWA UCTOPUWM BBEAEHHbIX KO-
MaHZ 41 TEeKyLLEe TEPMUHANBHOW Ceccuu.

terminal no history

OTKNOUNTD QYHKLMIO COXPaHEeHUA UCTOPUM BBEAEHHbIX KO-
MaHZ 1A TEeKyLLEe TEPMUHANBHOW Ceccuu.

terminal history size size

size: (10..207)/10

N3meHUTb pasmep Bydepa UcTopuu BBEAEHHbIX KOMaHA, ANA
TeKyLLen TEPMUHAIbHOW ceccuu.

terminal no history size

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal datadump

no terminal datadump

-/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pasnTb BbIBOL, KOMaHA, 6e3 pasfaeneHus Ha CTpaHuubl
(pa3peneHue BbIBOAA CNPABKM MO CTPAHUL,AM OCYLLECTBASAET-
cA cTpokoi: More: <space>, Quit: q or CTRL+Z, One line:
<return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOW CTPOKU MMEET cieayoLnii Bua;

console#

Tabnuua 32 — basoBble KOMaHAbI, JOCTYNHble B pexume privileged EXEC

KomaHoa

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCﬂ B HOpMaﬂbeIle pexXnum 13 npuBmnMNermnpoBaHHoOro.

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeinTn B pexxMm OTNagKu.

set system mode {acl-sginq
| acl-sqging-udb}

acl-sging

YCTaHOBUTb PEKUM HACTPOWKK dUAbTpaLmnm TpaduKa.

- acl-sqing — peKMm No yMon4aHuto;

- acl-sqinq-udb — BABOE yMEHbLIEHO KO/JMYECTBO BO3MOMK-
HbIX nNpaBua SQInQ; fobaBneHa BO3MOMKHOCTb GUIbTPALMM
no TpuHaguatm oddcetam (B pexMme No yMONYaHWUIO —
nAThb).

KomaHObI, docmyriHble 80 8CeX pexumax KOH@uU2ypayuu

3anpoc KOMaHAHOM CTPOKU UMEeT OAMH U3 CAeayioLLmMX BUAOB:

console#

console (config) #

console (config-1line)#

Tabanua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE BO BCEX PEXKMMAX KOHOUTYypaumum

KomaHda

3HayeHue/3Ha4yeH
ue no
YMOAYAHUIO

Aelicmeue

exit

BbINTU 13 Nt06Oro pexkmma KoHPUrypaLmm Ha ypoBeHb Bblille
B Mepapxuun komang, CLI.
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end ) BbIT M3 nt06Oro pexmma KOHOUrypauum B KOMAHAHbIN
pexkum (Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KomaHaHoro ypoBHaA (EXEC) ns noboro
perKmMma KoHburypauum.

help - BbiBOAWT CNpaBKy NO MCNOAb3YEMbIM KOMaHAAM.

KomaHObI pexcuma 2n10ba1bHOU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKKN UMeeT ceayoWwuii BUA:

console (config) #

Tabnunua 34 — basoBble KOMaHAbI, LOCTYNHbIE B peXUMe KOHPUrypaumm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHus exec (Mpumep: Nosib3oBaTeNb yc-
NeLHO BOLWEe B CUCTEMY) U BK/IKOUUTL BbIBOA, HA IKPaH.

- d — pasgenutens;

- message_text — TeKcT coobuieHus (B ctpoke Ao 510 cumeo-
nos., obuiee 2000 cnmBosios).

Yaanutb TekcT coobLieHus exec.

banner login d
message_text d

no banner login

3agaTb TeKcT coobuieHmsa login (MHGopmaumoHHoe cooble-
HUWe, KoTopoe oTobparkaeTca nepes BBOLOM UMEHWU NOJ/b30-
BaTeNA M Napo/if), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pasgenutens;

- message_text — TeKCT coobuieHus (B cTpoke o 510 cumeo-
nos., obuiee 2000 cnmBonos).

Ypanute TeKCT coobuueruns login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHAHOM CTPOKM B peXxume KOHPUrypauum TepMnuHasa MMeeT CaeayoWwmnin Bua;

console (config-line) #

Tabnunua 35 — basoBble KOMaHAbIl, AOCTYMNHbIE B peXMMe KOHOUTYpaLLMn TepMUHaANA

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOYAHUIO
history BKNIOUMTD QYHKLMIO COXPAaHEHWUS UCTOPUM BBEAEHHbIX KO-
-/byHKLWMA MaHA,
no history BK/tOYEHa BbIKNOUNTD OYHKLMIO COXPAaHEHUA UCTOPUU BBEAEHHbIX KO-

MaHAa,

history size size

no history size

size: (10..207)/10

M3meHuUTb pasmep Bydepa nctopun BBegEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

exec-timeout timeout

no exec-timeout

timeout:
(0..65535)/10 muHyT

3afaTb TalkM-ayT TEKyLLeil TepMUHANLHOM CeCCUU B MUHYTAX.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHUIA NO3BOAAET YMEHbLNTb 00bem OToOpaKaemblX AaHHbIX B OTBET
3anpochbl Nosib3oBaTena n 0baerynTb NOUCK Heobxoanumoin nHpopmauumn. Ana dnabTpaunm nHdopmaunm

Ha
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Tpebyerca n06aBUTb B KOHEL, KOMaHAHOW CTPOKU cuMmBOA “|” M ucnonb3oBaTb OAHY W3 ONUMIA
dnNbTpauumM, NepedncieHHbIx B Tabanue.

Tabaunuya 36 — KomaHabl pexknma rnobanbHOM KOHOUrypaumm

3HayeHue/3HayeH
Memood ue no Aelicmeue
YMOAYAHUIO
begin pattern lMoKa3bliBaeT CTPOKU, nepsble CUMBOIbI KOTOPbIX COOTBETCT-
BYIOT WabnoHy pattern.
include pattern ) BbIBOAMT BCe CTPOKM, cogeprKalime WwabioH.
exclude pattern BbIBOAWT BCE CTPOKM, HE codeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAa KOMaHA CLI B npousBonbHbIN ¢paiin Ha MN3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCTaBAAET BO3MOXKHOCTb NepeHanpaBaeHNa BbIBOAA KOMaHA,
B NPOMU3BObHbIN daiin Ha M3Y.

[Ons Toro 4to6bI KONMPOBATL BbIBOA KOMaHAbl B ¢pain (nepesanncaTb daitn, ecnm Takon yxe cylie-
cTByeT), TpebyeTcs nocne Habopa KOMaHAbl OTOBpaXkeHUA HopMaLMn 406aBUTb CUMBOJ «>» U YKasaTb
uma danna. na Toro, 4TobbI KONMPOBATL BbIBOA KOMaHAbl B KOHel, ¢aina, nocie Habopa KoMaHAbl OTO-
bpaxkeHns nHpopmaumm 0ob6aBUTb CUMBOJT «>>» U YKasaTb UMmA daiina. Nprmep MCNob30BaHUA:

console#show system >> flash://directory/filename

MepeHanpaBaaTb BbiBOA KOMaHA B ¢aiin moXKeT TONbKO Noab3oBaTenb ¢ 15 ypoBHem
e npusuaeruii.

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa GyHKLMA NO3BONAET CO34aBaTb YHUOULMPOBaAHHbIE HABOPbl KOMaHA — MaKpPOChl, KOTopble
MOXHO BMOC/NeACTBMMN NPUMEHATb B NpoLLecce KoHbUrypaumm.

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM peXxnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnunua 37 — KomaHapl pexknma rnobanbHoM KoHbUrypawmm

3HauyeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
macro name word Co3pgaeT HOBbIM Habop KomaHA, ecan Habop € TakMm mme-
HEM CylliecTByeT — nepe3anucbiBaeT ero. Habop KomaHz
BBOAUTCA NOCTPOYHO. 3aKOHUYUTb MAaKPOC MOXKHO C NOMOLLbLO
word: (1..32) s
cumBona “@”. MakcumanbHaa gnmMHa makpoca — 510 cumso-
cMmBO/NI0B N0B. B Tene makpoca MOXKHO MCNO/Ib30BaTh 40 TPEX nepe-
MEHHbIX B KOHOUIYpaunum.
no macro name word Ypanaer yKazaHHbIA MaKpoc.
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macro global apply word word: (1..32) MpuMeHsAEeT yKaszaHHbI MaKpoc.
CUMBOOB

macro global trace word word: (1..32) MpoBepAeT yKasaHHbIN MAaKpPOC Ha BaMAHOCTb.
CMMBO/IOB

macro global description Co3aeT CTPOKY-AeCKpPUNTOp rN1obanbHOro Makpoca.

word: (1..160)

word

CMMBONOB

no macro global description

YpanseT CTpoOKy-AeCcKpunTop.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxkunma EXEC:

console>

Tabaunua 38 — KomaHapl pexknma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

macro apply word
[pattern1 valuel] [pattern2
value2] [pattern3 value3]

macro trace word

word: (1..32)
C“MBO/I0B

MpymeHAeT yKa3aHHbI MaKpoc.

pattern - wWabnoH, cocToAWMIA U3 06bABNEHUA, HaNnpUMep
cumsona "$", n nepemeHHOM, HanUCaHHbIX CANTHO

value — nepemeHHas KoHoUrypaumnm

MpoBepseT yKasaHHbI MaKpOC Ha BaAMAHOCTb.

show parser macro

[{brief | description
[interface {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CMMBO/IOB

OTobparkaeT napameTpbl HACTPOEHHbIX MAKpPOCOB Ha YCT-
povicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHpUrypaunm nHtepoeiica:

console (config-if) #

Tabnnua 39 — KomaHabl pexnma KoHourypaumm nHtepdeiica

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

macro apply word

MpUMeHseT yKasaHHbIA Makpoc.

[pattern1 valuel] [pattern2 word: (1..32) pattern - wabnoH, coctoAwmit 3 o6bABAEHUA, HanpUmep
value2] [pattern3 value3] CMMBOOB cumeona "$", U nepemeHHOM, HanMcaHHbIX C/IMTHO
value — nepemeHHas KoHbUrypaumum
macro trace word word: (1..32) MpoBepseT yKaszaHHbIM MaKpoC Ha BaNAHOCTb.
CUMBOIOB
macro description word word: (1..160) YcTaHaBAMBaeT CTPOKY-AeCKPUNTOp Makpoca.
no macro description CMMBO/I0B YaanseT CTPOKy-A4eCKpunTop.
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5.5 KomaHabl ynpaBaeHus cuctemom

KomaHOwbi pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console>

Tabnunuya 40 — KomaHapl ynpaBneHus cucremoi B pexkume EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4yaHuro

Aelicmeue

ping [ip] {A.B.C.D | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D] [df]

host: (1..158) cumBonoB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cayxuT ana nepegadn 3anpocos (ICMP  Echo-
Request) npotokona ICMP ykasaHHOMY y31y CeTH, a TaKxke
018 KOHTpons nocTynatolwmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D — IPv4-appec y3na cetu;

- host — LOMeHHOE UMs y3N1a ceTu;

- Size — pa3smep nakeTa ANA OTMPABKM, Koauyectso 6alT B
nakete;

- count — KONNYeCcTBO NaKeToB ANA nepesayn;

- timeout — Bpema 0XunaaHWA oTBeTa Ha 3anpoc;

- df — oTMeHUTb PpparmeHTaLMIO NaKeTOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHaa cayxuT pns nepegayn 3anpocoB (ICMP Echo-
Request) npoTtokona ICMP yka3aHHOMY y3/y CETW, a TaK Xe,
AN KOHTpoAs nocTynatowwmx oteetos (ICMP Echo-Reply).
-A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOEe MMA y31a ceTu;

- Size — pa3smep nakeTa ANA OTMPABKM, KoauyecTBo GalT B
nakete;

- count — KONIMYECTBO NAKETOB ANA Nepesayu;

- timeout — BpemA 0XKMAaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [size size] [ttl tt/]
[count count] [timeout
timeout] [source
ip_address]

host: (1..158) cumBoN0B;
size: (64..1518)/64 6aiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepeneHvie mapwpyta TpaduKa [0 y3na HasHayeHus.
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOe UMs y3na ceTu;
- size — pasmep naketa A4NA OTNPaBKW, KoauyecTBo 6aiT B
nakerte;
- tt/ — MaKcMMmanbHOE KOIMYECTBO Y4acTKOB B MapLUpYTe;
- count — KOIMYECTBO MOMbITOK Mepesayn MakeTa Ha Kaxgom
yyacTKe;
- timeout — Bpems 0XXWAaHMA OTBETa Ha 3anpoc;
- IP_address — IP-agpec uHTepdelica KommyTaTopa, UCMOJb-
3yemblii 419 nepesayn NakeTos;

V OnucaHne OWMGOK MpPU BbINOAHEHUU KOMaHA WU

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

pe3ynbTaToB NpuBeAeHo B Tabaunuax 42, 43.
OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHus.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOEe MMA y31a ceTu;
- Size — pa3mep nakeTa ANA OTNPAaBKW, KosauvecTBo 6anT B
nakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLPYTE;
- count — KONMYECTBO NOMbITOK Nepesayn NakeTa Ha KaXKAoM
y4acTke;
- timeout — Bpema OXKMAaHUA OTBETa Ha 3anpoc;
- IP_address — |P-appec uHTepdelica KommyTaTopa, UCMONb-
3yemMblil 418 nepefaym NakeTos.

OnucaHue oWUOGOK NPU BbINOJIHEHUU KOMaHA M
V pe3ynbTaToB NpuBeaeHo B Tabauuax 42, 43.
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telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTtkpbiTve TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — pomeHHOe UMsA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — kntoueBoe cnoBo.
) OnucaHue cneumnanbHbix KomaHpa Telnet u knioue-
V BbIX C/I0B NPUBEAEHO B Tabnuue 44

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTkpbITMe SSH-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMsA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxKba SSH;
- keyword — kntoueBoe cnoBo.
V OnucaHue KloveBbIX C/NOB NpuBeAeHo B Tabauue
45,

resume [connection]

connection:
(1..5)/nocnegHan
YCTAaHOBJ/IEHHAA ceccus

MNepekntoveHue Ha apyryto yctaHoBnaeHHyto TELNET-ceccuto.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobpakeHne MHPOPMaLUM O MO/b30BATENAX, MCMO/b3YHO-
LUMX pecypcbl YCTPOiACTBa.

show sessions

OTobparkeHne nHbopmaLmm 06 OTKPBITBIX CECCUAX K YAaneH-
HbIM YCTPOMCTBaM.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system battery

OTobparkeHne nHbpopmaumm o batapee.

[unit unit] unit: (1..8)/- - Unit — HoMep yCTPOICTBa B CTEKE
show system id [unit unit] OTobparkeHne cepuMHOro HoMepa yCTPOICTBa, PEBU3UM NNa-
unit: (1..8)/- Tbl ¥ 6a3oBoro MAC-agpeca.
- Unit — HoMep yCTPOWCTBa B CTEKe.
show system [unit unit] unit: (1..8)/- OTo’6pameHme CVICTeI:AHOI‘;I MHPOPMaLUM KoMMyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit . OTobparkeHne MHGOPMALMU O COCTOSHUN BEHTUNATOPOB.
unit] unit: (1..8)/- - Unit — Homep yCTPOICTBA B CTEKeE.
show system power- i OTobparkeHne MHOGOPMALLMM O COCTOAHMUU UCTOYHUKOB MUTa-
supply HUA.
show system sensors - OTobparkeHne MHGOPMALLIMU TEMMNEPATYPHbIX JAaTYUKOB.
show version i OTobparkeHne TeKyliei BepcMM CUCTEMHOMO MPOrPaMMHOro
obecneyeHuns yCcTponCTBa.
show system router OTobpaskeHne pasmepa WM 3aHATOCTM anmnapaTHbIX Tabauy,
resources YCTPOICTBA (MapLpyT1saumm, coceaen, UHTepdelicos).
show system tcam OtobparkeHne 3arpysku pecypcos namatm TCAM (onpeae-
utilization unit: (1..8)/- JIeHHO agpecyemas NamsTh).
[unit unit] - unit — HoMep yCTPOWCTBa B CTEKe.
show tasks utilization OTobparkeHne ypoBHA 3arpy3Ku PecypcoB LEeHTPabHOro
- npoueccopa KOMMYTaTopa A1A KaX40ro CUCTEMHOrO npoLec-
ca.
show tech-support ) OTobparkeHne nHdopmaLmm 06 ycTpolicTee, Heobxoanmmon
[config | memory] [O/1A HAYaNbHOM ANArHOCTUKM Npobnem.
show storage devices - OTobparkeHne noaHoro cnucka M3Y mn ux pasgenos.
’ . Komanpga «show sessions» otobpaaeT Bce yaaneHHble cOeguHEeHUA TOJIbKO U3 TeKy-
radRt u.l,eii ceccuum. ﬂ,aHHaFI KOMaHAa ncnoJsiblyeTca cneayrowmm oGpasoM:
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1. BbINONHUTb NOAKAKOYEHME K YAaNEHHOMY YCTPOMCTBY C KOMMYTAaTopa C MOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B poAMUTENIbCKYIO ceccuto (Ha KommyTaTtop). A 3Toro HaXkaTb KOM6WUHa-
uyuio Knasuuw <Ctrl+Shift+6>, oTnyctuth M Haxatb <x> (MKc). Mpousoiiaér nepexoy B
pPOAUTENbCKYIO Ceccuio;

3. BbInonHUTb KOMmaHAy «show sessions». B Tabauue A0MKHbI NPUCYTCTBOBATb BCe UCXO-
AAlWMe coeAnHeHUA B TeKyLei ceccum;

4. AnAa Toro 4to6bl BEPHYTbCA K CECCMU YAaANEHHOrO YCTPOMUCTBA, He06X0AMMO BbINOA-
HUTb KOMaHAY «resume N», rae N — Homep coeanHeHUA U3 BbIBOAA KOMaHAbl «show

sessions».

KomaHObiI pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoKKM B pexxkume privileged EXEC nmeeT cneayrowmin sua;

console#

Tabnnua 41 — KomaHgbl ynpasneHus cuctemon B pexkume privileged EXEC

3Have-
KomaHoa Hue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
reload [unit unit_id i KomaHaa cny»KuTt ana nepesanycKka ycTponcTBea.
[ _id] unit_id: (1..8)/- Aa ey A P yckaycrp

- unit_id — Homep yCTPOWCTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);

YcTaHOBKA NPOMeXKyTKa BPeMeHM, Yepes KOTopblii Nponsoin-

hh: (0..23), mm: !
(0..59). [eT OTNOXKeHHan nepesarpysKka yCcTponcTaa.
reload at hh:mm hh: (0..23), mm: v
(0..59) YcTaHOBKa BpeMeHu nepesarpysku yCTporcTsa.

boot password password

no boot password

YcTaHoBKa napos Ha bootrom.

YpaneHue napona Ha bootrom

reload cancel

OTMEHa OT/I0XKEHHOTO Nepe3anycka.

show cpu utilization

OTo6pa>KeHv1e CTaTUCTUKU NO YPOBHKO 3arpysku pecypcos
LEeHTPaNbHOro npoueccopa.

show cpu input rate

OTObparkeHne CTaTUCTMKM MO CKOPOCTU BXOAAWMX Gpeinmos,
obpabaTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate
detailed

OTobparkeHne CTaTUCTMKM MO CKOPOCTU BXOAALWMX Gpeinmos,
obpabaTbiBaeMbIX NPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds

OTobparkeHue CNUcKa HacTpoeHHbIX noporos aaa CPU.

show memory thresholds

OTobparkeHne CNUcKa HaCTPOEHHbIX Noporos Ana RAM.

show sensor thresholds

OTo6pa>KeHme CNUCKa noporos gna AaTt4ymKoB.

show storage thresholds

OTo6pakeHne CnMcka NOPOros 4NA pa3fenoB YCTPOWUCTB.

show system mode

OTobparkeHne nHPopMaLMmn o napameTpax GUAbTPaLMMU Tpa-
duka.

. Mpumep MCNONb30BaHMA KOMAHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max,
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) O msec 0 msec O msec
3 * * %

18 byte packets
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Tabnunua 42 — OnucaHMe pe3ybTaToB BbINOJIHEHUA KOMaHAbl traceroute

lMone

OnucaHue

1

MopAAKOBbLIA HOMEP MapLIPyTU3aTopa B MYTU K YKa3aHHOMY Y37y CETH.

gateway.eltex

CeTeBOE MMSA 3TOrO MapLipyTM3aTopa.

192.168.1.101

IP-apgpec sToro maplpyTtusartopa.

0 msec 0 msec 0 msec

Bpems, 3a KoTopoe nakeT 6bl1 NepeaaH U BePHY/CA OT MapLipyTu3atopa. YKasbiBa-
eTcA ANA KaXKA0W NOoNbITKM Nepeaaym naketa.

|_|pl4 BbINO/IHEHUWN KOMaHAbI traceroute moryT I'IpOM30ﬁTM OLLIM6KVI, onncaHue owmnbok npmneeneHo B

Tabnuue.

Tabnnua 43 — OWKMBKM NPU BbINONHEHMM KOMaHAbI traceroute

Cumeon owubKu

OnucaHue

*

TalimayT Npu NonbITKE Nepeaayn nakeTa.

?

HewnsBecTHbIN TN NakeTa.

>

ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NpU BAOKMPOBAHUU UCXOLA-
wero Tpaduka no npasmnam B Tabauue gocrtyna ACL.

TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uToB DF.

Y3en ceT HeJOCTyMEH.

CeTb HegOCTYMHA.

MpoTOKON HEAOCTYNEH.

NCTOYHMK NnoaaBneH.

McTekno Bpems NOBTOPHOW c60pKKN dparmeHTa.

OwnbKa ncxoaallero mapLupyTa.

cClu|mm|(Ll@|I2|T |

MopT HeaoCTyNeH.

MporpammHoe obecneyeHne Telnet KOMMYTaTOpPOB NoAAepXKMBaeT crneumasbHble KomMaHabl —
bYHKLMM KOHTpPOAA TepMUHana. s BXxoAa B PEXUM CrNeumnasibHbIX KOMaHA BO Bpems akTMBHOM Telnet-
CECCUM NCNOIb3YeTCs KOMBUHAUMA KNaBuw <Ctrl+shift+6>.

Tabnnua 44 — CneunanbHble KomaHabl Telnet

CneyuanbHas Ko-

HasHavyeHue
MaHOa
AN MNepepatb no telnet paspbiB coeguHeHUs.
A C Mepeaatsb no telnet npepbisaHne npouecca (IP).
AN h Mepeaatsb no telnet yaaneHue cumsona (EC).
AN o MNepeaatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepeaatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpoOAs nogkatoye-
HUA.
ANy MNepeaatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peKMM KOMaHOHOM CTPOKMW.
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TaKKe BO3MOMKHO MCNOAb30BaHME AONOAHUTENbHbIX ONUMIA NpY OTKPbITUKM Telnet- n SSH-ceccwnit:

Tabnunua 45 — Kntouesble cnosa, Ucnosibayemble Npu oTKpbITUK Telnet- n SSH-ceccuia

Onyusa OnucaHue
/echo JIoKanbHO BKAtOYAET PYyHKLUMIO echo (NnogaBneHMe BbIBOAA HA KOHCO/b).
/password Onpegensaet naposnb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonyckaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bkntouaetr 06paboTky
coeamHeHne 6e3 KoHTpons

MoOTOKa,

KOTOpbIA paspeliaeT HesawmuieHHoe TCP-
nocneposaTensHocTel Telnet. MoToKkoBoe coeguHeHne

/stream He obpabaTbiBaeT Telnet-onuum 1 MOXKET UCNONb30BATLCA 417 NOAKNIOYEHMUA K NOp-
TaMm, Ha KOTOPbIX 3anyLeHbl Nporpammbl KonuposaHus UNIX-to-UNIX (UUCP) nnbo
Apyrve NpoToKobl, He ABAAwWwMmeca Telnet-npoTokonamum.

Juser OnpegenAaeTt umAa Nonb3oBaTena gnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2106anbHol KoHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexnume rnobasbHON KOHOUTypaLMmn MMEET CeayoWnin BUA:

console (config) #

Tabnunuya 46 — KomaHabl ynpaBaeHUs CUCTEMON B pexkmMme r106anbHOM KOHGUrypaumnm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
hostname name name: (1..160) KomaHaa cny»KuTt ana 3aaHusa CeTEBOTO UMEHW YCTPOICTBa.
no hostname CMMBOI0B/- BepHyTb ceTeBoe MMA YCTPOMCTBA B 3HAYEHWNE MO YMOMHYAHMIO.
service tasks-utilization PaspewunTb yCTPOMCTBY MPOrpamMmMHO M3MepPATb YPOBEHb 3a-
rPY3KM PecypcoB LeHTPanbHOro npoLeccopa KoMMyTaTopa A5
KakAoro cMCTEMHOrO npoLecca.
- — -/BKAtOYEHO
no service tasks-utilization 3anpeTuTb YCTPOMCTBY MPOrPaMMHO WM3MEpPATb YPOBEHb 3a-
rPY3KM pecypcoB LeHTPanbHOro npoLeccopa KoMMyTaTopa A1s
Kak4oro cMCTEMHOrO npoLecca.
service cpu-utilization PaspewmnTb yCTPOMCTBY MPOrpammMHO M3MepPATb YPOBEHb 3a-
rPY3KM PecypcoB LLeHTPaNbHOro npoueccopa KommyTaTopa.
- —— -/BKNIOYEHO
no service cpu-utilization 3anpeTuTb YCTPOMCTBY MPOrpaMMHO M3MepATb YPOBEHb 3a-
TPY3KM PecypcoB LLeHTPaNbHOro NpoLeccopa KoMmmyTaTopa.
service cpu-input-rate PaspelwnTb YCTPOMCTBY MPOrpaMMHO M3MEPATb CKOPOCTb BXO-
[AwWmnx epelrimos, 06pabaTbiBaeMbIx LEHTPabHbIM MPOLLEeCcco-
pom KommyTaTopa.
- - -/BK/IIOYEHO —
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrpammHO M3MepPATb CKOPOCTb BXO-
LAwWmnx epelrimos, 06pabaTbiBaeMbIix LEHTPaAbHbIM MPOLEcco-
pom KommyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YCcTaHOBKa OrpaHUYeHWU CKOPOCTU BXoasawmx dpeimos anA
traffic pps ssh, snmp, ip, link- onpeaeneHHoro Tmna Tpaduka.
local, arp, arp- - PpS - NAKETOB B CEKYHAY.
inspection,
stp-bpdu, routing,
ip-options,other-
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no service cpu-rate-limits

traffic

bpdu, dhcp-
snooping,
igmp-snooping,
mld-snooping,
sflow, ace, ip-error,

BoccTaHaBnMBaeT 3HayeHWe pps MO YMOAYaHUIO AnA onpeje-
NIEHHOTO TpaduKa.

other, vrrp);
pps: 8..2048
service password-recovery PaspelnTb BOCCTAaHOBEHWE NApOIsA YEPE3 3arpy304HOE MEHIO
«password recovery procedure» c coxpaHeHWemM KoHourypa-
-/enabled Lumu.
no service PaspelnTb BOCCTAaHOBEHWE NAPOAIA Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHourypauuu.
link-flapping enable bled BkntounTb NpesoTBpalleHme dbnannuHra AMHKa.
link-flapping disable +/enable OTKAOYNUTb NpeaoTBpaLeHne GpaannuHra MHKa.
service mirror- Co3aaBaTb pe3epBHYO KOMWIO TeKyLLen KOHUrypaumu.
conflgu'ratlon Jenabled
no service o
mirror-configuration OTK/OUYNTL KOMMPOBaHUE TeRyLwel KoHdurypauuu.
system router resources ip_entries: YcTaHoBKa pasmepa TabauLbl MapLipyTU3aLmm.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmvé6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no cpu threshold index

index

index:
(0..4294967295);
interval: (5sec,
1min, 5min);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100) npo-
LLEeHTOB;
flap_interval:
(0..100)/0 npoueH-
TOB;
severity: (emerg,
alert, crit, err, warn-
ing, notice, info,
debug)/alert

3apaTb nopor gna 3arpyskm CPU.

- index — Npon3BO/IbHbIV MHAEKC NOPOra;

- interval — nHTepBan usmepeHua 3arpyskn CPU. 3HauyeHue
3arpysku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C NOPOro-
BbIM;

- relation —oTHOWeHMe mexay 3arpyskori CPU 1 noporosbim
3HayeHneMm, Heobxoammoe ans cpabaTtbiBaHMA NOPOra;

- value — 3HaYeHue nopora;

- flap_interval — 3Ha4yeHWe, onpegensatow,ee MOMEHT BOCCTa-
HOBJIEHUA Nopora nocne cpabatbiBaHUA;

- Severity — ypoBeHb BaXKHOCTW Tpanos A8 3TOr0 Nopora;

- notify — BK/lOYaeT/oTKNIOYAET OTNPABKY TPanos o cpabaTbi-
BaHWM Nopora;

- recovery-notify — BK/lo4aeT/OTKAOYAET OTMNPaBKY TPamnos O
BOCCTAHOB/IEHMM NOPOra.

Yaanutb nopor € 3agaHHbIM MHOEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0
NPOLEHTOB;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3agaTtb nopor Ana obvema ceobogHoM namat RAM.

- index — NPOM3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHoWweHWe mexxay o6bemom cBO6OAHOM NaMATH U
NnoporosbIM 3HayeHuem, Heobxogumoe ana cpabaTbiBaHMSA
nopora;

- value — 3HayeHMWe Nopora;

- flap_interval — 3HaueHune, onpeaensaiolLee MOMEHT BOCCTa-
HOB/IEHMA nopora nocse cpabaTbiBaHus;

- severity — ypOBeHb Ba*KHOCTW TPanoB A1 3TOro Nopora;

- notify — BKtouaeT/oTK/IIO4aET OTNPABKY TPanos o cpabatbi-
BaHUW NOpPOra;

- recovery-notify — BK/lo4aeT/OTKNIO4AET OTNPaBKY TPanos o
BOCCTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3aAaHHbIM UHAEKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value:
(0..1000000000)
060poTOB/MUH;
flap_interval:
(0..1000000000)/0
060p0OTOB/MUH;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3afaTb NOPOr ANA AaT4YMKa CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep IOHMTA, Ha KOTOPOM HaXoAUTCA BEHTUNATOP;
- index — NpoOV3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOWEHWE MeX Ay CKOPOCTbIO BPALLEHUA BEHTUNA-
TOpa M MOPOroBblM 3HaYeHWeM, Heobxoammoe ans cpabatbl-
BaHMWA Nopora;

- value — 3HayeHMne Nopora;

- flap_interval — 3Ha4yeHWe, onpegensatow,ee MOMEHT BOCCTa-
HOBJIEHMA Nopora nocse cpabaTbiBaHUs;

- severity — ypOBeHb Ba*KHOCTW TPanoB A1A 3TOro Nopora;

- notify — BKAlouaeT/oTKOYaEeT OTNPABKy Tpanos o cpabaTbl-
BaHUW Nopora;

- recovery-notify — BKk1touaeT/oTKOYaET OTNpaBKy TPanos o
BOCCTaHOBJ/IEHUW NOpOra.

Yaanutb nopor ¢ 3afaHHbIM WHAEKCOM ANA BeHTUAATopa
fan_num Ha tonuTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num:
(1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (-
1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0
°C;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert

3apaTb Nopor A4NA faTynKa TemnepaTypbl.

- sensor_num — Homep TeEPMOJATYMKA;

- unit_id — Homep FOHUTa, Ha KOTOPOM HAxXoAWUTCS TepmopaT-
YuK;

- index — Npon3BO/IbHbIM UHAEKC NOPOra;

- relation — OTHOWEHWE MeXAy TEMNEPATYPOI U MOPOroBbiM
3HaYeHneMm, Heobxoaumoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4YeHue nopora;

- flap_interval — 3Ha4yeHWe, onpegensatow,ee MOMEHT BOCCTa-
HOBJIEHWA Nopora nocne cpabatbiBaHusA;

- Severity — ypoBeHb BaXKHOCTW Tpanos A1 3TOr0 Nopora;

- notify — BKAlouaeT/oTK/IIO4aET OTNPABKY TPAnos o cpabatbi-
BaHWUM NOpPOra;

- recovery-notify — Bk1tO4aeT/OTK/IIOYaET OTNPaBKY TPAnos O
BOCCTaHOB/IEHUM Nopora.

Yoanute nopor ¢ 3afaHHbIM WHAEKCOM AR TepmoAaTtiuKka
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-
than, greater-or-
equal, less-than,
less-or-equal, equal-
to, not-equal-to);
value: (0..100)
NPOLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg,
alert, crit, err,
warning, notice,
info, debug)/alert;

3agaTtb nopor ana obbema cBoboaHoM NnamaTu Ha M3Y.

- index — NPOM3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay obbema cBObOAHOM NamaTU U
NnoporoBbIM 3HayeHuem, Heobxogumoe ana cpabaTbiBaHMSA
nopora;

- value — 3HayeHMe nopora;

- flap_interval — 3HaueHuWe, onpeaensioliee MOMEHT BOCCTa-
HOB/IEHMA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba*KHOCTM TPanose A4s 3TOro Nopora;

- notify — BK/lOYaeT/OTKNOYAET OTNPABKy TPanos O cpabaTbi-
BaHMK Nopora;

- recovery-notify — Bk/louaeT/OTKNOYAET OTNPaBKY TPamnos O
BOCCTaHOB/IEHMM Nopora.

Yaanutb nopor ¢ 3aflaHHbIM NHAEKCOM.

reset-button {enable |
disable | reset-only}

-/enable

HacTpoiika peakuuun KOMMYTaTOPa Ha HaXaTne KHOMKM F.
-enable — npu HaxaTuM Ha KHOMKY AnUTeNbHOCTbIO MeHee 10
CeK, NPOMCXOAUT Mnepesarpyska yCTPOMCTBA; NPU HaxaTuu Ha
KHOMKY A/MTeNbHOCTblo 6onee 10 cek, npoucxoaut cbpoc ycT-
poicTBa A0 3aBOACKON KOHPUrypaLumu;

- disable — He pearmpoBaTb (OTKNtOYEHA);

- reset-only — Ton1bKO Nepesarpyska.
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5.6 KomaHpgbl ANA HACTPOMUKM NapaMeTPOoB ANA 3a4aHUA Nnaponeit

[aHHbIA KOMMNAEKC KOMaHA npeAHasHayeH Aaa 3a4aHua MUHUMMAZIbHOW C/AOXHOCTW Mnapons, a

TaKXe ANnAa 3aaHnA BpemMeHu AGVICTBVIFI naponAa.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabanua 47 — KomaHabl ynpaBaeHUsa CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aeiicmeue

passwords aging age

no password aging

age: (0..365)/180
OHen

3apaeT BpeMA KMU3HU naponei. Mo ncteyeHnn 3aaHHOTo cpo-
Ka ByaeT npegsioKeHo CMeHUTb Naposib. 3HaveHne O rosopuT
0 TOM, YTO BPEMSA }KU3HW Naposiel He 3aaHo.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

passwords complexity
enable

-/BbIK/IIOYEHO

BkntoyaeT orpaHuMyeHme Ha dopmaT Napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BkatouaeT orpaHuyeHue, 3afatolee MUHUMAbHOE KONYecT-
BO K/1acCOB CMMBOJIOB (CTPOYHble GYyKBbI, 3ariaBHble OYKBbI,
LUMbpbl, CUMBONbI).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaer orpaHn4yeHne Ha MMHUMaAbHYIO AJIMHY NapoaA.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/loyaeT orpaHuYeHne, 3a4atollee MakCUMabHoe KoaudecT-
BO MOCNeA0BaTe/bHO MOBTOPAIOLWIMXCA CUMBOJOB B HOBOM
napose.

BoccTaHaBnmBaeT 3HayeHue no YMOANYaHUIO.

passwords complexity
not-current

3anpeLLaeT NpuM CMeHe Naposis UCNONb30BaTb B KayecTse HO-
BOrO CTApbIW.

no passwords complexity
not-username

no passwords complexity /enabled PaspelsaeT ncnonb3oBaTb CTapblil NAPO/b NPU CMEHE.
not-current
passwords complexity 3anpewaeT UCNONb30BaTb B KayecTBe Maponsa UMA No/ab30Ba-
not-username Tena.

-/enabled

Paapeu.laeT MCNONb30BaTb B KayecCTBe Napona MmMA no/sib3oBa-
TenAa.

Tabnunua 48 — KomaHapl ynpaBneHus cuctemoit B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HavyeH
ue 1o yMoAYaHuIo

Aelicmeue

show passwords
configuration

OTo6paskaeT uHbopmaLmio 06 orpaHUUEHUAX Ha NAPOIIU.
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5.7 Pabora c paitnamm

5.7.1 OnucaHue apaymeHmMoe KOMaHO
Mpw ocywecTsneHMM onepauunii Hag galinamum, B KayecTse apryMeHTOB KOMaHZ, BbICTynatoT agpeca
URL - onpegennTenn MeCTOHaxoXaeHuAa pecypca. OnucaHue KAno4veBbIX CnoB, UCNOZIb3yembiX B

onepauusx, npuseaeHo B Tabauue 49.

Tabnnua 49 — CNUCOK Ko4YEeBbIX CI0B U UX ONUCaHKUeE

Knrouyesoe cnoso OnucaHue

McxoaHblvi agpec v agpec Mmecta HasHaueHUn 419 SHeProHe3aBUCMMON NamATU. IHeproHe-

flash:// 33aBUCMMasn NaMATb UCMOAb3YeTCA NO yMmoa4aHuto, ecnun agpec URL onpeaeneH 6e3 npedukca
(npedukcamm asnatotca: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.

mirror-config Konus ¢alina Tekywen KoHourypaumm.

startup-config daiin nepsBoHaYanbHOM KOHOUTypauuu.

active-image ®aiin c akTMBHbIM 06pasom.

inactive-image daiin c HeaKTUBHLIM 06pasom.

NcxogHbIn appec nm aapec mecTa Ha3HavyeHuA ana TFTP-cepBepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agapec unm ceTeBoe Mmsa yCTPOMCTBA;

- directory — kaTanor;

- filename — vma daina.

McxoaHbIv agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CuHTakeuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NO/b30BaTeNS;

scp:// - password — naponb Nonb30BaTens;

- host — IPv4-aapec unu ceteBoe UMA YCTPOMCTBA;

- directory — KaTanor;

- filename — umsa daiina.

logging ®daiin c uctopmeit KomaHg,

5.7.2 KomaHObI 0513 pabomei ¢ palinamu

3anpoc KomaHAHOM CTpoKKM B pexxkunme Privileged EXEC nmeeT cneayowmin Bua;:

console#
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Tabaunuya 50 — KomaHapl ana pabotbl ¢ dannamm B perkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHU
e 110 yMOoA4YaHUIo

Aelicmeue

copy source_url
destination_url [exclude |
include-encrypted |
include-plaintext]

copy source_url
running-config

copy running-config
destination_url [exclude |
include-encrypted |
include-plaintext]

copy startup-config
destination_url

source_url: (1..160)
CMMBO/IOB;
destination_url:
(1..160) cumBonos;

KonuposaHue daina M3 MeCcTonoNoXKeHUA UCTOYHUKA B Me-
CTOMNOJIOMKEHNE Ha3HAYeHUA.

- source_url — mectononoxeHune Konmpyemoro aiina;

- destination_url — appec mecta HasHauyeHus, Kyaa ¢ainn byaer
CKOMWUPOBAH.

Cnegylowme onuum [OCTYMHbI TOIbKO MPU KOMNUPOBAaHUKU U3
daina KoHPUrypaumm:

- exclude — nHbopmauma, KpuTnyHaa ana 6es3onacHocTn, He
6yZeT BK/OYEHA B KOHEYHbIN daiin;

- include-encrypted — nHbopmauusa, KpUTMUHan ans Gesonac-
HoCTK, ByaeT BK/OYEHa B KOHEYHbIW dain B 3almMppoBaHHOM
BUAE;

- include-plaintext — nHbopmaLma, KpUTUUYHAA ana 6esonacHo-
CTW, ByaeT BKAOYEHa B KOHEYHbI ¢alin B He3awmndpoBaHHOM
BUe.

KonupoBaHue daitna KoHoUrypauum cC cepsepa B TEKYLLYHO
KoHbUrypauuio.

CoxpaHeHue TeKyLielt KoHdUrypauumn Ha cepsepe.

- exclude — UCKAOYUTB U3 KONUpPYyEMBbIX AAaHHbIX MHGOPMALMIO
0 K/ItoYax, Maponax u T.m;

- include-encrypted — coxpaHATb AaHHbIe O KOYAX, NAPONSAX B
wndpoBaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHble O KAKOYaX, NAapoNAx B
ABHOM BUeE.

CoxpaHeHWe NepBoHaYanbHOW KOHOUIypaLmm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TekyLiel KOHOUrypaumm B NepBOHaYaabHY KOH-
durypauumio.

copy running-config file

CoxpaHeHue TekyLeln KoHdUrypaummn B 3aaHHbIN pe3epBHbll
dain KoHdpurypauuu.

copy startup-config file

CoxpaHeHWe nepBOHayYanbHOM KOHOWUrypauuu B 3afaHHbIN
pe3epBHbIA dpaiin KOHPUrypaumm.

boot config source_url

KonuposaHue daina KoHburypauum c cepsepa B dpain nepso-
HavyaNbHOM KOoHbUTypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painnos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config |
active-image |
inactive-image | logging |

file}

file: (1..160)
cnmBoOOB

OTobparkaet cogeprkumoe dalina.
- startup-config — oTobpakaeT cogepxumoe ¢daina nepeoHa-
YanbHOM KOHOUTypauuu;
- running-config — otobpakaeT cogepkumoe daiina Tekywen
KoHUrypauuu;
- flash: — oTobpaxkaeT dainbl ¢ paew-namaTi yCTpPOMCTBa;
- mirror-config — oTobpakaer cozepknumoe ¢anna TekyLlen
KOHUTypaLmm ¢ 3epKana;
- active-image — oTobpakaeT Bepcuio Tekywiero daiina obpasa
no.
- inactive-image — oTobpakaeT Bepcuto HeaKTUBHOro ¢alina
obpasza MO.
- logging — oTobpakaeT cogepkunmoe daina KypHana.
- file — vima daiina.

l daiinbl oTobpaxkatorca B popmate ASCII.

.o

delete ur/

Ynanenwe daiina.

delete startup-config

YpaneHus ¢aiina nepBoHayaNbHOW KOHOUTypauuu.

boot system inactive-
image

3arpy3sunTbca c HeakTMBHoro obpasa Mo.
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show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob | port-
channel group | vlan
vlan_id | tunnel tunnel_id
| loopback loopback _id}]

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OtobparkaeT cogepxumoe ¢paina nepoHayaNbHON KOHOUTY-
paummn (startup-config) nnm Tekywen KoHoUrypaumm (running-
config).

- interfaces — KoHburypauua unHTepdelicos KommyTatopa -
dusnyecknx nHTepdeiicos, rpynn nHtepdeiicos (port-channel),
VLAN-uHTepoeicos, oob-nopta, nHTepdeiica 3amblKaHUA Ha
cebs, TyHHeneMn.

Cnepylowime onumu AOCTYMHbI NPU BbIBOAE TEKYLLEN KOHOUTY-
pauuu:

- brief — BbIBOg, KOHUrypaumm 6€3 ABOWMYHBIX AAHHbIX, Ha-
npumep, SSH 1 SSL kaoyen.

- detailed — BbIBOA, KOHOUIYpaUUW C BKAKOYEHMEM ABOWMYHbBIX
OaHHbIX

show bootvar

MoKa3biBaeT aKTUBHbIN ¢ann cuctemHoro MO, KoTopbIA yCT-
POICTBO 3arpysKaeT Npu 3anycke.

write [memory]

CoxpaHeHue TekyLen KoHourypaumm B paitn nepsoHayvanbHOM
KoHbUrypauuu.

rename url new_url

url, new_url: (1..160)

N3meHeHne umeHu daiina.

CMMBO/IOB - url — Tekywee umsa daina; - new-url — Hosoe nmsa darna.
’ ' Cepsep TFTP He MmoXKeT ObiTb aapPecom MUCTOYHUKOM U afpecom Ha3HaueHUA ANA OfJHOWM
- KOMaHAbl KONUpPOBaHUA.

lpumepbl UCN0Ab308AHUA KOMAHO

= Yaanutb ¢aiin test s saHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINOAHEHNA KOMaHAb!: NOCAe NOATBEpPKAeHUA dalin byaeT yaaneH.

5.7.3 KomaHObI 0514 pe3epsuposaHus KoOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpefHa3HayeHHble ANA HACTPOWKWM pe3epBMPOBAHMUA
KOHbUIypaumm no Taimepy Uan Npu COXpaHeHUM TekyLuen KoHpurypaumm Ha flash-HakonuTene.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peknume rnobasibHoM KOHOUrypaLmMmn MMeeT Ceayowmn Bua,:

console (config) #

Tabanua 51 — KomaHabl ynpaBaeHUa CUCTEMOM B perkMme rnobanbHOM KOHGUrypaumm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

backup server server

server: (1..22)

YKasaHue cepBepa, Ha KOTopblii ByaeT Npou3BOAMTLCA pesep-
BMpOBaHue KoHbUrypauum. CtpoKa B dopmare

CUMBOJIOB «tftp://XXX XXX XXX XXX ».
no backup server Ypanexue cepsepa ANA pe3epBMpOBaHUS.
backup path path YKaszaHue nyTn pacnosioxkeHus daina Ha cepsepe U npedpukca
path: (1..128) davina. NMpu coxpaHeHun K npedukcy byaer nobasnatbea Te-
CMMBOJI0B KylLan fata v spemsa B dopmare rrrrmmaa44mmcc.
no backup path YpaneHuve nytv gns pe3epBuUpoBaHus.
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backup history enable BKAOUNTB COXpaHEHWE NCTOPUUN pe3epBHbBIX KOMUNA.

no backup history enable /BbiknI0dEHO OTK/IHOYNTb COXPAHEHME UCTOPUN PE3EPBHbBIX KOMUN.

backup time-period timer timer: YKasaHue npomerkyTKka BpemeHW, NO MUCTEYEHUM KOTOPOro

(1..35791394)/720 sZﬂde)TV,ry(:;y,_,‘u;ic_TBnmbm aBTOMATUYECKOe pe3epBUpPOBaHME

no backup time-period nn BoccTaHaBAuBaeT 3Ha4YeHMeE N0 YMONYAHUIO

backup auto BkatoyeHMe aBTOMATUYECKOrO pe3epBUPOBaAHUA KOHUrypa-
-/BbIKNOYEHO unn.

no backup auto YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

backup write-memory BktoyeHne pe3epBUPOBaHNA KOHOUTYpaLIMK NPU COXPAHEHUN
-/BbIKAOYEHO nonb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

no backup write-memory YCTaHOBKA 3HAY€HUA MO YMOAYAHUIO.

Tabnnua 52 — KomaHgbl ynpasneHus cuctemon B pexkume Privileged EXEC

3Have-
KomaHoa Hue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
show backup ) OtobparkaeT MHOOPMALMIO O HACTPOWMKax pe3epBUMpPOBaHUA
KoHdUrypauum
show backup history OTobparkaeT UCTOPUIO YCMELWHO COXPAHEHHbIX Ha cepBep KOH-
i durypaumi.

5.7.4 KomaHObI 0na aemomamuyecko20 06HOBMeHUA U KOHgu2ypayuu

lpouecc asmomamu4ecko2o 06HOBAeHUS

KommyTaTop 3anyckaeT npoLecc asTomaTnyeckoro obHosneHus, 6asupytowmiics Ha DHCP, ecav oH
BK/MOYEH U MMA TekctoBoro daina (DHCP-onuua 43, 125), coaepxkawero mma obpasa MO, 6bino
npepgocrtasneHo cepsepom DHCP.

Mpouecc aBToMaTUYECKOro 0B6HOBNEHUNA COCTOMUT U3 cneayrowmnx aTanos:

1. KommyTaTop 3arpyrKaeT TeKCTOBbIM daitn u YMTaeT M3 Hero uma daina obpasa MO Ha TFTP-
cepsepe;

2. KommyTatop ckaumBaeT nepsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcuma MO;

3. KommyTaTtop cpaBHUBaeT Bepcuto dainna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKkTMBHOro obpasa NO KommyTaTopa. ECivM OHM OTAMYatOTCA, KOMMYTaTOp 3arpyKaet obpas
MO ¢ TFTP-cepBepa BMeCTO HeakTMBHOro obpasa MNO KommyTaTopa M AenaeT faHHbIN 06pas
AKTUBHbIM;

4. Ecnn o6pas MO 6bln 3arpyKeH, To KOMMYTaTOp Nepesarpyraetca.

[poyecc asmomamu4ecko20 KOHU2YypUpPOB8aHUS

KommyTaTop 3anycKkaeT Npouecc aBToMatieckoro KoHoburypauum, 6asupyowmitca Ha DHCP, npu
BbIMOJIHEHUWN CAEAYIOLLMX YCAOBUNA:

— B KOHOUrypaumm paspeLlleHo aBToOMaTU4Yeckoe KOHOUIypupoBaHUe;
— otBeT DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaummn (DHCP-onuma 67) B popmate ASCII.

’ MNonyueHHbIt Paitn KoHPUrypaumm gobasnserca K TeKylien (running) KoHeurypaumu.
-
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KomaHObI pexcuma 2n106aabHOU KOHGU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTrypaLuum nmeeT cneayowmii Bua:
console (confiqg) #

Tabaunuya 53 — KomaHabl ynpaBneHUs cMCTEMON B pexkmme r1o6anbHOM KOHGUrypauum

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
boot host auto-config BK/tOYEHNE aBTOMATUYECKOM KoHoUrypauuu, basupyrolleics
Ha DHCP.
- -/BK/IIOYEHO — —
no boot host auto-config BblkntoueHMe aBToMaTUyeckon KoHourypaumm, basmpytouenca
Ha DHCP.
boot host auto-update BKkntoyeHne aBTOMaTMyeckoro obHosneHus MO, 6asupytouie-
rocA Ha DHCP.
-/BKIOYEHO
no boot host auto-update BbIk/toueHMEe aBTOMaTU4Yeckoro obHoBnaeHua MO, 6asupytoule-
roca Ha DHCP.

KomaHObi pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexkume privileged EXEC nmeet cneayrowmii BuAa;
console#

Tabnuua 54 — KomaHabl ynpasneHua cuctemol B pexkume privileged EXEC

3HayeHue/3HayeH
ue rno ymos4YaHuro
show boot MpoCMOTp HacTPOEK aBTOMATUYECKOTO OOHOB/IEHUS U KOHOUTY-
pauuu.

KomaHoa Aelicmeue

=  [pumep KoHourypauymm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MmeHTUdMKATOP NPOMUIBOAUTEJS, BCeTIa PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmHa BCex OaHHHX ONUMUM. PaBHa IOJMHE CTPOKM sub-—
option-data + 2.

unsigned integer 8, #sub-option-code. Konm nomonumyu, BcCcerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data

text #sub-option-data. lmsa TexcToBOTO Oarna, comepxamero UM
obpasa IIO

}:

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec xomMMyTaTopa

filename "mesXXX-test.cfg"; #1Ms KOHQUI'ypaluM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1MsT TEKCTOBOTO
damna, comepxaumero mMmsa obpasa IO

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KOMMyTaTOpa
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5.8 Hactpoiika cuctemHOro BpemeHu

/ Mo ymonuyaH1Io aBTOMATUUECKUIA Nepexoa Ha /IeTHee Bpems OCYLLEeCTBNIAETCA B COOTBET-
cTBMM co ctaHpaptamu CLLUA u EBponbl. B KOHdUrypauum moryt 6biTb 3agaHbl No6bie
AaTa u Bpems gaa nepexoga Ha IeTHee Bpemsa UM obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;
console#

Tabnunuya 55 — KomaHabl HACTPOMKM CMCTEMHOIO BpemeHu B pexkmme Privileged EXEC

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO

clock set hh:mm:ss day hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOroO BpeMeHM (KOMaHAa AOoCTynHa
month year mm: (0..59); TONbKO AN5 NPUBUNErMPOBAHHOIO NOAb30BaTeN ).
clock set hh:mm:ss month ss: (0..59); - hh —4acbl, MM — MUHYTbI, 5§ — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecsw,; year — rog.

month: (Jan..Dec);

year: (2000..2037)
show sntp configuration - MokasbiBaeT KoHbUrypauuio npotokona SNTP.
show sntp status - Moka3sbiBaeT cTaTyc npotokona SNTP.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmi Bua;

console>

Tabnvua 56 — KomaHabl HACTPOMKM CUCTEMHOTO BPeMeHU B pexume « EXEC»

KomaHoa 3HayeHue/3HaveH Aelicmeue
ue no
YMOYAHUIO
show clock lMoKa3blBaeT CUCTEMHOE BpemMa U Aary.
show clock detail - [ononHutenbHo OTOGpa)kaeT MapameTpbl 4acoBOro nosca w
nepexosa Ha NeTHee Bpems.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peknume rnobasibHoM KOHOUrypaLmMmn MMeeT Ceayowmn Bua,:
console (config) #

Tabanua 57 — CNMCOK KOMaHA, A41A HAaCTPOMKMU CUCTEMHOMO BPEMEHW B pexume rnobanbHon KoHduUrypa-
umnn

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
clock source {sntp | -/BHEWHUI Mcnonb3oBaHMe BHELWHEro UCTOYHMKA A1 YCTaHOBKMU CUCTEM-
browser} WUCTOYHUK He HOrO BPEMEHM.
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no clock source {sntp | ncnonbsyetca 3anpewaeT UCNoab30BaHWE BHELHEro MCTOYHWMKA ANA ycTa-
browser} HOBKW CUCTEMHOIO BPEMEHM.
clock timezone zone YcTaHaBAMBaET 3HAa4YeHWEe YacoBOro nosca.

zone: (1..4)

hours_offset [minutes
minutes_offset]

cMmBonoB/ HeT
ONMCaHNA 30Hbl;
hours_offset:

- zone — ¢noBo, chopMMPOBaAHHOE M3 NEPBbIX BYKB CI0BOCOYE-
TaHMsA, KOTOPOE OHO 3aMeHAET (onMcaHme 30HbI);

- hours-offset — yacoBoe cmelleHNe OTHOCUTENbHO HY/JEBOrO
mepuanana UTC;

(__12"+13)/0; - minutes-offset — MUHYTHOE CMelLeHMe OTHOCUTENIbHO HyJe-
minutes_offset:
: 0“59—)/0. Boro mepugmuaHa UTC.

no clock timezone ( ! YCTaHaBMBaAET 3HAaYEHME N0 YMONYAHUIO.
clock summer-time zone 3apaeT faty U Bpemsa ANA aBTOMATUYECKOro nepexosa Ha neT-
date date month year Hee BpemsaA M BO3BpaTa 0b6paTHO (a9 onpegeieHHoro roga).
hh:mm date month year MepBbiM B KOMaHZe YKa3blBAeTCA OMUCAHWE 30Hbl, BTOPbIM
hh:mm [offset] Bpems 4/1A Nnepexoaa Ha NieTHee Bpemsa U TPeTbUM Bpemsa Ans
clock summer-time zone BO3BpaTa.
date month date year - zone — cnoBo, chopMmnpoBaHHOE M3 NepBbix BYKB cl0BOCOYE-
hh:mm month date year TaHMWsA, KOTOPOE OHO 3aMeHAET (ONMcaHmMe 30HbI);
hh:mm [offset] - date —uucno;

zone: (1..4) - month = mecaL;

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

cumsona/ HeT
OnMcaHMA 30Hbl;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymonyaHuio
nepexos Ha neTHee
BpeMs BbIK/oYeH

- year —rog;
- hh —4acbl, mm — MUHYTbI;

- offset — KonnyecTBO MUHYT, A0b6aBASEMbIX NPU Nepexose Ha
NleTHee Bpems.

3afaer faty v Bpems 419 aBTOMAaTUYECKOro nepexosa Ha fet-
Hee Bpems v BO3BpaTa 06paTHO B PeXMME eKErogHo.

- zone — ¢noBo, cGOPMMPOBAHHOE U3 NepBbIX ByKB CloBOCOYE-
TaHMsA, KOTOPOE OHO 3aMeHAET (onMcaHme 30HbI);

- usa — YCTaHOBWUTb MpaBW/a Nepexoaa Ha NeTHee Bpems, Uc-
nonb3yemble 8 CLUA (nepexos BO BTOpOe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa no me-
CTHOMY BpeMeHMU);

- eu — YCTaHOBUTb NpaBufa Nepexosa Ha JeTHee BPems, UC-
nonb3yemble EBpocotosom (nepexos B mocnefHee BOCKpece-
Hbe MapTa, 06paTHO B MocnefHee BOCKpeceHbe OKTAGpA, B 1
yac ytpa no MpuHBMuYY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepgens mecaua;

- day — peHb Hepenu;

- month — mecsu;

- offset — konnyecTBo fo6aBAAEMbBIX MUHYT NpPU Nepexoae Ha
NeTHee Bpems.

OTK/ItOYaeT aBTOMATUYECKUI nepexog Ha neTHee Bpema.

sntp authentication-key number: YCcTaHaBAMBAET K/OY MPOBEPKU MOAJMHHOCTM AN NPOTOKONA

number md5 value (1..4294967295); SNTP.

encrypted sntp value: (1..32) - number — Homep KAtoYa;

authentication-key number CMMBOJIOB; - value — 3HaYeHMe KNKYa;

md5 value Mo ymonuaHuto - encrypted — 3agaTb 3HaYeHuMe KaoYa B 3aWMPPOBAHHOM BU-

nposepka ae.

no sntp authentication-key NoAJIMHHOCTH Yaanaet K4 NpoBepKu NOAANMHHOCTU AN npoTokona SNTP.

number OTK/IlOYEHa

sntp authenticate -/npoBepka TpebyeT npoBepKy NOANMHHOCTU A1A NOoAyYeHnsa MHGopmaumum
NOA/IMHHOCTU He oT NTP-cepsepos.

no sntp authenticate Tpebyetca YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.

sntp trusted-key key_number: OcyuiectsnneT npoBepKy NoAJMHHOCTU CUCTEMbI, OT KOTOPOM

key_number

(1..4294967295);
Mo ymonyaHuio

CUHXPOHU3MpyeTca ¢ nomoubio SNTP no 3agaHHOMY Katouy.
- key_number — Homep K/toya.

no sntp trusted-key npoBepKa YcTaHaBAMBaET 3HaYeHMe N0 YMONYAHMIO.
key_number noa/IMHHOCTKN
OTK/IIOYEeHa
sntp broadcast client PaspewaeT paboTy wrpokoseLaTenbHbix SNTP-KNMeHToB.
-/3anpelueHo

enable {both | ipv4 | ipv6}
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no sntp broadcast client
enable

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

sntp anycast client enable
{both | ipv4 | ipv6}

PaspewaeT paboty SNTP-KaneHTam, NOAAEPKUBAOWMM Me-
TOA4, PACCbUIKM NaKeToB, MNO3BONAIOWMI MOCbINATL AaHHble

-/3anpelyeHo 6MKaliLemy yCTPOMCTBY U3 rpynnbl NoAyYaTene.
no sntp anycast client YcTaHaBAMBaeT 3Ha4YeHMe MO0 YMONYAHMUIO.
enable
sntp client poll timer seconds: YcTaHaBnumBaeT Bpema onpoca ana SNTP-cepsepa.

seconds

no sntp client poll timer

(60...86400)/24

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

sntp client enable
{fortygigabitethernet fo_po
rt | tengigabitethernet
te_port | port-channel
group | oob | vlan vian_id}

no sntp client enable
{fortygigabitethernet
fo_port |
tengigabitethernet te_port
| port-channel group | oob
| vlan vian_id}

fo_port: (1..4);
te_port: (1..24);
group: (1..48);
vlan_id (1..4094)
/3anpeleHo

PaspewaeT paboty SNTP-KaneHTam, NOAAEPXKUBAOWMM Me-
TOA, PACCHIIKM NaKeToB, MNO3BOAOLWMI MOCbINATL AaHHblE
6aunKaliwemy yCTPOWCTBY M3 Trpynnbl MnosyyaTenei, a TaKke
WwupokoseLlwatenbHbiM SNTP-kiMeHTam ana BblIOPaHHOTO WH-
Tepdelica.

- noapobHoe onucaHwe MHTepdencoB M3NOKEHO B pasaene
«KoHourypauma nHtepdeiicos».

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

sntp unicast client enable

no sntp unicast client
enable

-/3anpeleHo

Paspewwaet paboTty ogHoaapecHbix SNTP-KAnEHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp unicast client poll

no sntp unicast client poll

-/3anpeleHo

PaspelwaeT nocnepoBaTtesibHbli ONPOC 3afaHHbIX O4HOAApec-
HbIx SNTP-cepsepos.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vl
an {integer} | ch {integer} |
isatap {integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address |
ipv6_address |
ipv6_link_local_address%{v/
an {integer} | ch {integer} |
isatap finteger} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid:
(1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetu gaa ping.

dopmat agpeca ipv6é_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbl IPV6 agpec KaHana;
interface_name — nma ucxopalero nHtepdeiica 3agaertcs B
cneayowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BkAtouaeT onpoc;

- keyid — wpeHTUdMKaTOp KAtova.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspeluaeT nonyyeHne TakMX AaHHbIX KaK 4acoBOW NOAC U neT-
Hee Bpema ot DHCP-cepBepa.

3anpewaeT NoOAyYeHMA TaKMX AAHHbIX KaK 4acoBOW NoAc u
netHee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexknume KoHPUrypaumm nHtepdelica umeet cneayowmm BuA;:

console (config-if) #
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Tabaunuya 58 — CNncok KomaHA, A1 HACTPOMKM CUCTEMHOTO BPEMEHM B PEXMME KOHPUIYpaLUKN UHTep-
deiica

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
sntp client enable Paspewaer paboty SNTP-KAMeHTY, KOTOpbI MNoaAepsKuMBaeT
METOZ, PacCbIIKM MAKeToB, NMO3BONAIOWMIA NOCbINATh AaHHblE
YCTPOMCTBY 6AMKallueMy M3 Tpynnbl NosyyaTenel, a TaKxke
-/3anpeuiero wupokosewatensHomy SNTP-KAMeHTYy Ha HacTpanmBaemom
nHtepdeiice (Ethernet, port-channel, VLAN).
no sntp client enable YcTaHaBMBaET 3HaYEHME NO YMONYAHUIO.

lpumepbl 8b1M10AHEHUS KOMAHO

. OTO6paBMTb CNCTEMHOE BpemA, AaTy U AaHHble NO 4acoBOW 30He:

console# show clock detail

15:29:08 PDT(UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aLMU BpeMeHM OTOBPaXKaeTcs C MOMOLLbIO AOMOAHUTENBHO CMMBOAA
nepeg, 3HayeHMeM BpeMeHu.

[pumep:

‘ *15:29:08 PDT (UTC-7) Jun 17 2009

Ucnonb3ytoTca cneaytowme obo3HauyeHus:

— TOuKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CMHXPOHM3aLLMK ¢ cepeepom SNTP;
—  OTCYyTCTBME CMMBO/Ia O3HAYaET, YTO BPEMA AOCTOBEPHO N CUHXPOHU3ALUMA eCTb;
— 3Be3jouKa (*) o3HayaeT, 4To Bpems HeZ0CTOBEPHO.

= 334aTb AATy M BPEMA HA CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTobpasuTb cTaTyc NpoToKona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 83



DHELTEX

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1
Static
3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbile CUCTEMHOE BPEMA CUHXPOHU3UpPOBAHO OT cepeepa 10.10.10.1, nocnegHuin oTeeT
nony4yeH B 10:37:38, HecoBnageHMe CUCTEMHOIO BpeMEHM C BpemeHeM Ha cepsepe coctasuno 1.04 c.

5.9 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma KoHu2ypayuu 8pemMeHHbIX UHMEP8asno8

console# configure
console (config) # time-range range name, rmne

range_name — cuMBOJIbHbIN (1...32) ngeHTUPMKATOP BPEMEHHOIO MHTEPBANA
console (config-time-range) #

Tabanua 59 — KomaHabl perkmuma KoHOUrypauumn BpeMeHHOro MHTepBana

month: (jan..dec);
year: (2000..2097);

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue
YMOAYAHUIO
absolute {end | start} hh: (0..23); 3a4aTb Havano u (MAn) KoHew, BpEMEHHOTO MHTepBana B Gopma-
hh:mm date month year mm: (0..59); T€: Yac: MMHYTA AeHb MecsAl, roa,
no absolute {end | start} date: (1..31); YaanuTb BpeMeHHOM MHTepBan.

periodic list hh:mm to hh: (0..23); 3apaTb BPEMEHHON MHTepPBan B TEUYEHUe OHOr0 U3 AHeN Heje-
hh:mm {all | weekday} mm: (0..59); IV NN KaXKA0r0 AHA Heaenu.

no periodic list hh:mm to weekday: YaannuTb BpEMEHHON MHTepBas.

hh:mm {all | weekday} (mon...sun)

periodic weekday hh:mm to hh: (0..23); 3a4aTb BpEMEHHOM UHTepBan B TeYEHUE HeAeNN.

weekday hh:mm mm: (0..59);

no periodic weekday weekday: YaanuTte BpemMeHHOM nHTepsan.

hh:mm to weekday hh:mm (mon...sun)

5.10 KoHdurypauua uHrepoeiicos u VLAN

5.10.1 NMapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback- uumepdpeiicoe

KomaHObI pexcuma KoHgpu2ypayuu uHmepaeltica (Quana3zoHa uHmepgelicos)

console# configure
console (config)# interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIoopback id }
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console (config-if) #

JaHHbIN pexXum JOCTYMNEH U3 pPexXMMa KOHPUrypauum u npegHasHavyeH gns 3afaHua napameTpos
KoHUrypaumm uHTepdeica (nopra KommyTaTopa WAKM TPYyMMbl MOPTOB, paboTaloWUX B pexume
pasgeneHus Harpysku), inbo aAmnanasoHa UHTepdelcos.

Bbibop MHTepdeiica ocyLwecTBAAETCA NPY NOMOLLM KOMaHA,:

Ona MES5324

Tabnunuya 60 — KomaHapl Bbibopa nHTepdeica gna MES5324

KomaHoa

HasHnayeHue

interface fortygigabitethernet fo_port

AnAa HacTpoWikn 40G-nHTepdeicos

interface tengigabitethernet te_port

AnAa HacTpovikmn 10G-nHTepdeicos

interface gigabitethernet gi_port

ANA HacTponkn 1G-uHTepdericos

interface port-channel group

AN HAaCTPOMKM rpynn KaHanos

interface oob

ONA HaCTPOMKM UHTepdelica ynpaBieHus

interface loopback /oopback_id

ONA HaCTPOMKM BUPTYabHbIX MHTepdelicos

roe:

— group — NOpAAKOBbIM HOMEP rpynnbl, obLiee KOAMYECTBO cornacHo Tabamue 9 (cTpoka «Arpera-

umna KaHanos (LAG)»);

— fo_port— nopagKosbiit Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaaxosbliit Homep 10G-uHTepdeiica, 3apaetca 8 suae: 1..8/0/1..24;

— gi_port—nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1;

— loopback_id — nopsaaKkoBblh HOMep BUPTYaibHOrO UHTepdelica, obLiee KOMYECTBO COracHoO Tab-
nmue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-nHtepdericos»).

Dna MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324F, MES2324FB

Tabnnua 61 — KomaHgbl Bblbopa wWHTepdeica ana MES3324F, MES3324, MES2324, MES23248B,

MES2324P, MES2324F, MES2324FB

KomaHoa

HasHaveHue

interface tengigabitethernet te_port

Ana HacTpoiiku 10G-uHTepdelicos

interface gigabitethernet gi_port

Ana HacTpolkn 1G-mHTepdencos

interface port-channel group

[NA HAaCTPOUKM rpynn KaHanos

interface oob

ANA HACTPOMKKM nHTepdeiica ynpasneHusa (MHTepdelic ynpasne-

HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYasibHbIX MHTepdelicos

roe:

— group — NOpAAKOBbIM HOMep rpynnbl, obLiee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arpera-

uma kaHanos (LAG)»);

— te_port — nopaaxosblit Homep 10G-uHTepdelica, 3apaetca s suge: 1..8/0/1.. 4;
— gi_port—nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..24;
— loopback_id — nopsaaKoBbIi HOMep BUPTYanbHOrO MHTepdeica, obliiee KONMYECTBO COrNacHo Tab-

nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-untepdericosy).
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Ona MES2326

Tabnunuya 62 — KomaHapl Bbibopa nHTepdeica ans MES2326

KomaHoa

HasHayeHue

interface tengigabitethernet te_port

Ana Hactpoiku 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpolKku 1G-uHTepdeincos

interface port-channel group

AN HACTPOMKM rpynn KaHanoB

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYabHbIX MHTepdelicoB

roe:

— group — NOpsAAKOBbIM HOMEP rpynnbl, 0bLee KOAMYECTBO cornacHo Tabamue 9 (cTpoka «Arpera-

umna KaHanos (LAG)»);

— te_port— nopaaxosblit Homep 10G-uHTepdelica, 3apaetca 8 suge: 1..8/0/1.. 4;

— gi_port —nopaaKosbiit Homep 1G-uHTepdeliica, 3agaerca 8 suae: 1..8/0/1..26;

— loopback_id — nopagKoBbIi HOMepP BUPTYasibHOro MHTepdeiica, oblLiee KONMYECTBO COrlacHo Tab-
nuue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-untepdericosy).

Ona MES2348B, MES3348, MES3348F

Tabnunuya 63 — KomaHapl Bbibopa nHTepdeica ana MES2348B, MES3348, MES3348F

KomaHoa

HasHaveHue

interface tengigabitethernet te_port

AnAa HacTpovikmn 10G-nHTepdeicos

interface gigabitethernet gi_port

Ana HacTpoiku 1G-uHTepdencos

interface port-channel group

ONA HAaCTPOMKM rpynn KaHanos

interface loopback loopback_id

AR HACTPOWKM BUPTYaNbHbIX MHTepdeiicos

rpe:

— group — NopAAKoBbIA HOMep rpynMnbl, 0blLee KONMYeCcTBO coracHo Tabauue 9 (cTpoka «Arpera-

uMA KaHanos (LAG)»);

— te_port — nopaaKosblii Homep 10G-nHTepdeiica, 3agaetca s suae: 1..8/0/1.. 4;

— gi_port —nopaaKkosbii Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1..48;

— loopback_id — nopagKoBbIi HOMep BUPTYasibHOro MHTepdeiica, obLiee KOAMYECTBO COrMacHO Tab-
nuue 9 (ctpoka «Konmnyectso BupTyanbHbix Loopback-uHtepdeitcos»).

Ona MES3316F

Tabnunua 64 — KomaHapl Bbibopa nHTepdeica ana MES3316F

KomaHoa

Ha3HayeHue

interface tengigabitethernet te_port

Ana Hactpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ANA HacTponkn 1G-uHTepdericos

interface port-channel group

[NA HAaCTPOUKM rpynn KaHanos

interface oob

ANA HACTPOMKKM nHTepdeiica ynpasneHua (MHTepdelic ynpasne-
HWA MPUCYTCTBYET HE Ha BCEX KOMMYTaTopax)

interface loopback /oopback_id

ONA HaCTPOMKM BUPTYasibHbIX MHTepdelicos

roe:

— group — nopsAAKOBbLIN HOMEp rpynnbl, 0bLiee KONMYECTBO cornacHo Tabaunue 9 (ctpoka «Arpera-

ums KaHanos (LAG)»);

— te_port — nopagkosblii Homep 10G-nHTepdeiica, 3agaetca s suae: 1..8/0/1.. 4;
— gi_port —nopaaKkosbli Homep 1G-uHTepdeiica, 3agaetca 8 smae: 1..8/0/1..16;
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— loopback_id — nopapKoBbIi HOMep BMPTYaNbHOro MHTepdeica, oblee KOAMYECTBO, COMIACHO
Tabnumue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-uHtepdeiicos»).

Ona MES3308F

Tabnunuya 65 — KomaHapl Bbibopa nHTepdenca ana MES3308F

KomaHoa

HasHnayeHue

interface tengigabitethernet te_port

Ana Hactpoiku 10G-uHTepdelicos

interface gigabitethernet gi_port

Ana Hactpoiku 1G-uHTepdeincos

interface port-channel group

AN HACTPOMKM rpynn KaHanos

interface oob

ONA HacTPOMKM nHTepdeiica ynpasneHus (MHTepdelic ynpasne-
HMA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpaXx)

interface loopback /oopback_id

[ONA HACTPOWKM BUPTYyaNbHbIX MHTepdeicos

roe:

— group — NOpPAAKOBbIN HOMEP rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoka «Arpera-

umna KaHanos (LAG)»);

— te_port — nopaaxosblit Homep 10G-uHTepdelica, 3agaetca B suge: 1..8/0/1.. 4;

— gi_port —nopaaKkosbiit Homep 1G-uHTepdeliica, 3agaerca 8 suae: 1..8/0/1..8;

— loopback_id — nopagKoBbIhi HOMepP BUPTYyasibHOro MHTepdeiica, obliee KONMYECTBO COrlacHo Tab-
nuue 9 (ctpoka «Konnuectso BupTtyanbHbix Loopback-uHtepdericosy).

Ona MES2308 n MES2308P

Tabnnua 66 — KomaHapl Bbibopa nHTepdeica ana MES2308, MES2308P

KomaHoa

Ha3HayeHue

interface gigabitethernet gi_port

ANA HacTponkn 1G-uHTepdericos

interface port-channel group

ONA HAaCTPOMKM rpynn KaHanos

interface loopback /oopback_id

ONA HAaCTPOWKM BUPTYaNbHbIX MHTepdeicos

roe:

— group — NOpAAKOBbIN HOMeEp rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoka «Arpera-

uma KaHanos (LAG)»);

— gi_port—nopaaKkosbiit Homep 1G-uHTepdeliica, 3agaerca 8 smae: 1..8/0/1..12;
— loopback_id — nopagKoBbIi HOMep BUPTYanbHOro MHTepdeinca, obLee KOAMYECTBO COrNacHo Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2308R

Tabnunua 67 — KomaHapl Bbibopa nHTepdeica ana MES2308R

KomaHoa

HasHayeHue

interface gigabitethernet gi_port

Ana HacTpokku 1G-uHTepdencos

interface port-channel group

AN HACTPOMKM rpynn KaHanoB

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYasibHbIX MHTepdelicos

roe:

— group — NOpsAZKOBbIM HOMEp rpynnbl, obLwee KOAMYECTBO cornacHo Tabamue 9 (cTpoka «Arpera-

ums KaHanos (LAG)»);

— gi_port —nopaaKkosbli Homep 1G-uHTepdeiica, 3agaetca s smae: 1..8/0/1..10;
— loopback_id — nopagKoBbIhi HOMepP BUPTYasibHOro MHTepdeiica, obLiee KOAMYECTBO COrlacHo Tab-
nnue 9 (ctpoka «Konnuyectso BupTyanbHbix Loopback-uHtepdericosy).
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Ona MES3508P

Tabnunuya 68 — KomaHabl Bbibopa nHTepdeinca gns MES3508P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group ONA HAaCTPOMKM rpynn KaHanos
interface loopback /oopback_id ONA HaCTPOMKM BUPTYasbHbIX MHTepdelicoB

rae:

— group — nNopAAKoBbIA HOMep FpynMbl, 0bLLee KONMYeCcTBO corslacHo Tabavue 9 (cTpoka «Arpera-
umA KaHanos (LAG)»);

— gi_port —nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1/0/1..10;

— loopback_id — nopagKoBbIi HOMepP BUPTYasibHOro MHTepdeiica, obLiee KONMYECTBO COracHo Tab-
nuue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdericosy).

3anucb nHtepodeiica

1..8/0/1..N

HOMEp YCTPOICTBA B CTEKE HOMep cNoTa Homep UHTepdelica

KomaHgbl, BBeZEHHble B peXume KOHPUrypauum wuHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdency.

HuKe npvBeaeHbl KOMaHAbl 4NA BXOAa B PEXUM HacTpoliku gecaTtoro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpOMCTBa B CTEKE M BXOAA B PEKMUM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbi6op ouana3oHa uHmepdelicos ocyLLecTBAAETCA NPU MOMOLLY KOMaHA,

— interface range fortygigabitethernet portlist — pana HacTpoliku AuanasoHa
fortygigabitethernet-untepdelicos;
— interface range tengigabitethernet portlist — pgnAa HacTpolkM  AmanasoHa

tengigabitethernet-untepdelicos;

— interface range gigabitethernet portlist — nna HacTpoikM amanasoHa gigabitethernet-
nHTepdeincos;

— interface range port-channel grouplist — npna HacTpoWMKKM AmManasoHa rpynn NopToB.

KomaHgbl, BBeAeHHble B JaHHOM perkume, MPUMEHAIOTCA K BbI6paHHOMy Anana3oHy MHTepd)eVICOB.

Huyke npueeseHbl KOMaHAb! ANA BXOAA B PEXKMM HACTPOMKM gManasoHa Ethernet nHtepdeiicos ¢ 1
no 10 (ana MES5324) n ana BxoZa B PeXKMM HaCTPOMKM BCEX rpynn NOpPTOB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #
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console# configure
console (config) # interface range port-channel 1-8
console (config-if) #

Tabnunuya 69 — KomaHapl pexknma KoHdurypaumm nHtepdencos Ethernet n Port-Channel

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue
YMOAYAHUIO
shutdown BbIktOUNTL KOHUTypupyembii UHTepdeic (Ethernet, port-
-/BKAOYEH channel).
no shutdown BKNHOUMTL KOHPUTYPUPYEMbIA MHTEPDENC.
description descr descr: (1..64) [o6aBuTb onucaHune nHTepoelica (Ethernet, port-channel).
no description cumsonos/Het Ypanute onvcaHne untepdelica.
onuncaHua
speed mode mode: (10, 100, 3apaTb CKOPOCTb Nepeaaun aaHHbIX (Ethernet).
no speed 1000, 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMIO.
duplex mode 3agaTh pexum gynaekca uHtepdeiica (NonHogynneKkcHoe co-
mode: (full, half)/full eguHeHWe, nonyaynaekcHoe coeguHenune, Ethernet).
no duplex YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f,
10000f)

BK/tOYaeT aBTOCOrNacoBaHME A/ CKOPOCTM WM AynjieKca Ha
HacTpanBaemom UHTepdelice. MOXHO yKasaTb onpeaesieHHble
COBMECTMMOCTM MapameTpa aBTOCOrNAaCoBaHMWA, ecnu napa-
MEeTpbl He 3aaHbl, TO NOAAEPKMBAIOTCA BCE COBMECTMMOCTU
(Ethernet, port-channel).

BbIKNtOYaeT aBTOCOr/IACOBaHUE A/18 CKOPOCTU W Aynaekca Ha
HacTpaMBaemom MHTepdeiice.

flowcontrol mode

mode: (on, off,

3afaTtb pexum ynpasneHus notokom flowcontrol (BKnounTb,
OTK/OYMTb  WMAM  aBTOCOrNacoBaHWe). ABTOCOrnacoBaHue
flowcontrol paboTaeT TonbKO B Caydae, ecin perMm aBTOCO-

no back-pressure

auto)/off rnacoeaHua negotiation BK/AOYEH Ha HACTPaMBaeMOM WHTEp-
deiice (Ethernet, port-channel).
no flowcontrol OTKAOUUTD PEXKMM YNPABAEHUA MOTOKOM.
back-pressure BkntoyaeT PyHKUMIO «0OpaTHOro AaBAeHUA» Ha HacTpauBae-
mom uHTepdeiice (Ethernet).
-/BbIKOYEH

BbiKktoYaeT GpyHKUMIO «0BPaTHOrO AaBAEHUA» Ha HacTpauBae-
MoM mHTepdeiice.

load-average period

no load-average

period: (5..300)/15

YcTaHOBWUTb Mepuoj, B TedeHUe KOToporo cobupaertcsa cTaTu-
CTUKa O HarpysKke Ha uHTepdeiice.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

[auto-failover]

media-type {force-fiber |
force-copper | prefer-fiber}

no media-type

-/prefer-fiber

Bbl6op TMNa KOMBO-MOpPTa B Ka4eCTBE OCHOBHOMO HOCUTENA.
-force-fiber — paspeleHa akTMBHOCTb TO/ILKO ONTUYECKOW YaTyh
KOMb0-NopTa;

-force-copper — paspelueHa aKTUYHOCTb TO/IbKO MeAHOM YacTu
KOMbB0-MopTa;

-prefer-fiber — npevmyLLecTBO ONTUYECKOTO NIMHKA.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #
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Tabnnua 70 — KomaHAb! pexkuma obuwmx Hactpoek nHtepodeiica Ethernet un Port-Channel

no snmp trap link-status

3HaveHue/3HaveH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
port jumbo-frame PaspewaeTr kommyTatopy pabotatb ¢ dpeimamu 6osblIOro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuanuio 1500 6airT.
Hactpoiika BCTynuT B CMAly TO/IbKO Noc/ie nepesarpys-
-/3anpelueHo V .
KU ycTpoiicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10200 6aiur.
no port jumbo-frame 3anpewaer KommyTatopy pabotatb ¢ ¢perimamu 6onblioro
pasmepa.
mtu size YcTaHOBUTb 3HaUeHVe maximum transmission unit (MTU)
V Hactpoiika MTU He pa6oTtaeT gns TpaH3UTHOro Tpa-
size: duka
(128..1500)/1500
6aiiT , Hactpoiika npumeHseTca nocne nepesarpysku ycr-
V poiicTsa.
no mtu YCTaHOBUTb 3HaYE€HNE N0 YMOAYAHUIO
errdisable recovery cause BK/OUMTb aBTOMATUYECKYIO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTK/IIOYEHUA B CIEAYIOWMX CyYanX:
port-security | - loopback-detection — o6HapyxeHune netens;
dotlx-src-address | - port-security — HapylweHue 6e3onacHocTU ans port security;
acl-deny | stp-bpdu-guard | - dotlx-src-address —HenpoxoxaeHWe ayTeHTUPUKauuu, oc-
stp-loopback-guard | udid | HoBaHHOM Ha MAC-agpecax nonb3oBaTeneu;
storm-control | - acl-deny —HecooTBeTcTBME cnvckam goctyna (ACL);
link-flapping} - stp-bpdu-guard — aktuBauwua 3awmtbl BPDU Guard (nepeaa-
Ya HecaHKLMOHMpPOBaHHOro naketa BPDU uyepes uHtepodelic);
- stp-loopback-guard — o6HapykeHWe netenb NPOTOKO/IOM
STP;
-/3anpelueHo - udld - aktuBauwms 3awmTbl UDLD;
- storm-control —LuMPOKOBeLLATENbHbI WITOPM;
- link-flapping —bnannuHra nuHka.
no errdisable recovery YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBWUTb BPEMEHHOW WMHTepBan AnA aBTOMATUYecKoro no-
seconds seconds: BTOPHOTO BK/IOYEHUA UHTepdeiica.
- (30..86400)/300
no errdisable recovery ceryHA YCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.
interval
snmp trap link-status BkntouaeT otnpaBky SNMP trap-coobuieHuii 0 COCTOAHUM UH-
-/BKAtOMEHO TepdenCHbIX TMHKOB.

OTkntoyaeT otnpasKy SNMP trap-coobuieHni.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:

console#
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Tabnnua 71 — KomaHgb! pexknma EXEC

group: (1..48)
vlan_id: (1..4094)

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue

YMOAYAHUIO
clear counters - C6pOC CTaTUCTUKM ANA BCEX MHTEPENCOoB.
clear counters {oob | gi_port: Cbpoc cTaTUCTUKKM ana uHTepdelica.
gigabitethernet gi_port | (1..8/0/1..48); ’ Cratuctuka no VLAN goctynHa Tonbko aas MES3508P
tengigabitethernet te_port te_port: -
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group | vlan vian_id} (1..8/0/1..4);

group | detailed}

group: (1..48)

set interface active gi_port: AKTUBMPYET MOPT MAW FPYMNy MOPTOB, BbIK/AOYEHHbIX KOMaH-
{gigabitethernet gi_port | (1..8/0/1..48); aoi shutdown.
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
group: (1..48)
show interfaces gi_port: MoKasaTb CBOAHYI MHPOPMALMIO O COCTOAHUM, HACTPOMKE U
{gigabitethernet gi _port | (1..8/0/1..48); CTaTUCTUKe nopTa.
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
group: (1..48)
show interfaces gi_port: MoKa3aTb KOHOUIrypaumio nHTepdencos.
configuration {oob | (1..8/0/1..48);
gigabitethernet gi_port | te_port:
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);

show interfaces status

lNoKasaTb cocToAHMe BCex MHTepd)el‘;ICOB.

group | detailed}

group: (1..48)

show interfaces status {oob gi_port: MokasaTtb cocToAaHue Ethernet-nopTa, rpynnol NopTos.
| gigabitethernet gi_port | (1..8/0/1..48);
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group | detailed} (1..8/0/1..4);
group: (1..48)
show interfaces advertise MoKasaTb MapameTpbl aBTOCOr/acoBaHWA, 06bABAEHHblE ANA
) BCeX MHTepdencos.
show interfaces advertise gi_port: MoKasaTb MapameTpbl aBTOCOrNacoBaHMA, 06bABAEHHble AnA
{oob | gigabitethernet (1..8/0/1..48); Ethernet-nopta, rpynmnbl NOPTOB.
gi_port | te_port:
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group | detailed} group: (1..48)
show interfaces description - MoKa3aTb onMcaHua Bcex MHTepdecos.
show interfaces description gi_port: MokasaTtb onucaHue Ethernet-nopTa, rpynnbl NopTos.
{oob | gigabitethernet (1..8/0/1..48);
gi_port | te_port:
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
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show interfaces counters

MoKasaTb CTaTUCTUKY AR BCeX UHTepdelicoB.

show interfaces counters
{oob | gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id |
detailed}

gi_port:
(1..8/0/1..48);

te_port:
(1..8/0/1..24);

fo_port:
(1..8/0/1..4);
group: (1..48)

vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

' Cratuctuka no VLAN goctynHa Tonbko ana MES3508P

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3ke AN Bcex MHTepdencos.

show interfaces utilization gi_port: MoKasaTb CTaTUCTUKY NO Harpyske ana Ethernet-nHtepdelica.
{gigabitethernet gi_port | (1..8/0/1..48);
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
group: (1..48)
show interfaces mtu gi_port: MokasaTtb HacTpoliky MTU ansa uHtepdeiica
{gigabitethernet gi port | (1..8/0/1..48);
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group | vlan vian_id | (1..8/0/1..4);

loopback loopback_id}

group: (1..48);

loopback-id: (1..64);
vlan_id: (1..4094)

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKKU ANA aBTOMATUYECKON NOBTOPHOM aKTMBaA-

Luuu nopra.
show errdisable interfaces gi_port: MoKas3aTb NPUUYMHY OTKIOYEHMA NOPTA, rPynMbl NOPTOB U CO-
{gigabitethernet gi_port | (1..8/0/1..48); CTOSIHME aBTOMAaTUYECKOM aKTUBaLLMMK.
tengigabitethernet te_port te_port:
| fortygigabitethernet (1..8/0/1..24);
fo_port | port-channel fo_port:
group} (1..8/0/1..4);
group: (1..48)
default interface [range] gi_port: Cbpoc HacTpoek WHTepdelica uau rpynnbl MHTEpdENCOB Ha
{gigabitethernet gi_port | (1..8/0/1..28); 3HaYEHUs, YCTAHOB/IEHHbIE MO YMOYAHUIO.
fastethernet fa_port | fa_port:
port-channel group | (1..8/0/1..24);
loopback /oopback_id} group: (1..48);

loopback_id: (1..64)

[Mpumepsbl 8bIM0AHEHUS KOMAHO.

= [lokasaTb COCTOAHUE NMHTEePdENCOB:

console# show interfaces status

gil/0/5 1G-Copper
gil/0/6 1G-Copper
gil/0/7 1G-Copper
gil/0/8 1G-Copper
gil/0/9 1G-Copper
gil/0/10 1G-Copper
gil/0/11 1G-Copper

Port Type

Mode

gil/0/1 1G-Copper
gil/0/2 1G-Copper
gil/0/3 1G-Copper
gil/0/4 1G-Copper

Duplex Speed Neg

Flow Link
ctrl State

Uptime Back Mdix
Pressure Mode

—-— Down -= -= -=
-- Down - -= -
-- Down - - -=
—-— Down - -= -
—-— Down - -= -
-- Down - - -=
—-— Down - -= -
-- Down - - -=
—-— Down - -= -
—-— Down - -= -
—-— Down - -= -

Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
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gil/0/12 1G-Copper -- -= -- -- Down --

gil/0/13 1G-Copper — . . -- Down -

gil/0/14 1G-Copper -= - -= -- Down -

gil/0/15 1G-Copper — . . -- Down -

gil/0/16 1G-Copper -= - -= --  Down -

gil/0/17 1G-Copper -- -= -- -- Down --

gil/0/18 1G-Copper — . . -- Down -

gil/0/19 1G-Copper -= - -= --  Down -

gil/0/20 1G-Copper — . . -- Down -

gil/0/21 1G-Copper -= - -= --  Down -

gil/0/22 1G-Copper -- -= -- -- Down --

gil/0/23 1G-Copper — . . -- Down -

gil/0/24 1G-Copper -= - -= --  Down -

tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36

tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10

tel/0/3 10G-Fiber - -- - -- Down -

tel/0/4 10G-Fiber — . . -- Down -
Flow Link

Ch Type Duplex Speed Neg control State

Pol - - - - - Not Present

Po2 - -= - -- - Not Present

Po3 -- -= -= -- -= Not Present

Po4 - -= - -- - Not Present

Po5 -= - - -= - Not Present

Po6 -- -= -= -- -= Not Present

Po7 - -= - -- - Not Present

Po8 -- -= -= -- -= Not Present

Po9 - -= - -- - Not Present

Pol0 -= - - -= - Not Present

Poll - - - - - Not Present

Pol2 - -= - -- - Not Present

Pol3 -= - - -= - Not Present

Pol4 - -= - -- - Not Present

Pol5 - - - - - Not Present

Polé6 - -= - -- - Not Present

Disabled Off
Disabled Off

Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Trunk

Trunk

Access
Access

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHMM, HAaCTPOIiKe U cTaTUCTMKe Ethernet-nopTa (pexum

0TOBPaKEHNA CTAaTUCTUKM KnaccudurKaumm TpadmKa):

consolef#show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Port is down
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

[oNoNeoNoNoNoNoNoNoNoe

O J o Ul W
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= [loKas3aTb NapameTpbl aBTO-COr1acoBaHMA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled —— -—
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled —— -—
fol/0/3 40G-Fiber Disabled —— -—
fol/0/4 40G-Fiber Disabled -= -=
gil/0/1 1G-Copper Enabled Slave -
Pol -= Enabled Slave -=
Po2 - Enabled Slave -
Po8 --— Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [loKasaTb CTAaTUCTMKY NO UHTepdercam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
[0]6):=] InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
0OO0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616

. MNokasaTtb CTaTUCTUKY NO rpynne KaHanos 1:

console# show interfaces counters port-channel 1
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FCS Errors:

Alignment Errors:

InUcastPkts InMcastPkts InBcastPkts InOctets
a0 o 9007
OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
e e s o1z

0

Single Collision Frames: O

Multiple Collision Frames: O
SQE Test Errors:
Deferred Transmissions: 0
Late Collisions:
Excessive Collisions: 0
Carrier Sense Errors: O
Oversize Packets:
Internal MAC Rx Errors: O
Symbol Errors:
Received Pause Frames: 0

Transmitted Pause Frames: O

0

0

0

MoKa3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnnua 72 — OnMcaHMe CYETYMKOB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATbIX 6aliToB.
InUcastPkts Konunyectso NpuMHATLIX 0AHOAAPECHbIX MAaKETOB.
InMcastPkts Konunyectso NpMHATbLIX MHOrOaApecHbIX NaKeToB..
InBcastPkts Konnyectso NPUHATLIX LWUMPOKOBeELLATeIbHbIX MAaKeTOoB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnuyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOTOagpecHbIX MaKeToB.
OutBcastPkts Konunyectso nepeaaHHbIX LWMPOKOBELLATENbHbIX NAKETOB.

Alignment Errors

Konnyectso NpuHATLIX GpeiMoB C HapyLIEHHOM LeNOCTHOCTLIO (C KONMYECTBOM
6aliT He COOTBETCTBYIOLMM AJ/IMHE) U He NPOoLIeALWnNX MPOBEPKY KOHTPOIbHOMN CyM-
mbl (FCS).

FCS Errors

Konunyectso npuHATbIX GPeNMOB C KOAMYECTBOM 6aNT, COOTBETCTBYHOLWMM A/IMHE, HO
He npolueaLwmnx NPOBEPKY KOHTPOIbHOMN cymmbl (FCS).

Single Collision

Konnuyectso ¢peVIMOB, BOB/1IEYEHHbIX B €eAMHUYHYO KONZTU3UIKO, HO BNocieacTBun

Frames nepeaaHHbIX yCrneLHo.
Multiple Collision Konnuectso ¢ppeimoB, BoBAEUYEHHbIX Hoiee Yem B O4HY KONIN3UIO, HO BMOCNEACT-
Frames BUW NepesiaHHbIX YCNeLwHo.

Deferred Transmis-
sions

Konnyectso ¢peiimos, 4158 KOTOPbIX NepBas NomnbiTKa nepeaaqn oT1oXxeHa ns-3a
3aHATOCTU Cpeabl nepeaaqn.

Late Collisions

Konunyectso cnyyaes, Korga Konamsua 3adpuMKCMpoOBaHA Noc/ie TOro, Kak B KaHan cBA-
31 yKe bblIM NepesaHbl nepeble 64 6anT (slotTime) nakera.
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Excessive Collisions Konnuectso ¢ppeiimoBs, KOTopble He Hblv NepesaHbl M3-3a N3BbITOYHOIO KO/IMYecTBa
KONIU3UNA.
Carrier Sense Errors Konnuectso ciiyyaes, KOrAa COCTOAHUE KOHTPOAS HecyLwen bblao noTepaHo, IMbo He
YTBEPXKAEHO NpM NonbiTKe nepesaym ppenma.
Oversize Packets KonnuecTso NpUHATLIX NAKETOB, pasmep KOTOPbIX NPEeBbIAeT MaKCMMasibHbIM pas-
peleHHbI pasmep dperima.
Internal MAC Rx Konnuectso ¢ppeimoBs, KoTopble He HblIv NPUHATLI YCNELWHO U3-3a BHYTPEHHEN
Errors owmnbKKN npuema Ha yposHe MAC.
Symbol Errors [na vutepdelica, pabotatollero B pexxume 100M6/c — KoiMyecTso cay4yaes, Koraa

MMesICA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBuibHasA HecyLuan bbi-
Nla npeAcTaBaeHa.

[nsa nHtepdeiica, paboTatowero B noayayniekcHom pexunme 1000M6/c — konnue-
CTBO C/ly4aeB, KOTAa CPeACcTBa NpMema 3aHATbI B TEYEHUE BPEeMEHU, PaBHOMY WU
6onbwemy yem pasmep cnoTta (slotTime), U B Te4eHNE KOTOPOro MMeNoCh XoTA bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BblgaBaTb owMOKY npuema gaHHbix (Data
reception error) unu owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[Onsa nHtepdeiica, paboTalowero B noJHOM AynaekcHom pexkume 1000M6/c — konn-
YecTBO C/ly4aeB, KOraa CpeacTea Npuema 3aHATbl B TEYEHUE BPEMEHM, PAaBHOMY UM
60/blIEMY YEM MUHMMANbHBIN pasmep ppeima (minFrameSize), n B TeyeHue KoTo-
poro nmenochb xoTs 6bl 04HO cobbITUE, KOTOPOe 3acTaBnsaeT PHY BblgaBaTh OLIMOKY
npuema faHHbix (Data reception error) Ha GMII.

Received Pause Konunyectso npuHaTbix ynpasastowmx MAC-pperimos ¢ Kogom onepaummn PAUSE.
Frames
Transmitted Pause Konnuectso nepegaHHbix ynpasastowmnx MAC-dpelimos ¢ Kogom onepaumm PAUSE.
Frames

5.10.2 Hacmpolika VLAN u pexumoe Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Buz, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHoin KoHUrypaumm:
console (confiqg) #

Tabnuua 73 — KomaHab! pexkuma rnobanbHoi KoHoUrypaumm

3HayeHue/3Ha4yeHue o
KomaHoa Aeiicmeue
no ymoa4aHuro
vlan database - MepeiTn B pexxum KoHpurypaumm VLAN
vlan prohibit-internal- - add — no6aBuTb yKazaHHble VLAN ID B nepeyeHb 3anpeLyeH-
usage {add VLANIist | re- HbIX 418 BHYTPEHHEro NCNO/b30BAHMSA;
move VLANIist | except - remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHa 3anpe-
VLANIist | none} LeHHbIX ANA BHYTPEHHEro Ncnosib30BaHmA;
VLANIist: (2..4094) - except — 106aBUTb B NepeyYeHb 3anpeLLeHHbIX 418 BHYTPeH-
Hero ncnosnb3osaHuA sce VLAN ID, 33 UCKAOYeHMeM yKasaH-
HbIX B KQYecTBe napameTpa;
- none — o4ynctuTb nepeuveHb VLAN ID, 3anpelieHHbIX Ana
BHYTPEHHEro MCnoab30BaHMA.
vlan mode {basic | tr101} -/basic Bbl6paTb pexum
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KomaHObI pexcuma KoHguaypauyuu VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumm VLAN:
console# configure
console (config) # wvlan database

console (config-vlan) #

[aHHbIN pexxum A0CTyneH U3 pexknuma rnobanbHoi KOHPUrypauum 1 npeaHasHadeH ansa 3agaHua
napameTpos KoHdurypauum VLAN.

Tabnunua 74 — KomaHapl pexknma koHdurypaumm VLAN

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
vlan VLANIist [name VLANIist: (2..4094) No6asuTtb VLAN nan Heckonbko VLAN.
VLAN_name] VLAN_name: (1..32)
no vlan VLANIist cMmBona Yaanutb VLAN nam Heckonbko VLAN.
map protocol protocol protocol: (ip, ipx, ipv6, MpuBA3aTb NPOTOKO/ K rpynne NpoTOKO/I0B, acCOLMMPOBaH-
[encaps] protocols-group arp, (0600-ffff (hex)}*); HbIX BMecTe.
group encaps: (ethernet,
no map protocol protocol rfc1042, licOther); YOanuTb NPUBA3KY.
[encaps) ethernet group: *_ Homep nNpoTokona (16 6uT).
(1..2147483647);
map mac mac_address MNpusasatb MAC-agpec unum auanasoH MAC-agpecos no
{host | mask} macs-group Macke K rpynne MAC-agpecos.
group mask: (9..48)
no map mac mac_address Y4anuTtb NpuBA3KY.
{host | mask}

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica (QuanaszoHa uHmepgelicos) VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANIist}
console (config-if) #

[aHHbIN peMm LOCTyneH U3 pexmnma KoHUrypauum u npegHasHavyeH Ana 3a4aHus napameTpoBs
KoHurypaummn nutepoeiica VLAN nnbo gruanasoHa nHtepdencos.

Bbibop MHTepdeica ocylLecTBASETCA NPYU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bbibop AnanasoHa MHTepdeicoB ocyLLecTBAAETCA NPU NOMOLLM KOMaHAbI:
interface range vlan VLANIist

Huyke npmnBeaeHbl KOMaHAbI A1A BXO4a B PeXKUM HacTpolku nHtepdeiica VLAN 1 1 Bxoaa B pernum
HacTpouku rpynnbl VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
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console (config-if) #

console# configure
console(config)# interface range vlan 1,3,7
console (config-if) #

Tabnunuya 75 — KomaHapl pexxnuma koHdurypaumm nHtepoeica VLAN

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

name name

no name

name: (1..32)
CMMBO0B/MMA
cooTBeTcTBYeT
Homepy VLAN

Oob6asuntb umsa VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

KomaHObI pexcuma KoHgpuaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-

¢helica epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaummn nHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}
console (config-if) #

[aHHbIN pekum AOCTyNeH U3 pexkmnma KoHUrypauumn n npegHasHaveH Ana 3agaHua napameTpoBs
KOHUrypaumm uHTepdeitica (nopTa KoMmyTaTopa MWAM Trpynnbl NOpPTOB, paboTalowux B pexume
pasgeneHusa Harpysku), inbo aAmnanasoHa UHTepdencos.

MopT MOXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — HTepdeinc focTyna — HeTermMpoBaHHbIN MHTepdeinc ana ogHoi VLAN;
—  trunk — uHTepodeiic, NPUHUMAIOLLMIA TONIbKO TETMPOBAHHbIN TpaduK, 32 UCKOYEHUEM O4-
Horo VLAN, KoTopblit MOKeT 6bITb 06aBNeH ¢ NOMOLLbIO KOMaHAbl switchport trunk na-

tive vlan;

— general — nHTepdelic c nonHon noaaepxKkoi 802.1¢, NPUHMMAET KaK TerMpPOBaHHbIN, TaK
M HETErmpoBaHHbIN Tpaduk;
— customer — Q-in-Q nHTepodeic.

Tabnunua 76 — KomaHapl pexxnma KoHdurypaumm nHtepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb perkmum paboTbl nopta B VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[obasutb VLAN ana uHtepderica goctyna.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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switchport general
acceptable-frame-type
{untagged-only |
tagged-only | all}

-/NpUHMMATBL BCE TUMbI
dpeiimos

MpuHUMaTb Ha UHTepdelice ToNbKO dpermbl onpeaeneHHo-
ro Tuna:

- untagged-only — TonbKO HeTerMpoBaHHble;

- tagged-only — TonbKo TernpoBaHHble;

- all — Bce dperimbl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ansa nHtepoeiica.

- vlan_list — cnucok VLAN ID. AuanasoH Homepos VLAN
MOJKHO 334aTb NepeyncieHnem Yyepes 3anaTyto Uan yKasaTb
Haya/NbHOE M KOHEYHOe 3HaYeHUs AuanasoHa yepes aedwuc

Ynanutb cnucok VLAN gns untepdeliica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Lob6asnaet Homep VLAN B Kayectse Default VLAN gns aan-
HOro uWHTepdelica. Becb HeTerMpoBaHHbIN TpaduK, nocTy-
naowuii Ha AaHHbIN NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN gna nnitepdeiica.

- tagged — nopt 6yaeT nepenaBaTb TErMPOBaHHbIE MaKeTbl
ana VLAN;

- untagged — nopt b6yaeT nepenaBaTb HETErMpPOBaHHbIE Na-
KeTbl gna VLAN.

- vlan_list — cnucok VLAN ID. Jnana3oH VLAN MOXHO 3a4aTb
nepeyncieHnem 4yepes 3anaTyl0 WAM yKasaTb HayasbHoOe U
KOHeYyHoe 3Ha4YeHMA AnanasoHa Yepes gepuc "-".

Yaanutb cnucok VLAN ans nHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4YaHUIo

[ob6asutb naeHtnduratop VLAN nopta (PVID) gna ocHoBHO-
ro nHtepdelica.
- vlan_id — wpeHTndunkaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IIOYEHA

BbIKMOYNTbL 419 OCHOBHOTO MHTepdeica GUabTpaLmio BXO-
AAWMX NAKETOB Ha OCHOBE MPMCBOEHHOTO MM 3HayeHus
VLAN ID.

BKAOUNTb ANA OCHOBHOMO MHTepdeica ¢unbTpauuio BXo-
OALLMX NAKETOB Ha OCHOBE MPUCBOEHHOTO MM 3HayeHuA
VLAN ID.

Ecnv dunbTpauma BKAOYEHA, U MaKeT He BXOAWUT B rpynny
VLAN c nprcBoeHHbIm nakeTy 3HavyeHnem VLAN ID, To naker
oTbpacbiBaeTca.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NpPUHUMATb BCE TUMbI
dperimos

MpUHMMaTb Ha OCHOBHOM WHTepdelice To/bKO dpelrimbl
onpegseneHHoro Tuna:

- tagged-only — T0/1bKO TErMpoOBaHHbIE;

- untagged-only — T0/bKO He TerMpoBaHHbIe;

- all — Bce ¢pperimbl.

MpuHMMaTL Ha OCHOBHOM MHTepdelice BCe TUMbI GperimoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTL NpaBuio Knaccuoukaumm VLAN ana nHtepdeit-
ca, OCHOBaHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — AeHTUGUKaLMOHHbIN HOMeEp rpynnbl;

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

YAanuTb NPaBuao KnaccuumKaumm.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOBUTL NpaBuio Knaccuoukaunm VLAN ana nHtepdeit-
ca, OCHoBaHHOe Ha npusAaske K MAC-agpecy.

- group — aeHTUGUKALMOHHBIM HOMeEp rpynnbl;

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

YanuTb NpaBuao KnaccuuKaumm.
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switchport general map
protocols-group group vian
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTL NpaBuao Knaccuoukauum VLAN ana nHtepdeit-
ca, OCHOBaHHOE Ha NPUBA3Ke K NPOTOKOAY.

- group — naeHTUGUKaLMOHHbIIN HOMep rpynnbl;

- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.

Yoanutb NpaBuao Knaccudurkauum.

switchport dotlq
ethertype egress stag
ethertype

ethertype: (1..ffff)
(hex)

3ameHuTb TPID (Tag Protocol ID) 8 802.1q VLAN-Terax nake-
TOB, UCXOAALMX C AaHHOTO MHTepdeitca.
Donyctumble 3HaueHusa EtherType cm. Mpunoxke-
. Hue B. Mopaep:kuBaemoble 3HaueHus Ethertype.

switchport dotlq
ethertype ingress stag add
ethertype

switchport dotlq
ethertype ingress stag
remove ethertype

ethertype: (1..ffff)
(hex)

Oo6asutb TPID B Tabaunuy Knaccuduratopos VLAN.
Oonyctumblie 3HauyeHus EtherType cm. Mpunoxkenue B. Moa-
heprKuBaemble 3HavyeHus Ethertype.

Ypanute TPID 13 Tabaunybl Knaccupurkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeNbCKOro MHTepdeica.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

[006aBUTb K BXOAALMM HETErMPOBAHHbLIM NAKeTaM Ha Kau-
EeHTCKOM nopTy BHyTpeHHuMit 802.1q 3aronosok — C-VLAN
(inner-vlan) n BHewHuit 802.1q 3aro/s0BOK, coAep’Kalumii
pvid gononHutensHoli VLAN (S-VLAN).
Ana paboTbl 3TOW KOMaHAbl He06X0AMMO BK/IO-
H YUTb rnobanbHo pexxum «vlan mode tr101».

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport customer
multicast-tv vlan add
vlan_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewaeT npuHUMaTb MHOTOAAPECHbIN TPAadUK U3 yKa3aH-
HbiX VLAN (He asnawowmxca VLAN nonb30BaTeNbCKOro MH-
Tepdeiica) Ha HacTpanBaemom WHTepdelice, COBMECTHO C
nosb30BaTeNAMM APYrMX MOAb30BATE/NbCKUX MOPTOB, MNpwu-
HUMAIOLWMX MHOTOAAPECHbIN TPaduK M3 AaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN Mo¥HO 3agaTb
nepeyncieHnem yepes 3anATylo WAM YKasaTb HayaslbHOe U
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

3anpelaeT NPUHMMaTb MHOroagpecHbli TpaduK Ha Ha-
cTpavBaemom mHTepdeiice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme ykasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MOXHO 3a4aTb
nepeyncieHnem 4yepes 3anaTyl0 WAM yKasaTb HayasbHoOe U
KOHeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

PaspewunTtb gobasneHue ykasaHHbix VLAN-nopTy.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
4neHcTso B AedponTHoM
VLAN pa3spelieHo

3anpetutb gobasneHune gedontHon VLAN-nopTy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport protected-port

no switchport
protected-port

MepeBoAWUT MOPT B PEXMM U30AALMUM BHYTPU TPynnbl nop-
TOB.

BoccTaHaBnvBaeT 3HaueHMe No YMOJTHaHWIO.

switchport protected
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyaHuio
ncnonbsyercs
MapLpyTUsauma no
6a3e AaHHbIX
n3yyeHHbIx MAC-
agpecos (FDB)

MepeBoanT nopT B pexum Private VLAN Edge. OTmeHseT
mapLpyT1saumto no 6ase AaHHbIX U3ydeHHbIx MAC-aapecos
(FDB) v HanpaBnseT Becb OAHOAAPECHbIA, MHOrOaApPEeCHbIM
1 WnpoKoBeLaTenbHbl TpaduK Ha uplink-nopT.

OTK/OYaET OTMEHY MapLupyTM3auumn no 6ase AaHHbIX U3y-
YyeHHbIx MAC-aapecos (FDB).
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switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii B gepontHon VLAN.

YCTaHOBWUTb 3HAYEHME NO YMO4aHUIO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunuya 77 — KomaHapl pexknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show vlan

MNokaszatb MHPopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokasaTtb nHpopmaumio no VLAN, nouck no naeHtudmKka-
TOpY.

show vlan internal usage

Mokasatb cnncok VLAN ana BHyTpeHHero Mcnosib3oBaHUA
KOMMYTaTOpOM.

show
default-vlan-membership
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group |
detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 78 — KomaHapl pexknma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[MoKa3aTb NOPTbI-UCTOYHMKN U NPUEMHUKU MHOTOAPECHOrO
Tpaduka B AaHHOM VLAN. MopTbl UCTOYHUKM MOTYT KaK ne-
penaBaThb, Tak M MPUHMMATb MHOFOaAPeCHbIV TpaduK.

show vlan protocols-
groups

MoKasaTb MHPOPMALMIO O rPynMnax NPOTOKONOB.

show vlan macs-groups

MokasaTtb MHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb KOHbUrypaLmMio NopTa, rPynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocToAHWe NopToB: B pexkume Private VLAN Edge,
B private-vlan-edge-coobuiecTse.
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[pumepbl 8b1M10AHEHUA KOMAHO

= [lokasaTb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbl UCTOYHMKN U MPUEMHUKN MHOTroagpecHoro Tpaduka s VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMALMIO O FPYNMNax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvo) Ethernet

MokasaTb KOHUrypauuio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-
Voice VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
Untagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
8 Tagged

N ooyl W
N ooy Ul W
N nnhnhn rn O
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Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorusa Private VLAN (PVLAN) no3sonseT npousBoAnTb pasrpaHuyeHne TpadpuKa Ha BTOPOM
ypoBHe mogenn OS| mexay nopTamMm KOMMYTaTopa, KOTOpPble HaX0AATCA B O4HOM LUMPOKOBELL,ATE/IbHOM
OOMeHe.

— Ha KommyTaTopax MoXKeT BbITb CKOHOUIyprpoBaHo Tpu Tuna PVLAN nopToB: promiscuous —
nopT, KOTOPbIM cnocobeH OOMEHMBATLCA AAHHbIMM MeXAy AbbiMn UHTepdelicamu,
BK/toYas isolated 1 community noptbl PVLAN;

— isolated — nopT, KOTOPbI MNOJHOCTLIO M30/IMPOBAH OT APYrMX NOPTOB BHYTPU OAHOIO U TOro
ke PVLAN, HO He oT promiscuous nopTtoB. PVLANbI 6/10KkMpylOT Becb Tpaduk, naywmn B
CTOpoHy isolated noptos, Kpome TpaduKa CO CTOPOHbI Promiscuous MOPTOB; MaKeTbl CO
CTOPOHbI isolated nopToB MOryT NepenaBaTbCcA TOIbKO B CTOPOHY Promiscuous nopTos;

— community — rpynna noptoB, KOTOpble MOryT 0OMEHMBATLCA AAHHbIMU MeXay cobon u
promiscuous NopTamu, 3TM UHTepdencol oTaeneHbl Ha BTOpom yposHe mozenn OS| oT Bcex
OCTaNbHbIX community uHTepdelicoB, a TakKe isolated noptos BHyTpM PVLAN.

Mpouecc BbINONHEHUA GYHKUUM [ONONHUTENIBHOIO pPasfeneHna NOpPTOB C NOMOLLBI TEXHONOTUK
Private VLAN npeacraBneH Ha pucyHke 47.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

T
=)= =)=

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 47 — MNpumep paboTbl TexHonormum Private VLAN
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Buga 3anpoca KOMaHZAHOW CTPOKM B pexume KoHourypaumm untepdeiica Ethernet, nHtepodeiica
Vlan, nHtepdeliica rpynnbi NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnunua 79 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vlan]

primary_vlan:
(1..4094);
secondary_vlan:

no switchport private-vlan
mapping

(1..4094)

[0o6aBuTb (y4anuTb) OCHOBHYIO 1 BTopocTeneHHble VLAN Ha
promiscuous uHTepdeic.
/! Haopun promiscuous untepdeiic Henbsa fo6asntb

6onblue ogHoM primary vlan.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association
primary_vilan
secondary_vlan

primary_vlan:
(1..4094)
secondary_vlan:

no switchport private-vian
host-association

(1..4094)

Lo6aeutb primary un secondary vlan Ha host nutepdeiic.
V' Ha oauH host uHtepdeiic Henb3a fo6aBUTb 60nbLUe

oAHoi secondary vian.
Y[anutb OCHOBHYO U BTopocTeneHHble VLAN.

Tabnuua 80 — KomaHabl pexknuma KoHdurypaummn nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntounTtb mexaHm3am Private VLAN v 3agaTb TMN MHTepdeica.

OTKAOYUTb MexaHM3m Private VLAN.

private-vlan associa-
tion [add | remove]

no private-vlan associ-
ation

secondary_vlan
(1..4094)

[Oo6aBuTb (yaanutb) npmeAsKy sBTopocteneHHon VLAN K ocHoB-
HOW. HacTpolika npumeHMma TonbKo ana primary VLAN.

Ypanutb npusasky BTopocteneHHo VLAN K OCHOBHOM.

Y

MaKcmmanbHoe KoOM4ecTBo BTopocTeneHHbiX VLAN — 256
MakcumanbHoe Konnuectso community VLAN, KoTopble MoryT 6biTb

accouMmupoBaHbl C 0aHOMU ocHoBHOM VLAN — 8.

lpumep Hacmpoliku uHmepgelicoa kommymamopa SW1 (pucyHok 47 — Mpumep pabomel mex-

Hoso2uu Private VLAN)

promiscuous nopt— interface gigabitethernet 1/0/4
isolated nopT- gigabitethernet 1/0/1
community nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
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switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

!

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpoiika unmepdgeiica IP

IP-uHTepdeiic cospgaéTca npu HasHadeHun |P-agpeca Ha nwoboit M3 MHTepdeicoB yCTpoMcTBa
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nnu vlan.

Buza 3anpoca KoMaHZAHOW CTPOKM B pexnme KoHurypaummn nutepoeiica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN peXxnm oCTyneH M3 pexnma KoHPUrypauum u npegHasHayeH gns 3agaHva napameTpos
KOHUrypauum nHtepdeiica IP.
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Tabaunuya 81 — KomaHapl pexxnuma KoHdurypaumm nHtepoeica IP

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOMYAHUIO
directed-broadcast BkntoyaeT dpyHKumio nepesoaa IP directed-broadcast naketa B

CTaHAAPTHbLIV LUMPOKOBELLATE/IbHbIM NaKeT U paspeluaeT ne-
penauy yepes BblIbpaHHbIV MHTEpdENC.

no directed-broadcast 3anpewaet TpaHcnaumio IP directed-broadcast naketos.

-/BbIK/IIOYEHO

helper-address ip_address BkntoyaeT nepeagpecauuio  WIMpoKoBellaTenbHbix  UDP-
NnaKeToB Ha onpeaeneHHbIN agpec.
- ip_address — IP-agpec Ha3Ha4YeHUs, Ha KOTopbI ByayT nepe-

ip_address: A.B.C.D
HaMpaBAATbCA NaKeTbl.

no helper-address OTKNOYaeT nepeagpecaumio  WMpoKoBewaTenbHbix UDP-
ip_address naKkeToB.

[pumepbl 8b1M0AHEHUS KOMAHO

= Brawountb pyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config)# interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢yHKUMA NO3BOSIAET HAa OCHOBE CKOHOUIYPUPOBAHHBIX NPaBua GUALTPALUKM MO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoantb gobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN, a Tak:Ke 3anpeluatb NPOXoXKaAeHUs TpadpuKa.

[na ycTpoicTBa CO34aeTca CMNMCOK MpaBWa, HAa OCHOBaHMM KoToporo byaet obpabaTtbiBaTthbes
Tpaduk.

KomaHObI pexcuma KoHguaypayuu uHmepgpetica (QuanasoHa uHmepgelicos) Ethernet u Port-
Channel

Bupa, 3anpoca KOMaHAHOM CTPOKM peXkMma KOHpUrypaunm nHtepdeiica KoOHpUrypaumm:

console# configure

console (config)# interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..7}

console (config-if) #
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Tabnvua 82 — KomaHabl pexknuma KoHdurypaummn nHtepdeiica (ananasoHa nHtepdelicos) Ethernet

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3paeT NpaBM/IO, HAa OCHOBAHWM KOTOPOrO K BXOAALLEMY
nakeTy c BHewHel meTKow ingress_vlan_id 6ypet nobas-
NATbCA BTOpasa MeTka vian_id. Ecav ingress_vlan_id He yka-
3bIBaTb — NpPaBuno byaeT NPUMEHATLCA KO BCEM BXOAALLMM
nakeTam, K KOTOpbIM He Bblnn NpMMeHeHbl Apyrie npasuna
(«npaBuio no ymonyaHuio»).

selective-qinq list ingress
deny [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3gaeT 3anpelLatoliee NpaBuao, Ha OCHOBaHWM KOTOPOro
BXOZAALME NAKeTbl C BHELWHeN meTKol Tera ingress_vlan_id
6yayT otbpacbiBaTbes. Ecam ingress_vlan_id He yka3biBaeTcs
— byayT oTbpacbiBaTbCA BCE BXOAALME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3paeT paspeluatollee NpaBuao, Ha OCHOBAHUW KOTOPOTrO
BXOAALME NAKeTbl C BHELWHeN meTKol Tera ingress_vlan_id
byayT nepenasatbca 6e3 nsmeHeHui. Ecam ingress_vlan_id
He yKasblBaeTca — byayT nepefaBaTbCA BCE BXOAALLME NaKe-
Tbl 6€3 U3MEeHEHUA.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT NpaBmao, Ha OCHOBAHMM KOTOPOrO BHELUHASR MeTKa
ingress_vlan_id Bxopawero naketa 6yLeT 3ameHATbCA Ha
vlan_id. Ecau ingress_vlan_id He yka3biBaTb — npaBuio by-
AET NPUMEHATLCA KO BCEM BXOAALMM NaKeTam.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3pgaeT NpaBuIo, Ha OCHOBAHWM KOTOPOFO BHELUHAA METKa
ingress_vlan_id vcxopawero naketa 6yaeT 3aMeHATbCA Ha
vlan_id. Ecnu ingress_vlan_id He yKka3biBaTb — npasuno 6y-
AeT NPUMEHATLCA KaK NPaBU/I0 N0 YMOYAHUIO.

no selective-ging list
ingress [ingress_vlan
vlan_id]

vlan_id: (1..4094)

YpanseT ykasaHHoe mpasuao selective gqing ana sxoaawmx
naketoB. KomaHaa 6e3 napametpa «ingress vlan» ypanser
NPaBW/IO NO YMONYaHUIO.

no selective-ging list
egress ingress_vlan vian_id

vlan_id: (1-4094)

YpanseT cnucok npaeun selective ging ana ucxoaawmx na-
KeToB.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKM pexxnma EXEC:

console#

Tabnunuya 83 — KomaHapl pexxknma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ginq

OtobparkaeT cnucok npasun selective ging.

show selective-ginq
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobpaskaeT cnucok npasun selective ging ana ykasaHHoOro
nopra.

[pumepbl 861N0AHEHUA KOMAHO.

= Co3gaTb NpaBwu/IoO, Ha OCHOBaHWN KOTOPOro, BHELIHAA MEeTKa Bxoadalero naketa 11 6yaet 3ame-

HATbcA Ha 10.

console# configure
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console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

= OTobpa3mnTb CNNCOK cO3aaHHbIX NpaBua selective qing:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override vlan 10 ingress vlan 11

5.12 KOHTpOAb LUIMPOKOBELLATE/IbHOIO KLUTOPMa»

LUvpoKoBewWaTeNbHbIA  «IWITOPM»  BO3HMKAeT  BCAEACTBME  YPE3MEpPHOro  KoJiMyecTea
LWIMPOKOBELLATEe/IbHbIX COOBLEHMI, OAHOBPEMEHHO nepeAaBaeMblXx MO CETM 4Yepe3 OAMH MNOPT, uTo
NPUBOAUT K MEeperpyske PecypcoB CETU W NOABAEHUIO 3ageprkek. «LLUTopm» MOMKeT BO3HMKHYTb Mpu
Ha/IMuMM «3aKONbLOBaHHbIX» cermeHTOB B ceTu Ethernet.

KommyTaTop M3mepseT CKOpPOCTb MPMHMMaEMOro LWMPOKOBELATEe/IbHOro, MHOroaapecHoro u
HEeM3BECTHOro oAHoadpecHoro TpaduKa 414 MOPTOB C BKAOYEHHbIM KOHTPOJIEM LIMPOKOBELLATE/IbHOIOo
«LWITOPMa» M OTOPACLIBAET NAaKeTbl, C/IN CKOPOCTb MPEBbILLAET 334aHHOE MAaKCMMabHOE 3HavYeHue.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica Ethernet

Buza 3anpoca KOMaHAHOWM CTPOKWU B pexume KoHourypaumm untepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 84 — KomaHapl pexknma KoHdurypaummn nHtepdeica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
storm-control multicast BK/tOYaET KOHTPOIb MHOTOaAPECcHOro TpaduKa:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOro;
{level level | kbps kbps} - unregistered — He3aperncTPUPOBaHHOrO.
[trap] [shutdown] - level — 06bem TpaduKa B MPOLEHTaX OT NPOMYCKHOM CNocob-
level: (1..100); HOCTM UHTepdeiica;
kbps: (1..10000000) - kbps - 06bem Tpaduka.
Mpw 0bHapy»KeHUM MHOoroaapecHoro TpadurKa nHTepdenc
MOKeT bbITb OTK/oueH (shutdown) unn gobasneHa 3anuch B
YKYpHan cooblueHwuii (trap).
no storm-control multicast BbIKNtOYaET KOHTPO/Ib MHOTrOaAPECHOTO TpaduKa.
storm-control unicast BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOaAPECcHOro TpaduKa.
{level level | kbps kbps} - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHOM CNocob-
[trap] [shutdown] HOCTU UHTepdelica;
level: (1..100); - kbps - 06bem TpaduKa.
kbps: (1..10000000) Mpu 06HapyKEeHUM HEU3BECTHOrO OAHOAAPECHOrO TpaduKa
UHTepderc moxeT bbiTb oTKAtoYeH (shutdown) nnmn pnobasne-
Ha 3anucb B XKypHan cooblueHuii (trap).
no storm-control unicast BbIK/IlO4AET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.
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storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control
broadcast

level: (1..100);
kbps: (1..10000000)

BK/tO4aET KOHTPO/b LIMPOKOBELWATeIbHOro TpaduKa.

- level —06bem TpaduKa B NpoL,eHTax OT MPONYCKHOM cnocob-
HOCTU UHTepdelica;

- kbps - 06bem TpaduKa.

Mpu 06HapYKEeHUM WMPOKOBELLaTeIbHOTO TpaduKa UHTEp-
delic moxeT 6biTb OTKNtOYeEH (shutdown) nnu nobasneHa
3anucb B XKypHan coobuieHuii (trap).

BbIK/IOYAET KOHTPO/Ib WMPOKOBELLATENbHOIO TpaduKa.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabaunua 85 — KomaHapl pexknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control
interface [gigabitethernet

Moka3sbiBaeT KOHGUTypaLuio GYHKLMN KOHTPONA LUMPOKO-
BeLaTe/IbHOro «LITOPMa» AIA yKazaHHOro nopta, nmbo scex

gi_port | gi_port: (1..8/0/1..48); nopToB.
tengigabitethernet te_port: (1..8/0/1..24);

te port | fo_port: (1..8/0/1..4)
fortygigabitethernet

fo_port]

[pumepbl 8b61M10AHEHUS KOMAHO

= BK/IOYUTb KOHTPO/Ib LUMPOKOBELLATE/IBHOFO, MHOTOaAPECHOMO U 04HOAAPECHOrO TPaduKa Ha 3-m
nHtepdeice Ethernet. YctaHOBUTb CKOPOCTb A/1A KOHTpoanpyemoro Tpaduka — 5000 K6/c: ana
wnpoKosewatenbHoro, 30% nonocbl NPONYCKaHMA ANA BCEro mHoroagpecHoro, 70% gna Heus-
BECTHOro 0AHOAAPECHOrO.

console# configure
console (config) # interface TengigabitEthernet 0/3

console (config-if) # storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 Ipynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneuymBatoT Noanep KKy rpynn arperauum KaHanoe LAG B KOnMYecTBe COr/lacHo
Tabnmue 9 (cTpoka «Arperauma KaHanoB (LAG)»). Karkgas rpynna MOpTOB [AOJ/IKHA COCTOATb U3
uHTepdelicos Ethernet c oanMHaKOBOW CKOPOCTbIO, paboTalowmx B AynaeKCHOM pexume. Ob6beanHeHue
NnopToB B Trpynny YyBe/AMUYMBAET MNPOMNYCKHYHD CMNOCOBHOCTb KaHana MmMexay B3auMOAEeNCTBYIOLLMMU
YCTPOMCTBAMM M MOBbIWAET OTKA30yCTOMYMBOCTb. [pynna MOpPTOB SBASIETCA A1A KOMMYyTaTopa OAHMM

NOornM4yeCKkMm NopToOM.

YcTpoiAcTBO NoafeprKMBaET ABa pexuma paboTbl rpynnbl MOPTOB — CTaTMYECKaA rpynna v rpynna,
paboTatowan no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasgene

KOHUrypauum.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

109



DHELTEX

/ Ecan ana nHtepdeiica nponssepeHbl HACTPOUKMK, TO ANA Ao6aBAeHUA ero B rpynny cne-
AyeT BEPHYTb HACTPOIKM NO YMOIYAHMUIO.

[JobaBneHne wHTepdencoB B rpynny arperauyMm KaHanoB [OCTYMHO TO/bKO B peXume
KoHduUrypaunmn nntepdeliica Ethernet.

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaunmn nntepdeiica Ethernet:
console (config-if) #

Tabnunua 86 — KomaHapl pexknma KoHdurypaummn nHtepdeica Ethernet

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
channel-group group mode LOob6asuTtb ethernet-nHtepdeiic B rpynny nopTos.
mode group: (1..48); - on — no6asnTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - guto — no6aBuTb NOPT B KaHan ¢ LACP B pexxmme «activer.
no channel-group Ypanute Ethernet-untepdelic ns rpynnbl NnopTos.

KomaHObI pexcuma 2n106anbHol KoHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console# configure
console (confiqg) #

Tabnunua 87 — KomaHapl pexknma rnobanbHOM KoHbUrypaumm

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
port-channel load-balance 3apaeT mexaHU3M 6anaHCMPOBKM HaArpysku Ans crpaTernu
{src-dst-mac-ip | ECMP v gns rpynnbl arperMpoBaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHn3am 6anaHCMPOBKM OCHOBBIBAETCA
src-dst-mac-ip-port | Ha MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHM3m 6aNaHCUPOBKM OCHOBLIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;
- src-dst-ip — MmexaHn3m 6anaHCMpPOBKM OCHOBbIBaeTcs Ha IP-
-/src-dst-mac
afpece;

- src-dst-mac-ip-port — mexaH1M3m 6anaHCUPOBKMN OCHOBbIBa-
etca Ha MAC-agpece, IP-agpece n TCP-nopte Ha3zHayYeHUs;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece nony4yatens;

- dst-ip — mexaHu3sm 6anaHcMpoBKM OCHOBbIBaeTcA Ha IP-
agpece nonyyatens.

3HayeHue/3HayeH
KomaHda ue no Aelicmeue
YMOAYAHUIO
port-channel load-balance - src-mac — mexaHuM3M 6anaHCMPOBKM OCHOBbLIBAETCA Ha
{src-dst-mac-ip | MAC-agpece oTnpasutens;
src-dst-mac | src-dst-ip | - src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcs Ha IP-

src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |

afpece oTnpasuTens;

-/src-dst-mac
- mpls-aware — BkatoYeHne napcuHra L3/L4 3aronoskos na-

src-ip} [mpls-aware] KeToB ¢ MPLS-meTKamu ans BCEro ycTpowmcTBa. AKTyasibHO
TONbKO C pexumamu 6anaHcuposku no L3/L4-3aronoBKam
nakera.
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KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKM pexxunma EXEC:
console>

Tabnnua 88 — KomaHab! perknma EXEC

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue
YMOAYAHUIO
show interfaces MoKasbiBaeT MHGOPMaLMIO NO rpyrne KaHanoB..
port-channel [group] group: (1..48)

5.13.1 Cmamuveckue e2pynnel azpe2ayuu KAHAn06

PyHKumMeln ctaTnyeckux rpynn LAG asnsetcA obbeaMHeHWe HEeCKOSIbKUMX GU3MYECKMX KaHa/oB B
O/IMH, YTO NO3BOJIAET YBE/UUYNTb MPOMNYCKHYH CNOCOBHOCTb KaHaia M NOBLICUTb €ro OTKAa30yCTOMYMBOCTb.
[ns cTaTMyeckux rpynn NPUOPUTET UCNOJIb30BAHUA KaHaN0B B 06 beAMHEHHOM MyYKe He 3a4aeTcs.

/ Ona BkAUYeHUA paboTbl UHTepdeiica B cocTaBe CTaTUYECKOU rpynnbl UCMOAb3YATE KO-
maHgy channel-group {group} mode on B pexXume KoHdUrypaumum cooTBeTCTBYHOLLENO
uHTepdeinca.

5.13.2 Npomokon azpezayuu KaHanoe LACP

®yHKkumelt npotokona Link Aggregation Control Protocol (LACP) sBnsetca obbeauHeHue
HEeCKONbKNX (U3NYECKMX KaHaNoB B OAMH. ArpermpoBaHue KaHasj0B WMCNO/b3yeTcA A4 yBenuyeHua
NPONYCKHOM CNocobHOCTM KaHana M NOBbILEHNA ero oTKasoycrtoumsoctTu. LACP nossonset nepenasatb
TpadurK no 06besMHEHHBIM KaHa/laM B COOTBETCTBMM C 3aAaHHbIMU NPUOPUTETAMM.

V Ona BKAoyeHua paboTtbl uHTepdeiica no npotokony LACP wucnonbsyiite KomaHAy
channel-group {group} mode auto B pexxume KoH$UrypaLmm cCOOTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma riob6anbHoM KoHGUrypauum:
console (config) #

Tabnnua 89 — KomaHabl pexknma rnobanbHoM KoHbUrypaumm

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no yMmon4aHuio
lacp system-priority value YcTaHaBAMBaeT NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHUeE Nno YMONYaHUIO.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaunm nntepdeiica Ethernet:

console (config-if) #

Tabaunuya 90 — KomaHapl pexxnma koHdurypaumm nHtepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

lacp timeout {long | short}

YcTaHaBAMBaeT aAMMWHUCTPATUBHbLIA TalkiMayT NpPOTOKONA
LACP:

- long — anutenbHoe Bpema TalimayTa;

- short — manoe Bpems TaimayTa.

Mo ymon4yaHuio
ncnosb3yerca
3HauyeHue long

no lacp timeout

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lacp port-priority value

YcTaHaBAuBaeT npuoputeTt nHtepdelica Ethernet.

no lacp port-priority

value: (1..65535)/1

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOb! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnuua 91 — KomaHab! pexknma EXEC

KomaHda

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMmon4aHuo

show lacp {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port} [parameters |
statistics | protocol-state]

MokasbiBaeT MHPopmaumo o npoTtokosne LACP gns uHTep-
¢deiica Ethernet. Ecin gononHuTenbHble NapameTpbl He UC-
nosb3ytoTca, To byaeT NnoKasaHa Bcsa MHGopmaLmA.

- parameters — NOKa3blBaeT NapameTpbl HACTPOMKKM NPOTO-
KONa;

- statistics — nokasbiBaeT CTaTUCTUKY PaboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocToAHMe PaboTbl NPOTOKO-
na.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

show lacp port-channel
[group]

MokasbiBaeT MHGopMauuto o npotokone LACP ana rpynnbl

group: (1..48) nopTOS.

[Mpumepebl 8biMN0AHEHUS KOMAHO

deiica Ethernet —
Tembl — 6, npmMopu

CosaaTtb nepsyto rpynny NopTos, paboTatollyto No NpoTokoay LACP 1 BKAOYaIOLWYO ABa UHTEp-

3 1 4. CkopocTb paboTbl rpynnbl — 1000 M6ut/c. YcTaHOBUTL NPUOPUTET CUC-
TeTbl 12 1 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (confiqg)
console (confiqg)
console (config-
console (config-
console (config)
console (config-
console (config-
console (config-
console (config-

~ o~ o~~~ o~~~

# lacp system-priority 6

# interface port-channel 1

if)# speed 10000

if)# exit

# interface TengigabitEthernet 1/0/3
if)# speed 10000

if) # channel-group 1 mode auto

if)# lacp port-priority 12

if)# exit
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console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000
console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 13
console (config-if) # exit

5.14 Hacrtpoiika IPv4-agpecauyumn

B maHHOM pasgenie onucaHbl KOMaHAbl A1 HAaCTPOMKM CTaTUYECKMX napameTpos IP-agpecauumn,
TaKuMX Kak IP-agpec, macka noAceTu, W3 No ymoa4aHuto. Hactpolika npotokonos DNS u ARP onucaHa B
COOTBETCTBYHOLWMX pas3aenax 4OKYMeHTaLNM.

KomaHObI pexcuma KoHguaypauuu uHmepaetica Ethernet, uHmepaelica epynnoi nopmos, VLAN,

Loopback

Buza 3anpoca KOMaHZLHOWM CTPOKM B pexume KoHourypaumm untepdeiica Ethernet, nHtepdeiica
rpynnbl nopTos, nHtepdenca VLAN, nutepdeica Loopback.

console (config-if) #

Tabnunua 92 — KomaHapl pexknma KoHourypaumm nHtepdeiica

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ip address ip_address
{mask | prefix_length}

prefix_length: (8..32)

no ip address [/P_address]

HasHaueHue 3agaHHOMy MHTepdeiicy IP-agpeca M Macku

noaceTu.

V 3HaueHuMe Mmacku moxkeT 6biTb 3anucaHo am6o B
dopmate X.X.X.X, nm6o 8 dopmate /N, roe N —

KONNUECTBO eAuHUL, B 4BOUYHOM NPeACTaBleHUU MacKu.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyuyeHue IP-agpeca Ans HacTpaMBaemoro uHTepdelica ot
DHCP-cepsepa.
V He ucnonb3syetca ana loopback-unrepdeiica.

3anpeTt ucnonb3oBaHua npotokosa DHCP ana nonyyexms IP-
afpeca BblbpaHHbIM MHTEpdelicom.

ip unnumbered [vlan
vlan_id | loopback
loopback_id]

vlan_id: (1..4094);
loopback_id: (1..64)

no ip unnumbered

PaspeluaeT KoHOUrypupyemomy MHTepdeiicy 3aMmcTBOBaTh
IP-agpeca VLAN u Loopback-uHTtepdeiica.

OTkntovaer (byHKLI,I/IIO 3aMMCTBOBaHUA agpeca.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme rnobanbHOM KoHOUrypaumm:

console (config) #

Tabnnua 93 — KomaHapl pexxknma rnobanbHoM KoHbUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4YaHuo

Aeilicmeue

ip default-gateway
ip_address

-/WA3 No ymon4YaHuio

no ip default-gateway

He 3a4aH

3afaeT 419 KOMMYTaTOpa afpec LWJ03a Mo YMONYAHUIO.

Ypanaet Ha3Ha4YeHHbIN aapec Wn3a No YMOHaHUIO.
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ip helper-address
{ip_interface | all}
ip_address [udp_port_list]

no ip helper-address
{ip_interface | all}
ip_address

-/BbIKNOYEHO

BkntouaeT nepeagpecaumio wmpokosewaTenbHbix UDP-
MaKeToB Ha onpegeneHHbl agpec.

- ip_interface — IP-appec nHTepdeica, 419 KOTOPOTo BbINO-
HAETCA HAaCTPOWKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEPdElichl YCTPONCTBA;

- ip_address — IP-agpec HazHayeHwWA, Ha KOTOpbI ByayT ne-
peHanpasaATbcA nakeTbl. 3Ha4yeHue 0.0.0.0 oTKAoYaeT ne-
peagpecaumio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBeLaTenbHbIN
TpaduK, HaNpPaBAEHHbIN Ha NEPEYUC/IEHHbIE B CMIUCKE NOPTHI,
noasepraeTca nepeaspecauun. MakcumanbHoe obuiee Ko-
JINYeCTBO NOPTOB M aAPECOB Ha YCTPOMCTBO - 128.

OTMeHsAeT NepeaspecaLmio Ha 3afaHHbIX UHTepdericax.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 94 — KomaHapl pexknuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clear host {* | word}

word: (1..158)
CUMBOIOB

YaanaeT U3 namsaTv nNoayyYeHHble no npotokony DHCP 3anu-
CM COOTBETCTBUI MMeH MHTepdeicos 1 ux IP-aapecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

OTtnpasnset 3anpoc Kk DHCP-cepsepy Ha obHoBneHue |P-
agpeca.

- force-autoconfig — npu o6bHoBNEHUM IP-aapeca 3arpyKaeT-
cA KoHourypaums c TFTP-cepsepa.

show ip helper-address

OTtobparkaeT Tabnuuy nepeaspecaumy LWMPOKOBELLATENb-
Hbix UDP-nakeTos.

KomaHOb! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume Exec:

console>

Tabnunua 95 — KomaHapl pexknma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MokasbiBaeT KoHbUrypaumto IP-aapecaunn Ans yKasaHHOro
nHTepoeica.
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5.15 Hacrtpoiika Green Ethernet

Green Ethernet — TexHosi0OrMA, NO3B0OAAIOWAA CHU3UTL 3HepronoTpebsieHne ycTPomcTea 3a cyeT
OTK/IIOYEHMA MUTAHUA A1 HEaKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3MEHEHUA YPOBHA MepeaaBaemoro

CUrHana B 3aBUCUMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 2n0basabHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabanua 96 — KomaHapl pexknma rnobanbHOM KOHOUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

green-ethernet
energy-detect

BkAtoyaeT aHeprocbeperalowmii pexkMm AA8 HEeaKTUBHbIX
nopTos.

no green-ethernet
short-reach

no green-ethernet “/BeikniodeH OTKAtoYaeT sHeprocbeperalowmin pexmm ONA HEeaKTUBHbIX
energy-detect nopTos.
green-ethernet short- BkntoyaeT sHeprocbeperaowmnin pexxmm ana nNopTos, K KOTO-
reach pbIM NOAKNHOYAKOTCSA YCTPOICTBA C AJIMHOW Kabensa nogknio-
YeHMsA MeHblle NOPOroBOro 3Ha4YeHMUs, YCTaHaBANBAEMOTO C
-/BbIK/IIOYEH

nomoubto KomaHAbl green-ethernet short-reach threshold.

OTKAtoYaeT 3sHeprocbeperaowmii PeXMm Ha OCHOBaHUU
O/MHbI Kabens.

KomaHObI pexcuma KoHgu2ypayuu UHmepagelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexKmMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnuua 97 — KomaHabl pexknma KoHdurypauumn nHtepdeiica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

green-ethernet
energy-detect

BkntoyaeT sHeprocbeperatowmii pexxum ana nHtepoeiica.

no green-ethernet
short-reach

no green-ethernet /Brnioven OTKAto4aeT sHeprocbeperaowmii pexkum ans nHtepoeiica.
energy-detect
green-ethernet short- BkAtovaeT aHeprocbeperatowmii pexkmMm Ha OCHOBaHUMU ANK-
reach Hbl Kabens.

-/BkatoyeH

OTKNtoYaeT 3sHeprocbeperatwowmii pekMm Ha OCHOBaHWUM
ONWHbI Kabens.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnnua 98 — KomaHapb! pexkuma Privileged EXEC

3Ha4yeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

show green-ethernet

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | detailed]

OTobparkaet cTaTUCTUKY green-ethernet.

green-ethernet power-
meter reset

CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTMY.

lpumepbl 8b1M10AHEHUS KOMAHO

= OT0b6pasnTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled
Short-Reach mode: Disabled

Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 50m

Power Savings: 82% (0.07W out of maximum 0.40W)

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16 Hacrtpoiika IPv6-agpecauumn

5.16.1 Npomokon IPv6

KommyTatopbl nogaeprkmsatoT paboty no npotokony IPv6. Moaaep:Ka IPv6 sBnseTca BarKHbIM
DOCTOMHCTBOM, MOCKO/IbKY NpoTOoKoAa IPv6 npu3BaH, B NepcneKkTuBe, NOAHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPve nmeet pacwmpeHHoe agpecHoe NpPoCTPAHCTBO —
128 6ut Bmecto 32. Agpec IPv6 npeactasnset coboli 8 6/10K0B, pasge/ieHHbIX ABOETOUYMEM, B KaXKAOM
610Ke 16 61T, 3aNnCaHHbIX B BUAE YETbIPEX LIECTHAALATEPUYHDBIX YMCEN.

MoMUMO yBe/SIMYEHUS aAPECHOro MPOCTPAHCTBA NPOTOKOA IPV6 MMEeT MepapXMyecKkyro cxemy
afjpecauun, obecrneumBaeT arperauvio MaplipyToB, ynpouiaeT Tabauuy Mapwpytusaumu, fnpu 3Tom
3¢PEKTUBHOCTb PaboTbl MapLIpyTM3aTopa MOBbIWAETCA 33 CYET MexaHM3Ma OBHapyKeHUs cocemHMX

Y3/10B.

NokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayalTcA MHTepdelricam, noaTomy npwu
NCNonb30BaHUK IPV6Z-afpecoB B CMHTaKCUCE KOMaHA, UCMONb3yeTca cneaytolmii popmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — nma nHtepdodeiica:
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interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=011]2|3|4]|5|6|7]8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) |
fortygigabitethernet (1..8/0/1..4)

Ecnun 3HayeHue rpynnbl UM HECKONIbKUX FPYNN NOAPAA B aapece npoTtoKkona IPvé pasHo
Hynio - 0000, To paHHble rpynnbl MOryT ObiTb onyuweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxer 6bITb COKpaLeH Ao
FE40::AD21:FE43. CoKpalwieHUIo He MOoryT 6biTb NOABEPrHYTbl 2 pa3aesieHHble Hy/leBble
rpynnbl u3-3a BO3HUKHOBEHUA HEOA4HO3HAYHOCTU.

EUI-64 — 310 uaeHTudUKaTop, Co3aaHHbIN Ha 6ase MAC-agpeca nHtepdeiica, asnaio-
wmiica 64 mnagwumm 6utamm IPve-agpeca. MAC-agpec pa3buBaeTtca Ha gBe 4YacTu no
24 6uTta, mexxay KoTopbimu aob6aBnseTcsa KoHcTtaHTa FFFE.

v

v

KomaHObI pexcuma 2106a1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 99 — KomaHapl pexknma rnobanbHoM KoHbUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3agaeT 3Ha4YeHWe NoKanbHOro agpeca IPv6-wnto3a no ymon-
YaHuto.

Ypanaer HacTporku IPV6-1u1t03a MO YMOYaHMIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3paet ctaTuyeckoe cootBeTcTBue mexagy MAC-agpecom
coceaHero yctpoictsa u ero IPvb-agpecom.

- ipv6_address — |Pv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cooTBeTcTBMe mexay MAC-agpecom
coceaHero ycTpoictsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaet orpaHuyeHune ckopoctn ana ICMPv6-cooblueHnin 06
olwmnbKax.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 route
prefix[prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length
[gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

JobasneHune cTatmyeckoro mappyTta IPve

- prefix — ceTb Ha3Ha4YeHuUs;

- prefix_length — npeduKc Macku ceTu (KOAMYecTBO efuHUL,
B Macke);

- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHuUs;

YpaaneHune ctaTuyeckoro mapupyta IPvé.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNOYEHO

Bkatouaer nepeHanpassieHne oAHOaAPECHbIX NAaKeTOoB.

OTKntoyaer nepeHanpasieHne oAHOaApPECHbIX MAaKETOB.
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KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupa 3anpoca KOMaHAHOM CTPOKM pexkMma KoHpUrypaumnm nHtepdeiica:

console (config-if)#

Tabnvua 100 — KomaHabl pexknma KoHdurypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ipv6 enable

- -/BbIK/IIOYEHO
no ipvé6 enable

BkntouaeT nopaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHTepdelice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

prefix-length: (0..128)
((0..64) ecnun
ncnonbsyetca
napametp eui-64))

no ipv6 address
[ipv6_address/prefix_length]
[eui-64]

3apaet IPv6-agpec Ha nHtepdelice.

- ipv6_address — IPv6-aapec, Ha3HauyeHHbI uHTepdeiicy (8
6/10KOB pasgeneHHbIX ABOEeTouMem, B Kaxgom 61oke 16
61T, 3anuCaHHbIX B BMAE YeTblpex LecTHaauaTepuyHbIX
yncen);

- prefix_length — pavHa npedukca IPv6 — pecATMyHoe Yncno
— KO/JIMYECTBO CTaplwmx 6UT aapeca COCTaBAAKOLWMX npe-
dUKc;

- eui-64 — npeHTUOMKaTOp, co3gaHHbIM Ha 6ase MAC-
agpeca vHTepdeica, 3anucbiBaeTca B 64 mnagwux 6uta
IPv6 appeca;

- anycast — yKa3blBaeT, YTO 3a4aHHbIN agpec anycast-agpec

Ypanset IPv6-aapec c untepoeiica.

ipv6 address autoconfig Mo ymonyaHuio

BKntoueHMe aBTOMaTUYECKOW KOHUrypaumm IPvb-aapecos
Ha UHTepdelice. Agpeca HacTpamBatoTCcA B 3aBUCUMMOCTM OT
npeduKcoB, KoTopble MNoJsyyeHbl B coobuwieHusax «Router
Advertisement».

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

aBTOMaTHn4yecCKana
KOHOUrypaumsa
BK/IOYEHA, agpeca He

no ipv6 address autoconfig Ha3HayeHbl.
ipv6 address
ipv6_address/prefix_length
. Mo ymonuyaHutio
link-local

3Ha4yeHue /I0Ka/ZIbHOro

no ipvé address appeca: (FES0::EUI64)

[ipv6_address/prefix-length
link-local]

3apaeT fIoKanbHbIl IPv6-aapec nHTepdeiica. Ctapwme 6uThI
NokanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbin IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaeT KoAnyectso coobuieHnin-TpeboBaHuin, nepepasae-
MbIX WHTepdencom B3aMMOAENCTBYOWEMY YCTPOUCTBY B

no ipv6 unreachables

(0..600)/1 cnydae ob6HapyskeHua aybaukaumm  (Konausuu)  IPve-
agpeca.
no ipv6 nd dad attempts Bo3Bpalaer 3HayeHne No yMmoa4aHuto.
ipv6 unreachables BkntoyeHne ICMPV6 coobLieHnit 0 HeaOCTUKMMOCTHU aape-
-/enabled caTa npv nepesaye NakeToB Ha onpeaeneHHblit nHTepdeiic.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ipvé mid version version
no ipv6 mid version

version: (1..2)/2

OnpeneneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUIKO

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#
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Tabaunuya 101 — KomaHabl perknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT MHbOpMaumto o coceaHux IPv6 ycTporicTeax,
cofep:Kallytocs B Kalule.

clear ipv6 neighbors

OumLLaeT KaLl, coaepKaLmii MHPOPMALMIO O COCEAHUX YCT-
povicTBax, paboTatowmx no npotokony IPv6. MHpopmauua o
CTaTUYECKMX 3aNNCAX COXPaHAETCA.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnunya 102 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3blBaeT HACTPOMKM npoTokona IPv6 pna ykasaHHoOro
MHTepodeiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasblBaeT Tabanuy IPv6-mapLupyTos.

5.17 HacTtpoWKa npoToKkonoBs

5.17.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHOM 3agaveit npotokona DNS asnsetca onpeaeneHuwe IP-agpeca ysna cetu (xocta) no
3anpocy, cogepalemy ero 4oMeHHoe UMA. basa JaHHbIX COOTBETCTBUIN AOMEHHbIX UMEH Y3108 CETU U
cooTBeTCcTBYIOWMX UM IP-agpecos BegetcA Ha DNS-cepsepax.
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KomaHObI pexcuma 2n0basnbHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHduUrypaumm:

console (config) #

Tabaunuya 103 — KomaHab! perkmma rnobanbHoM KoHGUrypauum

Komanda 3HaveHue/3HaveHue Neiicmeue
no ymoa4aHuro
ip domain lookup PaspewaeT ncnonbzosaHune npotokosa DNS.
-/BKIOYEHO
no ip domain lookup 3anpelaeT ncnonb3osBaHme npoTtokona DNS.
ip dns server BkntouaeT paboty DNS-cepsepa.
-/BbIK/IIOYEH
no ip dns server BbikntoyaeT paboty DNS-cepBsepa.
ip name-server Onpeaenset IPv4/IPv6-agpeca Aana  goctynHbix  DNS-
{serverl_ipv4_address | cepBepoB.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypanaet IP-agpec DNS-cepsepa 13 cnucka AOCTYMNHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name OnpeaenseT LOMEHHOE UMA NO YMONYaHUIO, KoTopoe byaeT
MUCNONb30BaTbCA NPOrpaMmon, ANA [OMNONHEHUA Henpa-
name: (1..158) BU/IbHbIX AOMEHHbIX MMEH (LOMEHHbIX MMeH 6e3 TouKu).
CYMBOOB [na nomeHHbIX MMmeH 6e3 TOUKM B KOHeL, umeHu byaeT ao-
6aBNATLCA TOUKA U YKa3aHHOE B KOMAHAE AOMEHHOE UMS.
no ip domain name Ypanaetr LOMEHHOe MMSA NO YMOTHAHUIO.
ip host name address1 OnpegenseT cTaTU4eCKne COOTBETCTBUA MMEH y3/10B ceTu IP-
[address2 ... address4] agpecam, aobaBnseT ycTaHOB/JEHHOE COOTBETCTBME B K3LU.
name: (1..158) PDyHKUMA nokanbHoro DNS. MoxHO onpegenvTb 0 YeTbipex
CMMBO/IOB IP-agpecos.
no ip host name YpanaeTr craTMyeckuMe COOTBETCTBMA WMMEH y3noB cetn |P-
agpecam.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console#

Tabnnuya 104 — KomaHab! perkmma EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
no ymoa4YaHuro
clear host {name | *} name: (1..158) YaanaeT 3anucb COOTBETCTBMA MMeHM y3na cetn IP-agpecy
CMMBOOB Kawwa nnbo Bce 3anucu (*).
show hosts [name] OTtobparkaeT JOMEHHOe MMA MO YMOAYaHWio, cnucok DNS-
cepBepoB, CTAaTUYECKME W KIWMPOBAHHbIE COOTBETCTBUA
name: (1..158) peep P
MMeH y3n08B cetu 1 IP-agpecos.
CMMBONOB
MpY MCNONb30BaHUN B KOMAHAE MMEHU y3/1a CeTU, 0Tobpa-
YKaeTcA COOTBETCTBYOLWMIA emy IP-aapec.
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show ip dns server

Otobparkaet ctatyc DNS-cepBepa M CNUCOK AOCTYMHbIX Cep-
BEpoB.

show ip dns server cache

Otobparkaet kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OTobparkaeT NogpobHbIA BbIBOL, 3aMWCM, BKAKOYAOWMNA B
ceba otBeTbl RR Ha pgaHHbIM 3anpoc query_name w que-
ry_type.

show ip dns server
counters

OTtobparkeHne 06LWEro 4Mcaa 3anpocoB M obuero uyucna
OTBETOB HalAeHHbIX B cache-hit.

clear ip dns server cache

Ounctntb Kaw DNS-cepsepa.

clear ip dns server
counters

OBHY/NUTb CYETYNKM 3aMPOCOB U OTBETOB.

[pumepbl UCN0Ab308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepBepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE
MMA NO YMOJTHaHUIO — mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTM4YeCKOoe COOTBEeTCTBUE:

192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.17.2 Hacmpoliika npomokona ARP

y3en cetMm c wumeHem eltex.mes umeet IP-agpec

ARP (Address Resolution Protocol — npoToKkon paspelueHus agpecoB) — MPOTOKOA KaHa/bHOro
YPOBHA, BbiNOAHAOWMIA GyHKUMIO onpegenedna MAC-agpeca Ha OCHOBaHMM CogepKalleroca B 3anpoce

IP-appeca.

KomaHabl pexkuma rnobanbHom KOHOUrypaumm

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnunua 105 — KomaHabl perkrma rnobanbHO KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vilan_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group | vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

[JobasnaeT crtaTuyeckyto 3anucb cootsetcTeus IP- u MAC-
agpecos B Tabanuy ARP ans yKasaHHOro B KOMaHAe UHTep-
deiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypansaetr cratMyeckyro 3anucb cootsetcTeuA IP- 1 MAC-
agpecoB 13 Tabauubl ARP gns ykasaHHOro B KOMaHAe WH-
Tepdelica.

arp timeout sec

sec:
(1..40000000)/60000

HacTpamBaeT BpemMs XW3HM AMHAMUYECKMX 3anuceit B Tab-
nvue ARP (cek).
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no ip arp proxy disable

no arp timeout ceK YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
ip arp proxy disable OTKNIOYaeT peXxmMm npokcupoBaHua ARP-3anpocoB  Aans
. KOMMyTaTopa.
-/OTKNIOUEH

BkatoyaeT perknum npokcuposaHua ARP-3anpocos gna Kom-
myTaTopa.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabaunua 106 — KomaHabl perknma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear arp-cache

YaanaeT Bce AMHamuuyeckue 3anucn u3 ARP-Tabauubl (Ko-
MaHAa AOCTYMNHa TO/IbKO AN NPUBUAETMPOBAHHOIO NO/b30-
BaTens).

show arp [ip-address
ip_address] [mac-address
mac_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob]

dopmart ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H unn H:H:H:H:H:H

mnu H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokasbiBaeT 3anucy ARP-Tabnuupl: Bce 3anucu, ¢puabTp no
IP-agpecy; dnnbTp no MAC-agpecy; dpunbtp no uHTepdeicy.
- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKa3sblBaeT rnobanbHyto KoHourypaumto ARP 1 KoHduUrypa-
umto ARP gna nntepdeicos.

KomaHObI pexcuma KoHgu2ypayuu UHmepagelica

Bua 3anpoca KomaHAHOM CTPOKM B pexkume interface configuration:

console (config-if) #

Tabnunua 107 — KomaHabl perknma interface configuration

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/OTKNIOYEH

Bkntoyaet pexum npokcmposaHuAa ARP-3anpocoB Ha Ha-
CTpamBaemom uHTepdeiice.

OTKNIOYaeT pexuMM NpoKcupoBaHuA ARP-3anpocoB Ha Ha-
CTpanBaemom UHTepodeiice.

arp timeout sec

no arp timeout

sec: (1..40000000)/
rnobanbHas HacTpolKa

HacTpanBaer Bpemsa W3HW AUMHAMUYECKUX 3anuceit B Tab-
nuue ARP (cek) gna HacTpamBaemoro nHTepdeiica.

YcTaHaBMBaeT 3HayYeHne Mo yMoAYaHuio (ycTaHaBaMBaeTcs
rnob6anbHo).

ip local-proxy-arp

no ip local-proxy-arp

-/OTKNtO4YEH

BkntouaeTr Ha wHTepdelice ¢yHKumoHan Local Proxy ARP
(kommyTaTop 6yaeT oTBedaTb Ha ARP-3anpocbl K XxocTam,
HaX04ALMMCA B TOM YMC/Ie Ha 3TOM Ke L3-uHTepdeiice). s
paboTbl AaHHON QYHKLMM Ha NOPTYy HEOOXOAMMO BKAOUYUTH
06bl4HbIN Proxy ARP (IP proxy-arp).

OTkAtoyaeT pyHKumoHan Local Proxy ARP Ha nHTtepdelice.
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[pumepbl UCN0Ab308AHUA KOMAHO

[JobaBuTb cTaTMyeckyto 3anucb B8 ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA }KU3HM ANHAMUYECKKnX 3anmceit B ARP-Tabaunue — 12000 cekyHA;

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config) # exit
console# arp timeout 12000

= [lokasaTtb cogepxxmmoe ARP-Tabaumupl:

console# show arp

vlan 1

te0/12 192.168.25.1

HW address status

02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MNMpoTokon nossonser
pacnpocTpaHnte No cetn unaeHtnpukatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP asnsetca
0b6HapyKeHne nHGopMaummn o6 oTCyTCTBYHOLWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHnn
coobuweHnit GVRP. NMonyuns nHbopmaunto o6 otcyreraytowmx VLAN, kommyTaTtop aobaBnseT ee B CBOKO

6a3y AaHHbIX.

KomaHObI pexcuma 2a106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnvua 108 — KomaHabl pexxnma rnobanbHoN KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

gvrp enable

no gvrp enable

-/BblKNIOYEH

BkntouaeT ncnonb3osaHme npotokona GVRP-kommyTaTopom.

Bbikntoyaer “cnonb3oBaHue npoToko/sa GVRP-
KOMMYTaTOpOM.

gvrp static-vlan

no gvrp static-vlan

MNonyyeHHble no GVRP vlan 6yayT aBTOmatuyeckn pobas-
naTbeA Bo vlan database.

OTKAtoUNTb Aob6aBaeHne vlan’oB, NosyyYeHHbIX MO NPOTOKOAY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica (QuanasoHa uHmepageticos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua 3anpoca KOMaHZAHOW CTPOKWU B pexume KoHourypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console#

configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
| fortygigabitethernet fo port | port-channel group}

te port

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

123



DHELTEX

console (config-if) #

Tabaunuya 109 — KomaHab! perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHtepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
gvrp enable Bkntoyaet ucnonb3oBaHue npotokona GVRP Ha HacTpau-
BaemMoM uHTepodeiice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT Mcnonb3oBaHne npotokona GVRP Ha HacTpau-
BaemMoM MHTepoeiice.
gvrp vlan-creation-forbid 3anpelaet AMHaMM4YecKkoe nsmeHeHme namn cosgaHuve VLAN
018 HacTpaMBaemMoro uHTepdelica.
-/paspelueHo

Pa3spelaetr guHamuyeckoe nsmeHeHme unun cosgaHue VLAN
O/19 HacTpamBaemMoro uHTepdelica.

gvrp registration-forbid

Mo ymonyanuio

BbinonHAeT cHATUe pernctpaummn ana scex VLAN u He gonyc-

co3gaHue u KaeT co34aHuA uan permctpauumn Hosbix VLAN Ha gaHHOM
peructpauma VLAN Ha nHTepdeice.
no gvrp registration-forbid nHTepdeiice YcTaHaBAuBaeT 3Ha4YeHMe Mo YMONYAHMUIO.
paspelueHa

KomaHObI pexcuma KoHguaypauyuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perKnme KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnunua 110 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN

3HayeHue/3HayeH
KomanHda ue no OnucaHue
YMOAYAHUIO
gvrp advertisement-forbid 3anpewaeT aHoHcuposaHue VLAN no npoTtokony GVRP.
no gvrp advertisement- - OTmeHAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
forbid GVRP.

KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma privileged EXEC:
console#

Tabnnua 111 — KomaHabl perxknma privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

clear gvrp statistics OuunLaeT HaKOMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
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KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console>

Tabnnuya 112 — KomaHab! perkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasbiBaeT KoHdurypauuto npotokona GVRP gns ykasau-
Horo uHTepdelica, 1Mbo gna Bcex HTepdelicos.

Moka3sbiBaeT HaKOMNJIEHHYIO CTaTUCTUKY No npoTtokony GVRP
ONA yKasaHHoro uHtepdeiica, inbo ansa scex MHTepdencos.

MoKasblBaeT CTAaTUCTMKY MO OWKNOKam npu paboTe NpoToKo-
na GVRP pgns ykasaHHoro uHTtepdeica, nimbo Ana BCEX WH-
Tepdeincos.

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[JaHHbI MexaHM3M MO3BOJIAET YCTPOMCTBY OTC/EXKMBATD 3aKO/IbLLOBaHHbIE NOPTbI. MeTns Ha nopTy
0bHapy»KMBaeTcA MyTEM OTCbIIKM KOMMyTaTopom ¢peiima C aApecom HasHauyeHws, COBMALALLMM C
oAHUM 13 MAC-agpecoB ycTpoicTBa.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXume rnobasbHon KoHoUrypaumm:

console (config) #

Tabnnuya 113 — KomaHab! perknma rnobanbHoM KoOHGUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIKNIOYEHO

BK/tOYaET MexaHn3M OBHapyKeHWUA neTenb ANA KOMMYTaTo-
pa.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBAnBaeT MHTepBan mexay loopback-¢pperimamu.
- seconds — HTepBaa BpemMeHu mexay LBD ¢dpeitmamu.

BoccTaHaBnmBaeT 3HaYeHue no YMOAN4YaHUIO
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loopback-detection mode Onpeaensetr MAC-agpec HasHayeHus, yKasbiBaembli B LBD-
{src-mac-addr | dpeiime.

base-mac-addr | - source-mac-addr - B KauecTBe aApeca Ha3HaYeHUs UCNoNb-
multicast-mac-addr | 3yetcA MAC-afpec NnopTa-UCTOYHMKA;

broadcast-mac-addr} - base-mac-addr - B kauecTBe agpeca HasHayeHMA UCNOJb3Y-

etca MAC-agpec KommyTaTopa;

- multicast-mac-addr - B KayecTBe agpeca Ha3HayeHUs UC-
no/sib3yeTcA rpynnoBo aapec;

- broadcast-mac-addr - B kauecTse agpeca HasHayeHuA uc-
No/ib3yeTcA LWMPOKOBeLLATENbHbIN agpec.

-/multicast-mac-addr

no loopback-detection BoccTaHaBAMBaAET 3HaYEHME MO YMONYAHUIO

mode

loopback-detection vlan- BkntouyaeT pexxkmm obHapy:keHusa netam Bo VLAN. Mpu Hanu-

based ynm netam Bo VLAN paHHaa VLAN byaeT 3ab10KMpoBaHa Ha
-/BbIKNOYEHO nopTy, Ha KOTOPOM bblsla OBHapyKeHa neTns.

no loopback-detection
P OTK/lOYaeT pexknm obHapyxeHua netam so VLAN.

vlan-based
loopback-detection vlan- 3agaeT Bpems 610Kknposkm VLAN.
based recovery-time value - value — Bpems, no ncteyeHue Kotoporo VLAN aBTomaTnue-
value: (30..1000000)
CKM pasbnokupyetcs.
- /BbIKNOYEHO
no loopback-detection 3abnokupoBaHHble VLAN He 6yayT BoccTaHaB/iMBaTbCA aB-
vlan-based recovery-time TOMaTUYECKM.

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-

¢helica epynnsl nopmos

Buza 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm untepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port | fortygigabitethernet fo port | port-channel group}
console (config-if) #

Tabnnualld — KomaHgpl pexkuma KoHdurypaumm nHtepdeica Ethernet, rpynnbl MHTepdeincos, MHTep-
¢deiica VLAN

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmoa4aHuro
loopback-detection enable BK/toYaeT mexaHW3m 0bHapy»KeHua netesb Ha NopTy
no loopback-detection -/BbIKNIOYEH BoccTaHaBAMBaET 3HaYeHMeE MO YMOYAHUIO
enable

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#
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Tabnnua 115 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

show loopback-detection OTobparkaeT coctosHMe mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+

OcHoBHOWM 3aaa4eit npotoKosa STP (Spanning Tree Protocol) asnaetcsa npuseaeHune cetu Ethernet c
MHOMECTBEHHbIMM CBA3AMM K APEBOBUAHON TONOMAOTMN, UCKAOYAIOLEN LMKAbI NakeToB. KommyTaTopbl
0bMeHMBaloTCA KOHOUIYPaLUMOHHBbIMU COOBLLLEHUAMKM, MCMNONb3YA Kaapbl chneuuanbHoro dopmarta, u
BbIBOPOYHO BK/AIOUAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbi.

Rapid (6bicTpbiii) STP (RSTP) aBnseTcs ycoBeplleHCTBOBaHMEM MpOTOKosa STP, xapaKTepusyetca
MEHbWWM BpPEMEHEM MPUBEAEHMA CETU K APEBOBMAHOW TOMONOIMM U WMMeeT 6onee BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) sBnsetca Haubonee coBpemeHHOM peanusauuen STP,
nogaep:meatowenn ucnonbsosaHne VLAN. MSTP npegnonaraet KoHdurypaumtio Heobxogmmoro
KO/IMYECTBA 3K3EMNNAPOB CBA3YIOLWLErNO AepeBa (spanning tree) BHe 3aBMCMMOCTM OT Ymcna rpynn VLAN Ha
KoMmmyTaTope. Kaxabii 3K3eMNAap MOXKET cogeprkaTb Heckonbko rpynn VLAN. HegoctaTkom npoToKoa
MSTP siBnseTca To, YTO Ha BCeX KOMMYTATopax, B3anmogencreytowmx no MSTP, fonHbl BbITb 0A4MHAKOBO
cKoHoUrypuposaHsbl rpynnbl VLAN.

V MaKcMmanbHO A0NYCTUMOE KOIMYECTBO 3K3emnaAapoB MSTP yKasaHo B Tabauue 9.

MexaHnsam  Multiprocess STP npegHasHauyeH [Ans  co3daHWA  HE3aBUCUMMbIX  [epeBbes
STP/RSTP/MSTP Ha nopTax ycTpoWcTBa. M3meHeHWA COCTOSAIHMA OTAENbHOIO AepeBa He OKa3blBaloT
B/IMAHMA Ha COCTOAHWE APYrMX AEPEeBbEB, YTO MO3BO/IAET MOBbLICUTb YCTOMYMBOCTb CETU U COKPaATUTb
BPEMS MNEpPecTPoeHus JepeBa B C/Ayyae OTKas3oB. [1pM KOHPUIypupoBaHWKM caedyeT WCKAYUTD
BO3MOXHOCTb BO3HMKHOBEHMA KOJEeL, MeXKay NopTaMm-4yieHaMn pasHbix gepesbeB. [aa ob6cnyKuBaHusA
M30/IMPOBaHHbIX AEPEBLEB B CMCTEME CO34aETCA OTAENbHbIM Npouecc Ha Kaxaoe aepeso. C npoueccom
COMNOCTaB/IAOTCA NOPTbI YCTPOMCTBA, MPUHAANEKaLME AepeBy.

5.17.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM peXxnma rinobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnmua 116 — KomaHAb! pexknuma rnobanbHoM KOHGUrypauum

KomaHoa 3HayeHue/3HayeHue Aeiicmeue
o ymon4aHuro

spanning-tree JaKnioueHo PaspeluaeT UCNONb30BaHME KOMMYTaTOPOM NpoToKoa STP.
no spanning-tree 3anpeLyaeT CNO/Ib30BaHME KOMMYTAaTOPOM NpPoToKona STP.
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spanning-tree mode {stp
| rstp | mstp | pvst}

no spanning-tree mode

-/RSTP

YcTaHaBAMBAET peXnm paboTbl NpoToKosa STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst - Per-Vlan Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHne No YMOAYaHUIO.

spanning-tree forward-
time seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAWBaeT MHTePBAN BPEMeEHMU, 3aTpaymMBaeMblit Ha Npo-
C/IYWIMBAHUE U U3YYEHME COCTOAHUI nepes NepektoveHnem
B COCTOSIHWE Nepeaayu.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-
time

seconds: (1..10)/2 cek

YcTaHaBAMBaAET MHTEPBAN BPEMEHU MeEXAy nepefadamu Wu-
poKoBeLaTeNbHbIX coobuweHunii «Hello» K B3aMmogencTayto-
LWMM KOMMYTaTOpam.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree
loopback-guard

PaspelsaeT 3awmTy, BbiKAOUYaOLWYO 060N nHTepdelic npu
npueme naketos BPDU.

- -/3anpeleHo — —
no spanning-tree 3anpeLaeT 3aLWuMTy, BbIK/AOYAOLWYO MHTepdeinc npu npuéme
loopback-guard naketos BPDU.
spanning-tree loopguard BrkntoumTb PpyHKUMIO Loop Guard ana Bcex nopTos.
default

-/oTKAOYEHO

no spanning-tree
loopguard default

OTKAYNTbL GYHKLMIO Loop Guard.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa KM3HM cBasytowwero gepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpansaeT npunoputet ceasytouLero gepesa STP.
3HayeHuWe NpuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaEeT 3HAYEHKWe Mo YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree
pathcost method

-/short

YcTaHaBAMBaeT MeToA onpeneneHus LLeHHOCTU NyTu.
- long — 3HayeHMe LeHHOoCTM B granasoHe 1..200000000;
- short — 3HauyeHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

-/flooding

Onpegaenset pexum  obpaboTku nakeToB BPDU-
MHTepdencom, Ha KOTOPOM BbIK/tOYEH NPOTOKOA STP.

- filtering — Ha nHTepodelice c BbIKAOYEHHbIM NPOTOKOAOM STP
BPDU-nakeTbl dpunbTpytoTcs;

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHBIM MPOTOKO/IOM
STP HeTernpoBaHHble BPDU-nakeTbl nepenatoTca, TermpoBaH-

Hble — UAbTPYLOTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree process id

no spanning-tree process
id

id: (1..31)/0

KomaHAa co3gaeT OTAenbHbld mpouecc M nepesoanT Ko-
MaHZAHbIV UHTepdeNc B peXkum ero KoHdurypauuu.

BHYTpM npouecca NPUMMEHMMbI BbilleyKa3aHHble

V KOMaHAb!:

spanning-tree forward-time seconds;

spanning-tree hello-time seconds ;

spanning-tree max-age seconds ;

spanning-tree priority prior_val

YaanaeT yKasaHHbI npouecc.

LN

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoaumo Bbinon-
HeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, uHmepagelica epynmnbi Nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:
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console (config-if) #

Tabnnua 117 — KomaHAp! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree disable

3anpewaet paboTy npotokona STP Ha KoH$uryprpyemom
MHTepoeice.

no spanning-tree cost

(1..200000000)/cm.
Tabnvuy 118

no spanning-tree disable */paspewerio PaspewaeT paboty npoTokona STP Ha KoHbUrypupyemom
MHTepodeiice.
spanning-tree cost cost YcTaHaBAMBaeT LLeHHOCTb NyTH Yepes AaHHbI uHTepdelic.
cost: - cost — LLleHHOCTb NyTW.

YcTaHaBAMBaeT 3HayeHue, onpefeniemMoe Ha OCHOBaHWMU
CKOPOCTM MopTa M MeTofa onpeaesieHuna LLeHHOCTU Ny,
cm.Tabnmuy 118

spanning-tree port-priority
priority

no spanning-tree
port-priority

priority: (0..240)/128

YcTaHaBAMBAET NPUOPUTET UHTEpdENica B CBA3YIOLLEM Aepe-
e STP.

V 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree portfast
[auto]

no spanning-tree portfast

-/auto

BK/IIOYaET PEXUM, B KOTOPOM MOPT MPU MOAHATUM Ha HEM
JINHKa cpasy CTAHOBWUTCA B COCTOAHWE Mepenayn, He JOXU-
[aACb UCTeYeHNA Talimepa.

- auto — f06aBnAeT 3aePKKY 3 CEKYHAbI Nepes, Nepexosom
B COCTOSIHME Nepeaayu.

Bbikntoyaet pexXmMm MOMEHTAaNbHOIMo nepexoaa B COCToAHUE
nepegayn no NOAHATUIO KJIMHKa».

spanning-tree guard {root
| loop | none}

no spanning-tree guard

-/ucnonb3osaHune
rnobanbHom
HaCTPOWVKK

BKAtOYAET 3aLMTY «KOPHA» ANA BCEX CBA3YIOLWMX AepeBbes
STP BbIGpaHHOro nopra.

- root — 3anpelaer uHTepdelicy ObiTb KOPHEBBIM MOPTOM
KOMMYTaTopa;

- loop — BKAtOYaeT Ha MHTepdeiice AONONHUTENbHYIO 3aLLUTY
oT netenb. B cnyyae, ecam uHTepdeic HaxoaUTCA B COCTOA-
HUK, oTanyHom ot Designated u npu sTom nepecraet nony-
YyaTb BPDU, uHtepdelic bnokupyertcs;

- none — oTKkAtoYaeT Bce Guard-pyHKUMM Ha nHTepdelice.

Mcnonb3oBaTb rN06anbHy0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

-/BbIK/IIOYEHO

PaspelwaeT 3alLmTy, BbIK/OYAOLLYO HTepdEc Npu npuéme
naketos BPDU.

3anpeLaeT 3alWmTy, BbIK/HOYaoLLY0 MHTepdenc npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnekcHoro
nopTa «TOUYKa-TOYKa,
AN NONyZAynAeKCHOro

— «pa3BeTB/IEHHbIN»

YcraHaBauBaeT npotokon RSTP B nepegatollee coctoaHue u
onpeaenseT TMN CBA3W A4/ BbIOPaHHOro NopTa:

- point-to-point — TouKa-TOuUKa;

- shared — pa3BeTB/NIEHHbIN.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree
restricted-tcn

no spanning-tree
restricted-tcn

-/BbIK/IOYEHO

3anpewaet npuem BPDU c dnarom TCN.

Paspewaet npuem BPDU c dnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexumm 06paboTku nakeTos BPDU-
UHTepdencom, Ha KOTOPOM BbIKIHOYEH NPOTOKOA STP.

- filtering — Ha nHTepdelice c BbIKNOYEHHbIM MPOTOKOSIOM
STP BPDU nakeTbl punbTpytoTCcs;

- flooding — Ha uHTepdeiice ¢ BbIKAOYEHHBIM NMPOTOKO/IOM
STP HeTermpoBaHHble BPDU-nakeTbl nepegaroTca, Termpo-

BaHHble — GUNLTPYOTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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spanning-tree
binding-process id

no spanning-tree
binding-process

id: (1..31)/0

MpuBA3bIBAET NOPT K yKazaHHOMY npoueccy. Mo ymonyaHuio,
BCE NOPTbI NPUBA3aHbI K HYN1EBOMY NpoLeccy.
- id — Homep npouecca.

BoccTaHaBnMBaeT NPUBA3KY NOpTa No YMOIYAHHUIO.

Tabnunuya 118 — LleHHOCTb NyTK, yCTaHOBAEHHAA MO YMO4aHUIO (spanning-tree cost)

Memoo onpedeneHusn
Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 119 — KomaHabl perxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT cocTosHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoapobHy MHGOPMaLMIO O HACTPOMKaX NPo-
ToKona STP, nHbopmauuto 06 akTUBHbIX MM 3a610KMPO-
BaHHbIX NOPTaXx.

clear spanning-tree
detected-protocols
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mepe3anyckaeT npouecc MurpaLmm NpoTokona. 3aHoBo
npoucxoauT nepecyér gepesa STP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#
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Tabnnua 120 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MoKa3sbiBaeT pexum o06paboTkm naketoB BPDU Ha uHTep-
deiicax.

5.17.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2n106anbHol KoHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunua 121 — KomaHabl perkmnma rnobanbHol KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue

110 yMOAYAHUIO

Aelicmeue

spanning-tree

PaspelsaeT ncnonb3oBaHMe KOMMYTaToOpom npotokona STP.

- -/pa3pelueHo

no spanning-tree 3anpewaet UCNO/Ib30BaHME KOMMYTAaTOPOM NpoTokosa STP.

spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP.

rstp | mstp | pvst} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET METOS, ONpeaeieHUs LLeHHOCTU MyTHu.

method {long | short} - long — 3HauyeHue LeHHOCTM B AnanasoHe 1..200000000;
-/short - short — 3HayeHue LeHHocTM B ananasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..15);
priority:
(0..61440)/32768

YcTaHaBAuBaeT npuvopuTeT ANA AAaHHOTO KOMMyTaTopa ne-
pes OCTa/fbHbIMKM, WCMONL3YKOLWMMKN OBWNUA  3K3emnaap
MSTP.

- instance_id — aksemnnap MST;

- priority — npMopuTeT KOMMyTaTOpa.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst
max-hops hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMasbHOE KONMYECTBO TPAH3UTHBIX
y4yacTkoB An1a naketa BPDU, Heobxoaumsbix gns dopmuposa-
HUA [epeBa U yAep)KaHUA WMHOOPMaUUM O ero CTPOEHUW.
Ecnn naket yxke npowen mMakcMmanbHOE KONMYeCTBO TpaH-
3UTHbIX YY4ACTKOB, TO Ha Cneaytollem y4acTke OH oTbpacbliBa-
eTcAa.

- hop_count — MmakcMMasibHOE KOJIMYECTBO TPAH3UTHbIX y4a-
CTKOB AnA naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHdurypauum npoTokosia MSTP.
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KomaHObI pexcuma KoHgua2ypayuu npomokosaa MSTP

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KOHPUrypaumnm npotokona MSTP:

console# configure

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabaunuya 122 — KomaHabl pexkmma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id
vlan vian_range

instance_id:(1..15);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY 3K3eMMNIAPOM MpPOTOKoa
MSTP n rpynnamun VLAN.

- instance-id — wpeHTUdUKATOp 3K3emnaspa MpPOTOKo/a
MSTP;

- vlan-range — Homep rpynnbi VLAN.

YaanaeT COOTBETCTBME MeXAY 3SK3eMNAApOM NpPOTOKONa
MSTP v rpynnamn VLAN.

name string

no hame

string: (1..32) cumBona

3apaet nma KoHoburypauum MST.
- string — umsa KoHourypaumm MST.

Ypanaer uma KoHpurypaumm MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBusnn KoHdurypauum MST.
- value — Homep peBn3nmn KoHdurypaumm MST.

YcTaHaBAMBaET 3Ha4YeHMe Mo ymonyauuio (value).

show {current | pending}

MoKasbiBaeT TeKywylo (current) nnbo  oxuaatoulyto
(pending) koHdurypaumo MST.

exit Bbixoa, 13 pexxnuma KoHourypaumm npotokona MSTP ¢ coxpa-
HeHVem KoHbUrypauuu.
abort Bbixos M3 pexuma KoHdurypauum npoTokosa MSTP 6es

COXpaHeHna KoHbUrypauum.

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynnbi nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexxume KoHoburypaumum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabanua 123 — KomaHab! perkmma KoHourypaumm nHtepderica Ethernet, rpynnol noptos

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3awmTa BbIKNOYEHa

BK/ItOYaET 3alUUTy «KOPHA» AN BCEX CBA3YIOWMWX AEPEBLEB
STP BbI6paHHOro nopta. [laHHas 3aliMTa 3anpeLiaeT uHTep-
delicy 6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst
instance_id port-priority
priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBAMBaeT NnpuoputeT nHTepdeiica B aksemnasape MSTP.
- instance-id — wpeHTMdMKATOP 3K3emnaapa MPOTOKOAA
MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HaueHue NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id cost cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb MyTU 4Yepes BblbpaHHbIN WMHTep-
deiic ana onpeaeneHHoro sk3emnasapa npotokona MSTP.

- instance-id — wpeHTMdMKATOP 3K3emnaapa MPOTOKO/A
MSTP.

- COSt — LEHHOCTb NyTU.
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no spanning-tree mst
instance_id cost

YcTaHaBAMBAET 3HAYeHWe, omnpefensieMoe Ha OCHOBAHWUM
CKOPOCTM MOpTa U MeToAa OnNpefeNeHns LeHHOCTU NyTH, CM.
Tabnnuy 118

spanning-tree port-priority
priority

no spanning-tree
port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpPUOPUTET UHTepdeica B KOPHEBOM CBA-
3ytowem gepese MSTP.
/1 3HaueHue npuopuTeTa AOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnunuya 124 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group] [instance
instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokasbiBaeT KoHdUrypauuto npoTokona STP.
- instance_id — wpeHTUOUKATOP 3K3emnaapa MpOTOKo/A
MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..4094)

MNokasbiBaeT NoapobHy MHGOPMALMIO O HAaCTPOMKe NPOTO-
kona STP, uHbopmaumio 06 aKTUBHbIX MM 3aBNOKMPOBAH-
HbIX NOpPTaXx.

- active — npocmoTp MHGopMaLmm 06 aKTUBHBIX NOPTaX;

- blockedports — npocmoTp MHbOpPMaLMK O 3a6NOKMPOBAH-
HbIX NOPTaXx;

- instance_id — wpeHTUdMKATOp 3K3emnispa MPOTOKoAa
MSTP.

show spanning-tree
mst-configuration

Moka3sblBaeT MHGOPMALMIO O CKOHOUIYPUPOBAHHbBIX IK3EM-
nnapax MSTP.

clear spanning-tree
detected-protocols
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanyckaeT npouecc MUrpaLuMu NPOTOKOAA. 3aHOBO

NPOMCX0aUT NPOCYET aepesa STP.

[pumepbl 86IMNOAHEHUA KOMAHO

= BKAKOYUTb NOAAEPKKY NPOTOKONA STP, yCTaHOBUTL 3HaYeHWe MPUOPUTETA CBA3YIOLLErO AepeBa
RSTP — 12288, uHTepBan forward-time — 20 ceKyHA, MHTEPBaN BPEMEHU MeEXKAy nepenadvamu
LIMpOKOBeLLaTeNbHbIX coobueHui «Hello» - 5 cekyHa, Bpemsa XuU3HW cBA3ytowero aepesa — 38
cekyHa. MokasaTtb KoHdurypaumto npotokona STP:

console (config
console (config
console (config
console (config
console (config
console (config

)
)
)
)
)
)

#
#
#
#
#
#

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38
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console (config) # exit

console# show spanning-tree

Root ID

Times:

Interfaces
Name

tel/0/1
tel/0/2
tel/0/5
tel/0/6
tel/0/7
tel/0/8
tel/0/9
gil/o0/1
Pol

Disabled
Priority 32768
Address a8:f9:4b:7b:e0:40

This switch is the root
Hello Time ©5 sec Max Age 38 sec Forward Delay 20 sec

hold 1, topology change 58,
hello 5, max age 38, forward delay 20
State Prio.Nbr Cost
enabled 128.1 100
disabled 128.2 100
disabled 128.5 100
enabled 128.6 4
enabled 128.7 100
enabled 128.8 100
enabled 128.9 100
enabled 128.49 100
enabled 128.1000 4

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard:

Number of topology changes 0 last change occurred 23:45:41 ago

notification 5

Sts Role PortFast Type
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Frw Desg Yes P2P (RSTP)
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokona PVST+

PVST+ (Per-VLAN Spanning Tree Plus) — oaHa 13 pa3sHoBMAHOCTEM NpoToKkona Spanning Tree, pacwiu-
paowan GyHKUMOHaAbHOCTb STP ana ncnonb3osaHma B otaenbHbix VLAN. MprmeHeHMe AaHHOro NpoTo-
KoJ1a No3BoIAET B KaxkaomM VLAN co3gatb oTaenbHbI ak3emnnap STP. PVST+ coemectum c STP.

" i MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoge B pexkum PVST BpemeHHO

e 6n0KupytoTCA.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM peXxnma rinobanbHoM KoHbUrypauum:

console (config) #

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan
vlan_list

spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMONYaHMIO BCe
MHCTaHCbl BK/IHOYEHbI

BKntounTb paboTy npoTtokona PVST+ B ykasaHHbix VLAN.

OTKAtoYaeT paboTy npoTokona PVST+ B ykasaHHbIx VLAN.
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spanning-tree vlan
vlan_list forward-time
seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaB/MBaeT MHTEPBAA BpeMeHM, 3aTpaunBaemblii Ha Npo-
CNyLUMBAHME M U3YyYEeHWE COCTOAHMUI Nepes, NepekntoyeHnem B
COCTOAHME Nepeaayn anA yKasaHHbix VLAN.

V Talimepbl [O/MKHbI COOTBETCTBOBATb Che-
aywowen popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBAET 3HAYeHUeE No YMO4YaHUIO.

spanning-tree vlan
vlan_list hello-time
seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBA BPEMEHUN MEXAY Nepesadyamm Wn-
poKoBeLLaTeibHbIX coobuieHmnit «Hello» K B3aumopgencTayto-
MM KOMMYTaTOpam a1 ykaszaHHbix VLAN.

YcTaHaBAMBAET 3HAYeHUeE No YMO4YaHUIO.

spanning-tree vlan
vlan_list max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaAET BpemMA XM3HU ceAasytowero aepesa STP ana
yKaszaHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list priority
priority_value

spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

Hactpausaet npuoputeT caAsytoLero gepesa STP.
V 3HaueHue BbibMpaeTca U3 AManasoHa C LWa-
rom 4096

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

Tabnunua 125 — KomaHab! perkmnma rnobanbHol KoOHGUrypaumm

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabanua 126 — KomaHAabl pexnma KoHpurypaumm nHtepodelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NyTWM 4yepe3 AaHHbI MHTepdeic
ONA yKasaHHbIX VLAN.
- €OSt — LEeHHOCTb NyTH.

YcTaHaBAMBaeT 3HayeHuWe, onpenensemoe Ha OCHOBaHUMU
CKOPOCTM NOpTa U MeToAa onpeaeneHns LLeHHOCTM NyTn AnA
yKasaHHbIx VLAN

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpeuwaet paboTy npoTokona STP Ha KoHOUrypupyemom
nHTepoerice ans ykasaHHbix VLAN.

Paspewaet paboTy npoTtokona STP Ha KOHUrypupyemom
nHTepoerice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority
priority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBavMBaeT npuopuTeT UHTepdelica B KOPHEBOM CBA-
3ytowem gepese STP.
V 3HaueHue Bbl6MpaeTcA U3 AManasoHa C wwa-
rom 16

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

Mpotokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH ANs NOBbILWEHUA YCTOMUMBOCTU
W HaOEXHOCTM CETU Nepenayn OaHHbIX, MMEIOLLEN KOMbLEBYIO TOMOAOIMIO, 33 CHET CHUMKEHUA BPEMEHM
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BOCCTaHOB/1EHNA CeTKn B C/Zlydae aBapuwn. BpeMFI BOCCTaHOB/1IeHMA He npeBblllaeT 1 CEeKyHAbl, 4TO
Cyl,eCTBeHHO MeHblle BpemMeHU nepeCTpOVIKM ceTn nNpu ncnoib3oBaHMK NPOTOKO/10B cemencraa Spanning

tree.

KomaHObI pexcuma 2n0basnbHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 127 — KomaHab! perknma rnobanbHoM KoOHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMoA4YaHUto
erps PaspeLwwaeTt pabo oTokona ERPS.
P -/BbIK/OYEHO PELAET paboTy NPOTOKOA
no erps 3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3pgaHue ERPS-Konbua ¢ naeHtneumrkatopom R-APS VLAN, no
KoTopoi byaeT nepepaBaTbca cayxebHas MHPopmauma w
nepexoz, B peXMm KOHOUrypaumm KonbLa.

- vlan_id — Homep R-APS VLAN.

Yaanenune ERPS-konbua ¢ naeHtuoukatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Konsya

Bupa, 3anpoca KOMaHAHOM CTPOKM B penume KoHPurypaumm KosnbLa:

console (config-erps) #

Tabnuua 128 — KomaHabl pexxnma koHoburypaumm ERPS-konbua

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[OobasnaeT ananasoH VLAN B cN1COK 3almiLeHHbIx VLAN.

- vlan_list — cnucok VLAN. unanasoH VLAN MoOXHO 3apaTb
nepeyncieHnem yepes 3anATylo0 WAW YKasaTb HayaslbHOe U
KOHEeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmeHHbix VLAN.
- vlan_list — cnnucok VLAN pgns yoanenus.

port {west | east}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Boibop west (east)-nopTa KOmMmyTaTOpa, BK/IOYEHHOTO B
KO/bLLO.

group} group: (1..48)
no port {west | east} YaaneHune west (east)-nopta KommyTaTopa, BKAOYEHHOrO B
KONbLO.
rpl {west | east} {owner | Bblbop RPL-nopTa KOMMyTaTOpa U €ro ponu.
neighbor} - west — RPL-nopTom 6yaeTt HazHauyeH west-noprt;
- east — RPL-noptom b6yzer HazHayeH west-nopT;
_/no rpl - owner — KOMmyTaTop byaer anaTbca Bnagenouem RPL-
nopTa;
- neighbor — KommyTatop 6ygeTt ABNATbCA cocefom Bha-
nenbua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTtaTopa.
level level HacTpolika ypoBHa cooblieHuii R-APS. Heobxoaumo pns
) npoxoxKaeHus coobuweHunit yepes CFM MEP.
level: (0.7)/1 - level — ypoBeHb coobuyeHunii R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHMIO.
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ring enable
no ring enable

-/BbIKNOYEHO

BkAtoYeHne GyHKLMOHNPOBAHNUA KOMbLa.

BbIKk/toYEHNE GYHKLMOHNPOBAHUA KO/bLA.

version version

version: (1..2)/2

no version

Bbibop pexnma COBMECTUMOCTU C APYTMMWU BEPCUAMM NPO-
ToKona G.8032.
- version — Bepcua npotokona G.8032.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

revertive
no revertive

-/revertive

Bbibop pexkrma paboTbl KosbLa.

YCTaHOBKA 3HaYeHUA N0 YMOAYAHUIO.

sub-ring vlan vian_id
vlan_id:(1..4094)

no sub-ring vlan vian_id

YKasaHue noAKonbLa ANA JAaHHOTO KoMbLa.
- vlan_id —Homep VLAN.

YaaneHue noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id vlan_id:(1..4094)

BKNHOUMTL OTNpPaBKY cUrHana ounctkm MAC-Tabauubl B oc-
HOBHOE KOJ1bL,0 MPU NepecTpoeHnn NOAKObLA.

OTKNOYNTL OTNPaBKY CUrHana o4Ynuctkm MAC-Tabamubl B
OCHOBHOE K0J1bLI0 NPpU NepecTpoeHnmn NogKobLaA.

i d val
imer guard vaiue value:(10..2000) mc,

KpaTHoe 10/500 mc

no timer guard

YcTaHOBKa Talimepa 6a0kupytowero ycrapeswue R-APS co-
obueHus.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

timer holdoff value

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

no timer holdoff

YcTaHOBKa Talimepa 3a4ep’KKM peakuuMum KommyTaTopa Ha
U3MEHEHME B COCTOAHWWU. BMecTo peakuum Ha cobbiTwe
BK/IOYAETCA TaliMep, MO UCTEYEHUU KOTOPOro KOMMyTaTop
MHGOPMUPYET O CBOEM COCTOSHUW. [MpefHasHayeH Aana
yMeHblleHna ¢ayLa NakeTos nNpu GaannuHre NnopTos.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMmyTaTope B revertive-pexxume. Mcnonb3yetca gna npe-
[0TBPALLEHUA YACTbIX 3aLUMUTHbIX MEPEKTOYEHUA U3-33 CUT-

MuH Ha/I0B O HEUCNPABHOCTAX.

no timer wtr YCTaHOBKa 3HaUYeHWA N0 YMOAYAHUIO.

switch forced {west | east} dopcupyeT 3anycK 3alMUTHOTO NepeKkIoyeHna Kosbla, npu
-/no 3TOM B/I0KMPYETCA YKa3aHHbIW NOpPT.

no switch forced OTtmeHa GopcMpoBaHUSA NEPEKIOYEHNA KObLA.

switch manual {west | PyyHoe 610KMpOBaHKME yKazaHHOro west (east)-nopTa 1 pas-

east} -/no 610KMpoBaHue east (west).

no switch manual OTMeHa py4yHOM 6NOKMPOBKU.

abort OTKaTUTb M3MEHEHUA, BHECEHHble C MOMEHTa BXo4a B pe-

UM KOHUrypaLmm KonbLa.

KomaHObi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 129 — KomaHabl perkmma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc nHpopmaumm o6 obuwem coctosaHuu ERPS wmam co-
CTOAHMM YKa3aHHOro Ko/bLa.

5.17.7 Hacmpoliika npomokona LLDP

OcHoBHOM ¢yHKUMeN npoTokona Link Layer Discovery Protocol (LLDP) siBasetcs obmeH mexay

ceTeBbiMuU YCTDOﬁCTBaMM O CBOEM

COCTOAHUN N XaPaAKTEPUCTUKAX.

NHudbopmauus,

cobpaHHan

nocpeacTBom npoTtokona LLDP, HaKan/aMBaeTcs B yCTPOMCTBAX M MOXKET ObITb 3aNpoLleHa YNpaBAAOLWMUM
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KomnbtoTepom no npotokony SNMP. Takmm obpa3om, Ha OCHOBaHWMM cOBpaHHOM WMHPOPMaLMK, HA
YyNpaBAAIOLLEM KOMMNbIOTEPE MOXKET ObITb CMOAEIMPOBAHA TONONOTUA CETU.

KommyTatopbl noadep:KuBaloT nepegadvy Kak CTaHAAPTHbIX MapameTpoB, Tak M OMUMOHAJIbHbIX,

TaKUX KaK:

—  WMSA YCTPOWCTBA M €ro onuncaHue;
— WM NOpPTa U ero onucaHue;
—  uHbopmauma o MAC/PHY;

- uT.Aa.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHoM KoOHbUrypauum:

console (config) #

Tabaunuya 130 — KomaHab! perkmma rnobanbHoM KoHGUrypaumum

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no yMmoa4YaHuro
lidp run /paspelueHo PaspelwaeT KommyTaTopy UCNOAb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeuaetT KOMMYTaToOpy NCNO/Ib30BaHWe NpoTokona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

Onpepenset, Kak 4acTo ycTpoucteo byaeT oTnpasnATb 06-
HoBneHne nHopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp hold-Multiplier
number

no lidp hold-Multiplier

number: (2..10)/4

3a4aeT BeMUYNHY BPeMeHW ANA NPUHUMALOLLEro YCTPOWCTBa,
B TEeYEHWE KOTOPOro HYKHO YAEepXuBaTb MNPUHUMAEMble
naketbl LLDP nepeg nx cbpocom.

[aHHasA BEANYMHA NepesaeTca Ha NPUHUMAEMYIO CTOPOHY B
LLDP update naketax (naketax obHOBNEHMSA), ABNAETCA KpaT-
HocTbto Ans Tavmepa LLDP (lldp timer). Takum ob6pasom,
Bpema XusHu LLDP nakeToB paccuuTbiBaeTcs no dopmyne
TTL = min (65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HAYEHNE MO YMOJYAHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpemsa, KoTopoe LLDP-nopt 6ygeTt oxuaatb
nepez NnoBTOPHOM MHULManusaumei LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2

YcTaHaBAMBaET 3afepXKKy Mexay nocneyowmumm nepeaa-
Yamu nakeTtos LLDP, MHUUMMPOBAHHbIMK U3MEHEHUAMM 3Ha-
YeHWI UK cTaTyca B I0KaNbHbIX 6a3ax gaHHbIx MIB LLDP.

no lidp lidpdu

cex V PekomeHayeTca, uTo6bl AaHHAA 3aAepikKa
6bina meHbwe, yem 3HayeHue 0.25* LLDP-
Timer.
no lldp tx-delay YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMUIO.
lidp lidpdu {filtering | OnpegenseT pexxum obpaboTku naketos LLDP, korga npoto-
flooding} Kon LLDP BbIK/lOYEH Ha KOMMYTaTOpE:
- filtering — yxka3biBaeT, 4to LLDP-nakeTbl dpunbTpytoTca, ecnm
-/filtering NpPOTOKOA LLDP BbIKAOYEH Ha KOMMYTaTOpE;

- flooding — ykasbiBaeT, uto LLDP-nakeTbl nepegatTcs, ecam
npoTokon LLDP BbIkAOYEH HAa KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT uncno nostopeHuint PDU LLDP gns 6bicTporo
3anycka, onpeaenaemoro nocpeacrtsom LLDP-MED.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

Onpepaenset npasuao ana napametpa network-policy (ceTe-
BaA MNOJNUTUKA YCTPOWMCTBA). [aHHbIM napameTp ABnAeTcA
OMUMOHANbHBLIM ANA paclwmpeHnsa npotokona LLDP MED.

- number — nopAaKoBbI HoMep npasuaa network policy;

- application — rnaBHaa GyHKUMA, onpeaeneHHas ANA AaHHO-
ro npasuna network policy.

- vlan_id — vwpentndumkatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegensert TerMpoBaHHON UAKU HeTe-
rmpoBaHHol 6yaet VLAN, ncnonbayemasn AaHHbIM NpPaBUIoM.
- priority — npuopuTeT AaHHOro npasuna (Mcnonb3yeTca Ha
BTOpOM ypoBHe mogenu OSI);

- value — 3HauyeHne DSCP, ucnonbdyemoe faHHbIM NPaBUIOM.

YpanseT co3gaHHoe npaswao Ans napametpa network-
policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
ceK

YcTaHaB/MBaeT MaKCMMabHYO CKOPOCTb Mepegayn yse-
AomneHni LLDP.

- seconds — nepvog, BPEMEHU, B TEYEHUE KOTOPOTO YCTPOMCT-
BO MOYET OTNPaBUTb He bosiee OAHOTO YBEAOMIEHMS.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabanua 131 — KomaHAabl pexnma KoHpurypaumm nHtepodelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymonuyaHutio
pa3pelleHo
ncnosib3oBaHue B 060mx
HanpasaeHuAx.

Pa3spewaer nepegavy naketoB no npoTtokosy LLDP Ha
nHTepdeice.

3anpewaeT nepegadyy naketoB no npoTtokony LLDP Ha
nHTepoeice.

PaspewaeTt npuem naketos no npotokony LLDP Ha wH-
Tepdelice.

3anpewaet npMem nakeTos no npotokony LLDP Ha wH-
Tepdelice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-
lag, 802.3-max-frame-
size, 802.3-power-via-
mdi)/Mo ymonyaHuio
onuuoHanbHble TLV He
BKJIKOYEHbI B NAKeT.

OnpeaenseT, Kakue onuuoHanbHble TLV-nona (Type,
Length, Value) 6yayTt BKAOYEHbI YCTPOMCTBOM B nepesa-
Baembli LLDP-nakKer.
B KOMaHAy MOXHO BK/IOYUTL OT OAHOMO A0 MATU ONUUO-
HanbHbIX TLV.

TLV 802.3-power-via-mdi gocTynHa TonAbKO Ha
V yCTpOiicTBax ¢ noaaeprkoii PoE.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHutio
onuMoHanbHble TLV He
BKJ/IOYEHDI.

Onpegensert, Kakve onuuMoHanbHble TLV-nona 6yayt
BK/IIOYEHbI YCTPOWCTBOM B NepeaaBaemblii LLDP-naker:

- pvid — PVID nHTepdeiica;

- ppvid — no6asutb/yaanuts PPVID;

- vlan-name — n06asutb/yaanutb Homep VLAN;

- protocol — f06aBMTL/yAannTb onpeaeneHHblit NpoTo-
KOA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lidp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyaHutio
ynpasasaoWwmin agpec
onpegensetca
aBTOMaTUYECKM.

Onpegenset ynpasnfowWwmUii agpec, 0b6bABNEHHbIN Ha

MHTepodeice.

- ip_address — 3apaetca ctatnueckuin IP-agpec;

- none — yKa3blBaeT, YTO aApec He 06bABNEH;

- automatic — yKkasbiBaeT, 4TO cMcTemMa aBTOMATUYECKM

BblbMpaeT ynpasastowmii agpec n3 scex IP-agpecos Kom-

myTaTopa;

- automatic — yKa3sbiBaeT, 4TO CMCTemMa aBTOMATUYECKU

BblbMpaeT ynpasnawowWwmMin agpec, U3 CKoHUrypupoBaH-

HbIX a4pecoB 3aaHHOro nHTepdeica.

Ecnun untepdelic ethernet unmn nHtepdelic rpynnbsl nopTos

npuHagnexkat VLAN, To paHHbIi agpec VLAN He 6ypet

BKJ/IIOYEH B CMUCOK BO3MOMKHbIX YNPaBAAIOLLMX apeCcoB.

V B cnyyae Hanuuua Heckonbkux IP-apgpecos cuc-
Tema BblbMpaeT HayanbHbIi IP-agpec U3 guana-

30Ha AuHamuueckux IP-apgpecos. Ecnn guHamuueckue

aApeca OTCYTCTBYIOT, TO CMCTeMa BblGUpaeT HauyasbHbIi

IP-appec M3 AgmuanasoHa BO3MOMXKHbIX cTaTMyeckux IP-

agpecos.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio
OTNpaBKa yBeSOMNEHU
LLDP 3anpelyeHa.

PaspelwaeTt/3anpeLaer oTnpasky yseaomneHnit LLDP Ha
nHTepoelice.

- enable — paspewaer;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

lidp med enable [t/v_list]

tvl_list: (network-policy,
location,
inventory)/3anpelueHo
ncnonb3oBaHue
pacliMpeHus NpoToKoa
LLDP MED.

PaspelaeT ncnonb3osaHue pacwmnpeHma npotokona LLDP
MED.

B KOMaHAy MOXHO BK/IOYWUTbL OT OAHOrO A0 Tpex creuwu-
anbHbIX TLV.

lidp med network-policy
{add | remove} number

no lidp med network-policy

number: (1-32)

HasHavaeT npasuno network-policy gaHHomy mHTepdei-
cy.

- add — Ha3HavaeT npasuno;

- remove — yaanseT npasuno;

- number — Homep npasuna.

YpanaeT npasuno network-policy ¢ gaHHoro nHtepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6air;
civic_address_data:
(6..160) 6aiiT;
ecs_elin_data: (10..25)

3apaeT MecTono/IoXKeHMe YCTPOMCTBA ANA NPOTOKOAA
LLDP (3HauyeHue napametpa location npoTokona LLDP
MED).

- coordinate — apgpec B cucTeMe KOOpPAUHaT;

- civic_address_data — apMWUHUCTPATUBHbIN agpec YCTPOW-
CTBa3;

- ecs-elin_data — agpec B ¢opmarte, onpeseneHHOM

6anT. ANSI/TIA 1057.
no lidp med location Ypanaer  HacTPOMKM  napameTpa  MEeCTOMOJIOXKEHUA
{coordinate | civic-address location.
| ecs-elin}
lidp med notification Paspewaet/3anpewaer oTnpaeky ysegomnaeHuin LLDP
topology-change {enable | MED 06 n3meHeH1u TONoAoruun.
disable} - enable — paspelwaeT oTnpaBKy yBeAOMNEHNN;
-/3anpeleHo . o
- disable — 3anpewaet oTnpaBKy yBegoMNEHUA.
no lldp med notifications YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
topology-change
V MakeTbl LLDP, npuHATbIe Yepes3 rpynny nopTtos, 3aNnOMUHAIOTCA UHAUBUAYANbHO NOp-
TaMu rpynnbl, NPUHABLWIMMU coobleHuns. LLDP otnpaBaseT pa3nanyHble coobleHns Ha

KaXAbli NopT rpynnbl.
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v/

Pa6oTta npotokona LLDP He 3aBMCUT OT COCTOSSHUA NpoToKoaa STP Ha nopTty, nakeTbl
LLDP oTnpaBnaloTca M NPUMHUMAIOTCA Ha 3a6/10KMPOBaHHbIX NPOTOKoI0M STP-nopTax.

Ecnu nopT KoHTponupyetca no 802.1X, To LLDP paboTaeT ¢ nopTom TO/NbKO B C/ayyae,
€C/In OH aBTOPMU30BaH.

KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabaunuya 132 — KomaHabl perknma privileged EXEC

fortygigabitethernet fo_port
| oob]

(1..8/0/1..24);
fo_port: (1..8/0/1..4)

Komanda 3HayeHue/3HayeH Neiicmeue
ue rno ymoa4aHuro
clear lidp table gi_port: Oumwaet Tabnnuy agpecoB ObBHaPYKEHHbIX COCEAHMUX YCT-
[gigabitethernet gi_port | (1..8/0/1..48); POWCTB M HaUYMHAET HOBbIN LMK 0BMEHa NakeTamu No NpoTo-
tengigabitethernet te_port | te_port: Kony LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT LLDP-koHOUrypauum Bcex GpU3MYECKUX WHTep-
delicoB ycTpoicTBa, MM60 3a4aHHbIX MHTEpPdENCOB.

show lldp med
configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKa3sbiBaeT KOHOUIypaunmM paclmpeHunsa npotokona LLDP —
MED ana Bcex ¢usmuyecknx mHTepdelicos, nMb6O 3agaHHbIX
UHTepdencos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKa3sbiBaeT LLDP-uHpopmaumio, KOTOPYO aHOHCUPYeT AaH-
HbI NopT.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNoKa3sbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKa3blBaeT MHPOPMaLMIO O COCeQHUX YCTPOMCTBAX, HA KOTO-
pbix paboTaeT npoTtokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKa3sbiBaeT cTaTUCTMKY LLDP.
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[pumepbl 8b1M10AHEHUA KOMAHO

=  YcTaHoBuUTb A4 nopta tel/0/10 cneaywowme tlv-nona: port-description, sytem-name, system-
description. Ans gaHHoro nHTepdeica aobasutb ynpasaawwmii agpec 10.10.10.70.

console (config) # configure

console (config)# interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KOHPUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabaunuya 133 — OnucaHue pesynbTaToB

lMone OnucaHue

Timer OnpegenseT, Kak 4acTo ycTpolicTBo waeT LLDP-o6HOBAEHMA.

Onpeaenset BennumHy spemenun (TTL, Time-To-Live) gns npuHMMatoLwero ycTponcT-
Hold Multiplier Ba, B TEYEHME KOTOPOro HYXHO yAepKMBaTb NpMHUMaemble nakeTbl LLDP nepes nx
cbpocom: TTL = Timer * Hold Multiplier.

OnpegenaetT MMHUMaNbHOE BPEMSA, B TeHEeHUe KOTOPOro nopT 6y,EI,ET OXnOaTb nepen

Reinit delay nocblakol cneaytowero LLDP-coobLueHus.

Tx delay OnpegenAeT 3a4epKKY Mmexay nocne,u,y}ou.l,mmm nepegadvyamu LLDP-¢ppelimos, UHU-
LMMPOBAHHbIX U3MEHEHUAMM 3HAYEHUI Inbo cTaTyca.

Port Homep nopTa.

State Pexkum paboTbl nopTa Ana npoTtokona LLDP.

TLV-onuumn, KoTopble nepepatorca
BO3MOXHble 3HaYeHUA:

PD — OnucaHue nopra;

SN — CuctemHoe ums;

SD — OnucaHmne cuctemsi;

SC — BO3MOXXHOCTM CUCTEMDI.

Optional TLVs

Address Anpec ycTpoicTBa, KoTopbii nepeaaetcsa B LLDP-coobueHunx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaenma LLDP.
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MoKasaTb MHGOPMaLMIO O COCEAHWNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23

System Name:

duplex mode,
duplex mode

Capabilities:
sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description:
Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Operational MAU type: Unknown

Ethernet Interface

Tabnunua 134 — OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnm MAC-agpec cocegHero ycTpomncrsa.
Port ID MaeHTUdMKaTop nopTa cocegHero ycTpoucTaa.

System name

CucTeMHOE MMSA YCTPOMCTBa.

Capabilities

[aHHOe none onucbiBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtumsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHuMe coceaHero ycTpoicTea.

Port description

OnucaHre NopTa cocesiHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

OnpegenseT, nogaepK1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexnma nopra.

Auto-negotiation
status

OnpepenseTt, BKAOYEHA 1M NOAAEPIKKA aBTOMATUYECKOrO ONpeaesieHna pexmnma
nopra.

Auto-negotiation
Advertised
Capabilities

OnpegensaeT pexunmebl, Nogaeprknaemble d)yHKU,Meﬁ dBTOMaTUYeCKOro onpeaene-
HMA NopTa.
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Operational MAU
type

Pabouunii MAU-TUN ycTpoWcTBa.

5.17.8 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMKN ypOBHA
KaHana nepefayn AaHHbIX NPeACTaBAAOT cobOM MPOTOKON MOHUTOPWMHIA COCTOSIHMA KaHana. B atom
NpoToKo/e Ans nepesaydn MHGOPMaLMM O COCTOAHUN KaHaNa Mexay HENOCPeACTBEHHO NOAKAOUYEHHbIMU
ycTpoiicteamm Ethernet mcnonbsytoTca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTBa
OOMKHbI noaaep»Kunsatb ctaHgapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

Tabanua 135 — KomaHAabl pexnma KoHpurypaumm nHtepodelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/oTKAOYEHO

BKkntounTb noagep:KKy Ethernet OAM Ha nopTy.

OTKAtounTb Ethernet OAM Ha KoHduUrypmnpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YcTaHaBAMBAET MOPOr KoAMYecTBa OWMBOK 33 YKasaHHbIN
nepvog, (nepuog, yctaHasamMBaeTca KomaHaow ethernet oam
link-monitor frame window).

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame
window

window: (10..600)/100
mc

YcTaHaBMBaeT BPEMEHHOW MPOMENKYTOK A/1A MoAcCYEeTa KO-
INYecTBa OLNBOK.

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YcTaHaBauBaeT nopor ana cobbitua «frame-period» (nepuog
ycTaHasnmnBaeTcA KomaHgoi ethernet oam link-monitor
frame-period window).

BoccTaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-period window
window

window:

no ethernet oam
link-monitor frame-period
window

(1..65535)/10000

YCTaHaBAMBAET BPEMEHHOM MPOMEXYTOK A/ cobbiTuaA
«frame-period» (B pperimax).

BoccTaHaBnmBaeT 3HaveHue nNo YMONYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YcraHaBavBaeT nopor Ans cobbitua «frame-period» (nepuog,
yCcTaHaB/uBaeTcA KomaHgol ethernet oam link-monitor
frame-seconds window), B cekyHzax.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

window:

no ethernet oam
link-monitor frame-
seconds window

(100..9000)/100 mc

YCTaHaBAMBAET BPEMEHHOM NPOMEXYTOK A/a  cobbiTuaA
«frame-period».

BoccTaHaBivBaeT 3HavYeHMe NO YMOTHAHWUIO.
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ethernet oam mode YcTaHaBAMBAET peXKMm paboTbl npoTokona OAM:
{active | passive} - active — KommyTaTop NOCTOAHHO oTnpasasetr OAMPDU;
-/active - passive — KommyTatop HauuHaeT oTtnpasnate OAMPDU
TONbKO Npu Hannunum OAMPDU co BCTpeYHOM CTOPOHDI.
no ethernet oam mode BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
ethernet-oam remote- BkntoyaeT nopaeprKKy M 06paboTKy cobbiTuii «remote-
failure failure».
no ethernet oam /Bnoqero BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
remote-failure
ethernet oam BkntoyaeT noanepxky GyHKLMM 3aBOpOTa TpaduKa.
remote-loopback
supported
no ethernet oam -/oTkniouero BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
remote-loopback
supported
ethernet oam uni- BkntoyaeT QyHKUMIO OOHApYyKeHUs OAHOHaNPaBAEHHbIX
directional detection cBA3el Ha 6ase npoTokona Ethernet OAM.
no ethernet oam -/oTkniouero BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
uni-directional detection
ethernet oam uni- OnpepaenseT peakumio KOMMyTaTopa Ha OAHOHAMNPaBAEHHYO
directional detection CBA3b:
action {log | error-disable} - log — otnpaBka SNMP trap v 3anuchb B }KypHan;
| - error-disable — nepeBos nopTa B COCTOSHME «error-
/log disable», 3anuce B xypHan n otnpaska SNMP trap.
no ethernet oam BocctaHaBiMBaeT 3HavyeHMe No YMOTYaHUIO.
uni-directional detection
action
ethernet oam uni- BK/tOYaEeT arpeccuBHbI peXmMm onpeaeneHns ogHOHanpas-
directional detection NeHHon cBA3n. Ecan OT cocepHero ycTpoicTBa nepecratoTt
agressive npuxoautb Ethernet OAM-coobuweHns — NMHK nomeyvaetcs
-/OTKAOYEHO KaK O4HOHAMNpPaB/AEHHbIN.
no ethernet oam BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
uni-directional detection
aggressive
ethernet oam uni- YcTaHaB/MBaeT BPEMEHHOW WHTepBan ANA onpeAeneHus
directional detection TMNa CBA3M Ha NOPTY.
discovery time time time: (5..300)/5 cex
no ethernet oam BoccTaHaBMBaeT 3HaueHMe N0 YMONYAHUIO.
uni-directional detection
discovery-time

KomaHObi pexcuma privileged EXEC

Bce KomaHabl AOCTYMHbI 418 NPUBUAErMPOBaHHOrO noJsb3oBatenda. Bup 3anpoca KOMaHAHOﬁ

CTPOKMK perknma privileged EXEC:

console#

Tabnunua 136 — KomaHapl perkmnma privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

clear ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet

fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Ounwaet ctatncTuky Ethernet OAM gna yKasaHHOTo UHTep-
deiica.
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show ethernet oam OTobparkaeT coctosiHMe npoTokona Ethernet OAM pgns yka-
discovery [interface 3aHHOro UHTepdelica.

{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

show ethernet oam OTobparkaeT CTaTUCTUKY 0bMeHa NMPOTOKO/IbHbIMU Co0bLLe-
statistics [interface HUAMM ANA YKa3aHHOTo nHTepdeica.

{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

show ethernet oam status OTobparkaeT HacTpoiiku Ethernet OAM pana ykasaHHOro
[interface {gigabitethernet nHTepdeica

gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

show ethernet oam OtobparkaeT cocTofAHME MexaHM3Ma onpejenieHna OAHOHa-
uni-directional detection NpaB/ieHHbIX CBA3eN ANa yKasaHHOro nHtepdelica.

[interface {gigabitethernet gi_port: (1..8/0/1..48);
gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lpumepbl 8b1M0AHEHUS KOMAHO

= OT06pasnTb COCTOAHWE NPOTOKOA ANA nopTa gigabitethernet 1/0/3:

consolefshow ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational
Loopback status: no loopback
PDU revision: 3

Remote client

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui): a8 £9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#
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5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity

Fault

Management), IEEE802.1ag — npegoctasnsetr ¢GyHKUMU Ha-

6110AeHNA, NMOUCKA M YCTPaHeHUs HeucnpasHocTel B ceTax Ethernet, nosBonsa KoHTpoMpoBaTb coeaun-
HeHUWe, U30/IMPOBaTb NPOBAEMHbIE YYACTKU CETU U UAEHTUOULMPOBATL KANEHTOB, K KOTOPbIM NPUMEHS-

JINCb OrpaHN4YeHnA B CeTU.

MpoToKoa onepupyeT cneayroWwmmm NOHATUAMMN:

= Maintenance Domain (MD) — y4yacTok ceTu, NpuHaANeXKawmi 1 ynpasnsemblii ogHMM onepaTo-

pom;

= Maintenance Association (MA) — coBOKYNHOCTb KOHeUYHbIX TouyeK (MEP), Kaxaas M3 KOTOpbIX UMe-
eT oaAnHakoBbI naeHtTudumkatop MAID (Maintenance Association Identifier), onpeaensatwowmit Tmn

cepsuca;

= Maintenance association End Point (MEP) — KOHeYHaa To4YKa cepBuca, PaCroIOKEHHAsA Ha ero

rpaHunue;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouHan To4Ka AOMeHa.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KOHGUrypnupoBaHusa:

console (config) #

Tabnvua 137 — KomaHabl pexxnma rnobanbHon KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

ethernet cfm domain
name [level level]

name:(1..32)
CMMBOJ/I0B

no ethernet cfm domain
name

level: (0..7)/0

CospaHue (Mnu cmeHa yposHa) CFM agomeHa (MD) ¢ umeHem
«name» 1 Nepexos B PeXUM KOHPUTypUPOBaHWA AOMEHa.
- level — yposeHb CFM pomeHa.

Yaanenne CFM gomeHa (MD) c umeHem “name”

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHd

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe KOHOUTYPUPOBAHWA AOMEHA:

console (config-cfm-md) #

Tabnunua 138 — KomaHapl pexknma KoHourypmuposaHusa CFM-gomeHa (MD)

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

id { dns dns | name
name

| mac mac_address
number | null }

no id

name: (1..43) cumBonoB
dns: (1..43) cumsonos
mac_address : H.H.H
mnv H:H:H:H:H:H nan H-
H-H-H-H-H
number: (0-65535)
Mo ymonuanwto: id
name COOTBETCTBYeT
UMEHWN loMeHa

YKasaHune unaeHtuoukatopa CFM gomeHa (MD). UmeHem po-
MeHa MOKeT 6blITb:

- dns — dns-ums;

- Nname — TEKCTOBaA CTPOKa;

- mac_address number — MAC-agpec 1 4ncnoBor MAeHTUGK-
KaTop AOMEHA;

- null - NULL nageHtudmkartop.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

service port
{ vlan-id vian_id |

vlan_id: (1..4094)
name: (1..45) cumBonoB

Co3paHue CFM-cepsuca (MA) 6e3 npusasku kK VLAN 1 nepexog,
B PEXUM KOHOUIypUpOoBaHUA cepBuca.
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name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

number: (0..65535)

Ypanenune CFM-cepsuca (MA).

Co3sgaHue CFM-cepsuca (MA) npmesasaHHoro K VLAN ¢ Home-
pom «vlan» n nepexos B peXMm KOHPUIrypupoBaHua cepeuca.
MmeHem cepBuca MOKeT BblITb:

-vlan_id —Homep VLAN;

- name — TeKCTOBaA CTPOKA;

- number — uncnoson naeHTUPUKaTop.

Yaanenne CFM-cepsuca (MA) npusasaHHoro kK VLAN ¢ Home-
pom «vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

-/aBTOMaTUYECKOE CO3-
[AaHue OTK/IOYEHO

BkntouyeHne aBTOMATUYECKOro CO34aHUA MPOMENKYTOUYHbIX TO-
yek cepsuca (MIP). MpomeKyTouHble TouKM cepsBuca (MIP)
CO34al0TCA Ha BCeX NOpTax, Ha KoTopbix nponucaH VLAN cep-
Buca.

Heobs3aTenbHblii napameTtp «lower-mep-only» uMckaoyaeT U3
CMUCKa NopTbl, Ha KOTOPbIX YXKe COo34aHa KOHeYHasa TouKa cep-
BuUCa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHu2ypuposaHus cepsuca

Buza 3anpoca KoMaHAHOWM CTPOKM B peXXume KOHPUIypupoBaHMA SOMEHa:

console (config-cfm-ma) #

Tabaunua 139 — KomaHabl pexnma koHpurypuposaHus CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100,
600) cekyHa/1 cekyHaa

YcTaHoBKa WMHTepBana otnpasku Continuity Check coobuie-
HWUN.

YCTaHOBKA 3HAYeHUA No YMOAN4YaHUIO

Direction down

No direction down

YcTaHaBAMBaeT HanpaB/NeHWEe KOHEYHOM TOYKOW cepsuca
(MEP) B HMCXOAAWEE.

YcTaHaBAMBaET HanpasaeHUe KOHeYHoW ToUKkuM cepBuca (MEP)
B BOCXOAsLee.

efd notify erps

no efd notify erps

-/BbIKNIOYEHO

BKntouaeT oTnpaBKy yBesomieHM 06 0BHapy)KeHuu usme-
HeHUa cocTosHuA Kosbua ERPS Ha cobbiTva events propaga-
tion link failure/restore n HapyweHue CBA3HOCTU, AETEKTUPO-
BaHHbIX ¢ nomoubto Continuity Check Protocol (CCM)

OTKNOYUTB OTNPABKY YBEAOMIEHUM.

mep id

no mep id

id: (1..8191)

Lob6aeneHne KoHeyHoI Toukmu cepsuca (MEP) ¢ ngeHtndmKa-
TOpOM «id» K JAaHHOMY CcepBUcCy.
[aHHOW KOMaHZ0M OCYLLEeCTBAETCA TONbKO NpMBA3Ka
MEP Kk cepsucy. MEP co3paetca B pemme KOHPUrypmuposa-
HUA MHTepdeica.

YaaneHue KoHe4HoM Touku cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

-/To ymon4aHuio uc-
NONb3YETCA PEXKUM,
CKOHOUIYpUpPOBaHHbIN
ON1A AOMEHa, B KOTO-
POM Haxo4mMTCA cepBuc

BK/AlOYEHME aBTOMATMYECKOrO CO34aHMA MNPOMEXKYTOYHbIX
Tovek cepsuca (MIP). MpomexkyTouHble Toukn cepsuca (MIP)
CO343al0TCA Ha BCeX NopTax, Ha KoTopbix nponucaH VLAN cep-
Buca. HeobAzaTenbHble NapameTpbl:
—  lower-mep-only — McKnto4aeT M3 CN1cKa NopTbl, Ha
KOTOPbIX Y¥Ke co3aHa KOHeYHas TouYKa cepsuca
(MEP);
—  none — He co34aBaTb aBTOMATUYECKM NPOMENKYTOY-
Hble TouKkmM cepsuca (MIP).

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bunag 3anpoca

KOMaHOHOM CTPOKM

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanuya 140 — KomaHabl perknma KoHdurypuposaHus nHtepdeiica Ethernet

B pexume KoOHOUrypmposaHus uHTepdenca Ethernet,

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

ethernet cfm mep
mep_id domain do-
main_name service
{vlan-id vlan_id | name
name | number num-
ber}

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/I0B;

no ethernet cfm mep
mep_id domain do-
main_name service
{vlan-id vlan_id | name
name | number number

}

vlan_id: (1..4094);
name: (0..45)
CMMBO/IOB;
number: (0..65535).

Co3pgaHue Ha mHTepdelice KOHeYHoW Touku cepsuca (MEP) ¢
naeHTnduKaTopom mep_id ANA yKazaHHOrO CepBMCa B YKa3aH-
HOM AOMEHE 1 Nepexos B pexxnm KoHourypmuposaHma MEP.

YpaneHue KOHEYHOM TOYKM cepBuca ¢ nHTepdelica.

KomaHObI pexcuma KoHgu2ypuposaHUa KOHeYHOU MOoYKU cepsuca

Buza 3anpoca KoMaHAHOWM CTPOKM B peXnume KOHPUIypupoBaHMA SOMEHa:

console (config-if-cfm-mep) #

Tabnuua 141 — KomaHabl pexkuma KoHpurypuposaHus CFM KoHeuHo# Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
Mo ymMoa4YaHuro

active BK/ItOYEHWE KOHEeYHOM ToYKM cepBuca (MEP).

- -/BbIKNOYEHA
no active YCTaHOBKa 3HaYeHMs NO YMONYaAHWIO.
continuity-check enable BkntoyeHune otnpasku Continuity Check coobuieHni.
no continuity-check -/BbIKAKOYEHA

YCTaHOBKa 3HaUYeHWA Mo YMONYAHUIO.
enable
cos cos YcTaHoBKa 3HadeHua npuoputeta CoS, ¢ KoTopbim 6yayT oT-
cos: (0..7)/7. npasnatbca Continuity Check coobuierus.

no cos YCTaHOBKa 3Ha4YeHWsA N0 YMONYaHUIO.

alarm delay delay

delay: (2500..10000)

no alarm delay

mc/2500 mc

YKasaHune uHTepBasia 33[epXKnW, NO UCTEYEHUN KOTOPOro 6y—
AeT reHepunpoBaTbCA aBapuUA.

YCcTaHOBKaA 3Ha4YeHUA no YMON4YaHUIO.

alarm reset interval

interval: (2500..10000)

no alarm reset

mc/10000 mc

YKasaHue MpOMexyTKa BPemMeHM, MO MUCTeYEeHUW KOTOpPOro
npousonget cbpoc aBapum.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

alarm notification { all |
error-xcon | remote-
error-xcon |  mac-
remote-error-xcon |
xcon | none }

-/mac-remote-erro r-
Xcon

BKkntoueHne yBefoMIEHUI pis onpesesieHHbIX TUMNOB Ccobbl-
TUIA.

Tunbl COBLITUIA:

- all — Bce cobbitna DefRDI,
DefError, DefXcon;

- error-xcon — 10/1bKo cobbiTna DefError n DefXcon;

- remote-error-xcon — To/1bKo cobbiTna DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — Tonbko cobbitna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — TonbKo cobbitne DefXcon;

DefMACStatus, DefRemote,
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no alarm notification

-nhone —yBeaoOMNIEHNA OTKNHOYEHDI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 142 — KomaHabl perxknma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
10 ymMon4aHuro

Aelicmeue

show ethernet cfm
domain [name]

name: (1..32) cumBonos

OTobparkaeT MHbopmauuio 06 ykasaHHOM gomeHe uau o6o
BCEX.

show ethernet cfm
errors

OTobparkaeT nHpopmaumio 06 owmnbrax Continuity Check npo-
TOKONa.

show ethernet cfm
maintenance-points {
local | remote }

OTobparkaeT MHGOPMALMIO O NIOKANbHBIX UAN YAANEHHBIX KO-
HeYHbIX ToYKax cepsuca (MEP).

show ethernet cfm
mpdb [domain-id { dns
name | name | name
name| mac mac-
address number | null}]

name: (1..43) cumBonos
mac-address: H.H.H
man H:H:H:H:H:H naun H-
H-H-H-H-H;
number: (0-65535)

OTobparkaeT MHPOPMALMIO O MPOMENKYTOUHbIX TOUKaX cepBmca
(MIP) gns yKaszaHHOro goMeHa UAKN ANA BCEX.

show ethernet cfm
statistics

OTobparkaeT CFM-CTaTUCTUKY 419 BCEX LOMEHOB.

show ethernet cfm
statistics domain do-
main-name service {
vlan-id vian_id | name
name | number number

}

domain-name: (0..32)
CMMBOIOB;
vlan_id: (1..4094);
name: (0..45) cumso-
NoB;
number: (0..65535)

OtobparkaeT CFM-CTaTUCTURY A1A YKa3aHHOIO JOMeHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

Otobparkaer CFM-CTaTUCTUKY ANA YKA3aHHON KOHEYHOMN TOYKU
cepsuca (MEP).

5.17.10 Hacmpoiika ¢pyHKyuu Flex-link

Flex-link — ¢pyHKLMA pe3epBUpPOBaHUA, NpeaHa3HAaYeHHan Ana obecneyeHMa HaAEeXKHOCTM KaHana
nepenaun gaHHbix. B ceaske flex-link moryt Haxoautbea ethernet n port-channel nntepdeiicol. OaMH U3
3TUX UHTepdelicoB HaxoaUTCA B 3a6/JOKUPOBAHHOM COCTOAHUM M HAYMHAET NPONYCKaTb TPAadUK TONbKO B
C/Nly4ae aBapuu Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepgetica 2pynmnsl IOpPMos

Bunag 3anpoca

KOMa HAHOﬁ CTPOKK

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

B peumme KOHUrypupoBaHua uHTepdelica Ethernet,
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Tabnnua 143 — KomaHApb! pexknuma KoHOUrypupoBaHua nHTepdenca Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

flex-link backup {
tengigabitethernet
te_port |
gigabitethernet gi_port
| port-channel
port_channel}

no flex-link backup {
tengigabitethernet
te_port |
gigabitethernet gi_port
| port-channel
port_channel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48)/-

Bkntouaet flex-link Ha MHTepdeice n HasHayaeT BbIBpaHHOMY
nHTepdeiicy ponb backup-uHtepdeiica B flex-link nape.

Boikntovaet flex-link Ha nHTepdelice n ypanset BblibpaHHbIN
untepoeic ns flex-link napsoi.

flex-link preemption
mode [forced | band-
width| off]

no flex-link preemption
mode

-/off

3apaeT pencteme Npu NOAHATUM MHTepdelica, ydacTsytoLero
8o flex-link:

- forced — ecnu noaHsBwwiica uHTepdenc HacTpoeH Kak
master, TO OH CTAHET aKTUBHbIM UHTepdeNcom;

- bandwidth — npu nogHATUM UHTepdelica akKTUBHbIM CTaHeT
MHTepoeinc c 6oablielt NPoNycKHOW CNOCOBHOCTLIO;

- off — noaHaBwwMiica nHTepdelic ocTaHeTca B 3ab10KMpPOBaH-
HOM COCTOAHWUM.

Bo3BpallaeT 3HaueHMe N0 YMO4YaHUIO.

flex-link preemption
delay delay

no flex-link preemption
delay

delay: (1..300)/35

3asaeT Bpems OT nepexosa OTKNHOYEHHOTO NOpTa B COCTOAHUE
«Up», MO NPOLUECTBUMN KOTOPOrO BbINOSHAETCA AENCTBUE, yCTa-
HoBsieHHoe KomaHaoli flex-link preemption mode.

- delay — nepuog BpemeHu, B CEKYHAAX.

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM pexknma privileged EXEC:

console#

Tabnunua 144 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show interfaces flex-
link [detailed] {
tengigabitethernet
te_port |
gigabitethernet gi_port
| port-channel port-
channel }

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..48)

MokasbiBaeT KoHoUrypaumio dyHKuum flex-link.

5.17.11 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

dyHKumA Layer 2 Protocol Tunneling (L2PT) no3sonset nponyckaTb CayXebHble NakeTbl pas/iMyHbIX
L2-npoTokosioB (PDU) uyepe3 ceTb npoBaifepa, UYTO MNO3BOAET «MNPO3PAYHO» CBA3ATb KAMEHTCKUE

CermeHTbl CeTu.

L2PT uHkancynnpyetr PDU Ha rpaHM4YHOM KOomMMyTaTope, nepedaetr WMX Ha ApPYroi rpaHW4YHbIN
KOMMYTaTOpP, KOTOPbIM OXUAQEeT cneumasnbHble MHKanCcyaMpoBaHHble KaZpbl, @ 3aTEM AEKaNCYANPYET UX,
4YTO NO3BOAAET NO/L30BATENAM NepenaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposanaepa.
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KommyTtatopbl cepum MES3000 npenoCTaBAAOT BO3MOMKHOCTb MHKANCyAnMpoBaTb CAyXKebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS.

lpumep

Ecnum BrAtountb L2PT ana npotokona STP, To KommyTaTopsl A, B, C u D 6yayT o6beamnHeHb! B 04HO
CBA3ylOLLEE AepeBO, HECMOTPA Ha TO, YTO KOMMyTaTop A He coeaMHeH HanpAmyto ¢ kKommytatopamu B, C
n D (PucyHok 48 — Mpumep pabomesi pyHKyuu L2PT). UHbopMauus 06 M3MeHEHUM TONOOTUN CETU MOXKET
6bITb NepegaHa CKBO3b CETb NPOBaAepa.

Cetb
npoBangepa

[ [rou] | Switch 2

PucyHok 48 — MNpumep pabotbl yHKUMK L2PT
Anroputm paboTbl yHKUMOHANA CeayoLnii:
NHKkancynauma:
1. Bce L2 PDU nepexsaTtbiBatotca Ha CPU;
2. Noacuctema L2PT onpegensieT L2-npoToOKo/, KOTOPOMY COOTBETCTBYET NpUHATLIA PDU, 1 npo-
BepsAeT, BKAOYEHA /I HA NOPTY, C KOTOpPOro NpuHAT 3ToT PDU, HacTpoika 12protocol-tunnel

ANAa paHHoro L2-npoTokona.

Ecnun HacTpoiKa BKAtOYEHa, TO:
— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHENMpPoBaHWe, oTnpasadetca PDU-ppeiim;
— B0 Bce nopthl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHENAUpOBaHWEe, OTNpPaBAseTcA
MHKancynupoBaHHbii PDU-dpperim (McxoaHbii  ¢perim ¢ Destination MAC-aapecom,

N3MEHEHHbIM Ha TYHHEe/IbHbIN).

Ecan HaCTpOﬁKa BbIK/Z1lOY€HaQa, TO:

— PDU-¢peiim nepepaetca B 06paboTunK COOTBETCTBYIOLLLErO NPOTOKOa.
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Jekancynauyma:

1. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos c MAC-agpecom HasHayeHuA, 3aaHHbIM NpU
nomoLm KomaHapl I2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYAETCA TONbKO
Toraa, Korga xoTa 6bl Ha 0AHOM MOPTY BK/AKOYEHA HacTpoiiKka I2protocol-tunnel (HesaBucumo
OT NPOTOKONA).

2. pu nepexsate naketa ¢ MAC-aapecom Ha3HaAYEeHUA XX-XX-XX-XX-XX-XX, OH CHayaa nonagaeT B
noacuctemy L2PT, KoTopasa onpegenset L2-npoTtokon gna gaHHoro PDU no ero 3aronosky, u
NpoBepAeT, BKAKOYEHA I Ha NOPTY, C KOTOPOro NPUHAT MHKANCYMpoBaHHbIA PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTtoKona.

Ecnn HacTpoiika BKAtOYEHa, TO:

— MOPpT, C KOTOpOro Obll MNOJy4eH WHKaANcyAMpoBaHHbIM PDU-dpeinm, 6noKmMpyetca c
npuymnHoit I2pt-guard.

Ecnn HacTpoiika BbIK/OYEHa:

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BK/IWOYEHO TYHHENMPOBaHWe, OTNpasBasAeTcA
AeKancynmpoBaHHbIi PDU-dppeiim;

— Bo Bce nopTtel VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHENMPOBaHWE, OTNpaBaAeTcA
WHKancyanpoBaHHbIi PDU-ppenm.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz, 3anpoca KOMaHAHOMN CTPOKM pesrkuma rnobanbHON KoHpUrypaumm:
console (confiqg) #

Tabnunua 145 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

12protocol-tunnel address 3agatb MAC-agpec HasHayeHUa ana TyHHeampyembix dpei-
P mac_address: A Ap ana Ty py ¢p

{mac_address} (01:00:ee:ee:00:00, MO8

01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I2protocol-tunnel
address

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

V' Ha rpaHnMyHOM uHTepdeiice AonKeH 6bITb OTKAIOUEH NPOTOKoA STP (spanning-tree
disable).

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 146 — KomaHApb! pexkuma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12}

no I2protocol-tunnel {stp |
lacp | lidp] isis-I1 | isis-12}

-/BbIK/IIOYEHO

BKkatoueHue pexkmma MHKancynaumm naketos STP BPDU.

BbikntoueHune pexuma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-dpelimos.

threshold

no I2protocol-tunnel
drop-threshold {stp | lacp |
lidp | isis-I1 | isis-12}

(1..4096)/BbIKNIO4EHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBKa CoS B 3HaYeHWe N0 YMONYAHUIO.

12protocol-tunnel HacTpoiika NnoporoBoro 3HauyeHus CKOpoCTM Bxoaawmx PDU-
drop-threshold {stp | lacp | dperimoB (B NakeTax B CeKyHAy), NONYYEHHbIX U NOANEXKA-
lidp | isis-I1 | isis-12} treshold: WMX MHKancynsumun. MNpu npesbiweHnn nopora PDU oT6pa-

CbIBalOTCA.

OTKNOYaeT peXKMM KOHTPOANA CKOpoCcTM BxogAwmx PDU-
dpeiimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12}
threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12}

treshold:
(1..4096)/BbIKNtOUEHO

HacTpolika noporoBoro sHa4eHus cKopocTu Bxoasawmx PDU-
dpeiimoB (B MakKeTax B CEKyHAY), NOJIYYEHHbIX W MOA/exa-
WMX MHKancynaumum. Mpu npesbiweHnn nopora nopt 6yaet
nepesegeH B coctoaHue Errdisable (oTkntoueH).

OTK/IIOYaeT peXMm KOHTPOAA CKOpoCTM Bxogawwmx PDU-
dperimos.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnunua 147 — KomaHabl perkunma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

OTobpakaeT uHbopmauuto L2PT ana yKasaHHOro MHTep-
deiica nnm gna Bcex MHTepdemncoB, Ha KOTOPbIX BK/OYEH
L2PT, ecnn nHtepdeiic He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OuncTKa cTaTUCTUKKM L2PT gna yKasaHHOro uHTepdeica uam
ANA BCex WHTepdelncos, Ha KOTOpbIX BKAoYeH L2PT, ecnu
MHTepdeic He yKasaH.

[Mpumepebi 8biMN0AHEHUS KOMAHO

®  YcTaHOBUTb TYHHesbHbIM MAC-agpec B 3HaYeHne 01:00:0c:cd:cd:d0, BkAOUMTL oTnpaBky SNMP
traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabaTbiBaHue drop-threshold u shutdown-

threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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= BKAOYUTb pexum TyHHenmposaHuAa STP Ha uHTepdelice, ycTaHOBUTL 3HadeHne CoS-nakeTos
BPDU paBHbim 4, BKAOYNTb KOHTPO/Ib CKOPOCTKU BXoAALMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuLeHnit o cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 %$-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/0/1

12-Nov-2015 14:32:35 %$-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN wucnonbsyetca ans sblaeneHua VolP-obopyaosaHus B oTgenbHyto VLAN. Ons VolP-
bpermoB MoryT 6biTb HasHayeHbl QOS-aTpubyTbl AN npuopuTesauum TpaduKa. Knaccudukauma
dpelimoB, oTHocAwMxcA K pperimam VolP-obopynosaHus, 6asmpyetca Ha OUI (Organizationally Unique
Identifier — nepsble 24 6uta MAC-agpeca) otnpasutens. HasHayeHne Voice VLAN gns nopTa npoucxoaut
aBTOMaTM4YeCcKM — Korga Ha nopT noctynaeTr ¢épeiim c¢ OUl us tabaumupl Voice VLAN. Korga nopt
onpeaensierca, Kak npuHagnexKauwmin Voice VLAN — gaHHbIl nopT gobasnaetcsa Bo VLAN Kak tagged. Voice
VLAN npymeHum gna cnenyromx CXem:

— VolP-obopyaoBaHuMe HacTpamBaeTca, YTobObl paccbliaTb TerMpoBaHHble NakeTobl, ¢ ID Voice
VLAN, HacTpoeHHbIM Ha KOMMmyTaTope.

— VolP-obopyaoBaHue paccbinaetr HeterMposaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepBepa npucytcteyeT onums 132 (VLAN ID), ¢ nomollbio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCcKM HasHavaeT cebe VLAN ana mapkuposku TpaduKa (Voice VLAN).

Cnncok OUl npoussoautenen VolP-o6opynoBaHua, AOMUHUPYIOLWMX HA PbIHKE.

oul dupma-
npoussoauTenb
00:E0:B 3COM
B
00:03:6 Cisco
B
00:E0:7 Veritel
5
00:D0:1 Pingtel
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E

00:01:E Siemens
3

00:60:B NEC/ Philips
9

00:0F:E Huawei-3COM
2

00:09:6 Avaya
E

V Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk u
general.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunua 148 — KomaHabl perkmnma rnobanbHoM KoOHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMayT g/1a NopTa, NpUHAAAeNxalero K
timeout voice-vlan. Ecaun ¢ nopTta B Te4eHWe 334aHHOT0 BPEMEHU He
timeout: 6bi10 ¢penimos ¢ OUI VolP-obopynosaHua, To voice vlan
(1..43200)/1440 YOANAeTcs ¢ AaHHOro nopra.
no voice vlan BoccTaHaB/IMBaAET 3HaYEHWEe MO YMONYAHUIO.
aging-timeout
voice vlan cos cos [remark] YcraHasnmBaeT CoS, KOTOPbIM MapKupytoTca Gpeirmbl, npu-
cos: (0-7)/6 Hagnexawwme Voice VLAN.
no voice vlan cos BoccTaHaB/MBaAET 3HaYeHWE MO YMONYAHMIO.
voice vlan id vian_id YctaHasausaeT uageHtueumkatop VLAN ana Voice VLAN
no voice vlan id Yapanset ugentuourkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypaneHna ngentneukatopa VLAN Tpebyertca
V npeAaBapuUTeNIbHO OTKAOUMTL ¢PyHKUMIo voice vian
Ha Bcex noprax.
voice vlan oui-table {add MNo3BonseT pegakTMposatb Tabanuyy OUL.
oui | remove oui} [word] word: (1..32) - oui — neps.ble 3 6aitTa MAC-agpeca;
CMMBONOB - word — onucaHue oui.
no voice vlan oui-table Ypansaert Bce nonb3oBaTebckue nameHenuna OUI-Tabanupl.

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica Ethernet

Buga 3anpoca KOMaHZLHOW CTPOKWU B pexume KoHourypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 149 — KomaHapl pexknma KoHoburypaumm nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o ymoa4aHuio

voice vlan enable Bkntoyaet Voice VLAN gna nopra.

- -/OTKAIOYEHO -
no voice vlan enable OtkntoyaeT Voice VLAN gns nopra.
voice vlan cos mode {src | Bk/toyaeT mMapKkupoBKy Tpaduka ana scex ¢pelrimos, nNnMbo
all} -/src TONbKO A1 UCTOYHMKA.
no voice vlan cos mode BoccTaHaBnMBaeT 3HaYeHME N0 YMONYAHUIO.
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5.19 IpynnoBas agpecauus

5.19.1 ®yHKYyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping mMcnonb3yeTca B CETAX rPynnoBon paccbiikv. OcHOBHOM 3agaven IGMP
Snooping ABnAeTcA MpeaocTaBleHWe MHOroagpecHoro Tpaduka TONbKO ANA Tex MNOpPTOB, KOTopble

3anpocunu ero.

V IGMP Snooping moKeT UCNo/b30BaTbCA TONbKO B cTaTuyecko rpynne VLAN. NMopaep-
}usarrca sepcum nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yro6bl IGMP Snooping 6bin akTUBHbIM, PyHKUUA rpynnosBoi ¢unbTpauum “bridge mul-

- ticast filtering” ponkHa 6bITb BKAlOueHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoii agpe-

caumm (multicast addressing)).

Pacrno3sHaBaHWe NOpPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOaApeCcHble MapLLpyTU3aTopbl, OCHOBAHO Ha

cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKONAA MHOroaApecHon MmapLpyTmsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbLI Ha NOPTY;

— naketbl npoTtokona MRDISC npuHATbI Ha NOPTY;

— naketbl NnpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnvua 150 — KomaHabl pexxnma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonyanuio
bYHKLMA BbIKNIOYEHA

Paspewaet ncnonb3osaHne ¢yHKummM IGMP Snooping Kom-
MYyTaTOpOM.

3anpeuwaeTt ncnonb3oBaHue ¢yHKumm IGMP Snooping kKom-
MYTaTOPOM.

ip igmp snooping vlan
vlan_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyaHutio
GYHKLMA BbIKAOYEHa

Paspewaet ncnonb3osaHue ¢yHKuun IGMP Snooping Kom-
MyTaTOpPOM A/ AaHHOro uHtepdeiica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaeTt ncnonb3oBaHue ¢yHKumm IGMP Snooping kKom-
MyTaTOpOM A/ AaHHoro uHtepdeica VLAN.

ip igmp snooping vlan
vlan_id group-specific-
query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B nopTbl, NpUBA3aHHbIE K rpynne, COrNacHo
Tabauue ip igmp snooping groups.

OTKANoYaeT nepeHanpasneHune naketos IGMP GroupSpecific
Query B NOPTbl, NPUBA3aHHbIE K rpynne, cornacHo Tabauue
ip igmp snooping groups.
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ip igmp snooping vlan
vlan_id static
ip_multicast_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Pernctpupyet rpynnosoi IP-agpec B Tabnuue rpynnosoi
afpecauun u ctatuyeckun gobasnaet nHTepdencol Us rpynmnol
ana Terkywen VLAN.

-vlan_id — naeHTUOUKaLUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.
MNepeuncneHne nHTepdEncoB OCyLLECTBAAETCA Yepes «—» U
«,».

Ypanset rpynnosow IP-agpec us Tabanupl.

ip igmp snooping vlan
vlan_id mrouter learn pim-
dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHuio
paspelleHo

PaspewaeT ana gaHHon rpynnsl VLAN aBTOMaTU4yeckoe pac-
Nno3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOToaapec-
Hble MapLpyTU3aTopbl.

-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaet ana gaHHou rpynnbl VLAN aBToMaTMyeckoe pac-
Nno3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOTOagpec-
Hble MapLpyTU3aTopbI.

ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpegaenseT NopT, K KOTOPOMY MOAKNHOHYEH MapLUPYTU3aTOpP
MHOroaZpecHoOM paccblIkM Ansa 3agaHHon VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

YKasblBaeT, 4To K nopTy He NOAKNAKYEH MapLpyTU3aTop
MHoroaAPECHOVI PacCblNIKKN.

ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHaBAMBaeT 3anpeT Ha onpeaesneHne nNopTa (CTaTUYeckH,
AMHAMMYECKM) KaK NopTa, K KOTOPOMY MOAKAOYEH MapLIpy-
TW3aTOP MHOTOAZPECHOMN PACChINKK.

- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

CHMMaeT 3anpeT Ha onpegeneHne nopTa Kak nopra, K KoTo-
pOMY MOAKNOYEH MAPLUPYTU3aTOP MHOFOAAPECHOM pacchin-
K.

ip igmp snooping vlan
vlan_id querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
-/BblAaya 3anpocos
OTK/lOYeHa

BkntoyaeT noapeprkKy BblAauu 3anpocoB igmp-query Kom-
MyTaTopom B AaHHon VLAN.

OTKNtOYaeT NoAAEePKKY BblAayvM 3anpocoB igmp-query Kom-
MyTaTopom B AaHHon VLAN.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA Ha yKasaHHbIA |IP-
agpec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.
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no ip igmp snooping vian
vlan_id replace source-ip

OTkntovaeT 3ameHy IP-agpeca uctouyHuMKa B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan
vlan_id querier version {2 |
3}

no ip igmp snooping vian
vlan_id querier version

-/IGMPv3

YcraHaBauBaet Bepcuto IGMP-npoTokona, Ha OCHOBaHWUM
KoTopo byayT dopmuposaTbca IGMP-query 3anpochl.

YcTaHaBAMBAET 3HAYeHUeE No yMON4aHUKo

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepaensaeT ucxoAHbli IP-agpec, KoTopblit Byaet ncnonbso-
BaTbcA IGMP querier-om. Querier — ycTpOICTBO, KOTopoe
otnpasnaeT IGMP-3anpocbl.

YcTaHaBAMBaeT 3HayeHne Mo ymonuyaHuio. Mo ymonyaHuio
ecnu IP-agpec HacTpoeH ana VLAN, OH ncnonb3yeTtcs B Kave-
cTBe agpeca ncrouHuka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BKkatountb npouecc IGMP Snooping Immediate-Leave Ha
Tekywwer VLAN. O3HayaeT, YTo MopT AO0/KeH ObiTb Hemea-
NIeHHO yaaneH m3 rpynnbl IGMP nocne nosyyeHusa coobuue-
Hua IGMP leave.

- host-based — mexaHunam fast-leave cpabatbiBaeT ToNbKO B
TOM C/ly4ae, Korga BCe MONb30BATENM, MOAK/OYEHHblE K
AaHHOMY MOPTY OTNMCANUCL OT rPynnbl (CYETYMK NO/b30Ba-
Tenel BegeTcs Ha ocHoBaHWKM Source MAC-agpecoB B 3aro-
noskax IGMP-report’os).

OTkntounTtb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN.

ip igmp snooping vlan
vlan_id proxy-report
[version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

Bkntounte PyHKUMIO proxy report B onpegeneHHom VLAN.
Mpwv BKAOYEHWUM 3TOM GYHKLMM KOMMYTATOP Ha Npulieawine
IGMP query 6yaeT oTBeyaTb OT CBOEro MMeHU. KnneHTtckue
IGMP report npu 3Tom oT6pacbIBatoTCA.

- version — yctaHaBnuBaeT Bepcuio IGMP gna oTnpasku na-
KetoB. [10 ymonyaHuMiO Bepcua onpegenserca no npuwes-
Lemy Ha KommyTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm VLAN:

console (config-if) #

Tabnunua 151 — KomaHapl pexknma KoHoburypaumm nHtepdeica VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3Ha4YeHme ycTonumnsoctm gns IGMP.
Ecnv Ha KaHane HabnogaeTcs notepAa AaHHbIX, 3HaYeHue
YCTOMYMBOCTM OMKHO ObITb YBEIMYEHO.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcraHaBAuBaet TaﬁmayT, Nno KOTOPOMY CUCTEMa OTNpaBnAaeT
OCHOBHbI€ 3anpoChbl BCEM YYACTHUKAM rpynnbl MHOroagpec-
HOWM nepegayun AnAa npoBepKU NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp
query-max-response-time
seconds

no ip igmp
query-max-response-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemaA O0TBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip igmp
last-member-query-count

count: (1..7)/3HaueHne

YcTaHaBAMBaeT KOJIMYECTBO 3amnpocoB, MOC/Ae PacCblIKK
KOTOpPbIX, KOMMYTaTOpP OMpegenser, YTo Ha AaHHOM NOpPTy

count nepemeHHo HET XeNarLMx y4acTBoBaTb B MHOTOAAPECHOW paccbliiKe.
no ip igmp robustness YcTaHaBAMBaEeT 3HaYeHUe Mo YMOAYAHUIO.
last-member-query-count

ip igmp YcTaHaBAMBaeT MHTepBaa 3anpoca Aasa nociegHero yyact-

last-member-query-interval
milliseconds

no ip igmp
last-member-query-interval

milliseconds:
(100..25500)/1000 mc

HUKa.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHULO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabanua 152 — KomaHAabl pexnma KoHpurypaumm nHtepoelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB € KAMEHTCKUX
Vlan B Multicast Vlan u mynbTMKkacToBoro Tpaduka B KANEHT-
ckune Vlan ana nHtepderica B pexxmme «access».

Bbikntoyaet nepeHanpasneHne IGMP-3anpocoB € KAWEHT-
ckux Vlan B Multicast Vlan n mynbTukactoBoro Tpaduka B
KnuneHTtckue Vlan gna uHtepdeiica B perkmme «access».

switchport trunk
multicast-tv vlan vian_id

[tagged]

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpasneHne IGMP-3anpocoB € KAMEHTCKUX
Vlan B Multicast Vlan u mynbTMKkacToBoro Tpadpuka B KANEHT-
ckune Vlan gna nHtepdeiica B pexxnme «trunk».

Bbikntoyaet nepeHanpasneHne IGMP-3anpocoB € KAWEHT-
ckux Vlan B Multicast Vlan n mynbTuMKacToBoro Tpaduka B
KAneHTckue Vian gna nHtepdeiica B pexknme «trunk».

KomaHOwb! pexcuma EXEC

Bce kKomaHAabl AOCTYNHbI TONbKO ANA NPUBUNIETMPOBAaHHOIO NOJIb30BaTeENA.

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnnuya 153 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPoOpMaumio 06 M3y4yeHHbIX MHOroaApPeCcHbIX
MapLUpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiBaeT uHbopmaumo IGMP-snooping ana AaHHoro
MHTepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

Moka3sbiBaeT uHbOpMaLmio 06 U3yYeHHbIX MHOTOaApPecHbIX
rpynnax, y4acTByHOLLMX B FPYNMNOBOI paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MNokasbiBaeT Tabanuy cooTtseTcTBUin mexxay VLAN obopyzao-
BaHWA, YCTAHOB/IEHHOrO y nonb3osaTtena, u VLAN ona tene-
BELLAHUA.
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show ip igmp snooping BbiBOAMT nepeyeHb aBTOpU30BaHHbIX IGMP-rpynn Ha scex
authorization-cache MHTepdeiicax KoMMyTaTopa, AMBO TONbKO Ha 3agaHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);

tengigabitethernet te_port fo_port: (1..8/0/1..4)

| fortygigabitethernet

fo_port}]

clear ip igmp snooping Ouuiwaer Tabauuy asBTOpu3oBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache uHTepdeiicax KommytaTopa, AMbBO TONbKO Ha 3a4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);

tengigabitethernet te_port fo_port: (1..8/0/1..4)

| fortygigabitethernet

fo_port}]

[pumepbl 8b1M0AHEHUS KOMAHO

Bkatountb pyHKumMto IGMP snooping Ha KommyTatope. Ana VLAN 6 pa3pewmnTb aBTOMaTU4ecKkoe
pacno3HaBaHWe MOPTOB, K KOTOPbIM NMOAKAKOYEHbI MHOFO3ZpPEeCHble MapLpyTM3aTopbl. YCTaHOBUTb WUH-
Tepsan mexay IGMP-3anpocamn — 100 cek. YBENNYUTb 3HAYEHUE YCTOMUMBOCTU A0 4. YCTaHOBUTb MaK-
CMMaJibHOE BpemsA oTBeTa Ha 3anpoc — 15 cek.

console# configure

console (config)# ip igmp snooping
console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

(
(
(
console (config-if)# ip igmp snooping query-interval 100
(
console (config-if)# ip igmp query-max-response-time 15

5.19.2 lMpaesuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHZ npeAHasHayeH AN 3af4aHuA NpaBua rpynnoBoii agpecaumu B CETU Ha
KaHa/NbHOM W CETEBOM YPOBHAX mogenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 154 — KomaHabl perknma KoHourypaumm nHtepdeinca VLAN

3HayeHue/3HayeH
KomaHoa ue no OnucaHue
YMOAYAHUIO
bridge multicast mode 3a4aeT peXuMm rpynnoson nepeaaymn AaHHbIX.
{mac-group | ipv4-group | - mac-group — MHOroagpecHaa nepefaya, OCHOBaHHAaA Ha
ipva-src-group} VLAN 1 MAC-agpecax;
- ipv4-group — mHoroagpecHas nepegaya c TUNom ¢epunbTpa-
-/mac-group umu, ocHoBaHHbIM Ha VLAN u agpece npuemHuKa B popmare
IPv4;
- ip-src-group — mMHoroagpecHas nepegaya c Tunom ¢uabTpa-
LMK, OCHOBaHHbIM Ha VLAN n agpece oTnpasuTens B popmare
IPvA.
no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
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bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add

[obasnsaet rpynnosoit MAC-agpec B Tabauuy rpynnosoi aa-
pecaumm u cTaTMyecku fobasnseT uau yaanset uHtepodeiicsl
M3 rpynnbl.

| remove} {gigabitethernet gi_port: - mac_multicast_address — rpynnosoit MAC-agpec;
gi_port | (1..8/0/1..48); - ip_multicast_address — IP-agpec MHOroagpecHom paccbiiku;
tengigabitethernet te_port te_port: - add — no6aBnAeT cTaTMYECKYO NOAMUCKY K rpynnosomy MAC-
| fortygigabitethernet (1..8/0/1..24); agpecy gmanasoHa Ethernet-nopTos uau rpynn nopTos.
fo_port | port-channel fo_port: - remove — yaanaeT CTaTUYECKyl NOAMWUCKY K rpynnoBomy
group}] (1..8/0/1..4); MAC-agpecy.

group: (1..48) MepeuncneHme NHTepdENCoB OCYLLECTBASETCS YEPES «—» U «,»
no bridge multicast address Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.
{mac_multicast_address |
ib_multicast_address }
bridge multicast forbidden 3anpelaeT NoAK/IOMEHME HACTPaMBaeMoro nopTa/nopTos K
address rpynnosomy IPv6-agpecy (MAC-agpecy).
{mac_multicast_address | - mac_multicast_address — rpynnosoit MAC-agpec;
ib_multicast_address} [{add . ) - ip_multicast_address — IP-agpec MHOroagpecHoOm paccbiiku;
| remove} {gigabitethernet 1 g'/—or}irzs). - add — go6asneHune nopTa/NOPTOB B CINCOK 3aMpeLLeHHbIX;
gi_port | “te po.r-t' ! - remove — yaasneHve nopta/nopTos U3 CNMCKa 3anpeLleHHbIX.
tengigabitethernet te_port 1 8/6/1 2'4)_ MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPE3 «—» U «,»
| fortygigabitethernet "fo po'r.t: !
fo_port | port-channel (1..8/0/1..4);
group}] )
no bridge multicast group: (1..48) Ypanaetr 3anpelwatowee npasuno ana rpynnosoro MAC-
forbidden address agpeca.
{mac_multicast_address |
ib_multicast_address }
bridge multicast forward-all gi_port: PaspeluaeT nepesayy BCEX MHOrOa4peCHbIX NAKETOB Ha NOPTY.
{add | remove} (1..8/0/1..48); - add — pob6asnaer noptbl/06beaMHEHHbIE NOPTbI B CMMUCOK
{gigabitethernet gi_port | te_port: NnopToB, A/1A KOTOPbIX paspelleHa nepefaya BCeX rPynnosbixX
tengigabitethernet te_port (1..8/0/1..24); NnakeTos;
| fortygigabitethernet fo_port: - remove — y6upaet rpynny noptos/o6beAMHEHHbIX NOPTOB U3
fo_port | port-channel (1..8/0/1..4); paspelualoLero npasmna.
group} group: (1..48) MepeuncneHve UHTepdENCOB OCYLLECTBAAETCA Yepes «—» U

no bridge multicast

Mo ymonuyaHutio
nepepava Bcex

«”.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

forward-all MHOroaZpecHbIX
naketos
3anpeLLeHa.

bridge multicast forbidden gi_port: 3anpewaeT NopTy AMHAMUYECKM L06aBAATLCA K MHOroaapec-
forward-all {add | remove} (1..8/0/1..48); HoW rpynne.
{gigabitethernet gi_port | te_port: - add — pob6asnser nopTbl/06beAMHEHHbIE NOPTbI B CMMUCOK
tengigabitethernet te_port (1..8/0/1..24); nopToB, ANA KOTOpbIX 3anpelieHa nepegada BCex rpynnosbix
| fortygigabitethernet fo_port: NaKeTos;
fo_port | port-channel (1..8/0/1..4); - remove — y6upaet rpynny noptos/o6beAMHEHHbIX NOPTOB U3
group} group: (1..48). 3anpeluatowero npasuna.

Mo ymonuaHuio MepeuncieHve nHTepdENCOB OCYLLECTBAAETCA 4Yepes «—» U

noptam He «,».
no bridge multicast 3anpeLLeHo BoccTaHaB/MBaAET 3HaYEHMeE MO YMONYAHMIO.
forbidden forward-all OUHAMUYECKN
npuUcoeanHATLEA K
MHOroazpecHowm
rpynne.

bridge multicast ip-address i bort: Peructpupyet IP-agpec B Tabsivue rpynnoBon agpecaunun wm
ib_multicast_address {add | (1 5/671 4.l8)' cTaTMyeckun nobasnaet/yaanaet MHTepdencol U3 rpynnoi.
remove} {gigabitethernet ”te po'r.t' ! - ip_multicast_address — rpynnosoii IP-aapec;
gi_port | 1 8/6/1 2'4)_ - add — go6asnseT NopThbI K rpynne;
tengigabitethernet te_port "fo po;t' ! - remove — yaanseT nopTbl U3 rpynnbi;
| fortygigabitethernet (1..870/1..4); MepeuncneHne WMHTEPPENCOB OCYLLECTBAAETCA 4Yepe3 «—» WU
fo_port | port-channel group: (1..48) «,».

group}
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no bridge multicast ip-
address
ip_multicast_address

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |

3anpewaeT NopTy AMHAMMYECKM A06aBAATbCA K MHOroagpec-
HOM rpynne.
- ip_multicast_address — rpynnosoii IP-agpec;

remove} {gigabitethernet 1 SI/B';TZS). - add — gob6asneHne NopTa/NOPTOB K CANCKY 3anpeLLeHHbIX;
gi_port | “te po;t' ! - remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
tengigabitethernet te_port (1 8/6/1 2'4). MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»
| fortygigabitethernet "fo po-r.t' ! Mpexae uyem onpegenuTb 3anpeljeHHble NOPTbl, rPynnbl
fo_port | port-channel 1 870/1 ;”. V MHOrOaZipeCHOM PACCbINKUA [O0/IKHbI 6bITb 3ape-
group} a v rMCTPUPOBAHDI.
. - group: (1..48)
no bridge multicast BoccTaHaBMBaeT 3HaYEHME N0 YMOYAHUIO.
forbidden ip-address
ip_multicast_address
bridge multicast source YcTaHaBAMBaeT cooTBeTCTBUE Mexay IP-agpecom nosnb3osate-
ip_address group /1A M TPYnNnoBbIM agpecom B Tabnuue rpynnoBoit agpecaumm, u
ib_multicast_address {add | . ) cTaTMyeckun fobasnaet/yaanaer MHTepdencobl U3 rpynnoi.
remove} {gigabitethernet 1 SI/BF;TZ 8); - ip_address — ncxopHbii IP-agpec;
gi_port | “te po.r't' ! - ip_multicast_address — rpynnosoii IP-agpec;
tengigabitethernet te_port 1 8/6/1 2'4)_ - add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;
| fortygigabitethernet "fo po'r.t: ! - remove — yanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.
fo_port | port-channel (1..8/0/1..4);
group} )
~ . group: (1..48)
no bridge multicast source BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.
ip_address group
ip_multicast_address
bridge multicast forbidden YcTaHaBAMBaeT 3anpeT Ha aobasneHue/yaaneHne COOTBETCT-
source ip_address group BMA mexay IP-agpecom nonb3osatens u rpynnoBbiM agpecom
ip_multicast_address {add | B Tabauue rpynnoBoit agpecaumm ana onpeseneHHoro nopra.
remove} {gigabitethernet gi_port: - ip_address —vucxopHbit IP-agpec;
gi_port | (1..8/0/1..48); - ip_multicast_address — rpynnosoii IP-agpec;
tengigabitethernet te_port te_port: - add — 3anpet Ha gobaBneHue nopTa B rpynny ucxogHoro IP-
| fortygigabitethernet (1..8/0/1..24); agpeca;
fo_port | port-channel fo_port: - remove — 3anpeT Ha yAaseHne nopta uU3 rpynnbl UCXOL4HOTO
group} (1..8/0/1..4); IP-agpeca.
no bridge multicast group: (1..48) BoccTaHaBAMBaAET 3HaYEHME MO YMOMYAHMIO.
forbidden source
ip_address group
ib_multicast_address
bridge multicast ipv6 mode 3aflaeT pexum TrpynrnosBoi nepenaun JAaHHbiXx ana  |IPve-
{mac-group | ip-group | NaKeToB MHOTOaAPECHOM PaCChIIKU.
ip-src-group} - mac-group — MHOroazpecHas nepefaya, OCHOBAHHAA Ha
VLAN un MAC-agpecax;
- ip-group — MHOroagpecHas nepegaya c TMNom GpuabTPaLUK,
-/mac-group OCHOBaHHbIM Ha VLAN u agpece npvemHuKa B popmarte IPv6;
- ip-src-group — mHoroagpecHaa nepegaya ¢ TMNom ¢GuabTpa-
LMK, ocHoBaHHbIM Ha VLAN n agpece oTnpasuTens B popmare
IPv6.
no bridge multicast ipv6 YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
mode
bridge multicast ipv6 Peructpupyet rpynnosoii IPv6-agpec B Tabauue rpynnosom
ip-address gi_port: afpecaumn, U ctatdecku gobaenset/yaanaer uHtepdeicol us
ipv6_multicast_address (1..8/0/1..48); rpynnol.
{add | remove} te_port: - ipv6_multicast_address — rpynnosoit IP-agpec;
{gigabitethernet gi_port | (1..8/0/1..24); - add — go6asnseT NopThbl K rpynne;
tengigabitethernet te_port fo_port: - remove — yaanseT nopTbl U3 rpynnbl;
| fortygigabitethernet (1..8/0/1..4); MepeuncneHne WHTEpPPenNCoB OCYLLECTBAAETCA 4Yepe3 «—» WU
fo_port | port-channel group: (1..48) «,».

group}
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no bridge multicast ipv6
ip-address
ipv6_multicast_address

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

3anpelaeT NOAKIOYEHNE HacTpaMBaemoro nopTa/mopTos K
rpynnosomy IPv6-agpecy.
- ipv6_multicast_address — rpynnoeoit IP-agpec;

{add | remove} 1 SI/B';TZS). - add — gob6asneHune NnopTa/NoOPTOB B CAMCOK 3aMNpeLLeHHbIX;
{gigabitethernet gi_port | “te po;t' ! - remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
tengigabitethernet te_port (1 8/6/1 2'4). MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»
| fortygigabitethernet "fo po-r.t: !
);(;Bl;zr}t | port-channel (1..8/0/1..4);

. - - group: (1..48)
no bridge multicast ipv6 BoccTaHaBanBaeT 3Ha4YeHMe NO YMOAYAHWIO.
forbidden ip-address
ipv6_multicast_address
bridge multicast ipv6 YcTaHaBAMBaeT cooTBeTcTBME mexay IPve-agpecom nonb3osa-
source ipv6_address group TeNs U rpynnoBbiM agpecom B Tabauue rpynnosBon agpecauum,
ipv6_multicast_address . . M cTaTMyeckun gobasnsaet/yaansaer nHTepdencobl U3 rpynnoi.
{add | remove} 1 SI/BF;TZ 8); - ipv6_address — ncxoaHbit IP-agpec;
{gigabitethernet gi _port | “te po.r't' ! - ipv6_multicast_address — rpynnoeoit IP-agpec;
tengigabitethernet te_port 1 8/6/1 2'4)_ - add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;
| fortygigabitethernet "fo po'r.t: ! - remove — yanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.
j;or;;;zr}t | port-channel (1..8/0/1..4);

" " " group: (1..48)
no bridge multicast ipv6 BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.
source ipv6_address group
ibv6_multicast_address
bridge multicast ipv6 YcTaHaBAMBaeT 3anpeT Ha aobasneHue/yaaneHne COOTBETCT-
forbidden source BMA mexay IPv6-agpecom nonb3oBaTtens M rpynnosbim agpe-
ibv6_address group com B Tabnvue rpynnoBoi agpecauun AnA onpefeneHHoro
ibv6_multicast_address . . nopTa.
{add | remove} 1 SI/BF;TZ 8); - ipv6_address — vcxopHbin IPv6-appec;
{gigabitethernet gi_port | “te po;t' ! - ipv6_multicast_address — rpynnosoit IPv6-agpec;
tengigabitethernet te_port 1 8/6/1 2'4)_ - add — 3anpet Ha pobasneHwe nopTta B rpynny MCXo4HOro
| fortygigabitethernet "fo po'r.t' ! IPv6-aapeca;
fo_port | port-channel 1 870/1 A). - remove — 3anpeT Ha yAasieHre nopTa M3 rpynnbl UCXOLHOTo
group} group: (1..48) IPv6-aapeca.

no bridge multicast ipv6
forbidden source
ibv6_address group
ipbv6_multicast_address

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, VLAN,

UHMepaelica epynnsl MopmMos

Bua, 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypaumm wHTepdeica Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |

tengigabitethernet te port
range {..}}
console (config-if) #

group | vlan

| gigabitethernet gi port | port-channel
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Tabnnua 155 — KomaHgb! pexknma KoHourypauum nutepdeica Ethernet, VLAN, rpynnbl nHTepdeiicos

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpPaBWAO nepesayv NakeToB C He3aperucr-
PUPOBaHHbIX FPYNMNOBbIX a4PeCcoB.

- forwarding — nepenaBsaTb He3aperncTpMpPoBaHHbIE MHOTO-
afpecHble NakeTbl;

- filtering — dunbTPOBaTL HE3APETUCTPUPOBAHHBIE MHOTOAA-
pecHble nakeTbl.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma 2106a1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 156 — KomaHab! perkmma rnobanbHoM KOHGUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/oTKNIO4EHO

BkntouaeT dpuabTpaymio rpynnosbix aLpecos.

OTKAoYaeT GUAbTPALMIO rPYNMNOBbIX a4PECcoB.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..630)/300
CEKYHA,

3apaer BpemA MAC-agpeca B Tabauue

rnobanbHo.

XpaHeHunA

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonyanuio
BK/OYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKNOYNTL n3ydeHmne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

JOob6asnaet ucxogHbli MAC-agpec B Tabauuy rpynnosow
afpecaumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXKHO y4annUTb TONbKO
C MOMOLLbI0 KOoMmaHab! no bridge address;

- delete-on-reset — gaHHbIN agpec yaanuTtca nocie nepesa-
rPY3KM YCTPOICTBA;

- delete-on-timeout — aaHHbIM agpec yaanutca no Tamm-

{ethernet-v2 ethtype | llc
sap | llc-snap pid ] {discard
| bridge}

(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0xFFFFFFFFFF)

delete-on-timeout | group: (1..48) ayTy;

secure] - secure — AaHHbIM afpec YAANUTCA TONbKO C MOMOLLBIO KO-
MaHgbl no bridge address nau nocne Bo3BpalLeHns nopTa B
pexunm obyyeHus (no port security).

no mac address-table static Yaoanaer MAC-agpec 13 Tabauvubl rpynnosoi agpecaumu.

[mac_address] vlan vian_id

bridge multicast Onpepenset fencTBue s NakeToB MHOroaApecHoi pac-

reserved-address CbIJIKM C 3ape3epBUPOBAHHOrO aJpeca.

mac_multicast_address ethtype: - mac_multicast_address — rpynnosoii MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotcs B pexkmme bridge.
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no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apaet pasmep obnact MAC-agpecoB B airopuTMe Xewu-
poBaHUA. M3meHeHWA BCTynatoT B AelCcTBUE Noc/ie pecTapTa
KOoMMyTaTopa.

YcTaHaBAMBaeT 3HaYeHne No ymonyaHuto. M1ameHeHuns BCTy-
natoT B AeiCcTBME Noc/ie pectapTa KOMMyTaTopa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 157 — KomaHabl perxknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YpanseT cratMyeckne/gmHamuyeckue 3anucu U3 Tabauupl
rpynnoBoi agpecauuu.

- dynamic — yaaneHne guHaMU4YeCcKnx 3anucen;

- secure — yaseHne CTaTUYECKMX 3anuncei.

KomaHObi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console>

Tabnunua 158 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT Tabnuuyy MAC-agpecoB A/NA YKa3aHHOMO WH-
Tepoerica nmbo Bcex MHTepdEncoB.

- dynamic — NpocmoTp TONbKO AUHAMUYECKUX 3anucel;

- static — npocmoTp TONbKO CTaTUUYECKMUX 3anucew;

- secure — NPOCMOTP TO/IbKO Be3onacHbIX 3anucew;

- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN;

- mac-address — MAC-aapec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3sblBaeT KoamMyecTso 3anuceit B Tabanue MAC-agpecos
ONA yKasaHHoro uHtepderica inbo ana scex MHTepdencos.
-vlan_id — naeHTMOUKaUMOHHbIM Homep VLAN.
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ibv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

Moka3sblBaeT TabauLy rpynnoBbIX agpecoB A/1A yKasaHHOro
MHTepdeiica Mbo Bcex nHTepdericos VLAN (KomaHza poc-
TyMNHa TONbKO A/1A NPUBUAETMPOBAHHONO NOJIb30BaTeN ).

- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoi IPv4-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmotp no MAC-agpecam;

- ipv4_source_address — IPv4-appec UCTOYHWUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sbiBaeT Tabanuy CTaTUHECKUX FPYnMnoBbIX aApecoB Ans
yKasaHHoro nHtepdeiica nmbo sBcex nHtepdeiicos VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosoi IPv4-agpec;

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

- ipv4_source_address — |Pv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-afpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHom Tabanupl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokasbiBaeT KoHOUrypauuo duabTpa rpynmnosBbiX afpecos
AnA ykasaHHoro VLAN.
- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasbiBaeT KOHOUrypaLmuio GUAbTPa 419 He3aperncTpupo-
BaHHbIX rPYMMoBbIX a4Pecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeT pexxum rpynnoBoi agpecaumnun gaa yKasaHHoro
nHTepdeiica nmbo Bcex uHTepdericos VLAN.
-vlan_id — naeHTMOUKaUMOHHbIA Homep VLAN.

show bridge multicast
reserved-addresses

OTob6parkaeT npaBuaa, yCTaHOB/EHHblE AN FPYNMOBbIX 3a-
pe3epBMpPOBaHHbIX aLPECOB.

lpumepbl 8b1M0AHEHUS KOMAHO

BKAtounTb GUABTPALMIO TPYNNOBbLIX aApPecoB KOMMyTaTopom. 3agatb Bpems xpaHeHua MAC-
appeca 450 cekyHA, pa3pelwmnTb nepeaady He3aperucTpMpoBaHHbIX MHOrOaApPecHbIX NaKeToB Ha
11 nopTy KOMMyTaTOpAa.

console # configure

console (config) # mac address-table aging-time 450

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.13012.2.8 static te0/1-8
19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 167



DHELTEX

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8

5.19.3 MLD snooping — npomoKosa KOHmpoasa MHo20a0pecHo20 mpaguKa e IPve

MLD  snooping

MEXaHU3IM MHOI’OEI,D,pECHOﬁ

PaccbiIKU  COOBLLEHUN,

MWHMMMU3NPOBATb MHOTOAAPECHbIM TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 159 — KomaHabl r106anbHOro pexmnma KoHdurypaumm

Nno3BOAAOWMNA

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipv6 mid snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/OYEHO

Bkntouaet MLD snooping.

Otkntovaet MLD snooping.

ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyet rpynnosoli |IPv6-agpec B Tabaunue rpynnosom
ajpecaumu u ctatuyecku fobaenset/yganser uHtepdeico
u3 rpynnbl gna Tekylwen VLAN.

- ipv6_multicast_address — rpynnosoit IPv6-agpec;
MepeuncneHne nHTepdEcoB OCYLLLECTBAAETCA Yepes «—» U
«,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obaBnsaeT npasuio, 3anpeljatoliee MNOpTam M3 Cnucka
pernctpmposaTtbca Kak MLD-mrouter.

Ypanaet npasuno, 3anpeluatoliee nopTam M3 CNucka peru-
CTpupoBaTbca Kak MLD-mrouter.
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ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKIOYEHO

M3yyaTb NnopTbl, NOAKAOYEHHble K mrouter'y no MLD-query-
nakeTam.

He u3yuyatb nopTbl, NoAKNOH4EHHble K mrouter'y no MLD-
query-naketam.

ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6asnset cnucok mrouter-nopTos.

Ypanaet mrouter-nopTol.

ipvé mld snooping vlan
vlan_id immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/OYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Te-
Kywen VLAN.

OTkntounTtb npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

ipvé mid snooping querier

no ipvé mild snooping
querier

-/BbIK/IIOYEHO

BK/iloYaeT NoaaepiKKy Bblgaum 3anpocos igmp-query.

OTK/AOYaeT NOAAEPIKKY BblAauM 3aNpocos igmp-query.

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica (QuanasoHa uHmepageticos) Ethernet, uHmep-

gelica epynnel nopmos, uHmepagpetica VLAN

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOpToB N nHTepdenca VLAN:

console (config-if) #

Tabnuua 160 — KomaHabl pexkuma KoHdurypauum nHtepdeiica (guanasoHa uHtepodeiicos) Ethernet, uH-
Tepdeica rpynnbl nopTos, nHTepdeica VLAN

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

Aeilicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUIUCEKYHA,

3alaeT MaKCMManbHYIO 33ZleP}KKy OTBeTa MoCNefHero yne-
Ha rpynnbl, KOTOpas MUCMNOAb3yeTca ANA BbIYMCIAEHWUA Koaa
MaKcMManbHoOW 3agepKku oteeTa (Max Response Code)

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHUIO.

ipv6 mid query-interval
value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT HTepPBan PaccbiNKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYKO 3a4epXKKYy OTBETA, KOTOPaA UCNOb-
3yetca onAa BblYMCNEHUI KOJa MaKCUManbHoOM 3a4epPXKKU
oTBeTa.

no ipvé mld robustness

no ipv6 mid CeRYHA BoccTaHaB/IMBaAET 3HaYeHMeE MO YMONYAHUIO.
query-max-response-time
ipvé mid robustness value YcTaHaBAMBaeT 3HaueHne KoadpduumeHTa 0TKa3oycToMYMBO-
cTn. Ecnn Ha KaHane Habntogaetca noTtepsa AaHHbIX, Ko3d-
value: (1..7)/2

bULMEHT OTKA30yCTOMUYMBOCTU A0/KEH BbiTb YBENUYEH.

BoccTaHaBnMBaeT 3HavYeHMe No YMOJTHAHUIO.
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ipvé mld version version YcTaHaBAMBAET BEPCUIO NPOTOKO/IA, AEWUCTBYIOLLYIO Ha AaH-
version: (1..2)/2 HOM MHTepdelice.
no ipv6 mid version BoccTaHaBanBaeT 3Ha4YeHMe NO YMOAYAHWUIO.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 161 — KomaHap! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no yMmoaYaHuro
show ipv6 mid snooping OtobparkaeT MHOPMALMIO O 3aPErMCTPUPOBAHHBIX rpynmnax
groups [vlan vian_id] B COOTBETCTBMM C 33a[aHHbIMW B KOMaHAE NapameTpamu
[address vlan_id: (1..4094) dunbTpaymu.
ipv6_multicast_address] - ipv6_multicast_address — rpynnosoi agpec |IPv6;
[source ipv6 _address] - ipv6_address — |IPv6-agpec UCTOYHUKA.

show ipv6 mld snooping
interface vian_id

OTobparkaeT nHpopmaumio o KoHourypaumm MLD-snooping

vlan_id: (1..4094) AR AaHHOM VLAN,

show ipv6 mid snooping
mrouter [interface vian_id]

vian_id: (1..4094) OTobparkaeT MHGOpMaLMo 0 mrouter-noprax.

5.19.4 ®yHKyuu oepaHuyeHua multicast-mpaguka

®yHKUMKM orpaHmnyeHmns multicast-TpaduKka mcnonbsylotca Ans yaobHOM HACTPOMKM OrpaHuYeHus
NpPoCcMOTpa onpeaeneHHbIX rfpynn MHOr0aApPeCcHOM PacChIIKM.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma ri1obanbHoM KoOHbUrypauum:
console (config) #

Tabnuvua 162 — KomaHabl pexxnma rnobanbHon KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
multicast snooping profile Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.
profile_name
no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbIi multicast-npoduns.
profile profile_name CMMBO/I0B Multicast-npopunb mosKeT 6bITb yAaneH TOAbKO
. nocne Toro, Kak 6yger oTBA3aH OT Bcex NOPTOB
KomMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bua 3anpoca KOMaHAHOM CTPOKM pexkMma KoHdurypauum multicast-npodunsa:

console (config-mc-profile) #
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Tabaunuya 163 — KomaHab! perkmma KoHourypaumm multicast-npoduns

KomaHoa

3Ha4yeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanugHbIn
multicast-agpec;
high_ip: BanngHbI

3apaeT cooTBeTCTBME NPOPUAA YKazaHHOMY AuanasoHy |Pv4
multicast-agpecos.

Ypanser cooTBeTcTBME NPOGUAA YKAa3saHHOMY AManasoHy

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanuaHbi
IPv6 multicast-agpec

[high_ip] multicast-agpec IPv4 multicast-aapecos.
match ipvé low_ipv6 low_ipv6: BannaHblii 3apaeT cooTBeTCTBME NPODUAA YKa3aHHOMY AnanasoHy IPv6
[high_ipve] IPv6 multicast-agpec; multicast-agpecos.

Ypanser cooTseTcTBME Npoduaa yKasaHHOMY [AManasoHy
IPv6 multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManaso-
HoB, IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBeTCTBMA OLHOMY M3 3a4aHHbIX AManaso-
HoB, IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabnunua 164 — KomaHabl perknma KoHourypaumm nHtepdeiica (ananasoHa nHtepoeiicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/-

OrpaHunyMBaeT KOAMYEeCTBO OA4HOBPEMEHHO MpocMaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

CHMMaET orpaHMYeHne Ha KOAMYecTBO O4HOBPEMEHHO Mpo-
cMaTpuBaembIx rpynn ans uHtepdeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CYMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTEpdelicy.

YaanaeT cootsercteMe multicast-npoduna (scex multicast-
npodwuneit) nHtepdeiicy.

KomaHObi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 165 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show multicast snooping
groups count

OTobpakaeT MHbDOPMALMIO ANA BCeX MOPTOB O TeKyLiem
KO/IMYECTBE 3aperucTpUpoBaHHbIX PYNM, a TaKKe MaKcu-
ManbHOe BO3MOXKHOE KOIMYECTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOIOB

OTobpaxkaeT  uHpopmauuio o
multicast-npodunsx.

CKOHGUIypUpOBaHHbIX

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

171




DHELTEX

5.19.5 RADIUS aemopu3zayus 3anpocos IGMP

JaHHbIN MmexaHU3M NO3BOAAET NPOU3BOANTb aBTOPU3ALLMIO 3aNpocoB NpoTokoaa IGMP ¢ nomoubio
RADIUS-cepBepa. Ona obecnevyeHUs HaAeKHOCTU U pacnpefesieHUs HarpyskuM MOMKEeT MCMOoJib30BaTbCA
HecKkosibko RADIUS-cepBepoB. Bbibop cepBepa A1 OTNPaBKM O4YepeaHOro 3anpoca aBTopu3aLuu
NPOUCXOAUT CNydYaliHbIM 0bpa3om. Ecin cepBep He OTBETU, OH NMOMEYaETCA Kak BPpemMeHHO Hepabouunii, 1
nepecraeT y4aCcTBOBaTb B MeXaHM3Me OMpPOCa HA ONpefeneHHbl Nepuos, a 3anpoc OTCbINAETCA Ha
cneayrouwmin cepsep.

I‘IonyquHble dBTOPU3aLUUOHHbIE [AaHHble XPaHATCA B K3W-NaMATM KOMMYTATOpPa B TeyeHue
334aHHOrO0 nepuoga BPeEMeHWU. ITO MO3BONAET YCKOPUTb MOBTOPHYH 06paboTky |IGMP-3anpocos.
MapameTpbl aBTOPMU3aLMKN BKAKOYAIOT B ceba:

=  MAC-agpec KAMEeHTCKOro YCTPOMCTBA;
= NpgeHTUPUKaATOp NopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

= PeweHue o goctyne - deny/permit.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypupoBaHus:

console (config) #

Tabanua 166 — KomaHAabl pexunma rnobanbHoro KoHGUrypupoBaHus

KomaHda 3HayeHue/3HayeHue »
JAeticmsue
o ymon4aHuio
ip igmp snooping authoriza- YcTaHaBAMBaeT BPeMsA WU3HW B Kawe. Ecau 3HauveHue
tion cache-timeout timeout PaBHO HY/N0 — OTCYET BPEMEHWU XKWU3HM OTKAlOYEeH (3a-

timeout: (0..10000)

NUCb He YAANAETCA CO BpeMEHeM).
MuH/0

no ip igmp snooping authori-
zation cache-timeout

YCTaHOBKA 3Ha4YeHMA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa UuHmepaeltica (QuanaszoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHAHOWM CTPOKM pexnma KoHOUrypupoBaHUA MHTepdeica:
console (config-if) #

Tabnunua 167 — KomaHabl perknma KoHourypuposaHus nHtepdelica Ethernet

Komanoa 3HayeHue/3HayeH Aelicmeue
ue no
YMOAYAHUIO
multicast snooping authorization BkatoyaeT aBTopusaumto yepes RADIUS-cepsep. Ecan
radius [required] yKa3aH napameTp required , TO B c/ly4ae HeJOCTYMHOCTU

Bcex RADIUS-cepsepoB IGMP-3anpocbl UTHOPUPYIOTCA.
B npotnBHom cnyyae IGMP-3anpoc 6yaeT ob6paboTaH
[axe Npun oTCyTCTBMM OTBETa cepsepa.

no multicast snooping OTKNOYEHME aBTOpPM3aALMW.

authorization

-/oTKAtOYEHa

BkntoyaeT npeasapuTenbHyto 06paboTtky IGMP-3anpocos
Ha nopty go oteeta RADIUS-cepsepa. o nonyyeHum
-/oTKNtOYEHa OTBETA OT CEpBepa B C/Iy4ae NOJIOKUTENbHOIO OTBETA
noAnucKa ocTaeTca, B C/ly4ae OTpMLaTe/IbHOro —
ypanaercs.

multicast snooping authorization
forwarding-first
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no multicast snooping

authorization forwarding-first BoccTaHaBnvBaeT 3HauYeHMe No YMOJTHAHUIO.

KomaHOwbi pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TONBKO A1 MPUBUAETMPOBAHHOIO NOJ/Ib30BaTENA.
Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
console#

Tabnnuya 168 — KomaHab! perkmma EXEC

KomaHoa 3HayeHue Aelicmeue
show ip igmp snooping authori- gi_port: OTobparkaeT coneprKMmoe Kala asTopusauumn IGMP.
zation-cache (1..8/0/1..24); Ecnun B KOmaHAe yKasaH nHTepdeiic — To oTobparkaroTtcs
[gigabitethernet gi_port | te_port: TO/IbKO Te rpynnbl, KOTOPbIe 3aPerncTpMpPoBaHbl Ha
tengigabitethernet te_port ] (1..8/0/1..4). YKa3aHHOM uHTepdelice.

clear ip igmp snooping authori- OuunLLaeT K3 aBTOpPU3aLUN.

. gi_port: .
zation-cache (1..8/0/1..24); Ecnu B KOMaHAe yKasaH uHTepdeiic — ounwatorea
[gigabitethernet gi_port | te o}t' e 3aMucK Keww AN8 YKa3zaHHOro uHTepodeiica.
tengigabitethernet te_port ] (1—2/0/'1 a) Ecnu uHTepderic He yKasaH — Kew ounLlaeTca

NONHOCTbHO.

6.1 MapuwpyT1Msauma MHoroagpecHoro Tpadpumka

6.1.1 [lpomokon PIM

PIM — npoTokon MHOroagpecHom mapwpyTtmsaumm pgna |P-ceTeld, co3gaHHbIA ANA pelleHun
npobsem rpynnoson maplipytmsaumun. PIM 6asmpyetca Ha TPaAMLMOHHBIX MapLUpPYTHbLIX MPOTOKONAX
(Hanpumep, Border Gateway Protocol), BmecTo Toro, 4tobbl co34aBaTb COGCTBEHHYIO CETEBYHO TONOMOIULO.
PIM wucnonb3yeT unicast-Tabnuuy mapuwpytMsauum gns nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLLpyTU3aTopamu, 4Tobbl ybeamTbea, YTO Nepegaya MHOroaApPecHoro TpadurKa BbINONHAETCS NO NyTH
6e3 netenb.

RP (rendezvous point) — Toyka paHAeBy, Ha KOTOpPOW 6yayT PerucTpupoBaTbCA WMCTOUHUKU
MHOroagpecHbIX NOTOKOB W cO3aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootsrtap router) — mexaHusm cbopa nHdopmaumm o RP KaHguaaTax, GopMUpoOBaHMM CNUCKA
RP pns Kaxkpoi MHOroagpecHoW rpynnbl M OTNPaBKa CNMCKa B npefenax AomeHa. KoHowurypauumsa
MHOroagpecHon mapLipytTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM peXxxnma riobanbHoM KoHbUrypauum:

console (config) #
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Tabaunuya 169 — KomaHabl rnobanbHOro pexnma KoHGurypaumm

KomaHda

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/To ymon4aHuio

byHRUMA
BbIK/IlOYEHa

BKAOUMTL MHOroagpecHyo maplpyTtusauuio, npotokon PIM
Ha Bcex MHTepdeicax.

OTKNIOUYUTL MHOTOAZPECHYID MapLIpPyTU3aLMIO U MPOTOKOA
PIM.

ipv6 multicast-routing pim

-/TNo ymon4aHuio

Bkatountb ana IPv6 mHOroagpecHyo mapLipytusaunto, NnpoTo-
Kon PIM Ha Bcex nHTepdeiicax.

no ipv6 pim accept-register
list

no ipv6 multicast-routing le):f::c(:ga OTkAounNTb Ana IPvé mHoroaapecHyo mapLupyTM3aumio n npo-
pim TOKoA PIM.
ip pim accept-register list MNpumeHeHne UNbTPALUN  PEFUCTPALMOHHBLIX COOBLLEHUIA
acc_list PIM.
acc_list: (0..32) - acc_list — cnucok mMHOroaapecHbix NpedUKCcoB, 3a4aBaeMbli C
cMmBona nomoupto ctaHaapTHoro ACL.
no ip pim accept-register OTK/tOYEHWE JAaHHOTO NapameTpa.
list
ipv6 pim accept-register list MpumeHeHne GUALTPALMKU PEFMCTPALMOHHbIX coobleHui PIM
acc_list ona IPv6.
acc_list: (0..32) - acc_list — cnncok MHOroaapecHbix NpedUKCcoB, 3a43aBaeMbli C
cMmBona nomoupbto ctaHaapTHoro ACL.

OTK/OYEHNE AAHHOMO NapameTpa.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHguaaTa B BSR (bootstrap router).
- ip_address — BanngHbin IP-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTert.

OTKAKOYEHME AaHHOrO NapameTpa.

ipv6 pim bsr-candidate
ibv6_address [mask]
[priority priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO Kak KaHauaaTta B BSR (bootstrap router).
- ipv6_address — BanuaHbIi IPv6-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTer.

OTKAlOYEeHME AaHHOTO napameTtpa.

ip pim dm {range
multicast_subnet | default}

no ip pim dm {range
multicast_subnet | default}

BKAOUMTL MapLupyTM3aumio 3a4aHHOMO AMana3oHa MyabTUKa-
CTHbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mHoroaapecHas noaceTb;
- default — ykasatb amanasoH B 224.0.1.0/24.
V~ KomaHay MOXKHO BBECTU HECKO/IbKO pa3, 3a4aB He-
CKO/NIbKO AWana3oHoB.

OTK/IlOYeHMe AaHHOTo napameTtpa.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

Co3gaHue ctaTuyeckol Rendezvous Point (RP), aonoaHutens-
HO MOKHO YKa3aTb MHOTOaZpecHyto NoAceTb ANa AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MmHOroagpecHas noaceTb.

YpaneHue ctatndeckon RP uau ypganenne RP ana ykasaHHoWM
noacetu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHue ctatnyeckon Rendezvous Point (RP), gononHuTtens-
HO MOHO YKa3aTb MHOrOaJpecHyto NoAceTb ANA faHHoM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHOroagpecHas nNoaceTb.

YpaneHue ctatndeckon RP muav ypganenne RP ana ykasaHHoWM
noacetu.
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ip pim rp-candidate

Co3pgaHue KaHguaata ana Rendezvous Point (RP)

no ipv6 pim rp-embedded

unicast_address [group-list acc_list: (0..32) - unicast_addr — IP-aapec;
acc_list] [priority priority] cMMBONa - acc_list — cnucok mHoroaapecHbix NpedUKCoB, 3a4aBaeMblii C
[interval secs] priority: nomoubto ctaHaapTHoro ACL;

(0..192)/192; - priority — NpUOPUTETHOCTb KaHAMAAT];

secs: (1..16383)/60 - secs — nepuog oTNpaBKM COOBLLEHMIA.

no ip pim rp-candidate CeKyHA, OTKAKOYEeHMEe 4aHHOro napameTpa.
unicast_address
ipv6 pim rp-candidate Co3gaHue KaHguaaTta ana Rendezvous Point (RP)
ipv6_unicast_address acc_list: (0..32) - ipv6_unicast_addr —IPv6-appec;
[group-list acc_list] [priority cumBona - acc_list — cnncok mHoroagpecHbix NpepuKcos, 3a4aBaemblin ¢
priority] [interval secs] priority: nomoubto ctaHaapTHoro ACL;

(0..192)/192; - priority — NpUOPUTETHOCTb KaHAMAATa;

secs: (1..16383)/60 - secs — nepuog OTNPaBKM COOBLLEHMN.
no ipv6 pim rp-candidate CEKYHA, OTKtOYEHWE JaHHOTO NapameTpa.
ibv6_unicast_address
ip pim ssm {range YKa3aTb MHOroapecHyto noaceTb
multicast_subnet | default} - range — yKa3aTb MHOroagpecHyto NoaceTs;
- multicast_subnet — mHoroaapecHas noaceTb;
) - default — ykasatb ananason B8 232.0.0.0/8.
no ip pim ssm [range OTKtOYEHWE AAaHHOTO NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroapecHyto noaceTb
ipv6_multicast_subnet | - range — yKa3aTb MHOTOa4peCHYI0 NOACEeTb;
default} ) - ipv6_multicast_subnet — mHOroagpecHas noaceTs;
- default — ykasatb ananasoH B FF3E::/32.

no ipv6 pim ssm [range OTKtOYEHWE AAaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAOUUTL paclumMpeHHbii yHKUMOHaAn rendezvous point (RP).

-/BKAtOYEHO

OTKNOUYUTD pacLIMpPeHHbIV yHKLuMoHan rendezvous point (RP).

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 170 — KomaHabl pexknma KoHoburypaumm nHtepdeiica Ethernet

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3HayeHue/
KomaHoa 3HaveHue no Aelicmeue
YMOYAHUIO
ip (ipv6) pim BktoyeHue PIM Ha nHTepdeiice.
— - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepodeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobuieHui ¢ uHTepdeiica.
— -/oTKNtOYEHO
no ip pim bsr-border OTK/IlOYEeHMe AaHHOro napameTpa.
ip (ipv6) pim dr-priority YKasaHue npuopuTeTa ans sbibopa DR-poyTepa.
priority orit - priority — npuoputetr DR-poyTepa onpeaenatowmin, KTo u3
priority:

KOMMYyTaTopoB cTaHeT DR-poyTepom. KommyTatop ¢ Haubonb-
LIMM 3HayeHnem cTaHeT DR-poyTepom.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

ip ip (ipv6) pim
hello-interval secs

no ip (ipv6) pim
hello-interval

secs: (1..18000)/30
cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuog otnpasku hello-nakeTos.

Bo3BpallaeT 3HaveHMe No YMOHYaHMIO.
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ip (ipv6) pim
join-prune-interval interval

YKa3aTb MHTepBas, B TeYeHMe KOTOPOro KOMMYTaTop OTCbiaeT
join unn prune-coobuweHus.

no ip pim passive

interval: - interval — nepuog BpemeHW OTMPaBKK join, prune coobuye-
(1..18000)/60 . ’
HUNA.
T - CeKyHa,
no ip (ipv6) pim Bo3spaluaeT 3Ha4YeHMe No YMOAYaHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbrpaumsa sxoaawmx PIM-coobeHnii.
acc_list ) - acc_list — cnncok afpecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
acc_list: (0..32)
dunbTpaums.
— - cumBona
no ip (ipv6) pim OTKlOYEeHUe JaHHOTOo NapameTpa.
neighbor-filter
ip pim passive Bk/tOYeHWe NacCMBHOTO peXrMma Ha UHTepderice. ITOT UHTep-
deic He ByaeT oTNpaBAATb M NPUHUMMATL coobuieHus PIM ot
-/disable Opyrux mapuwpyTtusatopos PIM. HacTpoilika HUMKaK He Bauaet

Ha coobueHuns IGMP.

BbikntoueHne naccuBHoro pexunma

ip igmp static-group
ip_addr [ source ip_addr ]

no ip igmp static-group
ip_addr [ source ip_addr ]

BKAtoYeHWe cTaTMyeckoro 3ampoca multicast-rpynnbl Ha WH-
Tepdelice.

V Ha nHtepdelice aonkeH b6biTb BKAOYEH PIM

BbIKk/ItOYEHME cTaTUYECKOro 3anpoca multicast-rpynnbi

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 171 — KomaHab! perkuma EXEC

on | state-off]

vlan_id: (1..4094)

3HaveHue/3HaveH
KomaHoa ue no Aeiicmeue

YMOAYAHUIO
show ip (ipv6) pim rp OTobparkaeT akTMBHble RP, cBA3aHHble C MAPLUPYTHON MHbOP-
mapping [RP_addr] - maumen.

- RP_addr — IP-agpec.
show ip (ipv6) pim gi_port: Otobparkaet nHdopmaumto o PIM-cocegsx.
neighbor [detail] (1..8/0/1..48);
[gigabitethernet gi_port | te_port:
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group| vlan vian_id] group: (1..48);
vlan_id: (1..4094).

show ip (ipv6) pim gi_port: Otobparkaet nHpopmaumto no PIM-uHTepdericam:
interface [gigabitethernet (1..8/0/1..48); - state-on — oto6parkaeT Bce MHTepdeNchl, rae BraAoYeH PIM;
gi_port | te_port: - state-off — oTo6parkaeT Bce nHTepdelicol, rae BoikatoyeH PIM.
tengigabitethernet te_port (1..8/0/1..24);
| fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group | vlan vian_id |state- group: (1..48);

show ip (ipv6) pim group-
map [group_address]

OTobparkaeT TabauLy NPUBA3KM MHOTOAAPECHBIX rpynm.
- group-address — agpec rpynnbl.

show ip (ipv6) pim counters

Otobparkaet cogepkmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr
election

OTtobparkaeT nHdopmaumio o BSR.
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show ip (ipv6) pim bsr rp- ) OtobparkaeT MHGOPMALMIO O M3yHEHHbIX KaHanZaTax B RP.
cache

show ip (ipv6) pim bsr OTobparkaeT cocTosHMe KaHaMaaTos B RP.

candidate-rp )

clear ip (ipv6) pim counters - O6HynseT PIM-cyeTumku.

[Mpumep ucnosnb308aHUA KOMAHO

= BasoBas HacTpolika PIM SM c ctatnueckum RP (1.1.1.1). NpeasapuTtenbHo AoKeH BbiTb HACcTpoO-
€H NPOTOKOJ1 MapLpyTM3auum.

console# configure
console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

6.1.2 ®yHKyusa PIM Snooping

®yHKumna PIM Snooping ncnonb3yeTtcsa B CeTAX, rAe KOMMYTATOP MCNOJIbHAET posib L2 ycTpolicTBa
mexay PIM-mapwpyTtusatopamm.

OcHoBHOM 3agavein PIM Snooping ABnAeTca npegocTtaBieHMe MHOroafpecHoro Tpaduka TObKO
ONs TeX NopToB, C KOTOPbIX 6binn nonydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHoin KoHUrypaumm:
console (confiqg) #

Tabnunua 172 — KomaHabl perknma rnobanbHol KoHGUrypaumum

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4YaHuro
ip pim snooping PaspewunTb ucnonb3oBaHue ¢pyHKuMM PIM Snooping Kommy-
-/disabled TaTOPOM.
no ip pim snooping 3anpeTnTb UCNONb30BaHME GYHKLUK
ip pim snooping vlan Paspelaet ncnonbsosaHue pyHkumm PIM Snooping kommy-
vlan_id TaTopom gns gaHHoro nHtepderica VLAN.
__ : vian_ id: (1..4094) vlan_id — npeHTMdurKauMoHHbIN Homep VLAN. :

no ip pim snooping vlan 3anpewaet ucnonbzosaHue ¢yHKumm PIM Snooping Kommy-
vlan_id TaTopom gns gaHHoro nHtepderica VLAN.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnnua 173 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aelicmeue

show ip pim snooping

MoKa3sbliBaeT 06Lyto MHGOPMALLMIO O HACTPOMKax

show ip pim snooping vlan
vlan_id

vlan_id: (1..4094)

MOKa3bIBaeT CTaTUCTUKY KOHTPOAA MHOrOaApecHoro Tpaduka B
OaHHOM vian

show ip pim snooping
groups

MoKa3bIBaeT CMMCOK 3aperucTpUpPOBaHHBbINA rpynn

sh ip pim snooping
neighbors

[oKa3blBaeT CNMCOK 3aperncTpmpoBaHHbIX y4acTHUKOB PIM

6.1.3 [lpomokon MSDP

MpoTOKON O0B6HApY)KEHUA WMCTOYHMKOB MHOroagpecHoi paccbinkn (MSDP) wucnonb3yetca ans
obmeHa WHpopmaumeid 06 MCTOYHMKAX MyNbTUKAcTa Mexay pasHbiMM PIM-gomeHamu.

coegnHeHue 06bI4HO yCTaHaBnmeaeTca mexay RP Kaxkgoro gomeHa.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme robasibHoM KoHbUrypaumm:

console (config) #

Tabnuvua 174 — KomaHabl pexxnma rnobanbHon KoHGuUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router msdp

no router msdp

BkntouaeT npotokon MSDP 1 nepexoant B PeXUm ero KOH-
durypaumm.

MSDP-

OcTaHasnuBaeT npoTokon MSDP u yaanseT Bcto ero KoHdu-
rypauuio.

KomaHObI pexcuma KoHgu2ypayuu npomokosaad MSDP

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnme KoHPUrypaumm npotokosna MSDP:

console (config-msdp) #

Tabnunuya 175 — KomaHabl perkmma KoHourypaumm npotokona MSDP

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

connect-source ip_address

no connect-source

HasHauutb IP-agpec, KOTopbI byaeT Ncnob30BaH B KayecT-
Be ucxozAauLero npu coegmHeHmnn ¢ MSDP-nnpom

YCTaHOBUTb 3HaYeHue no YMO4aHUIO

cache-sa-holdtime secs

secs: (150..3600)/150
cek

YCTaHOBUTb Bpemsa KM3HWU SA-3anmcu B Kalle

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcraHoBuTb Tavimep holdtime. Ecin B TedeHne aToro Bpeme-
HU He BypeT npuHaTo keepalive-cooblueHune, To coeamHeHne
¢ cocepom cbpacbiBaeTcs

YCTaHOBUTb 3HAYeHue no YMOAN4YaHUIO
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keepalive secs YcTaHOBUTb  WMHTEpBan Mmexay oTtnpaskoi  keepalive-
secs: (1..60)/30 cek coobLeHui
no keepalive YCTaHOBUTb 3HaY€HNE N0 YMOAYAHUIO
originator-ip ip_address HasHauuTtb IP-agpec, ncnonb3ayemsolii B KayecTse agpeca RP B
- NCXO4AWMNX COOBLLIEHNAX SA
no originator-ip YCTaHOBUTb 3HAYEHWE MO YMOIYAHUIO
peer ip_address Job6asneHune B KoHoUrypaunto MSDP-nnpa 1 BXOZ4 B peXKUM

- ero KoHdurypaumm

no peer ip_address Yaanute MSDP-nup

KomaHObI pexcuma KoHgpu2ypauuu MSDP-nupa

Bua 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHurypaunm MSDP-nupa:

console (config-msdp) #

Tabnunua 176 — KomaHapl pexknma KoHourypaumm MSDP-nnpa

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuto
connect-source ip_address HasHauuTb IP-agpec, KoTopblli ByaeT MCNONb30BaH B KayecT-
- Be ncxoaalwero npu coeguHeHmnn ¢ MSDP-nupom
no connect-source YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO
description text 3agatb onucaHme MSDP-nuvpa
— text: (1..160) cumBona
no description YaanuTte onucaHue
mesh-group name [Oobasutb cocega K MESH-rpynne
name: (1..31) cumBona
no mesh-group Yaanutb cocena
sa-filter { in | out } Co3gaTb NpaBuao puabTpaumm SA-coobuieHmi
sec_num { permit | deny } - permit — paspeluatoLiee npasuao puabTpaLnm
[ rp-address ip_addr_rp | - deny — 3anpetuatoLLee NPaBuUa0 GUALTPALUM
group-address ip_addr_gr .
sec_num: - sec_num — HOMep CeKL MU Npasuna

| source-address (0..4294967294) ip_add RP
ip_addr_src] . - ip_addr_rp — ¢punbtpauma no agpecy

- ip_addr_gr — ¢mnbpaums no agpecy rpynnol

- ip_addr_src - ¢unbpauma no agpecy UCTOYHMKA My/IbTUKaA-

cTa
no sa-filter { in | out } YaanaeT co3gaHHyo CeKkumio npasuia
sec_num
shutdown AOMWHUCTPATUBHO BblKAtoYaeT ceccuto ¢ MSDP-nupom, He

-/disable yAanas ero KOHoUrypaumm

no shutdown YCTaHOBWTb 3HaYEHME N0 YMONYAHUIO

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#
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Tabnnua 177 — KomaHap! pexkuma EXEC

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYaHUIo

show ip msdp peers [ MoKasbiBaeT MHGOPMALMIO O HACTPOEHHbIX NUpPaXx, cTaTyce
ip_addr] coeaMHEeHUs, HaCTPOMKax NUPOB, a TaKXKe CTaTUCTUKY 0bmeHa

coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa
show ip msdp source-active - Moka3biBaeT coaepKMmoe Kala SA
show ip msdp summary - MoKa3blBaeT CyMMapHyto MHbopmaLuio npotokona MSDP
clear ip msdp counters - OB6HYNAET CYETUMKM
clear ip msdp peers [ MepeyctaHaBnmnsaeT coegmuHeHna ¢ MSDP-nupamum
ip_add ] - ip_addr — |P-agpec nupa

6.1.4 ®yHKyua IGMP Proxy

PyHKUMA MHOroagpecHoh Mmapuwpytmsaumm IGMP Proxy npegHasHadyeHa Aaa peanvsauuu
YMNPOLLEHHOMW MapLpPyTU3aLLMN MHOTOAAPECHbIX AAHHbIX MEXAY CEeTAMMW, YNpPaBAAeMOM HAa OCHOBAHWM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxogsAwMecAa B OAHOM CETU C CepBepom
MHOr0a4peCHOM PacCbl/IKU, UMEHT BO3MOKHOCTb NOAKNOHATLCA K MHOTOaAPEeCHbIM Fpynnam.

MaplupyT13aumsa OCYyLLEecTBAAETCA Mexay WHTepdeicom BbllecToAwern cetn (uplink) w
UHTepdericamm HuxKecToawmx ceten (downlink). Mpu atom Ha uplink-uHTepdeitce KommyTaTop Beaer
cebna Kak 06blYHbIN NonyyaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHbIE
coobueHuns npotokona IGMP. Ha unHTepdeiicax downlink kommyTaTop BbiCTynaeT B KauyecTBe cepBepa
MHOroagpecHoi paccbinku u obpabaTtbiBaeT coobueHns npotokosaa IGMP oT ycTpolicTB, NOAKNHOYEHHbIX
K 3TUM UHTepdeiicam.

Konnuectso noapep)XuBaembliX rpynn MHOroagpecHoi paccbiiku npotokonom IGMP
Proxy yKka3saHo B Tabnuue 9.

IGMP Proxy noagpep:usaet go 512 downlink-untepdeiicos.

OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaep:XusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH To/IbKO OAUH UHTepdeiic BbilLecToALLEeN CeTu;

- Npu ucnonb3oBaHumn sepcumn V3 nporokona IGMP Ha uHtepdeiicax K HuxKecronLei ce-
Tn, o6pabaTtbiBaloTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KKK

KomaHObI pexcuma 2106anabHoU KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnnuya 178 — KomaHab! perkmma rnobanbHoM KOHGUrypaumum

Komanda 3HayeHue/3HavyeHue Lleiicmeue
no yMoaAYaHuro
ip multicast-routing PaspewwaeT paboTy mMaplpyTM3aumm MHOrOafpecHbX AaH-
igmp-proxy -/Mo ymonyaHuio HbIX HAa CKOHPUTYPUPOBAHHbIX MHTEpPdelicax.
no ip multicast-routing GYHKUMA BbIKIOYeHa 3anpewaeT paboTy MapLpyTM3aLMU MHOTOALPECHbIX AaH-
igmp-proxy HbIX HAa CKOHPUTYPUPOBAHHbIX MHTEpPdelicax.
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KomaHObI pexcuma KoHgpuaypayuu uHmepaeticos Ethernet, VLAN, uHmepgelica 2pynnel nopmos

Bua 3anpoca KOMaHAHON CTPOKWM B pexume KoHpurypauum uHTepdeiicos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 179 — KomaHabl perknma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnoel noptos

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

ip igmp-proxy
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHourypupyembin nHTepdenc ssnsetca uHTepdencom K
HUXKecToslwel ceTn. KomaHaa HasHayaeT cBA3aHHbIN uplink-
MHTepdENC, y4acTBYIOLWNI B MapLLpyTU3aLMK.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm VLAN:

console (config-if) #

Tabaunuya 180 — KomaHabl perknma KoHourypaumm nHtepdeincos VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTtaHaBnauBaeT 3HavyeHne DSCP B IP-3aronoBKke anA nNaketos
npotokona IGMP, KoTopoe byAeT Ucno/ib30BaTbCA KOMMYTa-
Topom Ha UHTepoelice VLAN

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTtaHaBauBaeT 3HayveHue 802.1p B IP gnA nakeToB NpoOTOKO-
na IGMP, koTopoe 6yaeT UCNO0Ab30BaTbCA KOMMYTAaTOPOM Ha
uHtepoerice VLAN

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnnuya 181 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npesHasHayeHa Ana NPOCMOTPaA CUCKOB MHOTO-
afipecHbIX rpynn. BoamoxeH BbI6Op rpynn no agpecy rpyn-
Mbl MM NO afpecy UCTOYHMKA MHOTOaPeCcHbIX AAHHbIX.

- ip_multicast_address —IP-agpec rpynnbi;

- ip_address — IP-appec UCTOYHUKA;

- summary — KpaTkoe cofeprKaHne KaxaoMn 3anncu B MHO-
roafpecHoi Tabaunue mapLipytTnsaumuu.
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show ip igmp-proxy MHdpopmauma o ctatyce IGMP-proxy npUMeHUTENbHO K UH-
interface [vlan vian_id | vlan_id: (1..4094); Tepdericam.

gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group]

lpumepbl 8b1M10AHEHUS KOMAHO

consolef#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

6.2 ®yHKUUM ynpaBaeHUA

6.2.1 MexaHusm AAA

Ona obecneyeHns 6e30MacHOCTM CUCTEMBI MUCMOJb3yeTca MmexaHusm AAA  (ayTeHTUUKaLMS,

aBTOpPM3aLMA, YYeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaB/ieHMe 3anNpoca CyLLEeCTBYOLWEeN y4ETHOM 3a-

nucuK B cucteme 6€30nacHoOCTU.

— Authorization (aBTopu3aums, NpoBepKa YpoBHA AOCTyNa) — conocTasaeHue y4EéTHoM 3anu-

cU B cucTeme (Npolueateit ayTeHTUdUKaLmio) 1 onpeaenéHHbIX NOIHOMOUYNNA,
— Accounting (y4éT) — cnexeHue 3a notTpebaeHmem pecypcos nNoab3oBaTesiem.

Ons wndpoBaHUA AaHHbIX UCNOb3yeTca MexaHuU3m SSH.

KomaHObI pexcuma 2106anbHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #
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Tabaunuya 182 — KomaHab! perkmma rnobanbHom KoHGUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuto

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

list_name: (1..12)
CMMBOJIOB;
method_list: (enable,
line, local, none, tacacs,
radius);

-/MNo ymon4aHuio ocy-
LLLeCTBASETCA NPoBepKa
no NoKanbHoM base
AaHHbIX (aaa
authentication login
default local)

YcTaHaBMBaeT cnocob ayTeHTUdUKaLUKN AN BXOAA B CUCTEMY.
- default — ncnonb3oBaTh AnA ayTEHTUPMKALMU OMUCAHHbIE
HUXKe meTozbl;

- list_name — vumA cnucka ayTeHTUPUKALMOHHBIX METOLOB,
aKTUBM3UPYIOLLLEroca, Koraa noib3oBaTeslb BXOAMT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPOb AN5 ayTEHTUPUKALUY;

- line — ncnonb3oBatb Naponb TepMUHana AnA ayteHTUdUKa-
unn;

- local — nicnonb3oBatb NoKanbHYO 633y MmeH Noab3oBaTenen
Ana ayteHTMduKaumm;

- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;

- radius — ncnonb3oBatb cnmcok RADIUS-cepBepoB ana ayTeH-
TMdUKaLmm;

- tacacs — ncnonb3osatb cnmucok TACACS cepeepoB Ana ayTeH-
TUdUKaL MK,

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CUMBO/IOB;
method_list: (enable,
line, local, none, tacacs,
radius);

-/MNo ymonyaHuio
ocyliecTenseTcs
npoBepKa no JI0KaIbHOW
6ase gaHHbIX (aaa
authentication login
default local)

/ Ecnn meTop, ayTeHTMOMKauMM He onpegesneH,
TO AOCTYN K KOHCO/IM BCEraa yCnewHblii.

V Co3paHue CNUCKA OCYLLeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
’ Bo u3bexkaHue notepu Aoctyna cnepyet BBO-
. AUTb HEO6XOAMMBIAN MUHUMYM HACTPOEK Ans
YKa3blBaeMoro MeToAa ayTeHTupuKaumm.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

aaa authentication
enable authorization
{default | list_name}
method_list

list_name: (1..12)
CUMBO/OB;
method_list: (enable,
line, local, none, tacacs,
radius);

-/Mo ymonyaHuio
ocyliecTenseTcs
npoBepKa Mo SI0KabHOM
6a3e gaHHbIX (aaa
authentication enable
authorization default
local)

YcTaHaBaMBaeT cnocob ayTeHTUGUKaLMM npu  NoBbILLEHUU
YPOBHA NPUBUAErUiA NS BXOAA B CUCTEMY.
- default — ncnonb3oBatb ANA ayTEHTUPUKALUM OMUCAHHble
HUXKe MeTozbl;
- list_ name — umA cnucka ayTeHTUPUKALMOHHBIX METOAOB,
aKTMBU3UPYHOLLErocs, Koraa Nnoab3oBaTelb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaTb NAPOb ANA ayTeHTUPUKaLUK;
- line — ucnonb3oBaTb Naponb TepMUHaNa ANA ayTeHTUdMKa-
unu;
- local — nicnonb3oBaTtb NoKanbHyO 633y MmeH noab3oBaTenen
ANA ayTeHTudUKaLmu;
- none — He UCMNO/Ib30BATb AayTEHTUDMKALMIO;
- radius — ncnonb3oBaTtb cnucok RADIUS-cepBepoB gna ayTeH-
TMdUKaLmK;
- tacacs — ncnonb3osaTb cnucok TACACS-cepBepoB Ans ayTeH-
TUdUKaLmm.

V Echn metoa ayTeHTUOMKALUKU He onpeaene,

TO AOCTYN K KOHCO/U BCErAa yCneLuHbli.

V Co3aaHMe CNUCKA OCYLL,EeCTBAAETCA KOMaHAoM:
aaa authentication login list-name method_list.

Ucnonb3oBaHue cnUcKa:

aaa authentication login list-name

Bo u3bexkaHue notepu AoCTyna cnepyeTt BBO-

AUTb HeobXoAUMbBIE MMHUMYM HACTPOeK AnA

yKa3blBaemoro meTtoaa ayTeHTUGMKauum.

L1
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no aaa authentication
enable authorization
{default | list_name}

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

enable password
password [encrypted]
[level level]

no enable password
[level level]

level: (1..15)/1;
password: (0..159)
CMMBO/I0B

YcTaHaBMBaeT Naposib AN KOHTPOAA USMEHEHUA NPUBUNETUI
[0CTyna nonb3osaTenen.

- level — ypoBeHb npuBunerui;

- password — naponb;

- encrypted — 3adaTb 3aWwWMdpPOBaHHbLIMN Naposb (Hanpumep,
naposnb B 3aWndpoBaHHOM BUAE, CKOMMPOBAHHLIW C APYroro
yCTpoOWcTBa).

YpanseT naposb 418 COOTBETCTBYIOLLEr0 YPOBHA NPUBKUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CMMBO/IOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnseT nonb3osaTens B I0KaNbHYO 633y AaHHbIX.

- level — ypoBeHb npusunerui;

- password — napons;

- name — VMA NONb30BaTeNSA;

- encrypted_password —3alwmndpoBaHHbIA Naposb (Hanpumep,
naposb B 3aWMPPOBAHHOM BUAE, CKOMMUPOBAHHbLINA C APYroro
yCTpoicTBa).

Ypanaet nonb3osarena us NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/Mo ymonyaHuio
BeAeHue yyeTa
3anpeLeHo

PaspewaeT BefeHWe y4yeta (akKayHTa) gna ceccuit ynpasne-

HUA.
BepeHue yuyeta paspelieHo TO/IbKO ANA Nonb3oBaTe-

V Neii, BOWeALWNX B CUCTEMY NO UMEHU M Naponto, ANa
nonb3oBaTeneii, BoweALWwUX No Naposo TepmMmuHana,
BeAeHue yyeTa 3anpeuyeHo.

V BepeHue yuyeta aKTMBMpYeTCA U NpeKpaljaeTca, Ko-
raAa nonb3oBaTe/lb BXOAUT M OTK/IIOYAeTCAa OT cucTe-
Mbl, YTO COOTBETCTBYeT 3HaueHuAam start u stop 8 co-
obuweHuax nporokona RADIUS (napametpbl, cogep-
}awmeca B coobueHnax nporokona RADIUS, npuse-
AeHbl B Tabnuue 183).

3anpewaeT BegeHue yyeta (akkayHTa) ans BBegeHHbIX B CLI
KOMaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/Mo ymonyaHuio
BeAeHue yyeta
3anpeLeHo

PaspellaeT BegeHue yyeTa (aKkayHTa) gna ceccuin 802.1x.
BeAeHue yyeTa aKTMBMPYETCA U NpeKpallaeTca, Ko-

V raa nonb3oBaTeNnb BXOAUT U OTKAIOYAETCA OT CUCTe-
Mbl, YTO COOTBETCTBYeT 3HaueHuAm start U stop B
coobuweHnax npotokona RADIUS (napametpbl, co-
AeprKawmeca B coobuweHuax npotokona RADIUS
npuBegeHbl B Tabnuue 183).
B pexxume Multiple sessions coobuieHus stat/stop

V NOCbINAKTCA ANA KaXKA0ro Nonb3oBaTens, B pexume

Multiple hosts — Tonbko pna nosb3oBaTtens,
npoweawero ayteHTudMKaumio (cm. pasgen no
802.1x).

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local,
none, tacacs, radius)

Onpepensetr metos, ayTeHTUdUKauum npu goctyne K HTTP-
cepsepy. lpu ycTaHOBKe CnucKa MeTOA0B AOMOJHUTE/IbHBIN
meTos byaeT NPUMEHATbCA TOIbKO B TOM C/lydae, Korga no
OCHOBHOMY MeToay ayTeHTUdMKaLMKM BO3BpaLLeHa OWwmnbKa.

- method_list — meTog, ayTeHTUPUKaLUN:

local — no UmeHu 13 NoKaNbHOM 6a3bl AaHHbIX;

none — He UCNonb3yeTcs;

tacacs — ncnonb3oBaHWe cnuckos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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aaa accounting
commands stop-only
group tacacs+

BkntouyaeT BegeHune yyeta BBeaeHHbIx B CLI komaHa no npoTto-
-/Mo ymonyaHuio Kony Tacacs+.

BeLEeHME y4eTa KOMaHs,

no aaa accounting BLIK/IOYEHO

commands stop-only
group

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

[Ona Toro uto6bl KAMEHT NOAYYUAN [0CTYN K YCTPOMUCTBY, AaKe eCn BCe MEeTOAbl ayTEeHTU-
’ duKauum BepHyan ownbKy, Ucnonb3yiiTe 3HaUeHUEe NocneaHero MeToaa B KomaHae —
5 L
none.

Tabnunuya 183 — ATpmnbyThl coobLLEHMIA BeaeHUs yyeTa npoTokona RADIUS ana ceccuii ynpasneHus

Haau4ue Hanu4ue
ampubyma ampubyma
Ampubym 2] 8 OnucaHue
coobuweHu coobweHu
u Start u Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-appec KommyTaTOpa, KOTOPbIN UCNOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb St 3 y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BonbHOE 3HAaYeHMe, BKAKOUYEHHOE BO BCE
Class (25) EcTb EcTb P .
co0bLEeHMA yyeTa Ceccui.
. IP-agpec KommyTaTOpa, MCNONb3yeMblt AN
Called-Station-ID (30) EcTb EcTb ,u,pv Y P ¥ A
ceccuit ynpasneHus.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKa3biBaeT mMeTo, MO KOTOPOMY KAWEHT [0/-
Acct-Authentic (45) EcTb EcTb A PoMy A
¥eH ObITb ayTeHTUOULMPOBAH.
. . MoKa3blBaeT, Kak [OAro nosb3oBaTteNb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/NIOYEH K cUCTEME.
Acct-Terminate-Cause
(49) Het EcTb MpuymrHa 3aKpbITUA ceccun.

Tabnunua 184 — ATpnbyThl coobLLeHMI BeaeHUs yyeTa npoTokona RADIUS ana ceccunit 802.1x

Hanuyue Hanu4ue
ampubyma ampubyma
Ampubym 8 8 OnucaHue
coobweHu coobuwieHu
u Start u Stop
User-Name (1) Ectb Ectb NaeHTMdMKauMs nosb3oBaTens.
IP-agpec Ko aTopa, KOTOPbIN UCMoNb3yeTcA
NAS-IP-Address (4) Ectb Ectb AP KU MMyT.T P TOPGIN MCTIOAb3YET
Aana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ecth Ects MopT KoMMyTaTOpa, Ha KOTOPOM NOAKAUMACA
nosib3oBaTeNb.
Mpoun3BonbHOE 3HaYeHMe, BK/IOYEHHOE BO Bce
Class (25) EcTb EcTb POM3BO/ILH Had HMV HIIFOHERH
coobuieHmna yyeTa ceccum.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
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Acct-Session-ID (44) Ectb EcTb YHUKaNbHbI nAEHTUPUKATOP yUeTa.
. YKa3biBaeT meToA, NO KOTOPOMY KJMEHT [0-
Acct-Authentic (45) EcTb EcTb A Pomy A
XeH 6bITb ayTeHTUGMLUMPOBAH.
. . MoKa3blBaeT, Kak [OAro nosb3oBatenb 6Obin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K cUcTEMe.
Acct-Terminate-Cause Het Ectb MpurynHa 3aKpbITUA ceccun.
(49)
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgpu2ypauyuu mepmMmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaLmm TepMmuHana:

console (config-line) #

Tabanua 185 — KomaHAabl pexnma KoHPUrypaumm TepMmnHaNbHbIX CECCUIA

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

login authentication
{default | list name}

no login authentication

list_name: (1..12)
CMMBOJI0B

3afaeT meToa ayTeHTUOMKaUMM NpPU BXOLE ANSA KOHCOAM,
telnet, ssh.

- default — ncnonb3oBaTb CNMCOK «NO YMONYAHMIO», CO34aH-
HbI KOMaHAoW aaa authentication login default

- list_name — ncnonb30BaTb CMMCOK, CO3AaHHbIN KOMaHAOM
aaa authentication login list_name.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

enable authentication
{default | list_name}

no enable authentication

list_name: (1..12)
CUMBOJI0B

3agaerT metoh ayTeHTUOMKAUMM MNONb30BaTeNA MPU MOBbI-
LWEHMM YPOBHA NpUBUAETUIA oA KoHconu, telnet, ssh.

- default — ncnonb30BaThb CNMCOK «NO YMONYAHMIO», CO3AaH-
HbIi KOMaHAoW aaa authentication login default

- list_name — “cnonb3oBaTb CMMCOK, CO34aHHbIA KOMaHAOM
aaa authentication login list_name.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

password password
[encrypted]

no password

password: (0..159)
CUMBOJI0B

3agaert naponb ANA TepMmuHana.

- encrypted — 3agatb 3awmMdpoBaHHbIA Napoab (Hanpumep,
naposb B 3aWMbpPOBaHHOM BUAE, CKOMMPOBAHHBIN C APYroro
YCTPOICTBA).

Ypanaet naposib ANAa TepMuHana.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 186 — KomaHabl perknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aeilicmeue

show authentication
methods

MoKasbiBaeT MHPopMaUnto 06 ayTEHTUDUKALMOHHBIX METOo-
[ax Ha KommyTaTope.

show users accounts

MoKasbiBaeT fIoKanbHYt0 6a3y AaHHbIX Nonb30oBaTene U mx
npuBUAErni.
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KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console>

Bce KOmaHAb!l JaHHOTO pa3gena gOoCTynHbl TOIbKO 414 NPUBUNETNPOBAHHDBIX nosib3oBaTenem.

Tabnnua 187 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

show accounting

Moka3sbiBaeT MHPOPMALMIO O HAaCTPOEHHbIX MeTohax Befe-
HUA yyeTa (aKKayHTa).

6.2.2 [lpomokon RADIUS

Mpotokon RADIUS ucnonb3yetrca gna ayteHTMPUKaumm, aBTopmsaumm m ydeta. Cepsep RADIUS
ncnosb3yetr 6asy AaHHbIX MOAb30BaTesIel, KOTOPasa COAEPHMUT AaHHble MPOBEPKU MOANMHHOCTM ANS

Kaxagoro

nonb3oBaTenA.

Takum obpasom,

Mncnosib3oBaHme

NPOTOKO/1a

OOMONHUTENBHYHO 3aLWWUTY NPU AOCTYNE K PECYpPcaM CETH, a TaK:Ke NpKu LOCTyrne K CaMomy KOMMYTaTopy.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnvua 188 — KomaHabl pexxnma rnobanbHoM KoHGUrypaumm

RADIUS obecneunBaer

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time] [key
secret_key] [priority
priority] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout]
[retransmit retries]
[deadtime time] [key
secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-
address | hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[obaBnseT yKasaHHbI cepBep B CMAMCOK WMCNOJ/Ib3yemblxX
RADIUS-cepseposB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep NopTa ANsA nepesayn ayTeHTUdUKaLn-
OHHbIX JaHHbIX;

- acct_port — Homep nopTa A4/1A nepefayn AaHHbIX yyeTa;

- timeout — UHTepBan 0XUOAHWUA OTBETA OT CEpPBEPa;

- retries — KOAMYeCTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpema B MUHYTax, B TeYeHMe KOTOPOro HejocCTyn-
Hble cepBepa He 6yayT onpawwusatbca RADIUS-kAneHTOM
KOMMYTaTopa;

- secret_key — Kknou gna ayteHTUdGMKauum v WndpoBaHua
Bcero obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ncnosib3osaHma RADIUS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NpUopUTeTHeE cepeep);

- type — T1n ncnonb3zosaHma RADIUS-cepBepa;

- encrypted — 3a4aTb KAtod B 3alUMPPOBAHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHZe napameTpos timeout,
retries, time, secret_key pna paHHoro RADIUS-cepsepa uc-
NONb3YyHTCA 3HAYEHUA HACTPOEHHble C MOMOLLBIO KOMaHZ,
YKa3aHHbIX HUXKe.

YpanaeT yKasaHHbIA cepBep W3 CMAMCKA WMCNO/Ab3yemblxX
RADIUS-cepBeposB.
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radius-server attributes
nas-id include-in-access-
req [format word]

no radius-server attributes
nas-id include-in-access-
req [format]

word: (3..32)/%h

Lob6asnsaet atpnbyt NAS-Id (onuma Ne32) B Access-Request
naketol. CumBosbl "%h", BcTpevatowmecs B ¢dopmaTHOM
CTPOKe, 3aMeHAITCA Ha TeKyllee umaA xocta (hostname).

YcTaHaBAMBaET 3Ha4YeHWe No YMOANYaHUIO

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/NO
YMOYAHUIO KO —
nycras cTpoKa

YcTaHaBAMBAET KJOY, UCMOMb3yeMblA MO YMOAYaHWIO, ANA
ayTeHTUdUKaumMmM 1 wndpoBaHMsa Bcero obMeHa AaHHbIMU
RADIUS mexay ycTpoiicTBom 1 oKpyxKeHnem RADIUS.

- encrypted — 334aTb KntoY B 3alUMPPOBAHHOM BUA,.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaET WMHTEPBAN OXMUAAHUA OTBETa OT CepBepa,
MCNO/Ib3yeMblli MO YMOHAHUIO.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..15)/3

Onpegenaet KONMYECTBO MOMbITOK, MUCNONb3yemMoe Mo YMOJI-
yaHuto, nomcka RADIUS-cepsepa n3 cnucka cepsepos. Mpu
OTKa3e OCyLLeCTBAAETCA MOUCK C/eAyloLLero no NpuopuTeTy
cepsepa 13 cnucKa.

YcTaHaBAWBaeT 3HaYeHue Mo YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUH

Mossonsetr ontummusmposaTb Bpema onpoca RADIUS-
cepBepoB, KOrga HeKoTopble cepBepa HeAoCTyMHbl. YcTa-
HaBNMBaeT BpPeMA B MWHYTaX, UCMNo/sb3yemoe Mo ymMoAya-
HWUIO, B TeYeHWe KOTOPOro HeAoCTyMHble cepBepa He byayT
onpawwnsatbca RADIUS-knneHTOM KOmmyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1...64);
group: (1..48)

3agmaeT uHTepdelic ycTpolicTtea, IP-agpec KoToporo 6yaer
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca MCTOu-
HUWKa NepepaBaemoro B coobueHnsax npotokona RADIUS.

Ypanaet untepderic yctpomncraa.

radius-server host
source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1...64);
group: (1..48)

3agaeT uHTepdelic ycTpoiicTea, IPv6-agpec Kotoporo byaer
MCNO/Ib30BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca MCTOou-
HUWKa NepepaBaemoro B coobueHnsax npotokona RADIUS.

Ypanaer untepderic yctpoincraa.

radius server accounting-
port port

no radius server
accounting-port

port: (1-65535)

YCTaHOBWTb NMOPT PErnCTPaLLMM YYETHbIX 3anmcent Ha RADIUS-
cepsepe.

OTmeHsAeT ucnonb3osaHne UDP-nopta ana perucrpauumm
YYETHBIX 3anuncei.

radius server
authentication-port port

no radius server
autentification-port

port: (1-65535)

YcrtaHoBuTb UDP-nopT A1 OTNPaBKKU 3aMpoCoB Ha ayTeHTU-
burKaLMIo YYETHBIX 3anucei.

OTmeHsieT ucnonb3osaHme UDP-nopta Ana 3anpocosB Ha
ayTeHTUdMKALMIO YHETHBIX 3anuceit.

radius server enable

no radius server enable

BkntoueHne RADIUS-cepBepa Ha KommyTaTope.

BbikntoueHne RADIUS-cepBepa Ha KommyTaTope.

radius server group word

word: (1-32)

3afaTtb Ha3BaHWe ANA TPyNnbl cepeepa U NepenTn B pexxum
ee KOHUrypupoBaHus.

radius server secret key
key {ipv4 | ipv6 | default}

¢dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:

YCTaHOBUTb KAtOY ANA UCMO/Ib30BaHMUA radius server.
default — kntoy HasHauvaetcs ANA UCNOJIb30BaHUA KINEHTa-
MU, HEe UMerLWKnX onpeaeneHHOro Kaw4a.
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no radius server secret
[ipv4 | ipv6 | default]

XX Xo XX
key: (1-128) cumBona

Yapanutb KN4 ANna ncnonb3oBaHua radius server.

radius server secret {ipv4 |

¢dopmart ipv4_address:

Mcnonb3oBaTb 3aWMPPOBAHHBIN KAOY AOCTyna K cepsepy

no radius server traps
accouting

ipv6} A.B.C.D; [/19 KOHKPETHOro XOcTa.

no radius server secret dopmart ipv6_address: YAanuTb KAtou 418 Mcnonb3osanua radius server.

{ipva | ipv6} XX XeXeX;

radius server traps BK/lOYaEeT MOAJepKKy trap-cooblieHUit Ha CoBbITUA yuéT-
accouting HbIX 3annceit.

OTKOYaET NOAAEPIKKY trap-coobLLEeHHUIA.

radius server traps
authentication {failure |
success}

no radius server traps
authentication

BKkAloyaeT noaneprKKy trap-coobuieHunit, oTobparkalowmx
pe3ynbTaT ayTeHTuduKauum Ha RADIUS-cepsepe.

failure — cboi npu nonbiTKe ayTeHTUDUKaUUM

success — yCMeLwHo NpoiaeHHan ayTeHTUdUKauma

OTKNtOYaET NOAAEPHKKY trap-CooBLEeHN.

radius server user
username username group
password pass

no radius server user
username username

Co3patb nNonb3oBaTenA WU Ha3Ha4yMTb A1A Hero rpynny Ha
cepeepe C 3a4aHHbIM Naposiem NCNoNb30BaHUA.

Yaanutb Nonb30BaTeNA Ha cepsepe.

KomaHObI pexcuma KoHgu2ypuposdaHua radius server 2pynnsl

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypupoBaHua radius server rpynnsi:

console (config-radius-server-group) #

Tabnunua 189 — KomaHabl perknma KoHbuUrypmposaHus radius server rpynnbi:

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

acl acl_name

no acl

acl_name: (1-32)
cumBona

Ha3HaunTb ncnosab3oBaHue yKa3aHHOl71 acls lCI|aHHOl7I rpynne.

OTKNOYUTB UCNOIb30BaHWE YKa3aHHOW acl B JaHHOWM rpynne.

allowed-time-range
range_name

no allowed-time-range

range_name: (1..32)
cMmBoNa

HasHauntb nepuog, BpemeHun time-range Ha UCNO/Ib30BaHUe
rpynnol.

OTKAOYMUTL UCNONb30BaHWE time-range Ha UCNONb30BaHUE
rpynnol.

privilege-level /evel

no privilege-level

level: (1-15)/1

HasHauuTb ypoBeHb NpUBUAErUiA, Ha KoTopom byaeT ncnon-
HMMa KOHdUrypupyemas rpynna

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

KomaHOb! pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnunua 190 — KomaHabl perknma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

show radius-servers [key]

OtobparkaeT napameTpbl HacTpoWikn RADIUS-cepsepoB (Ko-
MaHAa A0CTYyNHa TONbKO ANA NPUBUAETMPOBAHHBIX MOAb30-
Batenen).
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show radius server
{statistics | group
accounting | configuration
| rejected | secret | user}

OTobparkaeT cTaTMCTUKY npoTokona Radius, nHdopmaumio o
nosb3oBaTensix, KoHpurypaumo RADIUS-cepsepa.

lpumepbl UCN0Ab308AHUS KOMAHO

= YcTaHOBUTL rnobasibHble 3HAYEHUA A4 NAPaMETPOB: MHTEPBaA OXNAAHMA OTBETA OT cepBepa — 5
CeKyHZ, Konmn4yectBo nomnbiToK noncka RADIUS-cepeepa — 5, Bpems, B Te4eHMe KOTOPOro Heaoc-
TynHble cepBepa He byayT onpawmnsaTtbca RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, cekpeT-
HbI Katov — secret. [lobasutb B cnmcok RADIUS-cepBep, pacnofoXKeHHbIM Ha y3ne cetu c IP-
agpecom 192.168.16.3, nopT cepBepa ANa ayTeHTUPUKaUMM — 1645, KONMYECTBO NOMNbITOK JOCTY-

na K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5
console (config)# radius-server retransmit 5
console (config)# radius-server deadtime 10
console (config)# radius-server key secret
console (config)#

retransmit 2

= [lokasaTb NapameTpbl HacTponkmn RADIUS-cepsepos

console# show radius-servers

radius-server host 196.168.16.3 auth-port 1645

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

6.2.3 [lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYK cucTeMy 6€30MacHOCTM A1 MPOBEPKM
Nnonb3oBaTeNen, NoAyYaroLMX AOCTYN K YCTPOMCTBY, NPU 3TOM NogAepKMBasa coBmecTMmocTb ¢ RADIUS m

APYrMMU NpoLLeccamm NpoBepKu noaimHHocTu. TACACS+ npeaocTaBaseT ciepytowme cayxobi:

— Authentication (nposepka nodauHHocmu). ObecneuynBaeTcs BO Bpemsa BXo4a B CUCTeMy No
MMeHaM No/ib30BaTeNIen N onpeaeneHHbIM NoAb30BaTENAMM NAPOIAM.
— Authorization (aemopu3ayus). ObecneuvBaeTca BO Bpemsa Bxofda B cuctemy. [ocne
3aBeplleHmnn
MCMNO/Ib30BaHMEM MPOBEPEHHON0 MMEHW MONb30BaTe/IA, TaKKe CepBepoM MNpoBepAtoTcA
NpUBMAErNKN NONb30BATENA.

CeaHca

NpoBepKu

NOANNHHOCTU 3aNyCKaeTcCA

CeaHC aBTopu3auuMn cC
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KomaHObI pexcuma 2n0basnbHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHduUrypaumm:

console (config) #

Tabnunuya 191 — KomaHab! perkmnma rnobanbHoM KoOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority
priority]

encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBOJIOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CMMBO/I0B;
priority: (0..65535)/0;

[obaBnseT yKasaHHbI cepBep B CMAMCOK WCNOJIb3yemblxX
TACACS cepsepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXkAbli MOMEHT BPEMEHU UMETb He
b6onbwe ofHOro coeauHeHua ana obmeHa AaHHbIMKM C
TACACS-cepsepom;

- port — Homep nopTta gns obmeHa AaHHbimM ¢ TACACS-
cepsepom;

- timeout — NHTepBaN OXNAAHWA OTBETA OT CEPBEPa;

- secret_key — kno4 gna ayteHTUduKauum m wndposaHua
Bcero obmeHa aaHHbimm TACACS;

- priority — npuvopuTeT ucnonb3oBaHua TACACS-cepsepa
(4em HUKe 3HaueHUe, Tem NpUOpPUTETHEE CepPBEP);

- encrypted — 3HaueHue secret_key B 3alwumdpoBaHHOM BUAE.
B cnyyae oTcytcTBMA B KOMaHAe napameTpos timeout,
secret_key pnna paHHoro TACACS-cepBepa MCMONb3yHOTCA
3HaAYeHMA, HACTPOEHHbIe C MOMOLLBD KOMaHA, YKa3aHHbIX
HUXe.

YpanAaeT yKasaHHbIA CcepBep W3 CNWCKa WCMNOJb3yemMbixX
TACACS-cepBepoB.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
cMmBOI0B/MNO
YMOJTHAHUIO KoY —
nycras CTpOKa

YCcTaHaBAMBAET K/OY, UCMOb3YyeMblA NO YMONYaHUIO, A
ayTeHTUdMKaLuMM U WndpoBaHNa Bcero obmeHa AaHHbIMMK
TACACS mexay ycTpoiCcTBOM M OKpykeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3aluMdppoBaHHOM BUAE.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTraHaBausaet UHTEpPBan O0OXWAaHUA OTBETa OT CcepBepa,
MCI'IOJ'Ib3y€MbIﬁ N0 YMO/IHaHUIO.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3agaeT uHTepdelic ycTpolicTea, IP-agpec KoToporo 6yaer
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca MCTOuY-
HUKa gna obmeHa coobueHnamu c TACACS-cepsepom.

YaanaeT untepoeiic yctponcrsa.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console#
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Tabnnua 192 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CMMBO/I0B

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepsepa;
- hostname — umsa cepsepa.

6.2.4 [Mpomokon ynpaeneHus cemoio (SNMP)

SNMP — TexHosiorus, NpusBaHHas obecneuynTb ynpaBieHWE W KOHTPO/b Hag, YCTPOMCTBAaMMU M
NPUNOKEHUAMM B CETM CBA3W NyTéM obmeHa ynpasasiowein WHOOPMAULMEN MexXAay areHTamu,
PacnoNOMKEeHHbIMU Ha CETEBbIX YCTPOWCTBAX, U MEHeAKepamM, HaXOAAWMMUCA Ha CTaHUMAX yNpaBaeHus.
SNMP onpeaenseT ceTb Kak COBOKYNHOCTb CETEBbIX YNPABAAIOLWMX CTAaHLUA U 3NEMEHTOB CETU (rNaBHble
MallUWHbI, WAO3bl U MapLLPyTM3aTOPbl, TEPMUHA/IbHbIE CEPBEPbI), KOTOPble COBMECTHO obecrneymBaioT
aAMUHUCTPATMBHbIE CBA3M MEKAY CETEBbIMM YNPaBAAIOWMMU CTAHLUAMMU N CETEBLIMM areHTamu.

KommyTaTopbl NO3BONAIOT HAcTpouUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPWUHTA U
ynpaB/AeHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaAET NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106anbHol KoHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXKMma rnobasibHON KOHGUrypaumm:

console (confiqg) #

Tabnunua 193 — KomaHabl perkmnma rnobanbHoM KoOHPUrypaumum

KomaHoa

3HayeHue/3HayeH
ue no
YMOAYAHUIO

Aeiicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
noaaepka
npoTtokona SNMP
OTK/IloYeHa

BkatounTb noaaepky npotokona SNMP.

OTKAtoYaeT noaaeprKKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address |
ipv6_address |
ipv6z_address] [mask mask
| prefix prefix_length]]
[view view_name]

snmp-server
community-group
community group_name
[ipv4_address |
ipv6_address |
ipv6z_address] [mask mask
| prefix prefix_length]

community: (1..20)
CUMBOJIOB;
encrypted_commun
ity: (1..20)
CMMBOJIOB;
dopmat
ipv4_address:
A.B.C.D;
dopmat
ipv6_address:
XX Xi XX
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;

YcTaHaB/MBaeT 3Ha4YeHMe CTPOKM coobuiecTBa AN obmeHa AaH-
HbIMK No npoTokony SNMP.

- community — cTpoka coobliecTBa (naposnb) gna goctyna no
npoTtokony SNMP;

- encrypted — 33gaTb CTPOKy coobuiectBa B 3alIMPPOBAHHOM
BUAE;

- r0 — AOCTYMN TONbKO AN1A YTEHURA;

- rW — J,OCTYN ANA YTEHUA U 3amnncK;

- SU — 4,0CTyN aAMUHUCTPATOPA;

- view_name — onpegenset uma ana npasuaa o6ospenna SNMP,
KOTOpOe AO0/IKHO ObiTb NpeABapuUTeNIbHO onpeaeneHo ¢ NoMo-
Wblo KOMaHAabl snmp-server view. OnpeaenseTt o6bekTbl, A0C-
TynHble coobLyecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoi-
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encrypted snmp-server
community
encrypted_community [ro |
rw | su] [ipv4_address |
ipv6_address |
ipv6z_address] [mask mask
| prefix prefix_length]]
[view view_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address
| ipv6_address |
ipv6z_address] [mask mask
| prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address |
ipv6z_address]

no encrypted snmp-server
community community
[ipv4_address |
ipv6_address |
ipv6z_address]

mask: -
/255.255.255.255;
prefix_length:

(1..32)/32;
view_name: (1..30)

CMMBOJI0B;
group_name: (1..30)

CMMBONOB

CTBa;
- mask — macka agpeca IPv4, KoTopas onpefenseT, Kakue 6uUTbl
ajpeca WCTOYHMKA NaKeTa CPaBHMBAKOTCA C 3ajaHHbiM IP-
aapecom;

- prefix_length — uncno 61T, KoTOpble cocTaBnAloT npeduKc IPv4-
appeca;

- group_name — onpegenseT UMA TPynnbl, KOTOPOE [O/IKHO
6bITb NpeABapuUTENbHO OMPeAesieHO C MOMOLLbI KOMaHZbl
snmp-server group. OnpegenseT 06beKTbI, AOCTYNHbIe co0bLLe-
cTBYy.

Yaanser napameTpbl 48 CTPOKM cooblyecTsa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CUMBOJI0B

Co3paeT MAn pepaktTupyet npasuno obosperHua ana SNMP —
paspelwatolwee npasuao, nMbO oOrpaHuMYMBaloLEee cepsepy-
obo3peaTento goctyn K OID.

- OID — npeHTudumkaTop obbvekta MIB, npeacTaBneHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/OYaTb B cebn
3ape3epBMpPOBaHHbIe CNoBa, Hanpumep: system, dod). C nomo-
Wblo CMMBOMA * MOXHO 0603HAUUTb CEMENCTBO NOAAEPEBLEB:
1.3.*%.2);

- include — OID BKAtoyeHa B NpaBuao gaa 0603peBaHus;

- exclude — OID uckntoyeHa u3 npasuaa ana obospesaHus.

Ypansaer npasuno obospeHuns ana SNMP.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv}
[notify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name:

(1..30) cumBonoB;
notify_view: (1..32)

CMMBO/IOB;
read_view: (1..32)

CUMBOJIOB;
write_view: (1..32)

CMMBOJI0B

Cozpgaetr SNMP-rpynny wam Tabnuuy cootsetcteuit SNMP-
nonb3osaTenen u npasun ob6o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaens 6e3onacHocTy;

- noauth, auth, priv — tun ayreHTMduMKaumm, Mcnonb3lyembii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTudumkaumm, auth —
ayTeHTMOUKauma 6e3 wudposBaHua, priv — ayTeHTUPUKALMA C
WwndpoBaHnem);

- notify_view — uma npasuna 0603peHuns, KOTOPOMY paspeLleHo
onpeaensatb coobuweHna SNMP-areHTa — inform u trap;

- read_view — uma npasuna 0603peHna, KOTOPOMY paspeLleHo
TONIbKO YUTeHune coaepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — uma npasuaa 0603peHna, KOTOPOMY paspeLleHo
BBOAWTb [JaHHble W KoHOUrypuposaTb cogepxumoe SNMP-
areHTa KommyTaTopa.

Ypanaet SNMP-rpynny

snmp-server user
user_name group_name {v1
| v2c | v3 [remote
{ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address |
host}]}

user_name: (1..20)
CMMBOJI0B;
group_name:
(1..30) cumsonos

Cospaet SNMPv3-nonb3osatens.
- user_name — VMs NoJib3oBaTens;
- group_name — UMa rpynnbl.

Ypanaetr SNMPv3-nonb3osatena.
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snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3paet unm pepaktupyet npasuao SNMP-¢unbTpa, Kotopoe
nossonsetr ¢unbtposatb inform u trap-coobuieHuns, nepepa-
Baemble SNMP-cepsepy.

- filter_name — nma SNMP-¢unbTpa;

- OID — npeHtTudukatTop obbekta MIB, npeacTaBneHHbIV B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaThb B cebn
3ape3epBMpOBaHHbIe cn0Ba, Hanpumep: system, dod. C nomo-
Wbl CMMBONA * MOXHO 0603HAUYUTL CEMENCTBO NOALEPEBbLEB:
1.3.%.2);

- include — OID BKk/toueHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckntoyeHa us npasuna GuabTpaLmm.

Yaanset npasuno SNMP-ounbTpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs]

hostname: (1..158)
CUMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port:
(1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds:
(1..300)/15;
retries: (0..255)/3

OnpepenseT HaCTPOMKK ANA nepefayn coobuieHui ysegomne-
Hua inform n trap SNMP-cepsepy.

- community — cTpoka coobuwectsa SNMPv1/2c ans nepegaun
Cco0bLLEeHNIT yBeAOMIEHUS;

- username — nmaA nonb3osatens SNMPv3 gns ayTeHTUGUKaunu;
- version — onpeaensat Tun coobuieHui trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NOANMHHOCTb NakeTa 6e3 WndpoBaHus;

- noauth — He yKa3sblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NaKeTa ¢ WudpoBaHMEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuoa 0XnaaHUA NOATBEPKAEHUIM Nepes NOBTOP-
HoM nepeaayelt coobweHuit inform;

- retries — KOAMYECTBO NOMbITOK Nepegaun coobuieHuii inform,
NpW OTCYTCTBUU UX NOATBEPKAEHMA.

YpanaeT HacTPoOMKM ANA nepefadn coobuieHnit yBeaoMaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string:
(5..32) cumBosios

Co3paet uaeHTMOUKATOp JNoKanbHoro SNMP-ycTpolictBa —
enginelD.

- engineid_string — uma SNMP-ycTpoicTsa;

- default — npu ncnonb3oBaHMM AaHHOW HacTpoWKku engine ID
6yaeT aBTOMaTUYecKM co3paH Ha ocHoBe MAC-agpeca ycTpoin-
cTBa.

Ypanaer wupeHtuduKatop nokanbHoro SNMP-ycTpolictBa —
engine ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port:
(1..8/0/1..4);
loopback_id: (1..64)
group: (1..48)

3apaet uHTepdenc ycTpolictea, IP-agpec Kotoporo byaer wc-
Moab30BaTbCA MO YMOYAHMIO B KayecTBe agpeca UCTOYHMKA A4
obmeHa coobueHnamm c SNMP-cepsepom.

Ypanaer untepdelic yctpoicTsa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

vlan_id: (1..4094);
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port:
(1..8/0/1..4);
loopback_id:
(1..64);

AHanornyHo ana IPvé.
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no snmp-server
source-interface-ipvé6 [traps
| informs]

group: (1..48)

Ypanset untepdelic yctponcraa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}
engineid_string

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)
CUMBOJIOB;
engineid_string:
(5..32) cumsonos

Co3paetr uaeHtuoukatop ypaneHHoro SNMP-yctpoictBa —
engine ID.
- engineid_string — vaeHTndukatop SNMP-ycTpolicTBa.

Ypanser wugeHtudukatop yaaneHHoro SNMP-ycTpoiictBa —
engine ID.

snmp-server enable traps

BkntouaeT nogaepxKy SNMP trap-coobuweHuni.

no snmp-server enable -/BKNIOYEHO OTkAtoYaeT nogaepKy SNMP trap-coobLuieHui.
traps
snmp-server enable traps BKkntouaeT oTtnpaBky SNMP trap-coobuieHuit npu HeygayHow
authentication nonbITKe ayTeHTUdGMKauum.

-/BKAOYEHO —
no snmp-server enable OTKntoyaeT oTnpasKy SNMP trap-coobuieHnit.
traps authentication
snmp-server enable traps BkntouaeT oTnpaeKy SNMP trap-coobuweHuni:
[erps | link-status] - erps npoTokosa ERPS;

- link-status —cocToAaHUA NHTEePdENCHBIX TMHKOB.

-/BKIOYEHO —
no snmp-server enable OTKntoyaeT otTnpaBky SNMP trap-coobueHunin:
traps [erps | link-status] - erps npoTokosa ERPS;

- link-status — cocToAHWA MHTepdENCHbIX IMHKOB.

snmp-server enable traps BKkntouaeT otnpaBky SNMP trap-coobuweHnini npu M3mMeHeHUn
flex-link -/ BKNOYEHO coctosHua napsl flex-link nHTepdeiicos.
no snmp-server enable OtkntoyaeT otnpasky SNMP trap cooblueHuii npu M3MeHeHUn
traps flex-link coctosHua napsl flex-link-uHTepdeiicos.
snmp-server enable traps BkntoyaeT otnpaBky SNMP trap-coobuweHuin npy nsmeHeHumn B
mac-notification change Tabaunue nsyyeHHoix MAC-agpecos.
no snmp-server enable -/oTKnto4eHO OTkAtoYaeT oTnpasky SNMP trap-coobuieHuit Npy U3MEHeHUN B
traps mac-notification Tabavue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-cooblueHuii npyu ob6HapyKeHun
mac-notification flapping dnannuHra MAC-agpecos.
no snmp-server enable -/BKNIOYEHO OtkntoyaeT otnpasKy SNMP trap-coobuieHunit npu obHapyKeHUn
traps mac-notification ¢dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHnit npotokona OSPF.
ospf

-/BKIOYEHO
no snmp-server enable OtkntoyaeT otnpasky SNMP trap-coobuieHni.
traps ospf
snmp-server enable traps BkntouaeT otnpaBky SNMP trap-coobuieHuii npotokona OSPF
ipv6 ospf (IPve).

-/BKNIOYEHO —
no snmp-server enable OTkAtoyaeT otnpasky SNMP trap-coobuieHni.
traps ipv6 ospf
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLlieHni npu AOCTUNKEHUN
dhcp-snooping limit clients npeaenbHoro KoAMYecTsa noakatoYeHHbix DHCP-KnneHTOB.
no snmp-server enable -/oTKnto4eHo OTkAtoyaeT oTnpasky SNMP trap-coobLeHuii.
traps dhcp-snooping limit
clients
snmp-server trap PaspewaeT nepegaBatb coobLLeHUA trap cepBepy, KOTOPbIA He
authentication npowen ayTeHTuduKaumo.

-/paspeleHo -
no snmp-server trap 3anpewaeT nepenaBatb cooblieHua trap cepsepy, KOTOPbIA He
authentication npowen ayTeHTuduKaumo.
snmp-server contact text text: (1..160) OnpeaenneTt KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.
no snmp-server contact CMMBO/I0B Yaanaer KOHTaKTHY0 MHGOPMALLMIO YCTPOICTBA.
snmp-server location text text: (1..160) OnpegenseT UHPOPMaLUIO O MECTOMONONKEHUN YCTPOWUCTBA.
no snmp-server location CMMBO/I0B Yaoanaetr uHGopmaLmio 0 MeCTONONOKEHUU YCTPOMCTBA.
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snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name,
name,
value go/KHbI
3afaBaTbCA B
COOTBETCTBUM CO

Mo3BoNAET YCTAHOBUTb 3HAYEHUA NepemeHHbIX B 6ase AaHHbIX
MIB KommyTaTopa.

- variable_name — nma nepeMeHHOM;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHUeE.

cneundukaumen

snmp-server enable traps BksitovaeT otnpaBKy SNMP trap-coobuieHuit o cpabaTtbiBaHUM
cpu notification nopora 3arpy3ku CPU.

-/OTKAIOYEHO
no snmp-server enable OTkntoyaeT otnpasky SNMP trap-coobulieHnit o cpabaTbiBaHUK
traps cpu notification nopora 3arpy3sku CPU.
snmp-server enable traps BkntouaeT otnpaBky SNMP trap-coobuieHnini 0 BOCCTaHOBNEHUN
cpu recovery-notification nopora 3arpy3sku CPU.
no snmp-server enable -/oTKnt04eHo OTkAtoyaeT otnpasKy SNMP trap-coobLieHnii 0 BOCCTaHOBIEHUM
traps cpu recovery- nopora 3arpysku CPU.
notification
snmp-server enable traps Bkntoyaet otnpasky SNMP trap-coobuweHunit o cpabaTtbiBaHun
memory notification y nopora ana ob6bema csoboaHoro mecta 8 RAM.
no snmp-server enable oTHAOuEHO OTkntovaeT otnpaBky SNMP trap-coobuweHnin o cpabatbiBaHMM
traps memory notification nopora ana obbema ceobogHoro mecta 8 RAM.
snmp-server enable traps BKkntouaeT otnpaBky SNMP trap-coobuieHnini 0 BOCCTaHOBAEHUM
memory recovery- nopora ana obbema ceobogHoro mecrta 8 RAM.
notification

-/OTKAOYEHO
no snmp-server enable OTKAtoyaeT otnpaBky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHMM
traps memory recovery- nopora ana obbema ceobogHoro mecta 8 RAM.
notification
snmp-server enable traps BkntovaeT otnpaBKy SNMP trap-coobuieHuit o cpabatbiBaHUK
sensor notification nopora A/1a 3HaYeHNA AaTYMKOB.

-/OTKNIOYEHO
no snmp-server enable OTkntoyaeT otnpasky SNMP trap-coobuieHnit o cpabaTbiBaHUK
traps sensor notification nopora A/A 3Ha4yeHusA SAaTYNKOB.
snmp-server enable traps BKkntouaeT otnpaBky SNMP trap-coobuieHnini 0 BOCCTaHOBAEHUN
sensor recovery- nopora A/1A 3HaYeHus SaTYNKOB.
notification

-/OTKNIOYEHO
no snmp-server enable OtkntoyaeT otnpasky SNMP trap-coobLeHunii 0 BOCCTaHOBAEHUM
traps sensor recovery- nopora A/1A 3HaYeHus SaTYNKOB.
notification
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuweHuit o cpabatbiBaHUM
storage notification nopora ana o6bema cBo6OAHOIO MecTa Ha BCTPOeHHOU dneLw-

-/oTKNouEHO MaMATY.
no snmp-server enable OTkntoyaeT oTnpasky SNMP trap-coobuieHunit o cpabaTbiBaHuM
traps storage notification nopora ans obbema cBo60AHOrO MecTa Ha BCTPOeHHOW dell-

namaTwu.

snmp-server enable traps BkntoyaeT otnpaBKky SNMP trap-coobLieHnii 0 BOCCTaHOBEHWUM
storage recovery- nopora gna o6bema cBo6OAHOIO MecTa Ha BCTPOEHHOU deww-
notification namaTu.

-/OTKAIOYEHO

no snmp-server enable
traps storage recovery-
notification

OTkntoyaeT otnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
nopora ana obbema cBo60AHOrO MecTa Ha BCTPOeHHON dnelw-
namaTu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #
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Tabnmua 194 — KomaHApb! pexkuma KoHourypauum nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
o yMmon4YaHuto

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap-coobuweHuit npu nsmeHeHum
COCTOAHMA HAaCTPaMBaEMOro nopra.

BbikntoyaeT otnpaBky SNMP trap-coobuieHunit npu nsmeHeHum
COCTOAHMA HacTpaMBaemMoro nopTa.

KomaHObI pexcuma Privile

ged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxknma Privileged EXEC:

Tabnunua 195 — KomaHabl perknma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show snmp

MokasbisaeT ctatyc SNMP-coegmHeHUN.

show snmp enginelD

MokasbiBaeT naeHTUPUKaTop NoKaabHoro SNMP-ycTpolicTea —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CMMBO/IOB

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups
[group_name]

group_name: (1..30)
CUMBO/I0B

Mokasbieaetr SNMP-rpynnbl.

show snmp filters
[filter_name]

filter_name: (1..30)
CUMBOJIOB

MokasbiBaeT SNMP-dunbTpbI.

show snmp users
[user_name]

user_name: (1..30)
CYMBO/I0B

MokasbiBaeT SNMP-nonb3osatenei.

6.2.5 [Ipomokon ydanéHHo20 MOHUmMopuHaa cemu (RMON)

MpoTtokon moHuTopuHra cetu (RMON) aBnseTca pacwwupeHnem npoTtokona SNMP, nossonssa
npenocTaBuTb 6bonee LWMPOKME BO3MOXKHOCTU KOHTponsa ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKTepe cobupaemolt MHPopmaumm — AaHHble cobupaemble RMON B nepsyto ouvepenb
XapaKTepusyT TpaduKk mexay ysnamu cetn. UHbopmaums, cobpaHHaa areHTom, nepepaeTca B

npunnoXxeHume ynpasaeHnA c

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

€Tblo.

Buza 3anpoca KoMaHAHOM CTPOKM pexnma riobanbHoM KoOHGUrypauum:

console (config) #
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Tabanua 196 — KomaHgb! pexkuma rnobanbHoin KoHdUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no yMmoa4YaHuro
rmon event index type HactpaunBaet cobbiTa, UCNO/b3yemble B CUCTEME YAANEH-
[community com_text] HOrO MOHWUTOPWMHrA.
[description desc_text] - index — nHAEKC cobbITUA;
[owner name] - type — TN yBeAOMNEHUSA, TeHEPUPYEMOFO YCTPOMCTBOM MO
index: (1..65535); 3TOMY CObbITUIO:
type: (none, log, trap, none — He reHepMpoBaTb YBEAOMIEHUS,
log-trap); log — reHepupoBaTb 3anuch B Tabauue,
com_text: (0..127) trap — otcbinate SNMP trap,
CUMBOJIOB; log-trap — reHepupoBaTb 3anucb B Tabauue M OTCbINATb
desc_text: (0..127) SNMP trap;
CMMBOOB; -com_text - cTpoka coobuwectea SNMP pgns nepecbiiku
name: CTpoKa trap;
- desc_text — onucaHue cobbITUSA;
- name — umA cosgatens cobbITUA.
no rmon event index YpanseT cobbiTve, UCMONb3yEMOE B CUCTEME YAANEHHOrO
MOHUTOPUHTa.
rmon alarm index HacTpaunBaeT ycnosuA BblAaun aBapUnHbIX CUTHANO0B.
mib_object_id interval - index — NHAEKC aBapuUInHOro cobbITus;
rthreshold fthreshold - mib_object_id — naeHTUPUKaTOp NepemMeHHON YacTu 06b-
revent fevent [type type] ekTa OID;
[startup direction] [owner - interval — vHTepBan, B TeYEHME KOTOPOrO AaHHble OTbU-
name] index: (1..65535); patoTCA U CPABHUBAIOTCS C BOCXOAALEN U HACXOAALEN rpa-
mib_object_id: HALaMy;
. - rthreshold — Bocxoaawan rpaHnLa;
KoppeKTHbIn OID;
interval: - fthreshold — HucxoaAwWas rpaHnLa;
(1..2147483647) cex; - revent — WHAEKC COGbI:I:I/IH, KOTOpoe Wcnonb3yeTcs Npwu
rthreshold: nepecevyeHnn BOCXoaaLLen rpaHnLLbl;
(0..2147483647); - fevent — wnHAeKc co6b|tvm, KOTOpOEe MCMonb3yeTca npu
tthreshold: nepecevyeHnn HUCXoAALLEelN rpaHuLbl;

- type — meTog, 0TO6Opa YKa3aHHbIX NePEMEHHbIX U NoacyeTa
3HayeHWA ANA CPaBHEHMA C rpaHULAMK:

Metog absolute — abcontoTHoe 3HauyeHWe BbibpaHHOM ne-
pemeHHoW 6yAeT CpaBHEHO C rPaHULEN Ha KoHue uccne-
[yemoro MHTepBana;

Metog, delta — 3HauyeHue BbibpaHHON nepemeHHONM Mpu
nocnegHem otbope 6yAeT BbIUTEHO M3 TEKYLLEro 3HayeHus
M pasHMua ByaeT cpaBHeHa C rpaHuuamu (pasHuua mexay
3HaYeHNAMM NepeMeHHON B KOHLE M B Hayane KOHTPObHO-
ro UHTepBana);

- startup — MHCTPYKLUMA ANA reHepauuun cobbiTUiA Ha Nepsom
KOHTPO/IbHOM MHTepBane. OnpeaenseT npasuaa reHepauun
aBapUitHbIX COBbLITUI ANA NEepPBOro KOHTPONLHOMO MHTEpBa-
Nla NyTem cpaBHEeHWA OTOOpPaHHOW MepemMeHHON C OAHOW,
nMbo 06enmm rpaHULaMK:

- rising — reHepMpoBaTb eAUHUYHOE aBapuitHoe cobbiTue no
BOCXOAALLEN rpaHuue, ecnu 3HavyeHne oTobpaHHOl nepe-
MEHHOM Ha NePBOM KOHTPOJIbHOM MHTepBase 6onblue M60
paBHO 3TOl rpaHuLLe;

- falling — reHepupoBaTb eanHMYHOE aBapuiiHoe cobbiTue
No HUCXOAALLEN rpaHuLe, eciu 3HadeHue oTobpaHHOW ne-
pPeMeHHOW Ha MepBOM KOHTPOJIbHOM WHTEpBaJe MeHblue
nMb0o paBHO 3TOW rpaHuLE;

- rising-falling — reHepupoBaTtb eguMHUYHOE aBapuiiHOe co-
6bITHe N0 BOCXOAALEN U/UAW HUCXOAALLEW TpaHULe, ecau
3HaYyeHWe oTob6paHHON NEpPemMeHHOW Ha NMepBOM KOHTPOJIb-
HOM MHTepBane 6o/ble NMbBO PaBHO BOCXOAALLEN rpaHULEe
n/vnm meHbLle NM60 PAaBHO HUCXOAALLE rpaHuLEe;

- owner — UMs Co34aTesA aBapuUtHOro cobbITus.

(0..2147483647);
revent: (1..65535);
fevent: (0..65535);

type: (absolute,

delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa
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no rmon alarm index

Yaanaer ycnosue BblAaun aBapuinHbIX COBbITUN.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaeT MakcMmanbHbl pasmep RMON-Tabanu,.
- history — makcMmanbHoOe KO/MYecTBO CTPOK B Tabauue
ncropuu;
- log — MaKcMmanibHoe KONIMYeCTBO CTPOK B Tabnuue 3anu-
cen.
3HayeHMe BCTYNUT B CMNY TO/NIbKO nocne nepesa-
H rpy3Ku ycTpoiictea.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (QuanasoHa uHmepdgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

Buga 3anpoca KOMaHAHOWM CTPOKM B pexume KoHourypaumm untepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 197 — KomaHgb! pexknma KoHourypauum nutepdeica Ethernet, rpynnel uHtepdeitcos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval
interval]

no rmon collection stats
index

index: (1..65535);
name: (0..160)
CMMBO/OB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkatoyaeT popMUpPOBaHME UCTOPUM MO TPYNNAM CTaTUCTUKK
4ns 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTA.

- index — nHaekc Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3Ha4yeHue, accoummpyemoe C KOIMYECTBOM
Aveek Ana cbopa UCTOpUK NO rpynne cTaTUCTUKK;

- interval — nepuog onpoca gna GopMUpPoBaHNA UCTOPUMN.

BbIKkntoyaeT GopmmpoBaHme UCTOPUKM NO rpynnam cTaTUCTK-
K1 ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTra.

KomaHObi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console>

Tabnunua 198 — KomaHabl perknma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show rmon statistics
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3sbiBaeT cTaTUCTUKY uHTepdelica Ethernet, nnbo rpyn-
Nbl NOPTOB, UCMO/b3YEMYIO AN YAANEHHOTO MOHUTOPUHTA.

OTo6parkaeT MHOOPMALMIO MO 3amnpaliMBaemMbIM Tpynnam
CTaTUCTUKM.
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show rmon history index MokasbiBaeT ncroputo Ethernet cratuctukn RMON.
{throughput | errors | - index — 3anpoLeHHas rpynna cTaTUCTUKK;

other} [period period] - throughput — nokasbiBaeT cYeTYNKU NPOU3BOAUTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors — NoKasbIBaeT CYETYNKN OLUINBOK;

- other — NnoKasblBaeT cyeT4MKM 06PLIBOB U KONIU3UN;

- period — NoKa3bIBAeT UCTOPUIO 3a 3aNpPOLLUEHHbIN Nepuos,
BpPEMEHM.

show rmon alarm-table - MoKasbiBaeT cBOAHYIO TabauLy aBapuiiHbIX COBLITUIA.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm index MoKasbiBaeT KOHOUIypaLMIo HACTPOMKM aBapUMHBIX CObbI-
index: (1..65535) TUIA.
-index — HAEKC aBapuMHOTo cobbITus.

show rmon events Moka3sbiBaeT Tabanuy cobbITMIN yAaNEHHOTO MOHUTOPWHIA
RMON.

show rmon log [index] MokasbiBaeT Tabavuy 3anuceit yaaneHHOro MOHWUTOPWUHTA
index: (0..65535) RMON.

- index- HAeKc cobbITuA.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTaTucTuKy 10 nurtepdeica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: O

Undersize Pkts: 0 Oversize Pkts: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: O

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabaunuya 199 — OnucaHue pesynbTaToB

Mapamemp OnucaHue

Dropped Konnuectso 3aleTeKTMPOBaHHbIX COBbITUI, KOraa nakeTbl 6bl1M OTOPOLLIEHDI.

Konnyectso 6anT gaHHbIX (BKAoYan 6aliTbl NAOXMX NAKETOB), MPUHATbLIX U3 ceTU (Uc-

Octets . o
Knto4yas GppelimoBble BUTbI, HO BKtOYasA 6BUTbI KOHTPOJIbHOW CYMMbl).
Packets KonnyecTBo NPUHATBIX NAaKeToB (BKAtOYAA NNOXME, LUMPOKOBELLATEIbHbIE U MHOFOAA-
pecHble NaKkeTbl).
Broadcast KonnyecTBo NpUHATLIX WMPOKOBELLLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).
Multicast KonmyecTBo NPUHATLIX MHOFOAAPECHbIX MAaKeTOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Konnuyectso NpuHATbLIX MNaKeToB AJANHON OT 64 Ao 1518 6alT BKAKOUYMUTENBHO, UMEID-
LLMX HEBEPHYIO KOHTPO/IbHYIO cymmy N60 C Lenbim Yncnom 6ainT (owmbKn nposepku

CRC Align Errors . .
KOHTpO/IbHOW cymmbl — FCS), iMbo ¢ Heuenbim Yyncnom 6anT (OWNOKM BbipaBHUBAHWA

— Alignment).
Collisions OugeHKa Konumyectsa KONAM3nin Ha gaHHom Ethernet cermeHTe.
Konnyectso MPUMHATLIX MaKeTOB A/NMHOMW MeHblle 64 6aiT (McKnoyaa ¢peimoBble
Undersize Pkts 6U1TbI, HO BK/IOYAA BUTbI KOHTPOJIbHON CYMMbl), HO B OCTa/IbHOM NPaBUIbHO chopmu-
POBaHHbIX.
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Oversize Pkts

Konnuyectso NpUMHATbIX NaKeToB AnMHOM 6onblwe 1518 6alT (McKnoyaa dpperimoBsblie
6UTbI, HO BKAKOYAsA BUTbI KOHTPOILHOM CYMMbI), HO B OCTa/IbHOM MPAaBUAbHO CHOPMMU-
POBaHHbIX.

Ko/iiMyecTBo NPUHATLIX NaKeTOB AJIMHOM MeHble 64 6anT (Mcknouana dperimoBble
6UTbl, HO BK/IIOYAA BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLUX HEBEPHYHO KOHTPOJ/IbHYIO

Fragments o o
CYMMY NMB0 C LeNbIM YMCIOM H6alT (OLIMBKM NPOBEPKM KOHTPOAbHOW cymmbl — FCS),
Mbo ¢ Heuenbim Ynciom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).
Ko/iimyecTBo NpUHATLIX MNAaKeToB A/uHON 6onblue 1518 6aiT (Uckaoyas dperimoBble
Jabbers 6UTbl, HO BK/lOYAnA BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLNX HEBEPHYIO KOHTPO/IbHYIO
CYMMY NMB0 C LeNbiM YMCIOM H6alT (OWNBKM NPOBEPKU KOHTPObHOM cymmbl — FCS),
Mbo ¢ Heuenbim Ynciom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).
64 Octet Ko/iMyecTBo NPUHATLIX NaKeTOB (BK/tOYAA NAOXME NaKeTbl) A/MHON 64 6aiTa (McKAto-

yan ppeimoBble BUTbI, HO BKOYAnA BUTbI KOHTPOJIbHOW CYyMMbl).

65 to 127 Octets

KonnuyecTBo NpMHATBLIX NaKeToB (BK/KOYan NJoXMe NakeTbl) AJNHOM OoT 65 oo 127 6aiT
BKNOUMTE/IbHO (MCKAtoYasa dperimoBble BUTbI, HO BKAOYAA BUTbI KOHTPOJIbHOM CyMm-
Mbl).

128 to 255 Octets

Ko/iMyecTBo NpUHATLIX NMaKeToB (BK/AOYas nioxue nakeTbl) ganHon oT 128 po 255
6aliT BKAOUMTENBbHO (MCKAoYas ¢perimoBble 6UTbl, HO BKAKOYaA BUTbI KOHTPO/bHOM
CYMMbl).

256 to 511 Octets

Konnuyectso NpuHATbLIX NaKeToB (BK/OYasA Maoxue MakeTbl) AnuHol oT 256 po 511
6aliT BKAOUNTENBHO (MCKAoYan ¢pelimoBble BUTbI, HO BKAKOYaA BUTbI KOHTPO/bHOM
CYMMBbI).

512 to 1023 Octets

Konnuyectso NpUHATbIX NAaKeToB (BK/AKYaa NoXve nakeTbl) AanHoi oT 512 ao 1023
6alT BKAtOUUTENBbHO (MCKAtoYas dpelimoBble BUTbI, HO BKAOYasA BUTbI KOHTPO/bHOM
CYMMbl).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX NaKeToB (BKAOYan Naoxue nakeTbl) gnnHoi ot 1024 go 1518
6anT BKAOUMTENbHO (UCKNtoYasa ¢pelrimoBble BUTbI, HO BKAOYAA BUTbI KOHTPO/IbHOM
CYMMbl).

= [loKkas3aTb MHPOPMALMIO MO FPyNMNam CTaTUCTUKKM ANA nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanuya 200 — OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAay ONpocamMm.

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYHETOB, KOTOPOE MOXKeT 6bITb COXpaHeHOo.

Granted Samples

PaspeleHHoe (ocTaBleeca) KOANYECTBO OTCYETOB, KOTOPOE MOMKET BbITb COXPaHEHO.

Owner

Bnageneu aaHHoOM 3anucu.

lMoKas3aTb CYETUMKM MPOMNYCKHOM CNOCOBHOCTM ANA FPynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput
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Sample set: 1

Owner: MES

Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunuya 201 — OnucaHue pesynbTaToB
Mapamemp OnucaHue
Time [aTta u Bpema co3gaHma 3anmcu.
Octets Konnuectso 6aiT AaHHbIX (BKAoYaa 6aliTbl NAOXMX NaKETOB) NPUHATbLIX U3 CeTU (Uc-
KAtoyasa pperimoBble 6UTbl, HO BKAOYAaA BUTbI KOHTPOIbHOW CyMMbl).
packets KonnuyecTBo NpUHATLIX NAaKeTOB (BK/OYas Nioxue nakeTbl) B TedyeHue nepuoga ¢op-
MWPOBAHMA 3anNuncH.
Broadcast Ko/iMyecTBO NPMHATBLIX XOPOLUMX MAKETOB B Te4eHMe nepnoga GopmMmmMpoBaHMA 3anmcK
HanpasaeHHbIX Ha LWUIMPOKOBELLAaTe/IbHblE aapeca.
Multicast Ko/iMyecTBo NPUMHATbLIX XOPOLUMX MaKeToB B TedeHue nepruosa GopMmUpoBaHNA 3anncu
HanpaB/IeHHbIX HA MHOTOAZpPEecHble apeca.
OueHKa cpegHelt NPonycKHOM cnocobHOCTU PU3UYECKOTO YPOBHS HA AAHHOM MHTEp-
Utilization deiice B TeyeHMe nepuoga GopmMmMpoBaHMAa 3anmcu. MponyckHas cnocobHOCTb OLEHMU-
BAETCA BE/IMYMHOM A0 ThICAYHOM NPOLEHTa.
Ko/iMyecTBo NpuHATLIX B TeYeHue neproda GOpMMPOBaHUA 3aNnUCK NaKeToB AJWHOMN
CRC Alien oT 64 go 1518 6alT BKAOUYUTENIBHO, UMEIOLLMX HEBEPHYHO KOHTPO/IbHYO cymmy inbo
& C uenbiMm Ymciom 6anT (oWMBKN NpoBEPKN KOHTPOIbHOW cymmbl — FCS), anbo c Heue-
NIbIM ynciom 6aiT (oWNBKM BbipaBHUBaHUA — Alignment).
Collisions OueHKa KOMMYecTBa KoAAM3MIM Ha JaHHom Ethernet cermeHTe B TeueHwe nepuopa

dopmMMpOBaHMA 3aMNUCK.

Undersize Pkts

Konnyectso NpuUHATLIX B TeYeHWe neprmoda GopMMpPOBaHUA 3aNnCK MaKeToB AJIMHOWN
MeHble 64 6aiT (Mckatovaa dpelimosble BUTbI, HO BK/IOYAA BUTbI KOHTPO/ILHOM CyM-
Mbl), HO B OCTa/IbHOM NpPaBuAbHO CHOPMMPOBAHHDIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHWe nepmosa GopmMMpoBaHMA 3anmncu NakeTos AJMHOWM
6onbwe 1518 6aiT (MckNtoyan PperimoBbie BUTbI, HO BKAOYAA BGUTbI KOHTPOAbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Fragments

Ko/iiMyecTBo NpuHATLIX B TeYeHWe nepmosa GoOpMMPOBAHNA 3aMMUCK MAKETOB AJIMHOM
MeHblle 64 6ainT (Uckntouan dpelimoBble BUTbI, HO BKIOYAA BUTbI KOHTPOJIbHOMN CyM-
Mbl), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY IN60 C LenbiMm Yyncnom 6anT (owmnbkm
NPOBEPKU KOHTPONbHOW cyMmmbl — FCS), niMbo ¢ Heuenbim yncnom 6anT (ownbKKU Bbi-
paBHMBaHus — Alignment).

Jabbers

KonnyecTBo NpuHATLIX B TeYeHWe nepuosa GOpMMPOBAHMUA 3aMMUCK NAKETOB AJIMHOM
6onble 1518 6ainT (Mcknovan ¢perimoBble BUTbI, HO BKAOYAA BUTbl KOHTPO/bHOM
CYMMbI), UMEIOLMX HEBEPHYIO KOHTPOJbHYIO CyMMy NMBO C LenbiM 4Yuciom 6ait
(ownbKM NpoBepKU KOHTPOAbHOW cymmbl — FCS), ambo c Heuenbim ymucnom 6anT
(ownbKM BbipaBHUBaHKUA — Alignment).

Dropped

KonnuyecTBo 3aeTeKTUPOBaHHbIX COBLITUI, KOraa nakeTbl 6bian oTOpoLIEHbl B Teye-
HWe nepuoaa GopPMUPOBAHMA 3aMUCH.
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= [loKasaTb CBOAHYIO Tab/inLy CUrHaN0B TPEBOTH:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunuya 202 — OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUDULMPYIOLWLMIA 3aMKUCh
oD OID KoHTpOAMpyemoi nepeMeHHOoM
Owner Monb3oBaTtenb, CO34aBLINIA 3aMUCh.

= [loKa3aTb KOHOUIYpaUMIO aBapUMHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval:
Sample Type:
Startup Alarm:
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

delta
rising

1

Tabaunuya 203 — OnucaHue pesynbTaToB

Mapamemp

OnucaHue

oIb

OID KOHTpOANpYyeMOIt NnepeMeHHON.

Last Sample Value

3HauyeHve NepemeHHON Ha NocaesHeM KOHTPOIbHOM MHTepBase. Ecan meTog otbopa
nepemeHHbix absolute — T0 310 abcontoTHOE 3HaueHMe nepemeHHon, ecaun delta — 1o
pasHULA MeXAY 3HAYEHUAMU NepemMeHHON B KOHLE U B Hayane KOHTPONbHOrO UHTep-
Bana.

MHTepBan B CeKyHAax, B TEYEHMe KOTOPOro AaHHble OTOMPAlOTCA U CPAaBHMBAIOTCA C

Interval o o
BEPXHEN M HUXKHEN rpaHnLamu.
MeTog oTbopa yKasaHHbIX NepeMeHHbIX U NoAcyeTa 3HaYeHUA ANA CPaBHEHUA C rpa-
Huuamu. Metopg absolute — abcontoTHoe 3HaueHUe BbIOpPaHHOW NepemeHHoU byaeT
CpaBHEHO C rpaHMLEl Ha KoHLe nccieayemoro uHtepeana. Metog delta — sHaueHmne
sample Type p paHuL, u ay p a

BbIBpaHHOW NepemeHHON Npu nocnegHem oTb6ope ByaeT BbIUTEHO M3 TEKYLLEro 3Ha-
YyeHus, U pasHUUA byaeT cpaBHEHa C rpaHMuaMK (pasHULA MeXA4y 3HaYeHUAMM ne-
PEMEHHOW B KOHLe U B HaYane KOHTPO/IbHOTO MHTEpPBana).
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MHCTPYKUMA ANs reHepaumm cobbITUA Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpege-
NAeT NpaBuia reHepauun aBapuinHbix cobbITUI ANA NepBOro KOHTPOJ/IbHOrO MHTEpPBa-
/la nyTem cpaBHeHuMA oTob6paHHOM NepemMeHHOM ¢ ogHoM, 1Mbo obenmu rpaHnLaMM.
rising — reHepupoBaTb eAMHUYHOE aBapuiiHoe cobbiTMe MO BOCXOAALLEN rpaHuue,
ecNn 3HayeHue oToBpPaHHON MNepeMeHHOM Ha MepBOM KOHTPOJAbHOM MWHTepBane
6onbliem NM60 paBHOM 3TOM FPaHULE.

Startup Alarm falling — reHepupoBaTb eaMHUYHOE aBapuitHoe CObbITUE MO HUCXOAALLEN rpaHuLe,
€C/IM  3HayeHue OoTOOPaHHON MNepeMeHHOM Ha MNepBOM KOHTPOJAbHOM WHTepBane
MeHbLUEe NMB0 paBHO 3TOM rpaHULEe.

rising-falling — reHepupoBaTtb eauHu4YHOE aBapuitHoe cobbiThe No BocxoasaLLen u/mam
HUCXOAALLEN TPaHULLE, €C/IM 3HaYyeHue OoTOOpaHHON NepemMeHHOW Ha MepPBOM KOH-
TPO/IbHOM WMHTepBaje 6o/blue MO0 PaBHO BOCXOAALLEN rpaHMue, U/UAM MeHblue
nMb0o paBHO HUCXOASALLEN TpaHULEe.

3HaueHue BoCcxogALLel rpaHunubl. Korga sHadeHMe oTobpaHHOM NnepeMeHHOoM Ha npe-
AblAYLWEM KOHTPONbHOM MHTepBane 6bi10 MeHbLIE A4AaHHOM rpaHuLbl, @ HA TEKYLLEM
KOHTPO/IbHOM MHTepBase 6onbliem M60 PaBHOM 3HAYEHWIO FpaHWLbl, TOr4a eau-
HUYHOE cobbITMe reHepmpyeTcs.

Rising Threshold

3HayeHue HUCXoaALel rpaHnLbl. Koraa 3HayeHne oTobpaHHOM NepemeHHo Ha npe-
AblAYLWEM KOHTPONLHOM MHTepBane 6bino 6o/blie AaHHOM rPaHMLbl, @ HA TEKYLLEM
KOHTPO/IbHOM WMHTepBase MeHblle AMB0 PaBHO 3HAYEHWMIO TPAHMULbI, TOT4a eANHUY-
Hoe cobbITne reHepupyeTcs.

Falling Threshold

Rising Event MHAaeKc cobbITUA MCMNOJ/Ib3YHOLLErocs, KOraa BOCXOAALLAA rpaHuLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA NCNONb3YIOLLErocs, KOoraa HUCX0AAllan rpaHnLIa nepeceYeHa.
Owner Monb3oBatesib, CO34aBLUMIA 3aNUCh.

= [lokasaTb Tabauuy cobbITUiA yaaneHHoro MoHuTopmHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabaunuya 204 — OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKAbHO MAEHTUDMLMPYIOLWMIA COObITUE.
Description KommeHTapuii, onucbiBatowwmin cobbiTme.

Tun yBeLOMIEHNA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COObITUIO:
none — He reHepMpoBaTb yBeAOMIEHWUSA,

Type log — reHepupoBaTb 3anuck B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTb 3anuncb B Tabanue n otcolnate SNMP trap.

Community CTpoka coobuwectea SNMP ana nepecbinku trap.

Owner Monb3oBaTtenb, co3gaBLINI COBbITUE.

Bpems n gata reHepupoBaHuUA nocieaHero cobbitna. Ecam He 6bl10 creHepmMpoBaHo

Last time sent .
CobbITUI, TO 3TO 3HaYeHUe byAeT PaBHO HYAHO.

MokasaTb Tabmuy 3anuceit yganeHHoro MoHuTopmHra RMON:

console# show rmon log
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1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnunuya 205 — OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUDULMPYIOLLMIA 3aMNCh.
Description KommeHTapuit, onucbiBaowmin cobbitue.

Time Bpemsa co3gaHuna 3anmcu.

6.2.6 Cnucku docmyna ACL 0na ynpaeneHua ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOAAET PaspelnTb AMbo OrpaHMuYnTb AOCTYN K
ynpaBAeHUIO YCTPOMCTBOM Yepes onpeaeneHHble nopTbl uau rpynnbl VLAN. [aA 3ToW uenn cospatorcs
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.

’ ACL per VLAN pa6oTaeT ToNbKO B pexkume «acl-sqing»

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:

console (confiqg) #

Tabnuua 206 — KomaHabl pexxnma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3gaeT CNUCOK AOCTyna ANA ynpasieHus. Bxog B perkum
KOH}Urypaumm cnucka AocTyna 415 ynpasaeHus.

YpanseT cnnucok f4ocTyna ANs ynpasneHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management
access-class

OrpaHu4MBaEeT ynpaBieHWe YCTPOWCTBOM MO ONpeaeseH-
HOMY CMUCKY AocTyna (access list). AKTUBMpPYET yKa3aHHbIN
CMUCOK gocTyna.

- console-only — ynpaBneHue ycTpoiiCcTBOM [OCTYNHO TO/b-
KO C KOHCOAW.

OTMeHseT orpaHuWyeHue Ha ynpasieHue yCTPOWCTBOM MO
onpezeneHHOMY CrMCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmynd 044 ynpasaeHusa

Bua 3anpoca KOMaHAHOM CTPOKM B peXKmMme KoHdUrypaLmm cnucka AocTyna s ynpasiaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabaunuya 207 — KomaHabl perknma KoHdUrypaLmm Cnmucka AocTyna 18 ynpasaeHua

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaeT paspellatoliee ycioBMe A4 YNPaBAAOLLEro Cnu-
CKa gocTyna.

- service — TMn goctyna.

- index — npnopuTeT npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

deny ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);

index: (1..65535)

3afaert 3anpelyatowiee yciosme Aaa yNpasisaiowero cnm-
CKa JocTyna.

- service — Tvn gocTyna,

- index — npuopuTeT npasuna.

remove ace-priority index

index: (1..65535)

Ypanutb ycnosue 13 cnmcka focTyna.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 208 — KomaHapl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show management access-
list [name]

name: (1..32) cumBona

MokasbiBaeT cnucku goctyna (access list) ans ynpasnexus.
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MoKasbiBaeT MHPOopMaLmio 06 aKTUBHbIX CNMCKAxX AOCTyna
(access list) ana ynpaBneHus.

show management
access-class

6.2.7 Hacmpoiika docmyna

6.2.7.1 Telnet, SSH, HTTP u FTP
[aHHble KOMaHAbl npegHa3HayeHbl ANA HACTPOMKM CepBepoB [AOCTyna [ANAA  YnpaBAeHusA
KommyTatopom. [lopgnep)kka cepsepos TELNET u SSH KommytaTopom no3BoAndetr yaaneHHo

NOoAKNKOYAaTbCA K HEMY ANA MOHUTOPUHIA U KOH(I)MpraLI,MM.

KomaHObI pexcuma 2n106anbHol KoHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 209 — KomaHabl perkmnma rnobanbHoM KOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyaHuto Telnet
cepeep BKAOYEH

PaspeluaeT yganeHHoe KOHOUrypupoBaHWe YCTPOMCTBA ye-
pes Telnet.

3anpelaeT yaaneHHoe KOHGUIypupoBaHUe yCTpoiicTBa Ye-
pes Telnet.

ip ssh server

no ip ssh server

Mo ymonyanuio SSH
cepBsep OTK/OYEH

PaspewaeT yganeHHoe KOHOUIypMpoBaHME YCTPOMCTBA Ye-
pe3 SSH.
[o Tex nop, NoKa Koy ana wudpoBaHUA He cre-
HepupoBaH, SSH-cepBep 6yger HaxoguTbcA B pe-
3epse. Mocne reHepaumm Kaova (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa) cepsep
nepeiger B pabouee cocrosiHue.

3anpewaeT yaaneHHoe KOHPUrypupoBaHWe yCTpoWMcTBa Ye-
pe3 SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonbsyemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip ssh-client
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaet uHTepdeic gna SSH-ceccuit.

Ypansaet untepdeiic.

ipv6 ssh-client
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}

no ipvé6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaet nHTepdeic gna IPve SSH-ceccuit.

Yaansaet untepdeliic.
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ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuio
MCNO/Ib30BaHMe
ny6AnMYHOro Kntoya
3anpetueHo

PaspeluaeT ncnonb3osaHue ny6/JMYHOrO Kakoua AnA BXOAA-
wmx SSH-ceccmi.

3anpewaeT UCNonb3oBaHWe Nyb6ANYHOrO KAoua gaa BXoAA-
wmx SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des,
aes128,
aes192, aes256,
arcfour,
none)/paspelueHbl Bce
aNropuUTMbl, Kpome

3afaeT CNMCOK paspeLleHHbIX aAropUTMOB WKdpPoBaHMA a4ns
cepsepa

BoccTaHaBnMBaeT CNMCOK paspelleHHbIX afifopuTMOB obme-
Ha
KNKYamMu No YMO/THaHUIKO

none
ip ssh kex methods methods: 3afaeT CNMCOK paspelleHHbIX MeToAOB OobmeHa Katoyamu
(dh-group-exchange- ana
shal, cepsepa

no ip ssh kex

dh-group1-shal)/
paspeLueHbl Bce
MeToAbl

BoccTaHaBnMBaeT CNMCOK paspelleHHbIX afropuTmMoB obme-
Ha
KNKYamMu No YMO/THaHUIO

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuio
BKJIIOYEHO

BK/itoueHWe pexnma ayTeHTudMKaumm no naponto

OTKNOYEeHUE pexnma ayTeHTUdMKaLum no naponto

crypto key pubkey-chain
ssh

Mo ymoAYaHMIo KAtou
He co3aaH

BX0gA, B pemMm KoHoUrypaumm nyb6aMyHoro Kaoua.

crypto key generate dsa

TeHepupyeT napy Kawouyeit DSA — yacTHbIN U NY6AUYHBIA AnA
SSH-cepswuca.
V' Ecnu xoTta 6bl 0AUH M3 Napbl Kaloveil y:Ke co3aaH,
TO CUCTEMA NPEANIOKUT Nepe3anmucaTb KAKou.

crypto key generate rsa

FeHepupyeT napy Katouyel RSA — 4yacTHbIN M Ny6ANYHbIA AnA

SSH-cepsuca.

V’ Ecam xoTta 6bl O4UH U3 Napbl KAlouel yxe co3aaH,
TO CUCTEMA NPEANOKMUT Nepe3anmucaTb KAtu.

crypto key import dsa

encrypted crypto key
import dsa

UmnopTtupyet napy Kntoyeit DSA
- encrypted —B 3awmndpoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key
import rsa

MmnopTtupyet napy Kntoyer RSA
- encrypted —B 3awmnppoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

FeHepupyeT SSL-cepTudUKaT.

ip http server

no ip http server

Mo ymonyaHuto HTTP-
cepBep BKAOYEH

PaspeluaeT yganeHHoe KoHOUrypupoBaHWe yCTpOMCTBa Ye-
pe3 WEB.

3anpewaeT yaaneHHoe KOHQUIypupoBaHue yCTpoicTBa Ye-
pe3 WEB.

ip http port port

no ip http port

1..65535/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ip http secure-server

no ip http secure-server

Mo ymonyanuio HTTPS-
cepBep BbIK/IOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy
seconds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TaimayT HTTP-ceccum.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHUIO.

ip https certificate {1 | 2}

no ip https certificate

1

OnpegaenseT akTUBHbIM HTTPS-cepTudUKarT.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2}
import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTnduKar.

UmnopTtupyet SSL-cepTUdMKaT, Ha3HAYEHHbIN LLEHTPOM cep-
TMdUKaLMK.

BocctaHaBnuBaeT SSL-cepTuduKaT No ymonyaHuo ANA yKa-
3aHHOro ceptTudmKara.
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/ Knioum, creHepupoBaHHble KomaHgamu crypto key generate rsa u crypto key generate
dsa, coxpaHAOTCA B 3aKPbITOM A/ Nonb3oBaTena ¢aitie KoHpUrypauum.

KomaHObI pexcuma KoHguaypayuu nybau4Ho20 Kanya

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnme KOHPUrypaumm nybaM4Horo Katoya:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunua 210 — KomaHabl pexknma KoHburypaumm ny6iMyHoro Katoua

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

user-key username {rsa |
dsa}

no user-key username

username: (1..48)
CUMBOJI0B

BxoA B pexum co3gaHua MHAMBUAYANbHOTO Ny6AMYHOrO
K/toya.

- rsa —co3gatb RSA-kntoy;

- dsa — co3gatb DSA-kAtou.

Yaanset nybinMUHbIN KNtoY Ana onpegeneHHoro noab3osa-
Tensa.

Buza 3anpoca KOMaHAHOWM CTPOKM B PEXMME CO34aHNA UHANBMAYANBHOIO Ny6ANYHOrO KAtova:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnmua 211 — KomaHabl peknma co3gaHma MHANBUAYaAbHOTO NyB6ANYHOTO Katouya

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key-string

Co3gaeT Ny6AUYHBINA KAOY ANA ONpeAeseHHOro MoJsib3o-
BaTens.

key-string row key_string

Co3agaet ny6AMUHbIA KoY ANA OnpeAeNeHHOro Nosb3o-

BaTens. BBog K/itoya ocyLlecTBAseTca NoCcTPOUHO.

- key_string —yacTb Kntoua.
[ina Toro 4To6bl cUCTEMA NOHANA, YTO KAIOY BBE-
AEH NMOJIHOCTbIO, HEO6XOAUMO BBECTU KOMaHAY
key-string row 6e3 cumsonos.

KomaHOwb! pexcuma EXEC

KomaHabl JaHHOrO pasgena A0CTYMNHbl TONbKO AAA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnnua 212 — KomaHap! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o yMOAYAHUIO
show ip ssh MokasbiBaeT KoHOUrypaumio SSH-cepBepa, a TakKe ak-
) TUBHble BxogAwmne SSH-ceccuum.
show crypto key username: (1..48) MokasbiBaeT nyb6anyHble SSH-KAouM, COXpaHeHHble Ha
pubkey-chain ssh CMMBO/IOB. KoMmyTaTope.
[username username] Mo ymonyaHuio - username — UMA yAaNEHHOTO KNNEHTA;
[fingerprint OTMNeYaTokK KAKo4a B - bubble-babble — oTtneuyatok kntouya B Koge Bubble
{bubble-babble | hex}] WwecTHaauaTepMyHOM Babble;
dopmare. - hex — oTNEYaToK KNtOYa B LWECTHAALATEPUYHOM KOZe.
show crypto key MokasbiBaeT ny6anYHble Katoun SSH-KommyTaTopa.
mypubkey [rsa | dsa] )
show crypto certificate [1 | Otobparkaert SSL-cepTndurKkatbl gna HTTPS-cesepa.
2]

[pumepbl 8b1M0AHEHUS KOMAHO

Bkatountb cepBep SSH Ha KommyTaTope. Pa3pelnTb MCNOb30BaHKE NyOAMYHbIX Katoden. Co3aatb
RSA-kntou ana nonb3osatens eltex:

console# configure

console (config) # ip ssh server

console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPW1Al4kpgIwI9GBRoONZQZxJHKCcgKL6rM1Q+ZNXf
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREfpSwoQUvVV35LgJJk67I0U/zfwOl1gkTwml75Q
R9gHUjS6KWGN2QWXgh3ub8gDjTSamuSn/WA05iDX2IExQWu081icglk02LYciz+Z24TrEU/9FJx
wPiVQOjc+KBXuR0OjuNg5nFYsYOZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1IgWmNzNR4DYDvSzg01DnwCACS
Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

6.2.7.2 KomaHObI KOHGbueypayuu mepmuHana

KomaHAabl KOHOUIypaumMm TepMUHaNa CAy»KaT 414 HaCTPOMKM NapameTpOoB /I0KabHOM U yaafieHHOM
KOHCOAMN.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma riob6anbHoM KoOHbUrypauum:
console (config) #

Tabnunua 213 — KomaHabl pexkmnma rnobanbHol KoOHGUrypaumum

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMOAYaHUIO
line {console | telnet | BX0oZ, B pexMM COOTBETCTBYIOLLErO TepMMHana (NoKanb-
ssh} - HaA KOHCO/b, yAaneHHasa KoHconb — Telnet uaun ypanes-
Haf 3alMLLEeHHan KOHCob — SSH).
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KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bupa 3anpoca KOMaHAHOM CTPOKM B penMme KoHdUrypaumm tTepmuHana:

console# configure

console (config)# line {console]|telnet|ssh}
console (config-line) #

Tabaunuya 214 — KomaHabl perkmma KoHoUrypaumm TepmumHana

no autobaud

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
speed bps YcTaHaBAMBaeT CKOPOCTb A0CTyNa NO NOKasbHOW KOHCONN
bps: (2400, 9600, (KomaHOa [JOCTyMHa TOMBKO B pexume KoHoburypauuu
19200, 38400, 57600, o
JIOKaNbHOM KOHCO/M).
115200)/115200 604,
no speed YcTaHaBMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
autobaud BK/tOYaeT aBTOMaTMYecKoe onpeaenieHne CKopocTu A0c-
Tyrna no NOKaAbHOW KOHCONWM (KOMaHZA AOCTYNHa TO/NbKO
-/BKNIOYEHO B PeXMME KOHPUTYpaL MM IOKaNbHOW KOHCOMN).

BbikntoyaeT aBTOMaTUYecKoe onpegeneHne CKOpoCcTU
AO0CTyna no NIOKaNbHOM KOHCONM.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;
seconds: (0..59)/0 cek

3ajaeT MHTepBan, B TeYeHNe KOTOPOro cuctema oxunaaeT
BBOJA Nosb3oBaTens. Ecam B TeyeHMe JaHHOrO MHTepBa-
Na NoNb3oBaTe/lb HAYEro He BBOAMT, TO KOHCO/b OTKAO-
yaercs.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnuua 215 — KomaHabl pexknma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line [console | telnet
| ssh]

MNoKasbiBaeT NapameTpbl TEPMUHANA.

6.3 XypHan aBapui, npotokon SYSLOG

CucremHble XYpPHa/sibl NO3BOJIAKOT BECTU UCTOPUIO C06bITMl7JI, npousoweawnx Ha YCTpOl)'ICTBe, a
TaKXe KOHTPO/IMpOoBaThb npousouweailine cobbiTMA B peasibHOM BpeEMEHMW. B KYPHan 3aHOCATCA cobbITuA

cemmn  TUNOB:

l-I[I)e3BbI‘-I<':ll‘;1Hble,

CUrHanbl

TpeBoOru,

Kputhnyeckne wun He Kputndeckme OLIJI/I6KVI,

npegynpexgeHuna, ygeagomneHumsa, I/IH(I)OpMaLI,VIOHHbIe M OoTNnago4Hble.

KomaHObI pexcuma 210banabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM B peXnume rnobasibHon KoHbUrypaumm:

console (config) #

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 211



DHELTEX

Tabaunuya 216 — KomaHab! perkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

logging on

no logging on

BK/OYaeT perncrpaumio OT1aAouHbIX coobueHnid U coob-
LieHmn 06 owmnbKax.

BbIK/IlOYaeT perncTpaumio oTAaA0uHbIX COObLLEHNI U co0b-

-/peructpaumsa LeHKnn 06 owmnbKax.
BK/IIOYEHA « '
Mpu BbIKAIOYEHHOW perucTpauumn OoTNaAoUYHbIe CO-

obweHuna u coobweHns o6 owmnbKax 6yayT nepegasatbca

Ha KOHCO/Ib.
logging host {ip_address Bk/toyaeT nepesady aBapuiiHbIX U OTIaA04YHbIX COOBLLEHWI
| host} [port port] Ha yaaneHHbliit SYSLOG cepsep.
[severity level] [facility host: (1..158) - ip_address— IPv4 nnu IPv6-agpec SYSLOG-cepBepa;
facility] [description CMMBOJIOB; - host — ceTeBoe nms SYSLOG-cepBepa;

text]

no logging host
{ip_address | host}

port: (1..65535)/514;
level: (cm. Tabnmuy
217);
facility: (lo-
cal0..7)/local7;
text: (1..64) cumBonoB

- port — HOmep NopTa Aas nepesaym coobLLeHUit No NpoTo-
kony SYSLOG;

- level — ypoBeHb Ba*KHOCTU COOBLLEHUI, NepeaaBaemblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObWEeHUAX;

- text — onucaHue SYSLOG-cepsepa.

YpanaeT BbI6paHHbIM cepBep M3 CMMUCKA MCMOJb3yeMblX
SYSLOG-cepBepos.

logging console [/evel]

no logging console

level: (cm. Tabaunuy
217)/informational

Bk/toyaeT nepepadvy aBapuHbIX UK OTAALOYHbIX coobLye-
HWI BbIBPAHHOIO YPOBHSA BAaXKHOCTM Ha KOHCO/b.

Bblk/loYaeT nepefady aBapuiiHbIX MAM OTAALOYHbLIX COO06-
LLEHMIM Ha KOHCOb.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabavuy
217)/informational

BktoyaeT nepenadvy aBapuHbIX UAW OTA[04HbIX coobLe-
HWI BbIBPAHHOTO YPOBHSA BAaXKHOCTM BO BHYTPEHHUIA Bydep.

Bbik/toYaeT nepesayy aBapuiiHbIX MM OTAAAOYHbIX CO06-
LLLEHMI BO BHYTPEHHUI bydep.

logging buffered size
size

no logging buffered size

size: (20..1000)/200

M3MeHAET KO/JMYecTBO COOBLIEHWI, 3anoMUHaeMbIX BO
BHyTpeHHem bOydepe. HoBoe 3HayeHue pasmepa bydepa
NPUMEHWTCA NOC/e NepesarpysKn yCTponcTsaa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

logging file [level]

level: (cm. Tabnunuy 217)

BkAtovyaeT nepepadvy aBapuMHbIX MM OTNALOYHbIX coobLe-
HWI BbIBPAHHOIO YPOBHSA BaXKHOCTU B hain KypHana.

no logging file /errors BbikntoyaeT nepepayy aBapuMHbIX WAM OTNALOYHBIX COO6-
WweHui B Gpain KypHana.

aaa logging login 3aHOCUTb B }KYPHa/bl COObITUA ayTeHTUDMKaLUKM, aBTOpU3a-
umMm 1 yyeta (AAA).

- - -/BK/IIOYEHO

no aaa logging login He 3aHOCUTb B XKypHaibl COBLITUA ayTeHTUPUKALUK, aBTOPU-
3aumm v yyeta (AAA).

logging cli-commands BkntouvaeT nornposaHue BBeaeHHbIx B CLI KomaHg,.

no logging cli- -/OTKAOYEHO
OTKAtoYaeT normposaHme BBegeHHbIX B CLI KomaHg,

commands

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonyanuio
pervcTpauma BKAOYEHa

BkAtoyaeT pernctpaunio cobbiTnin hbannosoin cuctemsl.

-copy — perncrpauma coobLeHuit, CBA3aHHbIX C onepaLmsamm
KOMupoBaHus ¢alinos;

-delete-rename — peructpaumsa coobueHui, CBA3AHHbIX C
yaaneHmem Gpainnoe 1 nepeMmeHoBaHMEM OnepaLuii.

BblKntoYaeT peructpaumuio coboiTmii GpannoBoit cucTeml.

management logging
deny

no management logging
deny

Mo ymonyanumio
pervcTpauma BKAOYEHa

BkAtoyaeT peructpauuio cobbiTuii 0 3anpeTe AocTyna K
ynpasieHUIo KOMMYTaTOPOM.

BblkntouaeT peructpauuio cobbiTwii 0 3anpete goctyna K
yNpaBaeHUI0O KOMMYTaTOPOM.

logging aggregation on

-/OTKNIO4EHO

BK/touaeT KOHTPOIb arperauuu syslog-coobuieHuit.
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no logging aggregation
on

OTKAtoYaeT arperaumio syslog-coobuieHni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CEKYHA,

YcTaHaBAMBaeT BPems XpaHeHWs CrpynnupoBaHHbIX syslog-
coobLLeHMA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-
snooping, mld-
snooping, sflow, log-
deny-aces, vrrp)/-

BK/OYAET KOHTPO/Ib OrPaHUYEHMA CKOPOCTU  BXOAALLMX
dpeiiMmoB ana onpegeneHHoro TMna TpaduKa.

OTKANKOYaeT ornpoBaHme.

logging origin-id {string
| hostname | ip | ipv6}

no logging origin-id

-/HeT

3afaeT napameTp, KOTopbl ByaeT UCNob30BaTbCA B Kave-
cTBe MAaeHTUdMKaTopa XocTa B syslog-coobLueHusx.

Mcnonb3oBaTtb 3HaYE€HME MO YMOIYAHMIO.

logging source-interface
{gigabitethernet gi _port
| tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBatb IP-aapec yKazaHHOro nHtepdelica B KayecTse
MUCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3osathb IP-agpec ucxoaswero nHtepdeica.

logging source-
interface-ipv6
{gigabitethernet gi_port
| tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osatb IPv6-agpec yKasaHHOro UHTepdelica B Kaue-
CTBe UCTOYHMKA B IP-nakeTax npoTtokona SYSLOG.

Mcnonb3osaTb IPv6-agpec ncxogsauero nHtepdeica.

Kaxpgoe cooblueHne nmeeT cBOM YpOoBEHb BaXKHOCTU; B Tabanue 217 npuBeaeHbl TUMbl coobLLeHUI

B nopaake Y6bIBaHMFI MX BaXXHOCTU.

Tabnnua 217 — TUnbl BaXKHOCTU COOBLLEHUI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npounsowwna Kputnyeckas 0LLIVI6Ka, CncTtema Mmoxet pa6OTaTb

HenpaBuabHO.

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesibCTBO B CUCTEMY.

KpuTtnueckue (critical)

B cucteme npounsowna Kputuyeckan owmnbKa.

OwunbouHble (errors)

B cucrteme npomsolusia owmbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHnusa (notifications)

YBegomieHne cucTemMbl, HeaBapuitHoe coobLieHue.

MHbopmaumoHHsble (informational)

NHbOpMaLMOHHbIE COOBLLLEHNA CUCTEMDI.
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OTnagouHble (debugging)

OTnagouHble coobueHUn, NpeaocTaBAAldT Mosb3oBaTeNto UHOOPMa-
UMIO 418 KOPPEKTHOM HAacTPOMKM CUCTEMDI.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabaunuya 218 — KomaHaa perkmma Privileged EXEC gns npocmoTpa daina KypHana

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

clear logging

Ypanset Bce coobLieHns ns BHyTpeHHero bydepa.

clear logging file

Ypansaet Bce coobuieHna ns panna xypHana.

show logging file

OTobparkaeT COCTOsSIHME KypHasa, aBapuitHble U OT1aZ04Hble
coobuieHun, 3anncaHHble B haiie KypHana.

show logging

OTOb6parkaeT COCTOAHME KypHana, aBapuiiHbie N OTNAZ0YHbIe
coobuieHunn, 3anncaHHble BO BHYTpeHHem Bydepe.

show syslog-servers

OTOo6parkaeT HaCTPOMKM AN yAaNEHHbIX syslog-cepsepos.

[pumepbl UCN0Ab308AHUA KOMAHO

. BKkntounTb perncrpaumio OLWMNBOYHBIX COO6LLI,€HVIIZ Ha KOHCOU:

console# configure

console
console

(config) # logging on

(config) # logging console errors

= OuuctuTb dann KypHana:

console# clear logging file
Clear Logging File [y/nly

6.4 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

DYHKUMA 3epKaNMpoBaHMA MNOPTOB MpeAHa3HayeHa A/1A KOHTPOAA ceTeBoro TpaduKka nytem
NepecbIIKM KOMUI BXOAAWMX U/UAN UCXOAALMX NAKETOB C OAHOMO WAM HECKOJIbKMX KOHTPOAMPYEMbIX
NOPTOB HA OAMH KOHTPO/IMPYIOLWMIA NOPT.

l Mpu 3epKkanupoBaHum 6onee ogHoro ¢usnyeckoro nHrepdeiica BO3MOXKHbI NoTepu Tpaduka.
L

OTcytrcTBMe noTepb

uHTepdeiica

K KOHTpo/IMpyoLwemy NopTy NPUMEHAIOTCA CaeayloLlmne orpaHnuyeHna:
— TopT He MoXKeT BbITb KOHTPOIMPYHOLLMM U KOHTPOAMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MoxKeT BbITb YIEeHOM rpynnbl NOPTOB;
—  IP-uHTepdenc aonKeH oTCyTCTBOBATL AJ/1A 3TOrO NOPTA;
— MpoTtoKkon GVRP ponKeH 6bITb BbIK/AOYEH HA 3TOM MOPTY.

K KOHTpO/IMpyemMbIM NOPTaM NPUMEHAIOTCA Cleayolme orpaHuyYeHnn:
— TopT He MOKeT 6bITb KOHTPONNPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO.

rapaHTUpyeTcss TOJNIbKO NpU 3epKaZIMPOBaHUM OAHOro ¢pusnYecKkoro

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

214



DHELTEX

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHdUrypaumm:

console (confiqg) #

Tabaunuya 219 — KomaHab! perkmma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

-/monitor-only

3apaeT pexxum paboTbl nopTa

- monitor-only — ¢pelimbl, noctynatowme Ha NopT, oTbpackl-
BaloTCH;

- network — no3sonseT BecTM 06MeH AaHHbIMMU.

Bo3BpallaeT 3HaueHMe N0 YMOYaHUIO.

port monitor remote vlan
vlan_id [cos priority] [tx |
rx]

no port monitor remote
vlan vian_id

vlan_id: (1..4094);
priority: (0..7)/0

HasHauyeHue VLAN ana yaaneHHoro moHutopuHra (RSPAN), B
KOTOpPYI0 6yAyT NOMELLATbCA NAKeTbl C KOHTPOMPYEMbIX WH-
Tepdericos.

Ypanernne VLAN gnAa yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaummn nHtepdelica Ethernet:

console (config-if) #

’ ' [aHHble KOMaHAbI He/b3A BbINOJHATL B peXXume KOHOUrypaumm gmanasoHa uHtepden-
-

coB Ethernet.

Tabnnuya 220 — KomaHab! OCTYMNHbIE B permme KoHdurypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BkAtoyaeT QYHKUMIO MOHMUTOPUHIA Ha HACTPaMBAEeMOM WH-
Tepdelice. [aHHbIi MHTepdenc OyaeT KOHTPOAMPYHOLWMM
MOPTOM AR YKa3aHHOIO B KOMaHAe KOHTPOAMPYEeMOro nopra.
- gi_port, te_port, fo_port — KOHTPOAUPYEMBbII NOPT;
- rX — KONUPOBaTb NaKeTbl NPUHATbIE KOHTPOMPYEMbIM NOp-
TOoMm;
-tX — KOMMpoBaTb MaKeTbl, MepeAaHHble KOHTPOJMPYyEeMbIM
nopTom;
Mpu OTCYTCTBUM NapameTpa rx/tx ¢ KOHTPOAMPYEMOro nopta
KOMMPYIOTCA BCE MaKeTbl.
®DYHKLMUA MOHUTOPUHra MoXKeT 6biTb HacTpoeHa Ha
ABYX NOPTax 04HOBPEMEHHO

BbIK/NOYaeT GYHKLMIO MOHUTOPUHIA HAa HAacTPaMBaeMOM WH-
Tepdelice.
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port monitor vlan vian_id BkntoyaeT QYHKUMIO MOHUTOPUHIA Ha HaAcTPaMBaeMOM WH-

Tepdelice. [aHHbI MHTepdenc 6yAeT KOHTPOMPYOWUM
nopTom AnA yKasaHHol VLAN.
V MopT MOHMTOPUHra He AO/MKEH MpUHaAANeXKaTb K
HacTpansaemoit VLAN.
MoHutopuHr VLAN moXKeT 6biTb BK/IIOYEH NULIb B
V TOM cnyyae, eC/iM B CUCTeMe HacTpoeHo He 6onee
0ZHOro KOHTPOJ/IMPYIOLLLETO NopTa.
V EcAan KOHTpOAMpYHOWMII NOPT HACTPOEH paHee, TO
TONbKO 3TOT MOPT MOXKeT 6biTb UCMONb30BaH ANA
moHuTtopuHra VLAN.

vlan_id: (1..4094)

no port monitor vlan Yaanaet ykasaHHyto VLAN U3 MOHUTOpPUHTa.
vian_id
port monitor remote BKntoyaeT yHKUMIO yaaneHHoro MoHutopuHra (RSPAN) Ha

HacTpanBaemom MHTepodeiice.

no port monitor remote BbikntoyaeT GyHKUMIO yaaneHHoro moHutopuHra (RSPAN) Ha

HacTpanBaemom MHTepodeiice.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneaytowmin Bua:

console>

Tabnunua 221 — KomaHabl, A4OCTyMHble B pexkmume EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
Mo yMOMYaHUIo

show ports monitor BblBOAUT MHOOPMALMIO MO KOHTPO/MPYIOWMM U KOHTPOIU-

pyembiMm nopTam.

lpumepbl 8b1M0AHEHUS KOMAHO

YctaHoBuTb 13 Ethernet uHTepdelic KoHTpoamnpyowmm ana 18 nHtepoeica Ethernet. Beco Tpa-
¢uK c 18 nHtepodelica nepegasaTb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if) # port monitor tengigabitethernet 1,/0/18

BbIBECTU MHPOPMALMIO MO KOHTPOJIMPYIOLLMM Y KOHTPOJIMPYEMbBIM NMOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority 0

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

6.5 ®PyHKuua sFlow

sFlow — TEXHO/I0MNA, NO3BOIAOWAA OCYyWeCTBNATb MOHUTOPUHT Tpad)MKa B MAKETHbIX CETAX nepe-

Aayvn OaHHbIX nyTem YyacTU4YHOM BbI60pKl/I Tpad}MKa ana I'IOCI'IE,CI,YIOLLI,GIZ MHKancynauunm B cneymnasibHbie
COOGLLI,GHVIFI, nepegasaembie Ha cepBep c6opa CTaTUCTUKMN.
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KomaHObI pexcuma 2106a1bHOU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHdUrypaumm:

console (confiqg) #

Tabnunuya 222 — KomaHab! perkmma rnobanbHo KoHGUrypaumm

3HaueHue/3HayeH
KomaHda ue no Aeiicmeue
YyMOMYAHUO
sflow receiver id id: (1..8); 3agaeT agpec cepsepa cbopa cratucTmkm sflow.
{ipv4_address | port: (1.. - id — Homep sflow-cepBepa;
ipv6_address | 5535)/6343; - ipv4_address, ipv6_address, ipv6z_address — IP-appec;
ipv6z_address | url} [port byte: - url — BOMeHHOoEe UMA XOCTa;
port] [max-datagram-size NoN0XKNUTEeNbHOE - port — Homep MopTa;
byte] uenoe uncno/1400; - byte — maKcMmanbHOEe KOJIMYEeCTBO AT, KOTOpOoe MOXKET ObITb
dopmar OTMNPAaBNEHO B OJMH NAKET AAHHbIX.
no sflow receiver id ipv4_address: Ypanset agpec cepsepa cbopa ctatuctmku sflow
A.B.C.D;
dopmat
ipv6_address:
XX Xo X X;
dopmat

ipv6z_address:

X:X:X:X::X%<ID>;
url: (1..158)
CMMBONOB

sflow receiver
{source-interface |
source-interface-ipvé6}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel |
group | loopback
loopback_id | vlan vian_id |
oob}

no sflow receiver
source-interface

vlan_id: (1..4094)
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..24);
fo_port:
(1..8/0/1..4);
loopback_id: (1..64)
group: (1..48)

3apaeT uHTepdeic ycTpoicTBa, IP-agpec Kotoporo 6ypet wc-
Nnonb30BaTbCA MO YMO/JYAHUIO B KayecTBe agpeca MCTOYHUKA
cbopa CTaTUCTUKK.

YpanseT agHoe 3agaHue nHTepdelica, c agpeca Kotoporo 6yaert
OTNPaBAATLCA CTATUCTMKA sflow

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console# configure
console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port}
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Tabnunuya 223 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3apaeT cpefHIO CKOpPOCTb BbIGOPKM nakeTtosB. WTorosas
CKOpoCTb BbIBOPKM cumTaeTca Kak 1/rate*current_speed
(current_speed — Tekywas cpeaHAs CKOPOCTb).

- rate — cpeAHAA CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcumanbHoe KonumyectBo 6aiT, KoTopoe byaer
CKOMMPOBaHO 13 obpasua nakera.

OTKNKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling
sec id

no sflow
counters-sampling

sec: (15..86400)
CEeKyHS;
id: (0..8)

Onpegenser MakKCUMasibHbI UHTEPBAN MEXAY YChewHbIMM
BbIGOPKaMM MaKeToB.

- Sec — MaKCMManbHbIN MHTEPBaN MeXAay BblbopKamu B ce-
KyHAaxX.

-id — Homep sflow-cepsepa (3agmaetcs komaHpow sflow
receiver B r106a/1bHOM peXXume KoHoUrypaumm).

OTKNOYaET CYETUYMKM BbIOOPKM Ha NopTy.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnunua 224 — KomaHabl, 4OCTYMNHble B pexkmume EXEC

KomaHoa

3HayeHue/3HayeHue

1o ymonyaHuro

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet

fo_port]

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAWT HacTpoWiku sflow.

Ounwaet ctatuctuky sFlow. Ecnn uHTepdeiic He yKasaH,
KOMaHZa O4YMLLAeT BCe CHETYMKM CTAaTUCTUKM SFlow.

OtobparkaeT cTatUcTUKy sFlow.

[Mpumepebi 8biN0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepsepa 1 pgnsa cbopa cratuctukm sflow. Ona ethernet-
nHtepoeicos tel/0/1-te1/0/24 ycTaHOBMTb CpPedHIOD CKOPOCTb BbI6OPKM naketos — 10240
KBUT/C M MaKCMMabHbI MHTEPBAN MEXAY YCnelHbIMM BbibopKamu naketos — 240 c.

console# configure
console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flowing-sample 1 10240

console

(config-if) # sflow counters-sampling 240 1
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6.6 ®DYHKUMU AMArHOCTUKKN PU3NUYECKOro YPOBHA

CeTeBble KOMMYyTaTOpbl COAEPHKAT anmnapaTHble M MNPOrpamMMHble CpeacTBa AAA AMArHOCTUKMU
dun3nYecknx nHTepdencos U AMHUIM cBA3N. B nepedeHb TECTUPYEMbIX NAPAaMETPOB BXOAAT Caeaytowme:

Ons aneKkTpnyecknx nHTepdencos:
— [A/vHa Kabens;
—  pacCcTosiHMe A0 MecTa HeMCNpPaBHOCTU — 06PbIBa U/IM 3aMblKaHUA.

Ons onTnyeckux nHtepdeiicos 1G u 10 G:
— napameTpbl NUTAHUA — HANPAXKEHNE U TOK;

— BbIXOAHaA onT4yeCKaa MOLWHOCTb,
— OonTn4yecCkaa MOWHOCTb Ha npueme.

6.6.1 JuazHocmuKa medHoz20 Kabensa

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKKM B pexkume EXEC umeeT cheagytowmii Bua;

console>

Tabnunua 225 — KomaHabl AMarHOCTUKN MeAHOro Kabens

3HaueHue/3HayeH
KomaHoa ue no Aeiicmeue
YyMOAYAHUIO
test cable-diagnostics tdr . . BbINnonHseT BUPTyanbHOe TecTMpoBaHWe Kabens Ana yKasaHHOro
[all | interface 1 2787; .48) uHtepdeiica.
gigabitethernet gi_port ] " " - all — gna Bcex uHTepdeicos
show cable-diagnostics tdr . t: OT0b6parkaeT pesynbTaThl NOCAEAHEr0 BUPTYabHOrO TECTUPOBA-
[interface gigabitethernet (1 2787; .48) HUA Kabena ANA yKkasaHHOro UHTepdelica.
gi port ] . .
test cable-diagnostics tdr- . t: BbINoAHAET BUPTyasbHOE TecTUpoBaHWe Kabena ¢ HW3KOW Tou-
fast [all | interface 1 2787; .48) HOCTbIO A5 YKa3aHHOTO MHTepdeiica.
gigabitethernet gi_port ] h - - all — ana Bcex nHTepdeiicos
OTo6paskaeT NpeAnoNOKUTENbHYIO ANUHY Kabens, NoAKAoYeH-
HOro K yKasaHHOMy MHTepodeiicy (ecim Homep nopTa He 3ajaH,
show cable-diagnostics gi_port: TO KOMaHAa BbINOHAETCA ANS BCEX NOPTOB).
cable-length [interface (1..8/0/1..48)
gigabitethernet gi_port] V WHTepdeiic aonKeH 6biTb aKTUBHbIM U paboTaTb B pe-
ume 1000M6uT/c nam 100M6wuTt/c. AnarHoctuka noa-
AepXK1BaeTca To/NbKO Ha uHTepdeicax GigabitEthernet.

[pumepesi 8bIM0AHEHUS KOMAHO:

= [IpoTectnposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface giO/1

Cable on port gil/0/1 is good
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6.6.2 JluazHocmuKa onmu4yecKo20 mpaHcusepa

@yHKUMA AMArHOCTUKMU MO3BO/IAET OLUEHUTb TeKyllee COCTOSIHME OMTMYECKOro TpaHcuBepa WU
ONTUYECKOWN NUHUU CBA3MN.

Bo3MoKeH aBTOMaTUYECKWUi KOHTPO/JIb COCTOAHUA JNIVHUI  CBA3WU.

Ona 3Toro KommyTaTop

nepuoamnyeckm onpawmsaeT nNapameTpbl ONTUYECKUX WHTepPdEeicoB M CpaBHMBAET MX C NMOPOroBbIMM
3HaYeHWAMM, 33a4aHHBIMM NPOU3BOAMUTENAMMN TPAHCMBEPOB. MpK BbIXOA4E NAapamMeTpPoB 3a AOMYCTUMblE
npegenbl KomMmyTaTop GopMUpyeT NpeaynpexKaatoLlme U aBapuiiHbie coobLeHus.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneaytowmin Bua:

console>

Tabnnua 226 — KomaHga ANMAarHOCTUKM ONTUYECKOro TPpaHCuBepa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show fiber-ports
optical-transceiver
[detailed] [interface
{gigabitethernet gi _port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Bepa.

OTo6paskaeT pe3ynbTaTbl AUATHOCTUKM ONTUYECKOTO TPaHCK-

lpumep B8biM0AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver
interfaceFortygigabitEthernetl1/0/1

fol/0/1

Temp

Voltage
Current
Output Power
Input Power
LOS

N/A - Not Available,

OK

- Internally measured transceiver temperature

Power

OK

Temp Voltage Current Output Input LOS
Power

No

Transceiver
Type

- Internally measured supply voltage

- Measured TX bias current
- Measured TX output power in milliWatts/dBm
- Measured RX received power in milliWatts/dBm

- Loss of signal

N/S - Not Supported, W - Warning,

E - Error

Tabnunua 227 — MNapameTpbl 4MArHOCTUKKU ONTUYECKOTO TPaHCMBeEpPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsakeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegade (MBT).
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Input Power

BxogHas mowWHOCTb Ha npueme (MBT).

LOS

MoTepa curHana.

3Ha4yeHuMna pe3ynbTaToB ANATHOCTUKN:

— N/A-HepocTynHo,
— N/S—He nogaepxusaercs.

6.7 JneKtponutaHue no AuHuam Ethernet (PoE)

Mogenn kommyTtatopoB ¢ cydbdukcom ‘P’ B 0603HaUYEHUM MOAAEPIKUBAIOT 3/IEKTPONUTAHME YCT-
poicTts no anHum Ethernet B cootBetcTBum ¢ pekomeHgaumsamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+).

KomaHObI pexcuma 2106anbHol KoOHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHol KoHbuUrypaumm:

console (config) #

Tabnunua 228 — KomaHabl perkmnma rnobanbHoM KOHGUrypaumm

no power inline limit-mode

3HayeHue/
KomaHoa 3HavyeHue no Aelicmeue
YMOAYAHUIO
power inline limit-mode Bbl6op pexxnma orpaHUYeHUa MOLWHOCTM 31EKTPONUTAHNA:
{port I class} - port —OrpaHn4yeHne yCctaHaB/IMBaeTCA Ha OCHOBAHUU agMKn-
HUCTPATUBHbIX NApPamMeTpPOB NOpTa;
-/class

- class — orpaHuyeHuMe ycTaHaBAMBAETCA HA OCHOBaHWUW Kacca
NOAK/IIOYEHHOTO YCTPOMUCTBA

Bo3BpalaeTt 3HavyeHne No yMmo4aHUIo

power inline
usage-threshold percent

percent: (1..99)/95

no power inline
usage-threshold

YcTaHaBAMBaeT nopor noTpe6asemoit MOLWHOCTH, MPU KOTO-
pom dopmupyetcs nHGopmaLMOoHHOe cooblueHue (snmp trap)
0 NpeBbllLEHWUM NOpOTra.

BoccTaHaBnuBaeT 3HaveHne nopora no ymonyaHutio.

power inline traps enable

no power inline traps
enable

-/BbIKAOYEHO

PaspelweHne dopmupoBaHne UHPOPMALMNOHHBIX COOBLLEHMI
ana noacuctemol PoE.

Bo3BpallyaeT HAaCTPOWKM K NapameTpam Mo yMONYaHUIO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKNOYEHO

OTKNtoYaeT NpoBepKy inrush-Toka.

Bk/toyaeT nposepky inrush-Toka.

power inline disable

/BbIKNIOYEHO

no power inline disable

OTKAtOYaeT ucnonb3osaHme PoE.
/‘ Hactpoiika BCTynuT B cuay TO/IbKO nocne nepesa-

rpy3Ku ycTpoiicTBa.
Bknatouwaet ucnonbsosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Buz 3anpoca KOMaHAHOW CTPOKM B pexnume KoHurypaumnmn nntepoeliica Ethernet:

console# configure
console (config) # interface gigabitethernet gi port
console (config-if) #
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Tabaunuya 229 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

power inline {auto |
never} [time-range
range_name]

range_name : (1..32)
CUMBONA;
-/auto

KomaHga ynpasnset paboToi npoTokosia obHapy»eHusa PoE-
YCTPOWCTB Ha UHTepdelice.

-auto — paspeLaet paboTy NnpoTokona obHapyxKeHua PoE-
YCTPOICTB Ha MHTepdeiice 1 BKAOYAET NOAAYY 3/1eKTponu-
TaHWUA Ha UHTepdelic;

-never — 3anpetaer paboTy NpoToKona obHapyxKeHusa PoE-
YCTPOMCTB Ha UHTepdelice U OTKAOYAET NOAAYY 3/1eKTPONU-
TaHwus;

-time-range — BpeMeHHOW MHTepBas, B Te4eHME KOTOPOTro
nuTaHue byaeT NoaaBaTbcA HAa UHTEpdeiC.

power inline
powered-device pd_type
no power inline
powered-device

pd_type:(1..24)
CYMBOJI0B/He 33aHO

[ob6asnseT nponsBosibHOe onucaHune PoE-ycTpoiictBa gna
NMOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHUA.

Ypansaet paHee 3agaHHoe onucaHue PoE-ycTpoiicTsa.

power inline priority
{critical | high | low}

-/low

no power inline priority

3apaét npuoputeT nHTepdeiica PoE npu ynpasneHun anek-
TponUTaHUeM.

- critical — ycTaHaBAMBAET HaMBbICWWIA MPUOPUTET INEKTPO-
NUTaHUA. DNEKTPONMUTaHUE MOPTOB C TaKMM NPUOPUTETOM
byAeT NpeKpawaTbCcs B NOCNEAHIO oYepeab Npu neperpys-
Ke cuctembl POE;

- high — ycTaHaBAnBaeT BbICOKWUI NPUOPUTET 3NEKTPONUTA-
HUA;

- low — ycTaHaBAMBaAET HU3KUI NPUOPUTET S1EKTPONUTAHMUA.

BoccraHaBnuBaer npuopuUTeT N0 YMONHAHUIO.

power inline limit power
power:

(0..30000)/30000 mBT

no power inline limit

HasHayaeT npegen MOLWHOCTM 3NEKTPOMUTAHUA ANA Bbl-
6paHHOro nopra.

BoccraHaBnuBaer npeaen MOLWHOCTU NO YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 230 — KomaHabl perknma Privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

KomaHoa

Aelicmeue

show power inline
[gigabitethernet gi_port |
unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpaxkaeT COCTOAHWE 3INEKTPOMUTaHUA WHTepdeicos,
noaAepXunBatoLLmMx nuTaHue no AnHum PoE.
- unit_id — Homep toHMTa B CTEKe.

show power inline
consumption
[gigabitethernet gi_port |
unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobparkaeT xapaKTepucTmkn notpebaeHna mowHoctn PoE-
UHTepdencoB ycTpolncTBa.
- unit_id — Homep toHMTa B CTEKe.

show power inline version

OTobpaxkaeT BeEpPCUIO MNPOrPaMMHOrO obecnevyeHUs KOH-
Tponnepa nogcuctemol PoE.

[pumepbl 86INOAHEHUA KOMAHO

= [loKa3aTb COCTOAHME 3NEKTPOMMUTAHNA BCEX MHTEPdENCOB YCTPOCTBA:

console# show power inline
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Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKas3aTb COCTOAHUE 3/IEKTPONUTAHMA BbibpaHHOro MHTepdeiica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:

Port standard:
Admin power limit
Time range:
Operational power limit:
Spare pair:

Negotiated power:

Current (mA):

Voltage (V) :

Overload Counter:

Short Counter:

Denied Counter:

Absent Counter:

Invalid Signature Counter:

(for port

Port is off.
802.3AT
power-limit mode) :

Detection is in process

30.0 watts
30.0 watts

Disabled
0 watts

0

(None)

0
0
0
0
0
0

OnucaHue oTobparkaeMbix NapaMeTPoB 31EKTPONMUTAHNA NpueBeaeHo B Tabauue 231,

Tabnunua 231 — MNapameTpbl CTATyCa 3N1EKTPONUTAHUSA

Nominal Power

HOMMHaNbHAA MOLLHOCTb UCTOYHMKA NUTAHUA nogcuctembl PoE.

Consumed Power

N3mepeHHoe 3HayeHne noTpebasemon MOLLHOCTH.

Usage Threshold

MNoporoBoe 3HayeHWe noTpebnaemon MOLWHOCTM, NpU KoTopom GopmMupyeTca UH-

dopmaLmoHHOe cooblyeHue (snmp trap) o NpeBblleHWM Nopora.

Traps

OTobparkaeT paspelleHme popmmpoBaHMe MHPOPMALMOHHBIX COOBLLEHUNA.
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Port O603HaveHne uHTepdeica KommyTaTopa.

Admin AZMWHUCTPATUBHOE COCTOAHWE 3N1EKTPONUTAHUA NopTa. BO3MOXKHble 3HayeHusa —
auto u never.

Priority MpuopuTeT ynpaBieHMA 3IEKTPONUTAHUEM NOpPTa. Bo3MoKHble 3HaYeHus — critical,
high, low.

Oper OnepaTUBHOE COCTOAAHUE 3/IEKTPONMUTAHUA NOpPTa. BO3MOXKHbIe 3HaueHuA:

Off - nuTaHMe nopTa BbIKNHOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAOYEHO, OXKMAaHWE NogKNtoueHna PoE-ycTpoicTsa;
On — nUTaHMe NopTa BKNOYEHO M eCTb NpucoeauHeHHoe PoE-ycTpolicTBo;

Fault — aBapua nutaHua nopta. POE-ycTpoicTBO 3anpocnao mMowHocTb 6onbLuyto,
YeM AOCTYNHO Uau notpebnseman POE-yCcTpOMCTBOM MOLLHOCTb MPeBbICMNA 3afaH-
HbIV Npeaen.

Port standard

Knaccndukaumsa noaknoveHHoro yctpoictesa B cootBetcTemm ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CYeTunK KONNYECTBa C/Iy4aeB Neperpyskm no 3NeKTPONMTaHuUIO.

Short Counter

CyeTyumk C/ly4aeB KOPOTKOro 3aMblKaHUA.

Denied Counter

CyeTumk C/ly4aeB OTKa3a B nogaye 3/1IeKTpoONnUTaHuA.

Absent Counter

CyeTumK caydyaeB NPEKPALLEHMSA INEKTPONUTAHUA U3-33 OTKIOYEHUA MUTAaEMOro YCT-
poicTea.

Invalid Signature

CyeTumK oWwMBOK KnaccuduKaumm nogKaoueHHbIX POE-ycTpolicTs.

Counter

6.8 ®yHKuun obecneueHns 6esonacHocTU

6.8.1 ®yHKYyuu obecneyeHua 3auumol NOPMo8

C uenbto NoBbIWEHUs 6e30NacCHOCTM B KOMMYTaTOpe CYLLECTBYET BO3SMOXHOCTb HAaCTPOUTb KaKoM-
nMbo MnopT TaK, YTobbl AOCTYN K KOMMYyTaToOpy 4epe3 3TOT NOPT MNPefoCTaBAsNACA TOJbKO 33a4aHHbIM
ycTpoiictBam. @DyHKLMA 3aWwuMTbl MNOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecoB, KOTOpbIM
paspelwaetcs goctyn. MAC-agpeca moryT 6biTb HAaCTPOEHbI BPYYHYIO UM U3YyYeHbl KOMMyTaTopom. MNocne
U3yyeHna HeobxoAMMbIX afpPecoB NOPT cneayeT 3a6/10KMPOBATb, 3aLLMTUB €ro OT NOCTYNNEHNA NAaKETOB C
HeunsyyeHHbiIMM MAC-agpecamu. Takmm o6pasom, Korga 3ab/0KMPOBAHHbLIA NOPT MNOAyYaeT MaKeT, U
MAC-agpec WCTOYHMKA MakeTa He CBA3aH C 3TUM MOPTOM, aKTUBU3IMPYETCA MEeXaHM3M 3alluuTbl, B
3aBUCMMOCTM OT KOTOPOro MOTyT ObiTb MPUHATLI CNeAyloline Mepbl: HECAHKLUMOHUPOBAHHbIE MaKeTbl,
nocTynarLine Ha 3ab610KMPOBaHHbIA NOPT, NepecbinatoTcs, oTbpackiBaloTcs, MO0 Ke NopPT, NPUHABLLMIA
naket, oTKNtovaeTca. DyHKumna 6e3onacHocTn Locked Port no3BonseT coxpaHuUTb CNMCOK U3y4yeHHbIX MAC-
aapecos B daiine KoHdurypauuu, Takmm 06pa3om, 3STOT CMMCOK MOMNKHO BOCCTaHOBUTb Mocae
nepesarpysku ycTpoicTBa.

/ CyuwiecrByet orpaHuyeHue Ha Konndectso MAC-agpecoB, KOTOpOe MOKET U3YUUTb NOPT,
MCNONb3YIOLWKNIA GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHgpuaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bupa, 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nHtepdoeiica
rpynnbl NOpPTOB:

console (config-if) #
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Tabnunuya 232 — KomaHabl perkmma KoHourypaumm nHtepderica Ethernet, rpynnel uHTepdelicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aeiicmeue

port security

no port security

-/BbIK/IOYEHO

BkntoyaeT ¢yHKUMIO 3aWmTbl HA UHTepdelice. bnokupyet
bYHKUMIO U3yyeHMA HOBbIX agpecoB Ana uHTepdeiica. Ma-
KeTbl C HensyyeHHbIMM MAC-agpecamn UCTOYHMKa OTHpa-
cbiBatoTcA. KomaHpa aHanorMyHa KomaHge port security
discard.

OTKAoYaeT GyHKUMIO 3alLMTbI HA UHTepdelice.

port security max num

no port security max

num: (0..65536)/1

3afaeT MaKCMMabHOE KOJIMYECTBO afpecoB, KOTOpPoe Mo-
KET U3yunTb NOpT.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

port security routed
secure-address
mac_address

no port security routed
secure-address
mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3aWwmLeHHbI MAC-agpec.

Ypanaet sawmweHHbii MAC-agpec.

port security {forward |
discard |
discard-shutdown} [trap
freq]

freq: (1..1000000) cek

BkntoyaeT ¢pyHKUMIO 3awmTbl Ha UHTepdelice. bnokupyet
dYHKLMIO U3y4eHMA HOBbIX a4pecoB Ana uHTepdelica.

- forward — naketbl ¢ HensyyeHHbiIMM MAC-agpecamu uc-
TOYHWMKaA NepecblnaloTcA.

- discard — nakeTbl ¢ HeusyyeHHbIMM MAC-agpecamu uc-
TOYHMKa OTOpacbIBaOTCA.

- discard-shutdown - nakeTtbl c HeusydyeHHbiIMM MAC-
afpecamm UCTOYHMKA OTOpackIBalOTCA, MOPT OTKAOYAETCA.
-freq — 4yactoTa reHepupyembix COOOLEHUA MNPOTOKONA
SNMP trap npv nocTynneHun HecaHKLMOHUPOBAHHbIX Ma-
KeToB.

port security trap freq

freq: (1..1000000) cek

3ajaeT 4acToTy reHepupyemblX COOBLLeHWI MNpPOTOKoANa
SNMP trap npu NOCTYyNNE€HUU HECAHKLMOHWPOBAHHbIX Ma-
KETOB.

port security mode {secure
max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHudeHma mnsydeHna MAC-agpecoB and
HacTpanBaemoro nHtepdeiica.

- max-addresses — yaanser Tekywue AMHAMUYECKU W3Y-
YeHHble ajapeca, cBA3aHHble ¢ WHTepdelicom. PaspeweHo
M3y4yeHMe MaKCMMa/sbHOIO KO/AMYecTBa afpecoB Ha MOpTy.
MoBTOpHOE M3yYeHMe U CTapeHne paspeLLeHbl.

- lock — coxpaHsieT B dalin Tekywme AMHAMUYECKN U3YYeEH-
Hble agpeca, CBA3aHHble C UHTepdelicom n 3anpewaet oby-
YeHue HOBbIM afipecam W CTapeHMe y¥Ke U3yYeHHbIX agpe-
CoB.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHuYeHue mnsyye-
HuAa MAC-agpecoB Ha nopTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console>
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Tabnnua 233 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3blBaeT HACTPONKM GYHKUMM He3onacHOCTU Ha Bbl-

6paHHOM MHTEepdelice.

show ports security
addresses {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT TeKyLiMe AUHaMUYecKkne agpeca ana 3abno-

KMUPOBAHHbIX NOPTOB.

set interface active
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBM3UpPYET MHTepdenc, OTKAOUYEHHbIA (yHKUMen 3a-
WMTbI NOpTa (KOMaHA4a 4OCTYNHa TO/bKO A1A NpUBUAEru-

pPOBaHHOrO NO/b30BaTEN ).

group}

lpumepbl 8b1M0AHEHUS KOMAHO

= BKAOYKUTL QYHKUMIO 3awmTbl HA 15 nHTepdeiice Ethernet. YcTaHOBUTL OrpaHWyeHne Ha mlyde-
Hue agpecos — 1 agpec. MNocne nsyyeHma MAC-agpeca 3a610KMpoBaTh GYHKUNIO U3YYEHUA HO-
BbIX aZpecoB A5 nHTepodeiica ¢ Lenbto oTOPoCcUTb NakeTbl ¢ HensydeHHbIMM MAC-agpecamm mc-
TOYHMKA. CoxpaHnTb B dain U3ydyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if)# port security

console (config-if) # port security max 1

= [loAKNoUYnTb KAneHTa K NopTy n n3yunts MAC-aapec.

console (config-if)# port security discard
console (config-if)# port security mode lock

6.8.2 [lposepka NodaAUHHOCMU KaueHmMa Ha ocHoee nopma (cmaHdapm 802.1x)

6.8.2.1 ba3zosas nposepKka NodaAUHHOCMU

AyTeHTMdMKAUMA HaA OCHOBe cCTaHZapta 802.1x obecneynBaeT nPOBEPKY MNOAJMHHOCTU
nosb3oBaTeniell KOMMYTATOPa Yepe3 BHELIHWI cepBep Ha OCHOBE NOPTA, K KOTOPOMY MOAKAOYEH KAMEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M aBTOPWM3OBaHHble MO/Ib30BaTE/IM CMOFYT MepefaBaTb U MPUHUMATL
OaHHble. MpoBepKa NOAIMHHOCTU MO/Ib30BaTeIelt NOPTOB BbiNo/HAETCA cepBepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106anabHol KoOHpu2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXnma riob6anbHoM KoHbUrypauum:

console (config) #
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Tabnunuya 234 — KomaHab! perkmma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

dotlx system-auth-control

no dotlx
system-auth-control

-/BbIK/IIOYEHO

BkntoyaeT pexxum ayteHTUdUKaumm 802.1X Ha KommyTaTo-
pe.

BbIk/loYaeT pexum ayteHTMdMKaumm 802.1X Ha KommyTa-
Tope.

aaa authentication dotlx
default {none | radius}
[none | radius]

no aaa authentication
dotlx default

-/radius

3afjaeT ogvH waM ABa MeToAa NpPOBEPKM MNOAJANHHOCTH,

aBTopu3aumn n ydyeta (AAA), ona UCNOIb30BaHUA Ha WH-

Tepdericax IEEE 802.1X.

- none — He BbINOJIHATb ayTEHTUPUKALMIO;

-radius — wucnonb3osatb cnucok RADIUS-cepsepoB ans
ayTeHTUdMKaLMM nonb3osaTens.

BTropoii meTtog ayTeHTUPUKALMU MCNONb3YETCA TONbKO B
V' cnyyae, ecnm no nepeomy ayteHTUdMKauma 6bina

HeycnewHoM.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

v/

dukaymn.

Npotokon EAP (Extensible Authentication Protocol) BbinonHser 3agaum gna ay-
TEHTUOUKALUMN YAANEHHOTO K/AMEHTA, NpU 3TOM onpegensaa MexaHUM3M ayTeHTU-

Tabnunua 235 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

Hactpausaet ayteHTuduKaumto 802.1X Ha uHTepdelice.
PaspelaeT py4yHOW KOHTPO/Ib 3a COCTOAHMEM aBTOpPU3a-
LMK nopra.

-auto — mncnonb3osaTtb 802.1X ANA M3MEHEHMA COCTOA-
HUA KAMEHTa MeXAy aBTOPM30BaHHbIM W HEaBTOPWU30-
BaHHbIM;

- force-authorized — BbikAOYaeT ayTeHTMOUKaLMIO
802.1X Ha uHTepodeiice. MopT nepexoguT B aBTOPU3O-

reauth-period

time: (1..32) BaHHOe COCTOAHMeE 6e3 ayTeHTUOUKaLMK;
- force-unauthorized — nepesogMT NopT B HeaBTOPMU30-
BaHHOe cocToAHWe. IrHOpUPYIOTCA BCE MOMbITKU ayTeH-
TMPUKALMKM KAMEeHTA, KOMMYTAaTop He npepocTaBnser
cepBuC ayTeHTUPUKaLUM ANA 3TOro NopTa;
- time — HTepBan BpemeHU. ECIM AaHHbIN napameTp He
onpepjesieH, To NOpT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHUIO.
dotlx reauthentication -/nepuoanyeckme BkatouaeT nepuoamyeckme NOBTOPHble MPOBEPKU MNOA-
NOBTOPHbIE NPOBEPKHN JIMHHOCTU (NepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOA/IMHHOCTKN Bbik/toyaeT nepnogmyeckme NoBTOPHbIE MPOBEPKM NOA-
BbIKNOYEHbI JIMHHOCTU (NepeayTeHTUOUKALLMIO) KNMEHTA.
dotlx timeout . YcTaHaBAnBaeT nepuog mexay NOBTOPHbIMU NpOBepKa-
reauth-period period period: MU NOAJ/IMHHOCTW.
- (300..4294967295)/
no dotlx timeout 3600 cek YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
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dotlx timeout quiet-period
period

period: (10..65535)/60
ceK

no dotlx timeout
quiet-period

YcTaHaBAMBaeT nepuoa, B TeYeHMe KOTOPOro KoMMyTa-
TOp OCTaeTcA B COCTOAHMU MONYAHWUA NOCAE HeyAayYHOoM
NPOBEPKMN NOANNHHOCTH.

B TeueHMe nepuoaa MOMYAHMA KOMMYTaTOp He NPUHU-
MaeT M He UHUUMMPYET HUKAKUX ayTEeHTUOMKALMOHHbIX
coobLeHMA.

YcTaHaBAMBaET 3Ha4YeHWe No YMOAN4YaHUIO

dotlx timeout tx-period
period

period: (30..65535)/30
ceK

no dotlx timeout tx-period

YcTaHaBAMBaeT nepuog, B TeYeHne KOTOPOro KommyTa-
TOp OXKMAAET OTBET HA 3anpoc Mbo naeHTUOUKaLMIO No
npotokony EAP oT KAueHTa, nepes NOBTOPHOM OTNpaBs-
KoV 3anpoca.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHULO.

dotlx max-req count

count: (1..10)/2

no dotlx max-req

YcTaHaBAnBaeT MaKCMManbHOE YMC/I0 NOMbITOK nepeaa-
4M 3anpocoB npoToKona EAP-kAneHTy nepen HOBbIM
3aMycKom npoLiecca NpoBepKM NOAJMHHOCTH.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx timeout
supp-timeout period

period: (1..65535)/30

no dotlx timeout
supp-timeout

CEKYHA,

YcTaHaBAnBaeT nepuoa mexay NOBTOPHbIMU nepeaava-
MM 3anpocoB NpoTokona EAP-knneHTy.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

dotlx timeout
server-timeout period

period: (1..65535)/30

no dotlx timeout
server-timeout

CEKYHA

YcTaHaBAWBaeT Nepuog, B TeYeHUe KOTOPOro KOMMyTa-
TOp OXWMAAEeT OTBETa OT cepBepa ayTeHTUdUKaLMK.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

dotlx timeout
silence-period period

period: (60..65535)

no dotlx timeout
silence-period

ceKk/He 3aaaHo

YcTtaHaBAuBaet nepuog BpemeHn HeaKTUBHOCTU KINEH-
Ta, N0 UCTeYeHUne KOTOPOro KAMEHT CTaHOBUTCA HeaBTO-
PU30BaAHHbIM.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHUIO

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 236 — KomaHabl pexxknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BpyuyHylo ocyuiecTBnAeT NOBTOPHYIO NPOBEPKY MOAJIMHHO-
CTM YKa3aHHOro nopTa B KOMaHAe, 1Mbo Bcex NopToB, Noa-
nepxusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKasbliBaeT cocToaHne 802.1X ana KommyTaTopa ImMbo ans
yKasaHHoro nHtepdeiica.

show dot1x users
[username username]

username: (1..160)
CUMBOJI0B

MOKa3blBaeT aKTUBHbLIX AYTEHTUPUULMPOBAHHBIX MOJb30Ba-
Tenen 802.1X KommyTaTopa.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKa3sblBaeT cTaTUcTMKy no 802.1X gna BbI6paHHOrO WH-
Tepdelica.
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[pumepbl 8b1M10AHEHUA KOMAHO

= BKAOYUTb perkum ayTeHTUdMKaumm 802.1x Ha KommyTaTope. Micnonb3sosatb RADIUS-cepsep gns
NPOBEPKN NOAJNHHOCTU KANEHTOB Ha UHTepdelicax IEEE 802.1X. Ons 8 untepdeiica Ethernet nc-

No/1b30BaTb PeXXUM ayTeHTUdMKaumnm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToAHue 802.1x ana KommyTtaTopa, ana 8 nuHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: O

Tabnunuya 237 — OnumcaHue pesynbTaToB BbINOJHEHUS KOMAHS,

Napamemp OnucaHue
Port Homep noprTa.
Admin mode Pexkum ayteHtTndmkaymm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumnoHHbBIN PeXMM NopTa: aBTOPMU30BAHHDBIN, HEABTOPU30BaHHbINW, B0 BbIKAIO-
Oper mode o . .
yeHHbI (Authorized, Unauthorized, Down).
Reauth Control KoHTponb nepeayTeHTUOMKALUK.
Reauth Period Mepuroa meay NOBTOPHLIMW NPOBEPKAMM NOATMHHOCTHU.

Mmsa nonb3osaTens npu ucnosbsosaHum 802.1X. Ecnm nopT aBTOpM30BaH, To oTobpa-
Username KaeTca UmA TeKyliero nonbsosaTtens. Eciv nopTt He aBTOpM30BaH, TO oTobpakaeTca
MMA NOCNEAHErO YCNELIHO aBTOPU30BAHHOMO NO/Ib30BATE/IA Ha NOPTY.

MNepuoa, B TeyeHMe KOTOPOro KOMMYTATOP OCTAaeTCA B COCTOAHMM MOAYAHUA Mocie

Quiet period .
HeyZa4yHOW NPOBEPKU NOAJMHHOCTU.

Mepuoa, B TeyeHME KOTOPOro KOMMYTaTOP OXWAAET OTBET Ha 3anpoc NM6O MAEHTU-

Tx period . o
duKaymio no npotokony EAP oT KnmeHTa, nepen NOBTOPHOM OTNPABKOM 3anpoca.
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Max req

MakcrmanbHOe YMCNO NONbITOK Nepeaayun 3anpocos NpoTokona EAP KnneHTy nepes
HOBbIM 3aNyCKOM npouecca npoBepkn NOATNHHOCTU.

Supplicant timeout

MNepuoa mexay NOBTOPHbIMKU NepeaayaMu 3anpocoB NPoToKona EAP knueHTy.

Server timeout

Mepuoa, B TEYEHNE KOTOPOro KOMMYTAaTOp OXKMOAET OTBETA OT CepBepa ayTeHTUdU-
Kauuu.

Session Time

Bpems NOAKAOYEHUA NONb30BATENA K YCTPOMNCTBY.

Mac address

MAC-agpec nonb3oBarens.

Authentication
Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM CeCCUU.

Termination Cause

MpunynHa 3aKkpbITUA ceccuu.

TeKywee 3HayeHMe aBTOMaTa COCTOSIHUM onpeaenntena No4/IMHHOCTU U BbIXOAHOTO

State o

aBTOMaTa COCTOSHUA.
Authentication o .
success KonnyecTBo nosiyyeHHbIX COOBLLEHNI 06 yCrewHoM ayTeHTUOUKALMK OT cepBepa.
Authentication fails Koanuyectso nosly4eHHbIX COODOLLEHUI O HeyCNeLwWwHOoM ayTeHTUGMKaL MM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa nosb3oBaTesnto.
Filter ID NaeHTudumKaTop rpynnbl GuabTpaLmu.

= [lokasaTtb cTaTucTuKy no 802.1x ana nHtepodeliica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

LastEapolFrameSource:

12
8

EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1

00:00:02:56:54:38

Tabnunua 238 — OnucaHue pe3ynbTaToB BbINOJIHEHNSA KOMaHA,

Mapamemp OnucaHue

KonnuyectBo KOPPEKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuMHATbIX AaHHbIM onpeaenuTenem noa/IMHHO-

CTH.

KonnyectBo KOpPEKTHbIX NakeTos ntoboro tuna npotokona EAPOL, nepesaHHbIX
EapolFramesTx PP P peA

OaHHbIM onpegennTenem nogIMHHOCTM.

KonnyectBo naketoB Start npotokona EAPOL, NpuHATLIX AaHHbIM onpeaennTesnem
EapolStartFramesRx P P A PeA

NOA/IMHHOCTHU.

Konnuyectso naketos Logoff npotokona EAPOL, npuHATbIX AaHHbIM onpeaenute-
EapolLogoffFramesRx & P P A PeA

nem NoA/IMHHOCTW.

Konnuyectso naketos Resp/Id npoTokona EAPOL, npuHATbLIX AaHHbIM onpeaennTe-
EapolRespldFramesRx p/id np P A PeA

nem Nog/IMHHOCTW.

Konnuyectso naketos oteBeToB (Kpome Resp/Id) npoTtokona EAPOL, NpuUHATbLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpeagenntenem nNnoaanNHHOCTW.
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Konmnuyectso naketos Resp/Id npoTtokona EAPOL, nepeAaHHbIX AaHHbIM onpeaenu-

EapolReqldFramesTx
Tesem NoA/IMHHOCTY.
Konnuectso naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepeaaHHbIx
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaenntTenem nogaMHHOCTU.
. Konnyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, MPUHATBIX
InvalidEapolFramesRx

AaHHbIM onpeaenntenem NOANMHHOCTU.

EaplengthErrorFramesRx

Konnuectso naketos npoTokosa EAPOL ¢ HEKOPPEKTHOW A/IMHOM, NPUHATLIX AaH-
HbIM onpeaenvTenem NOAJANHHOCTU.

LastEapolFrameVersion

Bepcua npotokona EAPOL, npuHATas B camom MOCAeAHEM Ha AaHHbIA MOMEHT
nakere.

LastEapolFrameSource

MAC-agpec UCTOYHMKA, NPUHATBINA B CAMOM Noc/egHEeM Ha AAaHHbI MOMEHT nake-
Te.

6.8.2.2 PacwupeHHas rnposepka NooaAUHHOCMU

PacwmpeHHble HacTpoiku dotlx Mo3BOAAOT NPOBOAMTL MPOBEPKY NOAJAMHHOCTU O/1A HECKONbKMX
KAMEHTOB, MOAK/AOYEHHbIX K nopTy. CyliecTByeT ABa BapuaHTa ayTeHTUGUKauuMKM: nepsbli, Koraa
npoBepKka NoA/MHHOCTM Ha OCHOBE nopTta TpebyeT ayTeHTUMKAUUM TObKO OAHOrO KAMeHTa, ytobbl
OOCTYN K CUCTEME MMENN BCe KAMeHTbl (pexkum Multiple hosts), BTopoit, Korga nposepka NoA/IMHHOCTU
TpebyeT ayTeHTUMKALMM BCEX NOAKIIOYEHHDBIX K MOPTY KANEHTOB (pexkum Multiple sessions). Ecamn nopt B
pexunme Multiple hosts He NnpoxoauT ayTeHTUOUKALMIO, TO BCEM NOAKNIOYEHHBIM XOCTam ByeT OTKasaHo

B 4OCTYNeE K pecypcam ceTu.

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (confiqg) #

Tabnuua 239 — KomaHabl pexxnma rnobanbHomn KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue

Aeiicmeue
1o yMmon4aHuwo

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps
authentication success

PaspelsaeT oTnpaBKy trap-coobLLEeHNI, KOrAa KAMEHT ycnelw-
HO MPOXOAMUT ayTeHTUdUKaALMIO.
-/BbIKIOYEHO

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps
authentication failure

PaspeluaeT oTnpaBKy trap-coobLIEHNI, KOTaa KAUEHT He npo-
wen ayTeHTudurKaumio.
-/BbIKNIOYEHO

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx traps authentication
quiet

no dotlx traps
authentication quiet

BK/touaeT oTNpaBKy trap-coobLieHuit Npu npesblWeHUn Nob-
30BaTesleM MaKCMManbHO AOMYCTUMOrO KosuyecTBa besyc-

-/BbIKJ'IPO‘-leHO NeLwHbIX NONbITOK ayTeHTI/I(bVIKaU,VIVI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaunm nntepdeiica Ethernet:

console (config-if) #

Tabnunua 240 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

-/multi-host

PaspewaeT HannuMe oAHOrO/HECKONbKMX KANEHTOB Ha aBTO-
pusoBaHHOM nopTy 802.1X.

- multi-host — HeCKO/IbKO KNMEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — HecKobKO ceccuit.

dotlx violation-mode
{restrict | protect |
shutdown} [trap freq]

no dotlx
single-host-violation

-/protect;
freq: (1..1000000)/1
ceK

3apaeT peicTene, KOTopoe HeobXoAMMO BbINOMHUTL, KOrga
yctpoicteo, MAC-agpec KoToporo otauvaetca ot MAC-
aZpeca KIMeHTa, OCyLLeCTBAAET MOMbITKY AOCTyna K WMHTep-
delicy.

- restrict - naketbl ¢ MAC-agpecom, oTanyHbiIm oT MAC-
agpeca KAveHTa, NepecbiNatTca, NPy 3TOM agpec UCTOYHMKA
He u3y4aertcs;

- protect — naketbl ¢ MAC-agpecom, oTauyHbim oT MAC-
afpeca KNneHTa, oTbpacbiBatoTCA;

- shutdown — nopt BbIkAtoYaeTcA, naketbl ¢ MAC-agpecom,
oT/nYHbIM OT MAC-aapeca KAneHTa, oTbpacbiBatoTcs;

- freq — 4acToTa reHepupyembix coobuieHmni npoTokona SNMP
trap npu NOCTyN/eHNN HEeCaHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHgaa urHopupyertca B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

-/BblK/IlOYEHA

BkntoyaeT ayTeHTUGMKaLMIO
-mac — BK/IIOYaeT ayTeHTUPUKALMIO, OCHOBAHHYO Ha MAC-
agpecax;
-802.1x — BK/OYAET ayTEeHTUOMKALMIO, OCHOBAHHYIO Ha
802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHTndukauum

| -He pomKHO 6bITb CcTaTMueckux npuBa3ok MAC-
. agpecos.
- DyHKUMA NOBTOPHOW ayTeHTUPUKAUUM f[OMKHA 6biTb
BK/IIOYEHa.

BbikntoyaeT ayTeHTUdMKALMIO, OCHOBaHHYO Ha MAC-agpecax
nonb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3ajaeT MaKcMManbHOe KOMYeCTBO XOCTOB MpOLUeLINX ay-
TeHTUdMKauuio.

Bo3BpallaeT 3HaueHMe No YMOHYaHUIO.

dotlx max-login-attempts
num

no dotlx
max-login-attempts

num: (0, 3..10)/0

3agaeT Koan4ecTso HeyAa4HbIX NONbITOK BBOAA /10TMHaA, NO-
CNne KOTOpPbIX KINEHT 6/'IOKVIpyeTCFI.
0 — 6eCKOHEYHOe YMUCN0 NOMbITOK

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx radius-attributes
filter-id

BKAOUMTL MPOBEPKY MOA/JAMHHOCTM, OCHOBaHHyto Ha ACL/
Ha3HaumTb QOS-Policy.

- - -/BbIKAOYEH
no dotlx radius-attributes YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
filter-id
dotlx radius-attributes BkatoyaeT obpaboTtky onuumn Tunnel-Private-Group-ID (81) B
-/BbIKNIOYEH

vlan {reject | static}

coobuieHmax RADIUS-cepsepa.
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no dotlx radius-attributes
vlan

BbikntovaeT 06paboTky onumu Tunnel-Private-Group-ID (81) B
coobuieHmax RADIUS-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHua VLAN

Bua 3anpoca KoMaHZAHOW CTPOKM B penme KoHOUrypnpoBaHua nHtepdeica VLAN:

console (config-if) #

Tabnunua 241 — KomaHabl perknma KoHourypmupoBaHus nHtepdeiica VLAN

KomaHoa 3Ha4yeHue/3HayeHue

1o ymonyaHuro

Aelicmeue

dotlx guest-vlan

Mo ymonyanumio VLAN
He onpeaeneHa Kak
rocresas

no dotlx guest-vian

Onpepgensaet roctesyto VLAN.

OTKpbIBAaeT HEeaBTOPM30BAHHbLIM NO/Ib30BATENAM UHTEpPdEN-
ca goctyn K roctesoit VLAN. Ecnm roctesas VLAN onpegene-
Ha M paspeweHa, NopT byaeT aBTOMATUYECKWU Mpucoesm-
HATbCA K HeM, Korga He aBTOPM30BaH, M MOKWMAATb, KOrga
nponget aBTopM3aumio. YTobbl MCNONb30BaTh AaHHbIA PYHK-
LMOHaN, NOPT He AO0/KEH ObITb CTaTUYECKMM YNEHOM roCTe-
o VLAN.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnuua 242 — KomaHabl pexxknma Privileged EXEC

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHoa

Aelicmeue

show dot1x interface

{gigabitethernet gi_port | gi_port: (1..8/0/1..48);

:gnigiﬁ'tethemet te_port: (1..8/0/1..24);
fo;tygigabitethernet fo_port: (1..8/0/1..4)

fo_port | oob}

HacTtpoliku npoTtokona 802.1x Ha uHTepdelice (komaHaa foc-
TYMHa TONbKO A/18 NPUBUIETMPOBAHHOrO NOJ/Ib30BaTEN ).

show dotlx detailed -

MoKa3blBaeT pacluMpeHHble HACTPOMKKN NpoToKoaa 802.1x.

show dot1x users

username: CTPOKa
[username]

lMoKa3biBaeT aBTOPM30BaAHHbIX K/IMEHTOB.

show dot1x locked clients

MoKa3biBaeT HEaBTOPU3OBAHHbLIX K/AMEHTOB, 3ab/JIOKMPOBAH-
HbIX MO TaliM-ayTy.

show dot1x statistics
interface {gigabitethernet

gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4)
fortygigabitethernet

fo_port | oob}

MoKa3sbliBaeT cTatUcTUKy 802.1X Ha MHTepdeicax.

6.8.3 KoHmposab npomokona DHCP u onyua 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBo NpOTOKOA, NO3BOAAKOLWMNI KANEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyembie napameTpbl, Heobxoanmble ans pabotbl B8 cetnt TCP/IP.
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MNpotokon DHCP mo)eT MCNoNb30BaTbCA 3/10YMbILWAEHHUKAMW  ONA  COBepLlUeHMA aTaK Ha
YCTPOWMCTBO, KaK CO CTOPOHbI KnMeHTa, 3actasnas DHCP-cepBep BblaaTb BCe AOCTyrMHble agpeca, Tak U co
CTOPOHbI CepBepa, nNytTeM ero nogmeHbl. [lporpammHoe obecneyeHne KOmMMyTaTopa no3BOAAET
obecneynTb 3alMTy YCTPOMCTBA OT aTaK C UCNo/sb3oBaHMemM npotokona DHCP, gnsa yero npumeHsaeTtcs
bYHKLMA KOHTpoAA npoTokona DHCP — DHCP snooping.

YctpoiictBo cnocobHo oTcnexkmatb noAsneHne DHCP-cepsepoB B ceTu, paspewas WUXx
MCNONb30BaHME TOMbKO Ha «A0BEPEHHbIX» UHTEpdENcax, a TaKKe KOHTPOAMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue COOTBETCTBUMNA.

Onuusa 82 npotokona DHCP (option 82) ncnonbsyetcs ana Toro, 4tobbl nponHpopmmnposatb DHCP-
cepBep o0 Tom, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakol ero nopt 6bin noaydeH
3anpoc. MpumeHAeTca 4NA YCTaHOBAEHMA COOTBETCTBUIN IP-afpecoB U NOPTOB KOMMYTATOPA, a TaKKe Aaa
3alLUUTbI OT aTak C KUcnoJsib3oBaHnem npotokona DHCP. Onuus 82 npeacrasnfaet cobol AONONHUTENbHYHO
nHdopmauuio (Mma ycTpoiicTea, Homep nopTa), AobaBAseMyl0 KOMMYTaTOPOM, KOTOpbii paboTtaeT B
pexkume DHCP Relay areHta, B Buge DHCP-3anpoca, NpUMHATOrO OT K/AMeHTa. Ha OoCHOBaHWM AaHHOM
onuun, DHCP-cepsep Bblaensetr IP-aapec (auanasoH IP-agpecoB) u apyrme napameTpbl MOPTY
KommyTaTtopa. lNonyuns Heobxoaumble gaHHble oT cepsepa, DHCP Relay areHT Bblgenset IP-agpec
K/IMEHTY, a TaKKe nepesaeT emy gpyrme HeobxoamMmble napameTpbl.

Tabnuua 243 — dopmat nosneit onuunm 82

Mone lNepedasaemas uHgpopmayusa

Mmn xocTa yCTpoicTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6aT — Homep MopTa, K KOTOPOMY MOAKNHOYEHO YCTPOMCTBO, OTMNpaB-
naowee dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

Remote agent ID .
& MAC-agpec ycTponucTsa.

‘ [AnAa ucnonb3oBaHuAa onuum 82 Ha YCTPOICTBE A0MKHA 6bITb BKAOYeHA PyHKuma DHCP

’ relay areHTa. Ana skaoueHusa DHCP relay areHTa ucnonb3syerca KomaHaa IP dhcp relay

- enable B pexxume rnob6anbHoit KoHpUrypaumum (CM. COOTBETCTBYIOLLMIA pa3aen AOKYMeH-
Tayum).

DAna KoppeKTHOU pabotbl pyHKumMmn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONXKHbI 6bITb NOAKNIOUYEHDbI K «A0BEPEHHbIM» NOPTaMm KommyTaTopa. Ana aobasneHus
nopTa B CNUCOK «A0BEPEHHbIX» ucnonb3yerca komaHga IP dhcp snooping trust B pexku-
me KoHdurypauum uHtepdeiica. na obecneyeHna 6e3onacHOCTU BCce OCTa/ibHbie NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPEeHHbIMU Y,

.‘

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobasnbHON KOHGUrypaumm:

console (config) #

Tabnnua 244 — KomaHAb! pexknuma rnobanbHom KOHGUrypauum

3HayeHue/3HavyeHue .
KomaHoa Aelicmeue
no ymoa4aHuro

ip dhcp snooping PaspellaeT KOMMYTaToOpy KOHTPO/AMPOBaHWE MNPOTOKO/A

-/BbIK/IIOYEHO DHCP.
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no ip dhcp snooping

3anpewaer KOMMYTaTOpy KOHTPOJ/IMPOBaHWE NPOTOKO/A
DHCP.

ip dhcp snooping vlan
vian_id

no ip dhcp snooping vlan
vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Pa3spewaet KoHTponmposaHue npotokosa DHCP B npegenax
yKkasaHHoro VLAN.

3anpelaeT KOHTpoaMpoBaHue npoTtokosna DHCP B npeaenax
yKasaHHoro VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuto npuem
DHCP-nakeToB ¢
onuueii 82 ot
KHEHAZEXKHbIX»
nopToB 3anpeLueH

PaspewaeT npuHMmate DHCP-nakeTbl ¢ onuueit 82 oT «HeHa-
OEXKHbIX» NOPTOB.

3anpeuwaeT npuHMmaTtb DHCP-nakeTbl ¢ onumelt 82 oT «HeHa-
[OEXKHbIX» NOPTOB.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

-/BbIK/IIOYEHO

BKatounTb yaaneHue 3anucen B Tabaunuye dhcp snooping npu
nepexogy nopta 8 DOWN.

BbIKNOUNTb yaaneHune 3anuceit B Tabaunue dhcp snooping npu
nepexogy nopta 8 DOWN.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanutio
BepudpuKaumns
BK/OYEHa

Bkntouaetr Bepudukaumto MAC-agpeca KnveHta u MAC-
ajapeca UCTOYHWKa, npuHAatoro B DHCP-nakeTe Ha «HepoBe-
PEHHbIX» NOPTax.

Boikntovaet Bepudukaumio MAC-agpeca KnmeHta u MAC-
agpeca UCTOYHWKa, npuHatoro B DHCP-nakeTe Ha «HepoBe-
PEHHbIX» NOpTax.

ip dhcp snooping database

no ip dhcp snooping
database

PesepBHbIi dpain He
ncnonbsyetcs

PaspewaeT ucnonb3oBaHue pesepBHOro ¢aina (6asbl) KOH-
Tpona npoTokona DHCP.

3anpewaeT 1Ucnoab3oBaHWe pesepBHOro daina (6asbl) KOH-
Tpona npotokona DHCP.

ip dhcp information option

no ip dhcp information
option

-/BbIK/IIOYEHO

Paspewaet yctpoiicTey gobasneHne onumn 82 npu pabote
npoTtokona DHCP.

3anpewaeT ycTpoicTey gobasneHne onuumn 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBO/I0B

YcTaHoBKa ngeHtuoukatopa Access Node ID onumm 82.

YcTaHOBKa 3Ha4YeHns no YMO/THaHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
CMMBONOB/-

YcTaHOBKa ngeHtuoukatopa Remote agentlD onumum 82.

YcTaHOBKa 3Ha4YeHus no YMOI4YaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information
option format-type option

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuum 82.
dopmar:

- Sp —HOMep C/0Ta U NOpPTa;

- sv—Homep cnota u VLAN;

- pv—Homep nopta u VLAN;

- SpV — HOoMmep cnoTa, nopta n VLAN;

- bin — 6uHapHbIit dopmar: VLAN, cnor, nopr.

YcTaHOBKa 3HaY€HUA NO YMOHAHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

no ip dhcp information
option suboption type

-/tr101

YcTaHoBKa popmarta onumm 82.

- tr101 — ycraHaBnvBaeT ¢opmaT onumm 82 COrnacHo CUHTaK-
cucy, NpUHATOMY B pekomeHaaumsax TR-101 (cm. Tabaunuy 245
— ®opmat noneit onumm 82 cornacHo pekomeHgauuam TR-
101);

- custom — ycTtaHaBnMBaeT dopmaT onumm 82 B COOTBETCTBUM C
dopmaTom, NpMBeseHHOM B Tabanue 246.

Bo3BpalaeT 3Ha4yeHne No YyMOAYaHUIO.
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Tabnunua 245 — dopmat noseit onumm 82 cornacHo pekomeHgaumsam TR-101

Mone lMepedasaemas uHgpopmayus

MmsaA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepgHuin 6aNT — HOMep NOPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTMNPABASAIO-
wee 3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

R t tID o
emote agen MAC-agpec ycTponcrsa.

Tabnnua 246 — dopmat noseit onuum 82 pexknuma custom

Mone lMepedasaemas uHgpopmayus

OnvHa (1 6anT)

Tun Circuit ID

OnvHa (1 6anT)

VLAN (2 6aiiTa)

Homep moaynsa (1 6aiT)
Homep nopta (1 6aiiT)

Circuit ID

Onnna (1 6aiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6anT)
MAC-agpec KommyTatopa

Remote agent ID

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 247 — KomaHabl pexxnma KoHourypaumm nitepdeica Ethernet, rpynnel nitepdeiicos

3HayeHue/3HayeHue .
KomaHoa Aeiicmeue
no ymoa4YaHuro
ip dhcp snooping PaspelsaeT KOMMyTaTopy KOHTPO/IMpPOBaHME NPOTOKONA
DHCP Ha nopry.
no ip dhcp snooping 3anpeLwaeT KOMMYTaToOpy KOHTPO/IMPOBaHME MPOTOKOAA
DHCP Ha nopry.
ip dhcp snooping trust [obasnaeT nHTepdeinc B CNUCOK «40BEPEHHbIX» NPU UC-
no ip dhcp snooping trust Mo ymonuaHuio No/sb30BaHUMN KOHTPOAA npotokona DHCP. DHCP-tpaduk
o «l0BepeHHOro» nHTepderica cumtaetca 6esonacHbIM 1 He
MHTepoenc He
KOHTpO/IMpyeTca.
ABNAETCA JOBEPEHHBIM o
YaanaeT nHtepdeinc u3 cnucka «A0BepeHHbIX» Mpu uc-
NONb30BaHUU KOHTPOAA NpoTokona DHCP.
ip dhcp snooping limit YCTaHOBUTb NpeaesibHoe KOAMYECTBO MOAK/IOYEHHbIX
clients value value: (1..2048)/He K/NMEHTOB.
no ip dhcp snooping limit 3ajaH YCTaHOBWTb 3HaYEeHNe NO YMOIYAHUIO.
clients
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KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 248 — KomaHabl perknma Privileged EXEC

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue

ymon4yaHuro
ip dhcp snooping binding Lo6asnaet B daiin (6asy) KoHTponsa npoTokona DHCP co-
mac_address vian_id oTtBetctBne MAC-agpeca KnueHta, rpynne VLAN wu [IP-
ip_address {gigabitethernet gi_port: agpecy ANs yKasaHHOro uHTepodeiica.
gi_port | (1..8/0/1..48); [aHHas 3anucb byaeT AelcTBUTENbHA B TeYEHME YKa3aH-
tengigabitethernet te_port: HOrO B KOMAHAE BPEMEHW YKMU3HU 3aNUCKU, €CAN KIINEHT He
te port | (1..8/0/1..24); oTnpasuT 3anpoc Ha DHCP-cepsep Ha obHoBneHue. Tali-
fortygigabitethernet fo_port: mep 06HyNfeTCcA B CNydae NOyYeHUa OT KAWEHTa 3anpoca
fo_port | port-channel (1..8/0/1..4); Ha 0B6HOB/IEHMe (KOMaHa AOCTyNHa TONbKO /1A NpuBUe-
group} expiry {seconds | group: (1..48); TMPOBaHHOIO NO/b30BaTeNs).
infinite} seconds: - seconds — BPEMSA }KMU3HU 3anNuUcK;

(10..4294967295) - infinity — BpemMs KM3HM 3anncK He orpaHUYeHo.

no ip dhcp snooping ceKk Yaansaet u3 ¢aina (6asbl) KOHTpoasa npotokosna DHCP co-
binding mac_address oTtBeTcTBMe MAC-agpeca KnueHTa u rpynnbl VLAN.
vlan_id
clear ip dhcp snooping Ouuiwaer ¢ain (6asy) KoHTpona npoTokona DHCP wan
database {mac-address gi_port: oTAenbHyto 3anuck B daine(base) koHTpons DHCP.
mac_address} {vlan vian} (1..8/0/1..48);
{gigabitethernet gi_port | te_port:
tengigabitethernet (1..8/0/1..24);
te_port | fo_port:
fortygigabitethernet (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group} vlan: (1..4094)

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:
console#

Tabnunua 249 — KomaHab! pexkmma EXEC

3HayeHue/3HayeH
KomaHda ue no Aelicmeue

YMOAYAHUIO
show ip dhcp information MNokasbiBaeT MHpopmaumto 06 Mcnonb3oBaHUM onumm 82
option i npoTokona DHCP.
show ip dhcp snooping gi_port: MNMoKasbiBaeT KOHPUrypaumo GyHKUMM KOHTPOIA NPOTOKO-
[gigabitethernet gi_port | (1..8/0/1..48); na DHCP.
tengigabitethernet te_port:
te_port | (1..8/0/1..24);
fortygigabitethernet fo_port:
fo_port | port-channel (1..8/0/1..4);
group] group: (1..48)
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show ip dhcp snooping MoKasbiBaeT cooTeTcTBUA K3 dalina (6asbl) KOHTPOAA NPoO-
binding [mac-address gi_port: ToKona DHCP.

mac_address] [ip-address (1..8/0/1..48);

ip_address ] [vlan vian_id] te_port:

[gigabitethernet gi_port | (1..8/0/1..24);

tengigabitethernet fo_port:

te_port | (1..8/0/1..4);

fortygigabitethernet group: (1..48);

fo_port | port-channel vlan_id: (1..4094)

group]

[pumepbl 8b1M0AHEHUA KOMAHO

= PaspewunTtb ncnonvzosaHne DHCP onuun 82:

console# configure
console (config)# ip dhcp relay enable
console (config) # ip dhcp information option

= [lokasaTb Bce cooTBeTcTBUA U3 dalina (6asbl) KOHTPoAA NpoTokona DHCP:

console# show ip dhcp snooping

DHCP snooping is globally enabled

DHCP snooping is configured on following VLANs: 2, 5
DHCP snooping database: enabled

Option 82 on untrusted port is allowed

Verification of hwaddr field is enabled

Interface Trusted

te0/17 yes

6.8.4 3awuma IP-adpeca knueHma (IP-source Guard)

®dyHKuMa 3awmTbl IP-agpeca (IP Source Guard) npeaHasHayeHa gna o¢unbTpauun TpaduKa,
NPUHATOrO C WHTepdelica, Ha OCHOBaHUWM Tabauupl cooTBeTcTBU DHCP snooping u cTaTMyeckmx
cooTBeTcTBuUl IP Source Guard. Takum ob6pasom, IP Source Guard nossonsetr 60poTbCA ¢ nogmeHoM IP-

alipecoB B NakeTax.

/' MocKonbKy PYyHKUMA KOHTpOANA 3awuTbl IP-agpeca ucnonb3yeTr Tabanubl COOTBETCTBUM
DHCP snooping, umeet CMbIC/1 UCNO/Ib30BaTb AAHHYIO PYHKLUMUIO, NpeaBapUTe/IbHO Ha-
cTpous u Bkatouns DHCP snooping.

V dyHKumMio 3awnTbl IP-agpeca (IP Source Guard) Heo6xogMMo BKAOUYUTDL rN06asbHO U
Ana uitepdeiica.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riobanbHoM KoOHbUrypauum:

console (config) #

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx



DHELTEX

Tabaunuya 250 — KomaHab! perkmma rnobanbHoM KoOHPUrypauum

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

ip source-guard
Mo ymon4yaHuo
dYHKUMA BbIKAOYEHA

no ip source-guard

BkntouaeT dyHKUMIO 3awmThl IP-agpeca KaveHTa ana Bcero
KOMMyTaTopa.

BbIK/tOYaeT GYHKLMIO 3awmThl IP-agpeca KAMeHTa o BCero
KOomMMmyTaTopa.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet

gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4);
fortygigabitethernet group: (1..48);
fo_port | port-channel vlan_id: (1..4094).
group}

no ip source-guard binding
mac_address vlan_id

Co3paHue cTaTMyeckon 3anucu B Tabauue cooTBETCTBUA
mexay IP-agpecom KnveHTa, ero MAC-agpecom u rpynnoi
VLAN ans yKasaHHOro B KomaHgae nHtepdelica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6n|4u,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds |

never
! seconds: (10..600)/60

CceK

no ip source-guard tcam
retries-freq

3apaeT YacToTy obpalleHna ycTpoMCcTBA K BHYTPEHHUM pe-
Ccypcam C Lenbio 3anncu B NaMATb HEAKTUBHbIX 3alyMLLEeH-
HbIx IP-agpecos.

- never — 3anpelLuaeT 3anMcb B NamATb HEAKTUBHbIX 3aLlu-
WeHHbIX IP-agpecos.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (QuanasoHa uHmepgeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 251 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel uHTepdelicos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip source-guard
Mo ymon4yaHuio
bYHKUMA BbIK/OYEHA.

no ip source-guard

Bk/itovaeT ¢pyHKUMIO 3awmTbl IP-agpeca KaveHTa Aasa Ha-
CTpavBaemoro nHTepodeliica.

BbikntovaeT ¢yHKUMIO 3awmThbl IP-agpeca KauveHTa ana
HacTpavBaemoro nHTepdeica.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabaunua 252 — KomaHabl perknma Privileged EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

ip source-guard tcam
locate

BpyyHyto 3anyckaeT npouecc obpalieHMsa yCTPoMcTBa K
BHYTPEHHUM pecypcam C LLe/Iblo 3anMcu B NamATb HeakK-
TUBHbIX 3awwuweHHbIX IP-agpecos. KomaHga poctynHa
TONbKO ANA NPUBUNETMPOBAHHOIO NOAb30BaTENA.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 253 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip source-guard
configuration

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te port | fo_port: (1..8/0/1..4);
fortygigabitethernet group: (1..48)
fo_port | port-channel

group]

KomaHaa oTobpaskaeT HacTpoiKy ¢yHKUMM 3awmTbl IP-
agpeca Ha 3agaHHom, nMbo Ha Bcex MHTepdelicax ycT-
poiicTsa.

show ip source-guard
status [mac-address
mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

KomaHpaa otobpakaeT ctatyc dyHKUMM 3awmTsl IP-agpeca
ONs yKasaHHoro uHTtepdeiica, IP-agpeca, MAC-agpeca
vnau rpynnbl VLAN.

show ip source-guard
inactive

KomaHaa oTobparkaeT He aKTuBHble IP-agpeca oTnpasu-
Tena.

[Mpumepbl 861NOAHEHUA KOMAHO

= [loKasaTb HACTPOMKY GYHKLMM 3aWwmTbl IP-agpeca ansa Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled
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= BrAountb GyHKUMIO 3awmThl IP-agpeca ana dunvtpaumm TpadmKa Ha OCHOBaHMKM Tabauubl cooT-
BeTcTBM DHCP snooping 1 ctatyeckux cootseTcTBuid IP Source Guard. Co3gaTb CcTaTUYECKyO 3a-
nucb B Tabsimue cooTBeTcTBMA AN1a nHTepdeica Ethernet 12: IP-agpec kKnnenta — 192.168.16.14, ero
MAC-agpec — 00:60:70:4A:AB:AF. UHTepdeiic B 3-i rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

6.8.5 KoHmponb npomokona ARP (ARP Inspection)

®yHKuMA KoHTpona npoTokosia ARP (ARP Inspection) npeaHasHayeHa Ans 3alMTbl OT aTaK C
ucnonb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTposnb
npotokona ARP ocyllecTBasieTcs Ha OCHOBE CTaTU4Yeckux cooTBeTcTBuid IP- 1 MAC-agpecos, 3afaHHbIX
ana rpynnbl VLAN.

’ ‘ MopT, CKOHGUrypupoBaHHbIA «HegoBepeHHbIM» ana ¢yHKuum ARP Inspection, gonkeH
Pl TaKe 6bITb «HepoBepeHHbIM» AnAa ¢yHKuum DHCP snooping uam coorsercteue MAC-
agpeca mn IP-agpeca pna 3toro nopra AO/MKHO 6biTb CKOHPUIYPUPOBAHO CTaTUYECKM.

MUHaue aaHHbIM NopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

V Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAKOTCA NpoBepKu coorsetcTeui IP- u MAC-agpecos.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoOHbUrypaumum:
console (config) #

Tabnuua 254 — KomaHabl pexxnma rnobanbHoN KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
o yMoMYaHUIO
ip arp inspection BKkAtoyaeT KoHTpoab npotokona ARP (dpyHkumio ARP In-
Mo ymonyaHuio spection).
no ip arp inspection dYHKLMA BbIKNOYEHA BbIKntoyaeT KoHTponb npotokosna ARP (¢pyHKkumio ARP In-
spection).
ip arp inspection vlan PaspewaeTt nposepKy npoTokona ARP, OCHOBaHHyl Ha
vian_id 6a3e cootBetcTBMiA DHCP snooping, B BbibpaHHOW rpynne
- vlan_id: (1..4094); ping P Py
VLAN.

. . ” 0 Mo ymonyaHuio 3 s
n0|p§rp|nspecnonvan (YHKLYA BLIKIONEH] anpewaer HpOB%pKy npOTOKoqa : OCHOBaﬂHym Ha
vlan_id 6ase cootsetctBuii DHCP snooping, B BbibpaHHON rpynne

VLAN.
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ip arp inspection validate

no ip arp inspection
validate

MpepoctasnfeT cneunduyHble NPOBEPKU ANA KOHTPONA
npotokona ARP.

MAC-agpec nctovyHuka: Ana ARP-3anpocoB 1 oTBeToB Npo-
Bepsetca cooTBeTcTBMe MAC-aapeca B 3arosioBke Ethernet
MAC-agpecy UCTOYHMKA B cOAepXKMMOM NpoToKoaa ARP.
MAC-agpec HasHaudeHua: Ona ARP-oTseToB npoBepsetca
cooTBetctBMe MAC-agpeca B 3arosioBke Ethernet MAC-
aZpecy Ha3HaYeHUA B CoA4epKUMOM npoTokona ARP.
IP-appec: MposepsaeTca cogepxmmoe ARP-nakeTta Ha Haau-
yme HeKoppeKTHbIX IP-agpecos.

3anpewaeT cneunduyHble NPOBEPKM A/ KOHTPOAS MPOTO-
Kona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTaTuyeckux ARP-cooTBETCTBUN.
2. Bxog B perkum KoHdurypaumm ARP-cnncKos.

YpaaneHue cnvucka ctatuyeckmx ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list
assign vian_id

vlan_id: (1..4094)

HasHayaeT cnucok cratuyeckux ARP-cooTBeTcTBMIA ANA
yKasaHHow VLAN.

OTMeHAET  Ha3HaYeHWe CNUCKa  cTaTuyeckux  ARP-

COOTBETCTBMI ANA yKazaHHOM VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection
logging interval

seconds: (0..86400)/5
ceK

3afaeT MUHMMANbHbLIN MHTEPBAZ MEXAY COOBLEHUAMM,
copepawmmmn umHpopmaumto npotokona ARP, nepega-
BaeMbIMU B XKypHarl.

- 3HayeHue O yKasblBaeT Ha TO, YTO coobuieHua byayT re-
HepMpoBaTbCA HE3aMEeANUTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepagelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Buza 3anpoca KOMaHAHOWM CTPOKWU B pexume KoHourypaumm untepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 255 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel uHTepdelicos

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

[ob6asnaet vHTepdenc B CNUCOK «AOBEPEHHbIX» NPWU WUC-
nosb3oBaHWUM KOHTponsa npotokona ARP. ARP-tpaduk «go-
BEepeHHOro» nHTepderica cumtaetca 6e30nacHbLIM U He KOH-
TponmpyeTca.

Yaanaer nHtepdeiic U3 cnucka «goBepeHHbIX» Npu UCNoNb-
30BaHMKN KOHTPOANA NpoTokona ARP.

ip arp inspection trust

Mo ymon4yaHuio
nHTepoelic He
ABNAETCA JOBEPEHHbIM

no ip arp inspection trust

KomaHObI pexcuma KoHguaypauuu ARP-cniucKkos

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnume KoHdurypaumm ARP-cnnckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list) #
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Tabaunuya 256 — KomaHabl perknma KoHourypaumm ARP-cnvckos

3HayeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address
mac-address mac_address

[ob6asnsaeT ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetcteue IP- u MAC-agpecos.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxkunma EXEC:

console#

Tabnunuya 257 — KomaHab! perkmuma EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

te_port | ) )
fortygigabitethernet fo_pc;;tL.J (1(3/ %3"4) !
fo_port | port-channel group:{L..
group]

MoKasbiBaeT KoOHOUrypaumio GYHKLMM KOHTPOAA NPOTOKOAa
ARP Inspection Ha Bbl6paHHOM wWHTepdelice/Bcex UHTep-
delicax.

show ip arp inspection list

[MoKa3bIBaeT CNUCKM cTaTUYeckux cooTsetcTemint IP- 1 MAC-
aapecos (KOMaHAa AOCTYyNHa TOAbKO ANA NPUBUAETMPOBAH-
HOro nonb3oBaTtens).

show ip arp inspection
statistics [vlan vian_id]
vlan_id: (1..4094)

MoKa3blBaeT CTAaTUCTUKY ANA CAeAylolMX TUMOB MaKeTos,
KOTopble 6binn 06paboTaHbl Npy nomowm dyHKuMm ARP:

- nepefaHHble naketsbl (forwarded);

- noTepsAHHbIe NakeTbl (dropped);

- own6bkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection

statistics [vlan vian_id] vlan_id: (1..4094)

OuuliaeT cTaTUCTUKY KOHTpOoAA npoTokosa ARP Inspection.

[pumepbl 8b61M10AHEHUS KOMAHO

= BKAOYUTb KOHTPOAb NpoTokosa ARP n no6aButb B cNUCOK spisok cTaTuyeckoe cooTBeTcTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cNUCOK spisok cTaTuyecknx

ARP-cootBetctBuin gnsa VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD

(
console (config-ARP-list) # exit
(

console (config)# ip arp inspection list assign 11 spisok

= [loKas3aTb CMUCKM CTaTUUeCKUX cooTBeTcTBU IP- n MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD
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6.8.6 Hacmpoiika ¢pyHKyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonsetr oTcne)kmBaTb NOSBAEHWE M UCYE3HOBEHME
aKTMBHOro obopyaoBaHMA Ha CeTM NyTeM COXpaHeHuA wuctopum usydyeHma MAC-agpecos. [l
0bHapyKeHUM U3MeHeHUN B cocTaBe M3yyeHHbIXx MAC-agpecoB KOMMYTaTOpP COXpaHAaeT MHpopmaumio B
Tabnvue M wu3Bewaer o6 3TOM C MNOMOLBI coobueHuin npotokona SNMP. ®yHKuma wumeet
HacTpamMBaemble MapameTpbl — rAybuHa uctopum 0 cobbITUAX U MWHUMANbHbIA WMHTEPBAA OTNPABKMU
coobuweHnin. Cepeuc MAC Address Notification oTKaloueH No ymonyaHuWio U MoXKeT BbITb HacTpoeH

BbIGOPOYHO A/1A OTAENbHbBIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexcuma 2n10basabHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme robasibHol KoHbuUrypaumm:

console (config) #

Tabnunua 258 — KomaHabl perkrma rnobanbHOM KOHPUrypaumum

pun

KomaHda

3HayeHue/
3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

mac address-table
notification change

no mac address-table
notification change

-/BbIKNIOYEHa

KomaHaa npegHasHadeHa ans rnobanbHoOro ynpaeneHus
dyHKumen MAC notification. KomaHga paspelaeT perucrpa-
umnio cobbiTnin gobasneHnsa m yaaneHna MAC-agpecos B/u3
TabauL, KOMMYTaTOPa U OTNPaBKY YBEAOM/IEHNA O COBLITUAX.
[na paboTtbl PyHKUMM HEobXoAMMO AOMOAHWUTENbHO paspe-
WaTb reHepaumio yBeAoMIEHUI Ha UHTepdelicax (cm. HUKe).

BbikntovaeT pyHKumo MAC notification rnobanbHo 1 oTmeHseT
COOTBETCTBYIOLLME HACTPOWMKM Ha Bcex UHTepdelicax.

mac address-table
notification change interval
value

no mac address-table
notification change interval

value:
(0..4294967295)/1

MaKcMManbHbI MPOMENKYTOK BPEMEHM MeXAy OTnpaBKamu
SNMP-yBegomneHnn. Ecnn 3HauyeHWe WHTEpBana BpemeHu
paBHO 0, TO reHepauus yBeLOMIEHUIA U COXpaHeHUe CoBbITUI
B UCTOpUIO ByZeT OCyLecTBAATLCA HEMEAIEHHO NO Mepe BO3-
HUKHOBEHUA COOLITUN 006 M3MEHEHWW COCTOSHMA Tabauubl
MAC-agpecos. Ecnv 3HaueHne MHTepBana BpemeHu bonblue 0,
TO YCTPOMCTBO 6yAeT HaKanaMBaTb CObObITUA 06 U3MeHeHWUu
cocToAHMA Tabamubl MAC-aapecoB B TeUYeHWe 3TOro BpeMeHw,
a 3aTem OTNpPaBAATb yBeAOMAeHUs npoTokona SNMP 1 coxpa-
HATb COBbITUA B UCTOPUN.

BoccTaHaBnMBaeT 3HaYeHue no YMONYaHUIO.

mac address-table
notification change history
value

no mac address-table
notification change history

value: (0..500)/1

KomaHaa 3agaeT MakcMManbHOE KO/MYeCTBO CObbITUA 06 M3-
MeHeHMU cocToAaHMA Tabanubl MAC-aapecos, KOTopoe Coxpa-
HAETCA B UCTOPUM. ECIM yCTaHOBNEH pa3mep UCTOPWUU PaBHbIN
0, To cobbiTMA He coxpaHsatoTca. Mpu nepenonHeHun Gydepa
MCTOPUM HOBOE COBbITUE NOMELLAETCA HAa MECTO CamMoro CTapo-
ro.

BoccTaHaBnvBaeT 3HaueHMe No YMOJIYAHUIO.

snmp-server enable traps
mac-notification change

-/BbIK/IIOYEHO

KomaHpa npeaHa3HayeHa Ans BKAOYeHMA oTnpaBkM SNMP-
yBeOOM/IEHUI 06 W3MEeHeHMM cocTosiHMA Tabauubl MAC-
agpecoB. [lnA  OTKAKOYEHWA WCNONb3YeTCA OTpuLaTeNbHasA
dopma KomaHAbl.

Ecnv oTnpaBKa yBeAOMIEHUI BKAOYEHA, TO YCTPOMCTBO byaeT
MHGOPMMPOBATL O COBBLITUAX COObLEHMAMM NpoToKkoia SNMP
M COXPaHATb COOTBETCTBYOWME cObbITMA B UcTopuK. Ecam oT-
npaska SNMP-yBegomneHui BbIKNOYEHA, TO YCTPOCTBO byaeT
TOJ/IbKO COXPaHATb COBbITUA B UCTOPUU.
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OTkntoyaeT otnpaBky SNMP-yBegomneHuii 06 u3meHeHUU
cocToAHua Tabamubl MAC-aapecos.

no snmp-server enable
traps mac-notification
change

snmp-server enable traps
mac-notification flapping

BkntounTb 0TNpasKy Tpanos o ¢nannuHre MAC-agpecos.

no snmp-server enable -/BKNtOYEHa OTKNOUYNUTL OTNPaBKY Tpanos o pnannuHre MAC-agpecos.
traps mac-notification

flapping

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnnua 259 — KomaHapb! pexknuma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

snmp trap mac-notification
change [added | removed]

no snmp trap
mac-notification change

-/BblK/IlOYEHA

Bk/itoyeHWe reHepauun yBeAOMNEHUM Ha KaKAoOM
nHTepdeiice o cobbITUAX U3MeHeHna cocToaHmA MAC-
agpecoB. OTAENbHO MOXHO paspelunTb reHepauumio
yBegOM/IEHUI Tonbko 06 u3yyeHum MAC-agpecos,
nmbo ToNbKo 06 nx yganeHuu.

OTKAOYEHME TeHepaunn yBeaoMAeHUA Ha UHTepdei-
ce.

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume privileged EXEC:

console#

Tabnunua 260 — KomaHabl perkunma privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTobparkeHne Bcex yBeAOMIEHWA 06 M3MeHeHuM
coctoaHna MAC-agpecoB, COXpaHEeHHbIX B UCTOPUN.

show mac address-table
notification change
statistics

OTOobparkeHne CTaTUCTUKM cepBuca: obLee KonnyecT-
BO CObbITMIN 06 M3y4yeHun MAC-agpecos, obliee Ko-
nnyectBo cobbiTnit 06 yganeHun MAC-agpecos, 06-
LLee KOMYecTBO oTnpaBaeHHbIXx SNMP-coobLueHuni.

[pumepbl UCN0Ab308AHUS KOMAHO

= [Ipumep NOKasbiBaeT Kak HacTpouTb Nnepenady coobueHmin SNMP MAC Notification Ha cepBep
c agpecom 172.16.1.5. [pn HacTpoliKke 3apaeTca obuiee paspeleHme paboTbl cepBuca, Ha-
CTPaMBAETCA MUHUMAJbHBIN MHTEPBAN OTNPaBKM COODLLEHWNN, 3a4aeTCcA pasmep UCTOPUKN Co-
ObITUI M HAacTpanBaeTCA CEPBUC HA BbIGPAHHOM NOPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
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console (config) #mac address-table notification change

console (config

#mac address-table notification change interval 60

console (config) #mac address-table notification change history 100

console (config-if) #snmp trap mac-notification change
console (config-if) #exit

(
(
(
console (config) #interface gigabitethernet 0/7
(
(
(

console (config) #

6.9 ®yHKumn DHCP Relay nocpegHuKka

KommyTtatopbl nogaeprkmeatoT ¢pyHKumMm DHCP Relay areHTa. 3agayeit DHCP Relay areHTa aBnseTca
nepenaya DHCP-nakeToB OT KAMeHTa K cepBepy W obpaTHo B cnydae, ecnm DHCP-cepBep Haxoamutca B
O[IHOWN CeTW, a KAWeHT B Apyroi. Apyron dyHKUMelN aBnseTca aobasneHne AOMONHUTENbHbIX OMNUUA B
DHCP-3anpocsbl KnMeHTa (Hanpumep, onumn 82).

MpuHumn paboTbl DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMYTaTOP NPUHMMAET OT KnmeHTa DHCP-
3anpocbl, NepesaeT 3TM 3anpocbl CEPBEPY OT UMEHMU KAMEHTa (OCTaBAAs B 3anpoce onumn ¢ TpebyembiMmu
KNMEHTOM MapamMeTpamMm U, B 3aBUCUMOCTU OT KoHbUrypaumm, aobasnsa ceon onumun). NMoayuns oTeeT oT
cepBepa, KOMMYTaTOp NepesaeT ero KANeHTY.

KomaHObI pexcuma 2106a1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnunua 261 — KomaHabl perknma rnobanbHoM KoOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymon4yaHuio areHT
BbIK/IIOYEH

BkntoyeHune dpyHKumii DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne ¢pyHkunin DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vlan_id]

no ip dhcp relay address
[ip_address]

vlan_id: (1..4094)
MosKeT 6bITb 334aHO
[10 BOCbMM CEPBEPOB

3apaét IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay
areHTa.

Ypanset IP-agpec us cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

ip dhcp relay information
option format-type option
format [delimiter
delimiter]

no ip dhcp relay
information option
format-type option

format: (sp, sv, pv, spv,
bin);
delimiter: (.,;#)/npoben

HacTpolika popmarta DHCP onuum 82.
dopmar:

- SV — Homep cnota n VLAN;

- pv—Homep nopta u VLAN;

- SpV — Homep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dopmart: VLAN, cnort, noprt.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

ip dhcp relay information
option format-type

3agaeT naeHTUPUKaTop remote-id .

remote-id word word: (1..63)

no ip dhcp relay CMMBO/I0B Ypanaet ngeHtudumkaTop remote-id.

information option

format-type remote-id

ip dhcp relay information word: (1..48) YCTaHOBKa CTPOKMU NAEHTUOUKALMM YCTPOMCTBA AOCTyna.
option format-type cumBonos/

access-node-id word naeHTudumKaTop
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no ip dhcp relay yCTpOICTBA He BoccTaHOBWUTb HACTPOMKM NO YMOHAHUIO.
information option Ha3HauJeH.
format-type access-node-
id
ip dhcp relay information Hactpolika ¢opmata onumm 82.
option suboption-type - tr101 — ycTtaHaBAvBaeT popmaT onummn 82 COracHO CUHTaK-
{tr101 | custom} cucy, NpuUHATOMY B pekomeHgauusax TR-101 (cm. Tabauuy
245);
-/tr101 - custom — yctaHaBnmBaeT popmat onumm 82 B COOTBETCTBUM

¢ popmaTtom, npusegeHHOM B Tabamue 246.

no ip dhcp relay Bo3BpallaeT 3HaueHMe N0 YMONYaHMUIO.
information option
suboption-type

ip dhcp relay source-port Mcnonb3oBaTb B KayecTBe MCTOYHWMKA 3afaHHbI UDP-nopT.
port Port: (0..65535)/67

no ip dhcp relay source- BoccTaHOBUTL HACTPOMKM MO YMOHAHUIO.

port

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console# configure
console (config) # interface vlan vlian id
console (config-if) #

Tabnuua 262 — KomaHabl pexxnma kKoHourypaumm nHtepoeica VLAN, nHtepdetica Ethernet

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
ip dhcp relay enable BkntoueHne ¢yHkumii DHCP Relay areHTa Ha HacTpauBae-
Mo ymoAn4YaHuIo areHT MoMm nHTepdeiice.
no ip dhcp relay enable BbIK/IIOYEH BbikntoyeHne ¢yHKumin DHCP Relay areHTa Ha HacTpauBae-
MOM nHTepdeiice.
KomaHOb! pexcuma EXEC
Buza 3anpoca KomaHAHOM cTPOKK pexxnma EXEC:
console#
Tabnnuya 263 — KomaHab! perkmma EXEC
3HayeHue/3Ha4yeHue o
KomaHoa / Aeiicmeue
no ymoa4aHuro
show ip dhcp relay OTobparkaeT KOHUrypaumto HacTpoeHHon ¢yHKummM DHCP
- Relay areHTa 419 KOMMyTaTopa M OTAENbHO AnA UHTepdei-
COB, @ TaKKe CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 86INOAHEHUA KOMAHO

= [lokasaTb coctoAaHMe ¢yHKuMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
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Servers:

192.168.16.38
Relay agent Information option is Enabled

6.10 KoHourypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE |IA peannsoBaHa B COOTBETCTBUM € TpeboBaHMAMKM gokymeHTa DSL Forum TR-101 u
npesHasHavyeHa Ans UCNoAb30BAHUA Ha KOMMYTaTOpax, paboTaowmx Ha ypoBHE A0CTyna.

dyHKUMA No3BONAET AONONHATL NakeTbl PPPoE Discovery nHbopmaumein, xapakTepusyowen nH-
Tepdelic poctyna. 3to HeobxoAUMO ANA MAEHTUOMKALMM NONb30BATENBCKOrO MHTepdeica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom u ob6paboTKoN naketos
PPPoE Active Discovery ocywecTtensetca rnobasbHO AN BCEro YCTPOMCTBa M BbIBOPOUHO A/1A KAXKAOrO

nHTepdelica.

Peanusaums ¢yHkumm PPPOE IA npepoctaBaseT A0ONO/HUTEIbHbIE BO3MOMKHOCTU KOHTPO/IS CO0b-
LLLEHWU NPOTOKOA NyTEM HAa3HAYEeHMA JOBEPEHHbIX MHTEPENCOB.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXKnma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunua 264 — KomaHabl perknma rnobanbHol KoHGUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe
intermediate-agent

-/oTKAKOUEeH

Paspewntb paboTy PPPOE Intermediate Agent.

3anpeTtutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe
intermediate-agent
timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpeMeHW HeaKTUBHOCTU No/ib30BaTenN .

BOCCTaHOBUTbL HACTPOKM MO YMOIYAHMIO.

pppoe intermediate-agent
format-type access-node-id

word: (1..48) cumsona/

YCcTaHOBKa CTPOKM MAEHTMOMUKALMM YCTPOMCTBA AOCTYNa.

no pppoe
intermediate-agent

format-type
generic-error-message

Discover packet is too
large to process.

word naeHTnduKaTop

no pppoe YCTPOWCTBA He BoccTaHOBWUTbL HAaCTPOMKM MO YMONYAHUIO.

intermediate-agent Ha3HayeH.

format-type access-node-id

pppoe intermediate-agent YcTaHOBKa TeKcTa coobuieHna 06 owunbke npesbieHun

format-type pasmepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO

ic- - D .

i/eor:(e;lrlc srrormessage word: (1..128) :};V;;Aeqasun:::e;ac);m coobuieHne copepUT CUMBOAbLI NPO-

cumsona/PPPoE

66/13, ero HEO6XO,EI|VIMO 3aK/IDYNUTb B KaBbIYKU.

BoccTaHoBUTL HaCTpOVIKM NO0 YMO/ZIHaHUIO.
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pppoe intermediate-agent
format-type option {sp |
sv|pv|spv|
user-defined} delimeter

[.:#/]

no pppoe
intermediate-agent
format-type option

-/yctaHoBneH popmat
B cooTBeTcTBMM C TR-
101: slot / port : vlan;

Hactpoiika Habopa napameTpoB M pasgenuTens mexagy
HUMM, KOTOpblE MCMONb3ytoTCA A8 GOPMUPOBAHMA NoAON-
umm circuit -id.

B KOMaHZe Mcrnonb3yloTca cneadyrowme ycaoBHble 0603Ha-
yeHus:

- sp —slot + port

- sv—slot +vlan

- pv—port +vlan

- spv —slot + port + vlan

- user-defined — ¢dopmaT onpegenserca nonb3oBaTeseM.
Mpw onpeaeneHnmn NCNoNb3yoTCA cneaytolme WabnoHbl:
%h: hostname;

%p: KOpPOTKOe UmA nopTa, Hanpumep gil/0/1;

%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HayeHue nons ifTable::ifType B wecTHagua-
TEPUYHOM BUAE);

%m: MAC-agpec nopta B ¢popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (KaKk Ha IMLEeBoW NaHenn);

%i: ifindex nopTa;

%v: naeHtnduraTtop VLAN.

%c: MAC-agpec aboHEHTCKOro yCTPOICTBa;

%alvlan_id]: IP-agpec uHTepdenca VLAN. Ecam vilan_id He
yKasaH, To noacrtasnsetca IP-agpec uHTepdeiica default
vlan. Ecnu |IP-agpec He HaWaeH, NOACTaBAsfeTcA agpec
0.0.0.0.

BoccTaHoBUTL HaCTpOﬁKM N0 YMOZIHaHUIO.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe
intermediate-agent
format-type remote-id

remote_id: (1..128)
CUMBOJI0B

HasHauyeHune wuaeHTUdUKaTopa remote-id, pobasnsemoro
KOMMYTaTopoMm rnobanbHo.

BoccTaHaBMBaeT HAaCTPOMKY MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu UHmepagelica

Bupa, 3anpoca KOMaHAHOM CTPOKM B penume KoHPUrypaummn nHtepodeica:

console (config-if) #

Tabnnua 265 — KomaHab! perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

pppoe intermediate-agent

no pppoe
intermediate-agent

-/3anpet

PaspeweHune pabotbl PPPOE Intermediate Agent Ha uHTep-
delice.

3anpeTt pabotbl PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id
circuit_id

no pppoe
intermediate-agent

format-type circuit-id

circuit_id: (1..63)
CMMBOJIOB

HasHaueHne waeHTMOMKaTOpa circuit-id, pobasnsemoro
KOMMyTaTopoM. WaeHTUPUKATOpP, 3adaHHbIM B KOMaHZe,
NOIHOCTbIO MNepeonpeaenseT UAeHTUOUKATOpP, BbluMCaAe-
MbIA Ha OCHoBe r/106anbHbIX NapameTpoB access-node-id u
option/delimeter.

BoccTaHaB/MBAET HACTPOWKY Ha OCHOBe r106anbHbIX napa-
meTpoB access-node-id 1 option/delimeter.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

249



DHELTEX

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe
intermediate-agent

format-type remote-id

remote_id: (1..63)
cumsonos/MAC-aapec
KoMmyTaTopa.

HasHaueHne wupeHTUOMKaTopa remote-id, pobasnsemoro
KommyTatopom. MaeHTndukaTop AoaKeH BbiTb CKOHPUry-
pUpoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae pabortaer
PPPOE IA.

BoccTaHaBnMBaeT HAaCTPOMKY MO YMOMYAHMIO.

pppoe intermediate-agent
trust

no pppoe
intermediate-agent trust

-/He aBnaetca
[l0BEPEHHbIM.

YnpasneHve pexumom posepua K uHTepdeicy. KomaHaa
nobasnaeT MHTepdeic K CNUCKY JOBEPEHHbIX.

MHTepdelicbl, K KoTOpbiM nogkntoueHbl PPPoE-cepBepsbl,
HACTpPauBatloTCA Kak AoBepeHHble. MHTepdelnchl, K KOTopbiM
NOAK/MOYEHbl MONb30BaTE/NIM, HACTPaUBAKOTCA KaK HedoBse-
PEHHbIE.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe
intermediate-agent
vendor-tag strip

-/BbIK/IIOYEH

PaspeweHune ypanenua vendor-specific onuun us naketos
PADO, PADS, PADT nepef OTNpaBKOM UX B CTOPOHY NO/b30-
Batens. OyHKUMA y[aneHus MoKeT b6biTb MCMo/Ab30BaHa
TONbKO Ha MHTepdeice, Ha KOTOpOM paspelieHa paboTa
PPPOE |IA n KoTopbli ABNAETCA AOBEPEHHbIM MHTEpPbEencom.
O6bI4HO PYHKLMA yaAaNeHUa HacTpanBaeTca Ha UHTepdelice,
obpalweHHom B cTopoHy PPPoE-cepsepa.

BbikntoyaeT pexxum yganeHums.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnuua 266 — KomaHabl pexnma EXEC

group]

3HavyeHue/3HayeH
KomaHoa ue no Aelicmeue

YMOAYAHUIO
show pppoe i bort: OTobparkeHne HactpoeKk PPPoE Intermediate Agent. Ecam B
intermediate-agent info 1 g/_OF;l 218)' KOMaHZe ABHO He 3afaH MHTepdenc, ToO KOMaHAa BbIMNOJHAET-
[gigabitethernet gi_port | ”te po;t' ! ca Ana Bcex UHTepdeiicos, rae paspeweHa pabora PPPoE IA n
tengigabitethernet (1..8/0/1..24); BCEX 40BEPEHHbIX MOPTOB.
te_port | fo_port:
fortygigabitethernet (1..870/1..;1);
fo_port | port-channel group: (1..48)
group]
show pppoe OTtobparkeHne cTaTUCTUKKM paboTbl PPPOE Intermediate Agent.
intermediate-agent gi_port: Ecnn B KOmaHAe He 3a4aH ABHO MHTepdeic, TO KOMaHAa Bbl-
statistics [gigabitethernet (1..8/0/1..48); NoNHAETCA ANs Bcex MHTepdeincoB ¢ paspelleHHbiMm PPPOE |A n
gi_port | te_port: BCEX 40BEPEHHbIX MOPTOB.
tengigabitethernet (1..8/0/1..24);
te_port | fo_port:
fortygigabitethernet (1..8/0/1..4);
fo_port | port-channel group: (1..48)
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clear pppoe QOuuncTKa cTaTUCTUKM paboTbl PPPOE Intermediate Agent. Ecnv B
intermediate-agent gi_port: KOMaHAe He 3afiaH ABHO MHTepdeic, ToO KoMaHAa BbINONHAET-
statistics [gigabitethernet (1..8/0/1..48); ca ana Bcex uHTepdeiicos ¢ paspewweHHbim PPPOE IA n Bcex
gi_port | te_port: A0BEepeHHbIX MOPTOB.

tengigabitethernet (1..8/0/1..24);

te_port | fo_port:

fortygigabitethernet (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group]

show pppoe OTobparkeHne BCeX 3aperMcTpPMpPOBaHHbIX KAMEHTCKUX CECCUN.
intermediate-agent gi_port: Ecnn B KOMaHAe He 3afaH ABHO MHTepodelic, To oTobpaskatoTca
sessions [gigabitethernet (1..8/0/1..48); BCE CECCMM C COPTUPOBKOW No MHTepdeicam.

gi_port | te_port:

tengigabitethernet (1..8/0/1..24);

te port | fo_port:

fortygigabitethernet (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group]

clear pppoe
intermediate-agent
sessions [mac-address])

mac address: (H.H.H
mnn H:H:H:H:H:H
nnn H-H-H-H-H-H)

3aKpbIBaeT KANEHTCKYIo ceccuto. Ecnm He ykasaH mac address,
TO BCe ceccuun.

6.11 KoHdurypauma DHCP-cepsepa

DHCP-cepBep ocywectBafeT LEHTPAaAM30BaHHOE ynpaBaeHUe CeTeBbIMM agpecamm U COOTBETCT-
BYHOLLMMM KOHPUTYPALNOHHBbIMWU NapamMmeTpamn, aBTOMaTUUYECKU NPeaoCcTaBasaA UX KAMEHTAM. ITO NO3BO-
naeT nsberkatb PyYHOM HACTPONKM YCTPOMUCTB CETM U YMEHbLLAET KOIMYECTBO OLINOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-kauneHT (nonyyeHune cobereeHHoro IP-agpeca ot
cepsepa DHCP), Tak 1 Kak DHCP-cepBep. Bo3amorKHa oaHoBpemeHHana pabota DHCP-cepsepa u DHCP-

relay.

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma riobanbHoM KoHbUrypauum:

console (confiqg) #

Tabnunua 267 — KomaHabl perknma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKAOYEHO

BkntoueHune ¢dyHKunmn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne PpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

BxoZ B pexum KOHOWUrypauuu CTaTUYECKUX afpecos

no ip dhcp pool network
name

name: (1..32) DHCP-cepBepa.
no ip dhcp pool host name CMMBO/10B Yaansaet KoHpurypaumio DHCP-kAneHTa ¢ 3afiaHHbIM UMe-
Hem.
ip dhcp pool network Bxopg, B pexkum KoHourypauym DHCP-nyna agpecos DHCP-
name cepsepa.
name: (1..32) - name — uma DHCP-nyna agpecos.
CMMBONOB

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

low_address
[high_address]

ip dhcp excluded-address

YKasbiBaeT |IP-agpeca, Kotopble DHCP-cepep He 6yger
Ha3Ha4vaTb g DHCP-KknneHTOB.

- low-address — HavanbHbIN IP-agpec grManasoHa;

- high-address — KoHeuHbI# IP-agpec AnanasoHa.
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no ip dhcp
excluded-address
low_address
[high_address]

YpaneHnue IP-appeca u3 cnucka UCKAOYEHUW ANA Ha3Ha-
yeHua ero DHCP-knneHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BblKNIOYEHA

BKkntounTb nepeaady ICMP-3anpocoB Ha HasHayaemblit IP-
afpec, 4Tobbl MPOBEPUTL 3aHATOCTb agpeca, Npexae yem
OH byzeT HasHayeH DHCP-kaneHTy.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepenset KonmyecTBo otnpasasemblix ICMP-3anpocos.

YCTaHOBWUTb 3HAYeHME NOo YMO/I4aHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500
MC

Onpepenset TalmayT, B TeyeHne Kotoporo DHCP-cepsep
OXMAaeT OTBET C ajpeca, Ha KoTopbli nonyyeH ICMP-
3anpoc.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgpu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm ctatmyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnunuya 268 — KomaHabl perknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

address ip_address {mask |
prefix_length}
{client-identifier id |
hardware-address
mac_address}

no address

PyyHoe pe3epsuposaHue IP-agpecos ana DHCP-knmeHTa.
- ip_address — |P-agpec, KOoTopblit byaeT conoctaBieH C
dU3MYECKMM apPeCOM KNEHTa;

- mask/prefix_length — macka noacetn/agnvHa npedukca;

- id — Ppusmnyecknit agpec (naeHTMdMKaTop) ceTeBon Kap-
Tbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32)
CUMBOIOB

Onpegenset uma DHCP-kauneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHguaypauuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnunua 269 — KomaHabl pernma KoHburypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

address
{network_number | low
low_address high
high_address} {mask |
prefix_length}

YcTaHaBAMBaeT Homep MOACETM WM MAcKy noacetv ans
nyna agpecos DHCP-cepsepa.

- network_number — IP-agpec Homepa noaceTu;

- low_address — HauyanbHbIN |IP-agpec gvManasoHa agpe-
COB;

- high_address — KoHeuHbIN IP-agpec Anana3oHa afpecos.
- mask/prefix_length — macka noacetn/annHa npedukca.
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no address

Ypanset koHourypaumto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

-/1 peHb

Bpems apeHabl IP-agpeca, KoTopblit HasHayeH oT DHCP.
- infinite — Bpems apeHApl He OrpaHUYeHo;

- days — KO/IM4ecTBO AHel;

- hours — KOIMYECTBO YacoB;

- minutes — KONNYECTBO MUHYT.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ping enable

no ping enable

-/BblK/IlOYEHA

BKkntounTb nepegavy ICMP-3anpocoB Ha HazHavYaemblit |P-
aapec, 4tobbl NPOBEPUTL 3aHATOCTb aZpeca, NpPexane Yem
OH byzeT HasHayeH DHCP-kaneHTy.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

KomaHObI pexcuma KoHgpu2ypauuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabaunuya 270 — KomaHabl perkmma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

default-router
ip_address_list

no default-router

Mo ymonuyaHuio cnmucok
MapLUpyTU3aTOPOB He
onpeaeneH.

OnpegensieT CMMCOK MapLUpyTU3aTOPOB MO YMOJYaHUIO
ona DHCP-knueHTa:
- ip_address_list — cnnucok IP-aapecoB mapLupyTM3aToOpPOB.,
MOMKET coaepaTb A0 8 3anucel, pasgeneHHbix npobe-
| nom.
N IP-agpec mapLipyTrusaTopa Ao/KeH 6biTb B TOM
}Ke NOACETH, YTO U K/IUEHT.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dns-server ip_address_list

Mo ymonyaHuio cnucok
DNS-cepBepoB He

Onpepenaet cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAU-
eHToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepsepos,
MOXKET cofepKaTb A0 8 3anucel, pasgeneHHbIx npobe-

onpeaeneH. noM.

no dns-server YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.
domain-name domain domain: (1..32) Onpegenaet gomeHHoe uma gna DHCP-knneHTOB.
no domain-name CMMBONOB YcTaHaBAMBaeT 3HaYEeHMe MO YMONYAHWIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnmncok
WINS-cepsepoB He
onpegeneH.

Onpepensetr cnucok WINS-cepBepoB, AOCTYMHbIX ANA
KknueHTtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepos,
MOMKET cofepXaTb A0 8 3anucel, pasgeneHHbix npobe-
nom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonyanuto tmn
y3na NetBIOS He
onpegeneH.

Onpegenset Tun y3na NetBIOS Microsoft gna knveHToB
DHCP:

- b-node — WMpoOKoBeLLaTe/IbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knuneHTy agpeca cep-
Bepa (Kak npasuno, TFTP-cepBepa), C KOTOPOro AO/KEH
6bITb NONYYEH 3arPy304HbIN dan.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

next-server-name name

no next-server-name

name: (1..64)
CMMBOJIOB

Mcnonb3yetca gns ykaszaHua DHCP-knvueHTy nmsa cepsepa,
C KOTOPOTO A0/1XKeH BbITb NONyYeH 3arpy304HbIi dain.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKasblBaeT uma ¢alina, UCNoNb3yemMoro ANA HavasbHOM
3arpy3km DHCP-knuneHTa.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
cepBepoB He
onpeaenex.

OnpepenseT CNUCOK CepBepOB BPeMeEHW, AOCTYMHbIX AAA
KnneHtos DHCP.

- ip_address_list — cnucok IP-aapecos cepsepoB BpeMeHH,
MOXEeT coaepaTb A0 8 3anuceil, pasfeneHHbIx npobe-
nom.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CMMBO/I0B;
desc: (1..160)
CMMBOJI0B

HacTtpausaet onumun DHCP-cepsepa.

- code — ko onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NONOXKUTENBHOE YNCNIO;
- ascii_string — cTpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om popmare;

Ypanaet onuymn gna DHCP-cepsepa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 271 — KomaHabl perknuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHnve 3anuceit u3 Tabauubl cooTtBeTcTBUA PuU3Mye-
CKMX aapecoB M agpecos, BblAaHHbIX C nyna DHCP-
cepsepom:

- ip_address — IP-agpec, Ha3zHayeHHbIh DHCP-cepBepom;

- ¥ —ypanuTb BCe 3anucum.

show ip dhcp

MpocmoTp KoHdUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, Kotopble DHCP-cepsep He byaeT
Ha3Ha4yaTb ans DHCP-knneHTOB.

show ip dhcp pool host

MPOCMOTP KOHdUrypaumMum ANA CTaTUYECKMX afpecos

lip_address | name] name: (1..32) DHCP-cepsepa:
CMMBO/IOB - ip_address — IP-agpec K1veHTa;
- name — vnma DHCP-nyna agpecos.
show ip dhcp pool network MpocmoTp KoHourypaumm DHCP-nyna appecos DHCP-
name: (1..32)
[name] cepsepa:
CMMBO/I0B

- name — vnma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-afpecoB, KOTopble comnocTaBieHbl ¢ ¢Usm-
YEeCKMMM afpecamu KAMEHTOB, a TaK e BpemMs apeHapbl,
cnocob HasHayeHus u coctoaHme IP-agpecos.

show ip dhcp server
statistics

MpocmoTp ctatnctmkn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTmBHbIX IP-agpecos, BblgaHHbIX DHCP-
cepBepom.

[Mpumepebi 8bIM0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn c umeHem test n ykazatb ana DHCP-KAnMeHTOB: uma gomeHa — test.ru, wntos

no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test
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console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

6.12 KoHdurypauua ACL (cnuckn KOHTpona aoctyna)

ACL (Access Control List — cnMcok KoHTposiAa goctyna) — Tabavua, Kotopas onpeaenseTt npasuia
dnAbTpaunmM BXoZAWEro U UCXxoaALLero TpaduKa Ha OCHOBAHWUKU NepesaBaeMbiX B MaKeTax NMPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

« ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/1KHbl MMEeTb OAMHAKOBble Ha3Ba-
HuA.

V IPv6- u IPv4-cnuckn moryt paboTtatb BmecTte Ha ogHOM ¢usnyeckom uHTepdeice. Cnu-

coK ACL Ha 6a3ze MAC-agpecauum He MOXKeT COBMeLLaTbCA cO cnuckamu gnsa IPv4d nnan

IPv6. lBa cnMcKa 04MHAKOBOro TUNa He MoryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHapbl gna co3gaHua u pedaktMpoBaHma cnmvckoB ACL JOCTynHbl B pexume rnobasnbHoi
KOHOUIypauum.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

KomaHaHana cTpoKa B pexume rnobanbHoim KoHOUIypaLmm nmeet Bua;
console (config)#

Tabnunua 272 — KomaHabl s co3gaHunsa u koHdurypaumm cnmckos ACL

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
no ymoaYaHuro
ip access-list access_list Co3pgaHue cTaHgapTHoro cnmcka ACL.
{deny | permit} {any | - deny — 3anpeTuTb NPOXOXAEHME NAKETOB C YKa3aHHbI-
ip_address MW NapameTpamu;
lip_address_mask]} - permit — paspewnTb NPOXOXAEHNE NaKeTOB C yKasaH-
HbIMW NapameTpamm.

no ip access-list access_list YaanuTb CTaHAapTHbIN cnncok ACL.
ip access-list extended Co3paHue HoBOro pacwmpeHHoro cnucka ACL gna agpe-
access_list caumm IPv4 n Bxop, B pexmm ero KoHourypauum (ecnm

CMWCOK C AaHHbIM MMEHEM elle He Co34aH), Mbo Bxoa B
pexxmMm KoHdUrypaLum paHee CO34aHHOrO CNUCKa.

no ip access-list extended YpaneHue pacwmpeHHoro cnucka ACL ana aapecauuu
access_list access_list: (0..32) IPv4.

ipv6 access-list access_list cmmeona Co3gaHue HoBOro ctaHgaptHoro cnucka ACL ana apgpe-
{deny | permit} {any | cauum IPv6.

ipv6_address - deny — 3anpeTuUTb NPOXOXAEHWE MAKETOB C YKa3aHHbI-
[ipv6_address_prefix]} MW NapameTpamu;

- permit — paspeLmnTb NPOXOXKAEHNe NAKeTOB C YKa3aH-
HbIMM NapameTpamu.

no ipv6 access-list Ypanenune ctaHgapTtHoro cnmcka ACL ana appecaumm
access_list IPv6.

ipv6 access-list extended Co3aaHue HOBOro paclmpeHHoro cnucka ACL ana agpe-
access_list cauun IPv6 1 BXOA, B pexum ero KoHourypauum (ecnm

CMWCOK C AaHHbIM MMEHEeM ellie He co34aH), Mbo Bxosa B
pexmMm KoHdUrypauum paHee co3gaHHOro Cnmcka.
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no ipv6 access-list YpaneHue pacwwupeHHoro cnvcka ACL ana appecauuum
extended access_list IPv6.

mac access-list extended Co3pgaHue HoBoro cnucka ACL Ha 6a3e MAC-agpecauuyn n
access_list BXOZ, B PEXWUM €ro KoHourypaumm (ecam Cnucok ¢ aaH-

HbIM UMEHEeM elle He Co34aH), 60 BXOA, B PEXKUM KOH-
durypaumm paHee co3faHHOro cnmcka.

no mac access-list Yaanenue cnucka ACL Ha 6ase MAC-agpecaumu.
extended access_list

time-range time_name Bxogn B pexxum KoHdurypaumm time-range u onpegene-
time_name: (0..32) HWe BpeMeHHbIX MHTepPBaNoB A4/1A CNUCKa A0CTyna.
cMmBona - time_name — umsa npoduna HacTpoek time-range.
no time-range time_name YpnaneHue 3agaHHoON KoHdUrypauum time-range.

Ona Toro 4tobbl akTMBM3MpoOBaATb cnmncok ACL, HeobxoAMmo cBfA3aTb €ro ¢ MHTepdencom.
NHTepdelicom, MCMOb3YIOLLMM CIUCOK, MOXKET bbiTb INb0 MHTEpdeiic Ethernet, inbo rpynna noptos.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica Ethernet, VLAN, epynnsi nopmos

KomaHaHasA cTpoKa B pexxunme KoHdurypaumm nHtepdelica Ethernet, VLAN, rpynnbl nopToB umeet
BUA:

console (config-if) #

Tabnunua 273 — KomaHaa HasHauveHus cnucka ACL-uHTepodelicy.

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4yaHuro
service-acl input B HacTpolikax onpegenéHHoro ¢usmnyeckoro uHTepdeica
access_list access_list: (0..32) KOMaHZa NpuBA3bIBaeT YKa3aHHbIA CMUCOK K SAHHOMY WH-
cMmBoONna Tepdelicy.
no service-acl input YaaneHue cnucka ¢ nHtepodelica.
KomaHOosi pexcuma Privileged EXEC
KomaHaHan cTpoka B pexume Privileged EXEC nmeeTt BuAa;
console#
Tabnunua 274 — KomaHapl aAna npocmoTpa cnmuckos ACL
3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
show access-lists MoKasbiBaeT cnucku ACL, co3gaHHble Ha KommyTaTope.

[access_list] )
- access_list: (0..32)
show access-lists CUMBONA MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMyTaTope, Ko-

time-range-active Topble B HAacToALLEe BPeMS ABAAOTCA aKTUBHBIMU.
[access_list]

show interfaces access-lists MokasbiBaeT cnuckn ACL, HazHauYeHHble uHTepdericam.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port: (1..8/0/1..24);

te_port | fo_port: (1..8/0/1..4);

fortygigabitethernet group: (1..48);

fo_port | port-channel vlan_id: (1..4094);

group | vlan vian_id]
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clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

cnuckoB ACL 3agaHHoro nHtepdelica.

O6HYNUTb BCE cYeTuyMKM crnmckoB ACL, nM60o cyeTunkmn ans

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet

te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

lMoKa3bIBaET CYETYNKN CNIUCKOB AocTyna.

KomaHOwbi pexcuma EXEC

KomaHgHasa cTpoKa B pexmme EXEC nmeert sua;

console#

Tabnunua 275 — KomaHgb! gnsa npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show time-range
[time_name]

MokasbiBaeT KoHGUrypaumio time-range

6.12.1 KoHdpueypayusa ACL Ha 6a3ze IPv4

B gaHHOM pasgene npueBeaeHbl 3HAYEHMA M OMMCAHUA OCHOBHbIX MAapPamMeTpoB, UCMOb3YEMbIX B
cocTaBe KOMaHA HacTpoiku cnmckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue M BXoA B PexXum
penaktTuposaHuA cnuckos ACL, oCHOBaHHbIX Ha agpecaumun IPv4, ocywecTBnAeTcA No KomaHge: ip
access-list extended access-I1ist. Hanpumep, gna cosgaHua cnucka ACL noa HasBaHMeMm
EltexAL Heob6xoaMMO BbINOSHUTL CAeaytowmne KOMaHabl:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnunuya 276 — OCHOBHbIEe NapameTpbl, UCNOb3yeMble B KOMaHAaxX

Mapamemp

3HaveHue

Aelicmeue

permit

[Oelicteue ‘paspelunts’

Co3paet paspelatouee npasuno ¢unbtpaumm B cnucke ACL.

deny

[Jelicteue ‘3anpetutb’

Co3paet 3anpewatolee npasuno unbtpaumm B cnucke ACL.

protocol

MpoTokon

Mone npefHa3HayYeHo ANA YKa3aHUA NPOTOKoNa (Mau Bcex npo-
TOKO/0B), Ha OCHOBE KOTOpOro byaer ocyliecTeasetca ¢punbT-
pauua. Mpu BbIBOpPE NMPOTOKO/MA BO3MOXHbI Cleaylolme Bapu-
aHTbI: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipvé:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp,
ospf, ipinip, pim, 12tp, isis, ipip, MMb60 YncnoBoe 3HayeHne npo-
TOKoAa, B gnanasoHe (0 — 255).

[ns cooTBeTcTBUA NIO6OMY NPOTOKOY UCNONL3YETCA 3HaYeHNe
IP.

source

AApec UCTOYHMKA

Onpegensert IP-agpec UCTOYHMKA NaKeTa.
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source_wildcard

Macka agpeca
MCTOYHMKA

ButoBaa macka, npumeHaemas K IP-agpecy UCTOYHMKA nakeTa.
Macka onpegensetr 6uTbl IP-agpeca, KoTopble Heobxoanmo
UrHopMpoBaTb. B 3HauyeHWa WUrHopupyembix OUTOB A0JIXKHbI
6bITb 3aNUCaHbl eanHNULLI. Hanpumep, UCNONb3ya MacKy, MOX-
HO onpefenuTb AnA npasuna ¢dunbTpaummn IP-cetb. YtobbI AO-
6aBuTb B npasuao ¢uabtpaumm IP-cetb 195.165.0.0, Heobxo-
OMMO 334aTb 3HavyeHme macku 0.0.255.255, 1o ecTb cornacHo
AaHHOW Mmacke nocnegHue 16 6uTt IP-agpeca byayT UrHopupo-
BaTbCA.

destination

Aapec HaszHavyeHua

Onpepgensert IP-agpec HazHavyeHMA NakeTa.

destination_wildcard

Macka agpeca
Ha3HayeHuA

BuTOBaA mMacka, npumeHsaemas K IP-agpecy HasHayeHWA Nakerta.
Macka onpegensetr 6utbl IP-agpeca, KoTopble HeobxoAvmo
UrHopMpoBaTb. B 3HauyeHWa WUrHopupyembix OUTOB A0JIXKHbI
6bITb 3anucaHbl eanHuuUbI. Macka MUCNO/Nb3yeTCA aHaNOrn4yHoO
macke source_wildcard.

vlan NaeHTndumkaTop Vian Onpeaenset Vlan, gnsa KoToporo 6yaet NpMMeHATbLCA NPaBuIo.
dscp Mone DSCP B 3aronoske Onpepenset 3HayeHne DSCP-nons diffserv. BosamoKHble Kogpl
L3 coobueHunit nona dscp: (0 — 63).
precedence MpuopwuteT IP Onpegenset npuoputeT IP-Tpaduka: (0-7).
time_name Nmsa npoduna OnpegaenseT KOHPUTrypaL MO BPEMEHHbIX MUHTEPBA/IOB.
KOHdUrypaumm time-
range

icmp_type Tun coobuweHunit npotokona ICMP, ncnonbzyembin s GpUNbT-
paumn ICMP-nakeToB. BO3MOXKHble TWUMbl COODLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-

- problem, timestamp, timestamp-reply, information-request,

information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, do-
main_name-request, domain_name-reply, skip, photuris, nm6o
YncNoBOE 3HaYeHWe Tna cooblieHuns, B guanasoHe (0 — 255).

icmp_code Kopa, coobuieHnit npotokona ICMP, ucnonb3yembiit ana ¢punbT-

P- Koga coobuieHnn A N P ¥ A fb
paumn ICMP-nakeToB. BO3MOMKHble Koabl COOOLLEHUI nona
npotokona ICMP .

icmp_code: (0 — 255).

igmp_type Tun coobuweHunit npotokona IGMP, ncnonbsyemoiit gna GunbT-

Twun coobuieHnn
npoTtokona IGMP

paumy naketos IGMP. Bo3moHble Tunbl cOObLLEHMI noaA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3, nubo uncnosoe
3HayeHue TMNa coobLeHus, B AvanasoHe (0 — 255).

destination_port

UDP/TCP-nopt
Ha3HauyeHuna

source_port

UDP/TCP-nopt
UCTOYHMKA

Bo3morKHble 3HayeHus nona TCP-nopta: bgp (179), chargen
(19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117),
whois (43), www (80);

Ona UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HadyeHune (0 — 65535).
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list_of flags

dnarn npotokona TCP

Ecnv ansa ycnosua ounbtpauumn dnar fomkeH 6biTb YCTaHOB-
NIeH, TO Nnepes HAM CTaBMTCA 3HaK «+», eCN He A0/IXKeH 6biTb
YCTaHOBJ/IEH, TO «-». BO3MOKHble BapnaHTbl dnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu nc-
No/b30BaHUM HECKONIbKMX $laroB B yC0BUM UABbTPALMMK,
dnarv o6beanHATCA B OAHY CTPOKY 6e3 npobenos, Hanpumep:
+fin-ack.

disable_port BbIK/lOYAET NOPT, C KOTOPOro 6bin MPUHAT NakKeT, yA0BAETBO-
OTKAtOYEHME NopTa pAoLWwmit ycnosuam ntob6oi M3 KomaHg, 3anpeta deny, B cocTaBe

KOTOpOW 6bIN1I0 ONMCaHo nose.
log_input BKatoyaeT oTnpaBKy MHGOPMALMOHHBIX COOBLEHNA B CUCTEM-

OTnpaBKa coobuweHni

HbI JKYpHaN Npy NOJMlyYeHUWM MaKeTa, KOTOpbIi COOTBETCTBYET
3anucu.

HanmeHoBaHMe cnucka
wabnoHos
nonb3oBaTensa

offset_list_name

3apaeT Mcnosib3oBaHMe CnNUcKa WabnoHoB nonb3oBaTens AnA
pacnosHaBaHWA NakeToB. s Kaxaoro cnvcka ACL moskeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

ace-priority
MpuopuTeT 3anucu

MHAeKe 3a4aeT NonoXKeHMe NpaBuaa B CIMCKE M ero npuopu-
TeT. YemM MeHblue MHAEKC — TeM npuoputeTHee npasuno. [ua-
NnasoH AONYCTUMbIX 3HauyeHui (1..2147483647).

4
4

napameTp «any».

Onsa Bblbopa Bcero AnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca

Mocne Toro Kak xoTa 6bl 0gHa 3anucb gobasneHa B cnucoK ACL, nocnegHeit no ymonua-
HUIo gobaBnserca 3anucb deny any any any, KoTopas 03HayaeT MTHOpUpOBaHUe Bcex Na-

KeToB, He yA0BAeTBOPAOWMX ycnosuam ACL.

Tabnunua 277 — KomaHabl, Ucnonbzyemble ana HacTpoiku ACL-cnnuckoB Ha ocHoBe IP-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnaeTt paspelwatollyto 3anuce GUAbTPaALMM ANA NPOTO-
Kona. MaKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, byayT obpaba-
TbIBaTbCA KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}
{any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6asnseT paspelalolyto 3anncb GuAbTPaUUM Ana npoTo-
Kona IP. MaKeTbl, OTBEYalOWME YCNOBUAM 3anucu, byayT o6-
pabaTbiBaTbCA KOMMYTaTOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}
{any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YpanaeTt co3gaHHyIo paHee 3anuchb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[obaBnaeT paspeliatolyto 3anncb ¢uabTpauum ana npoTo-
kKona ICMP. MakeTbl, oTBEYaloWMe yCAOBUAM 3anucu, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YpanseT cosfaHHyo paHee 3anuch.
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permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[ob6asnseT paspewatowyto 3anmMcb GUAbLTPAUUN AAA NPOTO-
Kona IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6asnseT paspewatowyto 3anmMcb GUAbLTPAUUN AAA NPOTO-
kona TCP. MaKeTbl, OoTBeyawlMe YyCAOBMAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspewatollyto 3anuce GUAbTPaALMKM 414 NPOTO-
Kona UDP. MakKeTbl, oTBevalowmne ycnoBuam 3anucu, éyayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[obasnseT 3anpewiatowlyto 3anucb GuAbTpauumM Ana npoTo-
Kona. MaKeTbl, oTBEYAOWME YCNOBMAM 3anucu, byayt 610Ku-
poBaTbCcA KOMMYyTaTOpoM. [pu MCMONb30BaHUM KJ/IKOYEBOTO
cnosa disable-port ¢usnyeckuin nHTepdeic, npuHABLIKI Ta-
KoV nakeT, 6y4eT BbiKkAtoYeH. NpK UCNOIb30BaHMM KAOYEBOTO
cno.a log-input 6yaeT oTnpasieHo coobLieHne B CUCTEMHbIN
JKYpHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanser cosgaHHyo paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[ob6asnseT 3anpeliatollyto 3anucb GUAbTPaLUUM ANa MPoOTo-
Kona IP. MakeTbl, OTBeYaloLLMe YCAOBUAM 3anucu, byayT 610-
KMPOBATbC KOMMYTAaTOPOM. MpU UCMONb30BaHWUMU KHOYEBOTO
cnosa disable-port ¢usnyecknin nHTepdeic, NpuHABLIKIK Ta-
KoV nakeT, 6y4eT BbiKkAtoYeH. NPy UCNOIb30BaHMM KAOYEBOTO
cnoBa log-input 6ygeTt oTnpaBaeHoO COObLEeHNE B CUCTEMHbIN
JKYPHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLlsatowyto 3anucb GuaAbTPaLUUKU ANA NPOTO-
kona ICMP. MMakeTbl, OoTBEYalOWMe ycnoBmuamM 3anucu, byayt
610KMPOBATLCA KOMMYTATOPOM. MpU MCNONB30BAHMU KAtoYe-
Boro cnosa disable-port ¢pusnyeckunit uHTEpdeENc, NPUHABLLNIA
TaKoM naket, bygeT BblKAtoYeH. MpU UCNONb30BaHWUM Katoue-
Boro csniosa log-input 6yzer oTnpasneHo coobueHne B cuUC-
TEMHbIN KypHan.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.
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deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6asnseT 3anpewsaowyro 3anucb GUAbTPaLUK gaAa NPoOTo-
Kona IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucu, byayt
6/10KMPOBATLCA KOMMYTATOPOM. MpU MCNONBb30BAHMU KAtoYe-
Boro cnosa disable-port ¢pusnueckunin nHTepderic, NPUHABLLNIA
TaKol naket, bygeT BbiKAtoYeH. MpU MCNONb30BaHWUM Ktoue-
Boro cnosa log-input 6yaet oTnpasneHo cooblieHne B cuc-
TEMHbIN KypHan.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanseT co3gaHHyo paHee 3anuchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-
input]

[ob6asnaeT 3anpelsatowyro 3anucb GUAbTPaLUUKU ANA NPOTO-
kona TCP. MaKeTbl, OoTBevyawlMe YyCAOBMAM 3anucu, byayt
6/10KMPOBATLCA KOMMYTATOPOM. MpPU MCNONBb30BAHMU KAtoYe-
Boro cnosa disable-port ¢pnsnueckunin nHTepderic, NPUHABLLNIA
TaKoW naket, 6yaeT BbiKAOYeH. [pU MCNOb30BaHMMU KAtoYe-
Boro cnosa log-input 6yznet oTnpasneHo cooblieHne B cuc-
TeMHbIN KypHan.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

Job6asnaeT 3anpelsaowyto 3anucb GUAbTPALUKU NA NPOTo-
kona UDP. MakeTbl, oTBevatolmne ycnoBuam 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MpK MCNOIb30BAHMM KAtoUe-
Boro cnoBa disable-port dpusnueckunit MHTepdec, NPUHABLLNIA
TaKol naket, 6ygeT BblKNtOYeH. MpU UCNONb30BAHWUM Ktove-
Boro cnosa log-input 6yzer oTnpasneHo cooblieHne B cuc-
TEMHBIN KypHan.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanser cosgaHHyo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co34aéT cnucok WwabnoHoB nosib3oBaTensa C UMeHeM name.
Mma moxkeT BKAoYaTb OT 1 A0 32 cMmBONOB. B 0HOM KOMaH-
€ MOeT CoAepKaTbCa A0 TPMHAAUATM WabNoHOB B 3aBUCK-
MOCTW OT BbIGPAHHOrO peXkMMa HacTPOMKM CNUCKOB AOCTyna
(komaHga set system mode), BKAlOYaOWMX Creaylowme na-
pameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

13 — Hayano cmeueHns c Hayana IP-3aronoBKa;

14 — Hayano cmeuleHnn c KoHua IP-3aronoBKa.
- offset — cmelyeHune 6aitTa gaHHbIX B Npeaenax naketa. baso-
BO€ CMeLleHMe NPMHMMAETCA 33 Hayao OTCYEeTa;
- mask — macKka. B aHanu3e nakeTa NPUHUMAIOT y4acTUe ToNb-
KO Te pa3paabl 6aliTa, Na KOTOPbIX B COOTBETCTBYHOLMX pPas-
psfax Macku 3agaHa ‘1’;
- value — CKOMOoe 3Ha4yeHue.

no offset-list offset_list_name

Ypanaet CO3,EI,aHHbI171 PaHee CNUCOK.

6.12.2 KoHgpucypayusa ACL Ha 6a3ze IPv6

B gaHHOM pasgene npueeaeHbl 3HAYEHMA N ONMCAHUA OCHOBHbIX MAapPamMeTpoB, UCMNONb3yEMbIX B
CoCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

CosgaHue n BXo4, B pexMm pefaktMpoBaHua cnmckoB ACL, OCHOBaHHbIX Ha agpecauun [Pv6,
OCYLLECTBNAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, Ana co3gaHua cCnucka
ACL nopg Ha3saHMem MESipv6 Heobx0AMMO BbINOHUTL CAeayowmne KOMaHabl:
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console#

console# configure
console (config)# ipvé access-list extended MESipvé
console (config-ipv6-al) #

Tabnnua 278 — OCHOBHble MapaMeTpbl, UCNOJIb3yeMble B KOMaHAax

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspelunTsb Co3paet paspelatouiee npasuno ¢uabtpaumm B cnucke ACL.
deny [ewnctBue 3anpeTnTb Co3pgaet 3anpewatowee npasmno puabtpaumm B cnucke ACL.
protocol Mone npeAHasHayeHO ANA yKasaHuA MpoToKosa (Mam Bcex

MpoTokon

NPOTOKO/IOB), HAa OCHOBe KOTOporo 6yaeT ocyuiecTsasercs
dunbTpauma. Mpu Bbibope NPOTOKONA BO3MOXKHbI ClefyoLume
BapuWaHTbl: icmp, tcp, udp, AMbo uMcNOBOE 3HAUYEHUe MPOTo-
Kona —icmp (58), tep (6), udp (17).

[ns cootBeTcTBMA Nt06OMY MPOTOKONY MCMO/b3YeTCA 3Haye-
Hue IPv6.

source_prefix/length

Appec oTnpasutena un
ero AJIMHa

Onpegenset IPvb-agpec v anvHy npedukca cetn (0-128) (Ko-
JINYECTBO CTapLMx 6BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length

Aapec HazHayeHua u

OnpeaenseTt IPv6-agpec u gnnHy npedukca cetn (0-128) (Ko-

ero gnvHa JINYECTBO CTapLmx 6UT agpeca) Ha3HaYeHUA NaKeTa.
dscp Mone DSCP B 3aronoske OnpeaenseT 3HayeHne DSCP-nons diffserv. Bo3amoskHble Kogbl
L3 coobueHunin nona dscp: (0 — 63).
precedence Mpuoputert IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Mma npoduns KoHdK- OnpegpenseT KOHPUrypaL MO BPEMEHHbIX MHTEPBA/IOB.
rypaumm time-range
icmp_type Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3moxkHble
TUMbl U YMCNOBblE 3HAYEHUA COObLEeHU nonsa icmp_type:
destination-unreachable (1), packet-too-big (2), time-
Tun coobuweHna npoTo-
vona ICMP exceeded (3), parameter-problem (4), echo-request (128),
echo-reply (129), mld-query (130), mld-report (131), mldv2-
report (143), mld-done (132), router-solicitation (133), router-
advertisement (134), nd-ns (135), nd-na (136).
icmp_code Koa coobuieHnin npo- Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3moxkHble

TOoKONa ICMP

3HayeHuA nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha-
yeHun

source_port

UDP/TCP-nopT ncTou-
HUKa

Bo3morKHble 3HadyeHus nona TCP-nopta: bgp (179), chargen
(19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514),
tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117),
whois (43), www (80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard
(9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137),
on500-isakmp (4500), ntp (123), rip (520), snmp (161),
snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49), talk
(517), tftp (69), time (37), who (513), xdmcp (177).

JIn6o uncnosoe 3HavyeHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnn pgna ycnosua Guabtpaumm dnar goakeH 6biTb yCTaHOB-
NeH, TO nepea, HUM CTaBUTCA 3HAK «+», €CNIN He A0/KeH bbiTb
YCTaHOB/IEH, TO «-». BO3MOXHble BapuaHTbl ¢naros: +urg,
+ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u fin.

disable-port BbIK/NtOYAET NMopT, C KOTOPOro 6bl/1 NPUHAT NaKeT, YAO0BAETBO-
OTKAKOYeHMe nopTa pAoLWmMiA ycnosuam Ntoboli 3 KomaHg, 3anpeTa deny, B cocTa-

Be KOTOpoW, 6bi10 onuncaHo none.
log-input BKntoyaeT oTnpaBKy MHPOPMALMOHHBLIX COOBLWEHUN B CUC-

OTnpaBKa coobLeHni

TEMHbI XKYPHan npu nony4eHUn nakerta, KOTOprVI COOTBETCT-
BYyeT 3anuncu.
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ace-priorit
P ¥ MHaekc npasuna

MHaekc npasuia B Tabimue, YemM MeHbLLE MHAEKC — TEM NpU-
opuTeTHee npasuno: (1..2147483647).

¥
Y

napamerp «any».

pob6asnaloTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

DOna Bbibopa Bcero gmManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syerca

Mocne Toro, KaKk xoTa 6bl ogHa 3anucb gobasneHa B cnmcok ACL, nocneaHUMM B CIMCOK

[Be nepBbie U3 HAX pa3peLUaoT NOUCK coceagHUX IPv6-yCTPOIACTB C NOMOLLbLIO NPOTOKONA
ICMPv6, a nocneaHAA O3HA4YaeT UrHOPUPOBAHMUE BCEX MAKETOB, HE YA0BAETBOPAOLLMUX

ycnosuam ACL.

Tabnunua 279 — KomaHabl, cnosibayemble ana HacTpoliku ACL cnnuckoB Ha ocHoBe IPv6-aapecaunu

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6aBnser paspellatoLyo 3anncb GUAbLTPaLMM Aaa Npo-
ToKona. MaKkeTbl, OTBevawLwme ycAOBUAM 3anucu, 6yayTt
06bpabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3gaHHyH paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[JobasnaeT paspelwatowyto 3anuce GuabTpaumum Ana npo-
ToKona ICMP. [laKeTbl, oTBevatowme YCNOBUAM 3aMNUCK,
6yayT obpabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3gaHHyo paHee 3anucob.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnaeT paspellatolyto 3anuce GuUAbTPaLUM ANA Npo-
Tokona TCP. MakeTbl, oTBEYatOWMe ycnoBuam 3anucu, by-
OyT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanaer co3gaHHyo paHee 3anuce.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obasnaeT paspellatolyto 3anucb GUAbTPaLUKM ANA Npo-
ToKos1la UDP. MakeTbl, OTBEYatoLMe yCNnoBuAM 3anucu, by-
OyT 06pabaTbiBaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6aBnser 3anpelatoLlyto 3anncb GUALTPALUM Ana Npo-
TOKona. MaKeTbl, OTBevallMe yCAOBUAM 3anucu, 6yayT
6/10KMPOBATLCA KOMMYTATOPOM. MPU UCMONb30BaAHMMN KO-
yesoro cnosa disable-port ¢usnyecknin nHtepdelic, npu-
HABLUWIA TaKoM nakeT, 6yaeT BbiKaoueH. Mpu Ucnonb3osa-
HUM KatoyeBoro csiosa log-input 6yget oTnpaBneHo coob-
LEeHME B CUCTEMHBIN XKypHa.
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no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YaanaeT co3gaHHyo paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[JobaBnaeT 3anpelatoLlyto 3anncb GuabLTPaLMM Ana npo-
ToKonMa ICMP. [MaKeTbl, oTBevatowMe YCNOBUAM 3aMNUCK,
6yayT 610KMpOBaTbCA KOomMyTaTopom. Mpu ncnonb3osa-
HUM KntoveBoro cnosa disable-port ¢usnueckuii nHTep-
deic, NpUHABLUMI TaKoW naket, byaeT BbikAoYeH. Mpwu
MCNo/b30BaHMK KatoyeBoro cnosa log-input byaet otnpas-
NIeHO CoobLLEeHNE B CUCTEMHDIN XKYPHas.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YanseT co3faHHy paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpewatowyto 3anuce GuUAbTPaLUM ANA Npo-
Tokona TCP. MakeTbl, OTBeYatowme ycnoBuMam 3anucu, by-
Ayt 610KMpoBaTbcA KomMMyTaTopom. [pu MCnosb3oBaHWUM
Kntoyesoro cnosa disable-port ¢usnuecknin nHtepdeiic,
NPUHABLUMIA TakoW nakeT, byaeT BblkAoYeH. Mpu mMcnonb-
30BaHMM Katoyesoro cnosa log-input 6ypet oTnpasneHo
coobuieHne B CUCTEMHBbIN KypHa.

no deny tcp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YfanseT co3gaHHy paHee 3anuch.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

JobasnsaeT 3anpewatowyto 3anuce GuabTpaumm Ans npo-
Tokona UDP. MNakeTbl, OTBEYaloLWMe yCAoBUAM 3anucu, by-
ayT 6/10KMPOBATLCA KOMMYTaTopom. Mpu MCNoNb30BaHWUM
KntoyeBoro cnosa disable-port ¢usuueckuii uHTepodeliic,
NPUHABLUWIA TaKoW nakeT, byaeT BblkAtoYeH. Mpu ncnosb-
30BaHUM KntoueBoro cnosa log-input 6yaet otnpasieHo
coobLieHne B CUCTEMHbIN KypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

offset-list offset_list_name {offset_base offset mask value}

Co3.a€T cnucoK WabaoHOB Nonb30BaTeNA C UMEeHeM name.
Mma moxeT BKAtoyaTb oT 1 Ao 32 cMmBoaOB. B ogHOM Ko-
MaHAEe MOXKeT cofepaTbCA A0 TPMHAAUATM WabnoHOoB B
33aBUCMMOCTM OT BbIBPAHHOIO peXXMma HaCTPOWMKK CMUCKOB
Aoctyna (KomaHpa set system mode), BKAOYaKOWMX Ce-
Aytowme napameTpbl:
- offset_base — 6a3oBoe cmelleHne. Bo3MoXKHble 3Haue-
HUA:

I3 — Havano cmeleHnA ¢ Havyana IPv6-3aronoBkKa;

14 — Hayano cmelleHUs ¢ KoHua IPv6-3aronoBKa.
- offset — cmeweHve 6aiTa AaHHbIX B Npegenax naketa.
Ba3oBoe cmelleHMe NPUHMMAETCA 3a HaYvaslo OTCYeTa;
- mask — macka. B aHanuse nakeTa NPUHUMAIOT yyacTue
TONbKO Te pa3paabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHO-
LWMX pa3pagax Macku 3agaHa ‘1’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YpanseT co3faHHbIl paHee CrUCOK.
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6.12.3 KoHgpueypayusa ACL Ha 6aze MAC

B gaHHOM pa3pene npumBeneHbl 3HAYEHMA U ONMUCAHMA OCHOBHbIX MAPAMETPOB, UCMONAb3YEMbIX B
cocTaBe KoMaHA HacTpoiKku cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

Co3pgaHue n BXo4 B pexmm pegaktmposaHuAa cnnckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauuu,
OCYLLEeCTBAAETCA NO KomaHAe: mac access-list extended access-1ist. Hanpumep, ana
co3gaHusa cnucka ACL nog HasBaHMem MESmac HeobxoAMMO BbINOJIHUTL CAeAyloLMe KOMaHAabl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnnua 280 — OCHOBHblE MapaMeTpbl, UCMOJIb3yeMble B KOMaH4axX

Mapamemp 3HavyeHue Aelicmeue
permit [ewncteue paspewmnTb Co3pgaeT paspelatowee npasuno uabtpaumm B cnucke ACL.
deny [OelicTBMe 3anpeTuTb Co3gaeT 3anpeLatollee Npasmao puabTpaumm B cnucke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKaA NaKeTa.

source_wildcard

butosasa macka,
npumeHaemas Kk MAC-
afipecy UCTOYHMKa
naketa

Macka onpegenset 6utel MAC-agpeca, KoTopble HeobxoaMmo
UrHOPMPOBaTb. B 3HaueHWA UrHopupyembix OUTOB [OMKHbI
6bITb 3anucaHbl eguHMUbl. Hanpumep, Mcnonb3ys Macky,
MOXHO onpegenuTb ANA npasuna ¢GpunbTpaumMu AuanasoHa
MAC-agpecos. YTobbl Ao6aBuTb B NpaBuio GpuabTpaumnmn Bce
MAC-agpeca, HaumHawowmeca Ha 00:00:02:AA.xx.xx, Heobxo-
OMMO 334aTb 3HaYeHne mackum 0.0.0.0.FF.FF, To ecTb, cornacHo
[AHHOW Macke, nocnegHue 32 6uta MAC-agpeca byayTt He
BaXXHbl AN1A aHa/M3a.

destination

Anpec HasHavyeHus

Onpegenset MAC-agpec Ha3HayeHMA nakeTa.

destination_wildcard

BbutoBas macka,
npumeHaemasa Kk MAC-
azpecy HaszHavyeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HeobxoanMMo
UrHOPMPOBATb. B 3HaueHWAa UrHopupyembix OUTOB [OMKHbI
6bITb 3anncaHbl eguHNULBI. MacKka MCNonb3yeTca aHasiorM4yHO

nakerta macke source_wildcard.
vlan_id vlan_id: (0..4095) Moacetb VLAN ¢unbTpyembix NaKeTos.
cos cos: (0..7) Knacc obcnyxunsanus (CoS) dunbTpyembix NakeTos.

cos_wildcard

butoBas macka,
npumeHsemas K Knaccy
obcnyknsaHua (CoS)
dunbTpyemMbIx NakeToB

Macka onpegenset 6utbl CoS, KOTopble HEOBXOANMMO UTHOPU-
poBaTb. B 3HaYeHUA UrHOpUpyemblx BUTOB AONKHbI ObITb 3a-
nucaHbl eauHnubl. Hanpumep, 4Tobbl MCNONBL30BATL B NPaBU-
ne dunbrpaumm CoS 6 n 7, Heobxoanmo B none CoS ykasaTb
3HauyeHue 6, "nbo 7, a B Nosie Mmacku 3HaveHune 1 (7 B gBOUY-
HOMm npeacTasneHum — 111, 1 — 001, nony4yaetca, 4To nocnes-
HUI 6uUT, ByaeT urHopmposatbes, To ecTb CoS moxkeT bbITb
nnbo 110 (6), nnbo 111 (7)).

KoHbUrypauum time-
range

eth_type eth_type: (0..0XFFFF) Ethernet TMn duNbTpyembIx NakeToB B WeECTHaALATEPUYHOMN
3anucu.
disable-port BbIK/IlOYaET NOPT, C KOTOPOro 6bia NPUHAT MaKeT, Y40BAETBO-
i pAoLWmMiA ycnoBuam KomaHabl 3anpeta deny.
log-input BK/tOYaeT oTnpaBKy MHPOPMALMOHHbIX COOBLLEHMI B CUCTEM-
OTnpasKa coobLueHmit HbII XYpHaa MpuW NoAyYeHUW MaKkeTa, KOTOPbIA COOTBETCTBYET
3anucu.
time_name Nmsa npoduna Onpegenser KOHOUIYPaLMIO BPEMEHHbIX MHTEPBa/IOoB.

offset_list_name

MNobalToBOE CMelLeHne
OT K/1t04YEBOM TOYKM

3agaeT Ucnoab3oBaHMe CNKUCKa WabnoHOB Nonb3oBaTens ans
pacno3HaBaHuAa nakeToB. [na Kaxporo cnucka ACL moxket
6bITb ONpeaeneH CBOM CNMUCOK WabnoHOoB.
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ace-priority VIHACKC NDABINA MHAeKc npasuna B Tabavue, 4em MeHbLLEe MHAEKC — TEM NPU-
a P opuTeTHee npasuno 1-2147483647.
/‘ DOna Bbibopa Bcero gmManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syerca
napametp «any».
/ Nocne Toro Kak xota 6bl ogHa 3anucb gobaeneHa B cnucok ACL, nocnegHeit no ymonua-
HUIO AOGBBnﬂeTCﬂ 3anucb deny any any, KOTopaa O3Ha4aeT UTHOpUpoBaHUe BCeX Nake-

TOB, He yaoBaeTsopsaowmnx ycnosmam ACL.

Tabnnua 281 — KomaHapl, Mcnosib3yemble aasa HacTpokn ACL-cnmuckos Ha ocHose MAC-agpecauum

KomaHoa

Aeiicmeue

permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos
cos cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_name]

[obasnser paspewatowyto 3anucb ounbTpauuu. MakeTsb,
oTBevawlme ycnosuam 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos
cos cos_wildcard] [eth_type] [time-range time_name]
[offset-list offset_list_name]

Yaanser cosgaHHylo paHee 3anmce.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[disable-port | log-input] [ace-priorityindex] [offset-
list offset_list_name]

[JobasnaeT 3anpewatowyro 3anucb epunbTpaumn. MakeTsbl,
oTBevalolmMe ycnoBuAm 3anucu, byayT 6nokupoBaTbcs
KoMmyTaTopom. [pu MCNONb30BaHMM KAOYEBOrO C/10Ba
disable-port, ¢u3nuecknit nHTepdenc, NPUHABLINI TaKoM
naket, 6y4eT BbIK/OYEH.

Mpu ncnonb3oBaHMKM KAOYEBOTO cioBa log-input byaeT oT-
NpaBieHo COOBbLLEeHNE B CUCTEMHDIN XKypHan.

no deny {any | source source-wildcard}{any |
destination destination_wildcard} [vlan vian_id] [cos
cos cos_wildcard] [eth_type] [time-range time_name]
[disable-port | log-input] [offset-list offset_list_name]

Ypanser co3gaHHyo paHee 3anmchb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaéT cnucok WwabnoHoB Nosib3oBaTena ¢ UMeHemM name.
MUmsa moxkeT BKAtoyaTb oT 1 go 32 cumBonoB. B ogHol Ko-
MaHOEe MOMKeT cofepyKaTbCA A0 TPMHaAuaTM wabnoHos B
3aBMCMMOCTM OT BbIGPAaHHOIO perKMma HaCTPOMKM CMUCKOB
aoctyna (KomaHga set system mode), BKAouatoWmMx cie-
Aytowme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:
12 — Hayano cmeweHus ot EtherType;
outer-tag — Hayano cmelleHns ot STAG;
inner-tag — Hayano cmelteHus ot CTAG;
src-mac — Hadano cmeuweHua ¢ MAC-agpeca UCTOYHU-
Ka;
dst-mac — Havyano cmeweHuns ¢ MAC-agpeca HasHaue-
HUA.
- offset — cmeweHne bHaiiTa [aHHbLIX B Npegenax nakeTta.
Bba3oBoe cmelLeHe NPUHNUMAETCA 33 HAaYaNo OTCYETa;
- mask — macka. B aHanu3e naketa NpuMHMMAIOT yyactue
TO/IbKO Te pa3pagpl 6aiTa, 4N1A KOTOPbLIX B COOTBETCTBYHOLLMX
pa3pagax Mmacku 3agaHa ‘1’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

Ypanaet CO3,CI,aHHbIl71 paHee CNUCOK.

6.13 KoHdurypauma 3awurtbl ot DoS-atak

[aHHbI KNacc KomaHg nNo3BosifeT 610KMPOBaTb HEKOTOPbIE pacnpocTpaHeHHble Kaacchl DoS-aTak.
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KomaHObI pexcuma 2n0basabHoU KOHpuU2ypayuu

KomaHaHan cTpoka B pexkume rnobanbHo KOHGUIypauum nmeert BUA,:

console (config)#

Tabnunuya 282 — KomaHab! 45 HAacTPOMKM 3awmTbl oT DoS-aTtak

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuio

Aeiicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-appec

3anpewaetr npoxoxaeHwe ¢perimoB C HeaonyCTUMbIMU
(«mapcuaHckumm»)  IP-agpecamu  uctoyHuKka  (loopback,
broadcast, multicast).

security-suite deny syn-fin

Ot6pacbiBaeT nakeTbl tCp ¢ OA4HOBPEMEHHO YCTAHOBAEHHbIMM
SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelaet/paspellaeT NPOXOKAEHUE ONpeaesieHHbIX TUMNOB
TpaduKa, XapaKTepHbIX AR BPELOHOCHbIX MPOrpPamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHU-
Ka paBHbImM 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOPTOM HasHa-
YyeHuA pasHbIM 2140 1 NnopTOM UCTOYHMKA 1024;

- back-orifice-trojan — oTt6pacbiBaeT UDP-nakeTbl ¢ noptom
Ha3HayeHua 31337 n NOpTOM UCTOYHUKA paBHbIM 1024.

security-suite enable

no security-suite enable

-/BbIK/OYEHO

BK/tOYaET K/acc KomMaHg, security-suite.

OTKAKOYaeT KNacc KOMaHA security-suite.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsl nopmos.

KomaHaHanA cTpoKa B pexume KoHpurypaumnm nHtepdeliica Ethernet, rpynnbl noptos nmeet BuA;

console (config-if)#

Tabnunua 283 — KomaHaa KoHbuUrypaumm 3awmTbl oT DoS-aTak ans uHtepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

security-suite deny

{add | remove} {any |
ip_address [mask]}

{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-appeca

no security-suite deny

{fragmented | icmp | syn}

unu npedpuKca

Co3gaeT npaswu/o, 3anpelatoliee NpoxoxaeHne Tpadum-
Ka, COOTBETCTBYIOLLErO KPUTEPUAM.

- fragmented — ¢pparmeHTUpOBaHHbIE NAKETHI

- icmp — ICMP-TpadpuK

- Syn — syn-nakeTbl

Ypanset 3anpelyatouiee npasumio.

security-suite dos
syn-attack rate {any |
ip_address [mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-

no security-suite dos
syn-attack {any |
ip_address [mask]}

aspec;
mask: macka B
dopmarte IP-appeca
unun npedpukca

3agaeT nopor syn-3anpocoB Ha onpegeneHHbld  IP-
afpec/ceTb, Npy NPeBbILWEHUN KOTOPOro AUlHUE dpeil-
Mbl ByyT oTOpacbiBaThHCA.

BoccTaHaBnMBaeT 3HaYeHue no YMONYaHUIO.

6.14 KauectBOo 06cnyXuBaHusa — QoS

Mo yMOA4YaHUIO Ha BCex MopTax KOMMYTAaTOpa MCMO/Ib3YETCA OpraHM3aums odyepeam NMakeToB Mo
meTtoay FIFO: nepsbii npuwen — nepsblt ywén (First In — First Out). Bo Bpems MHTEHCUBHOW Nepenayn
TpaduKa NpPU UCMNONb30BAHUM AAHHOIO METOAA MOTYT BO3HWMKHYTb NMpPo6emMbl, MOCKO/IbKY YCTPOWCTBOM
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WUFHOPUPYIOTCA BCE MaKeTbl, He Boweawune B bydpep oudepeam FIFO, M coOTBETCTBEHHO TepAlTCA
6e3B03BpaTHO. PelwaeT gaHHylo npobiemy meTon, OpraHM3yloLWuii odepean no npuoputety Tpaduka.
MexaHuam QoS (Quality of service — KayecTBo 06CNyXMBaHMA), pPeanv3oBaHHbIM B KOMMyTaTopax,
NO3BO/IIET OPraHM30BaTb BOCEMb OYEpeaen NpMopuTeTa NakeToB B 3aBUCMMOCTU OT TUMa NepeaaBaembixX

JaHHbIX.

6.14.1 Hacmpolika QoS

KomaHObI pexcuma 2n0basnbHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 284 — KomaHAb! pexknuma rnobanbHoi KoHbUrypauum

KomaHda

3HayeHue/3HavyeHu
€ 10 yMOoMYaHUKo

Aeiicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTtaHaBauBaeT 3HavyeHne nons DSCP gna IP-nakeTtos, dopmu-
pyembIX LleHTPa/IbHbIM NMPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHaBAuBaeT 3HadeHne nons DSCP ana naketos, popmupye-
MbIX LeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHaBMBaeT 3HayeHue nons CoS ANs TermpoBaHHbIX NAaKeToB.,
bopmMUpyeMbIX LLEeHTPaIbHBIM MPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

Paspewaet KommyTaTopy ncnosabsosaTb QOS.

- basic — 6a3oBbIi perkum QoS;

- advanced — paclwupeHHbI pexxum KoHdurypaumm QoS, BKAO-
YaloLMit MONHBIN NepedYeHb KoOMaHA, HacTpolikm QoS;

- ports-trusted — B JaHHOM nogperKMme NakeTbl HanpPaBAAKTCA
B BbIXOAHYIO oYepeb Ha OCHOBaHWM MoNen B 3TUX NakeTax;

- ports-not-trusted — B gaHHOM nogpexume Bce NaKkeTbl Ha-
NpPaBAAOTCA B HYNEBYIO BbIXOAHYIO Oyepesb NO YMOYAHWUIO,
ANA OTNPaBKM B Apyrve odepeam TpebyeTtca HasHayaTb Ha BXOA-
HOW UWHTepdeic cTpaTernto Knaccudurkauum tpaduka (policy-
map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

-/oTKNtouEeH

YCcTaHOBUTb MeTOA, A0BepUA Ha nopTax npu paboTe B pexume
paclmpeHHoro KoHeurypaumum QoS n nogpexunme ports-trusted.
- COS — nopT goBepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepset 3HadeHnto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT aosepseT oboum ypoBHAM, ogHako DSCP
nmeeT npuopuTeT Hag 802.1p.

YcTaHaBAuBaeT meToz no YMONYaHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymonyanumio
ucnosb3yeTca onuua
match-all

1. Co3paeT cnNUCoK KpuTtepures Knaccupurkaumm tpaduka.

2. BXoguT B peXMM pefaKTUPOBaHWA CMUCKa KpUTepues Knac-

cndurKaumm TpaduKa.

- match-all — Bce KpuUTepMu AaHHOTO CNUCKA AONKHbI ObITb Bbl-

MOJIHEHbI;

- match-any — oavH, nt060l KpUTepuii JaHHOrO CMUCKA AO/KEH

6bITb BbINOJHEH.

V' B cnucke KputepuesB moxeT 6biTb 0AHO UAKM ABa npa-
Buna. Echn npasuna aBa, M 06a OHM yKasbIBalOT Ha

pasHble TMnbl ACL (IP, MAC), To KnaccupuKkauma byget ocyuye-

CTBNATLCA NO NEPBOMY B CIMCKE BEPHOMY NpaBuay.

V [eicTByeT TONbKO ANA pexxuma gos advanced

YpanaeT cnucok Kputepues KnaccuduKkaumm Tpadmka.

policy-map
policy_map_name

no policy-map
policy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3paert cTparteruto knaccudumrkaumm Tpaduka.
2. BXOAUT B peXXMM pefaKTUPOBaHUA CTpaTernmn Knaccudmrkaumm
Tpaduka.
B ogHOM HanpaBneHUU NoAAEPIKUBALTCA TONIbBKO OAHA
V cTpaterusa Knaccudukaumm Tpaduka.
Mo ymonuaHmio policy-map ycraHasamsaetr DSCP = 0
ana IP-naketoB u CoS = 0 AnA TerMpoBaHHbIX NAaKeToB.

V [eiicTByeT TONbKO ANA pexuma gos advanced.

YpanseT npaBuao KnaccupmKkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_na

me: (1..32) cumBona;

committed_rate_kbps

: (3..57982058)
K6uT/C;
excess_burst_byte:
(3000..19173960)
6anT

OnpepenseT WabnoH HACTPOEK, KOTOPbIM MO3BONAET OrpaHu-

YUTb NONIOCY NPOMYCKAHUA KaHafa U B TO e BpemMsA rapaHTMpo-

BaTb ONpeAeNeHHY0 CKOPOCTb Nepeaayn AaHHbIX.

Mpu paboTe c Nonocol NPonyckaHWA MCNOMb3YeTCA aNropUTM

MapKUPOBAHHOWM «KOP3WHbI». 3ajayeil anroputma nsasertcs

NPUHATUE peLLeHUn: NnepeaaTb NakeT UaM oTbpocutb. MapameT-

pamu anropmuTmMa ABAAKOTCA CKOpoCTb noctynneHua (CIR) mapke-

POB B «KOP3UHY» N 06bEM (CBS) «KOP3UHBI».

- committed-rate-kbps — cpepHee 3HayeHWe CKOpPOCTU TpaduKa.

[aHHasA CKopOCTb rapaHTMpyeTcsA Npu nepegave HbopmaLuu;

- committed-burst-byte — pa3mep caeprkuBatowWero nopora B

baiiTax;

- drop — naket 6yaeT oTbpoLleH, Koraa «Kop3nHa» nepenonHUT-

cs;

- policed-dscp-transmit — npu nepenonHeHUN KKOP3UHbLI» 3Ha-

yeHune DSCP byaet nepeonpeneneHo.

V' Henb3Aa yaanuTtb WabaoH HacCTPOEK, ecii OH UCMONb3Y-
etca B cTpateruu policy map, nepea yaaneHuem cne-

AyeT yAanuTb HasHauveHue wabnoHa crpatermu: no police

aggregate aggregate-policer-name.

V [eiicTByeT TONbKO AN pexuma qos advanced.

Ypanaet wabnoH HACTPOEK perynnpoBaHnA CKOPOCTHU KaHana.

wrr-queue cos-map
queue_id cosl...cos8

queue_id: (1..8);
cosl...cos8: (0..7);

Onpegaenset 3HayeHuna CoS ansa ouepeseit mcxogsawero Tpadu-
Ka.
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no wrr-queue cos-map
[queue_id]

3HayeHua CoS no
YMONYaHUIo ANnA
oyepepnen:

CoS =1-ouepeap 2
CoS =2 —ouepeap 3
CoS =0-ouepeap 1
CoS =3 —ouepeap 6
CoS =4 —o4yepegb 5
CoS =5—ouepeap 8
CoS =6 —ouepeap 8
CoS =7 —o4epegb 7

YcTaHaBAMBAET 3HAYEHUA NO YMOYaHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
KaXKa0M o4yepeam
paseH 1

MpucBanBaeT BEC UCXOAALLMM OYEPEAAM, UCMO/Ib3YEMbIA MeXa-
Husamom WRR (Weighted Round Robin — BecoBoli mexaHu3m
pacnpepeneHusa HarpysKku).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouyepeam
obpabaTbiBatoTcs no
anropuTmy «strict
priority».

3a4aeT KONNYECTBO NPUOPUTETHBIX oYepeaeit.

| [Ona npuoputetHoit ouepeamn Bec WRR 6yaeT urHopm-

poBartbcA.

Ecnn 3apaerca otamuHoe ot «0» 3HayeHue N, 1o crapwme N
ouepegei 6yayt npuoputeTHbimu (He 6yayT yuyacTBOoBaTb B
WRR).
Mpumep:
0: BCe oYepeaun paBHONPABHbI;
1: cemb mnagwmnx oyepegeii yuyactsytotr B WRR, 8-as He yuyact-
BYET;
2: WwecTb MiagLWwux oyepegeit yuacreyor B WRR, 7, 8 He yyacTt-
BYIOT.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

gos wrr-queue wrtd

Mo ymonyanunio WRTD
BbIKNHOYEHO

Bkntoyaet WRTD (Weighted Random Tail Drop) Becosoit me-
XaHW3M y4aseHusa NakeTos U3 oyepeaei.
V' M3meHeHUA BCTYNAT B CUAY NOC/Ae nepes3arpysku ycr-

poicTBa.
no qos wrr-queue wrtd Bbikntoyaet WRTD.
gos map enable {cos-dscp Mcnonb3oBaTh 3agaHHy0 Tabivuy nepemapKMpOBKU NS AoBe-
| dscp-cos} pPEeHHbIX NOPTOB KOMMYTATOPA.
no gos map enable i He ncnonb3oBatb TabavLy nepeMapKUpoBKU.
{cos-dscp | dscp-cos}
gos map dscp-mutation 3anonHaeT Tabavuy nepemapkupoBku DSCP. [na Bxoaawmx
in_dscp to out_dscp in_dscp: (0..63), NaKeToB C yKa3aHHbIMM 3HaYeHuAmMn DSCP 3apaeT HoBble 3Ha-

no gqos map dscp-
mutation [in_dscp]

out_dscp: (0..63)
Mo ymonyaHuio KapTta
N3MeHeHW saBnsaeTcA
nycToM, TO eCTb 3Ha-
yeHuna DSCP ansa scex

BXOAALLMX NaKeTOB
OCTaloTCA HEU3MEH-
HbIMU

yeHua DSCP.
- in-dscp — onpegenset Ao 8 3HayeHuit DSCP, 3HaueHuA pasge-
NAOTCA 3HaKom npobena.
- out-dscp — onpegenset go 8 HoBbIX 3HayeHui DSCP, 3HaYeHun
pasgenatotca 3Hakom npobena.

V’ [eiicTByeT TONbKO AN pexuma qos basic.

YcTaHaBAMBaeT 3Ha4YeHUs no YMONYaHUIO.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonuaHuio Bce
NaKeTbl UMeIoT Npu-
opuTeT cbpoca dp=0

CraBuT B cooTBeTcTBMe 3HaueHuto DSCP npuopwuteT oTbpoca
(uem BbilWe YMCNOBOE 3HAUEHWME NPUOPUTETA, TEM HUNKE BEPOAT-
HOCTb TOro, YTO Naket 6yaeT oT6poLleH; B Nepsyto oyepeab OT-
6pacbiBatoTCcA NakeTbl ¢ NnpuopuTeTom cbpoca 0, 3atem 1, 3aTem
2).

- dscp_list — onpepenset fo 8 3HauyeHuit DSCP, 3HayeHuAa pas-
ZAenaoTca 3Hakom npobena.

V’ [eiicTByeT TONbKO AN pexxuma qos advanced.

YcTaHaBAMBaEeT 3HaYeHUA NO YMONYAHUIO.
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gos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabamuy nepemapkupoBku DSCP. 3ameHseT 3Haue-
Hne DSCP Ha CoS.

BepHyTbCA K 3HAYEHUAM MO YMOIYaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anosiHAeT Tabaunuy nepemapkmMpoBku CoS. 3ameHseT 3HayeHue
CoS Ha DSCP.

BepHyTbCA K 3HaYEHMAM MO YMONYAHUIO.

qos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHumio
Tabauua NOBTOPHOW
MapPKUPOBKM
ABAAeTCA NycTol, To
ecTb 3HavyeHua DSCP
ONA BCEX BXOAALMX
nakeToB OCTalOTCA
HEW3MEHHbIMU

3anonHaeT Tabavuy nepemapkupoBku DSCP. [na Bxoaauwmx
NaKeToB C YKa3aHHbIMW 3HaYeHnamu DSCP 3agaeT HoBOe 3Haue-
Hue DSCP.

- dscp_list — onpegenset po 8 3HaueHnn DSCP, 3HaueHun pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpeanenset HoBoe 3Ha4YeHue dscp.

V' [eiicTByeT TONbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

gos map dscp-queue

dscp_list: (0..63)

YcTaHaB/MBaeT COOTBETCTBME MexKay 3HadeHnamu DSCP Bxoas-

dscp_list to queue_id queue_id: (1..8) LLMX NAKETOB 1 oYepeaaMu.
3HayeHuA no - dscp_list — onpegenseT go 8 3HayeHnn DSCP, 3Ha4yeHnna pasge-
YMONYaHMIO: NATCA 3HaKom npobena.
no qos map dscp-queue DSCP: (0-7), ouepeab YCTaHaB/MBAET 3HAUEHMA MO YMOMUAHMIO
[dscp_list] 1
DSCP: (8-15), ouepeab
2
DSCP: (16-23),
ouepeap 3
DSCP: (24-31),
ouepeap 4
DSCP: (32-39),
ouepeab 5
DSCP: (40-47),
oyepeap 6
DSCP: (48-55),
ouepeab 7
DSCP: (56-63),
oyepeap 8
gos trust {cos | dscp | YcTaHaBAMBaET peMm AoBepua KommyTaTopa B 6asoBom pe-
cos-dscp} »Kume QoS (CoS nam DSCP).
- €OS — YyCTaHaBAMBAeT KAaccMbUKaLMIo BXOAALMX NaKeToB MO
3HayeHuAm CoS. [nAa HeTermpoBaHHbIX NMAaKeTOB MCNOJ/b3yeTcA
3HadveHune CoS Nno ymonyaHuio;
- dscp — ycTaHaBAMBAET KAacCMPUKALMIO BXOAALIMX NMAKETOB MO
-/dscp 3HayeHunam DSCP.

no qos trust

- cos-dscp — ycTaHaBAMBAET KAaccMbUKALMIO BXOAALLMX NAKETOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ans He
IP-nakeToB.

V [eiicTByeT TONbKO AN pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonseT NPMMeHUTb Tabanuy n3meHeHu dscp K COBOKYMHO-
CTU dscp-AoBepeHHbIX NOpPTOB. Mcnonb3oBaHWe Tabaunupl name-
HeHWI No3BO/IAET NepesanncaTb 3HayeHna dscp B IP-nakeTtax Ha

HOBble 3HaYeHuA.
V’ MNpumeHuTb Tabnuuy usmeHeHunii DSCP BO3MOXHO
TONIbKO ANA BXoAALlero Tpadpuka AoBepeHHbIX NOPTOB.

V [eiicTByeT TONbKO AN peXuma qos basic.

OTmeHAeT ncnosb3oBaHMe KapTbl U3MEHEeHU dscp.
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qos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonuyaHuto KapTta
M3MEHEeHWI sBaseTcA

nycTol, To ecTb
3HayeHua DSCP ana

BCEX BXOAALLMX
NakeToB OCTaloTCA

HEeN3MeHHbIMMK

3anonHaeT Tabavuy nepemapkupoBku DSCP. [na Bxogawwmx
NaKkeToB C yKa3aHHbIMU 3HayeHnAMn DSCP 3apaeT HoBble 3Ha-
yeHua DSCP.

- in-dscp — onpepensaeT Ao 8 3HavyeHuit DSCP, 3HaueHua pasge-
NATCA 3HaKom npobena.

- out-dscp — onpegenset A0 8 HOBbIX 3HaYeHU DSCP, 3HaueHus
pasgenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA pexuma qos basic.

no qos map dscp-
mutation [in_dscp]

YcTaHaBAMBAET 3HAYEHUA NO YMOYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
Kbut/C;
burst:
(3000..19173960)
6anT/128 KbanT

YcTaHaBAMBaET OrpaHUYeHMe CKOPOCTU A BXoasALwero Tpadumka
Ans 3agaHHon VLAN.

- vlan_id — Homep VLAN:

- rate — cpeaHAn ckopocTb TpaduKa (CIR);

- burst — pazmep caeprkuBatoLwero nopora (orpaHu4YeHne cKopo-
cTH) B baitTax.

CHMMaEeT orpaHunyeHne CKOPOCTM BXOAALLEro TpadumKa.

KomaHObI pexcuma pedaKkmupo8aHUs CNUCKA Kpumepues KAdccugpuKkayuu mpaguka

Bung 3anpoca KOMaHAHOVI CTPOKU pexXnmMa penakTnpoBaHUA CNUCKa KpUtepues KnaCCMd)MKaLI,MVI

TpaduKa:

console# configure

console (config) # class-map class-map-name [match-all

console (config-cmap) #

| match-any]

Tabanua 285 — KomaHAabl pexnma pefakTMpoBaHUA CNUCKa KpUTepues KnaccuduKkaumm Tpapuka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuio

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOIOB

[obasnaeT Kputepuin Knaccuoukaumm Tpaduka. Onpegenser
npasuna ¢punbTpaumm Tpaduka no cnncky ACL gaa knaccuou-
Kauuu.

V’ DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT Kputepuit kKnaccudmrkaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHuUsa cmpameauu Kaaccugukayuu mpagpukxa

Bua 3anpoca KOMaHAHOM CTPOKM pexXmnma pefakTMpoBaHWA CTpaTernmn KnaccuduKkaumm Tpaduka:

console# configure
console (config) # policy-map policy-map-name
console (config-pmap) #
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Tabanuya 286 — KomaHabl perknMma pefakTMpoBaHMA CTpaTerMm KnaccupuKkaumm Tpadmrka

KomaHoa

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumsonos;

acl_name: (1..32)
CMMBONOB

OnpepenseTt nNpaBuao KnaccuduKkaumm TpaduKa U BXOAWUT B
pexxum KoHbUrypauum npasuaa Knaccuduraumm — policy-map
class.
- acl_name — onpegenaeT npasuna ¢unsTpauumn tpaduka no
cnucky ACL ana knaccudumkaumu. Mpu co3gaHnm HOBOro npa-
BWJIA KnaccuduKaLmMm onuMoHabHbIA NapaMeTp access-group
obs3aTeneH.
[na Toro 4tobbl MCNONBL30BaTb HAcTPOiIKK cTpaTterum policy-
V' map pAna  uHTepdeiica, WUCNONAb3yiTe KOMaHAy
service-policy B pexxume KoHourypauum uHtepdei-
ca.

V DeiictByeT TONbKO AnA pexxuma qos advanced.

YpanseT npasuno KnaccuduKkauum TpaduKka class-map u3
cTpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kaaccugukayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHUrypaumm npasmnaa KnaccupmKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap)# class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 287 — KomaHabl pexknma KoHouUrypaumm npaesuaa Knaccudurkaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymosn4YaHuro

trust OnpeaenaeT pexnum gOBepusa K onpegeneHHoOMy Tuny Tpa-

Mo ymonuyaHuio pexkum

¢duKa cornacHo rnobanbHOMY pexumy foBepuA.

[0BEpUA He YCTaHOBNEH

no trust YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

set {dscp new_dscp | queue

queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaET HOBble 3HaYeHuA ana IP-nakera.
V KomaHaa set ABnseTca B3aMMOMCKOYAKOLWENA C
KomaHpAoi trust ansa oaHoM U Tol Ke cTpaTterum
policy-map.

V Crtpaterum policy-map, ucnosb3syowme KOMaHAbl
set, trust uam umerowmii Knaccudpurkaumo ACL,

HA3HAuaKTCA TO/bKO ANA UCXOAALWMX UHTepdeicoB.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

Ypanaet HoBble 3HayeHUA ana IP-nakeTa.

redirect {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBnser nakeTbl, y40BAeTBOPAOWME NPaBUAY Knaccu-
duKaumm TpadumKa, B yKasaHHbIN NOPT.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx




DHELTEX

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6uT/c;
committed_burst_byte:
(3000..19173960) 6aviT;
aggregate_policer_name
:(1..32) cumBonos

Mo3BoNAET OrpaHMYMTb NOAOCY NPONYCKaHUA KaHana 1 B TO
e BpemMsA rapaHTMpOoBaTb OMNPeAeNeHHYH CKOPOCTb nepe-
434U JAHHBIX.

Mpyn paboTe C NONOCOM NPONYyCKaHUA MCNOJb3yeTcs
ANIrTOPUTM MAPKUPOBAHHOMW «KOP3MHbI». 3agadelt anroput-
Ma ABNAETCA NPUHATME peLleHns: nepesaTb NaKeT Uau oT-
6pocuTb. lMapameTpamu anropuTma ABAAKOTCA CKOPOCTb
noctynnexua (CIR) mapkepoB B «KOp3uMHy» 1 06bEm (CBS)
KKOP3MHbI».

- committed_rate_kbps — cpegHee 3HaYeHME CKOPOCTU Tpa-
¢duKa. [laHHaA CKOPOCTb rapaHTUpyeTca Npu nepefade UH-
dopmaumu;

- committed_burst_byte — pasmep caepKuBatoLero nopora
B balTax;

- drop — nakeTt 6ygeT oT6poOLIEH, Koraa «Kop3uMHa» nepe-
NONHUTCA;

- policed-dscp-transmit — npu nepenosHeHUM «KOP3UHbIY,
3Ha4yeHue DSCP byaeTt nepeonpeseneHo.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

HasHauaeTt npasuny knaccupukaumm tpaduka wabnoH Ha-
CTPOEK, KOTOPbIV NO3BOAAET OrPaHUYUTL NOIOCY NPOMNYCKa-
HWA KaHafna U B TO Xe BPeMsA rapaHTMpoBaTb onpeaesneH-
HYI0 CKOPOCTb Nepeaayn AaHHbIX.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Ypanser wabnoH HaCTPOEK PerynnmpoBaHmsa CKOPOCTU KaHa-
Na 13 NpaBua Knaccupukaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # qgos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 288 — KomaHab! perkmma KoHourypaumm npoouna qos tail-drop

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..400)/64

3apgatb pa3mep NakeTHOro pasgenAaemoro nyna aaa nopta.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

it] [without-sharing |
with-sharing]

queue queue_id [limit lim-

no queue queue_id

limit: (0..400)/64;
queue_id: (1..8)

M3MeHUTb MapameTpbl oyepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B ouepeau;

- without-sharing —3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepdagelica Ethernet, epynnel nopmos

Bug 3anpoca KOMaHAHOM CTPOKM pexxuma KoHdurypaummn nHtepdeiica Ethernet, rpynnsi noptos:

console (config-if) #

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

274



DHELTEX

Tabnunua 289 — KomaHAp! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

service-policy {input |
output} policy_map_name

no service-policy {input |
output}

policy_map_name:
(1..32) cumsonos

HasHauaet uHtepdelicy ctpaTernto Knaccuduraumm Tpaduka.

Ypanser cTpaTeruto Knaccudurkaumm Tpaduka c nHtepoeiica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) K6UT/C;

committed_burst:
(4096..16762902) 6aut

YcTaHaB/IMBaeT OrpaHuUYeHne CKOPOCTU A1 UCXOAALLEero Tpa-
du1Ka yepes nHTEpdeENC.

- committed_rate — cpefiHAs CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pasmep caep:uBatoLLero nopora (orpa-
HUYeHue CKopocTK) B HanTax.

CHUMaeT orpaHuyeHne cKopocTu ncxoasawero TpaduKka yepes
nHTepoeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(36..1000000) k6uT/c;
committed_burst:
(4096..16769020) 6auT

YcTaHaB/MBaeT OorpaHUYeHue CKOpocTu TpaduKa 4yepes WH-
Tepdelic gns ncxoasailen ovepegm.

- committed_rate — cpeiHAsA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pasmep caep:kuBatoLLero nopora (orpa-
HUYEeHUe CKOpOoCTK) B barTax.

CHMMAET orpaHUYeHne CKOpocTn TpaduKa yepes uHTepdelic
ONA cxoaAauen odepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

-/BKNOYEHO

BkntouaeT 6a30BbIi MexaHW3M (Os A/1A MHTepdeica.

- €0s — NopT goBepseT 3HaveHuto 802.1p User priority;

- dscp — nopt aosepset 3HaveHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT goBepseTr 060Mm ypoBHAM, ogHako DSCP
umeet npuoputet Hapg, 802.1p.

BbIKkntoyaeT 6a30BbIi MexaHU3M qos ANA UHTepoelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..10000000)
K6UT/C;
burst:
(3000..19173960)
6ainT/128 K6ant

YcTaHaBAMBaeT OrpaHUYeHMe CKOPOCTU ANA BXOAALLEro Tpa-
oduka.

CHMMaEeT orpaHunyeHne CKOPOCTM BXOAALLEro TpadumKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBauBaeT 3HayeHne CoS no ymonyaHuio gaa nopra (CoS,
NPUMeEHAEeMbI AR BCEro HeTermpoBaHHOro TpaduKa, Npoxo-
aawero yepes nHTepdeic).

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepdgelica Vian

Buz 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepdeica Vlan:

console (config-if) #

Tabnunua 290 — KomaHabl perknma KoHourypaumm nHtepdeiica Vian

KomaHda 3HaueHue Aeiicmeue
00S COS egress cos YcTaHaBAuBaeT 3HavyeHue napameTpa nona npuoputeta 802.1p
cos: (0..7)/0 A4 ncxoaALero TernpoBaHHoro Tpaduka.
no qos cos egress YcTaHaBAWBaET 3Ha4YeHMe N0 YMONYAHMIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKM pexxnma EXEC:

console#

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

275



DHELTEX

Tabnnuya 291 — KomaHab! perkmma EXEC

KomaHoa

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexxmm QOS, HacTpOEeHHbI Ha ycTpoicTee. B
6330BOM pexunme MNOKasbliBAeT «OBEPEHHbLIN» PEXUM
(trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoNa

MOKa3bIBaET CNUCKM KpuTepues Knaccudukaumm Tpaduka.
71 DeiictByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKasbiBaeT npaBuaa Knaccupmkaumm Tpaduka.
/| DeiicteyeT TONbKO ANA pexkuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBona

MoKasbiBaeT HAaCTPOMKKN CpefHel CKOPOCTU U OrpaHUYeHuUA
Nonocbl NPONYCKaHWA Ana npasBua Knaccudukaumm Tpadm-

Ka
V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

show qos interface [buffers
| queuing | policers |
shapers] [gigabitethernet
gi_port |
tengigabitethernet

te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl 4na MHTepdeiica.

-vlan_id —Homep VLAN;

- gi_port —Homep uUHTepodeiicos Ethernet g1;

- te_port — Homep nHTepdelicos Ethernet XG1-XG24;

- fo_port — Homep uHTepdelicos Ethernet XLG1-XLG4;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeaei MHTepdeiica;

- queueing — anroputm obpaboTku ouepeaeit (WRR wam
EF), Bec ana WRR-ouepenen, Knaccobl obcny:KmBaHua ona
oyepeaei u npuoputeT ans EF;

- policers — cKOHPUrypupoBaHHble cTpaTerMm KnaccuopuKa-
unn TpaduKa ans nHtepdeliica;

- shapers — orpaHuyeHne ckopocTn gaa MUCxoaAwero Tpa-
duKa.

show qos map [dscp-queue
| dscp-dp | policed-dscp |
dscp-mutation]

MokasbiBaeT MHGOPMALMIO O 3ameHe NoJsiel B MakeTax,
ncnonb3yembix QOS.

- dscp-queue — Tabamua cootsetcTeuna DSCP 1 ouepeseit;

- dscp-dp — Tabnmua cootsetcTBus metok DSCP v npuopu-
TeTa cbpoca (DP);

- policed-dscp — Tabnunua nepemapknposku DSCP;

- dscp-mutation — Tabanua nsmeHernna DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Mpocmotp tail-drop nHbOpMauUMM NO KOHKPETHOMY MOPTY
(scem noptam).

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmorTp tail-drop nHPopmaLMn No KOHKPETHOMY YCTPOWi-
CTBY B CTeKe.

show ip tx-priority

MpocmoTp MHOpPMaLMM O MApPKMpoBKe TpaduKa, dopmu-
PYemoro LeHTpasibHbIM NPOL,ECCOPOM.
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lpumepbl 8b1M10AHEHUS KOMAHO

= BrkAwountb pexkmm QoS advanced. Pacnpeaenntb Tpaduk no ovepeasm, naketbl ¢ DSCP 12 B nep-
BYIO oyepenpb, nakeTbl ¢ DSCP 16 Bo BTOpY0. Bocbmasa oyepeab — npuoputetHasa. Co3aaTb cTpaTte-
rmto KnaccuduKkaumm Tpadmka no cnucky ACL, paspewwarowemy nepegady TCP-naketos ¢ DSCP 12
M 16 1 orpaHMUMBAIOLLYIO CKOPOCTb — cpeaHsasa ckopoctb 1000 K6ut/c, nopor orpaHuyeHus
200000 6aitT. Mcnonb3oBaTb JaHHYO CcTpaTernto Ha uHTepdencax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al) # exit

console (config) # gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# gos map dscp-queue 16 to 2

console (config) # priority-queue out num-of-queues I
console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if)# service-policy input

console (config-if)# exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if)# exit

console (confiqg) #

6.14.2 Cmamucmuka QoS

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma riob6anbHoM KoHbUrypauum:

console (confiqg) #

Tabnunua 292 — KomaHabl perkmnma rnobanbHo KOHGUrypauuu.

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

qgos statistics BkatouaeT QOS-CTaTUCTMKY MO OrpaHUYeHUIo NoAOC Nponyc-

aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name
:(1..32) cumBonos;
Mo ymonuyaHuto QoS-

CTAaTUCTUKA OTKNIOYEHA

KaHUA.

OTKAtovaer QOS-CTaTMCTMKy no orpaHM4YeHUO nonaoc npo-
nNyCKaHUA.

qos statistics queues set set: (1..2); BkntoyaeT QOS -CTaTUCTMKY 1A BbIXOAHbIX ovepeaei.
{queue | all} {dp | all} queue: (1..8); - set —onpeaenseT Habop CHETYNKOB;
{gigabitethernet gi_port | dp: (high, low); - queue — onpeaenseT UCXOAALLYIO oYyepeab;

tengigabitethernet gi_port: (1..8/0/1..48); - dp — onpegenset npuopuTet cbpoca
te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | all} 3HayeHue no
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no qos statistics queues set

YMONYaHUIO:
set 1: Bce npuopuTeThl,
BCe oyepesm, BbICOKUIA
npuopuTet cbpoca.
set 2: Bce npuopuTeTsl,
BCe o4Yepeam, HU3KUM
npuopuTet cbpoca.

OTKnto4aeT QOS-CTaTUCTUKY O/15 BbIXOAHbIX oYepenen.

KomaHObI pexcuma KoHgu2ypauuu uHmepgetica Ethernet, 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHdurypaummn nHtepdelica Ethernet, rpynnsi noptos:

console (config-if) #

Tabaunuya 293 — KomaHabl perkmma KoHourypaumm nHtepdelica Ethernet.

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:
(1..32) cumBonos;
Mo ymonyaHuto cbop
QOS-CTaTUCTUKM
OTK/ItOYEH

duka.

BkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.
- policy-map_name — cTpaterna knaccudumrkaummn TpadmKa;
- class_map_name — cnucok Kputepues Knaccuomkaumm Tpa-

OTKnoyaeT cbop QoS-cTaTUCTUKM Ha HTepdelice.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 294 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue/
3HayeHue no
YMOAYAHUIO

Aeiicmeue

clear qos statistics

Ounwaet ctaTUCTUKY QOS.

show qos statistics

MoKka3biBaeT cTaTucTnKy QOS.

6.15 KoHdurypauma npoToKoN0B MmapLupyTU3aLum

6.15.1 KoHdpuaypayua cmamuyeckolii mapwpymusayuu

CTaTuyeckasa MaplupyTM3aums — BUA, MapLpyTM3aLMK, NPy KOTOPOM MapLIpyTbl yKasbiBalOTCA B
ABHOM BMAE MNPV KOHPUrypaumMmM maplipyTvM3aTopa. Bca mapwpyTvsaumsa npu 3aTom npovcxoaut 6es
Yy4acTUa Kakux-1mbo NpoTOKOI0B MapLIpyTU3aLIMK.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaunm:

console (config) #

Tabnnua 295 — KomaHapb! pexknma rnobanbHoM KOHGUrypauum
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3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAMYAHUIO
ip route prefix {mask | Co3paeT CTaTUYecKoe NPaBuIo MapLlpyTU3aLmu.
prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep 172.7.0.0);
[metric distance] |name - mask — macka cetu (B popmate AeCATUYHON CUCTEMbI UCYUCEe-
name] |reject-route} HUA);
- prefix_length — npedpuKc macku cetn (KOMYecTBO eguHuUL, B
macke);

prefix_length:
(0..32);
distance (1..255)/1

- gateway — W03 ANA AOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLupyTa;

-name — UMA MapLUpyTa;

- reject-route — 3anpeLyaeT MapLIPYTM3aLMIO K CETU Ha3HaYeHUs
yepes BCe LW03bI.

no ip route prefix {mask | YpanaeT npasuao n3s TabanLibl CTaTUYECKON MapLLpyTU3aLmn.
prefix_length} {gateway |
reject-route}

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnunuya 296 — KomaHab! perkmuma EXEC

3HayeHue/
KomaHoa 3HayeHue no Aeiicmeue
yMOAYaHUIO
show ip route [connected | MokasbiBaeT Tabauuy MaplupyTM3aumMW, YA0BNETBOPSAIOLLYIO
static | address ip_address 3aZaHHbIM KpUTEPUAM.
[mask | prefix_length] —connected — MOAKNIOYEHHbIN MapWpyT, TO €CTb MapLipyT,
[longer-prefixes]] - B3ATbIi C HENoCpeACTBEHHO MNOAKAOYEHHOTO U QYHKLMOHU-
pytowero nHTepdeica;
—static — cTaTMuYecKkMit MaplupyT, NpoNuCaHHbIM B Tabauue
MapLUpyTU3aLUK.

lpumep 8biMN0AHEHUS KOMAHObI

* [loKasaTb TabauLy MapLwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabanua 297 — OnuncaHue pesynbTaTta BbINOJHEHUA KOMaHAbI

lMone OnucaHue

MoKa3sbiBaeT NPOUCXOMKAEHME MapLIpyTa:

C — Connected (MapLwpyT B3AT 13 HEMOCPEACTBEHHO MOAK/OYEHHOTO M GYHKLMOH K-
pytoLLero nHtTepdeiica),

S — Static (cTaTMyecKkumii mapLpyT, MPONMCaHHbIM B Tabanue mapLpyTusaumm).
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10.9.1.0/24 Apapec ceTu.
MepBoe 3HadeHMe B CKOBKax — aAMMHWCTPATMBHAA AMCTaHUMA (CTeneHb Aosepwus
[5/2] MapLIpyTM3aTopy, YeM YMUCIO Bbille, TEM MEHbLUe AOBEPUE K UCTOYHMKY), BTOpoe

YMCIO — METPUKA MapLUpyTa.

Onpepenset |P-agpec cnegylolwero maplipyTusaTopa, yYepes KOTOPbIM NpPoxoguTt

via 10.0.1.2

MapLUpyT A0 CETU.
00:39:08 Onpegaenset Bpema nociegHero o6HOBMEHUA MmapLpyTa (4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

6.15.2 Hacmpoiika npomokona RIP

Mpotokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWUI NPOTOKOA, KOTOPbIN NO3BOAAET
MapLIpyTU3aTOpaM AMHAMUYECKM OOHOBAATL MAPLUPYTHYHO WMHPOPMALMIO, NOAyYas ee OT COCeaHUX
MapLIpyTU3aTOpPOB. ITO OYEHb MPOCTON MNPOTOKO/, OCHOBAHHbIA HA MNPUMEHEHUWU [UCTAHLMOHHOTO
BEKTOpa Mapupytm3aumm. Kak AUCTaHUMOHHO-BEKTOPHbLIN MpoTokoa, RIP nepuoanyeckm nocbliaer
OBHOBNEHUS MeXAy coceaamMu, CTposi, Takum obpasom, Tornosnornio cetn. B Kaxagom obHoBneHUM
nepegaetca MHPoOpmauMa O AUCTAHUMW A0 BCEX CETEM Ha cocegHuit mapupyTtusatop. KommyTtatop
nopaepmsaet npotokon RIP sepcuu 2.

KomaHObI pexcuma 2106anabHol KoOHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme robasibHol KoHbuUrypaumm:
console (confiqg) #

Tabnunua 298 — KomaHabl perkmnma rnobanbHoM KOHPUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo ymMoaA4YaHuro
router rip Bxoz, B pexxvm KoHourypaumm npotokona RIP.
no router rip Yaanenue rnobanbHol KoHdUrypauumn npotokona RIP.
KomaHObI pexcuma KoHgu2ypayuu npomokoaa RIP
Buza 3anpoca KOMaHAHOW CTPOKM:
console (config-rip) #
Tabnunua 299 — KomaHabl pernma KoHourypaumm npotokona RIP
3HaveHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
no ymoa4YaHuro
default-metric [metric] YcTaHaBAMBaeT 3HAaYeHNe MEeTPUKKU, C KOTOpOoi ByayT aHOH-
CMPOBATLCA MapLIPYTbl, MOJyYeHHble APYrMMMU NPOTOKONa-
metric: (1..15)/1 MU Mapupytusaumn. bes napameTpa ycTaHaB/AMBaET 3Haye-
HMe NO YMONYAHMIO.
no default-metric YcTaHaB/MBaET 3HaYeHWE N0 YMONYAHUIO.
network A.B.C.D YctaHasnmBaeT IP-agpec nHTepdeiica, KoTopbli byaer y4ya-
A.B.C.D: IP-aapec CTBOBATb B NPOLECCE MapLUpPyTU3aLNN.
no network A.B.C.D nHTepdeiica Ypanset IP-agpec uHTepderica, KoTopblii byaeT y4acTBoBaTh
B MpoL,ecce MapLupyTU3aLmuun.
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redistribute {static |
connected } [metric
transparent]

no redistribute {static |
connected} [metric
transparent]

Pa3pewaet aHoHcHMpoBaHMe mappyTos yepes RIP.

- 6e3 napameTpoB — 0O3HayaeT, YTo ByAeT MCNONb30BaTbCA
default-metric npy aHOHCMPOBaHMM MapLLPYTOB;

- metric transparent — o3HauyaeT, YTO ByAET UCMONB30BaTbLCA
MeTpPWKa U3 TabnLbl MapLIpyTU3aLmn.

3anpelaeT aHOHCMPOBaHWE CTaTUYECKUX MapLUPYTOB Yepes
RIP.

- metric transparent — 3anpeLyaet UCN0/b30BaTb METPUKY U3
TabAMLpl MapLIpyTU3aL M.

redistribute ospf [metric
metric | match type |
route-map
route_map_name]

metric: (1..15,
transparent)/1;
match: (internal,

external-1, external-2);
route_map_name:
(1..32) cumBona

Pa3spewaet aHoHcupoBaHme OSPF mapipyTtos yepes RIP.

- type — Npov3BOAUTb aHOHCMPOBAHWE TONIbKO ANA yKa3aH-
HbIX TMNOB OSPF mMmapwpyToB;

- route-map_name — nNpou3BOAUTb AHOHCMpPOBaHME Map-
LWPYTOB nocne nx GuabTpaLmmn Yepes yKasaHHyto route-map;

no passive-interface

shutdown / BbIKAtOYaOT NpoLecc mapLpyTtusaumm no npotokony RIP.
-/BKNOYEHO
no shutdown Bk/toyaloT npouecc MapLpyTm3aumm no npotokony RIP.
passive-interface / OTKNOYUTL OBHOBNEHUA MapLIPYTU3ALUN.
-/BKNOYEHO

BKkAtounTb 06HOBAEHMA MApLLPYTM3aLmu.

default-information
originate

no default-information
originate

-/MapuwpyT He
reHepupyercs

leHepMpoBaTb MapLLPYT NO YMOMYAHUIO

BoccTtaHOBUTL 3HaYeHWE N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaeltica IP

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 300 — KomaHabl pexknma KoHourypaumm nHtepdeiica IP

no ip rip shutdown

3HayeHue/
KomaHda 3HauyeHue no Aeiicmeue
YMOAYaHUIO
ip rip shutdown BbikntoyaloT npouecc mapuwpytusaunu no npotokoay RIP Ha
OaHHOM MHTepdelice.
-/BKIOYEHO

BkatoyaloT npouecc mapwpyTtusaumu no npoTtokony RIP Ha
OaHHOM MHTepdelice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonyanuio
OTnpaBKa
obHOBNEHUI
BK/IlOYEHA

BbIK/tO4aET 0TNPaBKy 06HOBNEHWI Ha MHTepdelice.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obaBnseT cmeLleHNe K MeTpUKe.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip rip default-information
originate metric

no ip rip
default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio

byHKUMA
OTK/IlOYEeHa

YcTaHaBAMBaeT METPUKY A/1A MapLUpyTa No YMONYAHMIO TPaHC-
nunpyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo ymonyaHuio
ayTeHTUdMKaumA
OTK/tOYEHa.

BkntouaeT ayteHTUOMKauuto B RIP u onpegenserT ee tmn:
- text — ayTeHTUdMKALMA OTKPLITHIM TEKCTOM;
- md5 — ayTeHTUdMKaLmm MD5.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBOJIOB

Onpegenser Habop KNtOYel, KOTOPbI MOMKET UCMOb30BaThCA
ANA ayTeHTUdUKaLmu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip rip authentication-key Onpegenset KAy A1A ayTeHTUOMKALUM OTKPbITbIM TEKCTOM.
clear_text: (1..16)
clear_text -
— — CMMBO/IOB
no ip rip authentication-key YcTaHaBAMBaeT 3HaYeHUeE Mo YMOAYAHUIO.
ip rip distribute-list access | (1.32) YcTaHaBAMBaET cTaHAapTHbIN IP ACL ana ¢punbTpauum aHoOHCH-
acl_name: (1..
acl_name - pyembIx MapLIpyToB.
———————— - CUMBONOB
no ip rip distribute-list YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYAHUIO.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabaunua 301 — KomaHabl perknma privileged EXEC

Komanda 3HayeHue/3HayeHue leiicmeue
no yMmoa4aHuo
show ip rip [database | MpocmoTp MHPopmauun o RIP-mapLipyTusaumm:
statistics | peers] - database — nHdopmaumsa o HacTpoiikax RIP;
) - statistics — cTaTucTUUeCcKMe AaHHblE;
- peers — MHGOPMaLWA YYaCTHMKA CETU.

lpumepbl UCN0Ab308AHUA KOMAHO

Bkntountb npotokon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTtaTope 172.16.23.1) u ay-
TeHTUdUKaumo MD5 yepes Habop Katodent mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

6.15.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NpoOTOKON AWHAMUYECKON MapLlpyTU3aLMM, OCHOBaHHbIN Ha
TEXHOJIOTUUN OTCNEXKUBAHUA COCTOAHMA KaHana (link-state technology) 1 Ucnonb3ylowuit Ans HaxoXaeHus
KpaTyaiwero nytn anroputm LenkcTtpbl. Mpotokon OSPF npeactaBnset cobol NPOTOKON BHYTPEHHErO
wnto3a (IGP). MpoTtokon OSPF pacnpocTpaHsaeT MHOPMaLMIO O AOCTYMHbIX MapLIpyTax MeKay mapLipy-
TM3aTOpPaMu OA4HON aBTOHOMHOM CUCTEMBI.

YCTpOCTBO noafepXuBaeT OAHOBPEMEHHYI PaboTy HECKO/IbKMX HEe3aBUCUMMbIX 3K3eMNIApPOB
npoueccos OSPF. Hactpolika napameTpoB ak3emnaapa OSPF npoussoamTca nytem yKasaHua naeHTUdu-
KaTopa 3K3emnasApa (process_id).

KomaHObI pexcuma 2106anabHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXnume rnobasbHon KoHbUrypaumm:

console (config) #
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Tabaunuya 302 — KomaHab! perkmma rnobanbHom KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

router ospf [process_id]

BkatouaeT mappyTtusaumio no npotokony OSPF.

[process_id]

process_id:
3afaeT naeHTuduraTop npouecca.
y (1..65535)/1
no router ospf [process_id] BbIKNtOYaeT mapLupyTM3aumio no npotokony OSPF.
ipv6 router ospf BkntouaeT mapLlupyTtusauymio no npotokony OSPFv3.
[process_id] process_id: 3agaeT naeHTUPUKaTop npouecca.
no ipv6 router ospf (1..65535)/1 BbIKtOUaeT mapLupyTM3aLmio no npotokoay OSPFv3.

ipv6 distance ospf
{inter-as | intra-as}
distance

no ipvé6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3afaeT agMUHUCTPATUBHYK AWUCTAHUMIO A8 MapLpyToB
OSPF, OSPFv3.

- inter-as — N8 BHEWHWX aBTOHOMHbIX CUCTEM

- intra-as — BHyTpy aBTOHOMHOI CUCTEMBI

Bo3BpalaeT 3Ha4YeHMA N0 YMOIUYAHMIO.

KomaHObI pexcuma npouyecca OSPF

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipv6 router ospf process)#

Tabaunuya 303 — KomaHab! perkmma KoHourypaumm npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

redistribute connected
[metric metric] [route-map
name] [subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255)
CMMBO/I0B

PaspeluaeT aHOHCHpoBaHKe connected mapLupyTos:

- metric — 3HaYeHMEe METPUKWU AN UMNOPTUPYEMbIX Map-
LpyTOB;

- name — UMA NOAUTUKM MMMOPTa, NO3BOAAOLEN PUNLTPO-
BaTb U BHOCUTb M3MEHEHMA B UMMOPTUPYEMbIE MapPLLIPYTh;

- subnets — N03BO/NIAET MMNOPTMPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute static [metric
metric] [route-map name]
[subnets]

no redistribute static
[metric metric ] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255)
CMMBO/IOB

MmnopT ctatnuyeckmnx mappyTtos B OSPF.

- metric — ycTaHaBAWBaET 3HaYeHNEe METPUKM ANA UMMNOPTH-
pyembIX MapLipyToB;

-name — NpUWMeHAET MNONIMTUKY MMMOPTa, NO3BONAIOLLYIO
dunbTpOBaTL M BHOCUTL W3MEHEHUA B MMMOPTUPYyeMble
MapLIpyTbl;

- subnets — no3BosAEeT UMNOPTMPOBATL NOACETH.

3anpelaeT yKasaHHyo GpyHKLMIO.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

id: (1..65535);
metric: (1..65535);

name: (0..32) cumBona.

Mmnopt mapwpyTtos 13 npouecca OSPF 8 npouecc OSPF:

- nssa-only — ycTaHaB/iMBaeT 3HavyeHue nssa-only gna Bcex
MMMNOPTUPYEMbIX MAPLLIPYTOB;

- metric-type type-1 — umnoptupyet ¢ nometkoin kak OSPF
external 1;

- metric-type type-2 umnoptupyetr c nometkoin Kak OSPF
external 2;

- match internal — vmnoptupyeT maplpyTbl B npegenax
area;

- match external-1 — nmnopTupyetr mapwpyTbl TMna OSPF
external 1;

- match external-2 — umnopTnpyetr mapwpyTtol TMna OSPF
external 2;

- subnets — no3sonseT UMNOpPTUPOBaTL NOACETY;

-name — nNPUMEHAET YKa3aHHYI MOAUTUKY MMMOPTa,
nossonstowWwyo ¢GUNLTPOBATb M BHOCUTb W3MEHEHUA B
MMNOPTUPYEMbIE MAPLLPYTbI;

- metric — ycTaHaBAWBaET 3HAYEHNE METPUKU ANA UMMNOPTH-
pyemMbIX MapLipyToB.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);

MmnopT mapwpyTtos 13 RIP 8 OSPF.

- metric — 3Ha4YeHMe METPUKM AN UMNOPTUPYEMbIX Map-
LIpYTOB;

- name — UMA NOAUTUKN MMMNOPTa, NO3BOAAOWEN GUNBTPO-

name: (1..255) BaTb U BHOCUTb U3MEHEHMWA B UMMOPTUPYEMbIE MaPLLIPYTbI;
cumBona - subnets — no3BoNAET MMNOPTMPOBATL NOACETH.

no redistribute rip [metric 3anpewaeT yKasaHHyo GyHKUMIO.

metric] [route-map name]

[subnets]

compatible rfc1583 BksitoyaeT coBmectmocTb ¢ RFC 1583 (Tonbko gns IPv4).

no compatible rfc1583 +/enabled BbikntoyaeT coemectumoctb ¢ RFC 1583.

router-id A.B.C.D A.B.C.D: YcTaHaBAMBaeT naeHTMOMKATOP MapLIpyTM3aTopa, KOTOPbIN
naeHTudmKaTop YHUKaNbHO MAeHTUGUUMPYET MapLlupyTU3aToOp B npesenax

no router-id A.B.C.D

MaplupyTh3aTopa B
dopmare ipv4-agpeca

OZIHOW aBTOHOMHOW CUCTEMBI.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (OTKAOUUTL) aK3emnaap OSPF Ha IP-uHTepdeiice
(ans IPv4).

Ypanset IP-agpec nHtepdeitca.

default-metric metric

no default-metric

metric: (1..65535)

YctaHaBaunBaeT meTpuKy OSPF-mapuupyTa.

OTKAOYEHWE GYHKLMK.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTnduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-appeca

YcTaHaBAMBaeT A4/19 YKa3aHHOW 30HbI TN stub. 30Ha — coBo-
KYMHOCTb CeTeil M MapLUpyTU3aTOPOB, MMEILMX OANH U TOT
e naeHtndukaTop.

- no-summary — He OTNpPaBAATb UHGOPMALUIO O CYyMMMPO-
BAHHbIX BHELUHWX MapLLpyTax.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

A.B.C.D:
MAaeHTUdUKaTop
MapLipyTU3aTopa B
dopmarte IPv4-appeca;
interval: uenoe

YcTaHaBAMBaAET ANA yYKa3aHHOW 30HbI TMM NSSA.

- no-summary — He NPUHUMATL UHPOPMALMIO O CYMMMPO-
BaHHbIX BHELWHNX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenseT NPoOMeXyTOK BpemeHu (B cek), B
TeYeHMe KOTOpPOro TpaHcnATop OyaeT BbiNONHATL CBOM
bYHKLMKM nocne Toro, Kak O0BHApPYXWUT, YTO TPAHCAATOPOM
CTan APYroi rpaHMYHbIA MapLLpyTM3aTop.

- translator-role — onpegenset, Kakum obpasom Ha map-

NONOMKUTENbHOE WwpyTnsatope byaet pyHKLMOHMPOBATb PEXUM TPAHCAATOPA
ynucno; (TpaHcnauun Type-7 LSA B Type-5 LSA):

- always — B NpMHyANUTEIbHOM NOCTOAHHOM PeXUME;

- candidate — B peXkMme yyacTus B Bbibopax TpaHcAATopa.
no area A.B.C.D nssa YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
area A.B.C.D virtual-link Co3paHne BUPTYaNbHOrO COEAMHEHUSA MEXKZY OCHOBHOMW M
A.B.C.D [hello-interval secs] APYTMMU yaaneHHbIMU 061acTAMK, KOTOPbIE UMEIOT MEXKAY
[retransmit-interval secs] HUMMK 061acTu.
[transmit-delay secs] - hello-interval — ykasatb hello-uHTepBan;
[dead-interval secs] [null | - retransmit-interval — yka3aTb MHTepBan meny NOBTOPHbI-
message-digest] [key-chain A.B.C.D: MW nepegadamu;
word] naeHTnduKaTop - transmit-delay — yka3aTtb Bpemsa 3aaepiKu;

MapLlupyTusaTopa B
¢dopmarte IPv4-agpeca;
secs: (1..65535)

- dead-interval — ykasaTtb dead-uHTepBan;
- null — 6e3 ayTeHTUdPpUKauuu;
- message-digest — ayTeHTMdMKaLMA C WNdpoBaHUEM;

CEeKyHS; - word — naposib Ans ayTeHTUdUKaLmu.
no area A.B.C.D virtual-link word: (1..256) Yaanaet BUpTyanbHoe CoeMHEHME.
A.B.C.D [hello-interval secs] CMMBO/IOB
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost A.B.C.D: YcTaHaBAnBaeT 3HayeHne CTOMMOCTU CYMMAPHOro mapLupy-
cost naeHTnduKaTop Ta, ucnonb3yemoro ans stub- n NSSA-3oH (ana IPv4).

no area A.B.C.D default-
cost

MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
cost: uenoe
NONOXKUTENIbHOE YNCI0

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D
authentication
[message-digest]

A.B.C.D:
naeHTnduKaTop
MaplupyTusaTopa B
dopmarte IPv4-appeca;
-/BbIKAOYEHO

BkntoyaeT ayTeHTUdMKALMIO Ana Bcex MHTepdeicos AaHHOM
30HbI (ana IPv4):
- message-digest — ¢ wupposaHnem MD5.

OTKAtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTnduKaTop
MapLlupyTusaTopa B
¢dopmarte IPv4-agpeca;
network_address:

Co3aaeT CyMMapHbI MapLpyT Ha rpaHuLe 30HbI (ana IPv4).
- advertise — aHOHCKMpPOBaTb CO34aHHBIN MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapLUPYT.

Ypanaer cymmapHblii MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUABLTP Ha MApLIPYTbl, aHOHCUPYeEMble B
prefix_list in naeHTndmKaTop YKa3aHHYI0 30HY U3 Apyrux 30H (ans IPv4).

no area A.B.C.D filter-list
prefix prefix_list in

MapLlupyTusaTopa B
¢dopmarte IPvd-agpeca;
prefix_list: (1..32)

Ypanaer GuabTP Ha MapLipyTbl, aHOHCMPYEMble B yKa3aH-
HYI0 30HY M3 APYrUX 30H (a0 IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUABTP Ha MapLUPyTbl, aHOHCMPYEMble U3
prefix_list out naeHTUdUKaTop yKa3aHHOW 30Hbl B Apyrue 30Hbl (414 IPv4).
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no area A.B.C.D filter-list
prefix prefix_list out

MapLlupyTusaTopa B
¢dopmarte IPv4-agpeca;
prefix_list: (1..32)

YaansaeTr GUNbTP Ha MapLpyTbl, aHOHCMPYEMbIE U3 yKasaH-
HOM 30HbI B Apyrue 30HbI (gns IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkAtovaeT npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown uaeHTuduKaTop Bkntouaet npouecc OSPF ana 30HbI.

MaplupyTusaTopa B
¢dopmarte IPv4-agpeca;

-/BKAOYEHO
shutdown OtkntoyaeT npouecc OSPF.
-/BKIOYEHO
no shutdown BkntouaeT npouecc OSPF.
timers spf delay delay del YcTaHaBAMBAET BEANYMHY 33a4EPXKKM, NPOU3BOAUMON Nepes,
elay:

no timers spf delay

(0..600000)/5000 mc

oyepeaHbIM NnocnenoBaTeNbHbIM pacyeTom SPF.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers Isa throttle
min_interval hold_interval
max_interval

no timers Isa throttle

min_interval:
(0..60000)/5000 mc;
hold_interval:
(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

3apaét BpemeHHble napameTpbl LSA-TpoTTanHra. TpoTTAnHD
AeNcTByeT TONbKO Ha LSA, MCTOYHMKOM KOTOPbIX sfBAAETCA
NIOKaNbHOEe YCTPOMCTBO.

- min_interval — MUHUMaNbHbIA BPEMEHHOW MHTEPBAN MEXK-
4y ABYMA nocnefoBaTe/lbHO OTNPaBAAKOWMMUCA OAUHAKO-
BbiMM LSA.

- hold_interval — nHTepBan, onpeaenatoWwmii TEKyLLEE BPEMS
3aaepXku. C Kaxaon HoBoW nocneposaTtenbHoW LSA aToT
WHTEPBA/ YMHOXAETCA Ha fiBa, NOKa He AOCTUTHET 3HaYeHUs
max_interval.

- max_interval — MaKCMMasibHbI1 BPEMEHHOW WHTepBan
Mexay ABYMA NOCNefoBaTeNbHO OTNPABAAOWMMUCA OAU-
HakoBbimu LSA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

timers Isa arrival
min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YcTaHaBAMBaeT MWHMMAaNbHbLIM BpPeMeHHOW MWHTepBas, C
KOTOPbIM MaplupyTM3aTop obpabaTtbiBaeT NpUHMMaEMble
LSA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica IP

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 304 — KomaHapl pexknma KoHoburypaumm nHtepdeiica IP

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ospf shutdown

BbikntoyaeT mapipytmsaumio no npotokony OSPF Ha nHTep-
deiice.

- -/BKAKOYEHO
no ip ospf shutdown BkatouvaeT mapuwpytusaumio no npotokony OSPF Ha uHTep-
deiice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| point-to-point} - broadcast — WwupokoBeLLaTeNbHaA ceTb C MHOXKECTBEHHbIM
-/broadcast [A0CTyrnom;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOUKa».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

key_chain: (1..32)
CMMBOOB;
Mo ymonyaHuio
ayTeHTUdMKaLmA
OTK/IIOYEeHa

BkntouyaeT ayteHTUOMKauuto B OSPF n onpeaenser ee tmn:

- key_chain — nma Habopa Kntouyel, cO30aHHOIO KOMaHAOM
key chain;

- null — He “cnNoNb30BaTb AyTEHTUDMKALMIO;

- message-digest — ayteHTMdMKauua MD5.
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no ip ospf authentication YcTaHaBAMBAET 3HaYEHMeE MO YMONYAHMUIO.

[key-chain]

ip ospf authentication-key HasHauaeT naposb gna ayteHTMdUKaumMm cocepen, focTyn-
key HbIX Yepes TeKyLWnin nHTepoenc. MNMaponb, yKasaHHbIN TakUM

o6paszom, 6yaeT BHeAPEH B 3aro/I0BOK KaXKAOro yXO4ALLEro

key: (1..8) cumBosioB
B 3Ty ceTb NakeTa OSPF B KayecTBe KAloya ayTeHTUOUKaLUK.

no ip ospf YpanaeT naponeb.
authentication-key

ip ospf cost cost YcTaHaBAMBAET METPUKY COCTOAHWUA KaHana, KoTopas ABAA-
€TCA YC/0BHbIM MOKasatenem "cToMmocTu" nepecbiNkn AaH-

cost: (1..65535)/10
HbIX MO KaHany.

no ip ospf cost YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.
ip ospf dead-interval YcTaHaBAWBaET MHTEPBaN BPEMEHU B CEKyHZAX, MO ucTeye-
{interval | minimal} HUWM KOTOporo coces 6ydeT cyMTaTbCA HEAKTUBHbIM. ITOT

interval: (1..65535)
CEKyHA;
minimal — 1cek

MHTEpBan [0/MKeH OblTb KpaTHbIM 3HauveHuto hello-interval.
Kak npasuno, dead-interval paBeH 4 uHTepBasam OTNPaBKK
hello-naketos.

no ip ospf dead-interval YcTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.
ip ospf hello-interval YcTaHaBAMBAET UHTEPBaAN BPEMEHU B CEKyHAaX, MO McTeye-
interval interval: (1..65535)/10 HUW KOTOPOrO MapLIPyTU3aTOP OTNPABAAET CAeayHoLW M
CEeKYHA, hello-naket c nHTepodeiica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ip ospf mtu-ignore bled OTKAtoYeHue nposepkun MTU.
no ip ospf mtu-ignore /enable YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
ip ospf passive-interface 3anpewgaet IP-uHTepdericy ob6meHMBaTbCA NPOTOKObHBIMU
COoO0bLIEHMAMM C coceaaMM Yepes3 yKasaHHbIN (U3NYecKuin
-/disabled MHTepoeic.
no ip ospf passive- Paspewaet IP-uHTepdeiicy 06MeHMBaTbCA NPOTOKONbHBIMM
interface coobLeHMAMM C coceagamm.
ip ospf priority priority YcTaHaBAMBaeT NPUOPUTET MapLipyTM3aTopa, KOTOpbIA uC-
priority: (0..255)/1 nosb3yetca Ana sbibopa DR 1 BDR.
no ip ospf priority YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
ip ospf retransmit-interval BkntoyaeT ayTeHTUOMKaumto B OSPF u onpegenset ee Tun:
interval - text — ayTeHTUPUKALMA OTKPbITbIM TEKCTOM;
interval: (1..65535)/5 - key_chain — vma Habopa Katouen, co3[aHHOIro KOMaHAOoM
CEeKYHZ, key chain.
no ip ospf YcTaHaBMBaET 3HAaYEHME N0 YMONYAHUIO.
retransmit-interval
ip ospf transmit-delay YcTaHaBAMBaeT NpuUMepHOe Bpems B CeKyHAax, Heobxopnu-
delay delay: (1..65535)/1 Moe ANs nepefayn naketa COCTOAHMA KaHana.
no ip ospf transmit-delay CeRYRA YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 305 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet, VLAN

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
no ymon4aHuro

ipv6 ospf shutdown BbikntoyaeT mappyTtmsaumio no npotokony OSPFv3 Ha uH-

Tepdelice.
- -/BKAtOYEHO

no ipv6 ospf shutdown Bkatovaet mapwpyTtusaumnio no npotokony OSPFv3 Ha wH-

Tepdelice.
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ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHtudukaTop
MapLpyTusaTopa B
dopmarte IPv4-agpeca

BkntounTb (oTKNouMTb) OSPF npouecc ans onpegeneHHoM
30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaAET METPUKY COCTOAHMA KaHana, KoTopas ABAA-
€TCA YC/I0BHbIM MOKasaTenem "cTtoumocTn" nepecbiiku gaH-
HbIX MO KaHany.

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO.

ipv6 ospf dead-interval
interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaBAMBaAET UHTEPBAN BPEMEHM B CEKyHAAX, NO UcTeye-
HUM KOTOporo cocep, ByAeT cYMTaTbCA HEaKTUBHbIM. DTOT
MHTEpBaN [0/MKeH BblTb KpaTHbIM 3HayeHuto hello-interval.
Kak npasuno, dead-interval paseH 4 nHTepBanam OTNpaBKu
hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

ipv6 ospf hello-interval
interval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBaN BPEMEHM B CEKyHAAX, Mo ucreye-
HWM KOTOPOrO MapLUPYyTM3aTOP OTNPABAAET C/AeAyoLmit

CeKyHA, hello-naket c nHtepodeiica.
no ipv6 ospf hello-interval YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
ipv6 ospf mtu-ignore . OTKAto4eHUe nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf neighbor 3agaet IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor i Ypanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLUPYyTU3aTOpa, KOTOPbIA WUC-

no ipv6 ospf priority

priority: (0..255)/1

nonb3yetca ana sbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 ospf retransmit-
interval interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CEeKYHA,

YcTaHaBNWBaeT MHTepBan BpeMeHW B CEKyHAAX, Mo ucTeve-
HWM KOTOPOro MapLUpPyTU3aTOp MOBTOPHO OTMPABMUT MakKeT,
Ha KOTOPbIV He Noy4Ynn NOATBEPXKAEHUA O NOJyYeHUn (Ha-
npumep, Database Description naket nam Link State Request
naketbl).

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcraHaBausaet npumepHoe BpemAa B CeKyHAaaX, HeO6XO,£I,VI-
Moe AnAa nepefadn naketa COCTOAHUA KaHaNa.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabnunua 306 — KomaHabl perknma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} ospf
[process_id]

process_id: (1..65536)

OtobparkaeT KoHduUrypauum OSPF.

show {ip | ipv6} ospf
[process_id] neighbor

process_id: (1..65536)

Otobparkaet nHdopmaumm o6 OSPF-cocegsax.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa

OtobparkaeT MHPopmaumm 06 OSPF-cocesie C yKasaHHbIM
agpecom.

show {ip | ipv6} ospf
[process_id] interface

process_id: (1..65536)

Otobparkaet KoHduUrypaumum scex OSPF-uHTepdeicos.
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show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id |
tunnel tunnel_id}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)

OTtobparkaert OSPF-

MHTepoeica.

KoHbUrypauum KOHKPETHOro

show {ip | ipv6} ospf
[process_id] database
[router | summary |
as-summary]

process_id: (1..65535)

OTobparkaeT coctosiHMe 6a3bl AaHHbIX NnpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id]

process_id: (1..65535)

OTobparkaeT mapameTpbl U TeKyllee COCTOSAHWE BUPTYyasb-
HbIX JIMHKOB.

6.15.4 Hacmpoliika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKO/ rpaHMYHOrO L/03a) ABAAETCA MPOTOKONOM MapLIpyTH-
3aUMK MeXKay aBTOHOMHbIMK cucTemamu (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnsieTca obMeH MH-
dopmaument o 4OCTYNHOCTM CETEN C ApyrMmn cuctemamu BGP. MHbopmaLums o 4OCTYNHOCTM CETEN BKJIO-
YyaeT CNUCOK aBTOHOMHbIX cucTem (AS), uepes KoTopble NPOXoAUT 3Ta MHGOopMaLUA.

BGP sABnseTcs NPOTOKO/IOM MPUKNAAHOTO YPOBHA M GYHKUMOHMPYET MOBEPX MPOTOKO/AA TPaHC-
nopTHoro ypoBHA TCP (nopt 179). Mocne ycTaHOBKKU coeauHeHua nepenaétca nHoopmauma obo Bcex
MapLpyTax, NpeaHasHauyeHHbIX 419 3KCnopTa. B ganbHeliwem nepenaértca ToNbKo MHPopmauma ob us-
MEHEeHMAX B TabaMLax MapLLpyTM3aLmu.

KomaHObI pexcuma 210banab6HoU KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbuUrypaumm:

console (confiqg) #

Tabnuvua 307 — KomaHabl pexxnma rnobanbHon KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

router bgp [as_plain_id_|
as_dot _id]

no router bgp
[as_plain_id_| as_dot _id]

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

BKAtoyaeT mapLupyTmsaymio no npotokony BGP.

3apaet naeHTUPUKaTop AS 1 NnepexoamT B peXxnum eé KoHodu-
rypMpoBaHus.

- as_plain_id — ngeHTMdMKaTop aBTOHOMHOW CUCTEMbI, UC-
NoAb3yeMblii MapLIPYTU3aTOPOM MPU YCTAaHOBNEHUWN COCen-
CTBa U 0OMeHe MapLIPYTHOM MHPOPMaLMEN.

- as_dot_id — ngeHTMdMKaTop aBTOHOMHOM cuCTeMbl B 32-
6uTHOM PpopmaTe

OcrtaHaBnunBaeT BGP-maplupytnsaTop, yaanaer BClO KOHOU-
rypaumio npotokona BGP.

KomaHObI pexcuma KoHgu2ypayuu AS

Bua 3anpoca KOMaHAHOM CTPOKM B pesKmMme KoHdurypaumm AS:

console (router-bgp) #
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Tabaunuya 308 — KomaHab! perkmma KoHourypaumm AS

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

bgp router-id ip_add

no bgp router-id

3agatb naeHTudukaTop BGP-mapwpyTtusaTopa.

Ypanute naeHtnoukatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

no bgp asnotation

3apaéT HoTauuto BbiBoAa AS Homepa B show KomaHaax.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

bgp client-to-client
reflection

-/BKAIOYEHO

BK/ItOYaeT NepecbUIKy MapLIpyToB, NoyYeHHbIx oT reflector-
KnneHTa, gpyrum BGP-cocegam.

no bgp client-to-client
reflection

BbiKk/ItOYaeT nepecbinKy MapLipyToB, nosyyeHHbix oT reflec-
tor-knuneHTa, gpyrum BGP-coceaam.

bgp cluser-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyyae, ecnn upeHTMdUKaTOp Knactepa He Ha-
V CTPOEH, B KayecTBe MaeHTUPUKaTop byaer ncnosnb-
30BaTbCcA  rnobanbHbIM  uaeHTUdurkatop  BGP-
MapLupyTu3aTopa.

no bgp cluser-id

Ypanute naeHtuduKaTop Knactepa BGP-mapwpyTtusaTtopa

bgp transport path-mtu-
discovery

BkntouyaeT npoueaypy Path MTU Discovery ana asTomaTuye-
cKkoro onpegeneHva Maximum Segment Size npu ycraHoB-
neHnn TCP-coegmMHeHna mexay coceaamu.
y  BrntoyeHve Path MTU Discovery Ha npouecce
V BKJIKOYAET ero Ha Bcex cocegax

no bgp transport path-
mtu-discovery

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

shutdown

no shutdown

-/no shutdown

ALMUHUCTPATMBHO BblK/IOYaeT npotokon BGP, He yaanasa
ero KoHourypauutio.
370 AelicTBMe BNEYET 3a cOBOI pa3pbiB BCEX CECCUIM
V ¢ BGP-cocegaMM ¥ O4UCTRY Tabanubl MaplipyTm3a-
uuMm npotokona BGP

BkntounTb paboty AS

neighbor ip_add

no neighbor ip_add

3agatb IP-agpec ana BGP-cocepa vnv nepentn B pexum
KOHUGryprMpoBaHUs CyLLLeCTBYHOLLErO coceaa.

Ypanute IP-agpec ana BGP-coceaa

peer-group name

no peer-group name

name: (0..32) cumBona

Cospaet Peer-rpynny
-name - MMA rpynnbl

Ypaanset co3gaHHyto Peer-rpynny

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasbiBaet Tun IPv4 Address Family u nepeBogMT KommyTa-
TOp B peXxum KoHoburypauum cooTseTcTBytoleit Address
Family.

BblkntovaeT cooTBeTcTBytowyto Address-Family

KomaHObI pexcuma KoHgpuaypayuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm Address-Family:

console (router-bgp-af) #
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Tabaunuya 309 — KomaHabl perknma KoHourypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

network ip_add [mask
mask ]

no network ip_add [mask
mask ]

3apaeT noaceTb, KOTopasa aHoHcupyeTca BGP-coceaam.
- ip-add — agpec noacetu.
- mask — macka noacetw.
Ecnn macka He yKasaHa, MO yMOMYaHWUIO OHa 3aja-
V eTCcA KNaccoBbIM METOA0M agpecaLmni.
mask — macka IP-noacetv unun anvHa npedukca

YaanaeT aHOHC JaHHOWM noaceTu.
- ip-add — agpec noacetu.
- mask — macka noacetw.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

PaspelwaeT aHOHCcMpoBaHWe connected-mapLupyTos.

- metric — 3HayeHue atpmbyta MED, KoTopoe byaeT npwu-
CBOEHO MMMOPTUPOBAHHbIM MapLUPYTaM.

- name — Ha3BaHwWe access-list, KoTopbilt ByaeT NpumeHeH K
MapLUpyTam.

3anpeLaeT aHOHCKMpoBaHWe connected-mapLpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapupytsl RIP B BGP.

- metric — 3HayeHue atpmbyta MED, KoTopoe byaeT npwu-
CBOEHO MMMOPTUPOBAHHbIM MapLUPyTaMm.

- name — Ha3BaHwWe access-list, KOTopbIl ByaeT NpUMeHeH K
MapLupyTam.

3anpewaeT MMNOPT MapLLPYTOB M3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeliaeT aHOHCHpOBaHME CTaTUYECKUX MaPLLPYTOB.

- metric — 3Ha4yeHne atpmbyta MED, KoTopoe 6yaer npwu-
CBOEHO MMMOPTUPOBAHHbIM MapLUPyTaMm.

- name — Ha3BaHwWe access-list, KoTopbilt ByaeT NpumeHeH K
MapLUpyTam.

3anpeLLaeT aHOHCMPOBaHME CTaTUYECKMX MapLLPYTOB.

redistribute ospf id [metric
metric | match type |
metric-type mtype | nssa-
only | filter-list name ]

no redistribute static

id: (1..65535);
metric: (1-
4294967295);
type: (internal,
external-1, external-2);
name: (1..32)
CUMBOJIOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF B8 BGP.

- id —naeHtTMduKaTop npouecca OSPF.

- metric — 3Ha4yeHne atpmbyta MED, KoTopoe 6yaer npwu-
CBOEHO MMMNOPTUPOBAHHBIM MapLUPYTaM.

- type — T1n OSPF-mapLpyToB, aHoOHcMpyembix B BGP.

- name — Ha3BaHwWe access-list, KoTopbIlt ByaeT NpumeHeH K
mapLpyTam.

- mtype — TMn meTpukn Ex1 nam Ex2

3anpeu.|,aeT AHOHCMpPOBaHME CTaTUYECKUX MapPLUPYTOB.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Buza 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHurypaumnm BGP-cocega:

console (router-bgp-nbr) #
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Tabaunuya 310 — KomaHabl perkmma KoHourypaumm BGP-cocega

KomaHda

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BK/OYaeT orpaHuWyeHne Ko/MYecTBa NPUHMMAEMbIX Map-
wpyToB oT BGP-coceaa.

- value — MaKcMmanbHOE KO/IMYeCcTBO NPUMHMMAEMbIX Map-
LWPYTOB.

- percent — NPOLLEHT OT MAKCMMaNbHOrO KOAMYECTBa Map-
WPYTOB, NO AOCTUMKEHUW KOTOPOro OTMpPaBAseTcA npeay-
npexaeHue.

- second — BpeMeHHOWN NPOMEXKYTOK (B CEKyHAax), No ucTe-
YEeHUI0 KOTOPOro MNPOUCXOAWUT NEepPenofKNoYeHMe, ecnu
ceccua 6Gbla pasopBaHa M3-3a MPEBblWEHWUA Koau4yecTsa
MapLIpyTOB.

- type — Ha3HayaeT AeiCTBUE BbINOSHAEMOE NPU JOCTUXE-
HUU MAKCMMaNbHOFO 3HAYeHMA - pas3pbiB ceccum <restart>
WA OTNPaBKa NpeaynpexaeHuns <warning-only>.

BblKntoyaeT orpaHMyYeHne KonmyecTsa NPUHMMAEMbIX Map-
wpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHa;
with-sec: (0-65535)/30
CeKyHA,

3a4a€T BpemeHHble MHTepBabl.

- adv-sec - MWHMMAa/bHbIA WMHTEPBAN MeXAy OTMNpaBKoW
UPDATE coobuieHni1 04HOro U TOro e MapLupyTa.

- with-sec - MMHMMaNbHBIN MHTEPBAN MEXAY aHOHCUPOBaA-
HUem MapLipyTa " ero nocneayoLmm ae-
QHOHCUPOBaHNEM.

MpumeyaHue:

- advertisement-interval gonxeH 6biTb 60oablWE MW PaBEH
withdraw-interval.

- MapupyTbl, KOTOpble A0/KHbl 6bITb aHOHCUMPOBAHbI CO-
ceaHum BGP-maplupyTmusaTopam, pacnpefenatorca no He-
ckonbkum UPDATE-coobuieHmam. Mexay OTnpaBKOM 3TUX
UPDATE-co0bLeHMIA BblAEPKMBAETCA CYYaHbIN BpeMEH-
HOM MHTepBan TakMM 0bpa3om, 4Tobbl obLiee Bpemsa MeK-
Oy obHOB/MIEHMEM MapLIPYTOB B JIOKA/NbHOW Tabanue BGP u
oTnpasBKon nocneaHero UPDATE-coobuieHna He npeBblwa-
no advertisement-interval wnau as-origination-interval B8
C/lyyae OTNPaBKM JIOKaNbHbIX (MapLUpyTbl U3 NOKaNbHOM AS)
mapwpyToB B eBGP-coegmHeHnn. Takum 06pasom, Kaxabin
M3 MapLpPyTOB MOXET UMETb CAy4yalHYl BEAUYMHY 3a-
OEPKKM AHOHCUPOBAHMUA.

- ToyHOCTb paboTbl TalmepoBs advertisement-interval, with-
draw-interval u as-origination-interval 3aBuMcuT oT makcu-
MasibHOro 3HayYeHus Nboro M3 3TUX TPEX TaliMepoB, Ha-
CTPOEHHbIX Ha BGP-maplupytusatope (yuuTbiBatoTcAa Tan-
Mepbl, HacTpoeHHble A Bcex BGP-coceaelit). Bce 3HaueHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCUPOBAHUA MApLLpY-
TOB, CKOHUIYPUPOBAHHBIX Ha YCTPOWCTBE, AUCKPETUIUPY-
1oTCA MHTepBasiom B 1/255 oT Hanbosbliero HaCTPOEHHOro
3HayeHusa. YBesIYeHMe MaKCUMaNbHOro 3HayeHus byper
NPUBOANTL K YBENIMYEHUIO YaCTOTbl AUCKPETU3auum Taime-
POB 1, COOTBETCTBEHHO, K MOHUXEHUIO TOYHOCTU UX pabo-
Tol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3a436T BpeMeHHOW MHTepBan mexay otnpaskon UPDATE
COObLLEHNIT OAHOMO M TOTO e MaplupyTa, UCMoab3yeTcs
ANf aHOHCa /NIOKafbHbIX (MapwpyTbl U3 /IOKasbHON AS)
mapLpyToB eBGP cocegam.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

connect-retry-interval
seconds

seconds: (1-65535)/120
CeKyHA,

3a036T BpPEMEHHOW MWHTepBas, MO WCTEYEHUIO KOTOPOro
B0O306HOBAAETCA NOMbITKa co3aatb BGP-ceccuto ¢ coceaom.
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no connect-retry-interval

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHULO.

next-hop-self

no next-hop-self

BKkntoyaeT noameHy 3HayeHus atpubyta NEXT_HOP Ha no-
KaNbHbIV agpec mapLupyTrusaTopa.

OTKNOYUTL NogMeHy aTpmbyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3aaéT Homep aBTOHOMHOW CUCTEMbI, B KOTOPOWN HaxoauTcA
BGP-cocean. YcTtaHOBneHMe coceactBa HEBO3MOMXKHO, MOKa
cocefly He HasHayeH Homep AS.
| JTO0 pelicTBME BNEYET pPaspbiB CECCUM C COCEA0M U
V OUYUCTKY BCEX MPUHATBIX OT HEFr0 MapLUPYTOB.

Yoanute naeHTMoUKaTop cocesHelt aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a42ET BpeMeHHble MHTepBabl.

- holdtime - ecnn B TeyeHue 3TOro BpemeHu He byaeT npu-
HATO keepalive-cooblieHne, TO coeguHeHMEe C coceaom
cbpacbiBaeTcs.

- keepalive - uHTepBan mexay oTnpaBkol keepalive-
Cco0bLEeHMA.

Mpumeyvanue:

3HauyeHus holdtime u keepalive gonkHbl 6bITb M60 06a
paBHbI Hyt0, MM60 06a 6osble HyAA.

holdtime gonskeH 6biTb 6onbLIE UK paBeH keepalive.

- Ecnm 6bin BbIbpaH Talimep hold, KoTopbIi HacTpoeH Ha
JIOKa/IbHOM MapLLIpyTU3aTope, TO UCMOb3YETCA JIOKaNbHOe
3HauyeHue Talimepa keepalive;

- Ecamn 6bin BbibpaH Talimep hold, KoTopbili HacTpoeH Ha
COCelHEM MApLUPYTMU3aTOPE U 3HAYEHMEe IOKaZIbHO HAcTpo-
eHHoro Taiimepa keepalive meHbwe yem 1/3 BbibGpaHHOro
Taimepa hold, To ucnonb3yeTca NOKaNbHOE 3HAYeHMe Tan-
mepa keepalive;

- Ecnm 6bin BbibpaH Talimep hold, KOTOpbI HacTpoeH Ha
COCelHEM MApLUPYTMU3aTOPe U 3HaYeHWe NI0KabHO HacTpo-
eHHoro Taiimepa keepalive 6osbwe yem 1/3 BbIGpaHHOrO
Taimepa hold, To ucnonb3yetca uenoe uyMcno, KoTopoe
MeHblLue Yem 1/3 BbibpaHHoOro Talimepa hold.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOW MHTepBan yaepXaHua coceaa B COCTOA-
Huu ldle nocne Toro, Kak oH 6bi1 COPOLLEH B 3TO COCTOAHUE.
3a 3TOT MHTEPBan BCe MOMbITKA NepeycTaHOBUTL cOoeauHe-
HWe ¢ cocefoM ByayT OTKNOHEHDI.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3a0a6T BpeMEHHON WHTepBan MexAay YycTaHoBkoh TCP-
coeguHeHns n otTnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

shutdown

no shutdown

AOMWHUCTPATUBHO BblKAtOYaeT ceccmto ¢ BGP-cocepom u
OYMLLAET NPUHATbIE OT HEFrO MapLLPYTY, HEe YAANAA ero KOH-
durypauum.

AOMUHUCTPATUBHO BKAtOYaeT ceccuio ¢ BGP-cocegom.

update-source [
GigabitEthernet gi_port
TengigabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /loopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHayaeT uHTepdeiic, KOTopbl OyaeT WCNosb30BaH B
KayecTBe UCXOAALLEro NPU COeAUHEHMU C COCELLOM.

OTMeHAeT PYYHYI HACTPOMKY wucxoasllero uHTepodelica,
BK/IlOYaeT aBTOMaTMYeCKMI BbIbop MHTepdeiica
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route-reflector-client [
meshed ]

no route-reflector-client

-/disabled

HasHauntb BGP-cocena Route-Reflector kaneHtom.

- meshed - napameTp BbICTaBAETCA €C/M UCMO/b3YyeTcA
mesh-tononorua. Mpu noayyeHnn oT Takoro KaneHTa BGP-
MapLpyTOB OHU He ByayT nepecbinaTbCa APYrUM K/MEeH-

Tam

« BGP-mapulpytusaTtop asnsetca route-reflector'om,
ecnn xoTa 6bl OOUH ero cocep, CKOHOUIYpUpPOBaH

Kak route-reflector kaneHT.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO

soft-reconfiguration
inbound

no soft-reconfiguration
inbound

-/disabled

KomaHAa coxpaHsAeT mojlyyeHHble OT coceda MapLlipyTbl B
oTaenbHol obnactv namaTv. MeTog, No3sonseT NPMMeHUTb
BXOAALLYIO NOAUTUKY "route-map in" ana cocepa 6e3 cbpo-
Ca coCeACTBa M 3aMpoca MapLIpyToB.

V Mo ymonyaHuto paboTtaet mexaHuam Route Refresh

OTK/OUYNTL MEXAHMU3M COXPaHEHUA MapLLpPyTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbI ByaeT npuMeHeH
K @aHOHCMPYEMbIM AW NPUHUMAEMbBIM MapLIPYyTaMm.

OtBasaThb IP prefix-list

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopaa byaeT npMmeHeHa K

coceny
v HacTpoliku Ha Peer-rpynne nmetoT 6onee BbICOKUI
NPUOPUTET, YeM HACTPOIMKM Ha CAMOM COCese.

Yoanute cocefa U3 rpynnbl

address-family ipv4 {
unicast | multicast }

YKasbiBaet Tvn IPv4 Address Family n nepeBoauT KommyTa-
TOp B peXum KoHdurypauum cootsetcTsytowel address

-/unicast family pna storo BGP-cocena
no address-family ipv4 { BbIkntounTb cooTBeTcTBYOWYO IPv4 Address-Family
unicast | multicast }
transport path-mtu- BkntoumTb npoueanypy Path MTU Discovery ana BGP-cocepna
discovery .
-/disabled

no transport path-mtu-
discovery

Bbikntounts npoueaypy Path MTU Discovery ana BGP-
cocepga

KomaHObI pexcuma KoHguaypayuu Address Family BGP-coceda

Buza 3anpoca KoMaHAHOM CTPOKM B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #
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Tabnmua 311 — KomaHap! pexkuma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type

]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BK/AtOYaeT orpaHuyeHue KoauuyecTBa NPUHMMAEMbIX Map-
wpyTos oT BGP-coceaa.

- value — MaKCMMaNbHOE KOAMYECTBO NPUHUMAEMbIX Map-
LIpYTOB.

- percent — NPOLEHT OT MaKCMMasIbHOFO KO/MYecTBa Map-
LWPYTOB, NO AOCTUNKEHWWM KOTOPOro OTNpaBAseTcA npeay-
npexaeHue.

- second — BpeMeHHOM NPOMEKYTOK (B CEKyHAax), No ucrte-
YEHWIO KOTOPOTro MPOUCXOAUT NepenoakItoyeHne, ecim cec-
cun 6blia pa3opBaHa M3-3a NPEBbIWEHUA KOAMYEeCTBa Map-
LIpYTOB.

- type — Ha3HayaeT AelCTBUE BbINONHAEMOE MPU AOCTUNKE-
HUM MAKCMMANbHOTO 3HAYeHWs - pa3pbiB ceccum <restart>
WK OTNPABKA NpeaynpexaeHns <warning-only>.

BbIK/tOYaeT orpaHuvyeHne Koanvectsa NPUHMMaEMbIX Map-
wpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec - MMHUManNbHbIN UHTEPBAN MexKay oTnpaBkoin UP-
DATE coobuieHni1 04HOrO U TOTO e MapLupyTa.

- with-sec - MMHMMaNbHLIV MHTEPBAN MeXAy aHOHCMPOBa-
HMEeM MapLIpyTa U ero NocNeAyoWmUm Ae-aHOHCUPOBAHNEM.

Mpumeyarue:

- advertisement-interval gosxkeH 6biTb 6onblWwe MAK paBeH
withdraw-interval.

- MapLupyTbl, KOTOpble AOMKHbI 6bITb aHOHCUMPOBAHbI cOCe-
HUM BGP-mapLlupyTtusaTtopam, pacnpeaenatTca no HeCKo/b-
Kum  UPDATE-coobueHuam. Mexay OTNpaBKOM  3TUX
UPDATE-coobWeHNn BblAEPXKMBAETCA C/yYalHbIA BpemeH-
HOWM MHTEPBAN TakMm 0b6pasom, YTobbl obuiee Bpemsa mexay
06OHOB/IEHMEM MapLIPYTOB B JIOKa/NbHOW Tabauue BGP w
oTnpasKkoi nocneaHero UPDATE-coobuieHns He npeBbilano
advertisement-interval uau as-origination-interval 8 cnydae
OTNPaBKM NOKaNbHbIX (MaplwpyTbl M3 NIOKanbHOU AS) map-
wpyToB B eBGP-coegmHeHUn. Takum obpasom, Kaxablin u3
MapLUPYTOB MOXKET UMETb CYYalHYI0 BENNYMHY 3aLEPHKKU
aHOHCUPOBAHUA.

- ToyHoCTb paboTbl TalimepoB advertisement-interval, with-
draw-interval u as-origination-interval 3asucut OoT Makcu-
MasIbHOrO 3HayeHua Nboro M3 3TMX TPEX Talkmepos, Ha-
CTPOEHHbIX Ha BGP-maplupyTnsaTope (yuuTbiBatoTCA Talime-
pbl, HacTpoeHHble ans Bcex BGP-cocepeit). Bce 3HaueHuA
TaliMepoB aHOHCMPOBAHWUA U [e-aHOHCMPOBAHMA MapLIpPY-
TOB, CKOHPUIYPMPOBAHHbIX Ha YCTPOWCTBE, AWUCKPETU3UPY-
t0TCA MHTepBasiom B 1/255 OT HaMbBO/IbWEro HACTPOEHHOTO
3HayeHuA. YBe/IMYeHMe MaKCUMANbHOTO 3HayeHua byget
NPUBOANUTL K YBENMYEHMUIO YacTOTbl AUCKPETU3aUMK Talime-
POB M, COOTBETCTBEHHO, K MOHMUMKEHWNIO TOYHOCTU MX PaboTbl.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyH[,

3afaéT BpeMeHHOW WHTepBan mexay oTnpaskoi UPDATE
COODOLLEHNI OAHOIO U TOTO e MapLUpPyTa, MCNO/b3yeTca ANA
QHOHCA NIOKaNbHbIX (MapwpyTbl U3 NOKaNbHOM AS) mapwpy-
TO0B €BGP cocepam.

YcTaHaBAMBaeT 3HaYeHUe o YMOIYAHUIO.

route-map name {in | out

}

name: (0..32) cumBona

- name — MMA NOAUTUKK route-map, KoTopas 6yaeT npume-
HeHa K coceay B gaHHowu Address Family. MNo3sonset ¢punbt-
poBaTb M BHOCUTb M3MEHEHMWS B aHOHCHMpPyemble U NPUHU-
MaeMble MapLupyThbl.
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no route-map name {in |
out}

YaaneHve NnoaUTUKKM ¢ AaHHon Address Family

next-hop-self

no next-hop-self

BkatoyaeT nogmeHy 3HauyeHua atpmbyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusatopa.

OTKAOUUTb NogMmeHy aTpmnbyta NEXT_HOP.

route-reflector-client [
meshed ]

-/disabled

no route-reflector-client

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed - napameTp BbICTaBAETCA eCIM UCNO/Ib3yeTcA mesh-
Tononorna. lpu noayyeHUM OT TaKoro KameHta BGP-
MapLUPYTOB OHU He ByayT NepecbiNaTbCa APYIMM KNIMEHTaM.
V BGP-mapwpytusaTtop nAsnsetca route-reflector'om,

route-reflector knuenT.0

ecau xoTa 6bl 0AMH ero cocef, CKOHGUIypMpoBaH Kak
YcTaHaB/IMBaET 3HaYEHWE N0 YMOTYAHUIO

KomaHOb! pexcuma KoHgu2ypayuu Peer-epynn

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 312 — KomaHab! perkmma KoHourypaumm Peer-rpynn

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKAtoYaeT orpaHWyeHue KOAMYecTBa MNPUHMMAEMbIX Map-
wpyTtos oT BGP-coceaa.

- value — MaKkcMmanbHOe KOMMYecTBO MPUHUMAEMbIX Map-
LIpYyTOB.

- percent — NPOLEHT OT MaKCMMaNbHOrO Ko/Ju4ecTBa Map-
LWPYTOB, MO AOOCTUMEHMM KOTOPOro OTMpaBAseTca npeay-
npexaeHue.

- second — BpeMEeHHOMN NPOMEKYTOK (B CEKyHAax), No ucTe-
YeHWIO KOTOPOTO MPOUCXOAMUT NepenoaKIoUeHUE, eCIU CeC-
cua 6blna pasopBaHa M3-3a MPEBbIWEHUA KOAMYecTBa map-
LIpYyTOB.

- type — Ha3Ha4aeT AelCTBME BbINOMHAEMOE MpPU OCTUKE-
HUM MAKCMMANIbHOTO 3HayeHuA - PaspbiB ceccum <restart>
WM OTNpaBKa NpeaynpexaeHus <warning-only>.

BbIkntoyaeT orpaHuMyeHune Kosm4yecTBa NPUHMMAEMbIX Map-
wpyTos oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec - MMHUMAa/IbHbIM UHTEePBAN Mexay otnpaBkon UP-
DATE coobuieHni1 04HOr0 U TOTO Ke MapLupyTa.

- with-sec - MMHMMaNbHbBIN WHTEPBaAN MeEXAY AaHOHCUPOBA-
HMEM MapLUpyTa M ero NocaeayroLLnm Ae-aHOHCUPOBaHUEM.
MpumeyaHume:

- advertisement-interval gonkeH 6bITb 6oblle MAM paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble AO/MKHbI BbiTb aHOHCMPOBAHbI CO-
ceaHnm BGP-maplpyTnsaTopam, pacnpegensalTca no He-
ckonbknm UPDATE-coobuweHnam. Mexay OTnpaBKOW 3TUX
UPDATE-co0bLWeHN BbIAEPKMBAETCA CyYalHbIA BpemeH-
HOW MHTEpBan TakMum obpas3om, 4TobbI obLLee BpeMa mexay
06HOB/NIEHMEM MApLIPYTOB B JIOKa/NbHOM Tabauue BGP wm
oTnpasKoi nocnegHero UPDATE-coobuieHna He npeBbiwano
advertisement-interval nau as-origination-interval B cnyyae
OTNPaBKM NOKaNbHbIX (MapwpyTbl U3 NOKanbHoU AS) map-
wpyToB B eBGP-coeanHeHnn. Takum obpasom, KaxKabli u3
MapLUPYTOB MOXET MMETb C/y4alHYI0 BEIMUYUHY 3a[EPHKKU
QHOHCMpPOBaHMA.

- TouHocTb paboTbl TalimepoB advertisement-interval, with-
draw-interval n as-origination-interval 3asucuT oT Makcu-
Ma/IbHOrO 3HauyeHua Nboro n3 aTUx TPEX Takmepos, Ha-
CTPOEHHbIX Ha BGP-mapwpyTmsaTope (yuuTbiBatoTCA Tarime-
pbl, HacTpoeHHble anAa Bcex BGP-cocegelt). Bce 3HayeHus
TaliMepoB AHOHCMPOBAHWUA W Ae-aHOHCUPOBAHUA MapLIpPy-
TOB, CKOHPUIypUPOBAHHbIX HA YCTPOMCTBE, AUCKPETU3UPY-
toTCA MHTepBanom B 1/255 oT Hambosblero HaCTPOEHHOro
3HayeHuA. YBe/lMYeHWe MaKCMManbHOro 3HayeHus 6yget
NPUBOANUTL K YBEIMYEHUIO YACTOTbl AUCKPETU3aUmUM Talme-
POB U, COOTBETCTBEHHO, K MOHMUMXEHWUIO TOYHOCTU MX PaboTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3afaéT BpeMeHHOM MHTepBan Mmexay oTtnpaskoi UPDATE
COODOLLEHNI O HOTO M TOTO e MapLLIpyTa, UCNO/b3yeTcA ANA
aHOHCa NIOKaNbHbIX (MApLpPYTbl U3 NOKanbHOU AS) mapipy-

CERYHA TOB €BGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HaYeHMe MO YMONYAHWIO.
connect-retry-interval 3aaéT BPeMEHHOW MHTEPBas, MO UCTEYEHWUIO KOTOPOTO BO-
seconds seconds: (1- 306HoB/IAETCA NoMbITKa co3aaTb BGP-ceccuto ¢ cocegom.
- 65535)/120 cekyHg,
no connect-retry-interval YcTaHaB/IMBaeT 3Ha4YeHUE N0 YMOMYAHMIO.
next-hop-self BKkntoyaeT noameHy 3HayeHua atpubyta NEXT_HOP Ha no-
- KasbHbI agpec mapLipyTmsartopa.
no next-hop-self OTKAtounNTb NogMmeHy aTpmnbyta NEXT_HOP.
remote-as [as_plain_id_| 3a43éT Homep aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoauTcA
as_dot_id] as_plain_id: BGP-cocen. YcraHoBneHue coceAcTtBa HEBO3IMOMKHO, MOKa
(1..4294967295)/1 cocefy He Ha3HavyeH Homep AS.
as_dot_id:

no remote-as

(1.0..65535.65535)

/| 310 AeiicTBUEe BNEYET paspbiB CECCUMU C COCEAO0M U
OUMUCTKY BCEX MPUHATBIX OT HEr0 MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceaHein aBTOHOMHOM CUCTEMbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (O-
21845)/30 cekyHa,

3a8aéT BpemeHHble MHTepBasbl.

- holdtime - ecan B TeyeHne 3TOro BpeMeHu He byaeT npu-
HATO keepalive-coobuieHne, TO coeauHeHue € cocefom
cbpacbiBaeTca.

- keepalive - wuHTepBan mexay otnpaskon keepalive-
Co0bLLEeHNA.

MpumeyaHue:

3HauyeHus holdtime u keepalive gonxHbl 6bITb MM60 06a
paBHbl HY/t0, 160 06a 6onblue HyAsA.

holdtime gonxeH 6biTb 6onblie UK paBeH keepalive.

- Ecam 6bin BbibpaH Talimep hold, KoTopbii HacTpoeH Ha
NIOKANbHOM MApLUpPYTM3aToOpe, TO UCMO/b3YeTcA NoKasbHOoe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Taimep hold, KoTopbili HacTpoeH Ha
cocegHEM MapLUpyTM3aTope M 3HAYeHWe NOKasbHO HAcTpo-
eHHoro Taimepa keepalive meHbwe yem 1/3 BbiGpaHHOro
Tanmepa hold, To ucnonbsyeTca NokanbHOe 3HayeHue Ta-
mepa keepalive;

- Ecnn 6bin BbibpaH Taimep hold, KoTopbii HacTpoeH Ha
cocegHEM MapLUpyTM3aTope M 3HAYeHWe NOKasbHO HAcTpo-
eHHoro Tailmepa keepalive 6onblwe yem 1/3 Bbi6paHHOrO
Tanmepa hold, To ucnonbsyetca uenoe uyucno, KoTopoe
MmeHble yem 1/3 Bbib6paHHoro Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHMA cocesa B COCTOSA-
Huu ldle nocne Toro, Kak oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTepBa/a BCe MNOMbITKM MepeycTaHoBUTb CoeauHe-
HUe ¢ cocegom byayT OTKNAOHEHDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3aaéT BpPEMEHHON MWHTepBan Mexay YycTaHoskoh TCP-
coeanHeHus n oTnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

AOMUHUCTPATUBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom u
OYMLLAET NPUHATbIE OT HEFrO MapLLPYTy, HE YAaNAA ero KoH-
durypauum.

AOMUHUCTPATUBHO BKAKOYAET ceccuto ¢ BGP-cocepom.

update-source [
GigabitEthernet gi_port
TengigabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdelic, KoTopbii ByaeT UCNoNb30BaH B Ka-
YyecTBe UCXOAALLEro NPU COeAMHEHMM C COCEA0M.

OTMeHAEeT PYYHYH HaCTPOMKY MCXoaAalero uHTepodeiica,
BK/IHOYaAET aBTOMATMYECKui1 BbIbop MHTepdelica

route-reflector-client [
meshed ]

no route-reflector-client

-/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed - napameTp BbiCTaBAeTCcA €CAM WUCMNONb3yeTcA

mesh-tononorvaA. Mpu Noay4eHUn oT Takoro KaveHta BGP-

MapLUPYTOB OHU He ByayT nepecbinaTbCa APYIMM KNMEHTaM.
BGP-mapwpytmsatop nsnsetca route-reflector'om,

V ec/n XoTA 6bl OAUH ero coces, CKOHPUIYPUPOBaH Kak
route-reflector knneHT.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

soft-reconfiguration
inbound

-/disabled

KomaHaa coxpaHseT nosyyeHHble OT cocefa MapLipyTbl B
oTAenbHoli obnacTv namatn. MeTog No3BosseT NPUMEHUTb
BXOAALLYIO NONUTMKY "route-map in" ans coceaa 6e3 cbpoca
coceACTBa M 3aNpoca MapLIPyTOB.

V Mo ymonuaHuto paboTtaetr mexaHmam Route Refresh
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no soft-reconfiguration
inbound

OTKNOUYUTD MEXAHU3M COXPaHEHUA MapLIPYyTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIii ByaeT npumeHeH K
AHOHCMPYEMbIM UAU MPUHUMAEMbIM MaPLLPYTaM.

OtBasaThb IP prefix-list

KomaHObI pexcuma privileged EXEC

Bce KomaHAabl AOCTYynNHbI ANA NpUBUNErTMPOBaAaHHOIO NoJib3oBaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnunua 313 — KomaHabl perknma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

clearip bgp [ip_add ]

MepeyctaHaBnmnsaeT coegmHeHmna ¢ BGP-cocegamm, oumuian
NPUHATbIE OT HUX MaPLIPYTbI.

- ip-address - agpec coceaHero BGP-cnuvKepa, C KOTOpbiM
byneT nepeycTaHoB/eHa ceccus.

show ip bgp [ip_add ]

OT06pa3unTb Tabamuy BGP-mapwpyToB (Loc-RIB).
- ip-add - npedurKc noaceTn HazHayYeHUn, No KoTopomy byaert
oTobpaxkeHa noapobHasa MHPopPMALMA O MapLLpyTax 40 HeE.

show ip bgp neighbor [ ip-
add [ detail | advertised-
routes | received-routes]]

0OT06pasnTb MHPOPMALMIO O HACTPOEHHbIX BGP-coceasx.

- ip-address - agpec coceaHero BGP-cnukepa, no KoTopomy
bynet oTdMnbTpoBaHA UHPOPMaLLUA.

- detail - oTo6pa3uTb NoAPo6HY MHOPMaLMto.

- advertised-routes - 0T06pasnTb TabANLy MapLUIPYTOB, aHOH-
CMPOBaHHbIX coceay.

- received-routes — 0TO6pasunTb TabauLy NPUHUMAEMBbIX
MapLWpyTOB A0 MPUMEHEHUA K HUM BXOAALLEN NONNTUKM

show ip bgp peer-group
name

OTobpa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMU.
- name — oTo6pa3nTb HACTPOMKM rpynnbl C UMEHEM name

show ip bgp peer-group
name neighbors

OT06pa3nTb COCTOALMX B peer-rpynne coceaemn

6.15.5 Hacmpoiika Route-Map

anMEHeHMe route-map nos3BoaAeT U3IMeHATb

wpyTos BGP.

KomaHOb! pexcuma enobasnbHol KOHpuU2ypayuu

aTpubyTbl Y aHOHCMPYEMbIX U NMPUHUMAEMbIX Map-

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobasnbHOM KoHOUrypaumm:

console (config) #
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Tabaunuya 314 — KomaHabl perkmma rnobanbHom KoHGUrypaumum

3HayeHue/3HayeHue
o ymon4aHuro

KomaHda

Aelicmeue

route-map name [
section_id ] [ permit | deny

]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Cospaet 3anucb route-map.
MepeBoAWUT KOMaHAHYIO CTPOKY B pexum KoHburypuposa-
HWMA route-map.
- hame - Ha3BaHWe route-map.
- section_id - Homep 3anucu B 3TOI route-map.
- permit - npUMEeHUTb set KomaHAbl K MapLupyTam,
- deny - oT6POCUTL MapLUPYTLI.
V MakcumanbHoe Konu4yectso route-map

32

no route-map name [
section_id ] [ permit | deny

]

(BKNtOYaAn ceKkumMM ogHoOro route-map )
Ypanutb route-map

- section_id - ynanset 3anucb c Homepom section_id

KomaHObI pexcuma KOHgu2ypauuu ceKyuu route-map

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KOHOUrypaLummn cekumm route-map:

console (config-route-map) #

Tabanua 315 — KomaHAabl pexknuma KoHGUrypaumm cekumm route-map

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHda

Aelicmeue

continue section_id [ and ]

section_id: (1..
4294967295).

3ajaTb HOMep cnegyloweit cekummn route-map, Kotopas 6y-
AeT NPYMEHeHa K MapLipyTam, nocne NpuMeHeHUsn TeKyLen.
- and - yKasbiBaeT, 4To match ycTaHoBKM B 3TOM route-map
O0/IXHbI BbITb Nornyeckn obbeamHeHbl (AND) ¢ match ycra-
HOBKamMM B route-map, 0603HaYeHHbIX MapamMeTpPom
section_id.
Co3gaHue uenoyek route-map (6e3 napametpa
V and) BO3MOXeH, ecim TUN route-map BbICTAaBNEH B
permit.

EcAv npu co3faHMKM LLeNOYKM NpUMMeHsaeTca napa-
meTp and, To Bce set YyCTaHOBKM A0/KHbI HAXOAUTb-
€A B NOCNeAHEeN CeKUMM 3TOM LenoYKu.

v

no continue

C6pacbiBaeT yCTaHOBKY

match ip [ address | next-
hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.
- address - cootBeTcTBMe prefix-list u ip agpeca mapwpyTa.
- next-hop - cootsetctBue prefix-list u next-hop ip agpeca
mapLpyTa.
- route-source - cootsetcTBue prefix-list u ip agpeca ncrou-
HWKa MapLupyTa.
., YT06bI HEe OTOPACHIBANUCL OCTaIbHbIE MAPLIPYThbI, HE
V yKasaHHble B prefix-list, HeobxogMmo cosgatb nyc-
TOW route-map v nNpuBA3aTb €ro K Tekylliemy yepes
continue

no match ip [ address |
next-hop | route-source ]
prefix-list name

C6paCbI BaeT cooTBeTcTBMne

match local-preference
value

value: (1..
4294967295).

3ajaeT cooTBETCTBME c aTpubytom local-

preference.

MapLupyTa
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no match local-preference

CbpacbiBaeT cOOTBETCTBME

match metric value value: (1.. 3apaeT cOOTBETCTBME MapLLpyTa € aTpMbyTom metric.
4294967295).
no match metric CbpacbiBaeT coOTBETCTBUE
match origin [ igp |egp | 3a/aeT cOOTBETCTBME MapLUpyTa C aTpubyTom origin.
incomplete ] - igp — mapuwpyT 6bln NONYYeH U3 NPOTOKONA BHYTPEHHEN
MapuwpyTtusaumm (Hanpumep KomaHaon network)
- egp — MapLpyT 6bi/1 BblyyeH no npoTokony EGP.
) - incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep KomaHgoi redistribute)
no match origin CbpacbiBaeT COOTBETCTBUE
set as-path path-limit [0o6aBuTb K MappyTy aTpmnbyTt AS_PATHLIMIT.
value HyneBoe 3HayeHWe orpaHNYMBaET aHOHCUPOBaHME JIOKANbHO
CreHepMpoBaHHbIX MapLIPYTOB, TO/MbKO mexay iBGP coce-
value: (0-255) Aamu (He 6yayT BuAaHbI ana eBGP).

no set as-path path-limit

3HayeHue 6onblie 0 o3HavaeT, yto ecnm AS_PATH atpubyt
umeetT 6onbwe AS-HomepoB, yem 3HadeHne AS_PATHLIMIT,
TO HY»KHO ero otbpocutb Npu Boixoae B eBGP.

CébpacbiBaeT path-limit

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHbIe AS HOMmepa.

4294967295)
no set as-path prepend CépacbiBaeT gobasneHue K AS-Path
set as-path prepend local- Oob6asutb K aTpubyTy AS-Path value Homepos Local AS (Ha
as value BbIxog eBGP coceay).

value: (0-10) A AY)

no set as-path prepend
local-as

CbpacbiBaeT gobasneHue K AS-Path

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cumBona

Yaanutb 13 atpnbyta AS-Path ykasaHHyto AS

CbpacbiBaeT yganeHune

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLpyTa.
- ip_address — IP-agpec next-hop

CbpacbiBaeT yCTaHOBKY aTpubyTa next-hop

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBWTL 3HaYeHWe aTpubyTa local-preference.

CbpacbliBaeT ycTaHoBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTb 3HaYeHue aTpubyTta metric.

CbpacbiBaeT ycTaHOBKY aTpnbyTa metric.

set next-hop-peer

no set next-hop-peer

YcTaHoBUTb 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT ycTaHOBKY aTpubyTa

set origin [ igp |egp |
incomplete ]

no set origin

YCcTaHOBWTL 3HaYeHue aTpubyTa origin.

- igp — mapuwpyT 6bln NONyYeH M3 NPOTOKONA BHYTPEHHEN
MapLipyTU3aumm (Hanpumep KomaHaol network)

- egp — MmapLpyT 6bIn BblyyeH no npoTokony EGP.

- incomplete — mapLupyT 6bln Bbly4YEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep KomaHgoi redistribute)

CbpacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YCcTaHOBWTb 3HauyeHue aTpubyTa weight.

CbpacbiBaeT ycTaHOBKY aTpunbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KOmaHAbl AOCTYNHbI 414 NPUBUAETMPOBAHHOIO NOJb30BaTENA.
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Buza 3anpoca KomaHAHOM CTPOKM pexxmnma privileged EXEC:
console#

Tabnunua 316 — KomaHabl perxknma privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show route-map [name] MpocmoTp MHbOPMaLMKM O CO3AaHHBIX route-map.

name: (0..32) cumBona
- name — ums route-map

6.15.6 Hacmpolika Prefix-List

Prefix-nnuctbl no3sonatoT ¢puAbTPOBaTb NPUHMMAEMbBIE M AHOHCUMPYEMbIE MAPLLPYTbl NMPOTOKOA0B AWHa-
MUWYECKOW MapLUPyTU3aLMK.

KomaHOb1 pexcuma enobanbHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNob6anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 317 — KomaHabl perkrma rnobanbHoM KoOHGUrypaumum

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto
ip prefix-list list-name [seq Co3sgartb Prefix-list.
seq_value] [description - permit — pa3speluatoliee gercTene 419 MapLpyTa
text] {deny | permit} - deny — 3anpelatoliee gecTene 4na mapupyTa

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);

le_value: (1..32)

ip_address [mask] [ge
ge_value] [le le_value]

- list-name — uma cospgasaemoro prefix-nucra
- seq_value — Homep 3anucy B cnncke npeduKcos
- text — onucaHue cnucka npedukcos
- ge_value —cooTBeTcTBME AAMHe npeduKca, PaBHON wan
6o/bLIeN, Yem HacTpoeHHaa ANnHa npedukca
- le_value — cootsetcTBue annHe npeduKca, KoTopasa pasHa
WM MeHblUe HaCTPOEHHOW A4/1MHbI NpeduKca.
EC/NM He HaLNOCb HM O4HOTO COOTBETCTBMSA, TO ByaeT
V NnpUMMeHeHa HesaBHaA NOIMTUKA MO YMOAYaHuio deny
any
no ip prefix-list list-name [ Ypanutb cosgaHHbii Prefix-List
seq seq_value]

KomaHObI pexcuma privileged EXEC

Bce KomaHAapbl AOCTYynNHbI ANnAa NpUuBUNErMpPOBaAaHHOIO NOJ1b30BaTENA.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#
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Tabaunua 318 — KomaHabl perknma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aeiicmeue

MpocmoTp MHPOopPMauum o co3aaHHbix prefix-list.
- name — ums prefix-list

show ip prefix-list [name] name: (0..32) cumsona

6.15.7 banaHcupoeka Hazpy3ku Equal-Cost Multi-Path (ECMP)

BanaHcupoBka Harpy3skm ECMP nossonsaeT nepefaBatb NakeTbl OAHOMY MOyHaTENO NO HECKONBKUM
«Yy4WUM mapwpytam». JaHHbI GYyHKLMOHAN NpeaHasHauYeH Ans pacnpeseneHuna Harpysku u onTMmu-
3aLMm NPONycKHoW cnocobHocTh ceTn. ECMP moxkeT paboTaTb KaK CO CTaTUUECKMMM MapLUpyTaMu, Tak U €
NPOTOKOAaMM ANHaMUYeCKoM mappyTtmsaumm RIP, OSPF, BGP.

KomaHOb! pexcuma 2n106as16HOU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobanbHoN KoHOUrypaumm:
console (config) #

Tabnunua 319 — KomaHab! perkmma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
ip maximum-paths 3a4aTb MAKCMMAJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT
maximum_paths . 6bITb YyCTaHOBNEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: o
1.64)/1 Hactpoiika BCTynuT B My TONbKO Nocne coxpaHe-
(1. \ / HUA KOHPUrypauum n nepesarpysKku ycTpoicTea.
no ip maximum-paths YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

6.15.8 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

MpoTokon VRRP npepgHasHauyeH Ana pe3epBMPOBAHUA MapLUPYyTM3aTOPOB, BbIMNO/HAOWMX POAb
WA3a Mo ymonyaHuio. ITo  gocTuraetca nytém  obbeauHenua  IP-uHTepdeicoB  rpynnbl
MapLIpyTU3aTOPOB B OANH BUPTYasIbHbII, KOTOPbIN ByAeT MCNOb30BaTbCA KaK LW/03 N0 YMOAYaHUIO AnA
KOMMblOTEpPOB B ceTWU. Ha KaHanbHOM ypoBHe pesepBupyemble MHTepdelicbl nmetor MAC-agpec
00:00:5E:00:01:XX, rae XX — Homep rpynnbl VRRP (VRID).

ToNbKo 04MH M3 GU3MYECKMX MAPLLPYTU3ATOPOB MOXKET BbINONHATL MapLlipyTM3aumto TpadumKka Ha
BUpTyanbHoMm IP-uHTepdelice (VRRP master), ocTanbHble MapLUpyTM3aTopbl B rpynne npegHasHayeHbl Ans
pesepsupoBaHma (VRRP backup). Beibop VRRP master npoucxoamt B cootBetctBum ¢ RFC 5798. Ecau
TEKyLWMIA master CTaHOBWUTCA HeAOCTyNHbIM — Bbl6Op master'a nosTopseTca. Hausbicwnii npuoputeTt
MMeeT MapLIpyTu3aTop € cobcTBeHHbIM |IP-agpecom, coBnagatowym C BUpPTyanbHbiM. B cnydae
[OCTYNHOCTM OH Bcerga ctaHoBuTcAa VRRP master. MakcnmansHoe konndectso VRRP-npouyeccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelicos Ethernet, VLAN, uHmepdelica 2pynnsl nopmos

Bua, 3anpoca KOMaHAHOMW CTPOKM B pexkmme KoHourypauum wuHTepdencos Ethernet, VLAN,
nmHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabaunuya 320 — KomaHab! pexxuma KoHdpurypauum nHtepdeiica Ethernet, VLAN, nntepdeliica rpynnbl nop-

TOB
Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
vrrp vrid description text vrid: (1..255); [obasneHne onucaHusa LenuM uam ucnonb3oBaHua ana VRRP
text: (1..160 MapLIpyTU3aTopa ¢ MaeHTUPUKaTopom vrid.
no vrrp vrid description CUMBOJIOB). Ypnanenune onucanHusa VRRP-mappyTtusatopa.
vrrp vrid ip ip_address Onpegenenue IP-agpeca VRRP-mapwpytusaTopa
no vrrp vrid ip [ip_address] Ypanenue IP-agpeca VRRP ¢ mapwpyTtusaTtopa. Eciv B KayecT-
vrid: (1..255) Be napameTpa He yKasaH IP-agpec, To yganartca sce IP-agpeca
BUPTYa/IbHOrO MapLUpyTM3aToOpa, BCNEACTBUE YEro YAANUTCA U
cam BUPTYaNibHbIN MapLupyTM3aTop vrid HAa AaHHOM YCTPOWCT-
Be.
vrrp vrid preempt Bk/toueHWe pexuma, npu Kotopom backup-mapwpyTmsaTtop ¢
60/1ee BbICOKMM NpUOPUTETOM OYyAEeT MbITaTbCA NepexBaTUTb
Ha ceba ponb master y Tekyllero master-maplupytusatopa ¢
vrid: (1..255); 6onee HU3KMM NPUOPUTETOM.
Mo ymonuyaHutio ) MapLpyTusatop, KOTopblit ABAAETCA Bragenbuem IP-
BK/IIOYEHO V agpeca mapuwpytusaTtopa, 6yaeT nepexBaTbiBaTb Ha
ceba ponb master He3aBUCMMO OT HACTPOEK AaHHO
KOMaHAbI.
no vrrp vrid preempt YcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHune npuoputeta VRRP-mapwpyTtusaTopa.

no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255
onda snagenobua IP-

agpeca,100 pna

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

OCTaNbHbIX

vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP npoToKoa Ha AaHHOM MHTepdeiice.

no vrrp vrid shutdown Mo ymonyaHutio: BkntoyeHne VRRP npoToKona Ha saHHOM uHTepodelice.
BbIK/OYEH

vrrp vrid source-ip Onpegenexve peanbHoro VRRP-agpeca, kotopbin byaeT umc-

ip_address vrid: (1..255); nosb3oBaTbcA B KayecTtse |IP-agpeca otnpasutena gna VRRP-

no vrrp vrid source-ip

Mo ymonyanutio: 0.0.0.0

Cco0bLLeHMIA.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid timers advertise
{seconds | msec
milliseconds}

no vrrp vrid timers
advertise [msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpepeneHvie  WHTepBana Mexay aHoOHcamu  master-
MapLupyTusaTopa. Ecam nHTepBan 3agaH B MUNIUCERYHAAX, TO
NPOUCXOANT OKpYraeHne BHU3 A0 bauKahwen cekyHAabl ona
VRRP Version 2 1 oo 6aunxkallmx coTbix gonein cekyHapl (10
munnancekyHa) ana VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

vrrp vrid version {2 | 3 |
2&3}

no vrrp vrid version

OnpegeneHne noaaepkmaemoit sepcun VRRP npoToKona.

-2 — noapepkusaetca VRRPvV2, onpeaeneHHbit B RFC3768.
Monyyaemble VRRPV3 coobuieHuns oTbpacbiBaloTCA MapLUpyTH-
3aTopom. OTnpasnaoTcA TonbKo VRRPV2 aHOHCHI.

-3 — noageprkmeaetca VRRPv3, onpeaeneHHbii B RFC5798,
6e3 coemectumoctn ¢ VRRPv2 (8.4, RFC5798). Monyyaemble
VRRPV2 coobuieHnna otbpacbiBatoTcs maplipytnusatopom. OT-
npasnATcA ToNbKo VRRPV3 aHOHCHI.

- 2&3 — nogaepxuBaetca VRRPv3, onpeaeneHHbiit B RFC5798 ¢
obpatHoit coBmecTumocTbto ¢ VRRPv2. Monyyaembie VRRPvV2
coobuieHns obpabaTbiBatoTcs MaplipyTnsatopom. OTnpasns-
totca VRRPv2 n VRRPvV3 aHOHCbI.

Noppepkusaetca Tonbko VRRP Bepcun 3. Pexkmmbl 2 1 2&3
6yayT noaaepKmMBaTbea B byaylimx sepcusax MO.

YCcTaHOBKaA 3Ha4YeHUA no YMONYaHUIO.
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KomaHOb! pexcuma privileged EXEC

Bce KomaHAabl AOCTYynNHbI ANA NpUuBUNErMpoBaHHOrO NoJib3oBaTenA.

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabaunua 321 — KomaHabl perknma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4yaHuro

Aeiicmeue

show vrrp [all | brief |
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocmoTp KpaTKoM MAM AeTanbHON WMHPOPMAUMK ANA BCeEX
WAN OAHOIO HAaCTPOEHHOrO BMPTYyaslbHOrO MapLupyTM3aTopa
VRRP.

-all — npocmoTp MHOpMaLMM O BCEX BUPTYasibHbIX Map-
LWpPYTM3aTOpPaX, BKAKOYAA OTKAIOUYEHHbIE;

- brief — npocmoTp KpaTKoi nHPopmauumn o BCcex BUPTyasb-
HbIX MapLIpPyTU3aTOPaXx.

lpumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT aApec B KayecTse agpeca BUPTY-
anbHOro MmapuwpyTtusatopa. Bkatounte VRRP-npoTtokon Ha nHtepdeice VLAN.

console
console
console
console

—~ e~~~

= [locmoTpeTb KoHdurypaumo VRRP:

console# show vrrp

config-vlan)# interface wvlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255
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7 CEPBUCHOE MEHIO, CMEHA NPOrPAMMHOIO OBECNEYEHUA

7.1 MaeHio Startup

MeHto Startup ncnonbsyeTtca AOnA  BbINOJZIHEHUA  CNeuUnaibHbIX
BOCCTAaHOB/1EHME 3aBOACKUX HACTPOEK N BOCCTAHOBNEHNE NAPOAA.

TaKNUX  KakK

npoueayp,

[Ona Bxopa B MeHio Startup HeobxoAMMO MNpepBaTb 3arpy3Ky HaxKaTMem Knasuwm <Esc> nau
<Enter> B TeuyeHMWe MepPBbIX ABYX CEKYHA MOC/ae NOABAEHUA COOOLLEHUA aBTO3arpy3kM (MO OKOHYAHWUM
BbINONHEHUA npoueaypbl POST).

ey

Enter your choice or press

Startup Menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Image menu
Back

'ESC' to exit:

[NnA BbIXOZa U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmMUTe Knasuwy <5>, 1mbo <Esc>.

Ecam B TeueHue 15 ceKyHA (3HauyeHMe NO yMOYaHUIO) He BbIGPaH HU OAUH U3 MYHKTOB
MEHI0, TO 3arpysKa yCTPOWUCTBA NPOA[O/MKUTCA. BpeMa 0XKUOAHUA MOXKHO YBE/IMUUTb C
NOMOLLbIO KOMaHA, KOHCONU.

Tabaunuya 322 — OnucaHue meHio Startup

Ne HaseaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KoHPuUrypaumu ycTpoMCTBa.
<1> BoccTaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHaa npoueaypa MCMoib3yeTca A/ YCTAHOBKWU/yAaneHMa napons Ha Ha-
<2> YcraHoBKa / yp,aneHM? Ya/ibHbIii 3arpy3ymK.
naponA Ha HavasbHbIN
3arpysymk
[aHHaa npouegypa ucnosb3yetca ANA BOCCTAHOBJ/IEHUA YTPayeHHOro Mapons,
OHa NO3BOAET NOAKAYUTLCA K YCTpoCTBY 6€3 napons.
Password Recovery [na BoccTaHOBNEHUA MaApOAA HaXKaTb KNasuwy <2>, Npu nociaeayolwem nog-
<3> Procedure KNOYEHMU K YCTPOWCTBY Naposib ByaeT NpoMrHopmMpoBaH.
BoccTaHoBneHne naponsa Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
[aHHas npoueaypa ucnonbsyetca gna Bbibopa akTMBHOro ¢aitia CUCTEMHOro
no.
Image menu Ec;lm He BblOpaH HOBbIN 3arpy»KeHHbIN ¢ann cuctemHoro MO aKTUBHbLIM, TO YCT-
<4> BbiGop akTMBHOrO daiina POWCTBO BbINOJHWUT 3arpy3Ky C UICNO/Ib30BAaHWEM TEKYLLEro akTuBHoro obpasa
cuctemHoro MO Image menu . .
[1] Show current image —npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTpolicTee
[2] Set currentimage — BbIbOp akTMBHOTO Paitna cuctemHoro NO
[3] Back
<5> Back [na BbIXOAa U3 MEHIO W 3arpy3KM YCTPOMCTBA HaxkMuTe Knasuly <Enter>, nnbo
Bbixoa, 13 meHto <Esc>.
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7.2 O6HOoBNeHUe nporpammHoro obecneueHus c cepsepa TFTP

Cepsep TFTP gosxeH 6biTb 3anyLLeH U HaCTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpyatbcs nporpammHoe obecneueHue. CepBep A0KEH UMETb paspeLLeHUe Ha YTeHue
daiinos HauanbHoOro 3sarpysumka n/uam cuctremHoro NO. KomnbioTep € 3anyuieHHbIM
TFTP-cepBepom ponxKeH 6biTb AOCTYyNeH A8 KOMMYTaTopa (MOXHO MPOKOHTPOUPO-
BaTb, BbINOJIHUB HA KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Kom-
nbloTepa).

.‘

’ ‘ O6HoBNEHMe NPOrpamMmMHOro obecrneyeHns MOXeT OCYLLEeCTBAATLCA TO/IbKO NpUBUAEru-
- pPOBaHHbLIM NONb30BaTENEM.

7.2.1 O6HosneHue cucmemMHO20 NPo2pPamMmmHo20 obecnevyeHus

3arpysKa ycTpolicTBa ocyliecTsaseTca u3 ¢alina cucTemHOro nporpammHoro obecneyeHus (M0),
KOTOPbIA XpaHUTCA BO ¢naw-namatu. Mpu obHOBAeHUM HOBbINM daiin cuctemHoro MO coxpaHsaeTca B
cneuyanbHO BblaeNeHHOW obnact namaAtu. Mpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUMBHbIN dann
cuctemHoro MO.

Ecan HOMep YCTPOICTBA He 3a4aH, AaHHAaA KOMaHAA NPUMEHAETCA K BegyLiemy ycTpoid-
e cTBy.

[nAa npocmoTpa TeKylieln BepCUMM CUCTEMHOrO MporpamMmHoro obecnedyeHus, paboTaloliero Ha
ycTpoiictee, BBegute KomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£f3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBNeHMA MO:

CKonupoBaTb HOBbIN dalin nporpammHoro obecrneyeHuUa Ha YCTPOMCTBO B BblAe/IeHHYO 06/1acTb
namatn. PopmaT KOmaHAbI:

boot system tftp://tftp_ip_address/[directory/|filename

anMepBbmonHEHMHKOMaHAHI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 %COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 307



DHELTEX

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpammHoro obecneyeHns CTaHeT aKTMBHOM MOC/ie nepesarpy3kn KommyTartopa.

[na npocmoTpa AaHHbIX O BEPCUAX MPOrpPamMMHOro obecneyeHuns U UX akTUBHOCTUN BBEANUTE KOMaH-
ay show bootvar:

console#show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534£43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£d2211e4£f£7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoatBepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPAL MU YCTPOMUCTBA

HacTpoiika npoToKona MHOXecTBa cBA3yWwmx gepesbes (MSTP)

MpoTtokon MSTP no3BoasAeT CTPOUTb MHOMXKECTBO CBA3YIOLWUX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYTATOpPaX JIOKAJIbHOM CETU, YTO NO3BOAIAET BaslaHCMPOBaTb HArpysKy. [aA NPoCcTOTbl PACCMOTPUM
Cny4yait c Tpemsa KommyTaTopamu, 06 begUHEHHBIMW B KOJIbLEBYIO TOMO/IOTUIO.

Myctb vlan 10, 20, 30 obbeanHstoTcs B nepBom ak3emnaspe MSTP, vlan 40, 50, 60 o6beaunHstoTcs
BO BTOpPOM 3K3emnasape. Heobxoammo, utobbl Tpadmk VLAN-oB 10, 20, 30 mexxay nepBbiM M BTOPbIM
KOMMYTaTOpammM nepeaasasnca Hanpamyto, a Tpapuk VLAN-os 40, 50, 60 nepepasanca TpaH3NTOM vepes
KommyTaTop 3. KommyTaTop 2 HazHa4YMM KOpHEBbIM A1 BHYTPeHHero caasytouero gaepesa (IST — Internal
Spanning Tree) B KOTOpOM mnepenaetcs cay»ebHas uHdopmauma. KommyTtaTopbl 06beanHAOTCA B
KOJbLLO, MCMoab3ya nopTbl tel u te2. Huke npueegeHa cxema, M3obparkatow,as OrMYECKyto TONOOrMIo
cetwn.

VLAN 10,20,30 HasHayeHb! Ha aksemnap 1
VLAN 40,50,60 HasHaveHb! Ha aKseMnnap 2

xommyTarop 1 KoMmyTarop 3

3TOT NOPT nepechbinaeT Tpagmk
AnA akzemnnapa 2 u Gnokmpyer
Tpathuk ans aksemnnapa 1

JT0T NOpT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk ana akzemnnapa 2

KOMMyTaTop 2

PucyHok A.1 — HacTpolika NpoTOKO/1a MHOKECTBA CBA3YIOLLUX AepeBbeB

Koraa oayH U3 KOMMYTaTOPOB BbIXOAMT U3 CTPOS, MO0 06pbIBAETCA KaHaN, MHOMKECTBO AepeBbeB
MSTP nepecTpamnBaeTcs, YTO MO3BOASET MUHUMMU3MPOBATL MOCNEACTBMA aBapuu. HuxKe npveeseH npo-
uecc KoHdUrypaumm KommyTaTopos. [1na 6onee 6bICTPON HAaCTPOMKKN co3paeTca obwmii KoHOUrypaLMOH-
Hbll1 LWAbNOH, KOTOPLIN 3arpyrKaetcsa Ha TFTP-cepBep M UCMOb3yeTCA BNOCAEACTBMM AN HACTPOMKU BCEX
KOMMYTaTOpPOB.

1. CospaHue wabnoHa 1 KOHOUrypaLmMsa NepBoro KOMMyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config) # spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

o~~~ o~ o~~~ —~

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 309



DHELTEX

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit

console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config)# do write

console (config)# spanning-tree mst 1 priority 0

console (config) # exit

consolefcopy running-config tftp://10.10.10.1/mstp.conf

Hacrpoiika selective-qing
Jobasnerue SVLAN

MpuBeaeHHbIN 34ecb NPUMEP KOHOUIypaLMm KOMMyTaTopa AeMOHCTPUPYET, Kak A00aBnATb METKY
SVLAN 20 ko Bcem VLAN 3a ncknroyenHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

end

MoomeHa CVLAN

B ceTsax nepefaun faHHbIX AOBOJIbHO YacTO BO3HMKAIOT 3a4auM, cBaA3aHHble ¢ nogmeHol VLAN (Ha-
npumep, 4N1A KOMMYTaTOPOB YPOBHA AOCTYyNa CyLLecTBYeT TMNOBaA KOHPUrypaums, HO NONb30BATENbCKUIA
TpadukK, VOIP n TpaduK ana ynpasneHusa TpebyeTtcs nepeaasaTb B pasHbix VLAN Ha pas3sinyHbIX Hanpas-
NeHusnx). B atom cnyyae 6bin1o 6bl yaobHO Bocnonb3osaTtbea dyHKUMelN noameHbl CVLAN ana 3ameHbl Tu-
nusmpoBaHHbIX VLAN Ha VLAN gns Tpebyemoro HanpaieHua. Huxke npueeaeHa KoHOUrypauma Kommy-
TaTopa, B KOTOPOM ocyuecTteasaeTca nogmeHa VLAN 100, 101 1 102 Ha 200, 201 v 202:

console# show running-config

vlan database

vlan 100-102,200-202

exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress_vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
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exit
|
|

end

Hactpoitka multicast-TV VLAN

dyHKuma «Multicast-TV VLAN» paeT BO3MOMHOCTb UCMO/1b30BaTb 4/ Nepegadyn MHOroaapecHoro

Tpaduka ogHy VLAN B ceTn onepaTopa M AOCTaBAATb 3TOT TPadPMK NOAb30BATENAM AAXKe B TOM CJ/yyae,
€C/IM OHM He aBasatoTca YneHamm 3Ton VLAN. C nomoupto dyHKumm «Multicast-TV VLAN» moxKeT 6bITb cO-
KpalleHa Harpyska Ha ceTb onepaTopa 3a CYeT OTCYTCTBMA Ay6NMPOBaHUA MHOrOaApPeCcHbIX AaHHbIX, Ha-
npumep, Npu npegocrasaeHnmn yeayru IPTV.

Cxema npumeHeHna GyHKLUKU Npeanonaraet, 4To NopThbl Nosib3oBaTtenell paboTaloT B pexnme «ac-

cess» uamn «customer» u npuHaanexKat K aboi VLAN 3a nckntodeHnem multicast-tv VLAN. Monb3oBsare-
I UMEIOT BO3MOXKHOCTb TO/IbKO NOJly4aTb MHOroagpecHbl Tpaduk n3 multicast-tv VLAN 1 He moryT ne-
penasaTb AaHHble B 3To VLAN. Kpome Toro, B KOMMyTaTope A0/KeEH ObITb HACTPOEH NOPT-UCTOYHUK Mmul-
ticast-TpadmKa, KoTopbil A0NKeH BbITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTPOiIKK AnA NopTa B pexxume paboTbl access

BKNtOUNTb UABTPALMIO MHOTOAAPECHbIX SAHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nonbsosateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpaBneHus
(VID 1200):

console (config) # vlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan)# exit

HaCTpOMTbHOprIﬂOﬂbBOBaTeﬂeﬁZ

console (config) # interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

Hactpoutb uplink-nopT, paspewmns nepeaadyy MmHoroagpecHoro Tpaduka, TpaduKka nosnb3osaTtene
W ynpasneHue:

console (config) # interface tel/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha UHTepdeiicax, 4o06aBUTb NPUBA3KY rPynm:

console (config)# ip igmp snooping
console (config)# ip igmp snooping vlan 1000
console (config)# ip igmp snooping vlan 1000 querier
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console (config

( )# ip igmp snooping vlan 100
console (configqg)

( )

( )

#

# ip igmp snooping vlan 101
console (config) #
console (config) #

ip igmp snooping vlan 102
ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124

6. HacTpouTb MHTepdeic ynpaBaeHus:
console (config)# interface vlan 1200

console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOMKKN ANA NOPTa B pexkume customer

[JaHHbIN TUN NOAKNIOYEHMA MOXKET ObITb MCMNO/L30BAH AJ/1A TOro, YTOObI MOMEYaTb NMoJb30BaTe b-
ckue IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTgenbHbIMKU BHEWHUMU MeTKamu (SVLAN).

1. BKAOYUTb GUABLTPALMUIO MHOFOAAPECHbIX AAHHbIX:

console (config) # bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasne-
Husa (VID 1200):

console (config) # vlan database
console (config-vlan)# vlan 100,1000-1001,1200
console (config-vlan)# exit

3. HacTpouTb NOpT Noab30BaTeNs:

console (config) # interface tel/0/1

console (config-if) # switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if)# exit

4. Hactpoutb uplink-nopT, paspewns nepegadyy MHoOroagpecHoro TpaduKa, TpaduKa nosib3osBaTenel
W ynpaBneHue:

console

console (config) # interface tel/0/10

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
(

config-if)# exit

5. HacTtpoutb IGMP snooping rnobanbHo 1 Ha nHTepdelicax, A06aBUTb NpaBuaa MapKUPOBKM MOJb-
30BaTesibckux IGMP-report’os:

console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config)# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
console (config)# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HactpouTb MHTEpdeENC ynpasneHua:

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit
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NPUNOXEHUE B. KOHCO/IbHbIN KABE/Tb

JubuL D)W E
8 (1 () (o
g S—

RJ-45 DB-9

PucyHok B.1 = NoakntovyeHne KOHCoNbHOro Kabensa
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya B.1 — NMoapepxkunsaemble 3HavyeHMA EtherType

0x22 0x814 0x889 0x88c 0x88e 0x88f 0x880 0x881 0x883 0x884
DF 5 e b 0 4 8 d 2 7
0x22E 0x814 0x88a 0x88c 0Ox88e 0x88f 0x880 0x881 0x883 0x884
0 6 8 [¢ 1 5 9 e 3 8
0x22E 0x814 0x88a 0x88c 0x88e 0x88f 0x880 0x881 0x883 0x884
1 7 b d 2 6 a f 4 9
0x22E 0x820 0x88a 0x88c 0x88e 0x88f 0x880 0x882 0x883 0x884
2 3 d e 3 7 b 0 5 A
0x22E 0x820 0x88a 0x88c 0x88e 0x88f 0x880 0x882 0x883 0x884
3 4 f f 4 8 C 2 6 B
0x22E 0x820 0x88b 0x88d 0x88e 0x88f 0x880 0x882 0x883 0x884
6 5 4 0 5 9 d 4 7 C
0x22E 0x86 0x88b 0x88d 0x88e 0x88f 0x880 0x882 0x883 0x884
8 DD 5 1 6 a f 5 8 D
0x22E 0x86 0x88b 0x88d 0x88e 0x88f 0x881 0x882 0x883 0x884
C DF 6 2 7 b 0 6 9 E
0x22E 0x885 0x88b 0x88d 0x88e 0x88f 0x881 0x882 0x883 0x884
D b 7 3 8 [¢ 1 7 A F
0x22E 0x885 0x88b 0x88d 0x88e 0x88f 0x881 0x882 0x883 0x885
E C 8 4 9 d 2 8 B 0
0x22E 0x886 0x88b 0x88d 0x88e 0x88f 0x881 0x882 0x883 0x885
F 9 9 5 a e 3 9 C 1
0Ox22F 0x886 0x88b 0x88d 0x88e 0x88f 0x881 0x882 0x883 0x885
0 b a 6 b f 4 A D 2
0Ox22F 0x888 0x88b 0x88d 0x88e 0x880 0x881 0x882 0x883 0x999
1 1 f 7 C 0 5 B E 9
0Ox22F 0x888 0x88c 0x88d 0x88e 0x880 0x881 0x882 0x883 0x9c4
2 b 4 8 d 1 6 C F 0
0x22F 0x888 0x88c 0x88d 0x88e 0x880 0x881 0x882 0x884
3 d 6 9 e 3 7 D 0
0x22F 0x888 0x88c 0x88d 0x88e 0x880 0x881 0x882 0x884
4 e 7 b f 4 9 E 1
0x080 0x889 0x88c 0x88d 0x88f 0x880 0x881 0x882 0x884
0 5 8 C 0 5 a F 2
0x808 0x889 0x88c 0x88d 0x88f 0x880 0x881 0x883 0x884
6 6 9 d 1 6 b 0 4
0x810 0x889 0x88c 0x88d 0x88f 0x880 0x881 0x883 0x884
0 b a e 2 7 c 1 6
Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 315



DHELTEX

NMPUNOXEHUE T. OMNCAHUE NMPOLLECCOB KOMMYTATOPA

Tabnunua .1 — OnMcaHMe NpoLEeccoB KOMMYTATOPa

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF Mepepayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHas ob6paboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n ob6paboTtka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanusaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOMCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM [ononHuTenbHble AeNCTBUA B CTEKe (NoayYeHWe CBEAEHWNIN O CTEKE, UHAMKauMA, 0bMeH
coobueHunsmu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA COCToAHMA cTeKa: AobasneHne Master/Slave, nsyyeHune Tononoruu,
obHoBneHue Bepcum MO Begomoro ycTpoiicTea (slave)
Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard,

BRGS .
PPPoOE Intermediate Agent
Bridge Management: EAPS, STP, onepauuun c FDB (mnob6asneHue, yaaneHue sanucen),

BRMN 3epKanuposaHue, KoHourypauma noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast, OAM

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dannos

CFM Peannsaums Ethernet CFM

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnunzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemoim

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHve WHbOPMaUMKU C yAaNeHHbIX toHMTOB (Bepcua MO,
uptime, ycTaHoBKa akTMBHOro obpasa N0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTka cobbITUIM OT yAaNE€HHbIX OHUTOB 06 U3MEHEHMMU COCTOAHUA BEH-

DSPT TUNATOPOB, UCTOYHUKOB MWUTaHWA, TepmoaaTumkos, SFP-TpaHcueepos. lNMonyyeHue co-
o6LWeHN oT yaaneHHbIX OHUTOB 06 nx Bepcumn MO, cepuiiHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO
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EPOE PoE (B3aMmogelicTBme c Nonb3oBaTeNem)

ESTC NlornposBaHue cobbiTii 0 npeBbilleHMn noporos Tpaduka Ha CPU (cpu input-rate
detailed)

EVAP TRX Training — aBToMaTU4ecKan HacTponKa napameTtpos SERDES

EVAU ObpaboTKa cobbiTuin Address Update, HUKHUIA ypoBeHb, Nepeaaya Bbllle

EVFB Onpoc coctoaHua SFP

EVLC O6paboTKa cobbITUIN O CMEHEe COCTOAHMA NopTa, HUMKHUIA YPOBEHb, Nepeaaya Bobille

EVRT RX Training

EVRX O6paboTKa cobbiTnit Npuéma naketa M3 Kommytatopa B CPU, HUKHUIN ypoBeEHb, Nepe-
[aya nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITMIA OKOHYaHMA OTNpPaBKKM NakeTa M3 CPU B KOMMYTaTOp, HUMKHWUIA ypO-
BEHb

exRX O6paboTKa BbIXxOAa NAKETOB C HUXKHETO YPOBHSA 2

FFTT YnpaBneHue Tabanuein mapipytTmsaumm u MappyTmsauma NakeTos

FHSF IPv6 First Hop Security (O6paboTka TanmepoB)

GOAH Peanunsaums web-cepsepa GoAhead

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHne n 06paboTka KOMaHA, HaCTPOMKM YCTPOMCTBA HUMKHEFO YPOBHSA

HCPT PoE (B3aMmopaencTeBmne C KOHTPONNEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTaTop

HOST OcHOBHOW host-nNoToOK, X010CTOM X04,

HSCS Stack Config — HacTpolika pyHKUMI KOMMyTaTopa Ha YAa/IeHHOM IOHUTE

HSES Stack Events — obpaboTka cobbituii link changed, address update ¢ yaaneHHbIx toHUTOB
Ha macTepe

HSEU O6paboTKa cobbITMiN CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepmnHanamun BBo4a-BblBOAA

IOTM YnpasneHne TepmnHanamu BBo4a-BblBOAA

IOUR YnpasneHne TepmnHanamun BBo4a-BblBOAA

IP6C CyéTtunkmn IPv4 n IPV6

IP6M MapuwpyTtmsauusa IPv4 n IPv6

IPAT YnpasneHue 6a3o0li gaHHbIX IP-aapecos

IPG O6paboTKa nepexBayeHHbIXx GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumnen n IGMP Proxy

IT60

IT61
3apauun ana paboTbl C NpepbiBaHUAMMU

IT64

IT99

V11 3agaya gns paboTbl ¢ BUPTYaIbHbIMM NPEPbIBAHUAMMU

L2HU MNMepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTka cobbITUIN CMEHbl COCTOAHWNA/HACTPOEK MHTEPENCOB U nepedada cooblue-
HWI 3aPErncTpMpPoOBaAHHbBIM CNYKbam

L2UT YTunusaumsa noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6uan 3agaya gns BCex TalmMepos

MACT O6paboTKa cobbiTMa 06 oKoHUYaHUK gencteua B FDB (aging MAC-agpecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI
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MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBrpoBaHune KoHbUrypaLMoHHOro ¢aiiia B SHEProHe3aBUCMMON NamATH

MSCm MeHeaKep ana paboTbl C TEPMUHANbHBIMU CECCUAMM

MSRP Mepenaya cobbITNiM B CTEKE NO/Ib30BATENBCKMM 334a4aM

MSSS MpocaywmsaHue IP-cokeTos

MUXT OTcnexmBaHMe U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu

NSCT HacTpolika orpaHMYeHUs CKOPOCTM NepexBaTa naketos Ha CPU, BegeHWe CTaTUCTUKM MO
nepexBayeHHbIM NaKeTam

NSFP OTcnerknBaHue cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepunoanyeckana reHepaums curHana gns onpoca Tabnmy MAC, VLAN, nopToB, MynbTu-
KacTa, MapLpyT13auumn, npmoputesaumnm

NTST [obaBneHune 1 yaaneHve IOHUTOB B CTeKe, COPOC Ha AedONT COCTOAHMA HOHUTA, Ha ceTe-
BOM ypPOBHe

NVCT BcnomoraTenbHada 3agaya ana VCT. 3anyck Tecta v OTc/ieXXuBaHME U3MEHEHUA COCTOA-
HUA nopTa.

OBSR 3apava Ansa OTCAEXKMBAHUA U yBEAOMIEHUA 06 M3MEHEHUAX cneumdUyeckmx napameT-
poB MHTepdelicoB, Heobxoanmsbix ana LLDP, CDP 1 gpyrux npoTOKo0B.

PLCR O6paboTKa cobLITUIN CMEHbI COCTOSHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOSIHUS MOPTOB

PNGA Peanusauuns ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnueHt Remote CLI

Egtg CepBep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OTcnexunsaHume coctoaHma OOB-nopTa

SCPT ABTOOOHOBNEHWNE M aBTOKOHOUIYpaLmsA

SCRX MonyyeHue Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbitnit Address Update, HUKHWUIT ypoBEHb

SELC MonyyeHne cobbITNI O CMEHe COCTOAHUSA NOPTA, HUKHUI YPOBEHb

SERT OTcnerkmnBaHue cobbITUIN Ha NOPTY ANA HaYvana npoueaypbl RX Training

SERX MonyyeHune cobbiTnit Npuéma naketa 3 KommyTtaTtopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHne cobbITU OKOHYAHMA OTNPABKM NakeTa M3 CPU B KOMMYTaTOp, HUKHUIA ypO-
BEHb

SEMG sFlow Manager — 06paboTka cobbiTnit uameHeHus IP-agpeca, CLI/SNMP 3anpocos, Tai-
MepoB

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIx SNA B MN3Y

SNMP Peanunsauna npotokona SNMP
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SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii cokeTos

SQIN HacTtpoika Selective QinQ

$SIM Slave To Master — nepegaya cooblieHuUli ¢ BegoMoro ycTpoictea (slave) Ha Beayllee
(master)

SSHP CepBep SSH — HacTpoiika, obpaboTka KomaHza, Tanmep

SSHU Cepsep SSH — npoTtoKkon

SSLP Peannsauna SSL

SSTC JNlornpoBaHue cobbiTMi O npeBbiweHMM noporoB Tpadmka Ha CPU (cpu input-rate
detailed)

STMB ObpaboTka SNMP-3anpocoB o cTaTyce cTeKa

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN

STSE CLI-ceccma yepes VLAN

SW2M O6paboTKa cobbiTnit Address Update ot FDB, 6/10KkMpoBKa nopTta Npyv BOSHUKHOBEHUM
OWMBOK Ha NopTy

SYLG BbiBOA, co0bLEHNI B syslog

TBI_ Tabnunua BpemeHHbIX npomekyTkos ans ACL

TCPP Peanusauna npotokona TCP

TFTP Peannsauna npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agay

TNSL KnueHt TELNET

TNSR Cepsep TELNET

TRCE Peanusauua traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-aapecos)

TRMT YnpasneHue toHUTaMM B CTEKE C NOAAEPHKKOM TpaH3aKuui

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamu cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KpUTUYECKUX COBbITUI (Hanpumep, Nnepesarpysku)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmogenctene ¢ web-KnmeHTamm, HUKHUI ypOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Nopaepkka NAT gna WBA

XMOD Peanunsaums npotokosia X-modem

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 319



DHELTEX

TEXHUYECKAA NOOAEPXKKA

[Ona  nonyyeHMA TeXHUYECKOM KOHCYy/NbTauMW MO BOMpPOCaM 3Kchayatauum obopyaoBaHuA
000 «Mpeanpusatne «3JITEKC» Bbl moxkeTe 06paTnTbcA B CEpPBUCHBIN LLEHTP KOMNAHWUK:
Poccuiickan ®egepauymna ,630020, r. HoBocnbupck, yn. OKpyKHas, aom 29B.
TenedoH:
+7(383) 274-47-87
+7(383) 272-83-31
E-mail: techsupp@eltex.nsk.ru

Ha oduunanbHom caliTe KOMMAHUM Bbl MOXKeTe HalTU TEeXHWYECKYID [OKYMEHTALUMo U
nporpammHoe obecneveHme ana npoaykumnmn 000 «Mpeanpuatne «JITEKC», obpatnTbca K 6ase 3HaHWN,
OCTaBUTb WMHTEPAKTUBHYIO 33aABKY WAM MPOKOHCY/NbTUPOBATLCA Y WHXeHepoB CepBMCHOro LeHTpa Ha
TEXHUYECKOM popyme.

OdurumanbHbIi cant komnaHuu: http://eltex-co.ru/
TexHnueckuit popym: http://eltex-co.ru/forum

Ba3a 3HaHwuit: http://kes.eltex.nsk.ru/

LlenTp 3arpy3ok: http://eltex-co.ru/support/downloads
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