2 ELTEX

KomnaeKcHbie pewweHna ANA NocTpoeHna ceTei

Eltex.EMS

Pabota c cektopom ycTpoicrs LUMA,
PykoBoAacTBO no aKkcnayaTtauuum, sepcua 3.2.0

Cucrema ynpasjieHna U MOHUTOPUHIA

http://eltex.nsk.ru/support/documentations
http://mc240.ru/support/documentations
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NMPUMEYAHUA N NPEAYNPEXAEHNA

V MpumeyaHuA coaeprKaT BarKHYI0 UHGOPMaLUIO, COBETbI UM PEKOMEHAALUK No

ucn

0/1b30BaHUIO U HAaCTPOWKe yCcTpoiicTBa.

’ ' MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPbIE MOTYT HAaHeCTU
- Bpep, yCTPOICTBY MU YeNOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mau notepe
AaHHbIX.
TPEEOBAHUA K AMMNAPATHOMY OBECNEYEHUIO U NO

Cepsep Eltex.EMS. MpocToii BapuaHT Ha <10 CTaHLMOHHbIX YCTPOACTB:

CPU:
RAM:
HDD:
Os:
NET:

Intel Core 2 Duo E7500 3GHz;
4 GB;

100 GB;

Ubuntu 14.04 LTS x64.
Ethernet 100/1000 Mbit/s;

Cepsep Eltex.EMS. MpombiwneHHblli BapuaHT Ha 10-200 cTaHUMOHHDbIX ycTpoucTB (g0 50 Tbic. ONT):

Mnatdopma:
CPU:

RAM:

HDD:
0s:

HP ProLiant DL160 Gen8(DL160R08);

Intel® Xeon® E5-2609(HP DL160 Gen8 Intel® Xeon® E5-2609 (2.40GHz/4-core/10MB/SOW)
Processor Kit)

8GB (HP 8GB (1x8GB) Dual Rank x4 PC3L-10600R (DDR3-1333) Registered CAS-9 Low Voltage
Memory Kit);

500 GB (HP 450GB 6G SAS 10K rpm SFF (2.5-inch) SC Enterprise 3yr Warranty Hard Drive);

Ubuntu Server 14.04.3 LTS x64.

Cepsep Eltex.EMS. MpombiwneHHbli BapuaHT Ha >200 CTaHLMOHHbBIX YcTpoiicTB (80 150-200 Tbic. ONT):

Mnatdopma:
CPU:

RAM:

HDD:
0s:

HP ProLiant DL160 Gen8 (DL160R08);

Intel® Xeon® E5-2670 (2 x HP DL360p Gen8 Intel® Xeon® E5-2670 (2.60GHz/8-core/20MB/115W)
Processor Kit);

32GB (2 x HP 16GB (1x16GB) Dual Rank x4 PC3L-10600R (DDR3-1333) Registered CAS-9 Low
Voltage Memory Kit);

900 GB (2 x HP 450GB 6G SAS 10K rpm SFF (2.5-inch) SC Enterprise 3yr Warranty Hard Drive);
Ubuntu Server 14.04.3 LTS x64.

Cepsep Eltex.ACS + DHCP + Eltex.EMS (cymmapHo go 100 tbic. ONT/CPE):

Mnatdopma:
CPU:

RAM:

HDD:
0s:

Pabouee me

CPU:
RAM:
HDD:
Os:
NET:

HP ProLiant DL160 Gen8 (DL160R08);

Intel® Xeon® E5-2640 (HP DL160 Gen8 Intel® Xeon® E5-2640 (2.50GHz/6-core/15MB/95W)
Processor Kit);

8GB (HP 8GB (1x8GB) Dual Rank x4 PC3L-10600R (DDR3-1333) Registered CAS-9 Low Voltage
Memory Kit);

500 GB (HP 450GB 6G SAS 10K rpm SFF (2.5-inch) SC Enterprise 3yr Warranty Hard Drive);

Ubuntu Server 14.04.3 LTS x64.

CTO oneparopa:

Pentium E5700 3.0GHz;

2 GB;

80 GB;

MS Windows XP/2000/Vista/7/8.1/10 nau Linux;
Ethernet 100/1000 Mbit/s;

BupTyanbHan mawuHa Java JRE (He Huxke SUN 7 Update 79);
Bpaysep, noagaep:xuBatowmit java plugin (IE, Firefox, Opera).
MoHuTOp € paspelieHnem He meHee 1366x768.

LleHTpannsoBaHHaa cuctema ynpaB/ieHUsa ceTeBbiMU 3iemeHTamm Eltex.EMS
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OAHHbBIE O COEANHEHUAX

Ko/iMyecTBo 04HOBPEMEHHbIX NOJ/Ib30BATENbCKUX CECCUIA:

B Nt0601 KOHOUIypaLMmM cepBepa BO3MOMXKHbI 04HOBpeMeHHO A0 100 ceccuit nonb3oBaTenei.

Konunuyectso ceccuin TL1:

Mo yMO4aHUIo 5 ceccuit, makcumanbHo go 10.

TanmayTbl TL1:

TalimayTbl TL1 3aBUCAT OT 3arpy3ku nHTepdetica obmeHa mexay CY u yctpoictBom. MakcumanbHoe
Bpemsa 06paboTkn KomaHabl — 180 cekyHa,

TPEBOBAHMA K CETU

MoaxntoyeHue K ceTn no nHTepodeiicy Ethernet 100/1000 Base-T.

CpeaHsan 3aaepikKa nepesayn naketos nHdopmaumm (mc) — He 6onee 100.

OTKOHEHWE OT CpeAHero 3HaYeHve 3a4epXKn nepedayv naketos MHGopmaumm (mc) — He 6onee 50.

-4
KoaddurumeHT noTepm naketosB MHbopmaumn He 6osee 10,

-6
KoadpodumumeHT owmbok B naketax MHdopmaunm He 6onee 10°.

Tp86OBaHVIﬂ K Ce€TU No 3agepKKam, WNPUHe KaHana, UCNnoJsib3yemble NPOTOKO/Ibl U MOPTbI:

obmeH mexxay CY 1 ycTpolicTBamm NnpoussoanTcs no npotokony SNMP, nopt 161;

npuém nHbopMaLMOHHbIX coobuieHuin (SNMP trap, inform) ot ycTpoicte K CY npoussBogmTca Ha NopTy
162;

Ans obHosneHus MO, ana onepaunin BbIrPy3KM 1 3arpyskm KoHdurypaumm ncnonbsyetca npotokon TFTP m
CTaHAAPTHbIN NOpT 69;

Ha CY moKeT bbITb HacTpoeH cepBep cayKb6bl To4Horo sBpemeHun NTP, nopt 123 UDP;
OnpoC JOCTYMHOCTU YCTPOMICTB B CETU OCYLLEeCTBAAETCA No npoTokony ICMP;
web-cepsep CY npegoctasnsert gns 3arpysku annaet GUI no npotokony HTTP, nopt 8080;
obmeH mexay GUI 1 cepsepom ocyliectsnsertca no npotokony TCP/IP, cepsepHbii nopt 9310;
ceepHbIi mocT Notrhbound paboTaert:

— no npotoKkony TL1 (telnet-coBmecTumslit), cepBepHbIin nopT 9340;

— no npotokony SOAP/XML, cepsepHblit nopT 8080;
pesepBMpOBaHME CEPBEPOB PeaM30BaHO Npu NnomoLm naketa keepalived, npotokon vrrp (LVS);

B cny4yae pabotbl ¢ obopypoBaHmem GePON B coctaBe CY umcnonbsyetcs DHCP-cepBep (cTaHAapTHbie
nopTbl);

pesepsupoBaHue dainosbix pecypcos (2 n 6onee cepsepa) npu nomowm glusterfs, noptel 24007-24012,
111, 2049;

pesepBuposaHue pecypcos b MySQL ncnonbsyetca nopt 3306;

[0CTyn K cepepy no SSH, nopt 22.

BUPTYATU3AUMUA

TbiCAY

B cnyuyae, Korga TpebyeTca ynpasneHne HeboNbWON ceTbio ycTponcTs, Hanpumep Ao 20 OLT (meHee 20
ONT) MOXHO NPUMEHATb TEXHO/IOTMM BUPTYanun3aLmu, T.e. yCTaHaBAMBaTb cuctemy EMS B BUpTyanbHyto

MawuHy (BM) Ha npomblWieHHbIA rMnepsnsop. EAMHCTBEHHOE OrpaHMYeHMe B TaKOM pPeXume — 3TO He
ncnonb3osatb Eltex.EMS B Kauectse cepsepa Syslog (KONNEKTOp 0TNa40UHbIX KYPHANO0B), T.K. B 3TOM C/ly4ae OYeHb
CUNbHO MOBbIWAETCA HarpysKa Ha CeTeBylO NOACUCTEMY CBA3KWM rvnepsusop — BM v Bo3moXHbl cb6oun B pabote
OPYrMX ceTeBblX MPOTOKO/MOB. Mcnosib3oBaHMe BUPTYanusauMuM B ceTax C 6OAbLIMM KOAMYECTBOM YCTPOMCTB
TpebyeT cornacoBaHMA No annapaTHbIM BO3MOMKHOCTAM CepBepa M HacTPoKam runepsunsopa.
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CMUCOK PEKOMEHAYEMBbIX BPAY3EPOB A1 PABOTbI AMNJIETA

WinXP
Bpaysep, | Service Windows | Windows | Windows | Windows | Windows Ubuntu | Ubuntu | Ubuntu | Ubuntu
sepcnal | Pack3 | T | 7, x6a 8.1,x32 | 8.1,x64 10 1004 | 1204 | 12.04 | 14.04
ocC 2002, ! ’ i Y LTS, x32 | LTS, x32 | LTS, x64 | LTS, x64
x32
FireFox \ a a a a a a a a a a
36.0.3 a a o o A A a A a it
FireFox \ a a a a a a a a a a
37.0.2 put put put put put put put put put it
FireFox \ a a a a a a a a a a
38.0.1 put put put put it put put it put it
FireFox \
ba ba na na aa aa na aa na aa
39.0.
Opera \
10 ha ha HeT JiF] HeT ha JiF] ha JiF] aa
Opera \
11 ha ha HeT na HeT ha JiF] ha JiF] na
Opera \
12 ha ha HeT na HeT ha JiF] ha na aa
Opera \
ba ba na na aa aa HeT HeT na aa
29.0
IE\8 na HeT HeT HeT HeT HeT HeT HeT HeT HeT
IE\11 HeT na na na ha na HeT HeT HeT HeT
MACLUTABUPOBAHUE

(onumoHanbHo), cnykby NBI (soap/xml), TFTP-cepeep (noacuctema o6HoBneHus MO).

cXema:

Mpu yBENUYEHWWM Harpy3KM BO3MOXKHO MacwTabupoBaHMe cUCTEMbl NYTEM BblHOCA OTAENbHbIX CNYXKO
CUCTEMbl HA pasnyHble ¢uM3MYecKkMe XocTbl. B nepBoHa4yasnbHOM BapuvaHTe MPU MUHUMANIBHOW pPacyETHOM
Harpy3ske oauH GU3NYECKUIA XOCT MOXKET NOSIHOCTBIO BbIMNOAHATD BCE GYHKLMN CUCTEMbI YNPaBAEHUA U coaepKaTb:
CYBA (MySQL), cepsep eltex-ems, Konnektop otnagoyHon uHdopmaumm (syslog), DHCP-cepsep ana ONT

MacwrabupoBaHne MNYTEM CHUMKEHWA Harpy3kM Ha BblYUCAUTE/IbHYIO MOLLHOCTb XOCTOB peanusyercs
MoCpPeACcTBOM BbIHOCA CETEBbIX CNYK6 Ha oTaenbHble cepsepa. Hanbonee nepcnekTMBHOW ABAAETCA Cleaylowan

Host 1: DHCP server;

Host 2: MySQL database;

Host 3: eltex-ems server, tftp server, syslog server, nbi.

B cnyyae JanbHeliwero yBeanyeHns npovsBoamTca ycTaHoBKa nyna DHCP-cepBepoB ¢ 6afaHCUMPOBLLMKOM
Harpyskn. CYB[l Takke A0NXHA ObiTb 3aMeHeHa Ha K/iacTepHbli MHOrocepBepHblit BapuaHT. poyne 4actu
cucTembl, Takme Kak syslog, tftp, nbi, moryT 6bITb BbIHECEHbI 33 NPeAes/ibl OCHOBHOrO XOCTa.
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COOEPKAHUE

HAZHAUEHME CUCTEIMDI c.everireriririritirirtttttrtretererereterererereaeaeaeaeeeaetee e e e ae e e s e e e et e e e e e e e e et e e e e e e s e e e e e e e e eeeeeteeeeeeeaeeeeenes 8
COCTaB CUCTEMBI M ONTUCAHME CEPBUCOB ...everereeeuuurrtieeeesesaiurtteeeesssaaausseteeesesasassesteeeesesassssteesesssasnnseeeees 9
21. (0o o 1= 3ol Loy 1=V T PSP PP PRPPR: 9
2.2. CepBUCHI CEPBEPA EMS ...ttt e s e e e et e e e e e e rereaararan 10
2.2.1. L L =Y oo PO OO PP PP 10
2.2.1.1. OMMUCAHME ..ottt ettt e e ettt e e e s e et e e e s e s nnrereeeeesennnrnneeeeesean 10
2.2.1.2. CMNOCODB 3aMYCKA/OCTAHOBKM ...vvineereieeieieenienteeeiesaestesaeenteeenseteseessesaesseeneensensensensenes 10
2.2.1.3. KOHDUIYPALIMA .ttt ettt sttt st st e st esabeesane e sabeesaneesas 11
2.2.2. L (0] 4Tor- 11 ST PSP PPPT PP 11
2.2.2.1. (O] 31 Lot T T TP PP PPPPRPP 11
2.2.2.2. CNOCOD 3aMYCKA/OCTAHOBKM ..c.cvveereeevreeieeeiteeeteeesteeestreesseeesteeessseensseessseensseessseesseens 11
2.2.2.3. KOHDUIYPAUMA «.evveieeeieiiiiieee e ctrtee s e sttt e e e e e s e et e e e e s s senaataaeeeeesessnssaeeeeessesnnnnns 11
2.2.3. TS o X | LAV SR 12
2.2.3.1. L@ T3 7 o= = ISP PPPPPNE 12
2.2.3.2. CNOCOB 3aMYCKA/OCTAHOBKM ..evvievereeeeieieeneenteteteseestesseeseensessesessessesaessesssessensensensenes 12
2.2.3.3. KOHDUIYPALIMA .ttt ettt ettt st e st e e e st e st e e st e saneesabeesaneesas 12
2.2.4. £ 21827 o [PPSR 17
2.24.1. (0] 31 Lot 1 T T PP PP PPPPPPPP 17
2.2.4.2. CNOCOD 3aMYCKA/OCTAHOBKM ....cvveeeteeetreeteeeiteeeteeesteeesteeessaeessreessseensseessseensseessseenseens 17
2.2.4.3. KOHDUIYPALMA «.evveieeiieiiiieeee ettt e ettt e e e e e s e sata e e e e e e senaetaaeeeessessnstaaneeeesesnannns 17
2.2.5. 5537 Lo PP 17
2.2.5.1. L@ T3 [ o= = PRSP UPPPPPNE 17
2.2.5.2. 3aMyCK N OCTAHOBKA CEPBEPA FSYNC . .uuueuiriieieriiiiiiireteeeienirerereee s srsneteeesesesnsnaeeses 18
2.2.5.3. KOHOUIYPALMA CEPBEPA FSYNC.iiuiieirieeieeriteeeeeesiteeeseesareesseesareesaseesaseesseesseesneesas 18
2.2.5.4. KOHOUIYPALMA KIIMEHTA FSYNC..nueiiiiiieeeeeeieiiiiireeeeeeseinnrteeeesesesnssseseesssessnssssssesssassnnens 19
2.2.6. (o] {0 o H PO U PP P UPPPPPPPTO 20
2.2.6.1. (0] 31 Lot 1 T TSP PR PO PPPPPPPP 20
2.2.6.2. COCO6 3aMYCKA/OCTAHOBKM ....eveeviereeeteereeteereeereeeeesteesseesseesseesseessessseseeseensesasesanes 20
2.2.6.3. (oL T0 T2 o - [ - SRR 21
2.2.7. 111 < SO OTOTUPSTRUSTPPPORUPPRPPPRRTPRO 21
2.2.7.1. OMUCAHME ettt st e e s s n et e e e s e ssrene e e e e s e e 21
2.2.7.2. CNOCOD 3AMYCKA/OCTAHOBKM .....vveereeetreeteeeeteeeteeeeteeesteeessaeesseeessseensseesseeenseeessseesseens 21
2.2.7.3. KOHDUIYPALMA «.evviieeiieiiiiiiiee ettt e sttt e e e e e e s e saate e e e e e e sesnaetaaeeeeesesnnssaaneaaesesnnnees 22
2.3. (00T o1 Lo S R ol=T o1 1=] o - T = A PP PPPPPPPPPPPPPRE 22
2.3.1. 001V | K o [ TSP PSPPI 22
2.3.1.1. OMUCAHME .ottt et e e e s e e r e e e s e sarane e e e e e nan 22
2.3.1.2. COCOB 3aMYCKA/OCTAHOBKM ....vveevieteeeteeereeteereereseeesaeesseesseeseeaseessesseeseeseensesnsesanas 22
2.3.1.3. (oL T0 T2 o [ - SR 22
2.3.1.4. OCOBEHHOCTU PABOTDBI .uveeeeiriieeeiiieeeitieeeeitteeeeitteeeestbeeeeabseaeassseeesssesaessaseeasseeesansens 22
2.3.2. ETT o1 LAY RSP SPPRRN 23
2.3.2.1. (0] 1 Lot 1 T T OO P PP PP UOPPPPPPPO 23
2.3.2.2. CNOCOD 3AMYCKA/OCTAHOBKM .....vveereieteeeteeeeteeeeteeesteeeeteeessseeeteeessseensssessseensseessseensees 23
2.3.2.3. (0oL T0 T2 LY7o 11 L - SR 24
2.3.3. £ 0 .41 o T SR 27
2.3.3.1. OMUCAHME ittt ettt e e e s et e e s s e s er e e e e e s e snrnnereeeeenan 27
2.3.3.2. CNOCOD 3aMYCKA/OCTAHOBKM ....uvveeutreetreeteeesteeeteeestaeessseessaeessseessseensseesssesnsseessseesseeas 27
2.3.3.3. KOHDUIYPALMA «.vveeieeieeiiiiiiee ettt e e ettt e e e e e e e e saate e e e e e s sesantaaseeeesesastaaseaaesesnnses 28
2.34. (o] {01 TP PO U PP T UPPPPPPPTO 28
2.34.1. (0] 1 Lot 1 T TSSO P PP PO PPPPPPPO 28
2.3.4.2. CNOCOD 3aMYCKA/OCTAHOBKM ....uvveeutreetreeteeesteeeteeestaeessseessaeessseessseensseesssesnsseessseesseeas 28
2.3.4.3. (0oL T0 T2 LY7o 11 L - SR 29
2.3.4.4. DOPMAT YCTAHOBKM LATBI CrON..uiiiiieiiieiiirreeteseessierrneeesesesassrseeeesesssssssseeesesssnsssssseeees 29
YcTaHOBKA M HacTpolika, PaboTa C aBapUAMU, PESEPBUPOBAHME ......eeeeecurreeerereeesrreeeasneeeesaseeeesnsneeeas 31
3.1. HacTtpolika npoBepKu cepTUPUKATA ANA EMS-AMMETA .uviiieei ittt et 31
3.2. PABOTA € ABAPMAMM ceeeieieiiiiiiieeeeeeeiitteeeeeeeeeettteeeeeeeeesastaeseaasaeaastaaseaaesaaasstaaseaeesesassanseaessenannses 33
3.2.1. O6wWwme NPUHLMMNbI NONYYEHUA, XPAaHEHUA, OTOOPAKEHMUS, ABTOOUUCTKM .uvveeeeeenenrreeeeeennnn. 33
3.2.2. Hactpolika npnéma coobuieHunit (Tpanos). MpruHUMMbI GUABTPALUMM.......eeeeereeeeereeeennene. 34
3.2.3. HacTpolika aBTOOUYMCTKM, BbIFPY3KM HA BHELIHWE HOCUTENN (MOHUTOPSI, CKPUNTbI, cron) . 34
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3.2.4. MpuHumMn otobparkeHuns B GUI: Tabnmua curHannsaumm (BKAoYas HaCTPOMKY LBeTa, 3ByKa)35
3.2.5. MpuHUMN aBTOOUMCTKKN aBapuit (OID, 3HAYALLME MAPAMETPDI) ..veeeerreeeeireeeeeireeeeeareeeeireeans 35
3.2.6. OTMumna Mmexay *KypHanom cobbiTuii (log) M aKTUBHBIMU @BAPUAMM ......eeveeeerreeeeereeeenennes 36
3.2.7. BbIBOA, CTATUCTUKM QKTUBHDBIX @BAPMUM ..vveeeirieeeeiereieeeireeeirreeeesseseessssesessssessasssesssssssssessssesens 36
3.2.8. PyuHOI 3KCNoOpT aBapuii: Tekyme (c aKpaHa) Uam no GUALTPY (C CEPBEPA) ..vveveevveeernenen. 37
3.2.9. PRYPHA SYSIOE ittt et e s e e et e e s eaba e e e st e e e e ata e e e nreeeenraeeearaeeeaans 37
3.2.10. Moacuctema onpoca A0CTyna yCTponcTs. MpUHLKUN reHepaLmMm aBapmMm HeZOCTYMHOTO
VCTPOMETBA  eeeeutieeuieeeieeeteeettesteeeabee sttt e bt e e abee e beeeabee e seeeabe e e beeeabe e e seeeabeeesbeeabeeesbeeabeeeanbesaneeennneenneees
3.3. CUCTEMA PE3EPBUPOBAHMA c...eeeiiiiieei ittt ettt r e e s a s e e e e e s sbaa s e e e e s e ssranaseees
3.3.1. DyHKLMOHANbHOE HAa3HaYeHne cepBepoB
3.3.2. MopsoK HacTpoiKkM PesepBHOro KonuposaHusa CY ana cepBepoB € pesepBupoBaHuem .. 40
3.3.3. HACTPOMKA IMYSQL ..ottt ettt sttt sttt e s sbt e e s aaessbe e s sateeba e s satessteesaseenseees
3.3.3.1. HacTpoiKa peniMKaLUMM MYSQL .....ooveiiiiiiieiiieeiieerie et eseeesiteesieeesbeesiaeesreesnee e
3.3.3.2. MpefoTepaleHne c6os penmKaLmm NpPU BHE3AMHbIX BbIKNOUYEHUAX ..ccvuvveeerneeeenns
3.3.3.3. BoccraHosneHne MySQL penaunkaunmn nocne paspyLieHma CBASHOCTU
3.3.3.4. PyuHoe BocctaHoBneHue penavkaumm B npu nopuye MySQL.......coovvviieeeeeriiennns
3.3.4. HACTPOMKA FSYNC c.uvieitiieiieeite ettt ettt ettt et e sttt e sttt e sbte s bt e s et e e bt e e sbteebe e e ssneesneeesnneeneees
3.3.5. HaCTPOMKA KEEPAIIVEM. .....cco ettt e e e ate e e e eaaae e e eareaeas
3.3.6. KoHTponb n ynpasneHme 4epe3 GUI ...,
3.3.7. METOAMKA MPOBEPKM coiiiiieiiiieieieeeee et
3.4. CaMoOKOHTpOAb paboTbl cMcTeMbI (CTOpoKeBo Talimep (watchdog)) ...
3.5. MoHuTopuHr NnapameTpos cepBepa CY yepe3 SNMP

BHewwHui B4 N BO3SMOXHOCTU rpad)mquKoro NPUNOXKEHUA

DNEMEHTDI YITPABITEHMS ..vveeireeeueeesiteeareesteeaseessseassseessteassseessseesseessseessseesssesassessnsessssesssessssesssessssessns

5.1.

5.2.
5.2.1.
5.2.2.
5.2.3.
5.2.4.
5.2.5.

5.3.

TTAHEIID YIIP@BIIEHMS .ttt eteeuteuteute st ebeseesbesbeebeese et e be st e s be s bt ebeeaeestease s ebesbeebesbeeue et eeenbeseennes
JLEPEBO YCTPOMCTB ..ttt st ste et eat et e e st skt s bt bt eat et et e sb e e b e sbeebeeat e st et e sbeebesbeeb e et ensentenaenbes
JLOBABIIEHME OB BEKTOB ...eeecuviiieeitieeeitieeeeittteeeesteeesitteeeesataeeeassaeessssaseesssseeeenssseesassasessasseeans
TTEPEHOC OBBEKTOB ...eiuvereiteieeueeutentetestestestesteeateuteasentesbesaeebesbeeut et e s enbesbeebesbeebeeneensebeseennes
YoaneHne 06beKTOB, 0OHOBAEHNE CTPYKTYPDI LEPEBA weuuveeeureerureeereerreesreesreeseeessseessseenas
CUHXPOHM3aLMA YCTPOMCTB B AEPEBE OOBEKTOB ....evveveenreenrerierieriresieesseesseeseesessesseenseens
KOHTEKCTHOE MEHHIO AEPEBA OBBEKTOB ..c.uverurerererurereeerieeteenteestesseesseesseesseesesssesseesseesseensesnes
Mone ynpasneHUs CBOMCTBAMM O6BEKTOB (1018 HACTPOEK)....ecverueeuieuieienieseesiesieeeeeeeseeneeseeeaes

YNPABAEHME YCTPOMCTBAMM ..cvveerveenreenreanreaseesseesseeseessesssesssesssesseessesssesssesssssssessesssesssenssesssesssessesssesssesnes

6.1.
6.2.
6.3.
6.4.

CosfaHne 06bekTa MOHUTOPUHTA
ABTOMaTUYECKMIN MOMCK YCTPOMCTB B ceTu (Auto discovery)
JEVCTBUA C OOBEKTOM B LEPEBE ..eeeeuvrrrerureeeerureeesaureeesaseeeesasseesassseessssssesssssseesssseessssssessssseesn
NHONKALMA COCTOAHMA YCTPOMCTBA eeureerureeereesureeaseesseeaseesseessseesssessssessssessssessssessssessssessssessns

PaboTa ¢ ycTpoMCTBaMM B CUCTEME EIREX.EMS ..ottt e et e et e

7.1.
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1..HA3HAYEHUE CUCTEMbI

OcHoBHas 3afiadya cuctembl «Eltex.EMS» — ycTaHOBUTb LEHTpanM30BaHHOE ynpaBaeHue
aNeMeHTaMKn CeTW, NMOCTPOEHHbIX HA 060pyA0BaHMM NPOM3BOACTBA KOMMNAHUK «InTeKe». [Ana obmeHa
nHpopmauueir ¢ obopyaoBaHMEM Ha CeTU WCMNONb3yeTca aAanTMpoBaHHbii SNMP-meHearkep,
peanusylouwmii Hanbonee YacTbie U MaccoBble onepalMu No ynpasaeHUIO abOHEHTCKMMKU MopTamu U
APpYyrMmm napameTpamu obopyaoBaHus.

Cuctema «Eltex.EMS» ycTpoeHa No KAWEHT-CEpPBEPHOM apxuTeKType. EgMHbIN cepBep pocTyna
npeaocrasnneT nHtepdenc, No3BoAWMIA NPON3BOANUTL HE3ABUCMMOE OLHOBPEMEHHOE YyMpaB/eHue
PasINYHBIMM SINEMEHTAMM CETU.

OnucaHo ynpasaeHue cieayowmmm yCTPoMCTBaMuU:

Tun ycTpoiictBa Pasgen

MES, MES3000L, ESR 7

Moacuctema astomaTtmsaumm ynpasneHma (Northbound Interface) npeaHasHayeHa Ans
BO3MOXHOCTU MOAKNIOYEHUS aBTOMaTM3UPOBAHHOW CUCTEMbI ynpaBaeHUAa aboHeHTCKMMU nopTamu. B
YacTHOCTM, OHa MO3BOJIAET NPOU3BOAUTb CTbIKOBKY C BUANMHIOBOM cucTeMoil onepaTopa, MCMoAb3ys
OTKPbITble CTaHAapPTM3UPOBaHHbIE MNPOTOKO/bI, YTO MO3BOMIAET aBTOMAaTM3UPOBaTb TaKMe PYTUHHbIE
onepauun, Kak MaccoBoe OTK/oYeHne aboHEHTCKUX NOPTOB NPU HeonaayeHHOM ycayre 1 nocieaytolime
BK/IOYEHMA NO Mepe ONNaThbl, a TaKXKe HaszHadeHune npodunei.
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2 COCTAB CUCTEMbI U ONNCAHUE CEPBNCOB

2.1.COCTAB CUCTEMDbI

Cuctema «Eltex.EMS» cTpouTCA MO KAMEHT-CEPBEPHON apxuTekType. MynbTM3agadHoe A4po
SNMP-meHeaepa no3BonseT NOAKAYaTLCA HECKONbKUM KANEHTCKUM NPUNOSKEHUAM OHOBPEMEHHO
W BbIMNO/IHATb HE3aBUCMMbIE 3aMPOChl K 060pyA0BaHUIO.

PucyHok 1a — CtpykTypa cuctembl ynpasneHma «Eltex.EMS» ana cetm c KommyTaumen u
MapLIpyTU3aLmMelt NakeToB MHGopMaLLMn

P e
P 4’9‘%"-\7
TpaHCNOPTHOE ONTHYEcKoe A, ‘9/,%';\
Konbuo obnacti/palioHa

n x 10Gbps

Bpaysep
L)
€)=

% Client SOAP
&

PucyHok 16 — CTpyKTypa cuctembl ynpasneHuna «Eltex.EMS» ans umdposbIX TPaHCMNOPTHBIX CUCTEM
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CTpYKTypa cucTeMbl YyNpaB/ieHUn ceTeBbiMU anemeHTamm «Eltex.EMS»:

2.2,

EMS server — agpo cucremol;

Web Server — npeaocTtaBnseT uHTEpdenc Ans pyyvyHOro ynpasfeHus yepes
Epaysep;

Web Service — cepsuc, no3sonsoWNA peannsoBaTb aBTOMaTU3UMPOBaHHOE
ynpassieHMe aboHeHTCKMMK nopTamm (HaxoauTca B cocTase Eltex.EMS);

SQL — 6a3a gaHHbIX, XpaHUAMLLEe, NOCTpPoeHHoe Ha base CYB MySQL. B 6ase
AAHHbIX XPaHWUTCA TOMOJIOTUA CETU U UHAMBUAYASIbHble HAaCTPOMKM AOCTyna K
KarkaAOMYy YCTpoMcTBY (snmp — napameTpbl). Takxke B[ wucnonbsyetca ans
XpaHeHUs YYETHbIX 3aMncelt NoNb3oBaTeNel, COOOLLEHMI OT YCTPOWUCTB U T.4,;

Server ACS - cepBep aBTOKOHOUIYPUPOBAHUA abOOHEHTCKUX YCTPOMCTB
(nogpobHoe onucaHne npuBegeHO B JOKYMeHTax PykoBoactBo  no
akcnnyatauum Eltex.ACS.GUI n «PykoBoactBo no 3akcnayaTaumm Eltex.ACS»).
PeanusoBaHa WHTerpauua noONb30BaTe/NIbCKOrO WHTepdeica ynpasaeHus
TpPaHCNOPTHbIX ceTeit PON 1 HacTpoiKka abOHEHTCKUX YCTPOMCTB;

bpaysep (Web browser) — nporpammHoe obecneyeHme Aana 3anpoca,
06paboTkn, BbiBOAa MHPOPMALMMU, OCHOBHOW 3N1EMEHT ynpaBieHua (HaxoauTca
B COCTaBe paboyero mecra onepaTtopa);

Client SOAP —aBTOMAaTU3MpOBaHHasi CUCTEMa YyrpaB/ieHMA abOHEHTCKUMMU
noptamu (HaxoamuTtcs B coctase OSS uan cepBmUC aKTMBATOPa ONepaTopa CBA3K).

CEPBUCHI CEPBEPA EMS

Bce KomaHAb! BbINOAHAIOTCA OT UMEHU aAMUHUCTPaTopa (root).

2.2.1. ELTEX-EMS

2.2.1.1. ONUCAHUE

OcHoBHoOM cepBucC CUCTeMbl EMS. OpFaHM3YET B3aMMO,EI,El71CTBMe C NO0/1b30BaTE/IbCKUMU CECCUAMMU C

OZHOW CTOPOHbI 1 B3aumogeincTaue ¢ OLT ¢ gpyroit CTOPOHbI.

10

2.2.1.2.CrOCOB 3ANYCKA/OCTAHOBKM

Cepsuc EMS 3anyckaeTca aBTOMaTUYECKU NpU CTapTe cepeepa.

[na oCcTaHOBKM cepBMCa UCMOJIb3yeTcA KOMaHAa:

service eltex-ems stop

[na 3anycka cepsmca Nocsie OCTaHOBKM MCNO/b3yeTca KOMaHaa:

service eltex-ems start

[na npoBepKM — 3anyLleH M CEPBUC B JAHHbIN MOMEHT UKW HET, MCNO/b3yeTca KOMaHaa:
service eltex-ems status

B oTBeT nocneayet coobuieHue:

Eltex.EMS Server is running with the pid <pid>

LleHTpannsoBaHHaa cuctema ynpaB/ieHUsa ceTeBbiMU 3iemeHTamm Eltex.EMS
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B C/ly4ae ecnu cepsuc 3anyLeH (rae <pid> - 3To Homep npouecca),
nnm
Eltex.EMS Server is not running

B C/ly4ae eCc/M CepBMUC He 3anyLeH.
2.2.1.3. KOHOUTYPALINA

HacTpoitka cepBuca ocyliecTBasetcs yepes rpapuueckmini nHtepdeic (cm. pasgen 10 gaHHoro
pyKOBOACTBA).

2.2.2, TOMCAT6

2.2.2.1. ONUCAHUE

Apache Tomcat — cepsep WEB-npunoxeHuit. OcyliectsniseT 40CTaBKy java-annaeta GUI-KnmeHTa
cuctembl EMS o KomnbloTepa nonb3oBaTens.

2.2.2.2.CNOCOB 3ANYCKA/OCTAHOBKMU

Cepsuc tomcatb 3anyckaeTca aBTOMaTUYECKM NPU CTapTe cepBepa.
[na ocTaHOBKM cepBMUCa MCNONb3YETCA KOMaHAaA:

service tomcat6 stop

[na 3anycKa cepeuca nocae 0CTaHOBKM MCMNO/b3YETCs KOMaHAaA:
service tomcaté6 start

[na npoBepKM — 3anyLeH I CEPBUC B LAaHHbIA MOMEHT WM HET, UCMONb3yeTcA KOMaHAa:
service tomcat6 status

B oTBeT nocneayet coobleHue:

* Tomcat servlet engine is running with pid <pid>

B C/ly4yae ecnu cepsuc 3anyLeH (rae <pid> - 3To Homep npouecca),
nnu

* Tomcat servlet engine is not running

B C/ly4ae ec/m CepBMIC He 3amnyLeH.
2.2.2.3. KOHOUTYPALINA

CepBVIC tomcat6 He numeet HaCTpanBaeMbIX NapaMeTpoB

LleHTpannsoBaHHaA cMctemMa ynpaB/ieHus ceTeBbiMu 3nemeHTamm Eltex.EMS 11
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2.2.3. KEEPALIVED

2.2.3.1.ONNCAHUE

Cepsuc keepalived obecneunBaet paboTocnocobHOCTbL cUCTEMbI pe3epBUpoBaHMA. OH BbINOAHAET
MOHUTOPUHT CEPBEPOB M B C/ly4ae HeAOCTYMHOCTM OOHOMO M3 HUX OCYWEeCTBAAET nepegady virtual ip
paboTtocnocobHomy cepsepy.

2.2.3.2.CNOCOB 3ANYCKA/OCTAHOBKM

Cepsuc keepalived 3anyckaetca aBTomaTMyecKM Npu cTapTe cepeepa.
[na 0CTaHOBKM cepBUCa UCMOJIb3yeTcA KoMaHaa:

service keepalived stop

[ns 3anycKka cepsmca Noc/ie OCTaHOBKM MCNO/b3yeTca KOMaHAa:
service keepalived start

Cepsuc keepalived He umeeT crneumnasbHOM KOMaHAbl MPOBEPKU aKTUBHOCTMU, MNO3TOMY AN TOrO
yTobObl YOOCTOBEPUTLCH, YTO CEPBUC AOCTYMNeH, Heobxoaumo npoBeputb npucyTcTBue keepalived B
CMMCKe NPOLLeCcCcoB Ha cepBepe:

ps aux | grep "/sbin/keepalived”

Ecnu cepBUC 3anylieH — B pesy/ibTaTe BbINOJHEHWA KOMaHAbl 6yAeT MosyyYeH CNUCOK U3 TPEX
CTPOK:

root 1247 0.0 0.0 43308 1008°? Ss 11:11  0:01 /sbin/keepalived -x
root 1248 0.0 0.3 49852 33527 S 11:11  0:04 /sbin/keepalived -x
root 1249 0.0 0.2 49844 29727? S 11:11  0:14 /sbin/keepalived -x

Ecnn cepBUC He 3anylleH — KOMaHAa He BblAacT COObLEHNIA.

2.2.3.3. KOHOUTYPALMUA
B kKommymamope, Kyoa 6Kaw4vYeHbl Xocmbl, ucrnoae3yrouwjue Keeaplived, moxem 6bimo
aKkmuesuposeaHa mexHosno2ua STP. B smom cayyae Ha nopmax o6a3amenbHo 00m#HA 6bimb

akmusupoeaHa onyusa «Fast Port», 6 npomusHom cay4yae npasusnvHaa paboma Keepalived He
2apaHmuposaHa!

HacTpolika 3aKato4aeTca B NpaBuIbHOM BblAadye BECOB CepBepam:
— oauH cepsep 6epéT ponb «Master», BTopoit cepsep «Backup»;
— oba cepBepa MMEIOT HavaNbHbIN NpuopuTeT 50;

— BeC CKpunta—2;
— napameTp #nopreempt BbIKIIOUEH.

B Takoi KoHduUrypaumm npu Bo306HOBAEHUM CBA3M (MAKM BOCCTaHOBAEHMM eltex-ems) OCHOBHOM
(macTep) cepsep He 3abupaeT cebe MmacTepcTBO NOC/e BOCCTAHOBAEHUS PaboTOCNOCOBHOCTH, MOCKObKY
NPUOPUTETLI CTAHOBATCA OANHAKOBLIMM.

Huke BapMaHTbl KOHOUIYpPaLMOHHbIX pannoB gns 060MxX cepBepoB.

daiin [etc/keepalived/keepalived.conf.
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KoHdurypaumsa MASTER:

! Configuration File for keepalived
global_defs {
notification_email {
admin@domain.com
}
notification_email_from eltex.ems@domain.com
smtp_server mail.domain.com
smtp_connect_timeout 30
router_id EMS_1
enable_traps
}
vrrp_script check_emsd {
script "/etc/keepalived/check_ems new.sh 192.168.99.211" # ckpunm nposepKu
akmusHocmu EMS (tomcaté + nbi + ems). Adpec = peasnbHsili adpec amozo cepsepa
interval 8 # uHmepean nposepku 8 cexk
weight 2 # eec ckpunma. 1o ymonyaHuro macmep cmapmyem co 3Ha4eHuem 100, a cnelis
50. Ecnu ckpunm He 8binosaHeH, mo macmep noay4um 0 u paboma nepelioém Ha cnelis
fall 1 # 0n17 8bINOAHEHUA CHUMCEHUSA 8eca 00aXHO cpabomams 1 pas ¢
ompuyamesnsHsIM pe3ysa6mamom
rise 1 # 07 8038pama 8 HoOpManbHoOe cocmosHuUe 00aXHO cpabomamsl pas ¢
M0A0HUMesIbHbIM PEe3yAbmamom

}

vrrp_script check_users {

script "/etc/keepalived/check_ems_users.sh" # ckpunm nposepku akmusHocmu EMS
(tomcat6 + nbi + ems). adpec = peanvHbIli adpec amoao cepsepd

interval 8 # uHmepean nposepku =8 cek

weight 2 # eec ckpunma. 1o ymonuaHuro macmep cmapmyem co 3Ha4eHuem 100, a cnelis
50. Ecau ckpunm He 8binosaHeH, mo macmep noay4um O u paboma nepelioém Ha cnelie

fall 1 # 07 8bINOAIHEHUA CHUMCEHUSA 8eca 00axHO cpabomame 1 pas c
ompuyamesbHsIM pPe3yaemamom

rise 1 # 0ns 8038pama 6 HoOpMasnbHoe cocmosiHue 80aX*HO cpabomame 1 pas ¢
010 UMEbHLIM Pe3yAbmamom

}

vrrp_instance VI_EMS{
state MASTER
interface ethO
lvs_sync_daemon_interface ethO
garp_master_delay 10
virtual_router_id 61
track_script {
check _emsd
check_users
}
priority 50
advert_int 1
#nopreempt
authentication {
auth_type PASS
auth_pass eltex

}

unicast_peer {
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192.168.99.213

}
virtual_ipaddress {
192.168.99.221 label ethO:vip
}
notify_master "/etc/keepalived/keep_notify.sh master"
notify_backup "/etc/keepalived/keep_notify.sh backup"
notify_fault "/etc/keepalived/keep_notify.sh fault"
}

virtual_server 192.168.99.221 30333 {
delay loop 6
nat_mask 255.255.255.0
persistence_timeout 10
protocol TCP

real_server 192.168.99.211 30333 {
weight 1

MISC CHECK {
misc_path "/etc/keepalived/check_ems_srv.sh 192.168.99.211" # e ckpunm

nepedame peasbHbili adpec cepsepa

misc_timeout 10
notify_up "/etc/keepalived/service_notify.sh up"
notify_down "/etc/keepalived/service_notify.sh down"

}

real_server 192.168.99.213 30333 {
weight 1

MISC_CHECK {
misc_path "/etc/keepalived/check_ems_srv.sh 192.168.99.213" # 8 ckpunm

rnepedame peasnbHbili adpec cepsepa

14

misc_timeout 10
notify_up "/etc/keepalived/service_notify.sh up"
notify_down "/etc/keepalived/service_notify.sh down"

roe

192.168.99.211 — peanbHbIn agpec master-cepBepa;
192.168.99.213 — peasnbHbIN agpec slave-cepsepa;
192.168.99.221 — BMpTYyanbHbIN agapec.

KoHdurypaums SLAVE:

| Configuration File for keepalived
global_defs {
notification_email {
admin@domain.com
}
notification_email_from eltex.ems@domain.com
smtp_server mail.domain.com
smtp_connect_timeout 30
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router_id EMS 2
enable_traps
}
vrrp_script check_emsd {
script "/etc/keepalived/check_ems_new.sh 192.168.99.213" # ckpunm nposepKu
akmusHocmu EMS (tomcaté + nbi + ems). Adpec = peasnbHsili adpec amozo cepsepa
interval 8 # UHMepesan nposepKu =8 cex
weight 2 # eec ckpunma. Mo ymonyaHuro macmep cmapmyem co 3Ha4eHuem 100, a cnelig
50. Ecnu ckpunm He 8blnoaHeH, mo macmep noay4um 0 u paboma nepelioém Ha caelis
fall 1 # 014 8bINOAHEHUA CHUXEHUSA 8eca 004 HO cpabomame 1 pa3 ¢
ompuyamesnbHeIM Pe3ya6mamom
rise 1 # 0519 8038pPAMA 8 HOPpMAsTbHOE cOCMOosAHUE 0oAXHO cpabomame 1 pas ¢
M0/0HUMESbHBIM Pe3yabmamom

}

vrrp_script check_users {
script "/etc/keepalived/check_ems_users.sh" # ckpunm nposepku akmusHocmu EMS
(tomcat6 + nbi + ems). adpec = peanbHsIli adpec amoao cepsepa
interval 8 # uHmepean nposepKu =8 cek
weight 2 # eec ckpunma. Mo ymonyaHuro macmep cmapmyem co 3Ha4eHuem 100, a cnelis
50. Ecnu ckpunm He 8binosaHeH, mo macmep roay4um 0 u paboma nepelioém Ha cnelis
fall 1 # 0017 8bINOAHEHUA CHUXEHUSA 8eca 00X HO cpabomame 1 pas ¢
ompuyamesnbHeIM pe3ysaomamom
rise 1 # 015 8038pama 6 HOPManbHOE cocmMosiHuUe 80aXHO cpabomams 1 pas ¢
M0/10HUMEsIbHbIM Pe3ybmamom
}
vrrp_instance VI_EMS {
state BACKUP
interface ethO
lvs_sync_daemon_interface ethO
garp_master_delay 10
virtual_router_id 61
track_script {
check_emsd
check_users
}
priority 50
advert _int 1
#nopreempt
authentication {
auth_type PASS
auth_pass eltex
}
unicast_peer {
192.168.99.211
} virtual_ipaddress {
192.168.99.221 |abel ethO:vip
}
notify_master "/etc/keepalived/keep_notify.sh master"
notify_backup "/etc/keepalived/keep_notify.sh backup"
notify_fault "/etc/keepalived/keep_notify.sh fault"
}
virtual_server 192.168.99.221 30333 {
delay_loop 6
nat_mask 255.255.255.0
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persistence_timeout 10

protocol TCP

real_server 192.168.99.211 30333 {
weight 1

MISC_CHECK {

misc_path "/etc/keepalived/check_ems_srv.sh 192.168.99.211" # e ckpunm
nepedams peasbHbIl adpec cepsepa

misc_timeout 10
notify_up "/etc/keepalived/service_notify.sh up"
notify_down "/etc/keepalived/service_notify.sh down"

}

real_server 192.168.99.213 30333 {
weight 1

MISC_CHECK {

misc_path "/etc/keepalived/check_ems_srv.sh 192.168.99.213" # e ckpunm
nepedame peasbHbili adpec cepsepa

misc_timeout 10

notify_up "/etc/keepalived/service_notify.sh up"

notify_down "/etc/keepalived/service_notify.sh down"

roe

192.168.99.211 — peanvHbIit agpec master-cepsepa;
192.168.99.213 — peanbHbiii agpec slave-cepsepa;
192.168.99.221 — BMpTyanbHbIN agpec.

KoHTponb pgoctynHoctu  cepeuca Eltex.EMS npoussoautca npuM  NOMOLLM  CKPUNTOB
/etc/keepalived/check_ems_new.sh u /etc/keepalived/check_ems_users.sh, koTopble Take A0/KHbI
HaxoamMTbCcA B KOHdUrypaumax oboux cepBepoB. CKpUNTbI NPOU3BOOAT KOHTPO/b AOCTYMHOCTH,
ncnonbsys mexaHusm Northbound, 1 npoBepsAtoT HanMuYne aBTOpU30BaHHbIX B EMS nonb3osateneii.

BbI3bIBa€TCA METOA, NOYYEHNA BEPCUN:
http://STO_HOST:8080/northbound/getVersion

CKpVII‘lT nposepAeT ogHOBpPEMEHHO TPU COCTaBNAKOLWMNX YaCTK cepBepa:

— tomcat6 (kak WEB-cepsep);
— eltex-ems server (aapo cucTemsl);
— eltex-ems northbound (uHTepdeiic cesasm c OSS).

Ana ceoespeMmeHHO20 nepevyumoieaHus u3mMeHeHuli e bJ] ucnonb3yemca ckpunm
/etc/keepalived/keep_notify.sh E2o 3adaua cocmoum e mom, ymobbl uHUyuupoeams obHoeneHue

8HYymMpeHHe20 Kawa OaHHbIX y cepeepa eltex-ems npu nepedayve eedyweli ponu. Nepeyumeliearomca
ob6vekmol Oepeea, cnucku poseii u nosnv3osameneii, HaACMPOLKU MOHUMOPOs U m. 0.
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2.2.4, SNMPD

2.2.4.1. ONNCAHUE

CepBuc snmpd CAyXUT AN MOHWUTOPUHIa NapameTpoB cepBepoB EMS M cocTosHMA cucTembl
pe3epBMPOBaHMA. TaKKe OH OCYLLECTB/AET reHepauuio aBapuiHbIX COOBLEHMI Npy Henonagkax B
cucTeMe pesepBupoBaHUs.

2.2.4.2.CrOCOB 3ANYCKA/OCTAHOBKM

Cepsuc snmpd 3anyckaeTca aBTOMaTUYECKM NPU CTapTe cepBepa.
[ns ocTaHOBKM cepBMUCa UCNONb3YETCA KOMaHA4a:
service snmpd stop
[N 3anycka cepBuca nocae oCTaHOBKM UCMO/b3YeTC KOMaHA4a:
service snmpd start
[na npoBepKM — 3anyLeH I CepBUC B flaHHbIA MOMEHT WM HET, UCMONb3yeTcA KoMaHaa:
service snmpd status
B oTtBeT nocneayet coobuieHune:
* snmpd is running
B C/ly4ae ec/iv CEPBUC 3aNyLLEH,
nnu
* snmpd is not running

B C/ly4ae eCc/1un CepBuC He 3anyLeH.
2.2.4.3. KOHOUTYPALINA

daitn koHburypauum cepsnca snmpd pacnonoxeH B /etc/snmp/snmpd.conf n umeert cneayoluee
coaepraHue:

rocommunity public
rwcommunity private
informsink localhost
master agentx

Ctpoku rocommunity n rwcommunity 3a4atoT cogepkumoe nona community, KOTopoe AONKHO
cogepatbca B SNMPGET n SNMPSET coobueHunsax cooTBeTcTBeHHO. Ecam 3TM 3HayeHus 6yayt
M3MeHeHbI, HE0BX0AMMO BHECTM COOTBETCTBYHOLLME M3MEHEHUA B HAaCTPOMKKN cepBepa EMS (Ha BKknaake
«Jocmyn» ob6bekta EMS — napametpbl «Read community» n « Write community»).

2.2.5. RSYNC

2.2.5.1. ONUCAHUE

CepsMuc rsync obecneumBaeT CUHXPOHU3aUMIO GaiIoB MeEXKAY cepBepamu, paboTalowmmm B nape.
CUHXpOHM3aUMKN nognexaT ¢ainbl KoHouUrypaumm cepsuca EMS, dainnbl MO, a TakKe BbIrpyKeHHbIE
dainbl KOHPUrypaumi.

CepuBKC rsync cocTouT M3 AByX 4YacTeit. CepBepHas yacTb npeacTaBaeHa AeMOHOM rsyncd,
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KOTOpbI MOCTOSIHHO 3anyweH Ha cepsBepax. KAMeHTCKasa 4YacTb npeacTaB/eHa MPUIOXKEHUEM rsync,
KoTopoe 3anyckaeTcs master-cepsepom ¢ neprmoaom B 1 MUHYTY U OCyLLECTBASET KonupoBaHue dainos
Ha backup-cepsep.

2.2.5.2.3AMNYCK U OCTAHOBKA CEPBEPA RSYNC

CepsBuc rsync 3anyckaeTca aBToMaTUYECKM NpU CTapTe cepeepa.
[ns 0CTaHOBKM cepBMCa UCNOIb3YETCA KOMaHAaA:
service rsync stop
[ns 3anycka cepsmca Noc/e OCTaHOBKM MCNO/b3yeTca KoMaHAa:
service rsync start
[ns npoBepKM — 3anyLLeH 1M CEPBUC B SAHHbIN MOMEHT UKW HET, UCNO/Ib3yeTca KOMaHAa:
service rsync status
B oTBeT nocneayeT coobuieHue:
* rsync is running
B C/ly4ae ec/in CePBMC 3anyLLEH,
nnm
* rsync is not running
B C/ly4ae ec/in CEPBMC He 3anyLLEeH.

2.2.5.3. KOHOPUTYPALINA CEPBEPA RSYNC

daitn KoHburypauumn cepsepa rsync pacnonaraetca B /etc/rsyncd.conf u mumeet cneayiouiee

coaepKaHue:

18

[ems-conf]
path = Jusr/lib/eltex-ems/conf/
use chroot = yes
max connections = 2
lock file = /var/lock/rsyncd
read only = no
list = no
uid = root
auth users = backup
secrets file = /etc/rsyncd.secrets
strict modes = yes
hosts allow = 192.168.99.213
ignore errors = no
ignore nonreadable = yes
transfer logging = no
timeout = 60
refuse options = checksum dry-run
dont compress = *.gz *.tgz *.zip *.z *.rom *.deb *.iso *.bz2 *.tbz

[ems-tftp]
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path = /tftpboot

use chroot = yes

max connections = 2

lock file = /var/lock/rsyncd.tftp
read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd.secrets
strict modes = yes

hosts allow = 192.168.99.213
ignore errors = no

ignore nonreadable = yes

transfer logging = no

timeout = 60

refuse options = checksum dry-run
dont compress = *.gz *.tgz *.zip *.z *.rpm *.deb *.iso *.bz2 *.tbz

B napametpe hosts_allow Heobxogumo yKasatb IP-agpec cepBepa, KOTOPbIN ByaeT MMeTb A0CTyn
K pecypcy, To ecTb aApec BTOpOro cepeepa B nape.

Ona ayTeHTUdMKaUUM HEOBXOAMMO HACTPOMTL NOAb30BaTENA ISYNC Ha 06ouX cepBepax, A1A 3Toro
YKasaTb ero gaHHble B ¢paine fetc/rsyncd.secrets B cneaytolem suge:

backup:rspasswd
loe

backup — vmsa nonb3oBaTens,
rspasswd — naponb.

3anpeTuTb ZOCTYN K dainy aas Bcex Nonb3oBaTenen, Kpome root:

chown root:root /etc/rsyncd.secrets
chmod 600 /etc/rsyncd.secrets

2.2.5.4. KOHOUTYPALINA K/TMEHTA RSYNC

Ona cnuHxpoHusaummn $ainoB Ha cepBepax KarKaylo MUHYTY 3anyckaetca ckpunt /usr/lib/eltex-
ems/scripts/rsync_ems_backup.sh, KoTopblli npoBepseT ponb cepBepa, U B C/ly4ae eciu cepsep
ABNAeTca BeAywwmm (master) — ocywecTBaseT KonuposaHue ¢alioB Ha BTOpPOM cepBep B nape.
KonupoBaHue Npon3BoanTCA TONbKO A1A U3MEHUBLUMXCA GpaitaoB, YTOObl YMEHbLUMTb HarpysKy.

#1/bin/bash
#Check if we're root
if [ 'whoami I= "root" ]
then
echo "This script should be run by root."
exit 1

fi

#Check - if we're master - try to perform backup to slave
SRVMODE-="cat /tmp/keep.mode"
if [ "SSRVMODE" == "MASTER" ]
then
rsync -urlogt --delete-after --password-file=/etc/rsync_client.secrets /usr/lib/eltex-ems/conf/*
backup@192.168.99.213::ems-conf > /tmp/rsync_ems_conf.log 2>&1
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echo S? >> /tmp/rsync_ems_conf_result.log
rsync -urlogt --delete-after --password-file=/etc/rsync_client.secrets /tftpboot/*
backup@192.168.99.213::ems-tftp > /tmp/rsync_ems_tftpboot.log 2>&1
echo S? >> /tmp/rsync_ems_tftpboot_result.log
else
echo "Not master. No action will be performed."
fi

B cTpoKax Bbl30Ba NporpamMmbl rsync yKkasbiBaeTca |IP-agpec BToporo cepsepa B nape.

Ona ayteHTudMKauum caykut daiin fetc/rsync_client.secrets, B KOTOPOM YKa3blBaeTcA Naposb K
yaanéHHomy cepsepy Rsync, kotopbiit 6bi1 HacTpoeH B ¢aine [fetc/rsyncd.secrets Ha yaanéHHom
cepsepe.

rspasswd

Heobxoanmo orpaHnumnTb AOCTYN K 3TOMY dalny:

chown root:root /etc/rsync_client.secrets
chmod 600 /etc/rsync_client.secrets

2.2.6. CRON

2.2.6.1. ONUCAHUE

CepBuC cron UCNoNb3yeTCa A1 NePUOANYECKOrO BbINOJHEHNA 3aAaHNiA B ONpeaenéHHoe Bpems.
K Takum 3a4aHNAM OTHOCATCA:

—  CUHXpOHM3auma Gpalinos mexay cepsepamu (rsync);

— pe3epBHOE KONMPOBaHME COXPaHEHHbIX KOHGUrypauuii OLT;
— npoBepKa pabotocnocobHocTn EMS.

2.2.6.2.CNOCOB 3ANYCKA/OCTAHOBKU

CepBuc cron 3anyckaeTca aBTOMATUUYECKM MPU CTapTe cepeepa.
[nAa 0CTaHOBKM cepBMCa UCNONb3yeTCA KOMaHAa:

service cron stop

[nAa 3anycka cepsuca nocae OCTaHOBKM UCNONb3yeTCA KOMaHaa:
service cron start

[na npoBepKM — 3anyLueH 1 CePBUC B A@HHbIA MOMEHT UM HET, UICNO/Ib3YyeTCA KOMaHAaA:
service cron status

B oTBeT nocneayet coobuieHme:

cron start/running, process <pid>

B C/lyYae ec/iv cepBmc 3anyLleH (rae <pid> - 3To Homep npouecca)
nnu

cron stop/waiting

B C/Q1iy4yae eC/m cepBuC He 3anyLleH.
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2.2.6.3. KOHOUTYPALINA

3agaum 4na cron onucbiBatoTca B paine /etc/cron.d/ems-backup

#mh dommondow command

# exkegHeBHOE NOJIHOE KOoMMpOoBaHue coaepxumoro /tftpboot B 23:45 (Mo ymonyaHuio BbIKA.)
# 45 23 * * * root /usr/lib/eltex-ems/scripts/reserve-tftp.sh

# nposepka poctynHoctu EMS uyepe3 northbound Kakgble 5 MWHYT (Mpu HeoOCTYMHOCTU
pectapTtyeT tomcatb u ems-serrver)

*/5 * * * * root /usr/lib/eltex-ems/scripts/check_ems_srv.sh

# CuHXpOHM3aUnA GaliIoB YEPES rSYNC — KaXKayto MUHYTY

*/1 * * * * root /usr/lib/eltex-ems/scripts/rsync_ems_backup.sh

*/5 * * * * root /usr/lib/eltex-ems/scripts/rsync-run.sh 192.168.99.213 root 7
rae

192.168.99.213 — IP-agpec BTOpOro cepsepa B nape.

OnucaHne dopmaTta 3anmncen npueeneHo B pasgene 2.3.4.4.

2.2.7. TFTP

2.2.7.1.ONUCAHME

Cepsuc tftp npepocraBnseT goctyn K ¢dainam Ha cepepe no npotokony TFTP gna OLT. C
MOMOLLbIO 3TOrO MPOTOKO/MA NPOUCXOAMT 3arpyska/sbirpyska ¢ainos MO u KoHourypaumin OLT. Onaa
poctyna TFTP-cepBepa K dainam, BbIrpyKeHHbIMm npy nomowm EMS no HTTP-npoTokony, Heobxogmm
3anyck TFTP-cepsepa oT umeHun tomcat6.

2.2.7.2.CNOCOB 3ANYCKA/OCTAHOBKU

Cepswuc tftp 3anyckaeTca aBTomaTUYECKM NPK CTapTe cepBepa.
[na ocTaHOBKM cepBMCa UCMO/b3YETCA KOMAHAA:

service tftpd-hpa stop

[nA 3anycka cepsurca Noc/ie OCTAaHOBKM MCMO/Ib3yeTcs KOMaHAa:
service tftpd-hpa start

[nA npoBepKM — 3anyLUEeH NN CEPBUC B AaHHbI MOMEHT UK HET, UCNOJIb3YeTC KOMaHAaA:
service tftpd-hpa status

B oTBeT nocneayet cooblyeHme:

tftpd-hpa start/running, process <pid>

B C/ly4yae ecnu cepsumc 3anyueH (rae <pid> - 3To Homep npouecca),
nnm

tftpd-hpa stop/waiting
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B C/ly4yae eC/m CEPBUC He 3anyLeH.
2.2.7.3. KOHOUTYPALINA

daiin KoHdpurypaumm tftp pacnonoxen 8 /etc/default/tftpd-hpa 1 umeer cneayrouwmin sua;

# /etc/default/tftpd-hpa
TFTP_USERNAME="tomcat6 "
TFTP_DIRECTORY="/tftpboot"
TFTP_ADDRESS="0.0.0.0:69"
TFTP_OPTIONS="--secure —create"

2.3. CEPBUCHI CEPBEPA b/
2.3.1. MYSQL-BIN

2.3.1.1. ONUCAHUE

Cepsuc mysql — 370 ocHoBHOW cepBuc cepsBepa bBA. OH ocywecTBaseT Kak (yHKUUM
HenocpeACTBEHHOMO AoCTyna K B[, Tak MU CaMOCTOATENLHO BbINOMHAET penvKaumio b mexay osyms
cepBepamu, paboTatowmmm B nape.

2.3.1.2.CNOCOB 3ANYCKA/OCTAHOBKH

Cepsunc mysql 3anyckaeTca aBTomaTUYECKM NPU CTapTe cepeepa.
[lnAa 0CcTaHOBKM CepBMCa UCMO/b3YeTCA KOMaHAa:

service mysql stop

[na 3anycka cepBmuca NOcC/se OCTAHOBKM UCNO/b3YEeTCA KOMaHAa:
service mysql start

[ns npoBepKM — 3anyLLeH M CEPBUC B AaHHbIN MOMEHT UKW HET, UCNO/Ib3yeTca KOMaHAa:
service mysql status

B oTBeT nocneayet coobuieHme:

mysql start/running, process <pid>

B C/ly4ae ec/v cepBumc 3anyleH (rae <pid> - aTo Homep npouecca),
nnm

mysql stop/waiting

B C/21ly4ae eCcnum cepBuC He 3anyLlleH.

2.3.1.3. KOHOUTYPALMA
daiin KoHdurypaumm mysql pacnonaraetca B /etc/mysql/my.cnf.
2.3.1.4.0COBEHHOCTU PABOTbI

Mocne nonHoro nepesanycka cepsBepa Mo nWTaHWO mysgl  [0MXEeH CaMOCTOATE/bHO
nepesanyctutb penivkauuio b (ecamn Bpema oTkaodeHua 6bino He 6onee 1-2 MuH). B ciyyanx, Koraa
cepsep MpPOBE&N B HEAOCTYNHOM COCTOSHUM HeBO/blIOe KOAMYECTBO BPEeMEHM (MUHYTbI), BO3MOMKHO
BOCCTAHOBUTbL penauKauuio 6e3 BMmellaTeNbCTBa onepaTtopa MNpuM MNOMOLIM 3anycka CKpunTa Mo
pacnucaHuio: Ha cepsepe nepuoamyecku (no 3agadve B cron) 3anyckaetca ckpunt /usr/lib/eltex-
ems/scripts/revive-mysql-replication.sh.
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#!/bin/bash

LOCAL_FILE="mysql --user=rootuser --password=rootpasswd -e "show slave status \G" | grep
"Master_Log_File" | awk ' {print $2}"

REMOTE_FILE="mysql --host=192.168.99.214 --user=rootuser --password=rootpasswd -e "show
masterstatus \G" | grep "File" | awk '{print $2}"

echo SLOCAL_FILE

echo SREMOTE_FILE

if [ SLOCAL_FILE != SREMOTE_FILE ]

then
mysql --user=root --password=root -e "stop slave"
mysql --user=root --password=root -e "start slave"

fi

roe

rootuser/rootpasswd — NorvH 1 Naposib agmuHucTpaTtopa MySQL;
192.168.99.214 — peanbHblii agpec cepBepa, KOTOPbIM paboTaeT B nape C TeM, Ha KOTOPOM
BbINO/IHAETCA 3TOT CKPUNT.

3TOT CKpUNT CcpaBHMBaAeT WMeHa binary-log mysql-daitnoB, KoTopble uWcnonb3yloTca A8
penanKkaumm, Ha TEKYLLLEM CepBepe U Ha cepsepe, paboTatoLLem C HUM B nape.

B cnyyae HecoBnageHMA — MPOUCXOAMUT pecTapT peninkaumn.

2.3.2. KEEPALIVED

2.3.2.1. ONNUCAHME

Cepsuc keepalived obecneumBaet paboTocnocobHOCTL CUCTEMBI pe3epBuMpoBaHMA. OH BbINOAHAET
MOHUTOPUHI CEPBEPOB U B C/ly4ae HEJOCTYNMHOCTM OAHOMO M3 HUX OCYLLecTBAseT nepegady virtual IP
pabotocnocobHomy cepsepy.

2.3.2.2.CNOCOB 3ANYCKA/OCTAHOBKMU

Cepsuc keepalived 3anyckaeTca aBTomaTUYeECKM NPU CTapTe cepBepa.
[na ocTaHOBKM cepBMUCa MCNONb3YETCA KOMaHAaA:

service keepalived stop

[na 3anycka cepeuca nocae oCTaHOBKMU MCMNO/b3YeTCA KOMaHAaA:
service keepalived start

Cepsuc keepalived He umeeT cneumanbHOM KOMAHAbI MPOBEPKM aKTUBHOCTU, MOSTOMY AJ1A TOrO
yTObbl YAOCTOBEPUTLCA, YTO CEPBUC AOCTYyMNeH, Heobxoaumo nposeputb npucyTcTBue keepalived B
CMWCKe NPOoLLeccoB Ha cepBepe:

ps aux | grep "/sbin/keepalived"
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Ecnv cepBUC 3anylieH — B pesy/ibTaTe BbIMOJHEHWUA KOMAHZAbl GyAeT MojlydyeH CNUCOK U3 TPEX
CTPOK:

root 1247 0.0 0.0 43308 1008 ? Ss 11:11 0:01 /sbin/keepalived -x
root 1248 0.0 0.3 49852 33527 S 11:11  0:04 /sbin/keepalived -x
root 1249 0.0 0.2 49844 29727 S 11:11  0:14 /sbin/keepalived -x

Ecnun cepBuUC He 3anyuweH — KomaHaa He BblAaCT HN4ero.

2.3.2.3. KOHOUTYPALINA

B kommymamope, KyOa 8Kalo4eHbl Xocmbl, ucnoav3dyiowue Keeaplived, moxcem 6bimo
aKmueuposaHa mexHonoz2ua STP. B amom cayyae Ha nopmax 065a3amenbHO 00AMHA 6bimb
akmueuposeaHa onuyua «Fast Port», e npomusHom cny4yae npasunvbHaa paboma Keepalived He
2apaHmuposaHa!

HaCTpOﬁKa 3aK/N1l04aeTCA B HpaBMﬂbHOVI Bblga4ye BECOB cepBepam:

— 0AuH cepsep 6epéT ponb «Master», BTopoii cepsep «Backup»;
— o0ba cepBepa MMeIOT HaYaibHbIM npuoputeT 50;

— BecC cKpunta —2;

— napameTp #nopreempt BbIKAOYEH.

B TakoM KOHdUrypauum npu BO30O6HOBAEHWUWM CBA3U (MAU BOCCTAHOB/EHUM mMysql) OCHOBHOWA
(macTep) cepsep He oTbupaeT cebe MacTepcTBO NOC/ae BOCCTaHOBMEHMA PaboToCnocObHOCTM, TaK Kak
NPUOpPUTETbI CTAHOBATCA PAaBHbIMU.

Huke BapmaHTbl KOHOUIYpPaLMOHHbIX pannoB g1 060MX cepBepoB.
®daiin [etc/keepalived/keepalived.conf.
KoHdurypauma MASTER:

! Configuration File for keepalived

global_defs {
notification_email {
admin@domain.com
}
notification_email_from eltex.ems@domain.com
smtp_server mail.domain.com
smtp_connect_timeout 30
router_id MYSQL 1
enable_traps

vrrp_script check_mysql {
script "/etc/keepalived/check_mysql_srv.sh 192.168.99.212" # ckpunm nposepKu
akmusHocmu EMS (tomcat6 + nbi + ems). adpec = peanbHbili adpec smozo cepeepa
interval 2 # uHmepean nposepKu =2 cex
weight 2 # eec ckpunma. rno ymon4aHuto macmep cmapmyem co 3HayeHuem 100, a cnelie
50. Ecnu ckpunm He 8binosnHeH, mo macmep roay4um 0 u paboma nepelioém Ha cnelie

fall 2 # 014 8bINOAHEHUSA CHUXEHUSA 8eca 00aM4HO cpabomamb 2 pasa ¢
ompuyamesnsHbIM Pe3ys6mamom
rise 2 # 0519 8038pPAMa 8 HOpMasibHOE cocMosHUE 00AXCHO cpabomame 2 pasa ¢

o710 UMes1IbHbIM pe3ysibmamom
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}

vrrp_instance VI_MYSQL {
state MASTER
interface ethO
lvs_sync_daemon_interface ethO
garp_master_delay 10
garp_master_repeat 7
virtual_router_id 51
track_script {
check_mysql
}
priority 50
advert_int 1
#nopreempt
authentication {
auth_type PASS
auth_pass eltex
}
unicast_peer {
192.168.99.214
}
virtual_ipaddress {
192.168.99.220 label ethO:vip
}
}

virtual_server 192.168.99.220 30333 {
delay_loop 6
nat_mask 255.255.255.0
persistence_timeout 10
protocol TCP

real_server 192.168.99.212 30333 {
weight 1
MISC_CHECK {
misc_path "/etc/keepalived/check mysql_srv.sh 192.168.99.212" # e ckpunm
nepedame peanbHsili adpec cepsepa
misc_timeout 10

}
}

real_server 192.168.99.214 30333 {
weight 1

MISC_CHECK {
misc_path "/etc/keepalived/check_mysql_srv.sh 192.168.99.214" # e ckpunm
nepedame peasbHsbili adpec cepsepa
misc_timeout 10

}

raoe
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192.168.99.212 — peanbHblit agpec master-cepsepa;
192.168.99.214 — peanbHblit agpec slave-cepsepa;
192.168.99.220 — BupTyanoHbik IP-agpec

KoHdurypaums SLAVE:

! Configuration File for keepalived

global_defs {
notification_email {
admin@domain.com
}
notification_email_from eltex.ems@domain.com
smtp_server mail.domain.com
smtp_connect_timeout 30
router_id MYSQL 2
enable_traps

}

vrrp_script check_mysql {
script "/etc/keepalived/check_mysql_srv.sh 192.168.99.214" # ckpunm nposepKu
akmuesHocmu EMS (tomcat6 + nbi + ems). adpec = peanbHbIli adpec amozo cepsepa
interval 2 # uHmepean nposepKu =2 cex
weight 2 # eec ckpunma. rno ymon4aHurto macmep cmapmyem co 3HayeHuem 100, a cnelie
50. Ecnu ckpunm He 8binoaHeH, mo macmep noay4yum 0 u paboma nepelioém Ha caelie

fall 2 # 0011 8bINOAHEHUA CHUMCEHUSA 8eca 00aXHO cpabomams 2 pasa ¢
ompuyamesbHbIM pPe3yabmamom

rise 2 # 015 8038pAMA 8 HOPMAbHOE COCMOAHUE 00X HO cpabomams 2 pasa ¢
MO0 UMEsIbHLIM Pe3y1bmamom

}

vrrp_instance VI_MYSQL {

state BACKUP

interface ethO

lvs_sync_daemon_interface ethO

garp_master_delay 10

garp_master_repeat 7

virtual_router_id 51

track_script {
check_mysql

}

priority 50

advert_int 1

#nopreempt

authentication {
auth_type PASS
auth_pass eltex

}

unicast_peer {

192.168.99.212

}

virtual_ipaddress {
192.168.99.220 label ethO:vip

}
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}
virtual_server 192.168.99.220 30333 {

delay loop 6

nat_mask 255.255.255.0
persistence_timeout 10
protocol TCP

real_server 192.168.99.212 30333 {
weight 1
MISC CHECK {
misc_path "/etc/keepalived/check_mysql_srv.sh 192.168.99.212" # & ckpunm

nepedame peasnbHsili adpec cepsepa
misc_timeout 10

}
}

real_server 192.168.99.214 30333 {
weight 1
MISC CHECK {
misc_path "/etc/keepalived/check _mysql _srv.sh 192.168.99.214" # e ckpunm

nepedame peasbHsIl adpec cepsepa
misc_timeout 10

}

roe
192.168.99.212 — peanbHblit agpec master-cepeepa;
192.168.99.214 — peanbHblt agpec slave-cepsepa;
192.168.99.220 — BupTyanbHbIn IP-agpec.

KoHTponb  gocTynHocTM  cepBuca  mysql  npousBoaMTcA  Npv MOMOLLM  CKPUMTa
/etc/keepalived/check_mysql_srv.sh, KoTopbiii Takxe O0/MKEH HaxoAuTbCcA B KOHdMrypaumax obomx
cepsepoB. CKpUNT MPOM3BOAUT KOHTPO/Ib AOCTYMHOCTU, UCMOb3YA sql-3anpochi.

BbI3blBaeTcA 3anNpoc cnucka 6as faHHbIX:

mysql --host=STO_HOST --user=javauser --password=javapassword -e "show databases"

2.3.3. SNMPD

2.3.3.1. ONNUCAHME

CepBuc snmpd CAYKUT AN MOHMTOPWHra MapameTpoB cepBepoB B[ M cOCTOAHUA cUCTembl
pe3epBMPOBaHMA. TaKKe OH OCYLLECTB/AET reHepauuio aBapuiHbIX COOBOLEHUI Npu Henonaakax B
cucTemMe pesepBUpOBaHUs.

2.3.3.2.CrOCOB 3ANYCKA/OCTAHOBKM

Cepsuc snmpd 3anyckaeTcs aBTOMaTUYECKM NpW CTapTe cepsepa.
[nAa ocTaHOBKM cepBMCa UCMOb3yeTCA KOMaHaa:

service snmpd stop

[nA 3anycka cepeurca Noc/ie OCTaHOBKM MCMO/Ib3yeTcss KOMaHAa:
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service snmpd start

[na NpoBepKN — 3anyLLEH NN CEPBUC B AaHHbINA MOMEHT UK HET, UCNOJIb3yeTcA KOMaHAa:
service snmpd status

B oTBeT nocneayeT cooblueHue:

* snmpd is running

B C/ly4ae ecnu CEPBUC 3anyLLeH,

nnu

* snmpd is not running

B C/ly4ae ec/M CEPBUC He 3anylLLeH.

2.3.3.3. KOHOUTYPALINA

®daiin KoHUrypaumm cepemca snmpd pacnonoxeH B /etc/snmp/snmpd.conf n umeert cneayrouee

coaepKaHue:

rocommunity public
rwcommunity private
informsink 192.168.212.120
master agentx

B cTpoke informsink ykasbiBaeTca virtual ip-address EMS-cepBepa.

CTpOKM rocommunity n rwcommunity 3a4al0T coaepxmmoe nonAa Community, KOTOpOo€e AO0NXKHO

cogep:katbca B SNMPGET u SNMPSET coobueHunsax cooTBeTcTBeHHO. Ecin 3TM 3HauyeHus 6yayt
N3MeHeHbI, He06XOAMMO BHECTU COOTBETCTBYIOLWME U3MEHEHUA B HACTPOMKM o6bekTa MySQL B EMS (Ha
BKNagke «Jocmyn» ob6bekta MySQL — napametpbl «Read community» v « Write community»).

2.3.4. CRON

2.3.4.1. ONUCAHME

CepBMC cron ncnoab3yeTtca AnAa nepnoamn4eckoro Bbino/IHEHUA 3ap,aHm?1 B onpe,a,enéHHoe BpemaAa.

K Taknum 3agaHNAM OTHOCATCA:
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dBTOMaTU4YECKOE BOCCTAaHOB/1IEHME peninKauun npu C6OF|X;
KOHTPO/1b LLENOCTHOCTU 6as AaHHbIX;
pe3epBHOE KONnpoBaHuMe 6a3 AaHHbIX.

2.3.4.2.CNOCOB 3ANYCKA/OCTAHOBKU

CepBVIC Cron 3anyCKkaeTcAa aBTOMaTU4YeCKM npu CtaptTe cepsBepa.
[na octaHOBKMK cepBucCa NCnonb3yeTca KoMmaHga:

service cron stop

[na 3anycka cepsuca Nocse OCTAaHOBKM MCMONAb3yeTCcA KOMaHAaA:
service cron start

[na NpoBepKM — 3anyLLEeH AN CEPBUC B AaHHbIN MOMEHT MK HET, UICNO/b3yeTcA KomaHaa:
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service cron status

B oTBeT nocneayet coobuweHue:

cron start/running, process <pid>

B C/lydae ec/iM cepBuC 3anyLueH (rae <pid> - 3To Homep npouecca),
nnm

cron stop/waiting

B C/ly4ae ec/n CEPBUC He 3anMyLIieH.

2.3.4.3. KOHOUTYPALIUA
3agaun ana cron onucbisatotca B dpaine fetc/cron.d/ems-backup.

#mh dom mondow command

S ELTEX

# exxeOHesHoe coxpaHeHue xypHaaa cobeimuli (asaputi) 8 03:30 (7 dHeli pomayuu)
# 0ob6asumeo rsync emopoeim napamempom 015 IKCIopma Ha yoanéHHelIl cepsep

3003 * * * root /var/ems-backup/alert-dump-rotate.sh 7

# KoHmMponb yenocmHocmu B/ kKaxoyro Hoyb 6 4:12

12 04 * * * root /usr/lib/eltex-ems/scripts/check_ems_db.sh

# asmomamuyeckoe soccmaHosneHue penaukayuu npu cbosax

*/1 * * * * root Jusr/lib/eltex-ems/scripts/revive-mysql-replication.

OnucaHne ¢opmaTa 3anmncen npueeneHo B pasgene 2.3.4.4.

2.3.4.4. POPMAT YCTAHOBKU OATbI CRON

sh

Kaaas cTpoKa, He ABAAIOWAACA KOMMEHTapMEM, COAEPKMUT LIECTb NoAerk U NpeacTaBiseT oaHy

KoMaHay:

MUHYMbI Yacbl 0eHb MecAy 0eHb_Heoenu KOMaHOa

MepBble NATb Nosei oTaenaATca APYyr OoT gpyra npobenamu, HO B Nose «KOMaHOa» npoben

BbINO/HAET CBOIO 0BbIYHYIO PO/Ib PA3AENUTENA aPTYMEHTOB.

B nonax «mMuHymol», «4acel», «0eHb», «Mecauy» WU «0eHb_Hedenu» paetca uHGopmaumsa o

BpeMeHUn 3anyCka KomMmaHAapbl.

Mone OnucaHue AnanasoH
MUHYTbI MwuHyTbI Yaca ot 0 oo 59
yacol Yacbl gHA ot 00023
AeHb [eHb mecaua otlpo31
mecay, Mecay, roga orlpo12
AeHb_Heaenu [eHb Hepgenn o1 0 fo 6 (0 - BoCKpeceHbe)

Kaxgoe us BbllUEYKa3aHHbIX nonen Moxet coaepXKaTb:

—  3HaK acTepucKa, KoTopblil 03Ha4vaeT Abyto undpy;
—  LefIoe YnCno, 3aatoLLee OTAEeNbHbIV 3NeMEHT AaTbl;

— [ABa pa3gesieHHbIX ,u,ed)mcow\ LenbixX 4ncna, COoTBETCTBYOWNX ANAMNa30HY 3HaYEeHU.
— uenble Yyncna nam ananasoHbl, pasgesieHHble 3anATbiIMU U COOTBETCTBYOLWME mo6omy n3

YKa3aHHbIX 3HAYEHU.

LleHTpann3oBaHHaA cucTema ynpas/ieHUA CeTeBbIMM INEMEHTaMM
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Hanpumep, cneundukaumsa
4510**1-5
o3Hayaet «10 4yacos 45 MUHYT, C NOHeAe/IbHMKA NO NATHULLY».

C nonsmu «0eHb_Hedenu» N «0eHb» COMpPAXeHa NOTeHUManbHas ABYCMbIC/IEHHOCTb, KOTOpPYIO
HeobxoAMMO yumnTbiBaTb. KaxKablih AeHb ABAAETCA U AHEM HEAeNu, U Ynciom mecaua. Ecnm ykasaHbl 0ba
3TMX NoAs, TO NoAnagalroliemy noa WX AencTBMe AHK AO0CTAaTOYMHO YAOBAETBOPATb OAHOMY M3 ABYX
TpeboBaHuUi, YTOObI NPONTM OTOOP.

Hanpumep, cneundukayma
0,30 *13 *5

O3HayvaeT: «Kaxable noayaca no NATHWLAM U KaxKAble MoaYaca TPMHALLUATOro YMcna MecAua», HO He
«KarKable noayaca B NATHULY TPUHAALATORO YMCNa».

30 LleHTpannsoBaHHaa cuctema ynpaB/ieHUsa ceTeBbiMU 3iemeHTamm Eltex.EMS



S ELTEX

3 YCTAHOBKA U HACTPOMKA, PABOTA C ABAPUAMM, PE3EPBUPOBAHUE

Cuctema «Eltex.EMS» cTpouTca No KAMEHT-cepBEpPHOM apxuTeKType. B KauecTBe cepBepa AoCTyna
MOXET MCMNOo/1b30BaTbCA /OO KoMNbloTep, 061a4al0WNIA AOCTAaTOMHOM BbIYUC/IUTENIBHON MOLLHOCTbIO
Ana 06paboTKM MHOMKECTBA 3aMnpocoB (TpeboBaHUA K cepBepy 3aBUCAT OT KOIMYECTBA YCTPOMCTB B CETU
M KOJIMYECTBa MJIaHUPYEMbIX Paboumx MecT TeXHMYECKOro nepcoHana). Mcnosb3yetcs onepaumoHHas
cuctema Linux Ubuntu. ®yHKLMOHMpPOBaHME cepBepa OCYLLECTBAAETCA Ha BUPTYa/IbHOM MalLMHe Java.

B KauecTBe xpaHuauwa ucnonbsyetca CYB[ MySQL, He Tpebytowasa npuobpeTeHna NULEH3IUA.
Onsa npepoctasneHna WEB-gocTyna K ¢yHKUMAM cucTembl ncnonb3yetca Apache Tomcat, Take He
Tpebytowmit JONONHUTENbHbIX TULEH3NOHHbIX OTYUCAEHUN.

Onsa co3gaHusa paboumx mect (3anyck rpaduyeckoro KAMEHTCKOro npunoxeHus) Heobxoamm MK,
Ha KOTOPOM MOMKeT BbITb ycTaHOBAeHa Ntobaa cospemeHHaa OC Windows (Windows 2000, XP, Vista, 7,
8.1, 10) nau Linux c rpaduyeckoli noacmctemoit. O6a3aTenbHO AOMXKHA BbITb YCTaHOBAEHA BUPTYabHan
maliunHa Java JRE (He HuKe 7 Update 40) 1 6paysep, noaaepusatowuii java plugin: IE, Firefox, Opera.

PyKkoBoACTBO Mo MHCTaNNsUMK cepBepa u3noxeHo B ¢paine «Eltex_EMS_server_install.doc».
3.1.HACTPOWKA NMPOBEPKU CEPTUDUKATA ANAa EMS-ANNNETA

Ona ynydyweHuna 6esonacHOCTM B Java umeerca OyHKUMA MPOBEPKM OT3biBa cepTUdMKaTa,
KOTOPbIM MOAMMCAHO NMPUIOXKEHME.

ECnM KAMeHTCKas mawuHa (MaluHa, Ha KOTopoi 3anyckaetca EMS-annneT) He MogKloYeHa K
CETU WHTEPHET, TO NPW NOMNbITKE NPOBEPKM cepTUdMKATa MOTYT BO3HMKHYTb OWKOKM MHULMANM3ALMK
NPUNOXKEHNA NMBO 3a4ePKKN, KOTOPbIE MPUBOAAT K OWMBKamM MHMLMANN3ALUMN.

[na peweHna npobiembl NpeanaraeTca Ha MallMHax 6e3 AocTyna K CeTM UHTEPHET OTK/o4YaTh
NpoBepKy OT3biBa cepTudMKaTa.

OTKNIOYMTD NPOBEPKY OT3bIBa cepTUdUKaTa MOXKHO B Java Control Panel Bo Bknagke «Advanced».
Ona Java 6 nepeitn «Security/General» v cHATb dnarn HanpoTus napameTpos «Check certificate for
revocation using Certificate Revocation List (CRL)» wn «Enable online certificate validation». Qna Java 7, 8
BblbpaTb «Do not check» B cekumn «Perform certificate revocation checks on».

Bonee nogpobHO C [AaHHLIM MPOLLECCOM Bbl MOXeETe O03HaKOMMTbLCA Ha caiTe Java:
https.//www.java.com/ru/download/help/revocation_options.xml.

3anyck Java Control Panel 8 Windows

3anyck naHenu ynpasneHus Java - Java 7 o6HoeneHue 40 (7u40) u 6osee no30HuUx sepculi:
1. OTKpbITb MeHto «[Tyck» Windows

2. BbibpaTb NyHKT «[1po2pammbi».

3. HainTn B cnucKke nporpamm Java.

4. BbibpaTb «Configure Java» (HacTpouTb Java), uTobbl 3anycTUTb NaHenb ynpasneHua Java Control
Panel.
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3anyck naHenu ynpaseneHua Java e gsepcuu paHee 7u40:
Windows 8

1. Heobxoaumo ncnonb3oBaTtb GopMy NOUCKa ANA NOMCKA NaHEeNU YpaBaeHUs.
2. HaxaTb coyeTaHue Knasuwmn ¢ ambnemon Windows + W an1a BbI30Ba YyA0-KHOMKKU «[TOUCK» W
NMOMCKa HaCTPOEK.

nIn

1. NepemecTnTb KYpCcop MblLUM B MPaBbI HUXHMIA Yroa 3KpPaHa U HaxaTb 3HAYOK «[TOUCK».
2. B none noncka BBeCTU: «NaHeb ynpasaeHua Javar.
3. WWenkHyTb Ha 3Ha4Ke Java, YTobbl OTKPLITb NaHe b ynpaBaeHua Java.

Windows 7, Vista
1. B meHto «[Tyck» BbIbpaTh «[laHesnb yrpasneHus».

2. B noncKke naHenn ynpaBneHma BBECTU: «MaHeNb YNpaBaAeHUA Javar.
3. LenkHyTb Ha 3Ha4Ke Java, YTobObl OTKPLITL NaHe b ynpaBaeHua Java.

Windows XP

1. B meHto «[lyck» BbIBpaTh «[laHesb yrpasaeHUa».
2. lBaxkAbl LWENKHYTb HA 3Ha4YKe Java, 4Tobbl OTKPbITb NAHENb ypaBaeHuMs Java.

AnbTepHaTUBHbDI cnocob 3anycka Java Control Panel B Windows

1. B meHto Windows HaaTb KHOMRY «[TycK».

2. B none noucka eeectu:

ana 32-paspagHbix sepcuii Windows: c:\Program Files\Java\jre7\bin\javacpl.exe.

Ana 64-paspagHbix sepcuit Windows: c:\Program Files (x86)\Java\jre7\bin\javacpl.exe.

3anyck naHenu ynpasnenus Java B Linux

1. OTKpbITb OKHO TEPMUHANA.

2. NepeiTn B KaTanor ycraHosku Java. cd /java/jrel.7.0_40 (cheayet U3mMeHUTb MMSA KaTasiora B
COOTBETCTBUM C KaTasIoOrOM YCTaHOBKM Java).

3. OTKpbITb NaHenb ynpasneHus Java, seectu: ./ControlPanel.
3anyck naHenu ynpasnenus Java B 6paysepe

MaHenb ynpaBneHus Java TaKKe MOMKHO OTKpbITb B bpaysepe. [aa 3TOro cnefyert 3anyctutb
6paysep Netscape wuam Mozilla, oTkpbiTb ¢ain ControlPanel.html, KkoTopbiii, Kak npasuno,
pacnonaraeTca B Katanore SKATA/IOI_YCTAHOBKU_JAVA/jre/.
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3.2 PABOTA C ABAPUAMMU

3.2.1. OBLUUE NPUHLUMUNDbI NOJIYYEHNA, XPAHEHNA, OTOBPAXEHUA,
ABTOOYUCTKU

CobbiTnamu B cucteme ynpasneHuna EMS asnatotca:
— SNMP trap, npuHATbIE OT YCTPOMUCTB PaboTatoLMX B CETH;

— SNMP trap OT BHYTPEHHWX KOMMOHEHTOB OKpYy¥KeHua cuctembl EMS (Hanpumep, oT
Keepalived);

—  CUCTEeMHble COOBLLEHUA, NO/yYeHHble Ha OCHOBE AaHHbIX, NOoayYaemblx cuctemoin EMS
(Hanpumep, KOHTPO/Ib AOCTYNa — ping, KOHTPO/Ib TeMMepaTypbl YCTPOMCTB) NP BbIXO4e
KOHTPOANPYEMbIX BENNYMH M3 A0NYCTUMOrO AMana3oHa;

— OowWWBKM paboTbl BHYTPEHHUX npoueccoB cuctembl EMS (MOHUTOPOB, aCUHXPOHHbIX
334a4), BbiBeAEHHbIE B BUAE aBapuit AN OTOBpPaXKeHUA B MeHI0 «AKTUBHble aBapum» U
npusaevYeHMA BHUMaHNA onepaTopa.

CobbITUA MOTYT CAYKUTb ANA CNeAyoLWMX Lenei:

—  WHPOPMUpPOBaHME NOJIb30BaATENA O BHELWITATHbIX CUTyaUMs (aBapusax);

— cbop 1 oTobpaxkeHne onepaTusHoON MHPOpPMaL MK 0 paboTe 31eMeHTOB CeTu.
Bce npuHATble cobbITUA MOryT coxpaHaoTca B 6a3y AaHHbIx MySQL.

NcKkntodeHns (T.e. ykasaHWe He CcoxpaHATb cooblueHua B B1) moryT 6biTb HacTpoeHbl Yepes GUI
(cm. HUKe).

3anucu u3 B[, oTobparkatoTcA Ha BKAagKkax «MoOHUTOPUHI/KypHan cobbITUit» UHAMBUAYAbHO
ON1A KaXKA0ro ycTpoicTBa.

Take B cucteme EMS poctynHo meHio «CobbiTvsa/HypHan cobbiTuii», rae MOXHO NMPOCMOTPETb
cobbITnA ANA BCex yCTPOUCTB 1 camoro cepeepa EMS.
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3.2.2. HACTPOMKA NPUEMA COOBLUEHWIA (TPAMOB). NPUHLMNbI
OUNBTPALIUU

Bce npaBuna o06paboTKu coob6LWEHMA U3HAYANbHO 33aJaHbl paspaboTuMKkamm cuctembl
Eltex.EMS B KoHpUrypaumoHHom ¢aiine TrapRules.xml un He npegnonaratotT BMeLlaTeNbCTBa
€O CTOPOHbI NONb30BaTeNA CUCTEMDI.

.h

HacTpoitku, pocTynHble Ans  nonb3oBatens, BbiBeaeHbl B GUI  unHTepdeitic  (meHio
«AamuHucTpupoBaHue/HacTpolika cepeepa/Mpuem n obpabotka SNMP Tpanos») n xpaHatca B bA. Ux
3Ha4YeHMA NepeonpesenatoT UCXOAHbIe 3HaYeHUA, yKasaHHble B TrapRules.xml.

®dunbtp «OID» Ucnonb3yeTca ANS NMOMCKA HYXKHOTO CobbITUA B CMIMCKE.

®PunbTp «Ycmpolicmeo» Ucnonb3yeTca ANA BblAENEHMA U3 CMMCKA TPYNMbl aBaPUin, XapaKTePHbIX
[AN1A TOTO UM UHOTO YCTPOMCTBA.

Mpynna «ALL» obbeanHsAeT cobbiTUA, KOTOPbIE BbICbINAIOTCA B OAMHAKOBOM ¢dopmaTe ANA BCEX
TUNOB YCTPOWACTB.

lpynna «KEEPALIVED» obbeauHaeT coObLIEHNS O CMEHE COCTOAHMA KOMMOHEHTOB CUCTEMbI MPU
pes3epBUPOBaAHUMN.

lpynna «EMS_SERVER» ob6beguHAeT coobLieHns reHepupyemble camoit cuctemon EMS.
[na nsmeHeHuns (KHoMKa «Pedakmuposame») onepatopy AOCTYMHbI CAeAytowme napameTpbl:

— Disabled — B 3HaueHMM «true» - MOJHOCTbIO BbIKNIOUYMTL 0OPAabOTKY Tpana (He COXpaHATb B
B[, He BbINONHATL 06paboTKy CObbITUSA);

— Priority — npuopuTeT cobbITUA; 3a4aeT cTeneHb BaXKHOCTH cobbITUA ANa cuctembl EMS;

— Always closed — «Bcerga 3akpbiT» - MPU YKa3aHMM 3HadeHua «true» cooblueHne
coxpaHsaetca B b/, HO He oTobparkaeTca Ha BKNagKe «AKTUBHbIE aBapum».

— He xpaHumes 8 B/] — 3Ha4YeHune «true» OTKAIOYAET COXPaHeHUe 3anucu cobbitna B b, HO He
610KMpyeT paboTy cuctemHbix 06paboTumkoB cobbiTuA B cucteme EMS.

[Na cMCTeMHbIX COOBLLEHMIA yNpaBNeHWe HEKOTOPbIMKM NapameTpamm MOXKeT 6biTb orpaHUMYeHo
pa3paboTynKamu, Tak Kak NogobHbIe MU3MEHEHMA MOTYT HapyLUTL PaboToCNOCOBHOCTL CUCTEMDBI.

KHonka «COpoc» CNYKUT ANA OYUCTKM NapameTpoB npuema Tpana u3 b/l n npueoaumT K BO3BpaTy K
3HayeHMAM, yKa3aHHbIM B TrapRules.xml.

KHonKa «YepHbili crnucok» noO3BOAAET OrpaHWYUTb KPyr YCTPOWMCTB, OT KOTOpbIX 6yaer
NPMHMMaTbLCA Tpan. Takoe AeincTBue MOXKeT noTpeboBaTbcA A/ 6JO0KMPOBKM Mpvema CoobLeHu ¢
YCTPOMCTBA, BPEMEHHO BbIBEAEHHOTO M3 HOPManbHOW pPaboTbl, YTObbI He OTB/JEKATb onepaTopa
NPUCYTCTBMEM COBBLITMII B  «AKTUBHbIX COBbITUAX» U «XypHane cobbiTnit». HacTpausaetcs
MHANBUAYANbHO. 3aMpeLLeHo pefakTMpoBaHMe YepHOro cnvcKa 418 CUCTEMHbIX COOBLLEHMIA.

3.2.3. HACTPOMKA ABTOOYMUCTKW, BbIFPY3KM HA BHELUHME
HOCUTENN (MOHUTOPbDI, CKPUNTbI, CRON)

ABTOMaTMUYECKasa OYMCTKA aBapuii BbIMONHAETCA MOHWUTOPOM «3IKCIopm XMypHana coobujeHuli
(alerts_archiving)».

YnaneHue cobbiTUit BbINOAHAETCS NO NapTuumnam (pasbueKka B, no aHsam).
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Ecnm B HacTpoiKkax MoOHMTOpa yKasaHa onuua «enable_export», To nepen yganeHvem 3anucu
CoXpaHatoTca B csv dpaiin.

3.2.4. MPMHLMN OTOBPAMEHUA B GUI: TAB/IMLA CUTHANU3ALMUK
(BKNFOYAS HACTPOWMKY LIBETA, 3BYKA)

AamuHuctpatopy Eltex.EMS pocTynHbl cneaylowmMe HACTPOMKM OTOOpaXKeHWA aBapuil B MEHIO
«AamUHUCTpMpoBaHue/MoBeaeHMe rpaduyeckoro nHTepderica»:

— Hacmpolika ysemosoli cxembl — CNYXKUT ANA accoumauum npuoputeTa cobbitui (1 syslog
Co0bLIEeHNIM) C onpeaeneHHbIM LIBETOM Ha YCMOTPeHMe onepaTtopa (noapobHee B pasaene
10.1);

— Hacmpolika 38ykoeoli cxemsl asapull — CAYXKUT AAs accoumaumn npuopuTteta cobbITin co
3BYKOBOW cuMrHanmsaumel (nogpobHee B pasaene 10.2).

B HacTpoiKe 3BYKOBOM CXeMbl OTODPAXKAIOTCA TO/IbKO T€ MPUOPUTETbI, KOTOPble OTOBPaXKaKTCA B
«AKMuUBHbIX cobbimuax». o npuHATOoM poroBopeHHocTM cobbitua INFO m CLEAR B «AKmMuBHbIX
cobbimusx» He 0TObpPaXKatoTCA, Tak Kak He MOryT ObITb yAa/ieHbl OTTYAa.

MpuY HacTpoliKe 3BYKa AOCTYMHbI CieaytoWwme onumu:

— BbIK/AOYEHO — TFOBOPUT O TOM, YTO CODBbITME YKa3aHHOro npuopuTeTa He MNPUMBOAMT K
BKJ/1OYEHMIO 3BYKOBOW CUTHA/IN3ALNK;

— cucmemHsili beep — CUTHAAU3MPYET Yepes YCTaHOB/IEHHbI Ha MaTePUHCKOW naaTte 6unep;

— 38YyK OUHOMUKOS — BK/ItOYAET NOJTHOLLEHHYIO 3BYKOBYHO CUTHaM3aLMIo, A1A paboTbl KOTOpOW
TpebytoTcA MOAKMOYEHHbIA AMHAMMKN M KOPPEKTHAA HACTPOMKa 3ByKa B OMepaLnoHHOWN
cucteme oneparopa.

Bce 3ByKM MOTyT BbITb NPOCAYLLAHbI B AMAN0re HAaCTPOMKM C MOMOLLBIO KHOMKM C M306parkeHnem
ANHaMUKa.

3BYKM NPUOPMUTETOB HasHayeHbl paspaboTtuMkammu cuctemsl Eltex.EMS, 3arpyska cBoux menoamu,
MHAMBMAYAbHAA HAaCTPOWMKa 3BYKOB 4151 OTAE/bHbIX aBapuit cuctemolt Eltex.EMS He npeaycmoTpeHa.

3.2.5. NPUHUMN  ABTOOYUCTKU ABAPUMA (OID, 3HAYALLME
MNAPAMETPbI)

Bce cobbiTuA, npuopuTeT KOTopbIX Bbille Yyem INFO, nonaaatoT B « AKTUBHbIE aBapuUm».

AKTMBHble aBapuMM — 3TO AUHAMMYECKUI CMUCOK COBbITUI, KOTOPbIA CYLLECTBYET TONbKO B
onepaTuUBHON NamaTn cuctembl. C 6a300 OaHHbIX OH HUKGK He C8A3QH.

Mpun nonyyeHuun asapum (Hanpumep, OID1, Kputnuyeckas Harpyska Ha KaHan Ne3), B «AKmueHsble
asapuu» nonagaeTt aBapus ypoBHa MAJOR. B cnyyae NOBTOPHOrO NOJIyYEHMA aBapPUMHOTO COBbITUS
cuctema obHOBUT gaTty npuvema cooblieHusn, 4Tobbl cobbiTMe MepemecTunocb BBepx B Tabauue npu
NMOCTOAHHOM COPTUPOBKE NO BpemeHW. [aTy nosy4yeHuns nepBoro aBapmMmHoOro coobweHmns MOXHO byaert
YCTaHOBUTb NO NapameTpy «Bpems 803HUKHOBEHUSA». KNOUOM K YCTaHOBIEHWUIO YHUKAIbHOTO COBbITUSA
ABnseTca KombuHauma ID ycTpolictea B aepese, OID coobuweHna U 3Ha4YMMbIX NAPaMeTPOB. 3HAYMMbIM
napameTpoM B YKazaHHOM Npumepe ABaAeTcA Homep KaHana. KoHpurypaumua TrapRules.xml nossonser
HasHaunTb cBsizb mMexay OK-cobbiTem M aBapuen. ITO 3HaAYUT, YTOo B NpaBuao obpabotkm OID2
(Harpyska Ha KaHan B Hopme) BkatoveH napameTp NormalizesOID. Mo KombuHauum ID ycTpoicTea,
NormalizesOID v 3HauMmbIx NapameTpoB cuctema EMS HaxoguT akTuBHyto aBaputo OID1 u ygansert ee
M3 CNUCcKa «AKmueHbIx cobsimuli». IToT npouecc B cucteme EMS HasbiBaeTcA Hopmanusaumen. B b,
(«»XypHan cobbITnit») B aTOM ciyyae nonagaet 3anucb ypoBHs CLEAR, rae coobuiaeTca, YTo KpUTUYECKOM
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HarpysKku Ha KaHan Ne3 6osblie HeT. 3anucu, NoslyyeHHble Npu Npueme aBapuiiHbIX cooblueHnii, B B/
HUKaK He mogudbuumpyroTca (MHave 3To Oblna Obl HGeccmbicieHHas Harpyska Ha bB[). Bpems
BO3HWKHOBEHWA M YCTPaHEHWA aBapun yCTaHaBAMBAETCA NO BPEMEHM 3aMUCU aBapPUIMHOIO U aKTUBHOTO
cobbiTuA B BA.

3.2.6. OT/IMYUA  MEXKAOY KYPHAIOM COBbITUMA (LOG) M
AKTUBHbIMU ABAPUAMMU

«ypHan cobbimuli» 3To HenpepbiBHAA NeHTa cobbiTuil B cucTeme EMS, Kyaa nocnegosaTesibHO
3anucbIBalOTCA BCE COBBLITUA NA YCTPOMCTB CETU U CAMOM CUCTEMbI. K AKTMBHbIE aBapumM» - BUPTYa/lbHbIN
CMUCOK COBbITUI, KONMYECTBO 3annceil B KOTOPOM NPU HOpMasibHOM paboTe ceTn AO0MKHO CTPEMUTLCA K
HYAHO.

BknagKa «AkmusHble asapuu» OBHOBNAETCA aBTOMATMYECKM HA OCHOBE [AaHHbIX, MOCTOAHHO
npucblnaemolx cepsepom B GUI nonb3osaTens.

OTKNOUYUTb aBTOOOHOB/IEHME MOXHO, CHAB cbnar «A8moobHoeneHue» Ha BK/N1aAKe.

dunbTp Ha BKNagKe «AKMUBHblE asapuu» No3BoAAeT o0TobpasuTb YacTb 3anucein no
onpeaeneHHOMyY YC/IOBUIO: MPUCYTCTBUE BCEX NMEPEUYMCTEHHbIX CNOB (pa3aeneHHbIX Npobesom) B CTpoke
Tabnnybl (BHE 3aBUCMMOCTU OT KOJIOHKM), MPUCYTCTBUE XOTA Obl OQHOTO M3 MEPEYUCTIEHHBIX C/IOB B
CTpOKe Tabaunubl (ecnun ctouT ranodka UMN).

Takke «AKMUBHble asapuu» OTBeYaloT 33 BKAtOYeHMe CurHanusaummn. Kaxgblt pas npu
06HOBNEHUW CNUCKa «AKMUBHbIX ¢ asapuli» GUl nposepseT 06HOBAEHHbIN CMCOK Ha NpeaMeT Hannuua
B HEeM aBapwuu, Ha NpUMOpPUTETE KOTOPOM BKAKOYEHA 3BYKOBasA curHanusauumdA. Ecnm Takaa asapwa
NPUCYTCTBYET, BKAOYAETCA 3BYKOBOE onoBelleHne. CUrHaIM3aumio MOXKHO OCTaHOBUTL (Korga onepaTtop
3aHANCA NPobaemoit) C NOMOLLbIO KHOMKK «Bbikarouums» Ha BKNagake «AkmusHsie asapuu». OfHaKo
npv cneayowem Moay4eHUM aBapUMHOrO COODBLLEHMA OT YCTPOMCTBA CMrHanM3auma OyaeT BKAOYEHa
NOBTOpPHO.

Ana nHbopmMpoBaHUA Nosib3oBaTeNa 06 aKTUBHOWN CUrHANM3aUMKN B MeHI0 «Cobbimus» (BEPXHUI
npasblit yron KoHdUrypatopa) TEKCT NOACBEYMBAETCA KPaCHbIM, U NPU HaBeAEHUWU yKasaTens Mbin B
noAackaske MOXHO yBuMAEeTb WUCTOYHUK U TEeKCT aBapuK, KOTOpaAa CTana I'IpVIHMHOﬁ BKAKOYEHUNA
CUrHANM3aLMK B 3TOT pas.

Ana «AkmueHbix asapuli» AOCTYMHO peaakTMpOoBaHMe cTaTyca.

Mpu nepeBoge cobbITMA B cocTosiHMe «B obpabomke» B Bl pna gaHHOro cobbita oTmevaeTtcs
AaTta 06paboTKM M Nonb30BaTeNb-06pPaboTUMK.

Mpu nepesoge B cocTosiHMe «3aKkpbimo» B bl AnA AaHHOro cobbITUA OTMEYaeTCa AaTa 3aKpPbITUA U
nosb3oBaTe/Nb, 3aKPbIBWNIA aBapuio. pu nepesBofe B cOCTOAHME «3aKPbIMO» aBapusa Nponagaer u3
CnUCcKa «AKmuBHbIX asapuii.

Tak)Ke [O0CTYNHO MaccoBoe yaaseHue 3anucel u3 «AKmueHbix asapuli». [lna 3Toro cyuiecrsyer
MEHI0 MPaBON KHOMKW MbIWW «Y0aaume ece aKmueHbie cobbimusa 044 ycmpolicmea uau y3na». B
OTKpPbIBLUEMCS ZMa/iore NO/b30BATENO HYXKHO BblOpaTb: OYMCTUTL /1M BCE aBapuu A/a YCTPOMCTBA, Ha
KOTOPOM BO3HMK/A BblAe/NE€HHAnA aBapua, MW OYMCTUTb BCE aBapuu A/a BCeX YCTPOMUCTB y3na, rae
HaXoAMTCS YCTPOMCTBO.

3.2.7. BbIBO/, CTATUCTUKU AKTUBHbIX ABAPUM

CTaTUcTMKa «AKmuBHbIx asapuli» oTobpaxkaeTcs B BEPXHEM MPaBOM Yy WM MOKasblBaeTCcA YMCI0
aBapuii Ha YCTPOMCTBE, HAa KOTOPOM paboTaeT Mo/sb30BaTe/b, AN HA y3/1e, ecan onepaTtop paboTaeT ¢
BKAaZ4KamMu y3na.
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B meHo «CobbITnA/CTaTUCTUKA aKTUBHBIX aBapuit» MOMKHO YBUIETb AaHHbLIX O YMCAE aBapuii No
npuopuTeETamM No BCEM YCTPOWCTBaM CETMU.

3.2.8. PYYHOW 3KCMOPT ABAPUM: TEKYLLME (C IKPAHA) UM NO
®UNLTPY (C CEPBEPA)

3anucuy BKAaAKKM «ypHan cobbITUM» MOXKHO COXPaHUTb B dain.
[na 3TOro cywecTBytOT A,BE KHOMKM:

—  3Kcnopm — CAYXUT ANA coxpaHeHuA BblaeneHHbix B GUI 3anuceit. MNonb3oBaTento Hy»KHO
BblAENINTb HYXHble CTPOKM M BbibpaTb NyTb Aaa Hosoro ¢aina. daiin dopmupyetca B
dopmarte csv. B ganbHelwem moxKeT 6bITb UMNOPTUPOBAH B OO0 TEKCTOBLIN pesakTop
ana pabotbl ¢ Tabnmuamm (MS Office Excel, OpenOffice Calc).

— CoxpaHUMb — CNYUT NS BbIBOAA coaep:knumoro Tabnauubl B B daiin B dopmate csv. B
3TOM cnyyae cogep*kumoe ¢daina onpegensetca no uabTpam Ha BKnagke. Bce 3anucu
B4, yoosnetsopstowme sTum duastpam, byayt coxpaHeHbl B ¢paiini. CoxpaHeHue B dpanbl
BbiNnosHAeTcA cpeacreamm MySQL Ha cepsepe. [lporpecc BbINONHEHWA W pe3ynbraT
oTobpaxkaeTcsa Ha BKAaaKe «3a0ayu» (HUMKHAA YacTb annneTa, N0 YMOAYaHUIO CBEPHYTA).
B cnyyae ycnexa nosib3oBaTeno byger npeaoctaB/iieHa BO3MOMKHOCTb CKayatb ¢ana no
ccbinke. MNMoHbIN TEKCT 3a4a4M OTKPLIBAETCA MO ABOMHOMY LLEYKY.

3.2.9. KYPHAN SYSLOG
MypHan «Syslog» cnyKut ans cbopa syslog-coobuieHni ¢ ycTponCTB ceTu.

Ona storo Ha xocTte cuctembl Eltex.EMS pabotaet rsyslog, moaynb Kotoporo, rsyslog-mysql,
No3BOJIAET COXPaHATb BCE MOJIyYEHHble MO ceTu coobueHMAa B 6asy AaHHbIX ANA Noc/enyloluei
06paboTku.

Ona 3anuceit Tabaunubl Syslog AOCTynHbI onepauumM 3KCNopTa M coxpaHeHusa, paboTa KoTopbixX
NONHOCTbIO aHaNOrMYHa Ux paboTe ¢ aBapuAMM.

3.2.10. NOACUCTEMA ONPOCA [AOCTYNA YCTPOMCTB. MPUHLMN
FEHEPAL MU ABAPUWN HEQOCTYMNHOIO YCTPOUCTBA

BasKHbIM KOMMOHEHTOM cucTembl EMS asnsetca «Onpoc docmynHocmu ycmpolicme».

Bk/iloyaeTca B HAcTpoMKax moaynen cuctembl (MeHo «AdmuHucmpuposaHue/Hacmpolika
cepsepa/Modynu cucmemol») B mogyne system «Onpoc docmynHocmu (ICMP, SNMP ping)».

Onpoc pocTynHOCTU BbiNnonHAeTcA no npoTtokony ICMP n SNMP un nossonseTca onepaTuBHO
MHPOPMMPOBATb MNONb30BATE/NA O HAPYLLUEHUWN CBA3U C YCTPOMUCTBOM B LLEJIOM MAW O Hannuumn npobnaem B
pabote SNMP-npoTokona.

Ons onpoca goctynHoct no SNMP BbinonHsetca GET 3anpoc Ha OID 1.3.6.1.2.1.1.3.0 (SNMPv2-
MIB::sysUpTime.0).

CTaTUCTMKa MO BPEMEHW No/AyYyeHuAa oOTBeTa MOXKeT ObiTb MoAydyeHa Ha  BKNAAKe
«MoHuTopuHr/Cratnuctuka ICMP», «Ctatuctka SNMP» Oaa KaxKAoro ycTpoicTtsa MHAMBUAYaNbHO B
Buae rpaduKa.

TaK)Ke noacmMctemMa onpoca AOCTYMHOCTM OTBEYaeT 3a reHepauumio CUCTEMHOM aBapuit «llomeps
c84a3u» n OK-cobbiTna «BoccmaHosneHue c8a3u».

K BOCCTaHOBNEHWIO CBA3WN MOXKET bObITb NPUBA3AHA CUHXPOHM3ALMA YCTPONCTBA (peanM30BaHo ANA
LTP, MA4000, WEP, WOP). ®yHKuusa yBennumBaeT Harpysky Ha SNMP Ha ycTpoiicTBe M notomy
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BK/IOYAETCA NpWU  HeobXoAMMOCTM B HACTPOMKax Moaynei cucTeMbl B Moayne  system
«CUHXpPOHU3UpPOoBamMb ycmpolicmeo rnocsne 80cCMAHo8aAeHUs cesa3u no SNMP»,

3.3. CUCTEMA PE3EPBUPOBAHMUA

Cuctema pesepBupoBaHuA obecrneunBaeT HagéxKHoe OYHKUMOHUMpOBaHUMe EMS B perxume
«ropsunit peseps». ABTOMATMYECKOE NepeK/IloYeHMe Ha Pe3epBHbIN CePBEP OCYLLECTBAETCA B TeYeHUE
2 CeKyHZA, Npu cneayowmx cobbITUAX:

— owwnbkn B paborte cepBuca EMS Ha oOcCHOBHOM cepBepe, NPEnATCTBYIOWME €ro
HOpPMabHOMY QYHKLMOHUPOBAHUIO;

— ocTaHoBKa cepsuca EMS Ha ocHOBHOM cepBepe onepaTopom;
—  pa3pblB CETEBbIX COEAMHEHNIN OCHOBHOIO CepBeEpPa;
— nepesarpysKka uam OTKAI4YeHMe NMUTaHMA OCHOBHOIO cepBepa.

Mocne 3Toro pesepBHbI cepBep MoOJyyaeT cTaTyc Beaywero (master). B 3ToT mMomeHT Bce
KNMEeHTCKMne ceccum (gui, tll) byayT paspylueHbl, 04HAKO OHM MOTYT BbiTb BOCCTAHOB/IEHbI BPY4YHYO 6e3
HeobXoaMMOCTU 0XKNAAHUA.

He nosgHee 1 MWHYTbI C MOMEHTa BOCCTAHOB/IEHMA PabOTOCNOCOBHOCTM OCHOBHOIO CEPBEP],
obecneynBaeTcs aBTOMATUYECKOE BOCCTAHOBAEHWE penaukauuu bl MySQL M cUMHXpOHM3aUUK
¢dainosbix cuctem no Rsync.

3.3.1. ®YHKUMNOHA/TIbHOE HASHAYEHUE CEPBEPOB
HOST 1 HOST 3
Eltex.EMS
fttp MysQL
/ Tomcat6 \
vipl vip2
HOST 2
Eltex.EMS
fttp MysSQL

Tomcatb

PucyHok — ®yHKUUOHAIbHOE Ha3HAYeHUe cepaepos

OnucaHue d)yHKLI,MOHaI'IbHOI'O Ha3Ha4YeHuA cepBepos

Hostl, Host2 pabotaloT B nape, B3aMmMHO pes3epBupya Apyr Apyra. B KayecTBe mexaHusma gas
pe3epBupoBaHUA Ucnonb3yetca nakeT Keepalived (LVS). MpounssoanuTtca KoHTponb paboTbl nporpamm
eltex-ems.server, tomcat6, eltex-ems.nbi n ceteBbix UHTepdeicos cepsepa. TexHonorma LVS cospaér
BMPTYaNbHbIA aapec vipl, KoTopbli ucnonb3yetca ana B3ammogeictsma ¢ GUl u gnsa npepoctaBneHus
cepsuca NBI. PesepsupoBaHue ¢alinoBbix pecypcoB NpPouM3BOAUTCA C UCMONb30BAaHMEM MaKeTa rsync,
paboTatoLero no peanbHbiM agpecam o6omnx XocTos.

Host3, Host4 Tak:ke paboTatoT B nape, B3aMMHO pe3epBupys Apyr Apyra. B kKayectBe mexaHM3ma
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ONs pe3epBMpoBaHMA ucnonbsyeTca nakeT Keepalived (LVS). MponsBoanTcs KOHTPOAb paboTbl cay»KoObl
MySQL u ceTeBbix UHTepdelicoB cepBepa. TexHonorna LVS co3aaéTt BUPTyanbHbIM agpec vip2, KOTopblit
MUCNONb3YeTCA ANA  B3aUMOLEUCTBMA Mexay cepBepom eltex-ems u  6asoit  gaHHbix  MySQL.
PesepBupoBaHue pecypcos (cogeprkmmoro B[1) npoussoanutca nNyTém BCTPEYHOM pPensiMKaummn cayxo
MySQL, paboTatoweit no peasnbHbiM agpecam ob6oux cepsepoB. MexaHU3M BCTPEYHOM penamKaumnm
NO3BONAET CMHXPOHWU3MPOBATb 6asbl AaHHbIX B peanbHOM BpemeHW. lNpu notepe CBA3HOCTU cucTemMa
byaeT HakanameBaTb OMHapHble ¢alnbl AecATb AHEel, B TEeYEeHME KOTOPbIX CBA3HOCTb AO/IKHA ObITb
BOCCTAHOBNEHA. B cayyae BOCCTAaHOB/EHWUA CBA3HOCTU B YKA3aHHbIN NMepuog, CUHXPOHM3aAUMA LAHHbIX
BbINO/IHWUTCA aBTOMATMYeCKM. B cayyae npeBbllWeHUA AeCATUAHEBHOMO CpPOKa BOCCTaHOB/EHME
CBA3HOCTM NoTpebyeT py4HOro BMeLaTeNnbCTBa 06C1yKMBalOLLEro nepcoHana (BbinoHEHUe CKPUNTOB).

ObLwan cxema peanvsyeT KackagHoe pesepBMpoBaHMe. BUpTyanbHbIi agpec nepBoro yposHsA vipl
No3BOAET NOMYYUTb SOCTYN K OGHOMY M3 BYX CEPBEPOB cUCTeMbl ynpaBaeHusa Hostl, Host2. Bbixog 13
CTPOA OAHOTO M3 HMX MO3BO/MIAET PaboTaTb CO BTOPbIM XOCTOM. BupTyanbHbIl agpec vip2 nossonsert
noay4nTb pesepBupoBaHune pecypcos b. Bbixoa u3 cTpos ogHoro us cepsepos b, nossonser paboTtatb
CO BTOPbIM CepBepom /lobomy M3 CepBepOB NepBoW rpynnbl. B UTore, BbIXog, U3 CTPOA O4HOrO cepBepa
nepBoi rpynnbl U OAHOIO cepBepa BTOPOM rpynnbl HE NPUBOAAT K NoTepe BO3MOMKHOCTU yNpaBneHus
ceTblo.

Huxe npuBeaeHa cxema pesepsuposaHua CY ¢ reorpadmuecknum pasHeceHMem CepBepoB Ha /8a
y3/1a yripaB/eHUA: OCHOBHOM 1 PE3EPBHbIA.

Yaen ynpaeneHun 1 (ocHOBHOMN) Y3en ynpaenenun 2 (pe3epsHbiii)

Switch 2

J

Switch 1

1

Cetb

JJI|L

Jl! .
Oneparops! 055/BSS Cerb OLT

PucyHOK — YKpynHEHHAA cxema op2aHU3auyuu ceAa3u
MponyckHas cnocobHocTb KaHanos Ethernet 1000 Mbit/s.
MNepeueHb MO, ycTaHaBAMBaeMoOro Ha cepBepax:

Host1, Host2

*  OnepauymoHHas cuctema Linux Ubuntu 12.04 LTS amd64;
* OraclelJava 1.7;

*  Apache tomcatb;

*  hpa-tftpd;
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* rsyslog, rsyslog-mysql;

* net-snmp (snmpd);

*  nakeTbl: expect, daemon, psmisc, curl;
* openssh-server;

* eltex-ems;

*  rsync;

*  keepalived.

Host3, Host4

*  OnepaumoHHas cuctema Linux Ubuntu 12.04 LTS amd64;
* net-snmp (snmpd);

* openssh-server;

*  mysgl-server 5.5, mysqgl-client 5.5;

*  rsync;

*  keepalived.

BO3MOXHO UCNONb30BaHUE [ABYXXOCTOBOW cxembl. B 3tom cnyuae CYB[, MySQL
V ycTaHaBAuMBaeTcA U pabortaet Ha cepsepax Hostl, Host2. BcTpeuHas penanKauma AaHHbIX
NPOM3BOAUTCA aHA/IOTMYHO ONMUCAHHOM CXeme.

3.3.2. NOPALAOK HACTPOMKWU PE3EPBHOIO KOMWPOBAHUA CY ONA
CEPBEPOB C PESEPBUPOBAHUEM

1. HactpouTb aBTOpM3aLUM MO NYBANYHOMY KKOUY.
TpebyeTcA HaCTPOUTL aBTOPM3ALLMIO MO NYOANYHOMY KNtOUy MeXKAY:
— Kaxkabim 13 cepsepos EMS n yaanéHHbIMm cepsepom;
— cepBepamu EMS B3aumHo (06A3aTeNbHO AN5 NONb30BaTENA C NPaBaMu root).
Mpumep HacTpoiiku
1. Ha cepBepe 2 (yganeHHOM cepBepe, Ha KOTOpblA byaeT BbirpyxeH backup) B daine

/etc/ssh/sshd_config ykasatb napametpbi:

PasswordAuthentication yes
PubkeyAuthentication yes

2. Ha cepBepe 1 (c KoToporo byaeT Bbirpy»eH backup) ana SSH creHepupoBaTb Ny6ANYHbIN U
NPUBATHbIN KAOY:

ssh-keygen -t rsa

3. U3 nossusLweiica gupektopun  ~/.ssh ckonmposaTb cogepskumoe daina ~/.sshfid_rsa.pub Ha
yaaneHHbin cepsep 2 B pain ~/.ssh/authorized_keys.

4. MepesanyctnuTb SSH Ha yaaneHHOM cepBepe 2:

sudo service ssh restart

5. Ha cepBepe 1 ckonmpoBaTb Nanky CBOMX CreHepnpoBaHHbIX Katoyen ~/.ssh B anpekTopuio root
cp ~/.ssh/* [root/.ssh/.

6. [1na nposepkn Ha cepsepe 1 aBTOPM30BaTLCA C MPaBamm Cynepnosib3oBaTensa:
sudo su

1 no SSH noaKNounTLCAA K yaaNeHHOMY cepBepy 2:

40 LleHTpannsoBaHHaa cuctema ynpaB/ieHUsa ceTeBbiMU 3iemeHTamm Eltex.EMS


http://red.eltex.loc/issues/44265

ssh user@host
roe:

user — UMa NoJIb30BaTe/A Ha YAaNeHHON MalluHe 2, OT UMEHM KOTOPOoro Obian HacTpoeH SSH;

host — IP-agpec yaaneHHOro xocTa.

Ecnu nogKknrouveHve npowso ycnewHo (M 6e3 3anpoca naposis), TO HacTPOMKa aBTopu3aumm gas
cepBepa 2 3aBeplieHa.

2. CronuposaTb ¢ MYSQL1 Ha MYSQL2 c 3ameHol dpaiinbl fetc/ssh/ssh_host*.

3. Ha cepsepax EMS gobasutb ¢aiin fusr/lib/eltex-ems/scripts/rsync-run.sh.
Copepxumoe rsync-run.sh:

#1/bin/sh
# Eltex.EMS mysql common database storing with rotate

# Make sure we run as root, since setting the max open files through
# ulimit requires root access
if [ id-u"-ne 0 J; then

echo "The script can only be run as root"

exit 1

fi

I:f[ _z II$1 n ]
then
echo "No argument supplied (remote host)"
exit 1

fi
REMOTE_HOST=$1

I:f[ _z "52 "]
then
echo "No argument supplied (remote user)"
exit 1

fi
REMOTE_LOGIN=S52
[f[ _z II$3 II]

then

echo "No argument supplied (keep days count)"
exit 1

fi

KEEP_DAYS=53

FIND="S(which find)"

BACKUP_ALERT=/var/ems-backup/alert

BACKUP_MAIN=/var/ems-backup/main

BACKUP=/var/ems-backup/userlog

SFIND SBACKUP_ALERT -type f -name "alerts.*.csv" -mtime +SKEEP_DAYS [ xargs rm -vf
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SFIND SBACKUP_MAIN -type f -name "*.gz" -mtime +SKEEP_DAYS | xargs rm -vf
SFIND SBACKUP -type f -name "userlog. *.csv" -mtime +SKEEP_DAYS | xargs rm -vf

rsync -avz -0 -e ssh --progress /var/ems-backup/* SREMOTE_LOGIN@SREMOTE_HOST:/var/ems-
backup
exit 0

4. YcTaHOBWTb NpaBa A4 3anycKa:
chmod 755 /usr/lib/eltex-ems/scripts/rsync-run.sh

5. [Ona sbirpy3kn ¢aiinos ¢ cepsepoB ¢ b Heobxogmmo HacTpouTb napameTpbl SSH-
aBToOpu3auMM K yaanéHHbim xoctam BA B daiine /usr/lib/eltex-ems/conf/config.txt Ha
cepsepax EMS:

# remote db host access with su privileges
event.ssh.login=root
event.ssh.password=pass

# event.ssh.port=

# remote db host access with su privileges
syslog.ssh.login=root

syslog.ssh.password=pass
# syslog.ssh.port=

6. [lepesanyctutb cepsep eltex-ems:
Sudo service eltex-ems restart

7. [obasuTb cTpokn B dpain [etc/cron.d/ems-backup Ha o6oumx EMS:

ana EMS1:

*/5 * ¥ * ¥ root Jusr/lib/eltex-ems/scripts/rsync-run.sh 192.168.1.2 root 7
ana EMS2:

*/4 * * * * root Jusr/lib/eltex-ems/scripts/rsync-run.sh 192.168.1.1 root 7

roe

192.168.1.1 — IP-appec EMS];

192.168.1.2 — IP-appec EMS2;

root — Nosb3oBaTe b 4/17 KOTOPOro HAaCTPOeHa aBTopPMU3aLLMA No NYBAMYHOMY KAtoUy, C NpaBamm
root;

7 — KO/IMYECTBO AHel poTauunm.

8. TMepe3anycTuTb cnyxbbl cron Ha ob6ounx EMS:
sudo service cron restart

B GUI B HacTpolikax MoHUTOpa «PesepgHoe KonuposaHue CY (SystemBackup)» (onucaHue
npuseaeHo 8 MPUNOXEHUU A. CuctemHble MOHUTOPbI) yKa3aTb caeaytowme napameTpbl:

MapameTtp 3HaueHune KpaTKoe onucaHue
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date_limit 7

remote_upload y

remote_login root

remote_password | root

remote_host 192.168.1.3
remote_port 22
remote_path /tmp/EMS_reserv

O ELTEX

MNepuog poTtauum
BKtOUNTDL BbIrpy3Ky GaiioB Ha yaanEHHbIN cepBep

Monb3osaTeNb, 418 KOTOPOro HaCTPOeHa aBTopM3auma no
ny6AnYHOMY K/touy, € NpaBamu root

Maponb Nnonb3oBaTens, 414 KOTOPOro HaCTPOEHa aBTOPM3aLMA NO
ny6AnYHOMY K/touy, € NpaBamu root

IP-agpec yganéHHoro xocta
SSH-nopT yaanéHHoro xocra

[vpeKTopua Ha yaaNEHHOM XOCTe, B KOTOPYHO BbIrpy»KaTb daibl
backup

OKHO HacTpoMKK MmoHUTOpa «PesepBHoe KonnposaHue CY (SystemBackup)» npuBegeHo Ha

CKpUHLUOTE HUXe.

PenakTpoBaHke MoHWTopa E

Twn

CRON-napuas

date_limit

remote_upload

remate_login

remate_password

remote_host

remate_part

ramata_path

PeszepBHoe konupoeaHue CY

|PERIOD ‘ v|

T N

Mapamerpbi

[

v

-

|192.1BB.1 1

|22

|

|.it mp/EMS _resery

| + [MPHHATE || # OtMennTn |

3.3.3. HACTPOMKA MYSQL

3.3.3.1.

PesepBMpoBaHME [aHHbIX, XpaHAawwmxca B Tabauue CYBO MySQL, ocywectsnaetca NyTém
BCTPEYHOM penaunkauMu no NpuMHUMNY master-master (Begylwmint-segylwmii). NMpu Takoit cxeme paboTsl
BCE U3MeHeHus B B/} Ha 0gHOM XOCTe B PEaNbHOM PEXMME BPEMEHMU TPAHC/AMPYIOTCA HA BTOPOW XOCT.
Mpu aTom Kaxapbii ak3emnaap cepsuca Eltex.EMS paboTaeT no obuwemy BUPTyaibHOMY aApecy C O4HUM
n3 aksemnnapos CYB[ (http://dev.mysql.com/doc/refman/5.5/en/replication.html). 310 nossonser
NOAYYUTb aKTyanbHylo Konuio B Ha ABYX XOCTax oAHOBpemMeHHo. [pu paspbiBe CBA3W WU3MEHEHUA

HACTPOWMKA PENJIMKALUU MYSQL

HaKan/MBakTCA, NOC/1e BOCCTAHOBNEHNA MPOUCXOAUT CUHXPOHU3aLUNA.

Cucrema npeaHacTpoeHa Ha XpaHeHUA OaHHbIX B Te4YeHUe 10 CYTOK.

Ucnonb3yetca OC Ubuntu 12.04 n mysql-server-5.5.

1. Mocne yctaHoBkK OC M HacTpPoMKKM 6a30BbIX CAYXKO, CETM M NpoYero HeobXxoAMMO YCTaHOBUTbL

mysql-server:

sudo apt-get install mysql-server mysql-client

YCTaHOBUTb CepBep M KAWEHT Bepcun 5.5 (Bepcua ABASETCA aKTyasbHOW Ha MOMEHT nybanKauum

[OKYMeHTa).
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2. MNopobpaTb KOHPUrypaUMOHHbIN dann AaA MHCTAaANSUMWM U3 KOMMJEKTa MOCTaBAAeMbIX
/usr/share/doc/mysql-server-5.5/examples. KoHourypauum pasnunyatorca macuitabom MHCTaNAALUM.
BbibpaHHbIi ¢paitn nepeHecTn B pabouyto ampeKktopuio /etc/mysql.

3. B cekummn [mysqld] daina KoHdUrypaLmMm NPpon3BECTM Creayowme U3MeHEHNA:
— 3aKOMMEHTMPOBaTb MO0 yAANUTb CTPOKY:
bind-address = 127.0.0.1
— yKasaTtb server-id. [ns cepBepoB HeobxoAMMO 3a4aTb pasHble MAEHTUPUKATOPbI, K
npumepy, gnsa nepsoro server-id=1, ana BToporo server-id=2;
—  BK/IOUYUTb BMHapHble noru, log_bin = /var/log/mysgl/mysql-bin.log;

—  YyKasaTtb napameTpbl auto_increment_increment (war npupaLleHms) "
auto_increment_offset (cTapToByto TOUKY).

[na nepsoro cepsepa:
auto_increment_increment= 2
auto_increment_offset = 1
[na BToporo cepsepa:
auto_increment_increment= 2
auto_increment_offset = 2
—  yKasaTb 6a3bl, g5 KOTOpbIX OyAyT BECTUCH NI0TU:

binlog-do-db=test

— YKasatb 6a3bl, ANnA KOTOpPbIX HE 6y,a,yT BECTUCb N10TKn:

binlog-ignore-db=mysql

4. MepesanycTntb cepsuc mysql Ha KaxgoM cepBep u co3aaTb B ana pennmkauum test.

5. Co3paTb y4eTHyto 3anuncb gnsa pennkaumm Ha nepBom cepsepe:
GRANT REPLICATION SLAVE ON *.* TO 'replication'@'ip_server2' IDENTIFIED BY ‘password’;
FLUSH PRIVILEGES;

6. Co3aaTb y4eTHyI0 3anncb ANA penvkalmmn Ha BTOPOM cepBepe:
GRANT REPLICATION SLAVE ON *.* TO 'replication'@'ip_server1' IDENTIFIED BY 'password’;
FLUSH PRIVILEGES;

7. Ha nepBom cepBepe B KoHconu MySQL BbinoAHUTL KomaHay show master status wu

NpPOoaHaAN3npPoBaTh NOJyYEHHbIE 3HAaYeHMUA:

show master status;

OKMaaTb OTBET BUAA:

B T R R R +
| File | Position | Binlog Do DB | Binlog Ignore DB |
B oo o o +
| mysql-bin.000010 | 1267 | test | mysql |
R R R R e R T +

3anomHuTb NnapameTpsbl File n Position.

8. HacTpouTb 1 3anycTuTb penaunKauuio BTOPOro cepsepa C nepsoro (BbINOAHUTbL AeWCTBUA HA
BTOPOM cepBepe):

CHANGE MASTER TO MASTER_HOST='ip_server1', MASTER USER='replication’,
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MASTER_PASSWORD="password', MASTER_LOG_FILE="mysql-bin.000010', MASTER_LOG_POS=1267;
START SLAVE;

9. MNpoBeEPUTL COCTOAAHUE PENIUKALNN:

show slave status \G
3K K oK ok ok K ok ok ok ok K ok K ok K ok ok ok ok K ok ok ok Kk ok Kk 1 row K 3 ok ok ok ok K oK K ok ok ok ok K K K ok K ok ok ok ok ok Kk ok k

Slave_IO_State: Waiting for master to send event
Master_Host: 192.168.99.212
Master_User: replication
Master_Port: 3306

Connect_Retry: 60
Master_Log_File: mysql-bin.000010
Read_Master_Log_Pos: 1267
Relay_Log_File: mysqld-relay-bin.000027
Relay Log Pos: 1181
Relay _Master _Log_File: mysql-bin.000010
Slave _IO_Running: Yes
Slave_SQL Running: Yes

10. Ecan napametpbl Slave I0_Running w Slave _SQL Running wvmelT 3HayeHue «Yes»,
penanKauma ycnewHo 3anycTmaacs.

11. Ha nepBom cepBepe Heobxogumo co3aatb Tabauuy B B[ M HaNONHWUTL ee AaHHbIMU MBO
nobasuTb gamn.

use test;
create table testl (mid int(11) auto_increment, PRIMARY KEY (mid)) Engine=MyISAM;

12. Ha BTOopom cepBepe BbINOAHWUTb KOMaHA4y show master status:

show master status;

OXnpaTb OTBET BUAA:

R T R B B P +
| File | Position | Binlog Do DB | Binlog Ignore DB |
R R TR R e R R +
| mysql-bin.000010 | 1267 | test | mysql |
R T R B B P +

13. HactpouTb 1 3anycTuTb pennKaumio Nepsoro cepsepa co BTOPOro:

CHANGE MASTER TO MASTER_HOST='ip_server2', MASTER_USER="replication’,
MASTER _PASSWORD="password’, MASTER _LOG_FILE='mysql-bin.000010', MASTER_LOG_P0OS=1267;
START SLAVE;
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14. MNpoBepuTb COCTOAHME penanKaumm:

show slave status \G
HAAA KA AR AKKFARAAKAKKEIKRIA ] Py HHE A AR AAAAA KA AR A A KK FA KA AR K

Slave IO _State: Waiting for master to send event
Master_Host: 192.168.99.214
Master_User: replication
Master_Port: 3306
Connect_Retry: 60
Master_Log_File: mysql-bin.000009
Read _Master _Log_Pos: 2774

Relay Log_File: mysqld-relay-bin.000026
Relay _Log_Pos: 2920
Relay _Master _Log_File: mysql-bin.000009
Slave_IO_Running: Yes
Slave_SQL_Running: Yes

15. Ecniv 3HauyeHMA BEPHbI, peninKaums BbiNo/HAETCA B 06e cTopoHbl. [lanee cneayeTt Hano/IHUTbL
B[, peanbHbIMW AaHHbIMU.

3.3.3.2. NPEAOTBPALLEEHUE C60A PEN/IMKALUN neun
BHE3AMHbIX BbIKTIOYEHUAX

Ona MySQL <=5.5

Mo ymonyaHuio MySQL xpaHUT AaHHble O penanKkaumm B paiinie no cnegyrolemy agpecy:

# cat /var/lib/mysql/master.info
18

mysql-bin.015689

84513991

192.168.16.160

replication

password

3306

B ext4 no ymon4aHUIO B XKypHa 3anuCbiBatOTCA TOJIbKO MeTaZaHHble.

MpyM BHE3aMHOM BbIKNOYEHUM MaWWHbI B daliie MOryT OKas3aTbCA HEKOPPEKTHble AaHHble.
MpenoTBpaTUTb 3TO MOMKHO 4Yepe3 BKAOYeHMe onumu data=journal: ata HacTpolika npuBOAMT K
YMEHbLUEHNIO CKOPOCTM 3anWCM  AaHHbIX, HO YBe/NWYMBAET HAAEMHOCTb, MOCKONbKY [AaHHble
3anNUCbIBAOTCA CHAyYana B *KypHa, a TO/IbKO NOTOM B $GaliNoByO CUCTEMY; NO YMONYAHMIO MCNO/b3YeTcA
data=ordered, B *KypHan 3an1CcbIBalOTCA TOIbKO MeTaAaHHble, MOC/e TOro KaK AaHHble 6bian AobasneHbl

B dalinoByto cuctemy.
HacTpolika fonKHa BbINOMHATLCA ABaXKAbI:
—  Ana pasgena ¢ainnoBoi cucTemsl, B KOTopom Haxoautes  /var:

# tune2fs -ojournal_data /dev/sdaX #
Mapamemp sdaX 3ameHUmMb Ha ums pazdena, 0718 KOMOPO20 BbINOAHAEMCA HACMPOUKaA.

— ana /Jetc/fstab:

UUID=0452f457-26f6-4467-b34c-04282f14ef5e / ext4 data=journal,errors=remount-ro 0 1
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3.3.3.3. BOCCTAHOBJIEHME MYSQL PEMJIMKAUUMN NOCANE
PA3PYLUEHUA CBASHOCTU

ABTO-BOCCTaHOB/IEHME pPEeN/INKALUK:

[ns Toro 4ytobbl cepBep MMen BO3MOXKHOCTb OOHAPYKMBATbL M YCTPAHATb NPobaeMbl penanKaumm,
HeobxoaMmo paspelmnTb yaanéHHbli goctyn K MySQL nonb3oBaTtento root ¢ Kaxaoro M3 cepsepos Apyr
K apyry. s aToro B agMMHUCTPATUBHOM KoHconn MySQL BbINOAHUTL Ha 0boux cepBepax:

GRANT ALL PRIVILEGES ON *.* TO 'root'@ '<remote_host>" IDENTIFIED BY 'password’,

roe <remote_host> - afpec cepsepa, ¢ KOTOPOro 6yAeT paspelléH AoCTyn.

BocctaHoBAeHMe penauKaumm ocyuwectsaseT ckpunT /Jusr/lib/eltex-ems/scripts/revive-mysql-
replication.sh’.

#1/bin/bash
LOCAL_FILE="mysql --user=root --password=root -e "show slave status \G" [ grep "
Master_Log_File" | awk ' {print $2}"
REMOTE_FILE="mysql --host=<remote_host> --user=root --password=root -e "show master status
\G" [ grep "File" | awk '{print S2}"
if [ SLOCAL_FILE != SREMOTE_FILE ]
then
mysql --user=root --password=root -e "stop slave"
mysql --user=root --password=root -e "start slave"

fi
Heobxoanmo B KauecTBe <remote_host> ykasaTb IP-agpec yganéHHoro MySQL-cepsepa.

[anee co3pnatb 3a4auy B cron Ha 06oMx cepsepax:

crontab -1 | { cat; echo "*/1 * * * * Jusr/lib/eltex-ems/scripts/revive_mysql_replication.sh"; } |
crontab -

3.3.3.4. PYYHOE BOCCTAHOBJNEHUE PENUKALUU BAO MPU
MNOPYE MYSQL

Mpy nporpammHbIX MAKW annapaTtHbiXx cbosx, NPMBOAALLMX K nopye 6asbl gaHHbIXx MySQL,
aBTOMATMYECKOE BOCCTAaHOB/IEHWE PEMIMKALMM HEBO3MOXKHO. B 3TOM c/lyyae HEOB6XOAMMO BbIMOAHUTD
BOCCTAHOB/IEHME BPYUHYIO.

1.0craHOBKa cepBucoB

Heob6xoanMmo ocTaHOBUTbL cepBucbl EMS Ha 06omx cepBepax 4Tobbl NpegoTBPaTUTL 3anuch B 6asy
B MPOLECCe BOCCTAHOBAEHUSA.

sudo service eltex-ems stop
sudo service cron stop

2. OcTaHOBKa penaunKaumuu

Ha 06oux cepBepax BbIMOAHUTL KOMaHAY:

mysql --user=<mysql_admin> --password=<mysql_password> -e "stop slave"

1B TEKyUJ,eﬁ Bepcun ﬂ,aHHblﬁ CKpUNT HEe BXOAUT B COCTAaB NakKeTa
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3pecb n ganee:
<mysql_admin> - nma nonb3oBaTens-agMMHUCTPaTopa MySQL;
<mysql_password> - naponb nosib3oBatensa-agmuHucTpaTopa MySQL.

3. BoccTaHoBAEHME fAaHHbIX
BbibpaTtb Hanbonee akTyanbHbii 6ekan B[, EMS us katanora fvar/ems_backup/main.

BbINOAHUTL BOCCTAHOBNIEHNE AAHHbIX HA obounx cepsBepax I-(OMaH,Cl,Oﬁl

/var/ems-backup/main/ems-restore.sh /var/ems-backup/main/<backup_file.gz>

fne <backup_file.gz> - nms daiina c bekanom.

4. BoccraHoB/NeHUe peninKauum Ha 1-m cepBepe

BoliTn B KOHconb MySQL Ha o6oux cepBepax:

mysql --user=<mysql_admin> --password=<mysql_password>

BbINOMHUTL KOMaHAY Ha 2-M cepBepe:

show master status;

OxunpaTb OTBET BUAA:

L R L T Fommmm - L R L L T +
| File | Position | Binlog Do DB | Binlog Ignore DB |
T T oo T T oo +
| mysql-bin.000023 | 821647 | eltex ems,eltex ont,eltex alert | mysql |
L R L T Fommmm - L L L T +

BHHOHHMTbKOMaHAbIHalﬁmcepBepE

change master to MASTER _LOG_FILE='<File>', MASTER _LOG_POS=<Position>;
start slave;

lne <File> n <Position> - 3TO 3Ha4YeHWA COOTBETCTBYIOLLMX CTONOLLOB M3 NpeablayLero 3anpoca (8
AaHHOM cnydae 'mysql-bin.000023' n 821647 cOOTBETCTBEHHO).

AHaNOrM4YHO oNA Apyroro cepeepa:
BbinonHUTb KOMaHAy Ha 1-m cepsepe:

show master status;

OKnaaTb OTBET BUAA:

B e R R R R R R e +
| File | Position | Binlog Do DB | Binlog Ignore DB |
Fom e Fommmm - e B L T +
| mysql-bin.000044 | 1312806 | eltex ems,eltex ont,eltex alert | mysql [
T oo R L e R R +

3aTtem BbINOAHUTL HA 2-M cepBepe:

change master to MASTER _LOG_FILE='<File>', MASTER _LOG_POS=<Position>;
start slave;

[ne <File> w <Position> - 3TO 3Ha4YeHWA COOTBETCTBYIOLLMX CTONBOLLIOB M3 NpeablayLero 3anpoca (8
AaHHoM cnydae 'mysql-bin.000044' n 1312806 cOOTBETCTBEHHO).

5. 3anyck cepBucos

BbINOMHUTL Ha 06OUX cepBepax:
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sudo service eltex-ems start
sudo service cron start

3.3.4. HACTPOMKA RSYNC

CuHXpoHUM3auma dainoB ocywecTsaseTca npyv MOMOLWM nNaketa rsync. [lakeT nossonseT
CUHXPOHU3MPOBATb:
— coOdepXumoe  ABYX  pasHbiX  KaTasoroB,  Nepecbinas  TONbKO  WU3MEeHeHus
(http://rsync.samba.org/). 3T0 nNo3BOAAET MMETb MOJIHOCTbIO CUHXPOHM3UPOBAHHbIE
KaTanorn Ha AByx cepsepax. Mpw paspbiBe CBA3M U3MEHEHMA HaAKaM/IMBAKOTCA JIOKANbHO,
nocsie BOCCTaHOB/IEHMA AaHHble CUHXPOHU3UPYIOTCA;
— Katanoru [tftpboot (BbirpyxeHHble dainbl KoHPUrypaumii, Bepcumn MO 1 T. 4.), a Takxe
Apyrue cnyxebHble KaTasoru cepBepos.

Heobxoanmo HacTpouTb CUHXPOHM3MpPYeMble pecypcbl Rsync. NMoapobHo KoHbUrypauma cepsuca
rsync onmcaHa B pasaene 2.2.5.

3.3.5. HACTPOMKA KEEPALIVED

B Kommymamope, Kyda eKkaoveHbl Xocmol, ucnons3yrowue Keeaplived, moxem 6oimo

’ akmueupoeaHa mexHonozus STP. B amom cayyae Ha nopmax 06a3amenoHo 0omxHa 6bimb
akmueupoeaHa onyus «Fast Port», 8 npomusHom cay4yae npasunvHasa paboma Keepalived
He 2apaHmupoeaHa!

HacTpolika 3aKk/to4aeTca B NpaBUIbHOM BblJaye BECOB CEPBEPaAM:
— 0auH cepBep b6epéTt ponb «Master», BTopoii cepsep «Backup»;
— oba cepBepa MMetoT HavyanbHbIN NpuopuTeT 50;
— BeC CKpunTa —2;
— napameTp #nopreempt BbIKAIOYEH.

B Takoi KoHdUrypaumm npy Bo306HOBNEHUM CBA3WU (MM BOCCTAHOBAEHMU eltex-ems) OCHOBHOM
(macTep) cepBep He oTbMpaeT cebe MacTepcTBO NOC/Ae BOCCTAaHOBMEHMA PaboTocnocobHOCTM, TaK Kak
NpPUOPUTETLI CTAHOBATCA OANHAKOBbIE.

KoHourypuposaHue cepsuca keepalived gns xoctoB EMS M MySQL noapobHo onucaHo B
pasgenax 2.2.3 n 2.3.2 COOTBETCTBEHHO.

3.3.6. KOHTPOJ1Ib U YNPAB/IEHUE YEPE3 GUI
NMpocmoTp M ynpasneHuve pexumom pesepsupoBaHma B GUI ocywectenaetcAa yepes auanor

NyHKTa MeHIo «MHopmayua/CocmosaHue cucmemsl pe3epauposaHusa» raBHOrO MeHIo annseTa.

KoHTponb coctosHua cuctembl pesepBupoBaHua Keepalived B GUI ocylwiecTsasietcas B MeHO
«UHpopmayus/ CocmosaHue cucmemsl pe3epsuposaHus».

X

I; COCTOAHHE CHCTE/bI PESEPBHPOBAHHA

Servers
DHCP result
FreeRadius result Virtual server index | Type Address Status Weight Active router ID Action
MySQL replication Virual 192.168.99.221:303 ERG_1
Rsync result

. .
|E HWzmeHnTE NonA | - OBHOBHTL | ‘ i, CTATHCTHEA | il OOWME | @ Buiknmoumis |

1 0
1 Real 1 192.168.99.211:303 1
@ 1 Real 2 192.168.99.213:303 . 1
1 0
1 1
1 1

hyS QL Virtual 182 168 59 220:303 hYSaL_1

MySQaL Real 1 182.168.99.212:303.
My3QL Real 2 162.168.99.214:303 .
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B Ananore nNo Ha)KaTuio Ha KHOMKY «O6wue» oTobpakaeTca:
Tekywas sepcua MO Keepalived;

Router ID — ngeHTUdUKATOP peanbHOro cepBepa, Ha KOTOPOM B AaHHbIN MOMEHT aKTUBEH
BUPTYyanbHbI IP-agpec (To e 3HayeHWe yKa3aHo B KoJIOHKe RouterID B OCHOBHOIM
Tabnuue). Router ID 3apgaeTtcA K KoHourypauum keepalived.conf, ana HarmagHocTu
pekomeHAyeTcA BKAOYATb B HEro Yyactb IP-agpeca;

HACTPOMKM onoBeLeHua no e-mail
cTatyc onoseweHna SNMP-trap;

TEeKYLWMN TN paboTbl ¢ UHTEpdelicamu.

Version

Router ID

SMTP Server Address

E-mail From

E-mail Address 1

Keepalived v1.2.15 (07/29,2015)
WMYSQL_1

0.0.0.0

eltex.emsi@domain.com

adming@domain.corm

Trap Enable

fon |
netlink

Link Beat

B guanore no Ha)kaTuio Ha KHOMKY «Cmamucmuka» oTobpaykaeTca Tekywasa KoHdurypaums u
COCTOAAHME BbIBPAHHOIO BUPTYaIbHOrO UM peasibHOro cepBepa.

B ocHoBHOW Tabanue otobparkatoTcs:

VirtualServerindex — iHaeKc BUpTyasibHOro cepeepa;

Type — TN BXoAALWMX B HEro cepsepos (04HOro BMpTyanbHOro u N peanbHbIx);
Address — IP-aapec BUpTyanbHOro/peanbHOro cepsepa;

Status — TeKyLWMit cTaTyc BUPTyanbHOro/peanbHoro cepsepa (Bo3mMoMKHbl 3HaueHus alive u
dead);

Weight' — Bec MOXET UCNO/b30BaTLCA ANA 6ANAHCUPOBKM HArpPy3KK;

Router ID — naeHTUGUKATOP peanbHOro cepeepa, Ha KOTOPOM B AaHHbI MOMEHT aKTUBEH
BMPTYyanbHbI IP-agpec (oTobparkaeTca TONbKO 414 BUPTYaibHOTO cepsepa);

Action — B cny4ae HeAOCTYNHOCTU cepBepa U Npu HanMumMu B B, 3anncK No HamepeHHOMY
BbIK/IIOYEHUIO cepBepa M3 paboTbl 0TO6parkaeTca Bpems BbIKNOYEHNA cepBepa.

KHOMKK «BKAI0YUMb»/«BbiKA0OYUMb» NO3BOAAIOT YNPaBAATb COCTOAHMEM cepBuca eltex-ems Ha
peanbHbIX cepBepax.

YnpasneHue ocyuiectsaseTca yepes cueHapum fusr/lib/eltex-ems/scripts/switch-remote-ems.sh
n [usr/lib/eltex-ems/scripts/switch-remote-mysql.sh gns cepsepos EMS n MySQL cootBeTcTBEHHO.

B ¢alinax gonkHbl 6biTb yKasaHbl paboTocnocobHble napameTpbl AOCTYNa Mo npoTokony SSH K
yaaneHHomy cepsepy (login, password).

3TM napameTpbl OO0/MKHbI ObITb OAMHAKOBbI HA BCEX MALLUMHAX; HAa3HAYEHWE MNepPCOHAJbHbIX
NapamMeTPOB AOCTyNa K KaXK40My U3 CEpPBEPOB CUCTEMON He NPeayCMOTPEHO.

B c/iyyae OWMBKM BbINOJAHEHUA CKpUNTA (Hanpumep, M3-3a HEKOPPEKTHBIX HACTPOEK NapameTpoB

' B gaHHOM BEPCUM He UCNONb3YeTCA
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poctyna) B GUl oto6pasnTca ownbka.

E‘ COCTOAHHE CHCTEMBE PEIEPBHPOBAHMA

Servers — —
DHCP result L} nonAa | j OOHOBHTb | PenakiMpoBatb | a. CraticTiia |a Obwmne " @ BbIKNH4HTL " BHNIOYNTE
FreeRadius result Virtual server index | Type Address Weight Active router ID Action
MySOL replication |4 Virtual 102.168.98.221:303. 1] EdS_1
\Rsyncresult SN Real 1 192.168.99.211:303...
E 1 Real 2
1 MySaAL Yirtual
| MySQL Real 1 ® Oumika Bt I: lusr i t jusrfib/eltex-emsisc
ripts/switch-remote-ems.sh 192.168.99.213 disable: exit value "
1 MySaL Real 2 p

Ha BbINO/HEHWE 3a4a4M BKAOUYEHUA-BbIKIIOYEHNA cepBuca TpebyeTca HEKOTopoe Bpems, cpasy
Moc/ie YCnewHoro BbIMOJIHEHWUA CKPUMNTa CEPBEP HE MepeinaeT B HOBOE COCTOAHWE MIHOBeHHO. lMocne
nonyyeHuna SNMP-coobLieHnA 0 cMeHe COCToAHMA cepBepa Tabanua 06HOBUTCA aBTOMATUUYECKU.

[ AranBHble aBapum | Cnucok ONT | Cnmcokycipoiicie | Kawane!PON | focryn |

Bata: OT| |||E n0| |||E||I'IepeHoc (| || AETOOGHOENEHNE || H-serall [] |
Page|1 | |1UU | CDMm:tp:| |

Wamenntb nons | C; 0OHOBNTH | BbIKNI4NTL | ) CratMcTiia | i JKcnopt

Ganced: 100

ID = Dara co: Ipuopurer CooDweHne 0lD
9312688 |2015-11-1214:11:16 EMS_1: PeantHef cepeep 192 168.99.213:30333' Henoctyned. B pafiote 1 w2 2. |1.3.6.1.4.1.9586.100.5.3.5.0.1 N
Servers — — - .
DHCP result W nonA | iy ODHOBHTE PepakinpoBatk CraticTika | 0Obuwme | BLIKNIOYMTE BENO4YHTE
FreeRadius result Virtual server index | Type Address Status Weight Active router ID Action
MySQL replication |1 irtual 192.168.99.221:303... 0 EhfS_1
Raynclieail 1 Real1 192.168.99.211:303... 1
E 1 Real 2 182 168.599.213:303 1
1 hySaL Virtual 192168.99.220:303... 1] S EL_1
1 MySQL Real 1 192.168.99.212:303..
1 MySQL Real 2 152168.99.214:303...

|

Ha BKNagKke «AKmusHblie asdpuu» W B CUCTEMHOM XypHase cobbiTUi, a TaKke Ana obbeKkTa
MySQL gocTtynHbl nocnegHue coobuieHuns:

— CMeHa COCTaBa peasibHbIX CEPBEPOB,

— nepexof peanbHOro cepsepa B COCTOAHME master (BeayLumit).
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Ha Bknagke «MoHumopuHe/Pennukayua» obbekta MySQL AocTyneH npPoCMOTP COCTOAHMA
penankaummn 6a3 MySQL:

L)
2 | [ Wormropnar | Rocrn |
Mouck AKIMBHLIE aBapHi "—‘
‘ ‘m System (s OOHOBHTE

o G ews MypHan cofbiMin | permmarn mapyuena ©
o B WA199.150 15652481 00] HypHan syslog Checking database access for host '102.168.09.212' - complete
o- BB MAT99.155 [188M 27/64] Network Checking database access for host '192.168.99.214' - complete
o~ B rad000_192 16816 225 Disk
MySaL Penmmawwn | - Hostl [192.168.99.212] 'MASTER' status -
“Cramcmi@ICMP | Databases : elrex_ems,eltex_ont,eltex_alert
Filename i wysgl-bin, 001254

ST File Position : 23850468

JKypHan onepaumi
CLltelnet - Hostz [19Z.168.00.214] 'MASTER' status —
CLlissh Datahases : Syslow,eltex_alert,eltex ems,sltex_ont

Filename : mysql-bin. 001245
File Position : 107

- Hostl [192.168.99.212] 'SLAVE' status -
HMaster addr ¢ 192.166.00.214

Master filename : mysgl-bin, 001246

Master File pos.: 107

I0 status : Yes
30L status ¢ Ho
Last ErrorNo : 1032

Last_Error: Could not execute Delete_rows event om table eltex_alert.ALERT_TABLE; Can't

- Hostz [192.166.88.214] 'SLAVE' status -
Master addr : 192.168.99.212

Master Filename : mysgl-bin. 001254

Masrter file pos.: 23850468

I0 status i Tes

0L status : Tes

Last Errorllo H
Last_Error:

Ha cepeepe '192.168.99.212' HapyleEn OOTYMeMME OSMREM OF CepEepa '192.168.99.214' (SOL Errer)
FarambHai owibra. CTATYC DEVDmADD1 SLAVE ma xocre '192.168.99.212' He paforaer!

Takke 3Ta wuHbOOpMauMa A[OCTyNHa B MeH  «MHgpopmayusa/CocmosHue — cucmemol
pe3epsuposaHuUsa» Ha BKNaake «MySQL replication».

Te Kyllee cocToaHme @ Cocroanue cucTesu pesepeuposating X
o Servers ~
CMHXPOHM3AUUN  CUCTEMHDbIX d)a nnos, DHCP resuit & Obwoswts
o o FreeRadius result | ox. yemewses compomsans paimop ns meemntopios Sust/lib/eltex-ews/cont st
BbINO/IHAEMOMU YTUIUTOU rsync, MySQL replication | 0K. Yomeunad conpomssais QaiTOR M3 MOERTOPIIL STETphOOt/*
it
BO3MOXHO  OTCNeAMTb B MEHI0 WCE
«MHgpopmayusa/CocmosHue  cucmemoi
pe3epsuposaHUA» Ha BKNadKe «RsynC
result».

3.3.7. METOAUKA NMPOBEPKU

MpoBepKa  CUCTEMbl  PE3EPBMPOBAHMA  OCYLIECTBAAETCA  MNOCAe  HACTPOWMKM  BCeX
BbllLenepeuncieHHbix cayx6: mysql (pasaen 3.3.2), rsync (pasgen 3.3.4), keepalived (pasgen 3.3.5) u
3anonHeHnsa KoHOUrypaumoHHbIX GaitioB BCeX CONYTCTBYIOLMX CKPUMTOB.

TpebyeTca NpoBepPUTb KOPPEKTHOCTb 06PabOTKM CeayoWmNX CUTYaLUIA:

— BHe3amnHoe BbIKAOYeHMe 04HOro U3 cepBepoB NO NUTAHUIO;
—  OCTaHOBKa C/yKbbl eltex-ems;

—  OCTaHOBKa C/y*Kbbl tomcat6;

— nponajaHue CBA3M C O4HUM U3 CepPBEPOB;

— pYy4YHOe nepekntoveHne macrepcrea ns EMS GUI.

HeobxogMmo npoBepuTb MNOBeAeHME CUCTEeMbl KaK MNpW aBapuiiHOM CcuTyauuu, Tak M npu
BOCCTaHOB/IEHMM (CBA3M, NUTAHUSA, CAYXKO U T. 4.).

Heobxoaumo ybeantbea B cieayloLLem:

—  Npv HapyweHun paboTtbl Master-cepsepa BUPTYasibHbIN agpec nepesaércs pesepsHoOMYy;

52 LleHTpannsoBaHHaa cuctema ynpaB/ieHUsa ceTeBbiMU 3iemeHTamm Eltex.EMS



S ELTEX

— nepepaya Beaylweh ponan conposoxaaetca coobuweHnem B CY (aKTMBHble aBapum,
KypHan cobbiTnin);

—  nepepaya BeAyLEN PONN COMPOBOXKAAETCA Ha3HaYeHNeM BUPTYyanbHoro IP-aapeca.

— BOCCTaHOB/eHMe pabotocnocobHocTn bbiBwero Master-xocTa He NPUBOAMT K BO3BpaTy
cTatyca Master Ha xocT;

— BCe M3MeHeHus B 3anucax bJl, cBa3aHHble c onepaTMBHOW paboTol cepsuca eltex-ems
(0bbeKTbl, posM, NoNb30BaTeNN, HACTPOMKMK), penauumpytoTcs Ha oba cepsepa (B4) u
AOCTYMHbI M aKTya IbHbI Cpasy nocsie noTepu CBA3K;

—  ¢annbl KoHpurypaumin n obpasos MO CUHXPOHHbI Ha 06oux cepBepax.

[na KOHTpOANA Ncnonb3yoTeA:

— KOHcosbHasA ytunuTa ifconfig gna KoHTpona agpeca vip;

—  KOHCOJIbHbIV KnneHT MySQL ans KoHTpona cogepxumoro B;

— Eltex.EMS GUI pana KOHTpPOJIA reHepauuMm aBapUMHbLIX COODOLWEHMN, KOHTpoOAA
KOPPEKTHOCTM NOAKMOYEHUS K ViP, KOHTPOA CTaTyca CEPBEPOB;

—  KOHCOJIbHbIM $ali/IoBbIA MeHeaKep MC ANA KOHTPOAs CUMHXPOHHOCcTU dainnos MO,
KoHdUrypaumin Ha oboux cepeepax.

3.4. CAMOKOHTPO/Ib PABOTbl CUCTEMbl (CTOPOXEBOM TAMMEP
(WATCHDOG))

MporpammHblin Komnnekc Eltex.EMS coctouT u3 cepBepHON M KAMEHTCKON 4YacTu. KaneHTcKas
yacTb (GUI) BbinonHAeTca Ha MK nonb3oBaTens B 6paysepe. CepBepHana yacTb (Server) pyHKUMOHUpPYET
Ha oTae/lbHOM cepBepe (MM nNape cepBepoB B BapuaHTe C pesepBupoBaHuem). [na obecneyeHus
HenpepbIiBHOW paboTbl Ha cepBepe WMCMONb3YETCA MEXaHM3M CaMOKOHTPO/A, CTOPOXKEBOW Talmep
(KOHTpOAIbHBIM Talimep, aHrn. Watchdog). 3apadeli faHHOro mexaHM3Ma SBAAETCA MNepUOAMYECKUIA
onpoc cepeepa C Uenblo onpeaeneHua paboTocnocobHoro coctoaHuA. B cnyyae, Korga cTopoKeBok
Taimep onpegenseT, YTO CEpBEP HeAOCTYMNeEH, BbINOJHAETCA NOMbITKA NPUHYAUTENbHOMO Nepesanycka
OCHOBHOW c/y*Kbbl eltex-ems, 1 B ciydae HeobxogMmocTh — BcnomoraTesibHoro WEB-cepeepa tomcaté.

MexaHM3M KOHTPOASA OCHOBaH Ha onpoce o4HOro M3 uHTepdeincos cepsepa, NpeaHa3HaYeHHOro
AN MeXMalUMHHOro B3auMmogeincTeuaA: http web service. [aHHblt MHTepdeic npegHasHavyeH ana
oblieHMa mexay cayxbamu eltex-ems B BapuaHTe C pe3epBMPOBAHMEM CEPBEPOB, a TaKMKe MOKeT
MCNOMb30BaThCA A8 CaMOAMarHOCTUKKW, Ana ¢ukcaumm Bblgaunm DHCP-agpecos (B BapuaHTe ¢
MmoauouumpoBaHHbIM cepepom dhcpd-eltex), ana nosyyeHua cnmMcka ycTPOWMCTB, MNOAYYEHUS BEpPCUM
cepBepa B KOHCO/IbHOM peXKMMe U NpoYyero cayxebHoro obmeHa.

TexHOM0rMYeCcKkn CaMOKOHTPO/Ib Peann30BaH B BUAE CKPUNTA, KOTOPbIN NepuoanYeckn 3anycKaeT
ornepauMoHHas cucTema Linux B pamKax cobcTBeHHOM cny»Kbbl cron. CKpUnT HaxoauTcs B paitne:

Jusr/lib/eltex-ems/scripts/check_ems_srv.sh

B cnykbe cron nosegeHue peryanpyertca dpainom:

/etc/cron.d/ems-backup

3anuchb B daine:

*/5 * * * * root Jusr/lib/eltex-ems/scripts/check_ems_srv.sh
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ANroputm KOHTpONA:

— cny»xba cron BbINOMHAET KOHTPO/IbHbIM ONPOC CeEpBepa C NEPUOAOM B 5 MUHYT;

— NPV HeZOCTYNHOCTUN CepBepa NPOU3BOAUTCA CEPUA AOMNONHUTENBHbIX 3aNPOCOB BHYTPM CKPUMTA.
Bcero npounssoautca Tpu 3anpoca ¢ MHTepsanom B 10 cekyHzA;

— B C/lydae HeAOoCTYMHOCTM 3anpocoB BCEW CEpPUM CKPUMT aHaAuM3MpyeT Kog Owunbku. B
3aBMCMMOCTM OT KOZa OLWNOKM BbINOAHAETCA Nepe3anyck cay»Kbbl tomcatb nam cnykb eltex-ems
n tomcaté.

/ MexaHM3M CAaMOKOHTPOIA CUCTEMbI HAMEPEHHO pPeanin3oBaH TaKMM 06pasom, uTobbl 6bino
334eMCTBOBAaHO KaK aapo cuctembl eltex-ems (cepsep obmeHa c ycTpoiictBamu), Tak u
WEB-cepsep tomcat6, KoTopbii peanusyet Tpu GyHKLUU:

1. Bblgaya GUl-annneta nonb3osarenio CY;

2. obecneyeHne ¢yHKUMOHUPOBAHUA cnyKebHoro uHTepdeiica (http web
service);

3. o6ecneueHue pabotbl Northbound no nporokony SOAP/XML.

Bo Bpemsa paboTbl CKPUMNT CTOPOXKEBOrO TaMepa KYPHaAMPyeT COCTOAHWE CUCTEMbI U CTaTyC
OTBETOB cepBepa B dpal:

/var/log/eltex-ems/check/ems-check.<current-date>.txt

B daitne coaepxaTca 3anmcu cneaytollero suaa:

(START)

11-11-2015 10:45:02: System information:

11-11-2015 10:45:02: Linux E-Linux 3.2.0-60-generic #91-Ubuntu SMP Wed Feb 19 03:55:18 UTC 2014 i686
686 1386 GNU/Linux

11-11-2015 10:45:02: java version "1.8.0_65"

Java(TM) SE Runtime Environment (build 1.8.0_65-b17)

Java HotSpot(TM) Server VM (build 25.65-b01, mixed mode)

11-11-2015 10:45:02: LoadAverage info

11-11-2015 10:45:02: 1min 5min 15min

11-11-2015 10:45:02: 1.29 0.99 0.55 1/628 23777

11-11-2015 10:45:02: RAM MemfFree: 162188 kB

Disk info

Disk Size  Used Available Used %  Mount
/dev/sda6 27G 220G 6.0G 77%/

/dev/sda5 105G 67G 38G 65% /media/A23016E23016BD68B
/dev/sdal 49G 30G 20G 61% /media/4CDC9038DCI01E70

11-11-2015 10:45:02: EMS status: Eltex.EMS Server is running with pid 26086
11-11-2015 10:45:02: Tomcat status: * Tomcat servlet engine is running with pid 26242

11-11-2015 10:45:02: ports (9310, 9340, 8080) status:

tcp6 0 0::9310 5ot LISTEN 26087/java
tcp6 0 0 ::9340 5ot LISTEN 26087/java
unix 2 [ACC] STREAM LISTENING 9340 1006/bluetoothd Jvar/run/sdp
tcp 1 0127.0.0.1:38192 127.0.0.1:8080 CLOSE_WAIT

tcpb 0 0 :::8080 ¥ LISTEN 26242/java
tcpb 1 0192.168.16.43:43446 192.168.16.77:8080 CLOSE_WAIT 28114/java
tcp6b 1 0192.168.16.43:43444 192.168.16.77:8080 CLOSE_WAIT 28114/java
tcp6b 1 0192.168.16.43:43447 192.168.16.77:8080 CLOSE_WAIT 28114/java
tcp6b 1 0192.168.16.43:43448 192.168.16.77:8080 CLOSE_WAIT 28114/java
tcp6b 1 0192.168.16.43:43445 192.168.16.77:8080 CLOSE_WAIT 28114/java
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11-11-2015 10:45:03: RESULT: Service ‘eltex-ems' is work "ypHanupoBaHue ANA Kaxkaon aaTbl Begeérca
B OTAeNbHbIX dalinax, potauus nNpousBoAUTCA cornacHo obuim Hactporkam Eltex.EMS (HacTpoinku
MOHWTOPA apXMBMUPOBAHUA U OUUCTKM KYPHAOB).

Mo 3anMcAm BO3MOMKHO BOCCTAHOBWUTb AaTy W BPeMs MPUHYAUTENbHOrO nepesanycka cayxb, a
TaKXe COCTOSIHME CUCTEMbl BO BPeMA KOHTPO/A: 3arpyska MPOLLeccopa, MCMO/Ib30BAHWE MNaMATH,
KonmdectBo cBOBOAHOro mMecTa Ha XKECTKMX Auckax. Ecnv cepsep HepocTyneH, B KypHan byaet
BblBeZeHa TPACCMPOBKA OLUMOKM, YKa3bIBAOLWAA HA UCTOYHUK Npobnemsl.

B cnyyae ecnu cnykba eltex-ems HamepeHHO OCcTaHOB/IEHA KOMaHOM:
sudo service eltex-ems stop

CKpuUNT CamoanarHoOCTMK1 He nponssoauT I'IpMHyLI,MTEI'IbeIﬁ 3anyckK Cl'ly)-K6bI.

B cnyyae 3anycKa CKpunTa B KOHCOM NOJ/Ib30BaTeNb YBUAMUT 3aMUCh:

EMS service disabled. No checks will be performed.

PY4HOI 3aMyCcK CKpUMTa MOMKHO BbINOJIHATL C NPaBamm Cynepnosib3osaTtens:
sudo /usr/lib/eltex-ems/scripts/check_ems_srv.sh

KoHTponb goctynHoctu cepBepa Eltex.EMS u3 KoHconm 6e3 Mcnonb3oBaHMA CKPUMTA MOXKHO
BbIMONIHUTb KOMAHAOM:

curl -s http://localhost:8080/northbound/getVersion
B oTBeT paboTtocnocobHbIi cepBep BEpHET xml-coobuieHue ¢ Bepcueit MO.

S curl -s http://localhost:8080/northbound/getVersion

<?xml version="1.0" encoding="UTF-8"?>

<getVersion>

<code>0</code>

<msg>0K</msg>

<NbiVersion>3.1.0.1122 / 06-11-2015 14:20:37</NbiVersion>
<ServerVersion>3.1.0.1122 / 06-11-2015 14:20:37</ServerVersion>
</getVersion>

B MHCTaNNAUMAX C pe3epBMPOBAHUEM CEPBEPOB AAHHbIA MeXaHM3M UCNONb3yeTca U ANA
Y onpeaeneHna AOCTYNHOCTU CepBepa Npu pacnpegeneHun posneit Master u Backup mexay
AByMA 1 6onee GU3NYECKUMU XOCTaMMU.

3.5. MOHUWUTOPUHT NAPAMETPOB CEPBEPA CY YEPE3 SNMP
OoID Tun OnucaHue
1.3.6.1.4.1.2021.10.1.3.1 OctetString Load average 1 mnHyTa
1.3.6.1.4.1.2021.10.1.3.2 OctetString Load average 5 muHyT
1.3.6.1.4.1.2021.10.1.3.3 OctetString Load average 15 MUHYT
1.3.6.1.4.1.2021.4.6.0 Integer 03Y, cBoboaHO, B KbaiiT
1.3.6.1.4.1.2021.4.5.0 Integer 03Y, Bcero, B Kbalt
1.3.6.1.4.1.2021.4.4.0 Integer Swap cBobogHo, B KbanT
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1.3.6.1.4.1.2021.4.3.0 Integer Swap Bcero, B Kbant

1.3.6.1.2.1.25.2.3.1.5.31 Integer MonHbIM pa3mep KopHeBoM GpaiioBON CUCTEMBI
cepBsepa, B 6710Kax (cm. HUKe)

1.3.6.1.2.1.25.2.3.1.6.31 Integer O6bEM 3aHATOro AMCKOBOIO NPOCTPAHCTBA
KopHeBoW $aiinoBon cucTembl cepBepa, B 61oKax
(cm. HUKe)

1.3.6.1.2.1.25.2.3.1.4.31 Integer Pasmep 6/10K0B, B KOTOPbIX M3MepsieTca 06bEM

ANCKOB CepBepa

1.3.6.1.4.1.9586.100.5.2.3.1.4.1 Integer Ponb cepsepa B cMcteme pesepBMpoBaHMA.
Bo3morKHble 3HaveHuA:

1 — backup

2 — master

MOHWTOPUHI AMCKOBOW NOACMCTEMbI BbIMOAHAETCA C MNOMOLLb0 Tabnuubl hrStorageTable
(1.3.6.1.2.1.25.2.3) us MIB Host Resources (RFC1514).

Tabnnua MMeeT cneayoLLyto CTPYKTYPY:

HrStorageEntry ::= SEQUENCE {

hrStoragelndex INTEGER,
hrStorageType OBJECT IDENTIFIER,
hrStorageDescr DisplayString,
hrStorageAllocationUnits INTEGER,
hrStorageSize INTEGER,
hrStorageUsed INTEGER,

hrStorageAllocationFailures  Counter

}

Karkgaa 3anucob B Tabnvue onucbiBaeT OAMH pPecypc cepBepa. ITO MOXKeT bbiTb, Hanpumep, O3Y
WU OUCKOBbLIA HaKoNUTeNb.

[ns KaXkpoW 3anucy yKkasbiBaeTca:

— hrStorageDescr — Ha3BaHue pecypca, Hanpumep «Swap space» WAn «/» - KopHeBsas
daiinioBas cuctema;

— hrStorageAllocationUnits — pa3mepHOCTb eANHUL, USMEPEHUA, B KOTOPbIX YKa3blBatOTCA
pasmepbl ANCKOB U KOJAMYECTBO 3aHATOrO NPOCTPAHCTBA. MHbIMU CI0BaMU — KOIMYECTBO
baiToB B bs10Ke;

— hrStorageSize — nonHbI pasmep pecypca (B 6aoKax);

— hrStorageUsed — 06bEMm 3aHATOro NpocTpaHCcTBa pecypca (B 610Kax).

Mpu paboTe B YCAOBUAX CUCTEMbl pPE3ePBMPOBAHMUA MOHUTOPUHT NapamMeTpoB CepBEPOB
Heo6XoAMMO BbINOMHATL NO peanbHbiM IP-agpecam.
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4 BHELIHWA BUA U BO3SMOXHOCTU FPAGUYECKOTO NPUNTOXKEHUA

NHTepdelic rpadmyeckoro nNPUNONKEHUA MNOCTPOEH MO MNPUHLMMY [APEBOBUMAHON Wepapxuu
06bekToB. T.e. KOPHEBOW Y3€/1 MOXKET NpeacTaBnATb coboi, Hanpumep, «Obnactb». B Kaxkayo obnactb
MOXHO MOMECTUTb PaloHbl B BUAE MPOMENKYTOUHbIX Y3/10B, B KOTOPbIE MOXHO NMOMECTUTb Ha3BaHWUSA
Hace/IEHHbIX MYHKTOB. B HaceNEéHHble NYHKTbl MOXHO NOMECTUTb YCTPOMCTBA

Mpn HeobXoAUMOCTU AeTanbHOM HACTPOMKWU YCTPOMCTB, 3anMyCK MOAKAOYEHUS K YCTPOMCTBY MO
HTTP nnu Telnet/SSH nponssoanTtca us nHtepdelica nporpammbl (NPU HaAUYMM COOTBETCTBYHOLLMX NpaB
nonb3osaTtens).

Ha PUCYHKeE 2 npeacrtaB/ieHbl 3/1EMEHTbI HaBUTaLMK NOJIb30BATE/IbCKOTO MHTeptbeﬁca.

B thtexrs <shansupertsers

Annner |flepeso Ynpasnewne OLT ONT AC MeHio

| A, MOHCK YETpoRCcTEA ynpasneHua
. [ Neperrans gepeso

i & Ypanum: ofuexr

% Nepemecturs obvexr

5% oo e MaHens
e ynpasneHus

] oo [ ] [0 N [ | ()

& Cimixpormaips | @ Nowex ONT | -] Coxpasems

—a
\ # [ @] ¥ onacoms | coveos it | soamope | g | 00w | oy |

| Onmcaime HeT

192168.16.218

1P appec
Taimayy obuens, uc
| Read Community | User v3
| Write Community / Password v3 private
hae |

15000

public

| Bepcun SHMP.

SHIAP nopr 161
R —— [ALTH_NO_PRI
| Mporoxon ayresmudmaum s |-]
KoM HQPOBEHIR null

| Nporokon mmdposain DES |
lpwmpunnmm \Accept |
| Nepuon onpoca yCTpoRcTaa (ICMP, SNMP), ¢ 5

b
o~ Bl MA4D00_piter {211/0]
o B ma4000_vova [362:21i0]
8 saprapuauien = F
- ﬁw“, . Peaxtuposars | | £ OGHomm: |
L # HATPY304HBIN CTEHA
o G Haligennue

Hepeso Mone
00LeKTOB HacTpoek

PucyHok 2 — O6nacTv HaBurauum nosb3oBaTeIbCckoro uHTepdeiica cuctembl EMS.Eltex

OKHO No/1b30BaTe/IbCKOTO MHTepd)ef/'lca pa3geneHo Ha Tpu OCHOBHbIE obnactu:

1. MaHenb M MeHO ynpasieHUs A8 agMWHUCTPUPOBAHUSA, BbINOJIHEHUSA Haubonee
YacTbiXx onepaumn, a TakKe paboTbl ¢ gepeBOM O0OBEKTOB: CayKebHble GyHKUMM And
paboTbl C yCTPOMCTBaMM, TaKMe KaK «CUHXpoHM3auma PON», «Jo6aBuTb», «YO0anutb»,
«MepeynTaTb», NPUMEHEHNE N COXPaHEHME KOHOUTYpaLUnN U Npoyee.

2. [epeBo 06bEKTOB, KOTOPOE CAYKMT ANA YNPaBAEHUA CTaHLUMOHHbIMK YCTPOMCTBAaMMU

cetn. B gepese 06bEKTOB MepapxMUeckn oTobparkeHbl y3ibl U 06BbEKTbI yNpaBAeHuUs,
Haxo4ALLMECA B HUX.
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Y3nbl - 3TO JIOTMYECKU O6bEAUHEHHDbIE CTPYKTYPbl, KOTOpblie MOryT rpynnupoBaTbca No
reorpapuyeckomy npusHaky (Hanpumep: obnactb, pailoH, ropoag u T.A4.) wau no Tuny

obopyaosaHua (Hanpumep: PON, DSLAM, ETTH). Moryt 6biTb coBmelieHbl o6a TMna
rpynnupoBKu.

3.

Mone HacTpoek, KoTopoe HbasupyeTca Ha Bbibope ob6beKTa B gepese. MNpeaHasHavyeHo
AN NPOCMOTPa W PefakTMpPOBaHWA MNapameTpoB ycTpoicTea. [lone HacTpoek
COOEPUT  3aKMagKW,  BbINONHALWME  QYHKUMM  MepekaodaTens  rpynn
pefakTUpyeMbIX NapameTpos. YacTb NapameTpoB AOCTYMHA B PEXMUME «TOJIbKO A/
yTeHua», Apyrve npegHasHayeHbl ANA pedakTMpoBaHuA. Ecan y nonb3osaTens
CUCTEMbl eCTb MpaBa Ha pPefaKkTMpPOBaHWE TEKyWMX NapameTpoB, KHOMKa
«PefaKkTMpoBaTh» CTAaHOBMTCA aKTMBHOM. B NPOTUMBHOM C/lyyae KHOMKa HEaKTMBHA U
OencTBue HepocTynHo. Takas e cuctema MpUMEHAETCA B MYHKTAaX MEHIo, naHenu
MHCTPYMEHTOB M KOHTEKCTHOM MEHI0.

Mone 3agauy oTobpakaeT NpoLEecC BbINONHEHMA aCMHXPOHHbIX 3343y, KOTopble He
610KMpytoT MHTepdelic GUI, BbINOAHAIOTCA Ha cepBepe B GOHOBOM peXxRUME.

JononHutenbHble AEVICTBMH C 06bEKTAMN MOXKHO BbINOJIHATL U3 KOHTEKCTHOIO MeHI0, KoTopoe
NoABNAETCA NPU Ha*XaTuun npaBoﬁ KHOMKWU MbIlWN Ha Bbl6paHHOM obbeKTe.

Ha pwucyHke 3 npuBegeH npumep NOSb30BATENLCKOTO WHTepdeiica €  OorpaHUYeHHbIMU
BO3MOXHOCTAMM aocTyna. Monb3osatento nld (ponb Show) 3anpelueHa pabota ¢ cepsepom ACS.
[aHHbI 06BEKT He byaeT oTobpaXkaTbCA B AepeBe, MOCKOJIbKY AOCTYN K HEMY 3anpeLLéH.

§ EltexEMS <n14:Shows
Annner [epeBo Ynpaenewne OLT ONT ACS CobbimA YIWNWTel AgMMHMCTpUpOBakMe WHopwauws Cnpaeka

1
=

|@ : BHMMaHKe: ¥ Bac HeT NPae Ha JaHHbIi 00bekT !

|/ 3apawm |
N CocTosnme HemoaHuTe s 3a1au: aKTHERO U 13 HU(Make.)/{Texym.).

A i IC

PucyHok 3— lpumep nosns308amesnscko2o uHmepgelica ¢ 02paHU4eHHbIMU 803MOXHOCMAMU docmyna
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¥ Penaxrop ponei
Cnucok ponei

W acs server

Tapamerpsi
s por: [Show |
Onucanme: [open J
Bpeun fcewplsoon ]

PazpewsHhkie AeiicTaNR

npuBmMneriy ( 0 i )

|ed coxpanuTe

¥ ormena

PerucTpauws Ha asapn

VhchopuaumonHste (Info)
TIpeaynpexnesis (warming)
He BaHbie (Minor)
Baxabie (Major)
Kpurnseckue (Critical)

% Tester]

e

Monxoe pel

 Paspewnte

@ Pepaxtuposate nonksosatenn

Wus:
Onncanue:
Ponk:
Napont:
Rara:
E-mail:

Tepeckinath Tpank! Ha e-mail:

MNepeckinark XypHans! Ha e-mail: []

Muitiuser.

O ELTEX

] Namenmts

I

(]

oe]

PucyHok 3a — lpumep HacmpoliKu posu ¢ 02paHUYEeHHbIMU 803MOXHOCMAMU U MPUCBOeHUe ee
rnonb3o08amento

MoppobHee c HACTpPOIKOW ponen WM Nonb3oBaTesiel MOMKHO O3HAKOMMUTLCA B

ApgmunHuctpupoBanue. Mpasa u nonb3osatenun. Hactpoiika poneit u nonb3oBatenei.
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5 J3J/IEMEHTbI YNPABJIEHUA

5.1.NAHENDb YMNPABJIEHUA

MaHenb ynpaBneHUA pacrnosioKeHa B BepxHen 4YacTu uHTepdelica M npegHasHavyeHa Aaa
yrnpaBieHMAa L[epeBOM, YMpaBAeHUA KOHUrypaumenh YCTPOWMCTB, BbINONHEHMA CUHXPOHU3ALUMU
napamMeTpoB YCTPOMCTB, 3aMycKa BHEWHWX yTuAuT. B Tabnmue 1 npuBeseHO onucaHWe OCHOBHbIX

3N1eMeHTOB NaHenn ynpasaeHus.

Tabnnua 1. dnemeHTbl NaHeAU ynpasaeHns

0O603HaueHue | HasBaHue KHOMKM |

OnucaHue

BbicTpble KHOMKU

OwubKu 3aepy3Ku cepsepa

@

NHpopmauma o6 owmbKax, BO3HMKILUMX MNpWU CTapTe
cepsepa EMS

& CuHxpoHMaaLMA CuHxpoHu3ayus CMHXpPOHM3AUMA  COCTOSIHMA U KOHbUrypauum
ycTpoucTtea ¢ EMS-cepsepom
COXpaHHTL j CoxpaHumo CoxpaHeHMe M3MEHEHUW B 3SHEProHe3aBUCUMYIO
= NamsTb A1 TEKYLLLEro yCTPOMCTBa
MpUMEHHTE =27 lMpumeHumeo MPUMEHUTb NU3MEHEHWS, BHECEHHbIE B KOHOUTYpaLmto

PepaktuposaHue aepesa 06bekToB

. Lobasume [obaBneHne ob6bEKTA B TEKYLLUI y3en Aepesa

(% Yoanume yAaneHue Terywero obbekTa uan yana

Eél lepeyumameo obHOBNEHUNE hepesa (BbINnONHAETCA nonHoe
nepeynTbiBaHMe us b/1)

CobbiTua
- Cobbimue WARNING Yucno 0603HayvaeT KoNMYEeCTBO He3aKpbITbiX COBbITUNM
[AHHOTO TMNa ANA YCTPOMCTBA.
0 Co6bimue MINOR Ona y3na oTobparkaeTca CymMapHOe KO/MMYecTBO
HEe3aKpbITbIX COBBLITUIA  Ka)KAoro Tuna Ansa  Bcex
0 Co6bimue MAJOR YCTPOWTB B €ro cocraBe.
Mo HaXKaTWIO Ha MKOHKY OCYLLECTBASETCA Nepexos BO
- Co6bimue ALARM BKNaAKy «MOHUTOPUHI/AKTUBHbIE aBapuu»  And
TEKyLLEero ycTpoincTea
Cepsep ACS
acsd JocmynHo Crartyc cepsepa ACS
acsd Onpoc cocmosAHuAa cepsepa
ACS He 3anyuweH
aced Omka3s (HedocmyneH)
aced lepe3sanyck
Annner HACTPOMKa NPUNOKEHUA NONb30BaTeNs

Asmopu3sayus [6s10KkuposKa]

i

BNOKMPOBKa M pas3bnokuMposKa annaeta no
Napo/to, OCYLLEeCTB/eHWe MNepeasTopu3aunm
noA ApPYyrMm nonb3oBarenem

JaHHsble ceccuu

&

Bbi30B OKHa MHPOPMALUM C AaHHbIMMU TEKYLLEN
Nno/ib30BaTENbCKOM ceccum
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ﬂ OgopmneHue HacTtpolika Tembl opopmaeHua annaerta
Buod Hactpolika oTobpaxeHua anemeHTOB
Ymunumei [JlononHnTebHblEe BO3MOMXHOCTH

LLlabnoHbl 3anycka ymuaum | PegaktupoBaHve WabnOHOB 3anycka YTUAWUT
ping, ssh, web, telnet

5 CoxpaHums Hacmpoliku | CoxpaHeHune TeKyLero pasmepa "
annaema MEeCTOMOJIONKEHMA anreTa Ha 3KpaHe

e Bbix00 3aKkpbiTve annneta (paspbls TeKyllel ceccuu

nosib3oBaTens)
YcTpoiicTBa ynpasneHue gepesom 06beKTOB, Ay61MpyeT 0CHOBHOE KOHTEKCTHOE MEHIO AepeBa

obbekToB

= o o

= lMouck ycmpotcmesa lMouCK CTaHUMOHHOro YCTPOMUCTBA NO MMEHU

unn IP-agpecy. MNonck nponssBoanTCca BO BCEM
Aepese 06beKTOB

Mepeyumams depeso 3arpyska BCero cnucka Ob6bLEKTOB AepeBa C
cepsepa EMS

Lobasume 06vekm [obasneHne obbekTa B TEKYLWMI y3en aepesa.
MoppobHoe onucaHue NpuBEAEHO B pasaesne —
5.2.1 flo6aBneHune o6beKTOB

Yoanume 0o6vekm YpaneHve Tekywero obbekta n3 gepesa

Mepemecmume 06bekm MepemelweHre TeKywero obbekTa B Apyroi
y3en. [lNopgpobHoe onucaHvMe npuBELEHO B
pa3saene 5.2.2 NepeHoc o6beKkTOB

=] lpynnosoe nepemeuweHue lpynnosoe  nepemelieHMe  OOBLEKTOB B
CTPyKType naepesBa. [logpobHoe onucaHue
npueeaeHo B pasgene 5.2.2 MepeHoc
o6beKkToB

=\ lpynnosoe ydaneHue lpynnoBoe yzaneHue OBGBLEKTOB B CTPYKType

gepesa. MogpobHoe onucaHWe NpuBeAeHO B
pasgene 5.2.3 YpaneHue 06beKToB,
o6HOBNEHME CTPYKTYpPbI AepeBsa

Asmomamuyeckuli ~ nouck | Mouck yCcTPOMCTB B CETM MO 33aZaHHOMY
ycmpolicme 8 cemu [ManasoHy afpecoB C MOMOLLb MPOTOKOAA
SNMP MMoagpobHoe onucaHue npuBeaeHO B
pasaene 6.2 ABTOMaTUYECKUIA MOMUCK
yctpoicTs B ceTu (Auto discovery)

® Csolicmea o6vekma PepakTMpoBaHMe agpeca U MMEHM TEKYLLEro
obbekTa

LD Konuposame ums KonupoBaHne umeHn obbekTa B bydep
obmeHa

(3 Umnopmuposame u3 CSV Mossonsaer MMMNOPTUPOBATL B 4epeso

06bEKTOB AaHHble U3 TeKCToBoro daina

YnpasneHue

OCHOBHble GYHKLMUM YNpaB/ieHUA YCTPOMCTBaMM, Ay6AUpPYeT KOHTEKCTHoe
MeHI0 AepeBa 06beKTOB
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E? CUHXpOHU3UpPOBAMb 3anpoc TeKyLNX aBapuit C ycTpoicTBa
asapuu
G lpumeHUM®b MpUMeHeHNe BHECEHHbIX B KOHUrypauuio
U3MeHeHus nameHeHui (gna MA4000-PX)
KOHghu2ypayuu
(COMMIT)
EE CUHXpOHU3UpO8amMe COMe! CuHXpoHM3auus cnotos (ans MA4000-PX)
MA4000
€ Cmera master-naamo CmeHa  MmactepcTBa  Aas  YNpaBAAOWMX
mogaynen PP4AX
L-j Coxparume koHguzypayuro CoxpaHeHVMe BHeCeHHbIX B KOHbUrypauuio
- 8 5Hep20He3a8uUCUMYHO o
M3MEHEHUI B IHEPrOHE3aBUCUMYIO NaMATb ANA
namame TeKywero ycrtpoictea (ana LTE-8ST, LTE-2X,
LTE-8X u LTP-4X, LTP-8X)
L lepequmame 3arpyska KOHOMUrypauuu, 3anucaHHOW B
KOHu2ypayuro u3 o
. SHEeproHe3aBMCMMON MNaMATU AONA TeKyuiero
sriepeoresaslcumou ycTpoiictea (ans LTE-8ST, LTE-2X, LTE-8X u LTP-
namamu 4X, LTP-8X)
% Bbiepy3ume Boirpyska dalina KoHodurypaumm TeKywero
KOHghu2ypayuo 8 yCcTpouncTBa Ha cepsep EMS
apxue (upload)
FG
‘5‘-,-; BoccmaHosums 3arpyska KOHOUrypauum B
KOHgpueypayuro  u3 SHEeproHesaBUCUMYHO namaTb TeKyLLero
apxusa (download) ycTpolicTBa
%5‘ Ynpaenerue Bbirpyska M 3arpy3ka wabnoHos PON
KOHghu2ypayuamu npodunen
llepe3aepy3ume o
o . Mepe3arpyska TeKyLLEero ycTponcTaa
ycmpolicmeo
CobbiTua CUCTEMHbIE YTUAUTDbI, AY6IUpPYyeT KOHTEKCTHOe MEHI0 AepeBa 06beKToB
ypHan cobbimudi o
MpocMmoTp  CcobbITMI, MNpou3oWeAWwnx Ha
ob6beKTax cucTembl
CmamucmuKa  aKMUBHbIX
vt . MpPOCMOTpP CTAaTUCTUKM MO aKTUBHbBIM COBBbITUAM
cobbimuli
YTunutol CUCTEMHbIe YTUAUTbI, AY6NUPYyeT KOHTEKCTHOE MeHIo AepeBa 06beKToB
Y BeinonHums PING om [1K | NMpoussectn 3xo-tect oT [IK nonb3oBatena K
nons3osamens K | ycTpoiicTBy
ycmpolicmey
= BobinonHume PING om | Mpon3BecTn 3Xo-TecT OT CepBepa K yCTPOMUCTBY
cepsepa K ycmpolicmey
-l ModknovyeHue K | 3anyck knveHTa Telnet gna NoAKAOYEHUA K TeKyLLemy
ycmpolicmay no npomokosy | obbeKkTty
Telnet
L_J lMooknroyeHue K | 3anyck 6Opaysepa ana noakatodeHua no HTTP K
' ycmpolicmay no npomokosy | TekylieMy 06beKTy
HTTP (WEB)
@J lMooknroyeHue K | 3anyck KaueHTta SSH ans nogKntouyeHus K Tekylemy
ycmpolicmay no npomokosy | obbeKkTy
SSH
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AAMUHUCTPUPOBaHME
lpasa u noav3osamenu
g Hacmpolika poneli o o
1-;]' . PepakTupoBaHve poneit  gns  nosb3oBaTesien
fonesoeameneu cuctembl. lNoapobHoe onucaHMe npuBeAEHO B
pa3gene 9.2 HacTtpoiika ponei
Hacmpolika

nonvzosameneli cucmemel

PepakTMpoBaHve  MmapameTpoB  MO/Mb30BaTe/sei
cuctembl. lMoapobHoe onucaHMe npuBeAEHO B
pasgene 9.2.1

lNosedeHue epagpuyeck

020 UHMepapelica

Hacmpolika
usemoesoli cxemol

HacTpolika uBeToB aBapuiHbix coobweHnin. MogpobHoe
onucaHne npueBegeHo B pasgene 10.1 Hactpoiika
L,BETOBOI CXxeMbl

Hacmpolika  38ykosoli . o .
.a o Hactpoiika curHanos asapuiiHbix coobuwennin  10.2
cxembol asapuu - - ~
HacTpoiika 3ByKOBOI1 cXxembl aBapui
Hacmpolika cepsepa
d lpuem u obpabomka | PepaktnpoBaHue napameTpos npuema SNMP-Tpanos
SNMP mpanos
@ 3adayu rno | MpocmoTp  COCTOAHMA W HACTpPOMKa  KOHpUrypauuu
- pacnucaHuro MOHUTOPOB
(MoHumopei)
= CucmemHeblie mooyau | NMpocmoTp 1 peaakTMpoBaHMe NapameTpoB moaynen
& APM MNepexon B meHto APM agmunHucTpaTtopa
Fo=
admuHucmpamopa
ﬂ lepe3sanyckK EMS | NMepe3anyck cepsepa EMS
cepsepa
10 ycmpolicme
=) CmaHyuoHHoe 10 3arpy3ska ¢annos MO cTaHuMoHHOro obopyaoBaHMA U
nNpocmoTp paboTatowmx Bepcuin Ha cetu
B AboHeHmckoe 10 3arpy3ska ¢ainos MO aboHeHTcKOoro obopyaoBaHUA W
NpPocmoTp paboTatowmux BepCcuin Ha ceTu
- lMoayyume nozu | PopmupoBaHne daina c KypHanamu paboTbl cepsepa U
' pabomel cepsepa | NpeaocTaB/iieHMe NONb30BATEN0 CCbIIKM ANA CKauyMBaHMA
EMS
UHdopmauumsa
— CocmosAHue MpPOCMOTpP COCTOAHMA CUCTEMbI PE3EPBUPOBAHMUA
| cucmemsl
pe3epsuposaHUA
E CeedeHus o | NMpocmoTp cocTtoAHMA cuctembl EMS
KOMMOHeHmMax
cucmemol
- MypHan  Oelicmeuli | MpocmoTp *KypHana AeNcTBUIN Nosb3oBaTeei
¥ a v
nonsvzosameneli
YsedomneHus OTtnpaBKa coobLLEeHMA BCEM NOb30BaTENAM, HAXOAALLMMCA
— (eHympeHHuli yam) B CUCTEME B AAaHHbIN MOMEHT
CnpaBka CMPABO4YHAA UH®OPMALIUA
@ O npozpamme [JaxHble o MO Eltex.EMS v noaaepKnBaemblx yCTPOMUCTBaX
u} JluyeH3uoHHbIe [aHHble 06 uMcnonb3yembiX MOAYNAX M YCTAHOBIAEHHbIX
02paHU4eHUsA JIULLEH3WOHHbIX OrPaHNYEHUAX
o Cniucok usmeHeHul KpaTKunit cnncok MsmeHeHui no Bepcmusam
—
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’ | CMHXPOHM3aLUA COCTOAHUNA YCTPOICTB MOKET BbIMO/IHATLCA A/IUTENIbHOE BPEeMS, B TeYeHue

KoToporo uHtepdeiic 6yaer 3a610KupoBaH.
=L )

5.2.IEPEBO YCTPOMCTB

[lepeBo yCTPOWMCTB HaxoaMTCA B /IeBOM 4acTM WHTepdelica. [epeBo npeAHasHayYeHo A
OTOBpaXKEHUA  CTPYKTYpPbl CETW, @ TaKKe CAYKUT 3nemeHToM Bblbopa YCTpOICTBA ynpaB/ieHwus.
MN3meHeHWe CTPYKTypbl OepeBa AOCTYMHO TOJIbKO MO/b30BaTENsIM CUCTEMbI C COOTBETCTBYHOLWMMM
npasamu: «ZobaeneHue, ydaneHue, nepemeuwjeHue ycmpolicmed, peodaKkmuposaHue napamempos
docmyna. ABMornoucK».

5.2.1. [AOBAB/IEHUE OBbEKTOB

JobasneHne obbekTa B AEPEBO MNMPOU3BOAWUTCA MPU MOMOLLM KHOMKMK («Jobasumob») B
obnactn gepeBa 06beKTOB. MNpu Ao0baBNEeHMN 0ObEKTA HEOOXOAMMO YKa3aTb €ro YHUKa/IbHOE UMS, TUM U
IP-agpec. Ona ysnos (NODE) HeobxoguMmo ykasaTb To/bko MmsA. Mocne pobaeneHua obbekTa gns
[0CTyna K Hemy HeobxoAMMO NMPOU3BECTU MOHYI HacTpoiiky SNMP-napameTpoBs. MNpu HenpaBUAbHOM
HacTpoMKe cucTtema Oyaer Bo3Bpalwatb coobueHne «SNMP Timeout» npu Kaxagom 3anpoce K
ycTponcTtey. Heobxoaumo y4uTbiBaTb, YTO YyKasaHHbIM napameTp «SNMP TamayT» B HacCTpoOMKax
YCTPOICTBA MOXKET YTPamMBaTbCA, TaK KaK MO YMONYAHUIO CUCTEeMa AenaeT TpM MNOMbITKM JO0CTyna K
YCTPOWCTBY.

Mpu po6aBneHnn M pepaKTUPOBAHMU NMapPamMeTPOB YCTPOMUCTBA HEob6XO4MMO YKasbiBaTb
« YHUKanbHbIl IP-agpec. He ponyckaetca ay6anpoBaHMe MMEH 06BEKTOB B npepenax Bcen
cetu.

5.2.2. NEPEHOC OBbEKTOB
lMepeHoc eduHUYHO20 06BEKMa

[na nepeHoca yCTPOMCTB U3 TEKYLLEro y3na B Nt060i Apyroii NpoM3BO/bHbIN Y3ea UCMONb3yeTca
NYHKT MmeHto «YcrpoiictBa/lMepemectuTb 06beKT» Ha NaHe M MHCTPYMEHTOB, a TaKKe C MOMOLLbIH MEHI0
«PepaktupoBatb/MepemecTUTb B y3en», KOTOPOE AOCTYMHO MPW HaXKaTUW MPaBON KHOMKW MbIWK Ha
obbeKkTe. Ons nepeHoca HeobxoaMmo BbibpaTb O0BBLEKT B AepeBe, BbibpaTb meHio «lMepemecTuTtb B
y3en» unu «MepemecTutb 06EKT» M YKa3aTb B OTKPbLIBLUEMCA AMasore TOT y3es, Kyaa Heobxogumo
NOMeCTUTb 06bEKT. MepeHocy Noa/IexaT Kak 06bEKTbI, TaK U Ntobble y3/bl (KPOMe KOPHEBOTO y3/1a).

[ NepemecTuTb obbexkt 'MES-3124" B yzen.. E [

W

o
5 NauHii
5 Kybosan

‘ " MMepemecTiib | | x Otmexa |

PucyHok 4— MeHo nepeHoca ob6vekmos 8 Oepese
lpynnosoli nepeHoc

Ona rpynnoBoro nepeHoca OOBLEKTOB BHYTPU AepeBa MpeAHasHAYeH MYHKT  MEeHHo
«YcTpoiictea/TpynnoBoe nepemelleHMe» Ha MNaHenu WHCTPYMEHTOB, puC 2. B MmeHI0 BO3MOMKeH
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OAHOBDEMEHHbIﬁ nepeHoCc MHOXecCTBa 06BbEeKTOB B npegenax oAHOro ypoBHA, a TaKXkKe 06'bEKTOB,
M3Ha4a/IbHO PaCnoO/IOXKEHHbIX B Pa3HbIX y321aX, B O6LLI,MI‘;1 y3€n Ha3Ha4YeHuA.

Q MepemecTnTb 0bLEKTEI B flepeBe x

|
? ﬁ" rootMode ¢ ﬂ rootMode

o f% NauHki A2 Naunelil
B L 2E-2 72 KyBoBas
ﬂEl "MXL2E-2_LTU"
B MES-3124
m

o £ KyGoean
Ml Fys-72 1P
£ LTE-8ST [3/0/0] (18:00)
B LTP-8X_1[28/18/0] (18:00)
E® | TP-8X_2 [26/6/0] (18:00)
B8 1244000 : nonHanA cuHxp.: 18:00
BHE SMG-1016

PucyHoK 4a — MeHto nepeHoca ob6bekmos 8 depese

B neBom nose okHa pegakTuposBaHua «MepemecTutb 06bEKTLI B AepeBe» BbIbUPaoTCA OANH UK
HECKO/IbKO 06beKTOB/y310B A4 NepeHoca, B NPaBOM — y3e/ Ha3HadyeHusa, MepeHoc Mpou3BOAUTCA
KHOMKOM «=>», Pacro/IOKeHHON Mexay NoAsAMM.

Mpy nepeHoce 06bLEKTOB B APYroM y3en yumTbiBaeTCs, HaAnume NpasB Ha MaHMNYAALUM C y3710M
HasHauyeHWA nepeHoca. TaKXe BBeAEHbl AOMNOJAHUTE/NbHbIE OrPaHWYEHUs, YTOBbl y3en Henb3sa 6bino
nepeHectTn cam B ceba waM B AodepHMe y3nbl (KHonKka «OK»/ «->» B gmanore 6yaer HegocTynHa).
HeBO3MOXKHO NepeHecTM 06BEKT B y3e/, B KOTOPOM CYLLECTBYET 06BEKT C COBNAAAIOLMM MMEHEM.

5.2.3. YAANEHUE OBbEKTOB, OBHOBJIEHUE CTPYKTYPbI IEPEBA

KHonKa & («MMepeyumames») nNpegHasHayeHa gna noaHoro obHoBneHWA WHbOPMaUMKM O
CTPYKTYpe AepeBa M3 B v A0MKHA NPUMEHATLCA NPU onepaumax 04HOBPEMEHHOro peaakTUpPOBaHUA
[epeBa M3 pasHbiX MHTepdencos. TakwKe, PyHKuUMen «Mepeuntatb» HEobXOAMMO BOCMONbL30BaATbCA B
C/ly4yae U3MEHEHUA CTPYKTYPbl AepeBa a4MUHUCTPATOPOM.

%

YaaneHne o6bEKTOB M3 AepeBa NPOM3BOAMTCA MNPW MOMOLLM KHOMKK
ob6nacTu gepesa 06BHEKTOB, PUCYHOK 2.

(«Yoanumes») B

Ona rpynnoBoro ypaneHus O6GBLEKTOB BHYTPM JepeBa NpeAHasHayeH MyHKT  MEHo
«YcTpoiictea/TpynnoBoe yaaneHue» Ha NaHeAW WHCTPYMEHTOB, Puc 2. B MeHI0O BO3MOMKeH
O4HOBPEMEHHOE yAaneHne MHOXKeCTBa 06bEKTOB B Npeaesiax O4HOro YPOBHS.

Q ¥naauTe 06LEETH B JEPEEE

YT Y
o
X}
=
m
=
o

29 MGaidamaka
7% [NewNode33
Mewrode34
Qleg |
QSPF_stand
Shkaruba
Sl

Wova
WiFi_Eltex -

DEDEDEDEDENE

TTYY T Yy
EED

2
|

| # yonanuis || & 3anpeiTs

TpebyeTca BbI6paTb OAMH UAN HECKONIbKMX 0OEKTOB M HaXKaTb Ha KHOMKY «Y0aaume».

: Ecnn obbeKT yaaneH, AaHHble o6beKTa cTupatoTca 6e3BO3BPaTHO M BOCCTAHOBJ/IEHUIO He

’ ji' nognexart (BO3MOXHO TONbKO BOCCTAaHOB/IeHMe U3 apxuBa B[], UTo ABNAeTCA HewTaTHOW

=t cutyaumeit). Npu yganeHun ysna aBTOMATMYECKU YAANAIOTCA BCE BJ/IOXKEHHble O6bEeKTbI,
y3/bl M 06beKTbl y3na. KopHeBoii y3en «RootNode» yaanuTb HEBO3MOXKHO.
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5.2.4. CUHXPOHMU3ALINA YCTPOWUCTB B AEPEBE OGbEKTOB

Onepauna CUHXPOHM3ALMM COCTOSIHUS ABNSAETCA KAlo4YeBOW Ans paboTtbl ¢ obbekTom. Mocne
NnpoBeAeHMUs 3ToM onepaLmm cucTema nosiydaeT ceegeHns o sepcun MO, KOANYECTBO U COCTaB Npodune
abOHEHTCKMX HACTPOEK U T.4,.

CMHXPOHM3AUMA MOKET ObITb BbINONHEHA B PYYHOM PeEXMME NpU Hadane paboT C yCTPOMCTBOM.
TakXKe, B TWMNOBOM MOCTaBKE CUCTEMbI BK/AOYEHA CcAy*Kba aBTOMATUYECKOW MepuoanYecKkon
CUHXPOHM3aAUMN OOBEKTOB. BbIMONHUTL CUHXPOHMU3ALMIO OYEHb BaA*KHO, MOCKO/IbKY MOKa OHa He
BbINO/IHEHA, NO/1b30BATE/I0 HEAOCTYNHO BONLWNHCTBO PYHKLMIA YNPABNEHMA U MOHUTOPUHIA 06BbEKTA.

5.2.5. KOHTEKCTHOE MEHIO 1IEPEBA OBbEKTOB

KoHTeKCTHOe MeHt0 aepeBa 06bEKTOB AOCTYNMHO NPU HAXKATMM NPABOM KHOMKW MbILW Ha 06BbEKTe.
MeHI0 No3BOASET BbIMONHATL OMNEpPaUMM 3anycka BHELWHUX MpuoxKeHuih (ping, telnet, ssh, web), a
TaKKe pefakTUpoBaTb MUMA M TUN 06beKTa B Aepese. JOMNOJHUTENBHO MOMXHO OCYLLECTBAATb Bblgady
KOMaHg, B YCTPOMWCTBO, TaKUX Kak: «CUHXpOHU3Uposame asapuu», «CoxpaHumb KOHu2ypauyurw 8
3HepaoHe3asucumyro namamey», «llepeszazpysums ycmpolicmeo», «llepeyumame KOHpuU2ypayuo u3
3HepaoHe3asucumoli namamu».

W thextrs <docasuperveers
Anmner [lepeoo Ynpoancuwe OLT ONT ACS COGWTHA VIWWTLI AMMAMCTOMDOGMIN® MHOODUBWSI CRDAKA

& Copommeaunm | @ Nonce oNT | | Coxparm, B oo [ 5 | [0 | [N [ | 5] DN

fl
* |0 ] "Oancanme | Crucox ONT | Masmopme | Kondwerypauwmn | Rocryn

PNowc Oamcarme wer

1P aapec 16144
Tadwayt obuena, ue B

Read Community / User v3 public

Wite Community | Password v3 privale

Bepois SHUP. wac

SNMP nopt 161

Tan ayTeumidbRaIN AUTH_NO_PRIV

TIpaTOKON BYTEHTUE BN MD5

IR oo LT Eoue Ko aposan =
B @ nowesont [ p— [oes
o g denis
"mm I Crcremmsle yTHTEL » || Pervcrpaupen panos Accept
o dgran il ¥ &
e § Otuoanenme MO (Firmwars) e e
# Ynpasneme xondmrypaumed (=]

o fgvova | jui, Cramcnima coctasa ONT Yo
b e |

abuch

navsT,

HATPY304HGIF CTEH] Migrate BOM config
& Hadasnss Migrate ALL config
(&) Nepesarpyawm. ycrpoicrso

“\. Pegacmposars | | L Ofuosume

PucyHok 5— KoHmekcmHoe meHio depesa 06beKkmos
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5.3.NOJIE YNPAB/IEHUA CBOUCTBAMU OB bEKTOB (MOJIE HACTPOEK)

O ELTEX

Mone HacTpoek B NpaBoi YacTu MHTepdelica (CM. PUCYHOK 2) U NpeaHasHavYeHo AnA NpPocMoTpa U

peaakTMpoBaHua
nepekatoyartens

napameTpoB  YCTPOWCTBA.

rpynn pefakTUpyembiX MNApPaMeTpPoB M  OCHOBHblE KHOMKM:

Cogepkut

3aKNaaKu,

BbIMOAHAOWME
«Pedakmuposamey,

dYHKUMM

«0O6HosuMb». B cnydae ecnn nonb3oBaTenb MMeEET MNpaBa Ha M3MEHeHMe NapaMeTpoB YCTPOKCTBa
(«SNMPset» B HacTpoiKax ponu Nonb3oBaTens), KHoMNKa «Pedakmuposams» aBTOMaTUUYECKM CTaHOBUTCA
aKTUBHOM.

Onuncanue AEVICTBMH KHOMNOK:

—  Pedakmuposames — OTKpbIBAET ANANOT ANA PeSAKTUPOBAHUSA TEKYLLMX NAapPaMeTpPOB;
— ObHOBUMb — KHOMKa npeaHa3HayeHa Aaa OOHOBMEHWS 3HAYeHW TeKywen naHenan wus
ycTpoiicTBa, bl Unu Apyroro UCTOYHMKA.

B peMme peaakTMpoBaHWA WMHTepdelc MOAHOCTbIO 6J0KMPYyeTCA MOAanbHbIM AMANOrOM A0

3aBepuweHna onepauunn.

B cnyyae ecnam ¢ apyroro pabouyero mecta npov3BOAATCA OMNepauumu

pPeaakTMpOBaHUA MapamMeTPoB YCTPOMCTB, TO NPV MNOMbITKe BblbOpa peuma peaakTUPoBaHMSA
nporpamma Bbl4acT npeaynpexkaatolee coobLieHne 1 yCTaHOBMT 3amnpeT Ha BbINOJHEHWE ONepauun.

¥ Pepaxruposars ‘flocryn’ £.3

Onucanne

IP appec

SNMP nopt

SNMP Tpakcnopt
File transport
TaimayT obMeHa, MC

Read community | User v3

‘HQT

172161223

161

TFTP

fooo

‘puhlm

‘pnvale |

fze -]

Accept | -
Block | —
Accept

BriBeleHO W3 OGCNYKUBAHWUA (=]

Write community | Password v3

Bepcua SHMP

Peructpaumwn Tpanog

Nepwop onpoca ycTpoiicTea (ICMP, SNMP), ¢

Telnet/SSH login

Telnet/SSH password

Web login

Web password

| v TIpMHATE. H K O1veHuTE |

PucyHok 6— OKHO pedaKmupo8aHus. BbibpaH cenekmop peaucmpayuu mpanos

Ana  paHHbIX, coaepxawmx UHAEKCUMPOBAHHbIE 3HaAYeHUA (HaﬂpMMep, pPenAKTUPOBaHUE
napameTpoB I'IOpTOB), B BerHEI‘;i 4aCTu nonAa pacnosioxKeH Cenekrtop, I'IO3BO}'IF|I-OLLI,VIVI Bbl6paTb NHOEKC
3/1eMeHTa.

fDnucane rMonropwur rKonwrypaLLm r,ElocTyn |

AKTHBHBIE ABaPHI
Oduwe

TapamMeTpsl OKpYKeHs
HypHan cobbitnil
KypHan syslog
Cramcika ICMP
Crammctuka SNMP
Cratyc nopTos
Temnepartypa

IP Appeca

TaOnuua uapupyTHaauun
ARP

HypHan onepaumin

=)

m —Boe — ‘ -

Bce — -
|LOG_EMERG
Page LOG_ALERT
D~ ‘ p|-ee-cRIT =
0G_ERR
LOG_WARNING
LOG_NOTICE
LOG_INFO -

FromHost

[ N

=Ennm .
e R

PucyHok 7 — Belbop npuopumema U3 pacKkpeleaoue2ocs crucka
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Kpome 3aKnafoK pefsakTMpOBaHUA NapamMeTpOB CYLLECTBYIOT 3aK1agKM /1a oTobpakeHus cTaTyca
NopToB, A4/1A 0TObpaXKeHWA Tabauy, 418 PpefakTUPOBaHUA KOHOUIYPaLUA U MPOCMOTPA COCTOAHWUN.

fancﬁHwe r MoHMTOpHHT rl(omtmrypau,m rﬂocwn |

AKTHBHLIE aBAPHNH
Odmume

(. OBHoBNTE

MNapameTpkl OKpyKeHna
HypHan coObITHiA

Kypxan syslog

Cratuctuka ICMP

Ethernet Switch MES2124 (unit 1)

Cratnctuka SNMP

Cracnopros e [e] [e]
Temnepartypa 1 2 3
IP Anpeca

Tabnuua mapupyTHaauun I1§3| Igl Igl
ARP

(]

4

(@]

16

1G

o] [O] []

5 6 T 3

]

17

o]

18

]

19

]

20

]
)

21

Combo GE Combo GE—
O] O @) [e [Of| € &
10 1 12 25 25 27 27
Ll [©] || [o] [e] || [®] [@]
22 23 24 26 26 28 28

WypHan onepaumit

-nm
e :’

PucyHoK 8— 3aKna0Kka cocmoAaHuUA nopmos

Mpy HaKaTUKM KHOMKM «O6HOBUMb» MNPOUCXOAUT 3aMpPoC COCTOAHWMA MOPTOB YCTPOMCTBA M
oTobparkeHne MHopmaLMKM B NaHenm «Cmamyc nopmoe».

KHonKa «[loOckaska» B none ynpaBieHWMA MO3BOASET NOAYYUTb MHPOPMALMIO O TOHKOCTAX
HacTPoMKK. MNoacKa3Ka MOXKET pacnonaraTbCa PAAOM C 3/IEMEHTOM PedaKkTUPOBaHUA A8 NOACHEHUA No
[JAaHHOMY MapameTpy UM ObiTb e4MHON ANA BCel NaHen ynpaBaeHus.

= [

Onncatne

Mosntopur | Kondpurypauns | [loctyn

Firmware
VLAN

Towck
M

‘EHJMQHWB ﬁonil {7 OBHoBNTH H . Penakmposate. |

Toprul

Onucarme | Tun I

| pexam

| Aynnexe

| asrocornac...| PviD | Texyuee co... | cropocrs | Mac.address

opper ‘Up ‘TRUNK

‘FULL

[
|ENAELED ‘4095 ‘Up |1G ‘16 ‘AE F9:4B:9A

il

[

[

"Kordurypami nopros").

[Fuamieo

4095

&1

—— e

1

—aceess:

| |- Ecoms nopr xosmeyraropa saxomnics = pesamse Access - o ke moser Geits Terupos2L 1 IpHEAIERA 0750 K om0l VLAN
(sagactcs ¢ nomomsio napaverpa PVID sxnamat "Kongurypauua mop1os")

- EComt nopt KOMMYTATOpa HAXOTHTCT B Pexamte Trunk - OF MOXET ABTATHCA HETETHPOBAHHEM TOTEKO A7 0fHOM VLAN (3anaetcn
nomonri napaverpa PVID exnamis "Korgurypaims nopres”).

- Ecamt miopr axogTca & pesamde Customer, 10 0x NPHHAZIEXNT 107550 ofsofi VLAN (3afactcs ¢ noMomeso mapauerpa PVID exnamat

fic M0CTyTa - Heter

Pesxmy pasoTH! mopra

fic ama omHoli VLAN;

—trunk:

i1 TOMBKO Ter

0i1/0M18

(| Hazwaues & mone PVID;

0i1/019

0i1/0/20

—general fic ¢ momHoit

0i1/021

git/0i22

-{| —customer (mra MES2024): 802.1 Q-in-Q mmrepdeiic, nome PVID 2amaet MeTky, K0Topyio AaHENR imTepdefic 200asnaeT K naxery (Kax

gi1/0123

1y, T4K 1 Heter

gi1/0i24

)

i 802.1q, MPIENNMAET KAK TeTHpOBAHABI, TAK H HeTETHPOBANHEN Tpagix. [lone PVID B
7| narmom cnyHae paGoraet kax Metka VLAN, koTopas 106aemaeTCs HeTerHDOBAHHOMY NAKETY 1O YMO

i tpatu, 22 nemotesmen ool VLAN (Native VLAN), xoropei moker G |

te1/01

te1/0/2

batnn len

[TRLINK

=T

InISAR! EN IET I

E

PucyHok 9 — CnpasKa o pexcumax pabomel 8 MeHIO pe0aKmMupo8aHUsA nopma

Mo Ha)KaTUIO NPaABOM KHOMKWM MbIlWM ANA 3anucu B Tabanue OTKPbIBAETCA KOHTEKCTHOE MEHI0
paboTbl ¢ 06bekToM. KomaHabl 610Ka KONMPOBaHUA NO3BONAIOT COXPaHATb AaHHble B 6ydep obmeHa
6e3 NpUMeHeHUs AO0NOMHUTENbHbIX MaHMNyNAUMiA. KomaHaa «Bbideaums ece» BblaenseT Bce 3anucu

Tabanubl.
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272 2015-12-04 16:23:44. INFO [0=1.3.6.1.2.1.1.3.0 =1 day, 5:13:259571]=1.36.1.631141.0=13612.]1361211416.2.10
![:2::,:!::& 271 |2015-12-04 15:63:51 INFO [0]=136121130=1day, 443259571]=13616311410=13612 (1361211416210
— 270 2015-12-04 15:23:58 INFO  [0]=136121130=1day,413:2595[1=1361631141.0=13612 [13612114162.10
Kypan onepaumit 269 12015-12-04 14:54:05 INFO (01136121130 =1day, 343:2595[11=13616311410=13612 (1361211416210
N 2015-12-04 14:24:12 INFO  [0="13.6.1.2.1.1.30 = 1 day, 313:25.95[1]='1.3.6.1.6.3.1.1.41.0 = 1.36.1.2..[1.36.1.21.14.16.2.10
S 26 12015-12-04 13:54:19 INFO  |[0]"1.3.6.1.2.1.1.3.0 = 1 day, 2:43:25.95(1]="1.2.6.1.6.3.1.1.4.1.0 = 136.1.2..[1.36.1.21.14.16.2.10
266 2015-12-04 13:24:26 INFO  [0='126.1.21.130 = 1 day, 213:25.9611]="1.2.6.1.6.3.1.1.4.1.0 = 136.1.2..[1.26.1.21.14.16.2.10
265 2015-12-04 12:54:33 INFO  [[01=1.2.6.1.2.1.1.3.0 = 1 day, 1:43:25.9511]="1.3.6.1.6.3.1.1.4.1.0 = 136.1.2..[1.36.1.21.14.16.2.10
261 2015-12-04 12:31:15. L3 NMputn 1 0GpaboTka SNMP Tpanoe 1361631154
260 [2015-12-04 12:31:12 MIN = ®une1p no CID 13616311563
250 2015-12-04 12:31:08 Wit 1) Konuposare none 1361631153
254 12015-12-04 12:31:00 1 Cronwposars cepuiiweii Houep ONT 1361413526521121
253 2015-12-04 12:30:22 KonpoBare Bui1eneHHyio ey 13614135255211.1.1
251 2015-12-04 12:24:40 | L e R E 1=1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1.2..[1.3.6.1.2.1.14.16.2.10
250 2015-12-04 11:54:47 N i 1=1.3.6.1.6.31.1.41.0= 136.1.2..[136.1.21.14.16.2.10
249 20151204 11:24:54 gl Beinenure ace 0 le13616311410=12612 (1381211216210
248 2015-12-04 10:55:02 INFO [0}=136121130=23432595T1=13616311410=13612114 |1361211416210
247 |2015-12-04 10:25:09 INFO [0}=136121130=2313259571=13616311410=13612114 |1361211416210

PucyHok 10 — KoHmeKcmHoe meHo pabomebl € 3anucamu 8 1ypHase cobbimuli

YcTaHoBAEHHbIN dnar «H-scroll» B 3aknagkax ¢ Tabavuamm no3BoaseT NPOKPYYMBATL 3aMUCK He
TO/IbKO NO BEPTUKANMU, HO U MO FOPU3OHTANN. YCTaHOBNEHHbIN dnar «[lepeHoc» No3BonseT oTobpasuTb
BCE COAEPKMMOE AYENKN NyTeM NepeHoca No C/1oram, He U3MEHSAS ee LMPUHBI.

OnucaHne MOHWTOPKMHI |/I(0H¢mrypaunﬂ rﬂocwn |

AKTHBHLIE aBapuKn

T n — Boe — W | flara: or | |||E no | ||IE|
MapameTpbl OKpYXeHns FromHost | | SysLogTag Coobwenne |

HKypan codLITwit | Pae (@[t |[000 |[@| 3| E] |E]§ [l nepesce 0] n-soron [ frammce 53

gﬁﬂnﬁf&p o~ ! Device reported ﬁme! Facility! Priority ! Syslog tag ! Message

PucyHok 11 — PacrionoxceHue ¢naza «llepeHoc» u «H-scroll» e 3aknadke «MoHumopuHz/*ypHan

syslog»
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6 VYMPABJ/IEHWE YCTPOMCTBAMM

Cuctema noanepMBaeT ynpasneHue HecKoIbKMMM rpynnamm yCTPOMCTB, YyNPaBAeHNEe Kaxkaolh ns
HUX UMeeT onpeaeneHHble 0CO6EeHHOCTH.

Mpynnbl yCTPOMCTB:
— PON (LTE-8ST, LTE-8X, LTE-2X, LTP-4X, LTP-8X, MA4000-PX);
— DSLAM (MXA-24, MXA-32, MXA-64);

— ETTH (MES1024, MES1124, MES2124, MES2124(P), MES2208P, MES3000L, MES3108,
MES3108(F), MES3116, MES3116(F), MES3124, MES3124F, MES5148, MES5248, ESR1000);

— VolP (TAU-32M.IP, TAU-36.IP, TAU-72.IP, SMG-1016, SMG-1016M, SMG-1016M-R, SMG-
2016, SMG-4, SBC, MSR);

— MSAN MC1000-PX;
— ToPGATE;
—  MXL2E;
— ¥Y3M (Y3N2-3, Y3N2-5, ¥an3-3, ¥an4-1);
—  Wi-Fi Toukun goctyna (WEP-12ac, WOP-12ac, WOP-12ac-LR).
B maHHOM pyKkoBoACTBe byaeT paccmoTpeHa paboTa ¢ rpynnoi ycrponcTts ETTH.

6.1.CO3JAHUE OBbEKTA MOHUTOPUHTA

[obasneHne Bcex 06bHEKTOB (y310B M YCTPOMCTB) NMPOM3BOAUTCA B KOpPHEBOW y3en. B caydae
AobasneHna 06beKTa B y3en, OTIMYHBIN OT KOPHEBOrO, Nepea, AobaBaeHMeEM cnedyeT 3TOT y3en caenatb
aKTUBHbIM.

O6bEKT 334aeTCA C MOMOLLbIO KHOMKMK Ha OCHOBHOM NaHenn meHt. 1A co3gaHma obbekTa B
onpeaeneHHOM y3/ie HeobX0ANMO BbIACAUTb Y3e U HaXKaTb YKa3aHHYIO KHOMKY.

[ motammectoma
Hun obbekta |NewN0deﬂ2 |

Tun

DK

IP anpec

[obasnTs | E MES3116F
&2 MES3124 L

10.201.1|iE MES3124F
10,201, {8 MES5148
(B MES5248 H
192.168.16. 14 yopE B

B nosBMBWIEMCA OKHe HeobxoaMmo BHecTM MMa obbeKTa, BbIGpaTb TWM, yKasaTtb IP-agpec
yCTpoiicTBa.

(@ fobammnobrea =)
WA obbekTa |NewNode12 |
Tan [ mes3124 v
IP agpec [192 168 01 |

AoGaBuTs | | OTMEHITS |
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Mocne HaaTuA KHONKK «Jo6asumb» YCTPOUCTBO NOABUTLCA B AepeBe 06beKTOoB.

Ons nocnegytoweit KoppekTHon paboTbl ¢ ycTpoinctBom B cucteme EMS Heobxoammo 3apatb
napameTpbl B pasaene «Jocmyn» N NPUBECTU UX B COOTBETCTBME C HAcTpOMKamm npotokosa SNMP Ha
CaMOM yCTpolicTBe.

Echm ucnonbsyetca npotokon SNMPv2c, To gna HacTpoMku TpebyeTca yKasaTb naponun «Read
Community», « Write Community» n Homep UDP-nopta gna obmeHa no npotokony SNMP. B HacTpoinKax
npotokona SNMP Ha MES Heobxoanmo ykasaTtb IP-agpec cepsepa EMS ana oTnpaBKku Tpanos 1 Naponu
RO/RW Community. Mpu pabote no npotokony SNMPv3 Ttpebyerca BbibpaTb ero B cesektope U
HACTPOUTb NapameTpbl:

—  Tun aymeHmugukayuu;

— [lpomokon aymeHmuguKkayuu,
— Koy wugpposaHus;

— [MpomokKon wugposaHus.

Ecnun HaCTpOVIKa BbIMNOJIHEHA NpPaBW/1bHO, TO BO3/1€ obbeKkTa AONXKHaA NOABUTbCA MUKTOrpamma

2 (noppobHee B pasaene 6.4 UHAMKALMA COCTOAHUA YCTPOCTBA).
6.2.ABTOMATWUYECKUI NOUCK YCTPOMUCTB B CETU (AUTO DISCOVERY)

Eltex.EMS npenoctaBnfeT BO3MOXKHOCTb aBTOMATMYECKOTO MOMCKa YCTPOWCTB, NOAAEPHKMBAEMbIX
CUCTEMOM, B CETU MpeanpuaTMA No 3ajaHHOMY AmanasoHy IP-agpecos. HacTpoika napameTpos Ans
aBTOMATMYECKOrO MOMCKA BbIMOJHAETCA HEMNOCPEeACTBEHHO W3 MHTepdeirca nNporpammbl KHOMKOM
«Hacmpolika noucka». NOUCK ocyWwecTBAAETCA NPU NOMOLLM ONpoca YCTPOMCTB B 3a4aHHOM AMana3oHe
no npoTtokony SNMP, ¢ yKasaHHbIMK NapameTpamu. [11a obHapyKeHUa yCTPOMCTB HE0bxoaAnMO, YTOObI
Ha MCKOMOM ycTponcTee b6bia akTBeH SNMP-areHT ¢ yCTaHOBAEHHbIMM NapameTpamm, KOTopble 3a4aHbl
B HACTPOIKax Noucka.

Y7066l BbI3BATL GOPMY aBTOMATUUECKOTO MOWCKA, HeobxoamMmo BbibpaThb y3es, B CTPOKE MEHHO
BblbpaTb «Ycmpolicmea/Aemomamuyeckuli nouck ycmpolicme 8 cemu» WU NEPENTU B KOPHEBOM y3en
N B KOHTEKCTHOM MeHI0 BblbpaTb «CucmemHble ymuaumel/Aemomamuyeckuli nouck ycmpolicme e
cemun.

[ ASToMaTIECKN NONCK YCTPORCTE B CeTH ]
[nanazoH NOMCKA, Ha4anbHbLIiA agpec: [192.168.1.1 KOHeYHbIA agpec: |192.168.1.255
Mporpecc: | 00 |

CMHCOK HaHZEeHHbIX YCTPOHCTE
P Wua | Tun Mpucytereyer

PucyHok 12 — [luanoe noucka ycmpolicme 8 cemu 1o 3a0aHHOMY OUana3oHy

— JluanasoH noucka, HayasbHell adpec — HavyaNnbHOEe 3HaYeHWe aManasoHa IP-agpecos ansa
NMOM1CKa YCTPOWCTBA;

—  KoHeuHblili adpec — KOHeYHOe 3HaYeHMe Anana3oHa IP-aapecos gna NoMcKa yCTpoiicTBa;

— Cmapm — KHONMKa 3anycKka CKaHMPOBAHUA CeTy;

— Cmon — KHOMKa NPUHYAUTENIbHOTO 3aBepLUEHMA CKaHMPOBAHUA;

— Hacmpolika noucka — KHOMKa nepexoga K pegaktnposaHuto SNMP-gocTyna npu Noucke;

— [lpoepecc — iHaMKaTOp Npouecca CKAaHMPOBaHKUA;
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Mo HaxaTUO Ha KHOMKY «Hacmpoliku noucka» p[OCTYNHO OKHO pegaKkTupoBaHua SNMP
napameTpoB AOCTyNa Npu NOUCKe YCTPOWCTB.

Hactpolka SHMP napaxerpoe Aoctyna

TaitmayT oGMeHa, MC

Read community / User v3

Write community / Password ...

Bepcia SNMP vz |+
SNMP nopt [161 |
SNMP transport
Tun ayTeHTHHKALMKH
Mportokon ayreHMguaummn =
Knioy wndppoeannn |password
Mpotokon wnchpoeaHuA =
| :‘ CoXpaHHTb ‘ | x OTMEHHTB ‘

PucyHok 13 — Mpumep Hacmpoliku napamempos oocmyna SNMP

Bo Bpema cKaHupoBaHuA ceTu oTtobpaskaetca nporpecc npouecca. CkaHWpoBaHWe BeagTcs
napanieNibHo B HECKO/IbKO MOTOKOB, NPV 3TOM BPeMA OXWAaHWUA OTBETa OT KaKOro M3 YCTPOWCTB

3a4aé1cAa napameTpom «Timeout» B panne KoHPuUrypaumit. NMpouecc MOXKHO OCTaHOBUTb, HaXKaB KHOMKY
«Cmon».

| AnTomarmecioni nonc yerpoicrs B cern =

[Mana3oH NOWCKa, HakarbHbIA anpec:

KOHEHBI afipec: |

Crapt H ﬂCmn ||

HacTpoiika nowcka ‘

Nporpecc: |

27I70

192.168.16.11

|LTE-8ST

CMHCOK HalifIeHHbIX YCTPORCTE

ILTEBST

|rootMode, KyGosaa, LTE-8ST]

192 168.16.50

[LTP-8x%_2

|LTPBX

[rootNode, KyGosas, LTP-8X_2]

| Oo0aBHTh BbifeneHHbIe ‘ NoGaBuTL BCe

PucyHok 14 — lpoyecc noucka ycmpolicme 8 cemu 1o 3a0aHHOMY OUana3oHy

B npouecce CKaHMPOBAaHWA CETU MPOrpaMmma NOMELLAET BCE HalZeHHble YCTPoWcTBa B Tabauuy.
Ecnv HaliieHHOE YCTPOMCTBO YXKe NPUCYTCTBYET B AepeBe 0O6bEeKTOB, TO NPOrpamma BbIBOOUT 06 3TOM
COOTBETCTBYIOLLEE COODLEHME C YKA3aHMEM Yy3/1a, B KOTOPOM AaHHbIA OBBEKT HaxoauTCs, U UMEHU
obbekTa. ConocrasneHne 06bEKTOB NponsBoamuTca no IP-agpecy.

3aBeplieHunA
ece»

Mocne CKaHMPOBaHUA CeTU MO/b30BaTe/N0 CTaHOBATCA AOCTYMHbI  KHOMKM
«/Jobasumo (npoussogutca pobasneHue Bcex HalAeHHbIX ycTpoincts) u  «/lobasumeb
sbidesneHHble» (NponssoanTca aobaBaeHMe YCTPOMCTB, BblAeNEHHbIX NO/b30BaTe/IeM B Tabsmue).
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" AsToMaTiueckni nonck YCTPOWHCTE B CETH X “
[wanazoH NOWCKa, HavanbHLIH agpec: |192.168.16.1 KOHE4HbIM agpec: |192.168.16.70
Mporpecc: | ‘

CNMCOK HaleHHDIX YCTPOHCTE

192.168.16.11 |LTE-8ST |LTESST |[rootNode, KyBoean, LTE-8ST]

192.168.16.50 |LTP8x_2 |LTPEX [irootiode, KyGoean, LTP-8X_2]

192.168.16.60 [mago00 [mas000 [irootriode, KyGoean, MA4000]

PucyHok 15 — Pe3ynomameol noucka ycmpolicms 8 cemu no 3a0aHHOMY Ouarna3oHy

Mpwn HaxKaTuUK KHOMKKU «[obasumb» nporpamma NoMecTUT yKasaHHble 06beKTbl B y3en «Found»,
KOTOpbIi OyaeT aBTOMaTMYECKM co3daH B TeKywem y3ne gepeBa obbektoB. Ecau ysen «Found»
cyllecTByeT, TO O6beKTbl OyayT A06aB/eHbl K YyKe MMERLMMCS B AaHHOM y3ne (ec/im OHW He
ay6bnupyiotca no IP-agpecy). Mpu aobaBneHuM nporpamma aBTOMaTUUYECKM OTCEMBAET YCTPOMCTBA C
aybnupylowmmnca IP-agpecamm gaxe B TOM C/yyae, eciiv oHW 6blin BblbpaHbl B Tabnnue. B cnyyae
oTCeMBaHMA Bcex OOBLEKTOB Mporpamma BblAacT npeaynpexgatowunii ananor. Ecam B y3ne «Found»
NMPUCYTCTBYIOT OOBEKTbI C MMEHaMW, COBMAZAloWMMKU C HAWAEHHbIMM, TO Mporpamma n[o6asut
OKOHYaHMe «_X» K HOBbIM 06beKTaM, YTobObl M36eXKaTb AyH6ANPOBAHUA UMEH.

Ons nepeHoca ycTponcTB U3 y3na «Found» B ntoboit Apyroit Npou3BOJIbHbIN y3en UCNONb3YeTCs
NYHKT MeHlo «Pedakmuposams/flepemecmums o0bbeKkm», KOTopoe AOCTYMHO MPW HaKaTuu NpasBoi
KHOMKM MbllWK B Aepese obbeKkToB. s nepeHoca HeobxoamMmo BblbpaTb 0O6BEKT B Aepese, BblbpaTh
MeHto «[lepemecmums 0b6beKM» W yKasaTb B OTKPbIBLIEMCA Auasnore TOT y3es, Kyaa Heobxoaumo
nomectTuTb 06beKT. MNepeHocy NognexaT Kak 06beKTbl, Tak U Atobble y3abl (Kpome KopHeBoro). Mouck
YCTPOWCTB M NEepPeHOC B Yy3/bl BO3MOMEH TO/IbKO A/ MO/b30BATENEN C pPaspelléHHbIMM NpPaBaMM Ha
pobasneHne obbekToB. MpM nNepeHoce OOBEKTOB B APYroi y3en yyuTbiBaeTca, ecTb /M MpaBa Ha
MaHUNYAALMM C Y3/10M Ha3HayeHusA nepeHoca. TaKke BBeAEHbl AOMNOJIHUTE/IbHbIE OrPaHUYEHUs,
3anpelLatowme nepeHoc ysana camoro B cebs uan B godepHue y3nbl (KHonka «[flepemecmume» B
Ananore byaeT HeakTMBHA). HEBO3MOXKHO NepeHecTM OOBEKT B y3€/, B KOTOPOM CYLLECTBYET OOBEKT C
COBMAAAKLWNM UMEHEM.

( MepemecTtuthb obbekt 'LTP-BX_2' B y3en..
0

2 NavHbiit

f% KyOoean

|

| & MNepemectims ‘ | € otmena |

PucyHok 16 — Bbibop y3na 014 nepemeujeHus obvekma
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6.3.ENCTBUA C OBbEKTOM B [IEPEBE

OCHOBHble onepauun, AOCTyMNHble NS TeKyl, ero ob6bekTa, BbIHECEHbl B KOHTEKCTHOE MEHI0
Aepesa. MeHI0 AOCTYMHO NPW Ha)aTuM NPaBoin KHOMKMN mbltun. COCTaB MEHIO 3aBUCUT OT TUMa TEKYLLIEro
BbIBpaHHOIO 06BbEKTa, a TaKXkKe OT paspelléHHbIX NPaB NoAb30BaTens cuctemol. MNpu HegoCTaTKe NpaB Ha
onepaLmio COOTBETCTBYIOLLME MYHKTbl MEHIO BNOKUPYIOTCA (BblAeNEeHbl CEPbIM LBETOM).

Mo HaxaTtuio npaBoﬁ KHOMKOM MbILUM Ha CTpOKe obbeKTa B AepeBe OTKPbIBAETCA KOHTEKCTHOE

MeHI0, coaepiKallee cneayrowme nyHKTbl:

O0berr: NewNode11

Bl CucrenmHsie yTHnNNTLI
@ Ynpaenexme ycTpoiicTEOM
% OGuosnenwe NO (Firmware)

f?;: YnpaeneHwe KoHpUrypauren

- T v v

%, PenakTMpoBaTh

£+ CeoaHan vedgropmauma ob yoTpoicTES

—  CucmemHble ymuaumel — COAEPKUT Habop YyTUAUT:

— [llepeyumames Hostname — nepeyuntaTtb
CUCTEMHOE MMS YCTPOICTBA;

— BeinonHume PING om nons3oseamend K k
ycmpolicmey — 3X0-TecT OT No/ib3oBaTens K
YCTPOWCTBY;

—  BoeinosnHume PING om cepsepa k ycmpolicmay —
3XO-TECT OT cepBepa K YCTPOMUCTBY;

— [ModKnro4eHue K ycmpolicmay no npomoKony
TELNET;

‘.~ Nepeunrars Hostname
B Buinonkute PING ot NK nonbaoearens k ycrpoicTey
B BuinonHuts PING oT cepeepa K YCTPOACTRY
. NMogkroYeHre K yCTPOWCTBY No npoTokony TELNET
&) MogknioHeHne K yCTPORCTEY NO NpoTokony HTTP (WEB)
. MNoakrnYeHne K yCTPOWCTBY MO NpoTokony SSH
B SNMP-koHCONG
= SNMP-wabnon

—  [odknruveHue k ycmpolicmay no npomokxony HTTP(WEB);
—  [ModKaroueHue kK ycmpolicmay no npomokosny SSH;

—  SNMP-KkoHcos16 — BbI30B KOHCO/1M SNMP;

—  SNMP-wabnoH — no3BonseT NPomn3BecTn BbICTPYO KOHPUrypaLmio Ntobbix NapameTpos
YCTpOMCTBA 3apaHee MNPWUroTOBAEHHbIM TeKcToBbiM (xml) dalinom c pgaHHbIMKM uyepes

npotokon SNMP.

—  YnpaeneHue ycmpoiicmeom’ — copepuT Habop KOMaHZ, A8 YNpaBaeHNA:

—  BbIMOAHUMb CUHXPOHU3AYUIO — NPOU3BOANT CUHXPOHM3AUMIO COCTOAHUA YCTPOWCTBA;
—  CoxpaHumeo KOHgU2ypayuto 8 3Hep2oHe3a8UCUMYIo TaMAMb — peanunsyeT 3anmcb

CAENAHHbIX U3SMEHEHMNIN BO BHYTPEHHIOO
namATb YCTPOMICTBA;

—  [MpumeHumMs UsMeHeHusA KoHguaypayuu
(COMMITF — NpUMEHUTb BHECEHHbIE B
KOHOUIrypaLmio U3SMEHEHMS;

—  [epesazpyszums ycmpolicmeo — BbINONHUTb
KOMaHZy nepesarpysKu;

a BLINONHATE CHHXPOHKW3ALNHY

=1 COXpaHWTE KOHGMIYPALED B SHEPTOHEIABMCHMYH) NaMATE

LY Nepezarpyanis yerpoicieo

@ BLINONHNTE CHHXDOHUIALIMID

{7 CMHXDOHW3NPOBATEL aBaphn

<!7 MNpuMeHnTL n3meHeHrA kondurypaunu (COMMIT)

\%J Nepesarpy3urs ycTpoiicTeo

—  O6HoeneHue N0 (Firmware)1 — coaepKnUT Habop KomaHpg, ans 06HoBEHMA BCTpoeHHoro MO

(MuKponporpammy);

1 o
MeHto HeaKTUBHO ana yctpoucts ESR
% Tonbko Ana yctpoicts TMna MES300L
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—  YnpaseneHue KoHguzypayueii' — conepsKuT Habop KOMaHA ANA YNPaBAeHUA KOHbUrypaLmeit
YNpPaBAfeMbIX CTAaHLMOHHbIX YCTPOMCTB:

—  Bolepy3zume KoHgpueypayuto 8 apxus (upload) — Bbirpyska (coxpaHeHWe) KOHGUrypauum B
daiine Ha gucke; =

zr BEITPYINTL KOHCDUIVPALMIO B apXMB (upload)

5{? BoccraHoBMIb KoH(bHIypaumio U3 apxuea (download)

£FE, 4

— BoccmaHosumb KOHGU2ypayuo u3 apxusa S LT
(download) — 3arpy»KaeT KOHOUIypaLMIO, 3aNNUCaHHYIO B apXMBE, BO BHYTPEHHIOIO
NnamsaATb YCTPOWCTBA;

—  YnpasneHue KoHGu2ypayuamu — BO3IMOXKHO 3arpyska KoHPurypaumin ¢ knneHtckoro MK
B cuctemy EMS, a TakKe BbIrpy3Ka M3 cuctembl GpaiiioB KOHPUTYpaLum

—  Pedakmupoeamb — pa3fen U3MeHeHMa CBOMCTB 0O6beKTa, COAEPKUT HAabop KOMaHA:

—  [Mepemecmumes 8 y3esa — NO3BONAET NepemellaTb 06bEKTbI

(V1 y30bl) MEKAY Y31aMU AEPEBa; Tt S
: W HThL THN T
—  U3meHumb mun 06beKma — peAaKTMPOBaTh TUM TEKYLLEro ot L
Konupoears nMa

06beKTa;

— Ceolicmea 06bekma — No3BONAET U3MEHUTb UMA 0bbeKTa
nnwn ero IP-agpec;

— Konuposamsb uMs — NO3BONAET CKONMPOBaTb UMA 0bbekTa B Bydep obmeHa.

. CeoiicTea obnexTa

—  Ceo0Hasa uHgropmayua 06 ycmpolicmee — BblBOA, KPaTKO MHPOPMaLMM NO YCTPOICTBY,
cofleprKalliei ceTeBoe UMsA, Bepcuio, IP-agpec, uptime 1 akTUBHbIE aBapumn.

| ﬁ Ceognan nidopraymn ob ycrpoitctee : |
Ceresoe A : mec3l24_2-fedkovich
Bepcua [0 : 2.5.34

IF-ampec : 192.168.16.108
Ceprdtsenl Homep @ ES02000806

Bpema 5 pa : 200 p 14 w12 m 13 ¢

——- ARTHBHHE BBEDMM —--

2015-12-03 01:46:22 : OmmBra onpoca yorpoiicrsa 'NewNodell/MES3124': Cucremsan omibra ofpaBorss SNMP sanpoca: TIMECOUT/Timeout

| & Sxcnopr || # OTmeHnTs

6.4.MHOUKALMA COCTOAHUA YCTPOUCTBA

Cuctema noadeprKMBaeT MHAMKALMIO HAaMUYMA CBA3K C YCTPOMCTBOM B AepeBe 06beKTOB, KOTopas
oTobparkaeTca B BUAE MNWMKTOrPamMM PAAOM C MKOHKaMu ycTpoicts. B Tabnuvue 2 npuBegeHo
cooTBeTcTBME 0603HaYEHMIN OCHOBHbIM COCTOAHMAM YCTPOMUCTBA.

Ha WKOHKe Kaxgoro obbeKkTa Of4HOBPEMEHHO MOMET NPUCYTCTBOBaTb A0 ABYX MUKTOrpamm.
MuKTOrpamma B BEPXHEM NPaBOM Yr/y COOOLLAET O CTaTyce AOCTYMHOCTM 06beKTa. CTaTyc cKnaapiBaeTca
M3 ABYX cocTaBaArowmx. 3To onpoc yctponctea no SNMP u onpoc nocpeactsom ICMP PING. B cayyae
HEeAOCTYMHOCTM NO 060MM NPOTOKOJIAM CUCTEMA CYMTAET OOBEKT NOTEPAHHDLIM W BbICTABAAET KKPACHbIA»
ypoBeHb aBapuu. B cnyyae HegoOCTYNHOCTM MO O4HOMY M3 MPOTOKONOB — «XKEnNTaa» asapua. B cayyae
NOJIHOM AOCTYNHOCTU — «3eNEHbIN» cTaTyc. Ecam onpoc ycTpoicTBa OTKAIOYEH, B AepeBe oTobparkaeTtca
6enan nuKTOorpamma. Ecnm  ycTpoMcTBO BbIKAKOYEHO W3 0OCAY)KMBaHMA, OTObparkaetcs cepas
NUKTOrpamma.

MUKTOrpamma B HWMKHEM MPABOM Yy CAYKUT A8 MHAMKAUMM Pas/IMYHbIX NpeaynpexaeHui.
CoobuwaeTcs 0 Ha/iMuMM aBapuii Ha YCTPOWCTBE, HECOBMAAEHUM CUCTEMHOIO MMEHMW, HENpPaBUIbHO
HaCTPOEHHbIX Tpanax W MPOYMX CUTyauusax, Ha KoTopble HeobxoauMmo 06paTUTb BHUMAHMWE
obCnyKMBatoLLEeMy NepcoHany.
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Tabnvua 2. MHAMKALMA COCTOAHMA CBA3M C YCTPOMCTBOM

0O603HauyeHue | Bupg, B aepeBe 06beKTOB

OnucaHue

MUKTOrpammbl BEPXHEro YPOBHA, AN O6EKTOB U Y3/108

@ o B8® maz4000 nosy4YeHbl OTBETbI Ha 06a ping

© - BE° rna4n00 He NOoNyYeH OTBET Ha O4MH U3 ping

® o EE® rnag000 He noslyyeH oTBeT Ha 0ba ping

@ o= B rra4000 YCTPOWCTBO BbIBEAEHO U3 06CNYKUBAHUA

@ o- B8 ra4000 OXMAaHWe NepBoro oTBeTa Ha ping 3anpoc
reroerone | o maiong e e

MUKTOrpamMmbl HUMKHEFO YPOBHS, TO/IbKO Y3108

i >

B y3/1€ NPUCYTCTBYHOT 06BbEKTbI C aBapUAMM

nycroe none ¢ n®

B y3/1€ OTCYTCTBYHOT 06BEKTbI C aBapUAMM

MUKTOrpaMMbl HUKHETO YPOBHSA, TONIbKO 415 06EKTOB, HE A5 Y3108

T RS | TP-gi_3.20 [10/2/2] Tpansi
I ERP LTP-2X [9/2/0] neperpes
B BeE LTE-85T [3/000] HanWU4Me aBapuii
R 9 HE MALO00 [FITI] MMS YCTPOMCTBA HE COBMNAAAET C UMEHeM y3/a
@ be® L TE-85T [3/212] Owwnbka ONT
nycroe nose o B9 34000 [7i7i1 HEeT aBapuii (ewweé He nosyyeHbl)
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7 PABOTA C YCTPOUCTBAMM B CUCTEME ELTEX.EMS
7.1.0CHOBHOE OKHO PEOAKTUPOBAHUA U MOHUTOPUHIA OBBEKTA
B Tabnuue 3 npuBeaeHO onMcaHMe OCHOBHbIX BKAAA0K yrNpaBaeHus:
Tabnunuya 3 — 0630p MeHIO ynpaBaeHNA U MOHUTOPUHIA ycTpoiicTe MES
MeHto OnucaHue Paspgen
OnucaHue UHbopMaLma 0 pU3nYEeCcKMX NapameTpax obbekTa 7.2
MoHumopuHz MOHWUTOPUHTI NapameTpoB 06beKTa 7.3
AKkmusHble asapuu MOHWUTOPUHT aKTUBHbIX CODbLITUIN, NONYYEHHbIX OT YCTPOICTBA 7.3.1
Obuwue obwue aaHHble 06 ycTpoinctse (Bepcus MO, Bpemn B paboTe, 7.3.2
3arpysKky npoueccopa uT. 4.)
lMapamempei MOHUTOPUHT TeIeMETPUU, 3arpy3Kun npoLeccopa 1 o6bemos 7.3.3
OKpyMeHUA cBOb6OAHOM NaMATH
HypHana cobeimuli MOHWUTOPUHT COBLITUIM, MONYYEHHbIX OT YCTPOMCTBA 7.3.4
MypHan Syslog HACTPOMKa CUCTEMHOIO CETEBOrO XKypHana 7.3.5
Cmamucmuka ICMP CTaTUCTUKA ONTENIbHOCTM 3XO-TECTOB [0 YCTPOMCTBA 7.3.6
Cmamucmuka SNMP CTATUCTMKA 3aaepkek SNMP-oTseToB 7.3.7
Cmamyc nopmos onepaTUBHbIN MOHUTOPUHT COCTOAHWUSA NOPTOB YCTPOMCTBA 7.3.8
(nopmei)
Temnepamypa rpadmyeckan cTaTUCTUKA U3MEHEHMA TeMMepaTypbl 7.3.9
IP adpeca HacTpoliku IP-agpecaunn 7.3.10
Tabauya cyulecTsytowan Tabamua maplupyTnsanmm Ha ycTpoincTee 7.3.11
mapwpymu3sayuu
ARP HacTpoliku ARP 7.3.12
HypHan onepayuli CMUCOK AeNCcTBUIA NoNb3oBaTeNeN CUCTEMDI 7.3.13
KoHopueypauyus ynpasneHune KoHourypaumen 7.4
Firmware ynpasneHue MNO 7.4.1
VLAN HacTpolika VLAN 7.4.2
lMopmel HacTpoWKa pexmma paboTbl NOPTOB YCTPOMCTBA 7.4.3
CLi/telnet 3MYNATOP TEPMMUHAIbHOM NPOrPaMMbl /15 NOAKNHOYEHMA MO 7.4.4
npoTtokony Telnet
CLI/ssh 3IMYNATOP TEPMUHANILHON NPOTrPaMMbl AR NOAKNHOYEHUA NO 7.4.4
npoTtoKony SSH
Cmamucmuka RRD cbop CTaTUCTUKM 3arpyKEHHOCTU CETEBOrO UHTepdENC 7.4.5
LHocmyn nHbopmaLma o0 annapaTHbIM NapameTpax 06beKTa, KoTopble 7.4.6
XpaHATcA B 6ase gaHHbIX, HacTponkn SNMP-aocTyna K ycTponcTBy

Ons ycrpoiicte TMna MES3000L u ESR ¢yHKUMOHAN HECKONbKO orpaHudyeH, B Tabauvue 4 n 5
npuBeAeHO ONUCaHNEe OCHOBHBbIX BKNAAZAO0K yNpaB/ieHua:

Tabnunua 4 — 0630p MeHIo ynpaBaeHns U MOHUTOPKHra ycTpolicte MES3000L

MeHio OnucaHue Pasgen
OnucaHue nHbopmauma o pUsnMYecknx napameTpax oobekTa 7.2
MoHumopuHa MOHWUTOPUHT NapameTpoB 06beKTa 7.3

AKmusHble asapuu MOHWUTOPUHI aKTUBHbIX CODbITUI, NONYYEHHbIX OT YCTPOICTBA 7.3.1

Obwue obwue aaHHble 06 ycTpoinctse (Bepcus MO, Bpems B pabore, 7.3.2
3arpysky npoueccopa U T. 4.)

HypHan cobbimuli MOHMUTOPUHT COBbITUI, NONYYEHHbIX OT YCTPOMCTBA 7.3.4

MypHan Syslog HaCTPOIMKa CUCTEMHOTO CETEBOTO KypHana 7.3.5

Cmamucmuka ICMP CTaTUCTUKA OAUTENIbHOCTM 3XO-TECTOB A0 YCTPOMCTBA 7.3.6
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Cmamucmuka SNMP CTaTUCTMKA 3aaepkek SNMP-oTseToB 7.3.7
Mapamempei MOHWUTOPUHT TENIeMeTPUMK, 3arpy3Ku nporeccopa n obbemos 7.3.3
OKpyMH(EeHUSA cBob6oAHOM NamATK
Cmamyc nopmos onepaTUBHbIK MOHUTOPUHI COCTOAHUA NOPTOB YCTPOICTBA 7.3.8
(nopmei)
Temnepamypa rpaduyeckan cTaTUCTUKA U3MEHEHMA TemnepaTypbl 7.3.9
HypHan onepayuli CMNUCOK AENCTBUIA NONb30BATENEN CUCTEMDI 7.3.13
Cmamucmuka RRD cbOop CTATUCTUKM 3arpysKEHHOCTU CETEBOIO MHTEPdENC 7.4.5
Jocmyn MHbOpPMaLMA 0 annapaTHbIM NapameTpax 06beKTa, KOTopble 7.4.6
XpaHaTcA B 6ase AaHHbIX, HacTpolikn SNMP-gocTyna K ycTponctay
Tabnunuya 5 — 0630p MeHI0 ynpaBaeHUA U MOHUTOPUHIA ycTpoiicTs ESR
MeHio OnucaHue Pasgen
OnucaHue UHpopmaLma o GU3nYECKUX NapameTpax obbeKTa 7.2
MoHumopuHz MOHWUTOPMHI NapameTpoB 06beKTa 7.3
AxkmusHble asapuu MOHWUTOPUHI aKTUBHbIX CODbITUIN, NOMYYEHHbIX OT YCTPOICTBA 7.3.1
Obuwue obwue aaHHble 06 ycTpoiictse (Bepcua MO, Bpemn B paboTe, 7.3.2
3arpysky npoueccopa U T. 4.)
HypHan cobeimuli MOHWUTOPUHTI COBLITUIM, MONYYEHHbIX OT YCTPOMCTBA 7.3.4
MypHan Syslog HACTPOMKa CUCTEMHOIO CETEBOrO XKypHana 7.3.5
Cmamucmuka ICMP CTaTUCTUKA OUTENIbHOCTM 3XO-TECTOB A0 YCTPOMCTBA 7.3.6
Cmamucmuka SNMP CTATUCTMKA 3aaepkek SNMP-oTseToB 7.3.7
Temnepamypa rpadumyeckan cTaTUCTUKA U3MEHEHMA TeMNepaTypbl 7.3.9
MypHan onepayuli CMUCOK AEeNCTBUI NONb30BaTeNeN CUCTEMDI 7.3.13
KoHopueypayus ynpasaeHue KoHourypaumen 7.4
CLi/telnet 3MYNATOP TEPMMUHAIbHOM NPOTrPaMMBbI A5 NOAKNOYEHMA MO 7.4.4
npoTtokony Telnet
CLI/ssh 3IMYNATOP TEPMUHANBHOMN NPOTrPaMmbl ANA NOAKNHOUYEHUA NO 7.4.4
npotokony SSH
Cmamucmuka RRD cbop CTaTUCTUKM 3arpyKEHHOCTU CETEBOr0 UHTepdeNC 7.4.5
Jocmyn MHbOpPMaLMaA 0 annapaTHbIM NapameTpax 06beKTa, KoTopble 7.4.6

XpaHaTcA B 6ase AaHHbIX, HAacTpolikn SNMP-gocTyna K ycTponctay
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7.2.MEHIO «ONMUCAHUE»

Bo Bk/iagKe oTobpakalotcA mMma ycTpoictsa, IP-agpec nogkatoueHus, obuime ¢usmnyeckune
napameTpbl, CTaTyC AOCTYMHOCTK, a TaKKe n3obpaskeHne BHeLLIHero B1aa yCTPpoucTBa 4aHHOro Tmna.

fOnwcane r MoHWTOPHHT r Kondpurypauwa r Cratnctuka RRD rﬂocwn |

Hun NewMode11
Tun MES3124
Bbnokupoexa =

IP agpec 192.168.16.108

Cratyc goctynHocti  [l0CTynHO

Bpewmsa goctyna 03.12.2015 14:30:39
labapwThl BricoTa 1U
Muranwe, B 36..721220
Kpenex cTolKa 197

T

—  UMA — MMsa yCTPONCTBA;

—  Tun — mogenb YyCTPOMNCTBA;

—  bnoKkuposKa — cTaTyc 6BNOKMPOBKM YCTPOMCTBA;

— IP-adpec — IP-agpec ycTpoucTBa;

— Cmamyc docmynHocmu — COCTOAHWE JOCTYNHOCTU YCTPOWCTBA;

—  Bpemsa docmyna — pata v Bpems nocnegHero obpaieHus K ycrporictay (SNMP);
— Tabapumel — TMNOPa3mep YCTPOMICTBa;

— [umaHue, B — HanpsKeHWe NUTaHWA YCTPOICTBA, B BONbTAX;

— Kpenex — cnocob yCcTaHOBKW YCTPOWCTBA.
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7.3.MEHIO «MOHUTOPUHI»

7.3.1. BK/ZIAOKA «AKTUBHbLIE ABAPUN»

MeHI0 COAEPMKUT CMUCOK TEKYLUMX aBapUMHbIX M HELTaTHbIX cObbITWi ycTpolicTBa. CobbiTna B
JAHHOM CNWCKe CO3J4alTCA NPW NOJIlyYeHWW aBapWiiHbBIX TPAMoB OT YCTPOWCTB AMbo npu pabote
BHYTPEHHUX MEPUOSMYECKMX CAYKO cucTembl (Hanpumep, KOHTPO/b  AOCTYMHOCTM, KOHTPOJb
Temnepatypbl). Konua Kaxaoro cobbiTMs Npu ero BO3SHWMKHOBEHWWM COXPAHAETCA B KYPHaa CobbITUA
[JAHHOro ycTpoiicTBa. B cnyyae aBTomMaTMUecKoi Hopmanusaumm (Hanpumep, Npy Npuxoge Tpana uam
BOCCTAaHOB/IEHWM KaHana obmeHa) cobbiTe CTUPAETCs M3 CMMCKA aKTMBHbIX COBbLITUIA, HO OCTaéTca B
ypHane. B KypHane GpUKCMpPYIOTCA KaK aBapuiiHble, Tak U HOPMaan3sytoLme coobLieHus.

Onucanne MOHWTOPHUHT rKOHmwrypaunﬂ rCTﬁTHCTHKﬁ RRD rﬂocwn |

AKTMBHLIE aBapUN
Obume Oara: ot |||E ac | |||E| MNepenoc I:‘ AeToobHOENEHHE H-scroll I:‘

|
MapaMeTphl OKPY#EeHUA Fage 1 | 1 |1UU |¢mr|brp: | |

HypHan codbiThit |E] M3MEHHTE NONA | & OGHOBwrbl Sync | BhIKITH4HTE | %' Sxcnopr Ilanm:‘.ei: 1

Hypuan syslog
Cratncrika ICMP D Hara cozfaHua Mpwoputet | CoobweHne oID
Cratncika SNMP 169252, |2015-12-03 01:46:22 OwwBka onpoca yctpoicTea ‘MewNode11/MES3124: C.. [1.3.6.1.4.1.3526521.1.1.8

Cratyc nopToB
Temneparypa

IP Agpeca

Tabnuua mapupyTiIaumm
ARP

HypHan onepauni

e

O6HoBNeHMEe WMHOOPMALMM BO BKA3AOKE MPOUCXOAUT ABTOMATMYECKW, €C/IM YCTaHOBAEH dnar
«ABTOOBHOBNEHUEY. MIHaue — NO HaXKaTUIO Ha KHOMKY « O6HO8UMb Y.

[ns Toro 4Tobbl 3aNPOCUTL CMIMCOK TEKYLLMX aBapuii Ha YCTPOMCTBE, HEOOXOAMMO HaXKaTb KHOMKY

& i Sync

£ BuIKNHHTE

KHonKa NO3BOIAET OTK/IIOYUTb aKTUBHYIO CUTHAIN3aUUNIO Ha yCTpOﬁCTBe.

Mo Haxatuo npaBoﬁ KHOMKN MbIlUN Ha Bblp,e}'IEHHOﬁ CTPOKe CTaHOBUTCA AOO0CTYNMHO MEHIO
PEOAKTUPOBAHUNA U YNPABNEHNA aKTUBHbIM cobbITnem:

hl Rara:  or | |@ no | ||F_B]| Nepenoc || | AetooSuoenesne H-seroll []
Page D 1 o0 [ owmre: | |

| |@ Hanmennts nona | .’j 06H03wrb| Sync | BhIKMH4HTE | f Jkcnopt )Ilanm:.ei: 1

nio - [lata co3gaHuA Mproputer | CooGleHne ‘ olD

[1169252... |2015-12-03 01:46:22 Hﬁmuﬁm annnca vetnoiitea Newhlade1MES2124" C 1261 413526521118

o+ Mpuéwm n odbpadotka SNMP tpanos
. PepaktnpoBars cTatyc
& Mepelin K "AKTHEHLIM ABADMAN’ YCTPORCTEA
& Yoanwuts BCe akTMBHbIE aBapi ANA YCTPONCTEA WIN y3na

KOMMpOBaTL BhIAENEHHYH) A4Eiiky
KonMpoBaTk BhigeneHHLIE CTPOKK
KonMpoeaTs BhigeneHHYH KOoMoHKY

Buigenuts Bce Cirl-A
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— Tpuem u o6pabomrka SNMP-mpanoe — HacTpoiKka 06paboTKK faHHOro Tpana cMcTemon;
—  Pedakmuposame cmamyc — cMeHa ctaTyca cobbiTma (HoBbliin/B 06paboTke/3aKkpbIT);

— Mepelimu k ‘AkmusHbiM  asapusm’ ycmpolicmea — nepexod, Ha  BKAAAKY
«MoHumopuHa/AkmuseHele asapuu ycmpolicmea», KOTOPOMY NPUHAANEKUT JaHHasA
aBapws;

—  Y9anume sce akmusHble cobbimus 0218 ycmpolicmea uau y31a — yaaneHne BCex akTUBHbIX
cobbITHit AnA yctpoiicTea/ysna.

7.3.1.1. PAHXXWPOBAHWE COBbITUN

CobbiTna B Tabaunue moryT 6bITb ynopsaaoyeHsl No Atobomy U3 NapameTpoB C MOMOLLbIO HaxKaTuA
NIeBOM KHOMKOM MbIlM Ha 3aro/sioBKe cTonbua. HanpaBneHMe paHXMPOBAHMA YKa3blBAaeTCA CTPEIKOM
PALOM C 3aro/I0BKOM.

- paHXMpOoBaHue OT 60o/bLIEro 3HaYeHUs K MeHbLIemy (HOBble BBEPXY CMMUCKA);

- PaHXMPOBaAHME OT MEHbLUErO 3HAaYeHUA K Bonbluemy (HOBble BHU3Y CMMUCKA).

B BepxHei 4acTM BKAALKM NPUCYTCTBYIOT nona gna ¢uabtpauumn cobbiTMiA no gaTe uau
COOEPHKNUMOMY.

7.3.1.2. CMEHA CTATYCA COBbITUA
[ |8 KT M| BaTh CTATYC X |
Karkpoe noctynusluee cobbiTe MoXKeT bbiTb 06paboTaHo i & - =
Bcero eeibpano coobuenna: 1
BPYyYHyto. ONA pesaKTMPOBAHWUA CTaTyca MCMOJIb3YeTcA MEH!0
«Pedakmuposams cmamyc». ¢ oopaoomee "
HoBbii
B obpabotke
Ecnav  cobbiTMe He ABNSAETCS KPUTUYHBIM  WAKU  He Sakpen
npeacraBnAeT WMHTepeca, BO3MOXHO CMEHUTb ero craTyc C Mpwse || Ommeran |

«Hosbili» Ha «3aKkpbim».

Ecnmn e cobbiTMe npepnctaBnsieT MHTEpec, HeobxoAMMO MOCTaBUTbL ero B mnpouecc 06paboTku
(cTatyc «B obpabomkey).

Mocne 3aKpbITUA (MPUCBOEHMSA CTaTyca «3aKpbim») cOBbITUA CTUPAIOTCA M3 CMIUCKA aKTMBHbIX, HO C
3aMunCbio B KypHase CobbITi HWYero He npoucxogut. OHa He yaansaeTcs U He nepemeltaeTcs npu
onepaumsax C akTUBHbIMU COBLITUAMM.

7.3.1.3. rPYNMNOBAA CMEHA CTATYCA
[na cmeHbl cTaTyca ANA HECKONbKUX COBbITUIA & T |
04HOBPEMEHHO HeobxoAMMO BblAeNUTb Tpebyemble BCero BLIBpaHo CooBWeHNii . 3
CTPOKU B Tabnnue cobbITUiA, UCNoNb3ys Knasuwmn <Sift>
B o0pato’
(6nouHoe  Bbigenenue),  <Ctrl>  (BbiBopouHoe patorie M
BblAE/NIEHNE) N Mbilb MBO CTPENKM KNaBmaTypbl, 3aTem prEeT
o o o B oGpabotie
NpPaBoi KHOMKOM MbIWM LWENKHYTb Ha Joboin U3 E——
BbIAE/MIEHHbIX CTPOK Tabauubl — OTKPOETCA MEHH0
A P = P " TPUHATE || # OTMEeHWTL
rPynnoBoro pegakTUpoBaHMA cTaTyca:
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7.3.1.4. HACTPOWKA TAB/IULbl COBbITUI

Mpu NOMOLLM KHOMKKN «M3MeHUMb 110/149» NPON3BOAMNTCA Nepexoq, K HacTpoke Habopa none
TabaunLbl COObITUIM, BbIBOAMMOWN HA 3KPaH.

MNepeueHb nonen gna orobparkeHua:

— ID —npeHTUdUKaTOP 3anucy; e T P T eI T M 8

— [Jama co30aHus — pata co3gaHus 3anucu; [ Besopars ece

— [puopumem — npuopuTET NpousoLeaLero o
cobbITuA; fata cosnan

— AsapuAa — npusHaK aBapwuu; Npmopurer

— Tun cobeimua — TN cobbITMA (SNMp Tpan, || asapm
monitor, gpyroe); [] Tun cobtaman

—  KoO — BHYTpeHHMI Kog, cobbiTus; [ Kon

— CoobujeHue — TeKCTOBOE CO0bLLEeHNE; ] Coobuenmie

— W/ coobweHuUa — NaeHTUPUKATOP COOBLLLEHNA; || 1D cooduesns

— OID - SNMP OID nonyyeHHoOro coobuieHus; v oD

— Cmamyc — TeKyWnin cTaTyc coobLieHus; U cranyc

— [ap 1 — napametp 1, copepsawmit uHaekc |- "®*
aBapuu; (el Mop 2

— fap 2 - napamerp 2, copepwawmii |

[] ID wcroummka

OONONHUTENbHbIN MHAEKC aBapum;
— [llap 3 —napameTp He UCNoNb3yeTcA;
— ID ucmo4yHuKa — naeHTUOUKATOP WCTOYHMKA

[ 1P ucrounmka
[] HaaBaHwne ncTo4HMKa

[] Tun ucrouHmka

coobuieHus; [ Rara o6pacoman
— P ucmo4Huka — IP-agpec  WUCTOMHWMKA | ospacoram

COO6LU1eHMﬂ; Bpema 0bpatoTkn
— Ha3saHue ucmo4YHUKG — Ha3BaHME UCTOUYHMKA B || Bun saxpemns

Aepese 06BHEKTOB; [ MeTosnnk sakpbimis
— Tun ucmoYHuka; [[] Nata 3akpwimin

—  Jlama obpabomku — pata Hayana 0bpabOTKKM || [ fara sosumnonenin aapin
cobbiTna (cmeHa cTatyca ¢ «Hogblli» Ha cTatyc |[ontseral
«B obpabomeke»);

— Ob6pabomyuk — wma (norvH) onepatopa,
HayaBLlero 06paboTky;

—  Bpems obpabomku — Bpems Hauyana obpaboTku cobbiTus;

— Buo0 3akpbimus — cnocob 3aKkpbiTus coobuweHns: MANUAL — pyyHoi, AUTO -
aBTOHOPMaM3aLms;

—  MIcCmOYHUK 3aKpbimus — B C/ly4ae aBTOHOPMaIM3aLMmM B 3TO NoJe 3aHOCUTCA AeHTUDUKATOP
HOPMaN3YIOLLErO COOBLLEHNSA;

—  J[lama 3aKkpeimus — paTa CMeHbI CTaTyca Ha «3aKpbim»;

—  Jlama 803HUKHOBEHUS asapuu;

— OntSerial — cepwiiHbiii Homep ONT (3anonHsetca ana coobuweHuid, roe Homep ONT
npucyTCcTBYeT).

| v TpuHATE || # OTmennTs H Mo ymon4aHu

Mo HaKaTuIO Ha KHOMKY «Bbibpamb ece» Bce NoAA NepeyHn byayT aBTOMaTUYeCKUn BblaeneHbl gns
nobasneHus.

[na coxpaHeHMa nM3meHeHWIt B Habope oTobOpaxkaembix Moneii HeoHBXOAMMO HaxKaTb KHOMKY
«lIpuHAMb», [NA OTMEHbI — KHOMKY «OMmMeHUMb ».
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7.3.2. BKNAAKA «OBLUUE»

Bo BKnagKke otobparkatorca obume AaHHble, MOYYeHHble OT YCTPOWCTBA, MHPOPMaLMA AOCTyMNHa
TO/IbKO B PEXMUME YTEHUSA.

Onucanue | MOHWTOPHHT rKoumurypaum rCTamcm(a RRD r,uocwn |

AKTHBHbIE -

Obume (i OBDHOBWTL

MapamMeTpbl OKpYKEHNA

HypHan cobbiTiit CHCTEMHOE MMA mec3124_2-fedkovich

JKypHan syslog
CratncTuka ICMP
Cratuctuka SNMP
Craryc noproe

3arpyaka LM [5 muH] 5%

Sarpyska LM [1 man] 5%

Temnepatypa 3arpysxa LM [1 cek] 6%
IPAADQM— Pexum paboTkl stack
Tadnuua mapupyTH3aLmn
ARP Ui i M C VHBII Bey no Al Po B pador
= CTPOICTEA lofens epHIHBIA HOME il nnaparHas Bep..| Ponb e
JKypHan onepauwi LT = = = £ = e =
1 MES3124 ES02000606 12.5.34 (11-Dec-20..|01.06 master 1200 days, 14:48:0...
T:“‘-'_:'_‘-u'-_f-‘-.'_.',":.‘(ﬂw 2 MES3124 ES02000453 12.5.34 (12-Jul-20... [01.04 backup 1200 days, 14:45:1..

MeHio cogepuT obluyto MHpopmaumio ob ycTponcrsee:
— CucmemHoe ums — hostname ycTponcTBa;
— Load Average 1 min/5 min/15 min (3aepy3ska UM 1 muH/5 muH/15 muH)— 3arpy3Ka npoueccopa B
NPOLEHTHOM OTHOLUEHWUU 33 NOCNEAHIO MUHYTY/5 MUHYT/15 MUHYT;
—  Pextum pabomsi — PEXMUM PaboTbl YCTPOMCTB — OANHOYHO UIN B CTEKE;

[ns Kaxkaoro U3 yCTponcTs B CTEKE:
— UID ycmpolicmsa —
—  Modens —
—  CepuliHblli HOMepP — CEPUNHbIA HOMEP YCTPOICTBA;
— Bepcus 10 — Bepcua nporpammHoro obecrneyeHus yCcTpoicTBa;
— AnnapamHas eepcus — BEPCUA NAaTbl YCTPOMICTBa;
—  Posnb — ponb ycTpoicTBa B cTeke — master (Beaywmit) nunm backup;
— B pabome — nepuof BpeMeHU paboTbl YCTPOICTBA C NOCAeAHEN Nepe3arpysKku;

O6HoBNEHME MHPOPMALMM BO BKNALKE NPOUCXOAUT NO HAXKATMIO Ha KHOMKY « O6HOBUMb Y,

7.3.3. BK/JIAAKA «MAPAMETPbI OKPYXXEHUA»

Onucanne MOHHTOPMHI r,uocwn ‘

AKTHEHEIE aBapUH —
Ooume ‘ \EI H3ameHuTb nonsA | [ Dﬁuoawrb|
XKypHan cobeIThit Load Load Load - CeoboHo, | CeoDoawo, | CeoDoaHo, | CEOGOMHO,
XypHan syslog Average Average Average [ETErmy| I TERT Temeparyp @ AHO paznen paznen paznen pazgen
uID 1 mi 5 mi 15 mi SEP,°C CPU,°C Switch, °C | RAM, % 1 % {ools. % fig. % Joa. %

CramncTvka ICMP min min min root, s, config, og,
CraTcTika SNMP 1 0 2 0 26 33 33 34 47 47 rE] 47
MNapameTphl OKpYMeHna |2 0 0 0 25 30 M 39 47 47 75 47
Craryc nopToe
Temneparypa
HypHan onepauwin

eEEEE RN -

— UID — Homep No3uummn yCTPOIACTBA B CTEKE;

— LoadAverage 1 min — cpeaHaA 3arpy3Ka NpoL.eccopa 3a 04HY MUHYTY;

— LoadAverage 5 min — cpeaHsaA 3arpy3ka npoueccopa 3a NATb MUHYT,;

— LoadAverage 15 min — cpeaHan 3arpyska npoueccopa 3a naTHaguaTb MUHYT;
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OcHosHol BT — cocToiHMe OCHOBHOro 6/10Ka NUTaHUS;
Pe3zepesHbili bIT— cocTosiHWe pe3epBHOro 6710Ka NUTaHus;
Temnepamypa SFP, °C — TemnepaTypa Ha moaynsx SFP;

Temnepamypa CPU, °C — TemnepaTypa Ha
npoueccope Moayns;

Temnepamypa Switch, °C — Temnepatypa Ha
KOMMYyTaTope Moayns;

Ce80600H0 RAM, % — KonnyectBo cBoboaHoOM
onepaTMBHOM NamaATy;

Ceo0b600HO, pazden root, % — cBobOAHOE
[AMCKOBOE MPOCTPaHCTBO B pasgene Root, B
NnpoLeHTax;

Ce0b600HO, paszden tools, % — cBoboOAHOE
AUCKOBOE MpOCTpaHCTBO B pasaene Tools (B
JaHHOM pa3fene XpaHUTcA nporpammHoe
obecneyeHune), B NPOLEHTAX;

Cs0600H0, pasden config, % — csobogHoe
AWCKOBOE npocTpaHcTBo B pasgene Config (B

[ Q HzmenuT b oTobpanaemble nons : l

BuiOpars Bce

uiD

Load Average 1 min

Load Average 5 min

Load Average 15 min
Temnepartypa SFP, °C
Temnepatypa CPU, °C
Temnepatypa Switch, °C
CeobogHo RAM, %
CeofogHo, pasaen root, %
CeoBogHo, pasgen tools, %
["] CeoBogHo, pasgen config, %)
CB0BOAHD, pazaen log, %

| " TIpMHATE || H Ormennts || Mo ymon4yaxuk

AaHHOM pa3sgenie XpaHUTCA KoHOUIypauus ycTpoiCcTBa), B NPOLEeHTaXx;
C80600H0, pasden log, % — cBobOAHOE ANCKOBOE MPOCTPAHCTBO B pasaene Log (B
AAHHOM pasgesie XPaHATCA KypHabl paboTbl), B MPOLEHTaX.

O6HoBAEHME UHPOPMALMM BO BKAAAKE NPOUCXOAMT NO HAXKaTUIO Ha KHOMKY « O6BHOBUMb ».

7.3.4. BKNAZKA «XKYPHA COBbITUM»

MeH1o coaepuT CNCOK COBbITUIA, NpULLeALNX C YCTPOMUCTBA.

OnucaHue MOHWUTOPHHI |/I(0H¢mrypauuﬂ rﬂocwn |

==

AKTMEHBIE GEAPUM

Obume n —Bee — | W | flara: or | |||E| Ao |é|g|

MNapameTphl OKPYHKEHNA olD: | | Coobuienve |

JKypHan cobbIThit Page |§| 1 |gg ||E|| :Jl || g |E‘| |I'Iepeknr. [ || H-seront [ |3anmces: 7

Hypuan syslog

Cramncroia ICMP ID - DNara COGJJ,&HIPIIH : Mpuopuretr | Coobuwexne — : (1]

Cramcrnxa SNMP 193 2015-12-03 16:59:17 INFO [0]=1.3.6.1.2.1.1.3.0 = 5:43:25.9571}-1.3.6.1.6.3.1.1.4.1.0 = 1.3.6.1....[1.3.6.1.2.1.14.16.2.10

Cratyc noprog 192 2015-12-03 16:29:24 INFO [0}=1.3.6.1.21.1.3.0 = 5:13:25.95T1]-1.3.6.1.6.3.1.1.41.0 = 1.3.6.1....[1.3.6.1.2.1.14.16.2.10

Temneparypa 191 2015-12-03 15:59:31 INFO [0}=1.3.6.1.21.1.3.0 = 44325 95T1]-1.3.6.1.6.31.1.41.0 = 1.3.6.1....[1.3.6.1.21.1416.2.10

PR 182 2015-12-03 15:29:38 INFO [0}=1.3.6.1.21.1.3.0 = 413:25.95T1]-1.3.6.1.6.3.1.1.41.0 = 1.3.6.1....[1.3.6.1.2.1.14.16.2.10

Tabnuua mapwpyTH3anum

ARP 180 2015-12-03 14:59:45 INFO [0]=1.3.6.1.21.1.3.0 = 3:43:25.95T1]=1.3.6.1.6.3.1.1.41.0 = 1.3.6.1....[1.3.6.1.21.14.16.2.10

HypHan onepauwit 173 2015-12-03 14:29:52 INFO [0}=1.3.6121130=313259571]=1.36.16311410=1361._ (1361211416210
T > 166 2015-12-03 13:59:59 INFO [0=1.3.6.1.211.3.0 =243:2595T1-1.3.6.1.6.31.1.41.0 = 1.3.6.1....[1.3.6.1.21.14.16.2.10

Cro .

O6HoBneHMe MHPOPMaLMM BO BKNaZKe (C yyeTom OUALTPALMUM) NPOUCXOAMT MO HaXKaTUIO Ha

L |
LE

KHOMKRY

CUHXPOHU3aUMA TEKYLLMX aBapMIM Ha YCTPOMCTBE OCYLLECTBAAECTCA KHOMKOM

o Ha*KaTUIO Ha KHOMNKY

Ecan TPEGYETCH BblOE/INTb BCE 3aNUCU B Ta6ﬂVILI,e, HeO6XO,£I,VIMO BOCNO/1b30BaTbCA KHOMKOWM

(«Boidenume sce»).

u

(nepeuumame 6a3y OaHHbIX).

Mo HaxkaTuto npaBoﬁ KHOMKW MbILWWN Ha BblAGﬂEHHOVI CTpOKe CTaHOBUTCA AOCTYNHO MeHIO
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PEONAKTUPOBAHUA U YNTPABNEHNA aKTUBHbIM cobbiTnem:

[0757 20102013 002641 TNFO TTogrniodenne OMT. 02002002 367
— Tpuem u obpabomrka SNMP mpanoe — 5057 (20.10.201309:34:10 | W, G s onriiecion cauane e
HacTpoika 06paboTkuM gaHHOro Tpana 6261 |29.102013 053442 \ minb'rp o ’
cmc'remof/] : 6364 |29.10.2013 09:34:48 [T ey o
S [ ) CKONMpPOBaTh CepriHbIN Homep ONT
[ Penaxtwposamee obverra X
e lln) 1.2.6.1.4.1.25265.2.10.2
Uus ponTeknovusUplinkAlarmTrap
Orucanne LTESst: OBpeis cenzn Uplink
Yerpoiicreo [LTE]
disabled (]
priority ‘MMOR | - |
alwaysClosed O
He xpasums & GBI
‘ " TIpUHATL. H #* OtmennTs ‘

—  OID —naeHTUdUKaTop Tpana (He peaakTupyeTcs);

—  Umsa —vmsa Tpana (He pegakTmpyeTcs);

— OnucaHue — onucaHuve Tpanam (He pedakTupyeTcs);

—  Yecmpolicmeo — ma nctovyHuKa (Tun ycTpoicTea) (He peaakTupyerca);

— Disabled — ¢nar nonHoro otkAoUYeHUs ob6paboTKM AaHHOro Tpana (He cpabotatoT
06paboTunKu, He ByaeT BbINOAHEHO coxpaHeHue B B/1);

—  Priority — ycTaHOBKa npuopuTeTa Tpana;

— AlwaysClosed — dnar 3akpbITUA, NO3BOMIAIOWMIA 3aperncTpupoBatb Tpan B b cpasy
B COCTOAHUMN «3aKpbim» U He PUKCUPOBaATb €ro B KaYecTBe HOBOTO B NoACUCTEMAX;

— He xpaHumes 6 B/l — npu ycTaHOBKe AgaHHoro ¢nara Tpan He byaeTt coxpaHeH B B/,
Ho 6yaeT 06paboTaH COOTBETCTBYIOLWMMM XaHA epamm, NPU YCAOBUN UX HANYUA.

—  @uabmp no ID —otdunbTpoBaTb CO6bLITUA NO MaeHTUbMKaTopy OID;
—  Konuposams none — ckonuposaTb B bydep o6MeHa TEKCT U3 A@aHHOTO NOAS;
—  Cronuposams cepuliHbili Homep ONT — ckonnpoBsaTb B bydep obmeHa cepuiiHbI HOMmep

ONT, ourypupytowwmii B AaHHOM COBbITUM (HE MCNob3yeTcs).

MopsAAOK paHKMpPOBaHMA COBbLITWI, CMeHbl CTaTyca M TPynnoBOWM CMeHbl CTaTyca OnucaH B

pasgenax 7.3.1.1, 7.3.1.2, 7.3.1.3 cOOTBETCTBEHHO.

7.3.4.1. ®OUNBLTPALUA COBbITUN

CobbiTns B Ta61w|u,e BO3MOXHO OTd)l/I}'IprOBaTb no oAHOMY UM HECKOJIbKMM NMapameTpam.

CnUcoK GunbTPOB aKTUBHBIX COOLITUIA:

— [Mpuopumem — npuopuTeT NpomsoLlesLlero cobbiTus;

—  [lama co30aHus : oT/00— BpemMeHHble pamKu co3aaHuna 3anucv B popmarte 4. MM.ITIT
6o 44.MML.ITIT Y4.MM;

— OID - SNMP OID nonyyeHHoro coobuieHus (aonyctumbie popmatsl: 1.3.6.%, *.1.6.3.1,
*.3.6% 1.3.6.1.4.1.8072.4);

—  CoobuweHue — TeKCcT coobueHua (gonycTmble GOPMaTbI: TEKCT, %TEKCT, %4acTb TEKCTa%).

[OnAa nepesopga 3HaAYeHUI BCex d)Ml'IprOB B UCXOAHOE COCTOAHME HeO6X0/.'J,VIMO BOCNO/1b30BaTbCA

KHOMKOIA | | («Ouucmumes punbmpsi»).

Mepexosd K HacTpoliKe oTobparkaemblx MoJiel 3anucen KypHasna MPOU3BOAMUTCA KHOMKOM
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(«N3meHUMb nona»).

7.3.4.2. HACTPOMKA TAB/11Libl COBbITUIA

Mpw NOMOLLM KHOMKMK
nonem Tabanubl CObbITUN, BbIBOAMMOM HA SKPaH.

MNepeyeHb nonen gna orobpaxkeHus:

ID — npeHTndumKaTop 3anucy;

Jlama co30aHus — fata co3gaHunA 3anucu;
lpuopumem — npnopuTeT NpounsoLuesaLero cobbiTns;
Asapusa — NpU3HaK aBapuu;

Tun cobbimusa — TMn cobbITUA (snmp Tpan, monitor, gpyroe);
Kod — BHYTPEHHUI Kog, cobbITus;

CoobujeHue — TeEKCTOBOE COObLIEHNE;

U coobuweHua — naeHTUPUKATOP COObLIEHUS;

OID — SNMP OID nony4yeHHOro coobLeHus;

Cmamyc — TEeKYLUI CTaTyC COODLIEHUS;

lMap 1- napameTp 1, coaepralinii MHAEKC aBapum;

Map 3 — napameTp He UCNob3yeTcs;
ID ucmoYHUKa — NAEHTUDUKATOP UCTOYHMKA COOBLLEHNS;
IP ucmoy4HuKka — IP-afpec UCTOYHMKa COOBLLEeHUS;

Tun ucMoYHuUKa;

Jama 0bpabomku — naTta Hayana obpaboTkmM cobbiTnA (cMeHa
cTaTtyca ¢ «HoBbIl» Ha cTaTyc «B 06paboTke»);
Obpabomyuk — nms (NorvH) onepartopa, HayasLero
06paboTKy;

Bpemsa obpabomku — Bpema Havyana 06paboTkM cobbITUS;
Bud 3akpbimusa — cnocob 3akpbitha coobueHmna: MANUAL —
py4yHon, AUTO — aBTOHOpManAun3aums;

McmoYHUK 3aKpbIMuUs — B Cly4ae aBTOHOPMan3aLmm B 3To
noJie 3aHOCUTCA UAEHTUDUKATOP HOPMAIN3YIOLLETO
cooblueHus;

Zlama 3aKpbimusa — AaTa CMeHbl CTaTyca Ha «3aKpbITy;
Jlama 803HUKHOBEHUA asapuu;

OntSerial — cepuitHbIi Homep ONT.

Mo HaXKaTMIO Ha KHOMKY «Bblbpamb ece» Bce NONA NepedHsa  6yayT

dBTOMaTU4YeCKU BblaeneHbl anA I,CI,O638]1(—Z‘HI/1F|.

nonewu
KHOMKY

[Ons coxpaHeHWs W3MeHeHMlW B Habope oTobparkaembix
HEOBXOAMMO HaxKaTb KHOMKY «[IpuHAMb», ANA OTMEHbI
«OmmeHUMb».

7.3.4.3. 3KCNOPT 3AMNUCEN

MoppobHoe onucaHWe npouecca 3KCnopTa 3anucel NpUMBEAEHO B
pasgene 8.

86

(«M13meHUM®b M01») NPOU3BOANTCA NEPEXO, K HAacTpoliKe Habopa

Map 2 — napameTp 2, cofeprKalLmii 4ONONHUTENbHbIN MHAEKC aBapuy;

HaseaHue ucmo4yHuUKa — Ha3BaHME NCTOYHUKA B aepese 06'beKTOB,'

| E H3MehnTb oTobpaxacHbie nomlx |

D

[ara co3ganus
TMpuopwreT

] Aeapun

[] Tun cobuimsa

[] Kon

CoobueHne

[] n0, coobuenms
oID

[[] craryc

[Inap1

[1nap2

[1nap3

[] ID wcrosHmka

[] 1P wcTouHmka

[[] HazBaHwe ncTo4HIKa
[] Tun nctoyHmka
["] Nara obpaboTkn
[] 0BpaboTunk

["] Bpens obpabotkmn
|| Bug zakpuimen

[_] McTouHmK sakpaimna
|| Oara sakpeitua

[] Niata BOSHWKHOBEHIA aEaPUK

[] OntSerial
| Bribpats BCe | ‘ Mo ymon4anuo |
| " TpUHATE H # OmmennTn |
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7.3.5. BKNIAAKA «XXYPHA SYSLOG»
Bo BKnagKke oTobparkatoTca 3anmMcu CUCTEMHOIO KypHana yCTpoicTea, MHbopmauma AO0CTyrnHa

TO/IbKO B peXnme 4yteHuAa.

SYSLOG — npoTOKO/, NpegHasHavyeHHbIM ANA nepesadn coobLleHni 0 NPOUCXOAALLMX B CUCTEME
cobbITuAx. Cnuctema EMS BbicTynaeT SYSLOG-cepBepom M NPUHMMAET COOBLLEHNA OT YCTPOMCTB.

Onucanune MoHHTOpUHT r Kondmrypauwa r DOoctyn |
ARTHEHBIE ABEPHA o ’E'—|T| ‘ ||I'El | ||I'El |
— Boe —

Obume Qara: or ac
NapamerpLl OKpy*eHns FromHost | | SysLogTag | CooBuenne |
WypHan coBLTi Page ’_:_‘ 4 |1ggg |’§_||E|| ;_;l ||E|| & ||§‘| Mepenoe | | H-screll [ | |3anwcei: 3
Hypran sysiog D Devi rt...| Faci..| Priori Syslog ta ]
CramucTuka ICMP Ceepor S TEac fEnority, L] essage. -
Cramcinka SNMP 3800 2015-12-0316...|23 LOG_DE... [%0SPF-D-TXRETR: Retransmit LS UPD on interface 10.0.208.36 to router 10.0.208.47
Craryc noproe 3798 2015-12-03 16... |23 LOG_DE... %0SPF-D-TXRETR: Retransmit LS UPD on interface 10.0.208.36 to router 10.0.208.47
Temneparypa kbl 2015-12-0315... |23 LOG_DE... |%05PF-D-TXRETR: Retransmit LS UPD on interface 10.0.208.36 to router 10.0.208.47
IP Appeca
Tabnnua MapupyTHaaumn
ARP
HypHan onepaumin

e

O6HoBNeHMe MHbOpPMaLMM BO BKAagKe (C ydyeTom GMAbTpaUMKM) MPOUCXOAUT MO HaXKATUIO Ha

|
KHonky L | (nepeyumame 6a3y OaHHbIX).

i;‘

Mo HaKaTWIo Ha KHOMKY Tekywasn Tabamua cobbiTuit byaeT coxpaHeHa Ha IoKanbHbIN MK.

Ecnn TpebyeTcs BblgennTb BCe 3anucu B Tabanue, HeobxoaMMO BOCMO/Ib30BaTLCA KHOMKOM
(«Bbidenumeo sce»).

CobbiTns B XypHase BO3MOXHO OTd)MﬂprOBaTb no oAgHOMY UM HECKOJIbKMUM NMapameTpam.

Cnuncok punbTPOB 3anuceid XKypHana:
—  [Mpuopumem — npuopuTeT NpoM3oLWeaLero cobbiTua:

—LOG_EMERG —upe3BblyaiiHOe co0bLLeHNE; i
—LOG_ALERT- coobuieHue-npegoctepexenme; Ittt i =)

[] Buibpats Bce

—LOG_CRIT — coobuieHne 0 KpUTUYECKOM aBapuu;
—LOG_ERR- coobuieHne 06 owwmnbKe;
—LOG_WARNING — coobuieHne-

D
[] Received at
Device reported time

npeaynpexaeHune; Faciity
—LOG_NOTICE — ysegomneHue; Priority
—LOG_INFO — nHdopmaumnmoHHoe coobLeHue; L] Frem host
—LOG_DEBUG - oTnaiouHoe cooblieHue; LliSysiogtag

M
—  fama nony4yeHus : 0T/A0— BPEMEHHbIE PaMKM ==

[ From host IP
nony4yeHus 3anucu 8 popmate 44.MM.ITIT nnéo
MMMI_I_I_I_ Y44.MM; v MpuHATL H # Otnennts || Mo ymonyaHmo
— SysLogTag — Tvin npougecca, OTNpaBMBLIETO
coobleHue;
—  FromHost — aapec UCTOUYHMKa coobLeHMA (MCnonb3yeTcsa ANs YCTPOMCTB C MOAY/IbHOM
APXUTEKTYPON);

— Message — cooblueHue.
B none «Limit» npon3BogMTCa HacTpoMKa obbema coobLLEHWI, BbIBOAMMbBIX Ha CTpaHuuy. Ana
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HaBurauumm no CtpaHnuam UCnoib3yroTCA CTPENKK CnpaBa n cnhesa OT NoaA.

Ana nepesoaa 3HAYeHU Bcex d)VIﬂprOB B UCXOOHOE COCTOAHME HGO6XO,£I,MMO BOCNO/1b30BaTbCA

KHOMKOW («O4yucmume punempeol»).

Mepexon K HacTpoike oTobOparkaemblx MOJIEeM 3anucert KypHasia npou3BOAUTCA KHOMKOWM
«U3meHUM®b rnonax»:

— ID —npeHTMdUMKaTop 3anncK, otobparkaetcs Bceraa;

—  ReceivedAt — naTta 1 Bpema yBeIOM/IEHUA O  NOJAYYEHUM COOOLLEHUS;
DeviceReportedTime —pata nonyyeHus 3anucu B dopmate 44.MM.ITIT nnbo 44.MM.ITTT
Y4.MM;

Facility — B3BeWWeHHOE 3HAaYeHMe 3anucK;

Priority — npuopuTeT npomsoLweaLero cobbitms;
FromHost — nMms UCTOYHMKA COObLLIEHUS;

— Message — TeKCT coobueHus;

— SysLogTag — TMn npouecca, oTnpaBMBLLErO COObLLEHUE;
—  FromHostIP — IP-aapec UCTOYHUKA CO0bLEeHMS.

Ona coxpaHeHWa M3MeHeHMI B Habope oTobparkaembix MNoneir HeobXoAMMO HaxKaTb KHOMKY
«lpuHAMbL», ANA OTMEHbI — KHOMKY « OmMmeHUMb ».

MoapobHoe onucaHme NpoLLecca 3KCnopTa 3anucei npuseaeHo B pasaene 8.

7.3.6. BKNIAOKA «CTATUCTUKA ICMP»

B maHHOM BKNaAKe 0oTOBparkaeTca BpemMeHHan Anarpamma 3a4epKK1 nosyYeHuns oTBeTOB Ha
icmp-3anpocsl (ping). JocTynHa cTaTUCTMKA 3a nocneaHue 2 yaca.

Onucanne MoHHUTOPHHD rl(ombwrypaum rﬂocwn |

AKTHBHBIE P
MapameTp! OkpyXeHNA Cratncruka ICMP
JypHan cobbimmi (min=1.227415ms./m ax=50.188483 ms./avi=2 709 ms./count=423/e =0)
R S
CratmcTika ICMP Ve e e
CratmcTika SNMP 47,5
Cratyc noptog 45,0
Tewmneparypa 42,5
IP Agpeca 40,0
Tabnuua MapupyTH3aLm1 37,5
ARP 5 35,0
HypHan onepauwi % 32,5
30,0
Q275

HCKa

25,0
225
22,5
20,0
17,5
15,0
12,5
10,0

7,5

5,0

2,5

0,0

3apep:

15:40 15:50 16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20
TeKylllee Bpema

KpaCHbIMM TOYKaMU Ha rpad)MKe OTMeYatoTcsA OLWnbKa nony4yeHnAa oTeeTa.

COXpaHWTL Kak...
Mo HaxaTuto I'IpaBOﬁ KHONKW MbIlWIN Ha none rpad)vn(a CTaHeT AOCTYNHO Mevark...
MeHI0 ynpasaneHua. MprbnnanTs »
Organure ¥
— CoxpaHumb KAK — COXPaHUTb TEKYyLLee M306pa>+<eHme Ha JI0Ka/IbHbIM MK; ABETOMaCWTabNpoBaHWe b
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— [eyameo — pacneyaTaTb TEKYyLlEE M306pameHme;

O ELTEX

— [Mpubnuszums/omdanume — HaCTPOMTb MacliTab KOOPAMHATHbIX OCel rpaduKa;
— AsmomacwmabuposaHue — HaCTPOUTb MACLITab KOOPAMHATHBIX Ocet rpadnKa aBTOMATUYECKMY;

O6HoBNEHME MHPOPMALMM BO BKNALKE MPOUCXOAUT NO HAXKATUIO Ha KHOMKY « OB6HOB8UMb Y,

7.3.7. BKNAAKA «CTATUCTUKA SNMP»

B naHHOM BKNaaKe AOCTYMNHA CTaTUCTUKA 3aaeprkek SNMP-oTBeTOB 3a nocieaHue Asa 4Yaca.

Onucaxne NMOHWTOPWHI rKOchwrypaum r,ﬂocryrl |

AKTHEHBIE ABEDIH [
= OOHOBWTE
Obume | 1=

MESTICIEELTD | Cratucruka SNMP

Tabnuua mapupyTHIauun
ARP
JKypHan onepaumii

17,5

s 15,0

12,5

10,0

Japepxa snimp OTBETOB, MC.

7.5

5,0

2,5

HKypHan cobbimnii (min=3.0ms./max=24 Dms.Jav=4, TESms./count=426/e r=0)

Kypuan syslog 25,0

Craructika ICMP e — — — — — — — — — — — — — —
Crarnctika SNMP 2,5

Craryc nopros

Temnepatypa

IP Anpeca 20,0

Texywiee BpeMA

15:40 15:50 16:00 16:10 16:20 16:20 16:40 16:50

17:00 1710 17:20

KpacHbiMM TOYKaMM Ha rpadmKe OTMeYatoTcs oWwmMbKa NoayyeHus oTeeTa.

Mo HaKaTuio NPaBOI KHOMKM MbILM Ha NnoJie rpaduKa CTaHeT JOCTYMHO MEHIO YNPaBIEHWs.

— CoxpaHUMb KaK — COXPaHUTb TeKyLlee n3obparkeHune Ha
NoKanbHbIn MNK;

— [leyame — pacneyaTaTb Tekyllee n306paxkeHue;

— Mpubnauzums/omoAanume — HaCTPOUTb MaclITab KOOPAUHATHbIX
ocei rpaduKa;

— AsmomacwmabuposaHue — HaCTPOUTb MacTab KOOPAMHATHBIX
ocei rpadmKa aBToMaTUYECKM;

COXpaHNTL KaK...
Meyathb...

NMpronuanms »
Orpanurs [

AsTomacwradupoeaHne ¥
B |

O6HoBAEHME UHPOPMALMKN BO BKAAAKE NPOUCXOAMT MO HAXKaTUIO Ha KHOMKY « O6HO8UMb ».
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7.3.8. BKNAOKA «CTATYC MNOPTOB (MOPTbI)»
Paszgen otobpaskaeT coctosHMe NopTos — up uaM down B 3aBUCMMOCTU OT Ha/IMYUA aKTUBHOIO
JINHKa.
Onncanwne MoHWTOpHHI r/ﬂocwn |
.;;T:E:He aBaphn
MKypHan cobermit Ethernet Switch MES3000L (unit 1)
WypHan syslog 1G
Cramncivka ICMP
Cratuctika SHMP @ El El El El El El El El El El @
MapamMerpbl OKpYKEeHNHs: 106 1 2 3 4 5 T 9 10 " 12
- N EEEE ONONONONG
W XG1 XG2 XG3 XG4 13 14 15 16 17 18 19 20 Pl 22 23 24
eEEE e - Ethernet Switch MES3000L (unit 2)
16
o] [0 [0 O] 0] (0] (o] [e] [o] [e] [@] [@]
106G 1 2 3 4 5 T 9 10 1 12
©] [0 [o] (O] o] [o] [e] [o] [9]
XG1 XG2 XG3 XG4 13 14 15 16 7 18 19 20 21 22 23 24

O6HoBNEeHME MHPOPMALMM BO BKAAAKE NMPOUCXOANT MO HAXKaATUIO Ha KHOMKY « OBHOBUMb Y.

MHOAMKALNA NOPTOB

s
=]

— Tekylee coctosHne nHtepdeiica UP — 8 pabome;

AAMUHUCTPATOPOM CETU.

— TeKkyliee coctoaHue uHtepderica DOWN — nopT He akTUBEH/He NOAK/OYEH;

— TeKyuwee COCToAHME NOopTa HEW3BECTHO — NOPT He aKTMBEH/He NoAKNKYEH UNAN OTKNIHOYEH

KHOMKuM CTaTyCa NOPTOB ABJAAKTCA AKTUBHbIMU 3N1€MeHTaMU, MO HaXaTUK OcylecTBnaeTca

nepexoa K pefakTMPOBaHMIO BbIBpaHHOrO NopTa B OKHe «CmMamucmuka nopmas.

O6HoBneHne nHGopMaL MM BO BKNAAKE NPOUCXOAMUT MO HAMKATUIO Ha KHOMKY «O6HOBUMb Y.

CTATUCTUKA NOPTOB

K/IMK Ha MKOHKe C HomepoMm NopTa BbiBeAeT CTaTUCTMKY NopTa.

[ ¥ Gramwcruka nopra. X |

CeTeBoi MHTepdeic gigabitethernet 1/0/1
Pexgim 1G

®Ouanyeckni agpec (MAC) af:f4b:86:f1:01

AOMWHWCTPATMBHOE COCTOAHKE MHTepdeica IE
Tekywee cOCTOAHUE MHTepdeica Up
BxogAuwmx QaHHbIX, GaiT 2545877576
HNcxogaumx gaHHbIx, Gant 903476414
Bxogawux 'Broadcast' naketos 0
Hexopawnx ‘Broadcast' nakeroe 1891422
Bxoaawnx ‘Multicast’ naxketos 31823149
Hexopgawnx ‘Multicast' naketos 10734533
Bxogawux 'Unicast' naketoe 642
Hexopawnx 'Unicast' naketoe 156735
Bxogsuwmnx NakeTos C olMGKaMK 0

Hcxoaawmx nakeTos C owwdKkamn 0

{7 OBHOBNTL

N B
# OTMeHNTE ||n.| Crarnctika online
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— Cemesoli uHmepgelic — cuctemHoe ums nHtepdelica Ethernet;

—  Pextum — ckopocTb paboTbl MHTepdENCa;

—  @usuueckuli adpec (MAC) — dpusunyecknin agpec nHTepdeica;

—  AOMuHUcmpamugHoe cocmosHue uHmepgelica — coctoaHue nopTa (BkaoveH — Up
WK BbIKAtoYeH - Down);

— Tekywee cocmosaHue uHmepgelica — TEKyLMIM cTaTyc paboTbl nopTa (BKAtoYeH — Up
WAK BbIKNtOYEH - Down);

—  Bxodawux OaHHbIX, 6alim — KOAMYECTBO BXOAAWMX AaHHbIX Ha WHTepdenc, B
banTax;

—  Ucxodawux 0aHHbIX, 6alim — KONMYeCcTBO MCXOAALLMX AAHHbIX C MHTepdelica, B
baliTax;

—  Bxodauwux ‘Broadcast’ nakemos — KONIMYECTBO BXOAALWMX Ha UHTepdenc naketos
LMPOKOBELLLATE/IbHOM PACcCbINKY;

—  Ucxodawux ‘Broadcast» nakemos — KONMYECTBO UCXOAALMX C MHTepdelica NaKkeToB
LUMPOKOBeELLLATE/IbHOW PacCbINKuY;

—  Bxodawux ‘Multicast’ nakemos — KO/IMYECTBO BXOAAWMX Ha UHTepdenc nakeTos
MHOroaapecHomu nepeaauu;

—  Ucxodauwux ‘Multicast’ nakemos — KONNMYECTBO UCXOAALWMX C UHTepdelica NakeToB
MHOroaApecHoi nepeaaym.

—  Bxodawux ‘Unicast' nakemoe — KONMYECTBO BXOAAWMX Ha WUHTepdenc naxketTos
WHANBUAYANbHOM PaCcCbINKu;

—  Ucxodawux ‘Unicast’ nakemos — KONMYECTBO UCXOAALWMX C UHTepdelica MakeToB
VMHOMBUAYANbHOWN PACCbIKK;

—  BxodAauwux nakemoe ¢ owubKamMu — KOJIMYECTBO OLIMBOYHbIX BXOAALLNX NAKETOB;

—  UcxodAawux nakemos ¢ owubKamu — KOJIMYeCTBO OLIMBOOUYHbIX MCXOAALLMX NAKETOB.

KHonka «Cmamucmuka online» No3BonAeT NONY4UTb AaHHbIe B rpadUyecKom BuAe:

¥ Crarucruxa online |
Steck1{LinuxMes) (MES3000L) - Port Ne1
Bpeun (cer) 240 Stecki(LinuxMes) (MES3000L) - Port N21
E 1,00
Mepnoa {oex) 15 3 0,75
£ 0,50
ERUHALE! HeHEpERUR Guric 5
e 1] | 202
Mulficast naxer (Baii) 1362 & o.00
06:00i00,000
EXOAAUMA 8- Uckoaawmi - Mcxoaaumi multicast — Bxoaaumi multicast
Hexonmuwit: 0 GaiT (+0 Gant)
Hcxogawwit multicast: 0 Gair (+0 Ganr)
Bxoasuwit multicast: 0 Gair (+0 Gait)

—  Bpems (cex) — NpoaoKUTENbHOCTb COOpa CTaTUCTUKM B CEKYHAAX;

— llepuod (ceKk) — nepnod onpoca B CEKYHAAX;

— EOQuHuUubl usmMepeHUs — eQVHULBI U3MEPEeHUA CKOPOCTM nepedaun Tpaduka gns
oTCcYeTa Mo BEPTMKANLHOMN OCU rpaduKa;

— Multicast nakem (6alim) — pasamep multicast nakeTa.

CnepyeT HaxaTb KHOMKy «Cmapm» Ans Hadvana cbopa ctatuctmkn. KHonka «Cmorn» no3sonser
OCTaHOBMUTb BbIBOA, CTAaTUCTUKKU A0 MUCTedeHua Talimepa «Bpemsa». Mo ncteueHun Taiimepa «Bpemsa»
BbIBOZ, CTaTUCTMKM OCTAaHOBUTCA aBTOMATUYECKM.

CnpaBa noasBuTCA rpaduK, LLBETHbIE JIMHUM KOTOPOro OTOBPAarKaloT CTAaTUCTMKY HA MHTepBane
BpeMeHu 4415 BXxogawero/ncxogailero Tpaduka Ha BbibpaHHom nopTe Ethernet.

KHonKka «CoxpaHume» NO3BONSET BbIrPy3UTb rpaduk Ha MK B Buae rpadpuyeckoro ¢alina,
paclmnpeHne KOTOPOoro 3a4aeTcA cenekTopom. KHoMKa «Bbixo0» 3aKpOeT OKHO online-cTaTUCTUKK.
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7.3.9. BKNAAKA « TEMMNEPATYPA»

B paHHOM BKAaZKe [OCTyNHa rpaduyeckans CTaTUCTMKA WM3MEHEHMA MOKA3aHMA [AaTYMKOB
TEMMEpPaTypbl, YCTAHOBAEHHbIX BHYTPU MOoAynei.

CTaTUCTMKa TemnepaTypbl COBMPAETCA C YCTPOMCTB NPU BbINOAHEHUN CeAyIOWMX YCAOBUIA:

—  YCTPOWCTBO AOCTYMNHO No npoTtokoay SNMP;

—  YCTPOWCTBO He BbiBeAEHO U3 06CNYKMBaHMA HA BKAagre «Jocmyny»;

— 3anyllieHa aBTomaTMyeckaa cnyxba cbopa TemnepaTypHbIX AaHHbIX: MOHUTOP «KOHMpons
memmepamypoi».

fl)nucauue rMonropvmr rKonurypauwﬂ rﬂocwn |

AKTHBHGIS GBapHH

“Ooume | ||{& OGuosus || § Skcnopr
S e e
JKypHan codbITail paduk | Tabnuua

Xypnan syslog
CratucTika ICMP
Cratuctnka SNMP
Craryc noprog
Teunepatypa

IP Appeca

Tabnwnua mapwpyTHzawmm
ARP

HypHan onepauwi

CTaTUCTHRE TeMNepaTypel mu3s (3124}

26

60

Emme

40

Teuneparypa ycrpolictes, €

20

15:38 15:48 15:58 16:88 16: 18 16:20 16:20 16:48 16:50 17:68 17: 18 17:28

M %Z? MakcawanoHoe: 56 Manumanchoe: 36 Cpepree: 36 [Mocnepree: 35
O k5 MakcumanbHoe: 35 MuHMManbHoe: 35 CpepHee: 35 MMocnepHee: 35
E k1 MakcumaneHoe: 27 MHMManbHoe: 25 CpepHee: 265.05 MMocnepHee: 27
BpeMa © 03,12,2015 15:27:10 no 03,12,2015 17;27:10

oo [5] [ cdcomonn | owmemfmen [-]  owmwrlomer [r]  soemos oo pmmme e[

B rpaduKe HarnagHo oTobparkaeTcs 3aBUCMMOCTb M3MepPSEeMOro napameTpa OT BpemeHu. Bug,
rpapuka (auvarpamma WAM NIMHEWHBIW), BMA AaHHbIX (CpeaHee MAM MaKCMMabHOE), a TaKXkKe
BbIBOAMMbII BpemMeHHON Amanas3oH (OT nocieAHWX ABYX 4acoB A0 Heaenu) BO3MOXKHO HacTpouTb B
COOTBETCTBYIOLLMX BbINaAatoWwmx NoAsX nog rpadpurkom.

B Ta6nv1u,e YKa3blBalOTCA 3HA4YEHUNA U3IMEPAEMOro NapameTpa ON1A KaxXJoro MOMeEHTa BPpeEMEHU B
COOTBETCTBMU C Nepnoaom onpoca.

BO3MOKHO COXpaHWUTb NOJIyYeHHbI rpaduk B daiin, BbiIbpaB ero paclwMpeHne U HaxkaB KHOMKY
«CoxpaHumeo».

PacwmpeHus, gocTynHble A1a coxpaHeHus danna:
—Bmp;

—Gif;

—Jpeg;

—Jpg;

—Png;

—Wbmp.

O6HoBAEHME MHPOPMALMMN NPOUCXOAUT NO HAXKATUIO Ha KHOMKY « O6HO8UMb Y.
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7.3.10.

BK/NIAAKA «IP AOPECA»

Pasgen otobparkaeT HacTpoliku IP-agpecauum.

O ELTEX

Onucanwe | MOHWTOPMHD rKouctmrypau,m r,qocwn ‘

S

AKTMEHEIE BBAPHA f.
T | NamennTs rlonnl & Oﬁuosmb|
TapameTphl OKPYHEHHA HHTEpDEiic IP Anipec CeTeBan Macka MaKCHMankHIN pasMep
HypHan coOLITHi VLAN 1 10.10.10.48 255.255.255.0 1500
Kypran syslog VLAN 1 10.201.1.71 255.255.255.0 1500
Cramnctuka ICMP
CratucTuka SHMP VLAN 20 20.0.0.1 255.0.0.0 1500
Cratyc nopros VLAN 30 30.0.01 255.0.0.0 1500
Temneparypa tengigabitethernet 1/0/37 192.168.16.117 256.256.255.0 1500
IP Appeca
Tabnuua MapupyTHIaunm
ARP
HypHan onepawmit

Mh

— MHmepd)eaC — UMA UHTe p¢ef,’1ca & Msmenutb oToBparaemsie nons |
Brid)
nepegauu; s e
—  IP-adpec — agpec nepesayu; Werepbeiic
IP Anpec
— Cemeesass MacKa;
. []/cereran macka
—  MakcumanbHbil pasmep — MaKCUMANEHBI paawep
MaKCUMa/IbHbIX pasmMmep IP-nakeTa.
" TpUHATL. || # OTmennTs || Mo ymon4yaHu
O6HoBNeHMe VIH(I)OpMaLI,MM NPOUCXOAUT NO HAXXAaTUO Ha KHOMKY «0O6HoBUMbX.
7.3.11.  BK/IAQKA «TAE/IMLA MAPLUPYTU3ALUN»
Pa3gen otobparkaeT cyLecTByOLWY0 Tabanuy MapLupyTU3aLmMmM Ha YCTPOMCTBE.
Onncanme | Mommropunr | Kondurypauwa | Ooctyn |
AKT“BHbleaBﬂp““ =
e ‘ N3MeHnTh nonﬂl = OGHOBWI.’b|
MapanmeTpbl OKPYKEHHA Mogcets Macka TOS Wm0z Hurephenc Twun wapwpyta | B pabote ABTOHOMHEA ...| MeTpnka Cratyc
KypHan cobbmmi 10.10.10.0 255.255.255.0 (0 VLAN 1 Directly Conne...|[7T1373 0 1 active
ypran syslog 1020110 (2562652550 [0 VLAN 1 Directly Conne...[70911 0 1 active

CratneTika ICMP
Cratncivka SNMP
Cratyc noproe
Teunepatypa

IP Anpeca

ARP
ypHan onepaumi

S
Sug -

Tabnuua mapupyTrsawnm

— [odcemb — agpec nopcety;
— Macka — macka noacetu;

— TOS —Tnn cepBuca, NnepegaBaeMblii B 3aro/loBKke npoTokona IP;
— W3 —IP-agpec wnto3a ana mapupyra

—  WHmepdgpelic — vims nHTepdelica nepeaauu;
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— Tun mapwpyma;

—  Bpabome;

— AsmoHOMHaA cucmema wso3a;
—  Mempuka — meTpuKa mapLipyTa
— Cmamyc — cTaTyc mapLupyTa.

© ¥smennTs oTobpamaenbie nona

BuiGpatk Boe

O6HoBNEHUe VIHd)OpMaLI,VIM NPoOnNCXoaAuT NO HAXKATUKO Ha

KHOMKY « O6HOBUMb».

7.3.12.

BK/NAAKA «ARP»

Moacets

Macka

TOS

Wlinko3

Wutepdeiic

Tun mapupyTa

B paGote
ABTOHOMHaR cHcTeMa
[ Merpmka

Craryc

v [pUHATE H # OmmennTn H Mo ymonyaunio

ARP (Address Resolution Protocol — npoToKkon paspellieHns agpecoB) — NPOTOKOA KaHaabHOro
YPOBHA, BbINOAHAWWMIA PYHKUMIO onpeaeneHns MAC-agpeca, Ha OCHOBaHMM coAepyKallieroca B

3anpoce IP-agpeca.

Onncanne MOHWTODHHT rl(ou:buryuauuﬂ r,l]ocwn |

AKTHBHBIE aBa prun »
|E] MEMEHNTE NOTA | £ OGHORMTL ‘

Cratnctrka ICMP

Otuwme

MNapaMeTpbl OKPYXEHNA WHrepdeiic DHUIMHECKHA aapec CeTeBoi agpec Tun

Hypuan cobbimi WLAN 1 00:e0:52:fe:62:3d 1020111 OMHaMNYECKHIl
Kypuansyslog ) apq 28:70:45:02:06:00 10.201.1.70 AMHEMIYE KM

CrammcTuka SNMP
CTaryc nopToe
Temneparypa
IP Agpeca
Tabnwua mapupyTnzaumm
ARP
HypHan onepauwi
.
ey

.

_ MHmep(beﬁC —uma MHTepd)el‘;lca I'Iepe,Cl,a‘-IVI, Q HsmennT b oTobpaxacembie nons X |
o o 0 MAC . WHTepdeiic
— usu4yeckuu aopec — -agpec 3anucu; B —
— Cemesoli adpec — IP-agpec 3anucy; v] CeTeBoit anpec
—  Tum —T1n 3anMcK: CTaTUYEeCKUn AU ANHAMUYECKUIA. ] T
‘ BblOpaTe BCe | | Mo yMOM4YaHHH |
‘ v TpUHATL || # OTMeHnTh |

O6HoBAEHME MHPOPMALMMN NPOUCXOAUT NO HAXKATUIO Ha KHOMKY « O6HO8UMb Y.
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7.3.13.

O ELTEX

BKNAOKA «}KYPHAN ONEPALUIN»

B paHHOW BKNaAKke nNpoOM3BOAUTCA MOHUTOPWUHI AEWCTBWUM, BbIMNOJHAEMbIX MO0J/ib30BaTeNAMMU

cncrembl.

Onwcanne | Monnropnkr | Kongurypauwa | Hoctyn |

AKTVBHBIE aBaPHN

Odume

TapaMeTphbl OKPYIKEHHR

Hon. wkaekc: | Tun peiicTeuR ‘ Boe —;

[fomye:  [oon_|] pestmen |

Monszogarens (ukrepdeick:

=

o | EE =]

Hypuan cobbimmi

KypHan syslog

I

|

ara:
EEEE

Elu |§'| Nepenoc || |H-scroll [ [3anucei: 1

Crarncruka ICMP

.. 7 Mons30.. Anpec

Hara

Tun .., @YHK...

Hua

nyTe Tun | Jon. wuA | [on. wH.. MapaM.. | CTapoe.. Hoeoe .. | HHgop.. Cr., Peaynetar

Cramnctika SHMP

admin (... [192.165...

2015-12...

[ep... \Qoas...

5248

EMS/5248MES...

Craryc nopToe

Temneparypa

IP Anpeca

Tabnuua MappyTH3aunn

ARP

HypHan onepauui

O6HoBNEeHMe MHPOpMaLMK BO BKAaAke (c yyeTtom GUALTPALIMK) NPOMUCXOAMT MO HaXKaTUIO Ha

KHOMKY

L |

ko

Mo HaXaTUo Ha KHOMKY

(nepeuumame 6a3y OaHHbIX).

Tekywasn Tabamua cobbiTuit byaeT coxpaHeHa Ha IoKanbHbIN MK.

Ecnun TpebyeTca BblaennTb BCe 3anucu B Tabanue, He0bXoAMMO BOCMO/1b30BaTbCA KHOMKOM
(«Boidenume sce»).

Ecnun TPE6YETCFI YAannTb OAHY WUANU HECKOJIbKO 3anucen B Ta6nv1u,e, HEO6XOAMMO BblOENUTL

Tpe6yeMb|e CTPOKM WM BOCNO/ZIb30BATbCA KHOMKOM

@

(«Y0anume 3anucu») wan HaxaTtb

X

(«Y0anumb ¢ yyemom ¢puabmpayuu»), ecnn TpebyeTcA yaanuMTb BCE 3anucu, COOTBETCTBYHOLLME
napameTtpam GUNLTPOB.

CobbITHA B KypHane BO3MOXKHO OTOUNLTPOBATL NO OAHOMY UM HECKOIbKMM NapameTpam.

CnUcoK GpUNbTPOB 3anNmncel KypHana:

Jon. uHOeKc — yHMBepcanbHoe NoJe, KOTOPOE MOKET COAEPKATb Pa3INYHbIE AAHHbIE;

—ace;

—Heu3secmHbslli;

—0Oepeso;
—ONT;
—ponb;

—nosib3oeamers,

—MOHUMOp;
—napamempuol;

—ycmpolicmeo;
—MOHUMOPUHe;

—ynpaeseHue;
—ACS;

—Hacmpoliku GUI;

—VLAN;

—IGMP Proxy report range;

—@atin;
—0bvekm;
—3anuce B/1;

Tun delicmeusa — XxapaKTepucTuKa (061acTb) BbINOAHAEMOrO AeNCTBUSA;

LleHTpannsoBaHHaA cMctemMa ynpaB/ieHus ceTeBbiMu 3nemeHTamm Eltex.EMS
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—EMC cepsep;

—CPE;

—lMpodgpuns;

—Terminal VLAN;

—RADIUS;

—SSID;

—Domain;
Cmamyc — ctatyc BbinonHeHua aenctena («OK» nam «OwmnbKka»);
Pe3ysnemam — pe3ynbTaT BbINONIHEHMA OEUCTBUA;

Monb3zosamerns (UHMepgelic) — UMa NONb30BaATENS CUCTEMbI, BbIMONHWUBLLETO AENCTBUIE;

Hdama
A4.MM.TTIT 44.MM.

0oT/00— BPEMEHHble PamMKM noayyeHua sanucu B dopmate AA.MM.ITIT nnbo

B none «Limit» npon3soanTca HacTpoika obbema coobLLEHM, BbIBOOUMBIX HA CTpaHuuy. Ons
HaBMraLMm No CTPAHWLLAM UCNOJb3YIOTCA CTPE/IKM CTPaBa U CieBa OT NoJA.

Ana nepesoga 3Ha4yeHU Bcex d)VIl'IprOB B UCXOOHOE COCTOAHME HEO6XOAMMO BOCNO/1b30BaTbCA

KHOMKOM

Mepexon K HacTpolike oTobparkaemblx MONEN 3anucen XKypHasia NpPou3BOAMTCS KHOMKOM

(«O4yucmume punbmpel»).

(«M3meHum®b nonsa»):

96

ID — naeHTUdPUKATOpP 3anncK, otobparkaeTca Bceraa;
Monb3zosamerns (UHMepgelic) — UMA NONAb30BaATENA CUCTEMDI,
BbINO/NHMBLLETO AENCTBUE;

Adpec — IP-agpec nonb3osatens (MHTepdeiica), BbINONHMBLIETO
nencreue;

Jama — pata nonydyeHus 3anucu B popmate 44.MM.ITIT nnéo
A40.MM.TTIT Y4.MM;

Tun delicmeus — xapaKTepucTmKa (061acTb) BbINOAHAEMOrO
nencTemns;

®PyHKYUA — BbINONHAEMOEe aelicTBue (A06aBuTb, Y4aIUTb U
npoyee);

Umsa — nma ob6bekTa, Hag KOTOPbIM BbINOHAETCS AEeNCTBUE;
lMymb — nonHbIM NyTb K 06bEKTY B AepeBe 0ObEKTOB;

Tun —Tvn 06beKTa, HaL KOTOPbLIM BbINOAHAETCS AENCTBUE;
ZJlon. umA — yHuBepcanbHOE NoJie, KOTOPOE MOXKET COAEPKaTb
pa3nunyHble AAHHbIE;

Jlon. uHdeKc — yHMBepCanbHOE Nose, KOTOPOE MOXKET COAEPKaTb
pa3finyHble AaHHbIE;

Mapamemp — usmeHaemsIl napamemp;

Cmapoe 3Ha4eHuUe — 3Ha4YeHne napameTpa 40 U3MEHEHUS;
Hosoe 3Ha4eHue — 3HaYeHne napameTpa nociae U3MeHeHUs;
UHopmayus — nHpopmaLma o AeNCTBUN;

Cmamyc — cTaTyc BbinonHeHua aenctemna («OK» nam «Owmnbkar);
Pe3ysiemam — pe3ynbTaT BbINONHEHWUA AEACTBUS.

1D
MNonkzoeatent (MHTepdrenc)
Appec

Hara

Tun neicTenn
DYHKLMA

[1I%]

My

Tun

Ion. nua

Ion. nHaekc
Napamerp
Crapoe 3Ha4eHne
Hoeoe 3Havenne
MHIbopMaLWA
Craryc
Pesynktar

| BriDpark Bce H Mo ymon4axu |

| v TprHATE H # OTMeHnTs |

[na coxpaHeHWa M3MeHeHMI B Habope oTobparkaembix Moneil HeobXoAMMO HaxKaTb KHOMKY
«lpuHAMbL», ANA OTMEHbl — KHOMKY « OmMeHUMmMb ».

MoapobHoe onMcaHWe nNpoLecca 3KCNopTa 3anucei NpMeeaeHo B pasaesne 8.
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7.4.MEHIO «<KOH®UTYPALIUA»
KoHdurypmposaHue yctponcTea no npotokosny SNMP.
7.4.1. BKNAAOKA «FIRMWARE»

fOﬂwcaHue r MoHHTOPHHI ITKomlmrypaum r,HOCTYI'I ‘

Firmware

CFiT | [ 3] Ma3MeHHTL NonA | £ OBHOBHTL | *. PelakTMpoBaTh | 5 OGHoEnexwe N0
MopTe! UID ycTpoicTea 06paz NO Bepcua Cratyc
CLitelnet 1 1 2210 (13-Jul-2015 09:32:48)
L=l 1 2 2210 (30-Jun-2015 15:18:57) current (boot)
Sy
s
Q%. =

— UID ycmpolicmea — nopsaodkossiii Homep ycmpolicmea (8 cmeke);
— 06pa3 10 — Homep obpasa N0;

— Bepcusa —eepcusa 10;

— Cmamyc — cmamyc ucrnons3osaHusA 0.

Mo Ha)aTUO Ha KHOMKY «Pedakmuposame» 3anucb, BblaeneHHaa B Tabnuue, cTaHOBUTCA
[OCTyMNHa ANA peaakTMpoBaHuA.

-
G PepakTuposaine obbexra E |

‘ v TpUHATE || # OTMeHnTh |

Mo Ha)KaTUo Ha KHoNKy «O6HosseHue [10» BbIBOAUTCA AMANOr 3arpy3kM NPOrpammHoOro
obecneyeHuns.
r[;" 0buosnenne MO ycTpoiicTBa X |1

MNepenats kKoMaHay Ha obHoenenwe MO yerpoincTea 51487
IP yctpoicrea: 10.201.1.71

Onepaums MOKET 3AHATE HECKONBKD MUHYT.
Pe3ynbTat BbINONHEHNA P B BWOe Ha Bknagke CobbmuA.
Mocne y (] P PY3KM, ANA NPUMEHeHNA HOBOro MO HYXeH Nepesanyck YCTPONCTEE.

Twun ycrpoicrea : MES
TFTP cepeep : 10.201.1.1
DOwupekTopuA : station_images

Brifienute chain Mo.

] daiin Paamep Bepcua OnucaHue AT
1 mes2000-1140.ros 6156818 [1.1.40 Jarpyaka aina oneparopom [admin] fal...
2 mes3000-2538.105 6206716 |2.5.38 3Jarpyaka gaiina oneparopom [admin) fal...

v MpUHATL || # OTMeHnTL
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7.4.2. BKNAAKA «VLAN»

Bo BK/agKe ocyuwiecteasetca KoHpurypmposaHme VLAN Ha ycTpoincTse.

(Dnucauue rMOHHTODHHF r Kondowrypauwa rﬂocwn |

Firmware
VLAN
MopTe!

,?‘ ,T‘ Texkyuwwi VLAN: 1

CLltelnet
CLUssh

Name - Pexum
=2 te1/0i1 - ACCESS
te1/0i2 - ACCESS
te1/0i3 - ACCESS
te1/0i4 - ACCESS
te1/0i5 - ACCESS
te1/0i6 - ACCESS
te1/0/7 - ACCESS
te1/0i8 - ACCESS
te1/0/9 - ACCESS
te1/0i10 - ACCESS
te1/0i11 - ACCESS
te1/0i12 - ACCESS
te1/0i13 - ACCESS
te1/0i14 - ACCESS

te1/0i15 - ACCESS

todiNdE _ACCEEE

defaultvlan
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged
Untagged

Untagged

AT

OcobeHHocTU KoHOUTrypupoBaHusa VLAN:

— ec/In NopT KOMMYTAaTopa HaxoauTca B penmme Access - OH He MOKeT 6biTb TerMpoBaHHbIM U
NPUHagNEXUT TONbKO K oaHoit VLAN (3agaetcA ¢ nomouwbio napametpa PVID BKnagku
"KoHourypauus noptos").

—  eCc/M NopT KOMMYTATopa HaxoauTca B pexume Trunk - OH MOXKET ABNATbCS HETErmpoBaHHbLIM
Tonbko ana ogHon VLAN (3apaetcsa nomouibio napametpa PVID BKknagku "KoHdurypaums
noprtos").

—  eC/M NOPT HaxoguTcs B perkmme Customer, To OH NpUHaZNEXUT ToNAbKo oaHon VLAN (3agaeTca ¢
nomolubio napametpa PVID Bknaaku «KoHgpuaypayua nopmos»).

Ons pobasneHna Hosot VLAN HeobxoguMo HaKaTb KHOMKY
npasBuia TETMPOBAHMA A1A KaXK40ro NopTa yCTpoicTBa:
— Tagged — Bce naKkeTbl, OTNpaBAsemMble Yepes NoPTbl, NepesatoTcs C Terom;
— Untagged — Bce NakeTbl, OTNpaBasemble Yepes NopTbl, Nepeaatotca 6es Tera;
— Not member — faHHbIV NOPT HE BKAOYEH B rpynny.

, YKasatb Homep VLAN wu

[na pegakTMpoBaHMA MapamMeTpoB 3anmncy HeobxoaAMmo BblaenuTb Tpebyemblit VID B cnncke u

Y @

AnAa yaaneHna — KHOMKY

HaXaTb KHOMKY

KHonkon  «lpuHAMb»  BLINONHAETCA  COXPAaHEHME BBEAEHHbIX MapaMeTpoB,  KHOMKOM
«OmMmeHUMb» - OTMEHa BBeZleHHbIX NapameTpos.

O6HoBNeHMe nepeyHs CKoHOUrypupoBaHHbIX VLAN nNpoMcxoguT Mo HaxKaTUO KHOMKM e
(«Mepeyumams criucok VLAN»), obHOBNeHMe napameTpoB Ana Tekyulerr VLAN — no KHonke |

(«O6HO8UMb Napamempsol VLAN»).
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BKNAAKA «NOPTbI»

Bo BK/iagKe OCYLECTBAAETCA MPOCMOTP M pPeaakTMpoBaHWe pexuma paboTbl NOPTOB Ha

o
yCcTpoucTBe.
{ Onucanme | Monnropwr | Koudurypaums | Hoctyn |
:,'[RN = ‘EI Wamexnts nons | £ OBHoBMTL | *\. PepaxmnpoBars
Toprl [ Tun A Pexam | fynnexc | Asrocor PVID « | Tekymee cocronsue | Ckopocts | A MAC-address
Cliftelnet 101 1GFiber  |Up ACCESS [FULL  |DISABLED 1 Up 16 106 8 Fo 48820801 |*|
EEREEN] lte1/012 10G-Fiber  |Up ACCESS |FULL DISABLED 1 Down 106 106 |AB:F9:4B:92.08:02
e 11013 10G-Fiber  |Up AccEss [FULL  |pisaBLED 1 Down 106 106 ABFO 48:92.08:03
e /04, 10G-Fiber  |Up lACCESS [FULL  |DISaBLED 1 Down 108 106 |AB:Fo:4B:02.08:04
tei0ss 10G-Fiber  |Up sccess UL  |pisaBLED 1 Down 108 106 haFe4m9zoB0s |
1106 10GFiber  |Up lAcCESS [FULL  |pisaBLED 1 Down 106 106 |a8:Fo-48:92.08:08
107 10G-Fiber  |Up sccess [FULL  |pisaBLED 1 Down 106 106 ASFO48:92.08:07
e /08 10G-Fiber  |Up ACCESS [FULL  |DISABLED 1 Down 106 106 lhaFo4p:0208:08
lte110/9 10G-Fiber  |Up AccEss [FULL  |pisaBLED 1 Down 106 106 ABFO 48:92.08:00
tero10 10G-Fiber  |Up lAcCESS [FULL  |DIs#BLED 1 Down 106 106 lheFo4Be20B0A | |
1011 10G-Fiber  |Up sccess UL  |pisaBLED 1 Down 108 106 lA8:Fo:4B:92.08:08
te1012 10GFiber  |Up lAcCESS [FULL  |pisaBLED 1 Down 106 106 l8:Fo-4B:8208:0C
le110113 1G-Fiber  |Up sccess [FULL  |pisaBLED 1 Up 16 106 A8F9 48:92.08:00
lte /014 1GFiber  |Up ACCESS [FULL  |DISABLED 1 Up 16 106 lh8:Fo 4m:02 0808
e 110115 10G-Fiber  |Up AccEss [FULL  |pisaBLED 1 Down 106 106 ABFO 48:92 0B:0F
te1016 10G-Fiber  |Up lAcCESS [FULL  |DIs#BLED 1 Down 106 106 lA8:Fo:48:92.08:10
te10117 10G-Fiber  |Up sccess UL  |pisaBLED 1 Down 108 106 |A8:Fo:4B:9208:11
lte110118 10GFiber  |Up lAcCESS [FULL  |pisaBLED 1 Down 106 106 l8Fo48:0208:12
lte110119 10G-Fiber  |Up sccess [FULL  |pisaBLED 1 Down 106 106 A8FO48:9208:13
e /020 10G-Fiber  |Up ACCESS [FULL  |DISABLED 1 Down 106 106 A8 Fo4p0208:14
e 11021 10G-Fiber  |Up access Ful  [oisamLep 1 Down 106 106 ABF948:0208:15 [<]
—  WmA —HOoMmep NopTa;

OnucaHue — TEKCTOBOE OMUCaHMUE;

Tun —Tvn NopTa;

AOMUHUCMPAMUBHOE COCMOSAHUE — aAMUHUCTPATUBHbIN CTATyC NopTa;
Pexcum — pexknum paboTbl nopTa:

access — wHTepdenc gocTyna — HeTerMpoBaHHbIN UHTepdeinc ana ogHom
VLAN;

trunk — wHTepdeiic, NpPUHUMAIOWMIA TONbKO TErMpoBaHHbIN Tpaduk, 3a
ucknoyeHnem ogHol VLAN (Native VLAN), KoTopas MoeT 6bITb Ha3HayeHa B
none PVID;

general — wHTepdeinc ¢ nonHon noppep:kkoi 802.1q, NPUHUMAET Kak
TErMPOBaHHbIN, TaK M HeTermpoBaHHbI Tpaduk. MNone PVID B gaHHOM ciyyae
paboTaeT Kak meTka VLAN, KoTopas gobasnsetcs HeTerMpoBaHHOMY MaKeTy
Nno YMO/IYaHuIo;

customer (0na MES2024) — 802.1 Q-in-Q wuHTepdeitc, none PVID 3agmaer
METKY, KOTOpYylo [JaHHbli  uHTepdeic pobaBnser K  nakety (Kak
TErMpoBaHHOMY, TaK U HETETMPOBAHHOMY);

Aynnekc — pexkum gynnekca (full — nonHbin aynnekc, half — nonyaynnekc);
AemocoenacosaHue — CTaTyC aBTOCOIAacoBaHWA (negotiation) gns ckopoctu u
AynjeKkca Ha HacTpauBaemoM UHTepodelice.

PVD;

Tekyuwjee cocmosAHue — TeKYLWMIA CTaTyC NopTa;

CKopocmb — peasibHasi CKOPOCTb NOPTa;

AOMUHUCMPaMUBHASA CKOPOCMb — 3aABNIEHHAA CKOPOCTb NOPTa;
MAC-address — dpusmnyeckmin agpec nopra.

O6HoBAEHME MHDOPMALMM NPOUCXOANT NO HAXKATMIO Ha KHOMKY «O6HOBUMb Y.
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7.4.4.

BKNAOKW «CLI/TELNET», «CLI/SSH»

Bo BKnagke «CLI/telnet» 3mynupyetrca TepmUHanbHasA Mporpamma Aaa MOAKNOYEHUA Mo
npotokony Telnet, B meHto «CLI/ssh» - Ansa nogxAt0HeHUs Mo NPoToKoay SSH.

(ancauue rl.l'louwropuur rl(ouchwrypauwﬂ f,ﬂocwn ‘

Firmware

VLAN

7 MepenoaknuNTLCA

& Logout|

Moptsi

CLlitelnet

CLiissh

[User Name:

[ 1»

7.4.5.

MEHIO «CTATUCTUKA RRD»

MeHto npegHasHaYeHo AN HAacTPOWKK cbopa CTaTUCTUKM 3arpy*KeHHOCTU CETEBOro MHTepdeiica.
BbiBOA, ocylecTseTca B popmaTe rpaduka/Tabamupbl.

LuKknuueckas 6a3a gaHHbix (aHrn. Round-robin Database, RRD) — 6a3a gaHHbIX, 06 bEM XpaHUMbIX
OaHHbIX KOTOPOI He MeHsieTcs co BpeMeHeMm. MOCKONbKY KONMYECTBO 3anMcei NOCTOSHHO, B npoLiecce
COXpaHeHUA [aHHbIX OHW MCMO/Mb3YIOTCA LMKAMYecKU. KaKk npaBuao, UCNONb3yeTcA A1A XpaHeHus
MHbOPMaLMK, KOTopaa Nepe3anmcbiBaeTCa Yepes paBHble NHTEPBA bl BpEMEHM.

[ Onncarme | Crncok ONT | Mownropusr | Kowpurypauwm | MO ONT | Cramactika RRD | Hoctyn |

:Jl\ln-'i |x|E|H3MeHHTbI’IOnH|

Monk3oBarens

Bpems ctapra

Rrd chain

YCTpoicTEo

NMapawmetp

Tun cHeT4YnKa

Vic

02.08.2014 09:26:59

IrrdiVic_EMSIFvic/LTP-8X-
192.168.199.141/DiskFre
eSpace_1404787035109

EMS.Fvic.LTP-8X-192.168
199141

EMS/Fvic/LTP-BX-192.168.
199.141/DiskFreeSpace

ADCONKTHOE 3HAYeHNe

Vic

02.08.2014 09:36:50

rrdiVic_EMSIFvic/LTP-8X-
192.168.199.141/RamFre
e_1404787026390

EMS.Fvic.LTP-8X-192.168
199,141

EMS/Fvic/LTP-BX-192.168.
199.141/RamFree

ADCONKTHOE 3HAUEHWE

3agaun ans MoHMTOpUHra aobasnaoTca B pasgene «MoHUmMopuHa» BO BKnaake «Obwue».

I'Iapameprl, AOCTynHble ANA MOHUTOPUHIA, OTMEYeHbI KHOMKOWM

cnpasa OT NoaA BBOAA. Mo

HaXaTUO Ha AaHHYKO KHOMKY OTKpbIBAe€TCA Auanor I,CI,O6aB}'IeHl/1FI 3a4a4un nmbo ocyuwiecrenAaeTca

nepexoa, K 3anncu C CyLLecTByIoLel 3aaaden.

Pep,aKTVIpOBaHMG 3a43a4U Ha c60p AaHHbIX OCYLLECTBNAETCA MO HAXKATUKO Ha KHOMKY
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® 3anaua wonnTopunra napamerpa i
Nonksosarent admin
YerpoiicTee EMS.Fic.LTP-8X-192.168.199.141
Vun exnagkm Mowuropuur
Inauenne wiaenca
Mun napaverpa EMSFuic/LTP-EX-192.168.199.141/DiskFree Space
oD 1.3.6.1.4.1.35265.1.22.1.10.1.0
Tun napauetpa INT
fp— |.ﬂ6r.nr|mne [ren— | - ‘
Mepuon onpoca [cex) |3UU | G PeakTupoBaTh war onpoca ‘300
[n coBmuit Kaxgeie N ceryHa o
Onucanme cobemma event description Kamamie N iy ,5—
Npuopurer |MMOR | ‘
Kaxaeie N uacos 0
MaKohuankHoe shasenie (double} 10.0
| ' TIPMHATE | ‘ ¥ OTMEHHTE | | " MNpuHATE | | # OTMeHHTs

[nAa pefakTMpoBaHWe AOCTYMHbI Cleaylolme napameTpbl:

[daHHble, cobpaHHble 3a4a4eli, 0TO6paKatoTCA NO HAXKATMIO HA KHOMKY

® Crammcrnka napametpos

Mpatwmk | Tabnwua

Tun OaHHbIX — BbIOOP TUMA COXpPaHEeHUA AaHHbIX: abCoMOTHOE 3HayeHue WU
NPUPOCT (pasHMLA MeXKay 3HaYeHUAMM);

Mepuod onpoca (cek) — ycTaHOBKa nepuoga onpoca B cekyHaax. MNpu AocTaToyHo
6onbWKNX BeNMYMHaxX onpoca yAobHO WCNo/b30BaTb AOMOAHUTENBHOE MEHIO
pPenaKTUPOBAHMA, AOCTYMHOE MO HAXKATMIO HA KHOMKY CNpaBa OT 3anO/IHAEMOro
nosns, 34ecb BO3MOMHO BbICTAaBUTb MEPUOL B 4Yacax, MWUHYTaX M CEKyHAAX,
Hanpumep, Kaxable 1yac 30 muHyT (0 cekyHA), Kaxkable 2 Yaca (0 muHyT, O cekyHA),
Kaxkgple 2 MuHyTbl 30 CeKkyHA, MpW 3TOM B OCHOBHOM MoJjie 3HavyeHue byaet
ABTOMATMYECKMN MNEPECYUTAHO B CEKYHAbI;

MpumeHAMb 2eHepayuo MoAb308aMeNbCKUX cobbimuli — NpU YCTAHOBJAEHHOM
dnare A4NA HaCTPOWKM JOCTYMHbI Ciedytowme napameTpbl:

—  OnucaHue cobbimus — NPOM3BO/IbHOE TEKCTOBOE OMNMUCaHUE;
—  [Mpuopumem — BbiGOp NpuopuTeTa cobbLITUA U3 BbINAAAIOLLENO CMINCKA;

—  MakcumaneHoe  3HauyeHue  (double) —  MmakcMmanbHOe — 3HauyeHue
OTC/Ie}KMBAEMOrO  MapameTpa, MNpW  MpeBbllleHUM KoToporo  byaer
CreHepMpoBaHO NO/b30BaTe/IbCKoe CObbITUE 334aHHOr0 NpMopUTeTa.

s

Vic/EMS.Fvic.LTP-8X-192.168.199.141

CEofiogHoe WECTo HE OMcKE, ...

15:40 15: 50 16: 00 16: 18 16:20 16:28 16:48

D oiskFreeSpace MakcumanbHoe: 1 781  MaHMmanwHoe: 1 758 CpepHee: 1 765,09 Tekyue

EMS/Fvic/LTP-8¥-192.168,199, 141 /DiskFreeSpace

16: 50 17: 00 17: 18 1720 17:20

Brey W92 b 314 15:36:08 no 12.08.2014 17:36:08

o o] Licomen] =rtm pormle]  memee e [l e =
‘ | (. OBHOBMTL || 8 3akpeme |

B rpaduKe HarnagHO OTOGpaXKaeTcs 3aBUCMMOCTb M3MEPSEMOro napameTpa OT BpemeHu. Bug
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rpaduka (anarpamma WAW NUHENHBbIN), BWA [AaHHbIX (CcpeaHee WM MaKCMManbHOE), a TaKkKe
BbIBOAUMbI BPeMeHHOM AMana3oH (OT nociegHMX ABYX 4YacoB A0 HeAeAu) BO3MOMKHO HacTPOWUTb B
COOTBETCTBYIOLLMX BbIMNaAaoWmMX NONAX Nog, rpaduKom.

B Ta6m4u,e YKa3blBaOTCA 3HAYEHUA U3IMEPAEMOro NapameTpa 414 KaxX4oro MOMeEHTa BpeEMEHU B
COOTBETCTBUU C Nepnoaom onpoca.

BO3MOKHO COXPaHUTb NONYYEHHbIM rpaduK B Ppalin, BbIBPAB ero paclMpeHme U HaxKaB KHOMKY
«CoxpaHuUmb».

PacwupeHus, goctynHble ana coxpaHeHus daina:
—Bmp;

—Gif;

—Jpeg;

Ob6HoBNEHME UHPOPMALMM MPOUCXOAMT MO HAXKATUIO HA KHOMKY « O6HOBUMb».

7.45.1. HACTPOMKA TAB/1ULIbl CTATUCTUKU RRD

Mpu NomMoLM KHOMKKN «M3MeHUMb noss» Npou3BoAMTCA Nepexos K HacTpolike Habopa nosen
Tabnmubl COBLITUM, BbIBOAMMOW Ha 3KPaH.
‘f @ H3MeHHT b 0TOBpamaeMble nomlx |

Monkzoearent

MepeyeHb noneit ana otobpaxkeHus:

—  [lonb3osamerns — le,eHTVId)VIKaTOp 3anucu, Bpewms cTapra

— Bpema cmapma — pata co3gaHua 3anucuy; War

— llaz — npropuTeT npounsoLueaLero cobbiTus; AT
[v] ¥eTpoiicTeo

—  Rrd ¢patin — nyTb K daiiny, B KOTOPbIN COBMPAETCA CTATUCTUKA; | o) napaer

—  Ycmpolicmeo — vima yCTPOMCTBO, A8 KOTOPOro COBMPAETCA | ] Tun cueruka

— [lMapamemp — oTCNEKMBAEMbIN NapameTp; |
—  Tun cyemyuka — abCONOTHOE 3HAYEHME UW MPUPOCT.

" TpUHATL | | # OtmenuTs
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7.4.6. MEHIO «40CTYM»

BKnagKa coaep’KMT OCHOBHbIE MapameTpbl A58 o6MeHa mexay ycTponctsom u EMS. Mpu HaxkaTum
Ha KHOMKY «Pedakmuposams» OHW JOCTYMNHbl ANA pefakTUpoBaHuA. B 4aHHOW BKNagKe Bce NapameTpbl
ABNAIOTCA pefaKTUpyembiMu.

Ona nonyyeHuMsa pocTyna K YCTPOMCTBY OCHOBHbIMU ABAAKOTCA napameTpbl: Read

V Community, Write Community. [aHHble HacTPOMKM Heob6XoA4MUMO cornacosaTtb ¢

' AAMMUHUCTPATOPOM CeTU WA NpeaBapuTeNbHO YTOUYHUTb B KOHOUrypauMOHHOM
daiine SNMP areHra.

(Dnucauwe rl.nouwropwur rlcouttmrypaum r,uocwn ‘

| [ OBHOBWTE | | N Pe,qﬂKTprBﬁTb|

Onucanwe HeT

IP agpec 192.168.16.142
SNMP nopt 161

SNMP tpaHcnopt UDP

File transport IE
Taimayr oBmeHa, Mc 60000

Read community / User v3 public

Write community / Password v3 private

Bepcur SHMP IE
Perncrpaums Tpanos Accept

Mepuog onpoca yctpoictaa (ICMP, SNMP), ¢ 60
BeiBegeHo 13 oDCnyXNBaHA (|
Telnet/S SH login

Telnet/S SH password

Web login

Web password

MAC address

OnucaHue — Npoun3BO/IbHOE ONNCAHUE;

IP-adpec — IP-agpec ycTponcTBa;

SNMP rnopm — Homep IP-nopTa B ycTpoicTee Ana obmeHa no SNMP;

SNMP mpaHcnopm — BbI6Op NPOTOKOAA TPAHCMNOPTHOIO YPOBHS, MUCNO/b3YEMOro A1 06MeHa no
SNMP:

— UDP — ncnonb3osatb Tonbko UDP-npoTokon;
— TCP — ncnonb3oBatb ToNbKo TCP-npoToKoN;
—  File transport — BbiIbOp NPOTOKOANA, MCNOAb3yemoro ansa ¢painnoBoro obmeHa mexay yCTPOMCTBOM
N CepBepom;
— Tatimaym obmeHa, mc — TanMayT 0bmeHa C yCTPOCTBOM;

He pekomeHayeTcA yKasbliBaTb 3HaueHUe TailmayTta obmeHa meHee 5000 mc.

-

Read Community/User v3 — naponb gna Aoctyna K yteHuio, ana SNMP v3 — noruH nons3osartens;
Write Community/Password v3 — naponb ana poctyna K 3anucu, ana SNMP v3 — naposnb
nosab3oBaTens;

Bepcusa SNMP — Bepcus npotokona SNMP (noagep»xusaroTtcsa Bepcum v2c, v3);

— Peazucmpayua mparnos — pexum peructpaumm Tpanos:

- Accept— cuctema pernctpupyeT Tpanbl, MPUHATbIE OT YCTPOMCTB;
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- Block — cuctema He perucTpupyeT n He oTobparkaet Tpanbl;
Mepuod onpoca ycmpolicmea (ICMP, SNMP), ¢ — nHTepBan Nepnoamnyeckoro onpoca ycTpoicTea
no npotokony ICMP n SNMP;
BoligedeHo U3 06CAy#UBAHUA — NPWU YCTAHOBAEHHOM ¢nare aBTOMATUYECKMM Cay*Kb6am
(MOHMTOpam) 3anpeLLeHo NPOU3BOAUTb AEUCTBUA C OOBEKTOM (ONPOC AOCTYMHOCTW, BbIFPy3Ka

KOHOUrypaumm u T.4.);

— Telnet/SSH login — ycTaHoBKa fiorMHa A4 A0CTyna no npotokonam Telnet/SSH;

— Telnet/SSH password— yctaHOBKa Napons Ans Aoctyna no npotokonam Telnet/SSH;

—  MWUcnons3osame sHewHuli ACS — ycTaHOBKA ¢nara oteeyvaeT 3a paboTy yCTPOMCTBa C BHELWHUM
ACS-cepsepom;

—  Web login — nma nonb3oBatens ana goctyna kK Web-koHdurypaTtopy ycTpoiicTsea;

—  Web password — naponb nonb3osaTens gnsa goctyna Kk Web-koHdurypaTtopy ycTpoincTsa;

— Mac address (0as ESR, MES5148, MES5248) — MAC-agpec ycTpoiicTBa (ana yaobcrsa noucka no
MAC-aapecy).

OTMEHUTb NN COXPAHUTb M3MEHEHHbIE MAapamMeTpbl BO3MOXHO, HaXaB COOTBETCTBYIOLME KHOMKMK
— «OmmeHUMb» nnn «CoxpaHume».,

O6HoBAEHME UHPOPMALMM BO BKAAAKE NPOUCXOAMT NO HAXKaTUIO Ha KHOMKY « O6HOBUMb ».

7.5./PYNNOBbIE ONEPALMWN ANA YCTPOMUCTB B Y3/IE

Ona  ycTponctB, 0ObEAMHEHHbIX B OAHOM Yy3/le, CYLLECTBYET BO3MOMHOCTb TPYynnoBOro
pefaKTUPOBaHUA HEKOTOPbIX MapamMeTpoB. [aHHble onepauMu OCYLEecTBAAOTCA BO BKAagke «CrucoK
ycmpolicme» ans BblIbpaHHOTo y3na.

AKTiBHbIe aBapun || Crncok yoTpoicta | floctym |

[pynnoBkie onepauni

Syslog mpmesnmor
OBwomnemie 0O

Nepron ompoca (ping)
Bumeneso ma obcaywmasmmx

SHMP-criesapmit

Sxcmopr ceommofl MEpopuamn: o6 yorpolicTee

te [on— || [moeec ] | == | —-

‘ Serial

H-soroll [] |3anucei: 12

‘E’ll & | & Oéuosmbl § 3kcnopr

A Hun Appec Tun MAC Mogmn Cepinai Houep.

B patore (cyTkirs.

Bepcis N0

‘CocTonune

mu36(3124) 10.201.1.200|MES 3124 ES02001522

100:09:53:59

25421

Lankeie nonyuers & 11.00 04.12.2015

R21L(2124) 172.16.122.3|MES 2124 ES07006515

55.23:36:42

1.1.38

OaHHble nonyyeHs! B 11:00 04.12.2015

R21R 172 16.122 4 MES 2124

mu47 10.0.208 47|MES 3124

Steck1(LinuxMes) 172.16.130.10|MES3000L ES02001187

73:18:10:19

12421437341

[axHbie nonyyexs 8 11:00 04 12.2015

Steck2 172.16.130.11|MES3000L

mu3 10.0.208.3|MES 3124

mu16 10.0.208.16|MES 3124

5148 10.201.1.71MES 5148 ES05000047

00:20:49:20

2.2.10

[OaHHble nomyyes! 8 11:00 04.12.2015

5248 10.201.1.70|MES 5248 ES16000040

08:00:28:12

2210

[ManHbie nonyyexs 8 11:00 04 12.2015

ESR200 102011 72|ESR 1000 nfa

ESR1000 192168 16 142|[ESR 1000 nla

24:18:00:51

10775

[MakxHbie nonyyexsl 8 11:00 04 12.2015

BoINonHnTL

ESR-2, MES-8, MES3000L-2

B npaBoi 4yactu B Tabauue oTobparkaloTcA BCce YCTPOMCTBA, A06aBAeHHble B AaHHbIN y3en, U
MHPopMauma 06 MX COCTOAHNK. B NeBOM YaCTU PACMONOKEH CMMCOK BO3MOMKHbIX FPYNMOBbIX Onepauuii.
[na HasHa4yeHMs BbIAENUTb CTPOKM C TpebyembiMM yCTpoMcTBaMM B Tabnuue, BbibpaTb onepauumio u3

CMUCKa N HaXaTb KHOMKY

* BhINONMHHTE

OTKpOETCFI Ananor HasHa4vyeHuA

napameTpos rpynnosoﬁ onepauun, HEO6XO,CI,MMO 3a4aTb Tp66YEMbIe 3Ha4YeHMA U HaXXaTb KHOMKY

«[TpuHAMb .

Cnu1COK rpynnosbiX onepaumii

— Syslog npuémHuKu — HacTpolika IP-aapecoB Ans oTnpaBKy coobLieHnn No npoTtoKkony Syslog;

— O6HosneHue 0 — co3aaHue nakeTHon 3ag4aun Ha obHosneHMe MO OAHOTUMNHbLIX BblAe/eHHbIX
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YCTPOICTB;

— [epuod onpoca (ping) — rpynnoBas HacTpoOMKa NapameTpa «nepuog onpoca yctporictea (ICMP,
SNMP)» B napameTpax 40CTyna YCTPOMCTB;

— BbigedeHo U3 o06caymusaHuUs — TPynnoBas HAcTpolhKa napameTpa «BbieedeHo u3
06cAyHUBAHUA» B MAapameTpax AOCTYNa YCTPOWCTB;

— SNMP-cueHapuli — npyumeHnTb SNMP-cueHapuit 4na BbIGPAHHbIX YCTPOMCTB;
— [lepe3azpy3ums ycmpolicmeo — nepes3arpysntb BCe YCTPOMCTBA U3 BbIDPAHHOIO CMUCKa;

— 3Kcriopm c800HOU UHGpopmayuu obycmpolicmee — BbIrpy3ka cBogHOW MWHPopmaumm o6
ycTponcTBax B paia Ha cepBepe C BO3MOXKHOCTbIO MOC/IeAYIOLLErO CKAYMBaHUA.

8 3KCMNOPT 3ANMUCEN

B nporpamme BO3MOXKHO 3KCNOPTUPOBAHME CTaTUCTUUYECKUX AaHHbIX U3 Ta6!1l/1Ll| Ha MK onepartopa.

[na KonupoBaHWA 3anuceil HeOBXoaMMO BbIAENUTb Tpebyemble 3anmMcK, HaxaTb KHOMKY y
(«3Kkcriopm»), pacnonoKeHHY0 B MOJie HAcTpoeK, BblIbpaTb AUPEKTOPUIO A COXPAHEHUs 3anucel u
Ha*KaTb KHOMKY « COXpaHUMeo».

V 3anucu KypHana 6yayT coxpaHeHbl B popmare .csv

Mpn HeobXoAMMOCTM BblAENUTL BCE 3aMWCU B KYpPHa/le MOMKHO BOCMNO/Ab30BaTbCA KHOMKOWM
«Bbi0enume sce».
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9 AAMWHUCTPUPOBAHMUE. NMPABA WU MOJIb3OBATE/IN. HACTPOMKA PONEA U
NONb30OBATE/IEM

9.1. NPUHLMN PA3AENEHWA NMPAB NOJIb3OBATE/NEN

B Kauectse 6a30B0ro NpuHLUMNa pasgeneHna npas UCMONb3yeTcA MexaHu3m poseit. Poab — 310
NlorMyeckas CyLWHOCTb, KOTOpasa COAEPXUT B cebe cneayloline AaHHble:

— Uma ponu;
— TekcToBOE ONUCaHME;
— Bpemsa 6e3geiicTBusA (cek);
— CnncoK paspeléHHbIX 4eNCTBUI ¢ 06 beKTamMu:
— CNMCOK pa3speLLéHHbIX Y3/10B U 0OBEKTOB;
— MapameTpbl PperucTpaummn Ha aBapuu:
— WHbopmaymoHHble (Info);

— MpeaynpexaeHua (Warning);
— He BaxHble (Minor);

— BaxHble (Major);

— Kputnyeckue (Critical).

B cucteme npucyTcTByeT ogHa 6a3oBas posib aAMUHUCTPATOPa, KOTopasa HasbiBaeTca «SuperUser».
3Ty ponb 3anpeLleHo peaakTuposaTb. OHa aBTOMaTUYECKM MMEET BCe NpaBa Ha BCe 06beKTbI.

Bce npouve ponu HacTpauBaloTcA agMWHUCTPATOPOM, COMNACHO AO/IKHOCTHbIM 06s3aHHOCTAM
onepaTopoB U IOFMYECKOMN pa3buBKe NO YCTPOCTBAM MU TEPPUTOPUANBHOMY NPUHLMMY.

Monb3oBaTesib CUCTEMbI — 3TO JIOTMYECKan CYLLHOCTb, NpeAHa3HavYeHHan 414 aBTopu3aLmMm Bxoaa
B cuctemy. Kaxkaplh nonb3oBaTesib UMEET cieayroLmini Habop napameTpos:

- WNma;

— [laponb;

— OnucaHue;

—  Ponb;

— JlaTa OKOHYaHWA AeUCTBUA YYETHON 3anucy;

— Aapec aneKTPOHHOW NoYTbl;

— Mepecbinika cOOBLLEHM HA 31EKTPOHHYO NOYTY NOJIb30BATENS;
— bBbnokunposka;

— BkaoyeHne mMHOrononb30BaTeNbCKOro pexknMma.

Mpu co3paHMM HOBOrO Nosib3oBaTens o06sA3aTeslbHO 3anofiHeHVe Bcex nosei. Mma 1 naponb
TpebyloTcA O1a KaxkAoro BXxoZa B cucTemMy (aBTopusaumsa), poab onpeaenseT nepeyeHb paspelléHHbIX
OEeNCTBMIA, a [aTa OKOHYaHMS OEeWCTBMA YYETHOW 3anucu peryanpyet Bpemsa AeWCTBUA 3anucu m
npoBepseTcs NPy KaxaoW aBTopu3aumu.

9.2. HACTPOMKA POJIEMN

HacTpoiika poneit M nonb3osaTesnel A[OCTYMHA [ANA MO/Ab30BaTesel CUCTemMbl C NpaBamu
«Pedakmuposame npasa u poau». [obaBneHne v pesakTUpOBaHWE ponel MPOU3BOAUTCA MNYTEM
Bbi30Ba MNyHKTa MeHio «AdmuHucmpuposaHue/lipaea u nonvzoeamenu/Hacmpolika poneii
nosav3oeameseiin. Npu BbIbOpe 3TOTO MyHKTa MEHI0 MPOrpaMmma BblAACT AMANON, B KOTOPOM MOMKHO
pefaKTUpoBaTb Poan (Kpome cucTemMHbIx poneii «SuperUser» n «NorthBound»), a Takxe f06aBnaTb U
YyAaNATb PONU.
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E‘F Hactpoiika poneil nonb3oBatenel
CnucoK ponei EMS

MapameTpsl ==
Administrator - +

guest WmA ponu: SuperUser
fliNorthbound ;
Onucanue: role for super user =admin=
Operator
SuperUser Bpewmn GesneirctenA (cex): 0
PazpewéHHLIe 0eicTENA

‘ Pegaktupogate npuEMnerin | 0 mameHeHHA )

Perucrpaumns Ha aBapun
HudropmaunorHiie {Info)
NMpegynpexnexna (warning)
He BaHbie (Minor)

BaxHeie (Major)

Kpuruseckue (Critical)

d CoXpaHWUT b

x OTMEHUT L

EcTb BO3MOKHOCTb HaCTpOﬁKM BpeEMEHMN 6€3AeﬁCTBMﬂ Aana poan —3To BpemMmA B CEKYHAOAX, HAYNHAA
C nocnep,Heﬁ onepauuu, BbIMO/IHEHHOW NO/Ib30BaTeNEM C ﬂ,aHHOl‘/‘I PONblO, MO UCTEYEHUU KOTOPOro
ceccuAa 6y,EI,ET 3aBepLlieHa. ﬂ,flﬂ 3a4aHunA 6ecKkoHeyHoro BpemMeHU 6e3ﬂ,el‘;1CTBVIFI MCNONb3yeTCA 3Ha4YeHune
«0».

Onsa KarKaon ponn cylectByeT nepevyeHb paspelleHuii, KOTOpblA MOXHO U3MEHUTb, nepenasa B
MeHI0 «Pedakmuposams npusunezuu». [puBUAErMN CrpynnMpoBaHbl B pasgesibl MO OCHOBHbIM
moaynam. Bce genctBMAa No HAcTpPoiKe cucTeMbl ynpasnaeHus cobpaHbl B pasgene «system». Ons
Ka*KA0lM NPUBUAETMN eCTb BOSMOXHOCTb MPOCMOTPA PACNONOMKEHUA aKLMIA, BXOAALLUX B COCTAB AAHHOM

npusmaernm (KHomnka c/eBa OT NpUBUIErnn).

Q PeaKTHPOBAHKE NPHBANErHH ponK 'guest’.

ESR | MES | MES3000L | system sl

@ ¥npaeneuue EMS-annnerou

[] Hacrpoika poneit cucrens EMS

@ e it it EMS | |
(@] 1 o

HacTpoitka ugeToE agapui

HacTpoitka 2eykoEOH Cxeub!

vl m

[©] [©] [©] []

@ ¥runutel goctyna: telnet, ssh, web, ping
IE‘ D ¥npaenexue giainaud MO 1 kongurypaumi

@ [] PaGora ¢ dhaiinauu MO & pexuue 'cynepnonssoeatens’

] I I [*]

| " MpPUHATL H # OTMeHNTE H BeiDpaTe BCE H COpocuTe Boe |

B HacTpolike ponu B pasaene «Peaucmpayusa Ha aeapuu» YKasblBalOTCA YPOBHM aBapuii, KOTopble
HeobXoAMMO OTNPaBAATb MO/Ab30BaTEN0 C AAHHOW POAbIO, MOAMNUCAHHOMY Ha OTNPaBKY aBapuit Ha
nouty (E-mail).
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ONna KaXKpoin ponv, NOMUMO 3aKpeniéHHbIX 3a Hell NpaB, HeobXoAMMO TaKKe 33a4aTb M 0bnacTb
AencTBuA 3Tux npas. N8 pasrpaHMyeHWs no rpynnam O6BLEKTOB M Y3/10B MOMKHO MCMNO/b30BaTb
HacTPOWKY CMMCKa paspelleHHbiX 06beKToB Anbo gomeH. HacTpoiika npousBogutca B pasgene
«AdmuHucmpuposaHue/Hacmpolika cepsepa/CucmemHbie MOOyaAU» B MoZyne «system», MNapameTp
«Tun docmyna k ycmpolicmeam cucmemebi».

JomeHbl — BaXKHasA COCTaBAAKOLLAA APXUTEKTYPbl CUCTEMbBI. B 0bLem cmbic/ie OHWU cayXaT Aans
BblAe/IeHNA 06beKTOB B rpynmbl M YKa3aHUsA NPUHAANEKHOCTM FPYNN PasINYHbIX TUMOB 06BEKTOB APYr K
apyry. ToHATME paomeHa WepapxuyHo. BepxHMm ypoBHem pgomeHa nasasetca root. O6bekTbl,
coaepKalme TaKon AOMEH, MOryT B3aMMOAEMNCTBOBAaTb C JIOObIMM APYrMMU ObbEKTamu. YPOBHMU
[AOMEHOB OTAEeNeHbl APYr OT Apyra TOYKamu. BTopbim, TpeTbMm M T.A4. YPOBHAMWU AOMEHa ABAAOTCA
06bIYHblE TEKCTOBbIE MMeHa. Hanpumep, 41A NoAb30BaTe A C AOMEHOM «nsk.ru» 6yayT AOCTYyMHbI y3bl
C AomeHamun «eltex.nsk.ru», «iskra.nsk.ru» «modul.nsk.ru», a pana nonb3oBaTena Cc AOMEHOM
«eltex.nsk.ru» 6yaeT AOCTyNeH TONbKO y3e/, Yel AoMeH «eltex.nsk.ru».

Mpu paboTe ¢ NpaBamu AOCTyNa No AOMEHY HY)KHO 3aJaTb MMS AOMEHA B PO NOMb30OBaTenNs, a
TaKXe MPUCBOUTb YKasaHHbI AOMeH TpebyembiMm 06beKTam M y3am B JepeBe YCTPOMUCTB (MeHIo
«Ycmpolicmsa/Ceolicmea 06vekma»).

Mpw BbiBOpe TMMNa AOCTyna Monb3oBaTeneil No PONAM NPU PeaakTUPOBaHUM POAN HeobxoaAnmo
OTMETUTb dnarom «Paspewiums» COOTBETCTBYIOLLME Y3/bl B MPaBO YacTWM AManora HaCTPOMKU PoAMU.
Mpw paspelleHnn JOCTyNa K Y31y A1a AaHHON POsn MPOUCXOAMUT aBTOMaTMYECKoe paspelleHne Ha Bce
B/IOMKEHHbIE y3/1bl U 06BbEKTbI. N5 KOHOUTYPUPOBAHMA NMOTHOTO AOCTYNa K AepeBy HEObX0AMMO BblAaTh
paspelueHne Ha KopHeBol y3en «RootNode».

Mporpamma 3anoMWHaeT paHee BblAaHHble paspelleHUA, U OHW COXPAHAIOTCA NpuU

V «nornoweHun» 6osee BbICOKMMU y3namu. ITO HeO6XOAMMO MMeTb B BMAY NPU CHATUM
paspeweHuit. TakKe He0O6X04UMMO MMeTb B BMAY, YTO NPOrpamMmma He AacT y4a/iuTb POb,
€C/1I1 OHa Ha3HauyeHa xoTA 6bl 0gHOMY NoNb3oBaTeNio.

CnyxebHasa ponb Northbound (Northbound Interface, NBl — nogcuctema aBTomaTtusauum

V ynpaeneHus) He pegaktupyetca. OHa npegHasHaueHa Ana paboTbl nonb3oBaTesnei
northbound (yHuduumpoBaHHbii WEB-cepBUCHbI WHTepdelic Ana aBTOMaTU3aLUM
ynpasneHus aboHeHTCKMmu noptamu) u TL1 (Transaction Language 1, TL1 — wwupoKo
WUCNONb3yeMblA B TeIEKOMMYHUKaUUAX npotokon. Mo3sonser npousBoauUTb CTbIKOBKY C
6unnnMHroBo cuctemoil onepatopa, WUCNOAb3YSA OTKPbITbie CTaHAAPTU3MPOBAHHbIE
NPOTOKO/Ibl, YTO NO3BO/SIET aBTOMATU3UPOBATb TakKMe PYTUHHbIE onepauMm, Kak maccoBoe
OTK/NlOYEeHMe aBOHEeHTCKMX NOPTOB NPU HEOMNIAYEeHHO ycayre U nocaeaylowme BKAOYEHUA
no mepe onnatbl, a TaK¥Ke HasHauyeHue npoduneii). NogpobHee 06 ncnonbiosaHmum NBI
yKaszaHo B lpunoxeHue K pykoBoacTBy no 3Kcnayatauum Eltex.EMS «WMHcTpyKuma no
aBTOMaTUUYecKou KoHurypauum cepemncos Ha ONT uepes NBI TL1».

9.2.1. NEPEYEHb NPUBUNETNIA

MepeyeHb I'IpVIBVIﬂEFVIﬁ n nx onncaHme npmnBegeHo B Ta6nmu,e HWnXxe.
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HassaHue npusuneruu \ OnucaHue \ Pasgen
System
YnpasneHue EMS-annnetom JocCTyn K HacTpoiKe NpUIoKEeHUsA NoAb30BaTeNs, 5.1
NMYHKTbl MEHIO «Annaemy:
— aBTopu3aums [6aoKkuposKal;
—  [JaHHble ceccuu.
HacTpoWka ponei cuctembl EMS JocCTyn K HacTpoiKe posel nosb3oBaTtenel cucTemsl 9.2
EMS:
«AdmuHucmpuposarue/lpasa u nonsv3osamenu/
Hacmpolika poneli nons3osameneli»
HacTtpoiika nonb3oBaTeneit cuctemsl JocTyn K HacTponKe nosb3oBatesieit cuctembl EMS: 9.3
EMS «AdmuHucmpuposarue/lpasa u nonsv3osamenu/
Hacmpolika nons3osameneli cucmemol»
HacTpoiika usetoB aBapuii HacTpolika uBeToBOI CXeMbl CUCTEMDbI 10.1
HacTpoiika 3ByKOBOI CXeMbl HacTpolika 3ByKOBOM CXeMbl aBapuil CUCTEMbI 10.2
MpocmoTp cuctemol pesepBupoBaHua | NMpocmoTtp MHPopMaLMK, AOCTYNHOM B MEHIO 3.3.6
«UHpopmayusa/CocmosHue cucmemol
pe3epsuposaHua»
YnpasneHue pe3epBnpoBaHMEM BktoueHne/BbIK/IlOYEHE CEPBEPOB B MEHIO 3.3.6
cUcTEMBI «UHpopmayusa/CocmosHue cucmemol
pe3epsuposaHua»
Ytuautbl goctyna: telnet, ssh, web, HacTponku B meHIo «Annaemy: 6.3
ping —  HacCTpOWKa WabaoHOB 3anycKa yTUIuT;
—  COXpPaHWTb HAaCTPOWMKM annneTa;
—  BbIXOA.
JocTyn K MeHo «Ymuaumei» N KOHTEKCTHOMY MEHIO
(meHto NMKM Ha 06bekTe) «CucmemHblie ymuaumasi»
YnpasneHue parinamu MO un [ocTyn K 3arpyske u BbIrpy3ke KOHOUIypaLmii 12
KOHUrypaumi YCTPOICTB Ha cepBep, a TaKkKe ¢ cepeepa Ha MK
nonb3osaTtens.
HocTtyn K meHto «AdmuHucmpuposarue/l0
ycmpolicms/CmaHuyuorHoe 10, AboHeHmckoe 10»
Pabota c datnamm NO B pexkume HasHauyeHue painnallOB KauecTBe aKTyasibHOIo Npwu 12.1.1
‘cynepnonb3oBatens’ 3arpyske NO
HacTpoika moHuTOpOB JocTyn K NpoCMOTPY U HAaCTPOMKE MEHIO: 11.2
«AdmuHucmpuposaHue/Hacmpolika cepsepa/ 3adayu
110 pacnuUcaHuo (MOHUMOPLI)»
PepakTnpoBaHMe CUCTEMHbIX JocTyn K pefakTMpOBaHMIO CUCTEMHDBIX MOAYNEN, 11.3,
napametpos EMS. MOHUTOPUHT nepesanycky cepBepa U NPOCMOTPY CBEAEHUIN O 114,
KOMMOHEHTax CUCTeMbl 11.5
HacTtpoika npnéma SNMP tpanos JocTyn K HacTpoiiKke paboTtbl cnuctembl ¢ SNMP-Tpanamu | 11.1
OTnpaBKa yBegoMaeHNUN JocTyn K oTnpaBKe coobLeHMIA BCEM NOMb30BATENAM, 5.1
HaXO4ALWMMCA B CUCTEME B AaHHbI MOMEHT. MeHto
«UHgpopmayus/CucmemHblie yeedomsaeHus
rnone3zosameneli»
BbinonHeHMe KOMaHA Ha CTOPOHe PaspeluaeT nosyyeHme noros paboTbl akTUBHOrO EMS-
cepBepa M nosyyeHue pesynbraTta cepsepa
yepes HTTP-Tomcat
dobasneHwue, yaaneHue, JocTyn K onepaumam ¢ gepesom 06beKkToB. MeHio: 5.2,
nepemeLleHme yCTpPoICTB, «Ycmpolicmea» 6.1,
pefakTMpoBaHWe NapameTpoB PenaktnpoBaHue BKIaAKu «Jocmyn» 6.2
Jocrtyna. ABTONOWUCK «ABTOMATUYECKMIA MOUCK YCTPOMCTB B CETUY
MNepesarpyskKa PaspeluaeT nepesarpysky ycrponcts. MeHto 5.1
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«YnpasneHue»
YnpasneHue PP4X PaspewaeT noareepxaeHne cmeHbl MO Ha naaTax He
PP4X, nepesarpysKa MCcnonb3y
eTcA
CTaTUCTUKa OHNaNH «MoHumopuHe/OLT/Cmamucmuka online» (gna LTP, He
LTE), «MoHumopuHz/Cmamucmuka Slot- MUCNOoJb3y
port/Cmamucmuka oHAaliH» (ana PP4X) eTca
CoxpaHuTb/nepeunTaTtb JocTyn K coOXpaHeHMIO M NepeymnTbiBaHUIO 6.3
KOHpUTypaLuuto KOHPUrypaumm
KommuT ycTpolicts JocTyn K npumMeHEeHUI0 U3MEHEHUIN KOHPUTYpaLum 6.3
(MA4000)
O6HoBneHune MO Hoctyn K 06HoBNeHMIO MO CTaHUMOHHbIX YCTPOMCTB 6.3
(LTP, LTE)
HacTpoiika ceTeBbix napametpoB OLT | JocTyn K HacTporikam VLAN Ha BKNagKax He
«KoHgpuzypayus/VLAN» Mcnonb3y
eTcA
CVMHXPOHMU3aLMA YCTPOICTB Pa3spelwnTb BbINONHEHWE CUHXPOHMU3ALMM YCTPOMUCTB 5.1
OTobpakaTb U pefaKkTMpoBaThb Mpu HeycTaHOBAEHHOM dnare Naposb MackMpyeTca 9.3
naponu CUMBONAMM «*»
KypHan aencreunii nonb3osatenemn HocTtyn K meHo «MHpopmayua/HypHan delicmsuli 7.3.13
noss3osameneli»
PaboTa c cobbITUAMM NS KOPHSA HocTtyn K meHto «Cobbimusa» 3.2.6
Jepesa
Pa3sHble akumun PaspelwmnTb Ncnonb3oBaHMe CNyXReBbHbIX akUmit
NPUHYAUTENbHOWN 61OKMPOBKIK/Pa3bloOKMPOBKM
06bEeKTOB Ha cepBepe
PaboTa co cnMCKOM aCMHXPOHHbIX PaspeluaeT yaaneHue 3anmceit TONbKO AN1A CBOEro 4
3a4a4 nosb30BaTeNns u3 BKAagKu «3adayu»: «Yoanume
3a0a4u»
i e
ID ... = | HazeaHue 3apa4n Monk... | IP nonezoear..| lara crapra | Jlara zage...| Craryc Mpo|
1 PekonfurpaaMa 1 . (Julia  [192168.16.87 |2015-06-04 _|2015-06-04. | SaEEpWEHE §
: 2 OfHoenenme MO LT... [ulia 110“ p—
PaboTa co cnMCKOM aCMHXPOHHbIX PaspeltaeT npocmoTp 1 yaaneHue 3agay Bcex
33434 B peXKMMme Cynepnosb3oBaTena | nosb3oBaTesielt OT UMEHW CyNepnosib3oBaTens
ID.. ~| | 3anaym Monk... | IP n Jara crapra | Jlaia 3age... | Craryc Mporpecc| Cot
1 Pekonpurypauma 1 .. |Julia 192.168.16.87 [2015-06-04 ..|2015-06-04. | SAEEPLEHS 1. E
2 OfHoeneHne MO LT... |Julia 192.168.16.87 |2015-06-04 ..|2015-06-04... FPab
i & Ynanuts zanaun __'ti
| & Ynanus sanasn (or wmenn |
NHbopmaums o paboTe cepsepa JocTyn K npocmoTpy KpUTUYECKUX OLIMOOK,
[OCTynHas Bcem NoABMBLUMXCA NPU 3anyCcKe cepsepa
Annner Ycipoiictea YnpaBnenue OLT
@ || & Cunxponnsauma | € Monck ONT
PaboTa c BKnagkamum ‘AKTUBHble PaspelumnTb py4HOe 06HOBNEeHME NHPOPMALIUN Ha 7.3.1,
aBapun’ n ‘*KypHan cobbITuin’ BKNaake «MoHumopuHa/AKkmusHsle agapuu» u 734
«MoHumopuHza/*ypHan cobbimuii»
Pabota c Bknaakoit ‘"ypHan syslog’ PaspelumnTb py4yHoe 06HOBNEHME NHPOPMALIUN Ha 7.3.5
BKNnaake «MoHumopuHza/*ypHan syslog»
3KcnopT AaHHbIX B pa3Hble dopmaThbl PaspewunTb akcnopT Tabnuy, 8 dpaiin (.csv) Ha MK 3.2.8
nosb3oBartena
Pepaktop dainos .xml [JocTtyn K co3aaHuio/yaaneHunio/peaakTupoBaHnio, MNPUNO-
aKcnopTy/3arpyske dainos .xml, ucnonbsyembimm XML- | JEHUE B

pegakTopamu.
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Cnpaska Joctyn K npocmoTpy nHbopmaLmmn B meHto «Cripaska»: | 13
— O Mporpamme;
—  JINUEH3MOHHbIE OTPAHUYEHUS;
—  CMWUCOK U3MEHEHWN.
KoHdurypaums syslog [JocTyn K HacTpolike syslog yCTPOICTB, Ha BKAaAKe He
«KoHguzypayusa/KoHpuaypayus syslog». ncnonbsy
erca
UHnumnanmsauyma T4 He ucnonb3yerca
MES
Obwme JocTyn K MOHUTOPUHTY 06LWMX NnapameTpoB U pabotec | 7.3.2,
MO ycTpoucTaa. 7.4.1
MES3000L
MES3000L_GENERAL_GROUP | MoHUTOPUHT 06WyMX NapameTpos | 7.3.2
ESR

Mpusnnernu He BblaesieHbl

9.3. HACTPOMKA NO/Ib3OBATE/IEM CUCTEMDI

BxoZ4 B CMCTEMy OCYLLECTBAAETCA C YKa3aHMemM WMMeHM Y4YETHOM 3anucu nosb3oBaTens U ero
napons. Mocne naeHTMdMKaLUKM NOb30BaTENA BbIBOAUTCA ANANOT, COAEPKALLUIA CMMCOK PaspeLléHHbIX
[encTBuin 1 y3noB uau coobueHne o6 owmboyHom Bxoge. Paboma 8 cucmeme 6e3 peaucmpauyuu
Heso3MOoX(Ha. HacTpolika NpaB No/sb3oBaTesielt NPOU3BOANTCA aAMUHUCTPATOPOM cuctembl (admin) uam
OPYrYM Nosib30BaTesieM, KOTOPOMY AeNerMpoBaHbl COOTBETCTBYIOWME NpaBa.

@ MOpa PEJAKTHPOBAHMA CIIHCKA NOBI0BATEAEH

CnHcoK nonk3oBatenei Wms: admin

admin

avp Onucanne: admin

l::rthhound Pone: Superlser
Dara: 11-12-2099
E-mail:
Tpanb: He nepeckeinate Tpank Ha e-mail
Toru: He nepeckinate nork Ha e-mail

n JLLoBaBMTL Mpodnemsl ONT: He nepeceinate npofnewel ORT Ha e-mail
Multiuser:

| “\. PenakinpoBatb BnompoBka:  Mone30earent pasfinokupoead

8 a1

JobaBneHne u pepakTMpoBaHMe MO/b30BaTeNel NPOU3BOAUTCA NYTEM BbI30BA MYHKTAa MEHHO
«AdmuHucmpupoeaHue/lipasa u nonv3zoeamenu/Hacmpolika nonv3oeameneli cucmemor». Mpu
BblbOpe 3TOro MyHKTa MEHK Mporpamma BblAACT AMAfNor, B KOTOPOM MOXHO peaakTMpoBaTb
nonb3zosateneil. CUCTEMHbIA Nonb3oBaTe/lb C MMeHem «admin» He MoXeT O6biTb yaanéH uau
nepeMmMmeHoBaH. TakKe A5 Hero Henb3s NMOMEHATb AaTy OKOHYaHUA CPOKAa AENCTBUA MpaB U CMEHUTb
posib. s NpoYnx NoNb3oBaTesielt MOXKHO 334aBaTb C/ieayloLiMe napameTpsi:
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|. ﬁ PeaKkTnpoBaTh NONL30BATENA 7 |

Hus: a'v'p| |
Onwucanne: avp |
Ponk: | SuperUser | - |
Naponk: [] MamennTs
Moareepxaexme:

Dara: los-01-2020 |
E-mail: | |
MNepeckinars agapuy Ha Email: O

MepecLinarL apxue Noros Ha Email: [

77777 0

Bnokupoeka:

O
Pexum ‘multiuser: I:‘

| ' MpHATE H # OtmennTs |

—  MmAa — npounsBoabHOEe MmA 40 32 CUMBO/IOB;

— OnucaHue — NPOn3BOJIbHOE OnNMcaHue Ao 64 cMMBONOB;

— Posb — ponb, onpegenaowan npasa gocTyna;

— [laposb — Npon3BONbHbIN LNMPPOOBYKBEHHbIN Napob;

— lodmeepcdeHue — NOATBEPKAEHMNE NAPONS;

— Jama — pata OKOHYaHWA AeNCTBUA YYETHOM 3anucK nosib3osaTens;

—  E-mail — agpec aneKTpoHHOM NoYTbl 419 OTNPaBKU cO0bLEHMIN 06 aBapusx;

— Tpansl Ha e-mail — npu yctaHoBneHHOM dnare OTNPaBAATbL ABAPUMHbIE
CoObLIEHNA Ha YKa3aHHbIA aApec, MHaye — He OTnNpaBaAaTb (aKTuBauua U
HACTPOIKa cepBuMca oTNpaBKkM cooblueHunit Ha E-mail npoussoauTtca ana moayna
system, Ha BKnagke AdmuHucmpuposaHue/Hacmpolika cepsepa/CucmemHbie
MOoOynu);

— Apxus 710208 Ha e-mail — npn ycTaHoBNEHHOM diare OTNPaBAATb APXWUB NOTr-
$aiNoB Ha yKasaHHbIA agpec, MHaye — He OTNpaBAATb (NogpobHaa HacTpoiiKa
MOHUTOPa onncaHa B pasgene NpunoxeHue A. n.4 HacTpoiika MOHUTOPOB);

— briokuposka — npwu ycTtaHoBAeHHOM dnare cuctema 670KMpYeT BXon A4S
No/sIb30BaTeNEeN C TEKYLUMM UMEHEM;

— Multiuser -  pexum,  NO3BOAAKOWMINA  HECKOSIbKMM  MOJIb30BATENAM
aBTOPM30BaTbCA MOA OAHWM NIOTMHOM. B AaHHOM pexume AnA nonb3oBaTens
nponuceiBatoTcs gonyctumble IP-agpeca (MK GUI). OnAa yKasaHuMAa noaceTtu
agpecoB HeobxoAMMO  BOCMOJIb30BaTbCA CMMBOJIOM  «*»  (192.168.0.*
cooTBeTCcTBYeT ceTn aapecos 192.168.0.0/24). Agpeca pa3aenatotca npobenom
nnu 3anaTol. [lnanasoHbl a4pecoB yKasblBaloTcsa B popmarte: *.* * * yan A * * *
mnn A.B.*.* mnm A.B.C.*. Agpeca He BanuampytoTca. MaKcMmanbHbI pasmep
nona — 255 cumsonos. Ecav nonb3oBaTesb aBTOPM3YeTCA C OAHOMO U3
ponyctumbix IP-agpecos, To Naposb He 3anpallnBaeTca.

Pexum 'multiuser:

= § 192.168.16.%
Cnwcok

AOMYCTHMBIX
ip agpecoe

Mpu otcyTcTBMU Tabauubl 6a3bl JaHHbIX, OTBEYAlOWEN 32 CMUCKU afApPecoB, AAHHbIN peXum
CUUTaETCA BbIKAOUYEHHbIM.

’ Maponb He XpPaHUTCA B YUCTOM BUAE B CUCTEME, MOITOMY afMUHUCTPATOP CUCTEMbBI HE CMOXKET
€c006WUTb 3TY MHOPMaLHUIO.
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®nar «hzmeHumos» pagom c¢ nonem «[llaponb» npepHasHayeH ANA TOro, 4Tobbl 6bina
BO3MOXXHOCTb 3aHOBO 33a4aBaTb Naponu. B cnyyae ecnm Heob6xogMMo M3MEHUTb Naponb (Mau
3a4aTb ero B MNepBbld pas), HY)KHO BKAOUUTL ¢nar M 3anonHUTb nona «flapoab» wm
«lModmeepxcdeHue». NHaue Npyu U3MEHEeHUU NPOUMX NaPaMeTPOB, HO He aKTUBHOM ¢nare,
M3MeHeHue napons He npousBoauTca. OPyHKUMA peanusoBaHa ANA  TOro, uUTO6bLI
aAMUHUCTPATOP CUCTEMbl He BBOAMA NApo/ib NO/b30BaTeNa NPU NPOYMX U3MEHEHUAX ero
BaHHbIX. Mo ymonuaHuio gna yu4étHoM 3anucu «admin» - naponb NycToid.

Mocne OKOHYaHUA CPOKa AEﬁCTBMﬂ y‘-léTHOFI 3anucu nonb3oBarena cucrema 6HOKMPYET BXOopA C
3TUM MMeHeM. AAMUHUCTPATOP CUCTEMbI MOXKET NPoASAUTb Bpems AEVICTBMFI UWnn ypanntb

YYETHYIO 3anuUChb.
10 AAMUHUCTPUPOBAHME. NOBEAEHUE rPAGUYECKOIrO UHTEPGENCA

10.1. HACTPOWMKA LBETOBOW CXEMbI

HacTpoiika ocywecteaserca M3 MeHio «AdmuHucmpuposaHue/llosedeHue 2paguyeckozo

uHmepdgeiica/Hacmpoiika ysemoeoii cxemoi ».

®  Hacrpoiika LIBETOBO# raMMbl 363 PHil M CHCT EMHBIX COODLEHN X “

Hacrpoiika Alarm cooduerwii : | CLEAR | [nFO | [iARNNGH [minor | [WAJOR| [CRImcAL |

Hactpoiika syslog cooowerii: INDNNEIERGN [IGGNAERT) |IGGICRT WIGGIERRN | Lo warninG | [Loe_noTice | [LoG_inFo | [LoG_peBuG |

‘ " TIPUHATE || ® OTveHnTL || % Default |

Ha PUCYHKE NnpuBeaeHbl UBETa O/1A4 KaXK40ro Tuna aBapun, yCTaHOB/ZIEHHbIE MO YMO/TYaHUIO.

Ona cmeHbl LLBETOBOrO MapKepa aBapum HeobXOAMMO LENKHYTb KHOMKOM MbIWKM Ha
NPAMOYronbHUKe Tpebyemoro ypoBHA cCOOOLLEHMS, OTKPOETCA MEHI0 pefakTUpoBaHMA Aas
AaHHOro TMNa aBapuu.

I

[ Swatches | H

Bwibop usera ana [ LOG_EMERG ]

B HWMXHEM yYacTn Kaxkaow
BK/IQAKM  pacnosioxkeHa obnactb
npocmotpa  (Preview) —  ans
BM3Ya/NbHOM OLEHKM BbIOPAHHOTO
LLBETOBOIO peLUeHus.

Recent:

BKnadka Swatches
Swatches - nanuTpa
Preview
06pa3L"OB' 3'”'er BO3MOXHO a - [l Sample Text Sample Text
BblOpaTb OAWH W3 rOTOBbIX LBETOB, . - .—
Sample Text Sample Text

npeacrtaBaeHHbIX B NaanTpe.

| 0K || Cancel || Reset |

Bknaoku HSV u HSL

Lisemosas mooens HSV(HSB) n HSL- oTTeHOK (TOH), HacbIWEHHOCTb, APKOCTb (ansg HSL —
YPOBEeHb cBeTa).

Tunel nanump:
— Hue — uBeTtoBoW1 TOH. Bapbupyetca B npeaenax 0—360.

— Saturation — HacbllWeHHOCTb. BapbupyeTca B npegenax 0—100. Yem 6onblie sToT
napameTp, TEM «uuLLe» LBET, YeM BanKe K Hynto, Tem BanXKe UBeT K HerTpasbHOMY
cepomy.

— Lightness— apkocTb (ypoBeHb cBeTa). Bapbupyetca B npegenax 0—100.
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— Value —3HaueHue ugeTa. Bapbupyetca B npegenax 0—100.
— Transparency — npo3payvyHoOCTb. Bapbupyetca 8 npegenax 0—100.

enaembih UBET MOXHO MO/Y4YMTb, NepeaBuras MNON3YHKKU, BbICTaBASAA onpeneneHHble
3HaYeHMs B NOASX UM YCTAHOBMB KypCop B 3aZaHHY0 061acTb LBETOBOMO MOAS.

& Buibop usera mn[ LOG_EMERG ] E‘ { n...sop usera gna [ LOG_EMERG ] [
HsL [RGB [ cmvk [ Swatches | HSV | HSL | RGB | CMYK |
@ Hue o -————" El @ Hue o t-——— El
O saturation )| 100] O saturaion  =————==U)[ 100
) Value IZQ mUE () Lightness .:j: E|
oo o
Preview Preview
4] - W Sample Text Sample Text . O Bl m samet e sample Text .
. . . Sample Text Sample Text . u . Sample Text Sample Text
Lo ][ comenr ][ sosm ]

Bknadka RGB

Llsemosas modens RGB — agAnTMBHAA LUBETOBAA MOZE/b, ONMUCLIBAOLWLAA CcNocob cMHTe3a
uBeTa gna uBetoBocnpomnsseseHma. KaHanbl — KpacHbIN, 3eN1eHbIN, CUHUIA.

Kenaembii UBET MOXHO NONy4UTb, Nepeasurada NoA3yHKM UAKN BbICTaBAA onpeaeneHHble
3Ha4eHUnA B MNoNAX CnpaBa OT Ka)K,EI,Ol‘/JI LLKanbl.

| & Bwibop usera oo [ LOG E‘

Swatches | HSV

®Red 0255

 Green () UE

O Blue ([} i UE|

Alpha ) 2555

Color Code FFO000

Preview
n - . Sample Text Sample Text .
. . . Sample Text Sample Text
[ ox || Cancel H Reset |

Bknadka CMYK

Lisemoeas modens CMYK — cybTpakTuBHasa cxema GpopmMMpoBaHMA LBETa, UCNONb3yemasn
npexge Bcero B noaurpadum ANA CTaHOApPTHOM TpuagHoh nevatu. Cxema CMYK obnagaet
CPaBHUTENbHO ¢ RGB MeHbLWMM LIBETOBbIM OXBaTOM.

Kenaembli UBET MOXHO NONy4UTb, nepeaBurada NosIsyHKM UM BbICTaBiAA onpeaesieHHble
3Ha4YeHUA B NONAX CnpaBa OT Ka)KAOl‘/‘I LKanbl.
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& Buibop usera ana [ LOG_EME x|
Swatches

® Cyan . ’jE
) Magenta (255
O Yellow [ 255
Black (} [ oH
Alpha [ 255

Preview
n - . Sample Text Sample Text .
. . . Sample Text Sample Text

[ ox || Cancel || Reset |

[nAa coxpaHeHuA M3MEHEeHW HeobXxoaMMO HaKaTb KHOMKy «OK», 0N BbiXoda M3 MEHH0
pefakTMposaHua 6e3 coxpaHeHua usMeHeHul — «Cancel». KHonka «Reset» No3BONAeT OTMEHWTb
TeKyLme nsmeHeHMs 6e3 BbIXo4a U3 MEHI0 PeAaKTMPOBAHMS.

Mo OKOHYaHWW HACTPOMKWM LIBETOBOW rammbl aBapuil ANA BCTYNJEHUA W3MEHEHUI B CUay
HEeobXoAMMO HaKaTb KHOMKy «[lpuHAmMb», pns Bbixoga 6e3 COXpaHeHUA MW3MEHEHWI — KHOMKY
«OmmeHUMb». T1o HaXKaTUIO Ha KHOMKY «Default» BbIBOAATCA LBETa, YCTAHOB/IEHHbIE MO YMOYAHMIO.

10.2. HACTPOWMKA 3BYKOBOW CXEMbl ABAPU

Hactpolika ocyuiectsnsetca u3 MeHio «AdmuHucmpupoeaHue/loeedeHue 2paguyeckozo
uHmepgpelica/Hacmpoiika 38ykoeoii cxemobl asapuli».

¥ HacTpoHka 3BYEDBOH CXErb aBapHH

YpoBeHb COOGIEHUA:  3BYK

s ARG : ove |~ 4
[ it <MIHOR- | : |none | = &
[ Bucorn: amJor- | : |none | v &
. o [~ ¢
‘ " TpUHATL || # OtMennTL || “ Default || 49 Beep |

Bbl60p conpoBoXgakowero 3ByKOBOro CuUrHana npu nNoCTtynieHUn Kaxgoro tuna COO6U.I,€HMF|
OCYLWLEeCTBNIAETCA B BblNaaatoWwem MeHIO.

[nsa BocnpoussegeHns AOCTYMNHbI Chefytolwme 3BYKM:

—  none — 3BYK OTK/IIOUEH;
—  beep — CUCTEMHbIN CUTHAN-TYOOK;
— sound — CUCTEMHbIN CUTHaN-Menoams.

MO OKOHYaHMIO HACTPOMKM 3BYKOBOW CXeMbl aBapuii OaA BCTYNAEHWA W3MEHEHWUA B CUNy
HeobXoAMMO HaxaTb KHOMKYy «[IpuHAMb», ANA Bbixoga 6e3 CoXpaHeHUA WU3MEHEHWI — KHOMKY
«OmmeHume». Tlo HaxaTuO Ha KHOMKy «Default» BbIBOAATCA 3HAYEHWs, YCTAaHOB/IEHHblE MO
YMOJIYAHMUIO.

&) Beep

npOBepVITb 3By4YaHMe conpoBoOXAakoWnNUX CUTHA10B MOXXHO C NOMOLWbIO KHONMKK

11 ALMUHUCTPUPOBAHUE. HACTPOMUKA CEPBEPA

11.1. MNPUEM U OBPABOTKA SNMP TPANOB

B meHto ocylecTBaseTca HacTpolika npuema u 06paboTku SNMP-Tpanos B cucteme.
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'@ Hacrpoika npnéma coobugenmi (snmp traps) X |
oo | | verpoitcreo: v |[nepenoc [ [[n-seron

|E| NameHuts nona | £7 D()HOBInﬂ:l S Pen,a»cmpoaarbl “S copoc | 13 ‘leDHHIﬁCFIVICOK‘

oID Hua ‘Onwcanne Yerpoiicteo Disabled Priority Always closed He xpanute 8 BI YepHbIf CINCOK YCT...
123 loadTestTrap TEST load testtrap ~ |ALL (| MAJOR | ] [~
1.3.1.3.6.1.4.1.35265... emsRsyncError System backup: Oww... ALL =] CRITICAL O O =
13612111802 ALARMMIBalarmActiv... (ALARM-MIB: alarm ac... [SSW (] MAJOR ] [m]

13612111803 ALARMMIBalarmClea... (ALARM-MIB: alarm cl... (SSW O CLEAR O O

136141182 TopGATEalarm TopGATE: Asapus TopGATE [m] INFO | (]

13614118200 TopGATEcoldStart ITOpGATE: cold start  |TopGATE O INFO O O

13614118210 TopGATEwarmStait  (TopGATE: warm start (TopGATE ] INFO ] =)

13614118220 TopGATElinkDown ITOPGATE: link down  [TopGATE (| INFO (] (]

13614118230  [TopGATElinkUp TopGATE: link up TOpGATE (] CLEAR | O

13614118240 [TopGATI TopGATE: TopGATE (| MINOR O |

13614118250 TopGATEegpNeighb... [TopGATE: EGP neigh... TopGATE [} INFO ] O

1.3.6.1.4.1.18.26.0 TopGATEtrapE1Licen... TopGATE: E1 licensing(TopGATE O INFO O O

13614118261 TopGATEtrapMonitori. . [TopGATE: supply mo... [TOpGATE (] MAJOR [m] [}

13614118262 TopGATEtrapBlockPort [TopGATE: block poit  [TopGATE O MINOR O O

13614118263  |TopGATEtrapUnblack...[TopGATE: unblock port [TopGATE [m] CLEAR | (]

13614118264 TopGATEtrapTemper... [TopGATE: wrong tem... [TopGATE (| MAJOR O O

1.3.6.1.4.1.34300.2.3.1 MXL2EAlarmDSL WMXL2ZE: Stream DSL ... [MXL2E ] MINOR ] =)

1.3.6.14.1.34300.3.37 |MXL2EAIarmDP3 MXL2E: DFS alarm MXL2E (] MINOR O O

1.3.6.1.4.1.34300.3.3.8 MXL2ESensorAlarm  |MXL2E: Sensor Alarm |MXL2E O MINOR O O

1.36.14.134300.3.41 MXL2EOKDSL MXL2E: Stream DSL ... [MXL2E (] INFO O O

136141343003.47 M{L2EOKDPS MXL2E: DPSinwork |MXL2E [m] INFO ] [m]

1.3.6.1.4.1.35265.1.2... lipBxLoadAverageAlar...|LTP8X: Ownbka npep...[LTP8X O WARNING O O

1.3.6.1.4.1.35265.1.2__. I(pSxinterfaceCriticall .. LTPSX: ABapus Interf. . |LTPSX [m] MAJOR | ] -

PepaktupoBaHMe AOCTYNMHO MO HaxKaTUIO KHOMKK «Pedakmuposamb» Nnbo ABOMHbIM

MbILIKN Ha CTPOKe BblbpaHHOro Tpana SNMP.

116

Q PenakTHpOBaHKE DOBEKTA

ain 1.3.6.1.4.1.35266 3 35.33
Hms m=4000 FanFail &lar mTrap
Orucanie MA4000: Ampus seHTMRTOPa
YETPORCTED [M44000]
Disabled O
Friority |MAJDR ‘ - |
Alvays closed (|
He spanure & B 1
| " MNMpUHATE | | # Otmennts

[ns pefakTMpPOBaHMA AOCTYNHbI Cleaytolme HaCTPOMKK:

LLENYKOM

— Disabled — oTbpacbiBaTb Tpan (06paboTKa cUCTEMOM He NPOM3BOAUTCA — Tpan He
oTCblnaeTcA Ha e-mail, He 3anucbiBaeTcA B b1, He MeHAeTCA onepaTUBHbBIN CTATYC U T.4.);

—  Priority — npuopuTeT (0TObpaKkeHne coobLLEHNA B XKYPHANAX C 4aHHbIM NPUOPUTETOM);

— Always closed — nepeBoauTb aBapumio Cpasy B cOCTOAHUE «3aKpbiTa» (He byaeT nonasatb
B aKTUBHbIE aBapuM, TONbKO B KypHan cobbiTuit, BcaeacTBue yero He 6yaet paboTtatb

3BYKOBaA CVIFHa}'IM3aLl,MFI);

— He xpaHumo 8 B[] — He BHOCUTb cooblieHne B B (KypHan cobbiTUIA) U aKTUBHblE
aBapuu, Npu 3TOM Npou3BoAUTb 06paboTKy (Hanpumep, onepaTUBHbIN cTaTyc byaeT

MEHATbCA, OAHAKO 3alMnUCU B XXypPHasiax He l'IpOVI3BOAF|TCFI).

Mo kHonke «Cbpoc» npousBoanTca cbpoc NapamMeTpoB B 3HAYEHMA MO yMOAYaHMUIo. o KHoMKe
«YepHsbili cIUCOK» MOXHO HACTPOUTb ANA OTAENbHOMO Tpana CMMCOK YCTPOMCTB, A1 KOTOPbIX AAHHbIN
Tpan oTbpacbiBaeTca (aHanorMyHo Hactpolike «Disabled»). Ona 4yacTM TpanoB M3 CNUCKOB «ALL»,
«EMS_SERVER» wn «KEEPALIVED» pobaBneHue B YepHbI CMNUCOK HeAOCTYNMHO, MOCKO/bKY Tpanbl
CUCTEMHbIE N HEOOXOAUMBI 418 HOPMaabHOM paboTbl CY.
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11.2. HACTPOUKA MOHUTOPOB

[ © rornropm =
|\ Pep,ampoaam| LG.zwvrrzkn.zl YepHbIii CIMCOK |.'j OﬁHome|\§| HameHuTs nons | @ Cnpaexa | H-scroll [_]
e C= b= E=E 3anyckos oK Error Cobbimnit U2 G Mpepears 3anycruts
o sanycka moHHTOpa paiin nepuos cocTonHme crapr
5 PERIOD Pe3epeHoe konw... |system_backup  (0103%*7 1 1 0 0 FREE |2015-12-05 03:10 [>)
19 LANUAL ADXUBIUNA 1 PAC... 0gSdir_sender 0 0 0 0 FREE *)
18 PERIOD KoHTpons Temne. .. |temperature_scan (00/6°** 2 258 258 0 0 FREE 2015-12-04 17:30 ]
2 MANUAL CHHXpOHNaaLuA ... (alerts_sync 0 0 0 0 FREE o
12 PERIOD Ouncria a3kl sy... |syslog_clean 00/30°**7 51 51 0 0 FREE 2015-12-04 17:30 ]
3 MANUAL 2kcnopt xypHan... |alerls_archiving 0 0 0 0 FREE o
13 PERIOD_AND_S... {lpoeepka coem... |check_db 00M10%*=7 156 156 0 0 FREE 2015-12-04 17:30 [}
6 MANUAL Buirpys«a koHdwr... upload_configure 0 0 0 0 FREE )
25 PERIOD [warkocraka cner...|system_backup_.. (0 0/5*** 2 309 309 0 0 FREE 2015-12-04 17:25 [}
9 PERIOD CHHXPOHN3ALMA V... SYNC_pon 0001**? |26 26 0 0 FREE 12015-12-04 18:00... o
10 PERIOD_AND_S... |[MarHocika cep... [ems_server_diag...|0 10 0/1**? 27 27 0 0 FREE 2015-12-04 18:10 [
4 MANUAL CraHmposakue e... |fw_reports 0 0 0 o FREE (-]
15 PERIOD YaneHie cTapel... logsdir_clean 005**7 1 1 0 0 FREE 2015-12-05 05:00 [}
1 PERIOD KoHTponk pasue... |handlers_pool  (0240/1%%7 (26 (26 0 o FREE |2015-12-04 18:24. (-]

MoapobHoe onucaHne cuctemHbix MoHuTopoB npuBeaeHo B MPUNTOMEHUU A. CucremHblie

MOHMUTOPDbI.

11.3. CUCTEMHbBIE MOAYNU

B JaHHOM MeHI0 BO3MOXHO OTpeaKTUPOBaTb NapameTpbl CUCTEMHbIX MO[],yJ'Iel\;L

Ona esr, mes, mes3000L cuctemHble MOAY/IN HE HACTPaMBaOTCA.

Ons tftpserver:

IE Pe[1aKTHPOBaHKWE NapaMeT pOB MOy Nei x|
esr IP agpec AnA CTaHUMOHHLIX YCTPORCTE |1U.2U1.1.1| |
mes n TFTP 2 |
mes3000L OpT (ANA BCTPOSHHOTO )
system KopHeROi KaTanor CrymoL! |fn0menestemﬂp
titpserver
t MNMoakaranor CtTaHunoHHoro MO siation_images
Mopgkaranor Gainoe KoHUIypawmin  ems
TpaccupoBka BIauMoeRcTBms [l

JericTena

3 Copocuie
# Copocwb Bce

BENIOYNTE BCTPORHHLIA TETP cepeep | |

| " TPUHATE || H OTmeHnTs |

IP-adpec 018 cmaHyUOHHbIX ycmpolicme — obwuii agpec, KOTOpbIA UCMONb3yeTca A
paboTbl CO CTaHLMOHHbIMM YCTPONCTBAMMU;

Mopm (0na ecmpoeHHozo TFTP) — nopT noKanbHoro (BctpoeHHoro B EMS) TFTP
cepBepa, BO3MOXHble 3HayeHns 1..65535 (no ymonyaHuio 69);

Kamanoz KopHesoli cnyxbbl — KaTanor KOpHEBOro cepsuca tftpd;

lModkamanoz cmaHyuoHHoz20 10 — uma nogkatanora ana ¢annos craHuMoHHoro MO,
nosie He pefaKTUpyeTcs;

Modkamanoe ¢alinos KoHPuU2ypayuu — UMa nogKatanora ana ¢pannos KoHPUrypaumm,
nosie He pefaKTupyeTcs;

TpaccuposKka 83aumodelicmeus — BbIBOA, OTNAL0UHbIX COOBLLEHMI B IOT;

Bkaouume ecmpoeHHsili TFTP cepsep — wncnonb3oBatb TFTP-cepBep, BCTPOEHHbIN B
cuctemy EMS, nHadve - ncnonbsosatb cepsep TFTP Ha Tom ke xocTe BHe cuctembl EMS.
He pekomeHayeTcAa ucnonb3osaHue sctpoeHHoro TFTP-cepsepa.
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11.4. APM AODMUHUCTPATOPA

MeH10 No3BO/IAET MOCMOTPETL CMMCOK aKTUBHbIX NO/b30BaTenei B cucteme Eltex.EMS:

'; APH aasHHHCTpaTOpa

g’,‘, 0OHOBHTL CNNMCOK

Cnucok TEKYLWHNX aKTUBHbIX nosib3oBaresnei npueeaeH B none «AKMUuBHble rnons3osamenu», pna
ero obHoBNeHUsA H806XO,D,MMO HaXaTb KHOMKY «06HOBUMb CMUCOK».

11.5. NEPE3ANYCK CUCTEMbI EMS

B [OaHHOM MeHI0 OCYLWeCTBAAETCS MPUHYOAUTENbHbIN nepesanyck cuctembl EMS.  [Ons
noATBeprKAeHNA HeOBX0AMMO yKasaTb Napob 4NN BalLei y4eTHOM 3anncu B cucteme.

Mepesarpysntb EMS cepsep. Bol YB... x

IE‘ Beenwre Baw naponk:
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12 AAMWUHUCTPUPOBAHME. NO YCTPOMCTB
12.1. CTAHUMOHHOE NO

12.1.1. CMNUCOK ®ANNOB NO

onxoe M0

Cnucok chainoe MO . - r O
T i+3 Barpy:;m:l (%] Y,qanm'bl {2+ OGHOBHTE | H-scroll
P [T3] MameHuTE Nons |®unerp: ‘
id v TexHonorusa PON| @aitn Paamep Bepcus OnucaHue TpoBepHTE AKTYanbHBIR KOHTpOnk
MES3000L firmware_1.2.3.9...(9263208 1.2.3.9.40829 3arpyaka daiina ... Q recr []
4 MES mes2000-1140.r...|6156918 1.1.40 3arpyaka daiina ... ° Tect |
3 MES mes3000-2538.r...|6206716 2.5.38 3arpyaka daiina ... Q recr ]

MeHI0 copepXuT Tabnauuy perucrpaumm ¢ainnosB NpPoLMBOK B cucteme EMS ana BO3MOMXKHOCTU
obHoBneHuns FW B Nt060M U3 YCTPOMCTB.

Mocne pobaBneHMa 3anNMcKM BO3MOXKHO OCYLLECTBUTbL MPOBEPKY €e KOPPEKTHOCTM U AOCTYNMHOCTU
MO nyTém A[BOMHOMO LWenyka no KHonke «[flposepumoe». Haxatue KHonku «Cmapm»  3anycKaeT
npouecc NpoBepKun.

Mpu BbicTaBneHUM dnara «AkTyanbHbIA» ¢ann MO byaeT noacBeumBaTbes B cnvucke ¢aiinos MO
npu 06HOBAEHUM YCTPOICTB.

G OfHoeeHHe MO yCcTpoNCTEa 'E'

Mepenats KOMaHOy Ha oGHoBNeHue MO yeTpodcTea LTP_16.1527
IP ycipoiiciea: 192.168.16.152

OnepauyA MOXKET 3aHATE HECKONbKD MUHYT.

Cratyc BeINONIHEHUA CMOTPHTE B EMAE COODWEHNA Ha BKNagKe 3agaqi.

Mocne yCcnewHoro 3agepueHna 3arpy3x, AA npUMeHeHA HoBoro MO HyWeH Nepesanyck ycTpoicTea..
Tun ycipoiicTea : LTP

TFTP cepeep : 192.168.16.102

HupexTopuA : station_images

BriGepure dhaitn MO,

I+ Dann Pazmep Bepcua COnucaHue AE...
1 Itp-B-3.24.0.3349 fuv hin 100567183 [3.24.0.3349 Sarpyaka haina oneparopom [Julial. fal...
2 Itp-S-revh-3.24 002771 fiv hin 146184582 |3.24 02771 Sarpyzka fadna onepatopom [timal. true
] Itp-Bx-revh-3.24 001754 fu hin 14593788 (32401754 Zarpyzka faina onepatopom fimal. fal...
4 brokenltp-Bi-revh-3.24 01754 fibin  [14593711 |br3. 24 01754 Sarpyaka daAna onepatopom ftima). fal...
k] Itp-S-revh-3.24 001761 fiv hin 145844588 |3.24 01761 Sarpyzka fadna onepatopom fimal. fal...
13 Itp-Bx-revh-2.14.0.1007 fw hin 13694732 [Itp-Bxrevh-2.14.0.1007 fwhin Itp-Bx-revh-2.14.0.1007 fw.hin fal...
T Itp-B-firrmeare-2.1 2.2 40 hin 13641838 [Itp-Baefirmweare-2.12.2 40 hin |Itp-Bx-firrmware-2.12.2 40 hin fal...
g Itp-8x-2.14.0.101 0.fwe.brin 13676564 [Itp-8-2.14.0.101 05w bin Itp- B 2.14.0.101 0w bin fal...
q Itp-43-revh-2.14.0.87 0 fwe bin 13574450(2.14.0.870 Sarpyarka haina oneparopom [Julial. fal...
10 Itpr-di-renki- 2.1 4.0.866 e bin 13561954 [2.14.0.866 Sarpyzka haAna onepatopom [Julia). fal...

v TIPHHATE || # OTMEHUTH |

®aiin MO BO3MOXKHO MUCNONbL30BaTb ANA O6HOB/NIEHUA TO/NIbLKO MOC/AE €ro perucrpauuu
(3arpysKa ¢aitna Ha cepsep HenocpeacTBeHHO u3 GUI).
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12.1.2. KYPHA/ ONPOCA

MeHIo cogepKuT Tabauly, B KOTOPOW 0ToBparkaeTcsa ONpoc YCTPOMCTB (3anpoc TEKYLWMX BepCcuit).
Onpoc Bepcuii  BbINOMHAETCA MOHUTOPOM  «CKaHuUposaHue eepculi [10», KOTOPbIM, COMACcHO
CO6CTBEHHbIM HACTPOWMKaM, NePUOAMYECKM OMpPALUMBAET BCE YCTPOMCTBA CETU U coxpaHsaeT B BA. 3To
NMo3BOJIAET KOHTPO/AIMPOBaTb BCe Bepcum FW Bcex ycTpoicte cetu. WpeHtTuduumpyetca «Tun
nHpopmauum»=READ.

Coxoscaro ' F ] P T | e
7“#_ Wrmumarop: [lara o1 | ||IE| no | ||IE| H-scroll ||
i o =
= Kon-2o sanucei |25 || OHUCTHTE | [T3] MameHwTs nona | (s OBHOBWTE | El Brigennte Bcel 4 Skcnopt | =l Coxpauwrb‘
(1] |Twr| YCTpO... | MOMHBIAT... ‘ Hmm ycrpo...| IP agpec |“H¢I0 ‘Cepwﬁub\ﬁ.‘] Bepcur MO |£|,ara - | Hhmumatop |Twr| uHdo... |Twr| WHALM...| MyTe
1 I [ v

CobbiTna B XypHasie BO3SMOXHO OT(I)VU'IprOBaTb no oAHOMY U/ HECKOJIbKUM NapaMeTpamM.

Cnucok punbTpoB 3anuceit }KypHana:

— Tun ycmpolicmea - Bblbop OCYLLECTBNAETCSA U3 BbiNaLatoLWEero CNucKa;

—  Monneili mun ycmpolicmea — TN yCTPOICTBA, BbIOOP OCYLLECTBAAETCA M3 BbINaAatOLLErO
CMUCKa;

— IP—IP-agpec NCTOYHMKaA coobLeHuns;

—  Tun uHgpopmayuu — Bce/UNKNOWN/UPLOAD/READ;

—  UWHuyuamop — nHnumatop npouecca;

— [lama: oT/n0— BpemeHHble pamKu co3gaHus 3anucu B popmate 4. MM.ITIT nnbo
A4.MM.ITIT Y4.MM;

— Bepcusa 0.

B none «Konuyecmeo 3anuceli» NpoN3BOAMTCA HACTPOIMKa o6bema CoobLLEeHNN, BbIBOAMMbIX Ha
cTpaHuuy. [nA HaBUraumMm No CTPaHULLAM UCMO/b3YEeTCA NMaHe b 3aKNaA0K B HUXKHEN YacTu OKHa.

Ons nepeBofa 3HaYeHU Bcex GDUILTPOB B UCXOAHOE COCTOsIHME HEOobXOoAMMO BOCMO/1b30BaThCS
KHOMKOM «Oyucmume».

13 CNPABKA
13.1. O NPOrPAMME

MpocMoTp TeKyLeit Bepcun nporpammbl. B auanore otobpasnTca fata v Bepcus COOPKM KOHCOMH,
a TaKKe gaTa 1 Bepcua cbopkn EMS-cepsepa (ecam oH A4oCTyneH).

13.2. JMUEH3UOHHbIE OTPAHUYEHUA
MpocmoTp nHdopmaumm 06 UCNONb3YEMbIX MOAYIAX U UX OTPAHUYEHUAX.
13.3. CMUCOK U3MEHEHUN

MpocmoTp MHGOPMAaLMK O KNHOUYEBLIX U3MEHEHMSAX B KaXKA0N BEpPCUM NPOAYKTA.
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NPUNOXKEHUE A. CUCTEMHbIE MOHUTOPDI

1. ONUCAHUE

MOHUTOP — WHCTPYMEHT, MNpPW MNOMOLLM KOTOPOrO MPOU3BOAUTCA MOHUTOPUHT  PA3IMYHbIX

COCTOSIHUI K cobbITMN. C NOMOLLbIO MOHUTOPOB MOXHO KOHTPO/IMPOBaTb BOSHUKHOBEHME KPUTUYE CKUX
CUTyaUMi, a TaKXKe BbINOAHATbL paboTy NO apxmBaLMmM COObITUIN, OYMUCTKE NI0rOB U T.1M.

B cucteme npeaycMmoTpeHbl HECKOZIbKO CUCTEMHbBIX MOHUTOPOB A1 aBTOMATU3aLUMN HEKOTOPbIX

npoueccos:

KoHmpons pasmepos nynos cucmemsi (HandlersPool) — CUCTEMHbI MOHWUTOP, KOTOPbIN
oTcnexXmnsaet cobcTBeHHblE NporpaMmHble pecypcbl EMS-cepsepa.
PekomeHayembl pexxnm 3anycka — 1 pas B yac.

CuHxpoHu3zayua cobbimuli (AlertsSynchronized) — moHUTOpP NpeaHa3Ha4YeH AN aBTOMATUYECKOMN
CMHXPOHM3aLMMN aBapUIAHbIX COBLITUIA Ha YCTPOCTBAX C cepBepoM. MPUHLMN AeACTBMA OCHOBaH
Ha nepesanpoce BCeX TEKYLWMX aBapwuii y YCTPOMCTB U NepeBof BCEX HE3aKPbITbIX aBapui B
cTatyc «3akpeim». Mpun paboTe MOHMTOpPA HEOBXOAMMO CUHXPOHHO HACTPOUTb MOHMTOP
yOaneHua ctapbix cobbiTMM U3 )KypHana, B NPOTUBHOM C/lydae KypHan OyaeT 3anonHATbCA
o4yeHb 6bIcTpo (No pesynbTaTam UcnbiTaHU Ha ceTn 13 300 ycTpolictB B, meHee Yyem 3a mecsal,
MOXKET 3aN0NHATLCA AECATKAMWN MUIJIMOHOB 3aNMCen NP CUHXPOHU3ALMN, BbICTaBJEHHOW pa3 B
HECKONbKO MUHYT). MMo3aTomy B ceTu, rae yCTPOWCTBA AOCTYMNHbl BO/bLIYIO YacTb BPEMEHM,
pekomeHAayeTcs He UCMO/b30BaTb AaHHbIA MOHUTOP, MOCKOJIbKY CObbITUA (aBapuu) B Ntob6om
cnyyae 6yayT perucTpupoBaTbca B CUCTEME NO Mepe BbICbIKM TpanoB. B cnyyae
MCNONb30BaHMA, YTOObI He CO34aBaTb M3ObLITOUYHYIO Harpy3Ky Ha ceTb, YCTPOKCTBa, cepep EMS n
He aonyckaTb nepenosiHeHua HDD, TpebyeTca HacTpanBaTb Ha 3aMycK He Yallle HeCKOJIbKMX pa3
B CYTKW. CUHXPOHHO HACTPOUTb MOHUTOP apxmBaunmn cobbiTnin AlertsArchiving.

MOHUTOP HEe peKoMeHAYEeTCA MCNOAb30BaTb.

Skcrnopm xcypHana coobweHul (AlertsArchiving) — MOHUTOP NPOU3BOAMUT apXUBALMIO KypHaia
cobbITUiM (anepToB) c NocneayoLLE OYMCTKOM AaHHbIX U3 BJ. B HacTpolikax MOHUTOpPa 3a4aéTcs
Nnepuoa 3anycka, a TakXe napameTpsbl, Peryimpytowme yaaneHune ctapbix 3anucei.
PekomeHayemblit pexunm 3anycka — 1 pa3s B CYyTKM (Hanpumep, KaxKAylo HOYb, C HACTPOMKOM
yAanaTb aBapum ctaplue 10-20 aHelt).

CkaHuposaHue gepculi O (FwReports) — MOHWUTOP NPOM3BOAMT CKaHWPOBaHME BepPCUi
ycTaHoBneHHoro MO Ha Bcex AOCTYMHbIX YCTPOMCTBAX U coxpaHAeT nHpopmaumio B Tabamuy B/,
OOCTYMHYI0 afMUHUCTPATOPY.

PekomeHayembl pexxnm 3anycka — 1 pas B mecau,

Pe3sepsHoe KonuposaHue CY (SystemBackup) — cUCTEMHbI MOHUTOP, KOTOPbLIA OCYLLECTBAAET
CO34aHMe pe3epBHOM KOMUM OCHOBHbIX 6a3 aaHHbIXx EMS cepsepa, cos3gaHue Konuu 0roB
nonb3oBaTenein ¢ NocneayoWwmm YAAIEHUEM, A TaKXKe BbIrpy3Ky AaHHbIX KOMWUM HA yAaneHHbIN
cepsep. [1a BbIrPy3KM Ha yAaneHHbl cepBep Heobxoammo, YTobbl mexay cepsepom EMS u
yAaneHHbIM cepBepom b6biia HacTpoeHa SSH-ayTeHTUdMKaALMA TONbKO NO NyBANYHOMY KoY.
MNoapo6bHeli o HacTpoiKe SSH yKasaHo B pasaene 3.3.2.

PekomeHayembl pexxnm 3anycka — 1 pas B cyTKM.

Boelepy3ka KoHgpuaypayuli(UploadConfigure) — MOHUTOP OCYLLECTBASAET BbIFPY3KY KOHPUrypaumii
BCEX AOCTYMHbIX YCTPOMCTB Ha cepsep EMS. OnTMManbHas HacTPOWKa 3aBUCUT OT TEKYLLEro
COCTOSIHUSA CETU.

PekomeHZyemblli peXmnm 3anycka — He MeHee O4HOTo pas3a B MecsLl,

CuHxpoHu3zayus ycmpolicme (SyncPon) — MOHUTOP NPOM3BOAUT GOHOBYHO CUHXPOHM3ALMIO BCEX
PON yctpovicte. T.e. nonyyaeT cnucku u coctosHus Bcex ONT. Mpu sTom duKcupyetcs
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CTaTUCTUKA BKJIKOYEHHbIX U AocTynHbix ONT, KoTopas BNocaAeACcTBMM MOKeT BbITb MCNONb30BaHa
ONs aHanusa u yganeHusa Heucnonbsyembix OHT. ®PuKkcmpyetca gata obHapy:keHua ONT B ceTu,
OLT, PON-gepeBo, gata PON-aktnsHocTH, a TakKe Tmn NTE gna texHonormm GePON. Kpome
Toro, ¢oHoBaAa paboTa MOHWUTOpPA MNO3BONSET He MNPOWU3BOAUTL MOJIHbIA OMNPOC YCTPOUCTB
nogknwumnswmmca K EMS onepatopam, a nosy4yaTb 3apaHee NOAFOTOBAEHHY MHGOPMaLUIO,
KOTOpan MOXKeT Ucnosb3oBaTtbea A1a noncka ONT, gobasneHua B OLT u T. 4.

JuazHocmuKka cepsepa EMS (EmsServerDiagnostics) — MOHWTOP npeaHasHayeH AanAa
camoamarHocTuku cepsepa EMS (onepaumnoHHoi cuctemsi). MponssoamT nepmoamyeckuii onpoc
cobCTBEHHbIX MAapPaMeTPOB, TaKMX KaK 3arpysKy npoLeccopa, KoAM4YecTBo CBOOOAHOM MamsTy,
MecTo Ha gaucke. [lpu OOHaApyXEHUM KPUTUYHBIX MNAPAMETPOB TreHepupyeT CUCTEMHOE
coobuieHne, KoTopoe coxpaHaeTca B B U moxKeT bbITb BbicnaHo B GUI agaMuHUCTpaTopa UM Ha
E-mail.

PekomeHayemblli pexkum 3anycka — 1 pas B yac.

Oyucmeka 6a3bl Syslog cepsepa (SyslogCleaner) — MOHUTOP NPOM3BOAUT OYUCTKY M yaaneHue
OaHHbIX M3 Tabauupl Syslog. MoKeT HacTpamMBaTbCA Ha PEXMM yaaneHua no pasmepy (mode
time) n no BpemeHu (mode size). PeXMm HaCTPOMKW 3aBUCUT OT KOIMYECTBa YCTPOWUCTB U
MHTEHCMBHOCTU MOCbINAaeMbIX COOBLLEHNI, a TaKXKe Lean HacTPOMKKU oTNadKkM yepes Syslog. B
LenoM, He pekomeHayeTcs Hakanaueatb 6onee 200 Tbic. 3anuceit, T. K. UX MPOCMOTP U MOUCK
byneT 3aTpyAHEH.

Mposepka coeduHeHua ¢ B (CheckDbConnect) — cuCTEMHbIA MOHUTOpP, NpeAHasHayeH Ans
noagep:kaHmsa pabotocnocobHocTH coketos ¢ b/,
[aHHbIN MOHUTOP He peaaKkTUpyeTcs.

YoaneHue cmapeix noe-galinoe (LogsDirCleaner) — MOHWTOP NPOM3BOAMT MNEPUOANYECKYIO
OUYUCTKY XKypHanos (*log palinos) pabotbl cepsepa EMS.
PekomeHayemblli pexkum 3anycka — 1 pas 8 10-20 gHen.

KoHmpons memnepamypsi (CheckOltTermoMonitor) — MOHUTOP BbINMONHAET MEepPUOLMYECKOe

CKaHMpOBaHWE TeMMepaTypHbIX OATYMKOB BCEX YCTPOMCTB ceTu. Mo pesynbratam paboTbl

MOHUTOpPA CTpOUTCA rpaduK TemnepaTypbl Ha BKAaake «MoHumopuHe/Temnepamypa». Takxe,

Nnpy BbixoZe TemnepaTypbl W3 YKa3aHHOro AManasoHa AibbiM M3 AATYMKOB, B cCUCTeme

reHepupyeTcs aBapus. HacTpoiika AMana3oHOB A/1A KaXK4oro TMna AAaTYMKOB NPOM3BOAMUTCA B

daiine '/usr/lib/eltex-ems/conf/termoMonitor.xml'. B HacTpolikax MOHUTOPa, Kpome nepuoaa

3anycKa, yKasblBaeTcs:

- decision_factor - KonmMyecTtBo OTCYETOB, KOTOPbIE AO/KHbI ObITb 33 Npeaenamu gManasoHa,
4yTOObI CreHepMpoBanach aBapus;

- reports_amount - KOIMYECTBO XPaHUMbIX OTCHETOB A/1A reHepaunn rpadmka;

- process_size - KONMYECTBO MPOLECCOB (MOTOKOB) BHYTPW cepBepa, KOTOpble napannesbHo
BbINOJIHAIOT ONPOC.

Ha paboTy MmoHWUTOpa BAUAET Gaar MHAMBUAYAIbHbBIX HACTPOEK KaxKaoro ob6beKTa «BbiBeaeHo U3

o6cnyKMBaHMA». [NA BbIK/MOYEHHbIX YCTPOMCTB MOHUTOP He paboTaeT. [JononHUTENbHO ANS

MOHMUTOPA MOMKHO HaCTPOUTb «YEPHBIN CIMCOK», KOTOPbIN 3aCTaBUT NPOMYCKaTb YCTPOMCTBA U3

cnucka npu onpoce. Mo ymonyaHuto, BCe yCTPOMCTBA ONpaLuMBatoTCcA.

PekomeHayemblit pexunm 3anycka — 1 pas B yac.

Apxusayus u paccwlaka noe-galinos (LogsSender) — cny»ebHblli MOHUTOP, NpeAHa3HaYeHHbIM
419 NepuoanYeckoi PaccbisIKM KOMUK XKypHana oT1ago4uHon nHpopmaumm.
MN3meHeHMe HacTpoeK He peKoMeHayeTcA.

AduazHocmuka cucmemeol pesepsupos8aHuUA — MOHUTOP BbLIMONHAET NPOBEPKY CEPBUCOB,

MCnosib3yembix Npu pesepsBupoBaHnm cuctembl EMS: mysgl, rsync, radius, dhcp.
PekomeHAyeMblIVi pexmnm 3anycka — Kaxkable 5 MUHYT.
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2. MOHUTOPbLI B GUI

CocToAHMEe MOHWUTOPOB MOMKHO MNPOCMOTPETb B OCHOBHOM JepeBe YCTPOWCTB BO BK/Aafdke

«MOHUTOpPbIN.

IE HoHHropbl ‘i(d'

| \ | | HO | YepHblii cNMCOK | (.7 OBGHOBMTL | [5] Mamennt nona | ¥ Cnpaeka ‘ H-serall []

N LI :::mnp oy (S0 3anyckol OK | Error | CoBhimhit LS L Mpepi 3anyd

D 3anycka | MOHWTOpa (eng) thaiin nepuos, I COCTOAHWE | CTapT
1 FERIOD  |KoHTponk pazmepos mynoe ci... |HandlersP.. (handlers_p... 024 0/1 ** 7 ] a 0 ) FREE 2015-11-11 17:24:00 °
2 WMAMUAL | CHHXPOHMZALMA COBLITHA AletsSyne... |alers_syne 0 LU 0 FREE o
3 MAMUAL | 3kcnopT sypHana coofwedui  |AlertsArchio . |alerts_archi ] 0 0 ] FREE °
4 START_S... |CKaHHpOEaHKE BEpCHiA MO FwReparts |fw_reports 1 1 |0 1 FREE v ]
5 FERIOD  |FezepeHoe KOMMpoeaHue GV |SystemBa.. [system_ba.. [0103**7 ) il 0 ) FREE 2015-11-12 03:10:00 °
l3} PERIOD  |BrIMpyzEs KOHQMIYRALKHA UploadCo... [upload_ton.. 03001 **7 ) 0 0 ) FREE 2015-11-12 01:30:00 °
El MARMUAL  |(OBHoBneHke MO NTE-RG FweMtelpd... [nte_update ] 0 0 ] FREE °
9 PERIOD  |CHHXDOHMZALMA YETROACTE SyncPan Sync_pon ooor**? &l B 0 0 FREE 2015-11-1117:00:00 o
10 PERIOD_... [AuarHocTHea cepeepa EMS ErmsServe.. [ems_serve.. (050071 **2 & I3 0 ) FREE 2015-11-11 16:50:00 °
12 PERIOD  |OuncTka Bazel syslog cepeepa  |SyslogCle.. (syslog_clean|0500% =7 ) 0 0 ) FREE 2015-11-12 00:50:00 °
13 PERICD_... Mpoeepka coeguHedna c B CheckDb... [check_db gono**=*? kil 310 ] FREE 2015-11-11 16:50:00 °
14 MANUAL  |OfHoEneHKe MO ONT no npot... |NipOmeis... (nta_omci_s 0 0 0 0 FREE o
15 PERIOD  |¥RaneHMe cTapei nor-fainoe  |LogsDircl. logsdir_cle.. (00 4%+ 7 ) il 0 ) FREE 2015-11-12 04:00:00 °
16 MAMUAL  |OBHOENEHKE MO cTaHUMOHHEI...[FwStation... |station_upd 0 LU 0 FREE o
17 MANUAL  Ynpasnedue apToofHoeneHke... |GponOntA.. |gpon_ont_ ] 0 0 ] FREE °
18 PERIOD_... [KOHTROME TEMIEPATYIE! CheckOLT... ftemperatur... 005 ***7 60 G0 (0 0 BLSY 2015-11-11 16:50:00 Q
19 MANUAL  |ApxHBALMA W pacceinka nor-da.. |LogsSender|lagsdir_se 0 0|0 0 FREE v ]
20 MANUAL | OT4eTel 0 npodnema: ONT OntProble... (ont_proble ) 0 0 ) FREE °
21 FERIOD CApoc caTiuka nogrodeHni | SwitchCou. |switch_cou. [025107*THU |0 0 0 ] FREE 2015-11-1210:25:00 °
22 MAMUAL  \MoHWTOp KOHTRONA POR-npod...|SyncPanP... |sync_pon_... 0 0|0 0 FREE e
25 PERIOD  |OWardocTHEa CHCTEME pezepE.. |SystemBa.. (system_ha.. [00/5*** 7 60 G0 (0 ) FREE 2015-11-11 16:50:00 °
200 MAMUAL  MOHMTORUHr ACSD Checkacs... [acsd_break ) 0 0 ) FREE °

ID — naeHTUdUKaTOP MOHUTOPA;
Tun 3anycka — TMnN 3anycka MOHUTOpa:

— manual — py4Hoi;

— period — nepuognyeckui;

— start_server — npu cTapTe cepBepa;
Knacc moHUMopa — Knacc MOHUTOPA;
Wms (en) MoHUMOpPGA - UMA MOHUTOpPA (NaTUHMLA);
ViMma MOHUMOPA — UMA MOHUTOPA (KUpUAANLA);
lpynna moHumopa — paboyas rpynna MoOHUTOPA;
Vimsa mpuzeepa — HazBaHWe TpUITepa;
lpynna mpuezepa — rpynna TpUrrepos;
Jlo2 ¢alin — nmaA XKypHana, B KOTOPbI 3aNMCbIBAOTCA AaHHble 0 paboTe MOHMTOPA;
Cron-nepuod — nepuog, 3anycka MOHUTOPA;
3anyckos — TeKylee KOANYECTBO 3aMyCKOB MOHUTOPA;
OK — KONMYecTBO yAQUHbIX 3aMyCKOB MOHUTOPA;
Error — KONM4ecTBO HeyAauHbIX 3aMyCKOB MOHUTOPA;
Cobbimuli — KONNYECTBO aKTUBHbIX COBbITUIA MOHUTOPA;
Tekywee cocmosiHuUe — TeKyLLee COCTOAHNE MOHUTOPA:

— free — MOHUTOP He BbINOAHAET paboTy;
— busy — B laHHbIA MOMEHT MOHUTOP BbINOAHAET paboTy;

Cnedyrowuli cmapm — Bpemsa CAeAyoLero 3anycka MOHUTOP3;
lMpepsame — npepBaTb PaboTy MOHUTOPA, €CN AaHHbIA MOHUTOP bbl 3anyLLeH;
3anycmumes — 3anycTUTb MOHUTOP (3anyck no TpeboBaHMIO NoNb30BaTENS).

B pasgene «M100CKa3Ka» HaxoAWUTCA HEKOTopas MHGOPMALLMA NO HACTPOMKE MOHUTOPOB.
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3. YCTAHOBKA UHTEPBA/IOB MOBTOPA MOHMUTOPOB B KAJIEHAAPHOM BUAE C
NMOMOLLbIO BbIPAXXEHUA CRON

OCHOBbIBasACb Ha BbIPAXEHUAX Cron, CYLWECTBYeT BO3MOMKHOCTb YCTaHaB/AMBaTb WHTEPBabl
MOBTOPOB B Ka/ieHAapHOM BUE.

3.1 CTPYKTYPA BbIPAXXEHUA

Bblpa)KEHMe €ron coctouT U3 cemu noneu:

1 2 3 4 5 6 7
CeKkyHApl MuHyTbI Yacbl JeHb mecAua Mecay, JeHb Hepenun
L ]
- obasaTenbHoe nose
L ]
- HeobAsaTenbHOE none
3.2 CNEUWMANDBHbLIE CUMBO/1bl
Cumson Ha3sBaHue 3HayeHue Mpumep MpumeuaHue
/ Kocad yepTa npupalieHme "5/15" B none '"cekyHAap!" o3HavaeT
Karkable 15 ceKkyHA, HauMHas c nAaTou
CEKYHApbI
? Bonpocutenb- | B nose He AOMKHO €CAn  Bbl  yCTaHaBAMBaeTe JeHb | Mcnonb3oBaHue
HblIW 3HaK 6bITb YKa3aHHOM Heaenun, Bbl MOXeTe BCTaBuTb "?" B | paspelueHo
BE/INYNHDI none "neHb Hepgenn" ANA | TONbKO B monax
0603HaYeHUA TOro, 4YTo 3HadveHue | "AeHb mecaua" un
"neHb Hepenn" HecyLwecTBeHHO "neHb Hepenn"

L bykBa L nocnegHui (aeHb B none "peHb Hepenn" "L" | Ucnonb3osaHue
Heaenu, AeHb paBHO3HayHO "7", ecan nomewiaeTca | paspelleHo
mecaua) camo no cebe. TONbKO B MoAax

Tak, "OL" 3annaHupyeT BbinonHeHue | "aeHb mecAuad" u
33aHMA Ha nocsegHee BOCKpeceHbe | "AeHb Hepgenn"
JaHHOro mecsua.

" byksa W bavskawmii (aeHb | Beegs "1W" B none "aeHb mecaua" Bbi
Heaenun, AeHb NnAaHupyeTe BbiNONAHEHWE 3a[aHuUA Ha
mecaua) pabounit  AeHb,  GAMNKaAMWMIA K

nepBoMy YMCay Mecaua.
# byHT OnpegeneHHbli Bsog, "MON#2" B none "geHb Hepgenn"
(peweTKa) (oeHb) NnAaHupyeT 3ajaHMe Ha  BTOpoW
NnoHeAe/IbHUK MecAua
* acTepucK oboin 3HaK B MnoJie «AeHb Heenn» 03HauyaerT,
(3Be3pouka) 4TO AeNCTBUE MOXKET HbITb BbINOAHEHO
B Nt0boi AeHb Hegenn
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3.3 NPUMEPbI YCTAHOBKU UHTEPBAJ1IOB NOBTOPA MOHUTOPOB

Tabanua NnpuMepoB 3anycka MOHUTOPOB

CekyHAabl MuHyTbl Yacbl OdeHb Mecay [JeHb fopg  PacwudposKka
mecAaya Hepenun
0/20 * * * * ? Kaxgble 20 cekyHA, HaunHaa ¢ 0
CeKyHabl
15 0/2 * * * ? yepes 2 MUHYTbI, HaunHan ¢ 150#m
CeKyHAbl Kaxkgoro nHTepsana
10 24 0/1 b & Kaxkabli Yac B 24 muH 10 cek
0 0/2 8-17 * * KarKable 2 MUHYTbI, B MPOMEKYTKE
mexay 8.00 n 17.00
0 0/3 17-23 * * ? KarKable 3 MUHYTbI, B MPOMEXKYTKE
mexay 17.00 un 23.00
0 0 10am 1,15 * ? B 10.00 yTpa Kaxkable 1-i n 15-i
OHU mecAua
0,30 & & ? & MON- Kaxable 30 CekyHA C
FRI noHeAeIbHMKa NO NATHULY
0,30 * * ? * SAT, Karkapble 30 cekyHA B cy660TYy U
SUN BOCKpeceHue
0 0 12 & & ? eXXeZIHeBHO, B MONJEHb
0 15 10 ? * * exxegHesHo B 10:15
0 15 10 * * ?
0 15 10 * * ? *
0 15 10 & & ? 2005 B 2005 roay exkegHeBHo B 10:15
0 * 14 * * ? eXXeIHEBHO, KaXKayto MUHYTY C
14.00 oo 14.59
0/5 14 & & ? eXXelHEBHO, KaXable 5 MUHYT,
HauunHaA ¢ 14.00 go 14.55
0 0/5 14,18 * * ? eXXeZIHEeBHO, Kaxable 5 MUHYT, B
nepuog ¢ 14.00 no 14.55nc
18.00 oo 18.55
0 0-5 14 * * ? eXXeIHEBHO, KaXKayl0 MUHYTY,
HaumMHaAa ¢ 14.00 go 14.05
0 10,44 14 ? 3 WED B8 14.10 un B 14.44 kaxayto cpeny B
mapTe
0 15 10 ? & MON- B8 10.15 c noHeAeNbHUKA MO
FRI NATHULLY
0 15 10 15 * ? B 10:15 ytpa 15r0 uncna Kaxagoro
mecAaua
0 15 10 L & ? B 10:15 yTpa B nocnegHuii AeHb
Kaxkaoro mecsua
0 15 10 ? * 6L B8 10:15 yTpa B nocneaHtow
NATHULY Ka*KAoro mecaua
0 15 10 ? * 6L 2002- ¢2002no2005roa B10:158
2005 nocneaHIo NATHULLY KaXKAoro
mecAua
0 15 10 ? * 6#3 B 10:15 B TpeTbio NATHULY

KaXaoro mecsatua
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4. HACTPOMKA MOHUTOPOB

Mpu HacTPOViKe MOHUTOPOB HEOHBXOAMMO YUYECTb CIeayIoLLIME PeKOMEHAAUNN:

— MonuTop Handlers Pool. HacTpoiiku AaHHOro MOHUTOPA CneayeT OCTaBAATb MO YMOYaHUIO;

— MoHuTtop Alerts Archining. HacTponKy gaHHOro MOHUTOpPA CneayeT NPOBECTM B COOTBETCTBUE C
TpeboBaHMAMM BEHA0PA (NeprMoamMUecKuii 3anycK ¢ 3a4aHHbIM NepUoaoM);

— MoHuTtop FwReports. HacTpoliky AaHHOrO MOHWTOpa cnedyeT MPoOBeCTU B COOTBETCTBUE C
TpeboBaHMAMM BeHAOPaA (Mepruoamnyeckmnii 3anycK ¢ 3a4aHHbIM Neproaom);

Pe JakTHpOBaHHE MOHHTOPA

—  MoHuTop FwStationUpdate. B

o

no

®

¥

HacTpoOMKax MOHWUTOpPa HeobxoaMmo
3a4aTb pAg NapameTpos:
— [OnutenbHocTb paboThl (B Yacax u

Thn

MU HyTaX)_ perynnpyetr Bpema aperation_time ‘2:00

‘MANUAL ‘ v|

MNapamerpesl

paboTbl MOHUTOPaA Moc/e cTapTa. e ta6a000 f11.10

Hanpumep, He bonee TpEx 4acos;
— Bepcua NO Ha KoTopylo byaet

obHOoBNEHME " HasBaHWe
6uHapHoro ¢ailina, Ha KoTopoe
oynet npon3BoamnTbCA
obHoOBNEHUE;

2, firmware 170212 ppax ‘

| & TpUHATE H # Oruennts |

—  MoHuTop CheckOltTermoMonitor.

HacTpoliky MoHWUTOpa cnegyeT Npou3BOAUTbL B pasgene «AaMMHWUCTpUpoBaHue/HacTpolika

cepsepa/3agaun no pacnucaHuio
(MoHUTOPBLI)»;

— Tun — TMRN 3anycka MOHUTOpa:
nepuoanyeckm, npwm cTapre
cepBepa, BPy4YHyto;

— Cron-nepuod — ycTaHOBKa nepuoaa
3anycka MOHWUTOPA;

— decision_factor —  KonuyecTtBo
OTCYETOB, KOTOpble AO/KHbI ObiTb
3a npegenamu AmManasoHa, 4Tobbl
CreHepupoBanacb aBapus;

— reports_amount —  KO/MYECTBO
XPaHUMbIX OTCYETOB ana
reHepaumm rpaduKa;

— process_size - KO/NYEeCTBO

npoueccos  (MOTOKOB)  BHYTpM
cepBepa, KOTOpble MapannenbHo
BbINO/IHAIOT OMNpPOC.

HacTpoiika AManasoHOB ANA KaxK4oro Tvna
AaTunKkoB npoussoautca B daine '/usr/lib/eltex-
ems/conf/termoMonitor.xml'. Ha pa6oTy MmoHuTOpa
BAVAET Gnar MHAMBUAYAbHBIX HACTPOEK KaKAOoro

YepHuH cnincok 'KOHTPo.AL Texneparypol’

« [LTE-88T]

& LTP-8x

& LTP-8X
o= &7 madioo
o 4" Hoekll vz

en#d

| & 3anpemis

| W MPUHATL || # O1MeHnTL |

obbeKkTa «BobigedeHo U3 06CAy#UBAHUA». [NA BbIK/JOYEHHbIX YCTPOWCTB MOHMUTOP He paboTaer.
[lonoNIHMTENbHO A1 MOHUTOPa MOXHO HacTPOUTb «YEpHbIl CrUCOK», KOTOPbIN 3acTaBUT NPOMycKaTb
YCTPOMCTBA U3 CKCKa Npu onpoce. Mo yMoa4YaHUo, BCe YCTPOMCTBA ONPALIMBAOTCA, YTOObI MCKNHOUYUTD
YCTPOWCTBO U3 CNUCKA paboTbl MOHUTOPA, HEOOXOAMMO 3alTU B «YEPHBbIL CrIUCOK», BbIbPaTb YCTPOMUCTBO
W HaaTb «3anpemume», N0 OKOHYaHUM PABOTbI C YEPHBIM CMMCKOM, HaXKaTb «MpUMEHUTbY.
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NPUNOXEHUE B. CMUCOK U3MEHEHMI NO BEPCUAM

Bepcus 3.2.0 (2.0.50)

HoBbIlt dyHKUMOHaN:
® M3meHeHa cTpyKTypa 6a3bl AaHHbIX Syslog AnA yckopeHus BblbopKY;
e 3anyck EMS GUI yepes Java Web Start (pabotaet BHe 6pay3epa);
e [lo6aBneHa BO3MOXKHOCTb 3arpy3Ku naketos o6HoBneHnsa EMS yepes GUI;
e KoHowurypauma ana passeptku b1 EMS BblHeceHa B OTAe/IbHbIN NaKeT eltex-ems-db;
e dyHKUMOHAN pedaKTUpoBaHUA TapudHbIx NaaHoB WiFi nonb3oBaTtenei;
e KoHowurypauusa freeradius BbiHeceHa B oTaenbHble NakeTsbl freeradius-eltex, freeradius-eltex-db;
e CMHXpOHM3aLMA cocTaBa Aepesa U cnucka NAS;
e [lo6aBneH GyHKLMOHAN COXPAHEHUA NPUBA3OK T/, Ha OCHOBE CYLLECTBYIOLLENO AEPEBA;
e MOHUTOpP pe3epBHOro KoNMpoBaHUA 6asbl AaHHbIX RADIUS;
e OtobparkeHune sepcum MO ESR.

[opaboTKu, ynyyweHus:
e OnTMMM3aLmAa paboTbl C MeHeaKepom nNamaTu Java B GUI;
e PacwwupeHue pyHKUMOHana MeHeaxepa JOMEHOB;
e [loaTBepXaeHue napona Npu co3gaHnmn Nonb3osaTena cuctemsl EMS;
e [lopaboTkn B MeHegepe SSID;
e PeanunsoBaHa HOBas COPTUPOBKa As 3anucent Knmentol WiFi;
e VAP, CP BblHeceHbl 13 wabnoHos KoHdurypauum T,
e [lopaboTKu B pegakTMpoBaHum Radio Ha WEP;
e O6HOBAEH NpMHLMN paboTbl co cnuckom cooTeeTcTBua MAC-VendorlD;
® lcnpaBnieH MexaHM3m aBTO-UHULUManmM3aumm npm cmeHe IP Ha T/;
e [lo6aBneHa HacTpoWka npuoputesaumm VLAN Ha VAP;
e Katanor noros eltex-portal BKAtOYEH B MaKeT N0roB cepBepa.

McnpasneHuns owmnboK:
e KHonka OTmeHa gobaBneHa B HEKOTOpbIe onepauuu, rae ee He 6bIn0o;
e lcnpasneH NnopAagoK NPOBEPKM NapameTpoB MOHUTOPOB;
e [lobaBneHa NpoBepKM Ha Ay6AMPOBaAHWE JOMEHOB B AiepeBe 06BbEKTOB;
e YnaneHwe ceccuu nonb3oBaTensa Nocae NpoBana asTopusaumu;
e lcnpasneHo oTobpaxkeHne BpeMeHN CMHXPOHM3aLUMK (B YacoBOM nosice cepBepa);
e lcnpasneH nogcyet TpadmKa KAMEHTOB Ha 06bekTe WEP;
e lcnpasneHne oWmMBOK YCTaHOBKK WabaoHOB KoOHGUrypauumn TA;
e [lopaboTkuM onpoca cocToaHus radius cepsepa;
e OTtob6parkeHne nopTos ESR.

Bepcua 3.1.0 (2.0.49)

e [lopzeprkka Bepcmm OLT 3.24.0;

e [lobaBieH MOHUTOP NoucKa aybavpytowmxcs ONT ¢ GyHKUMen oTnpaBKK OTYETOB Ha e-mail;
e OnTMmmsaums B Tabamue «Cnncok ONT», dunbTp No Yactm ¢pasbi;

e [loapeprkka ynpaBieHNA BEHTUNATOPaMMU;

e [oaaep:kka nnat pesusun B (rev. B);

e  Peanv3oBaHa BO3MOXKHOCTb HAacTpoMKkuM IGMP Proxy Report Range 4na NMHeNHbIX nnaT;
e  Peanns3oBaHa BO3MOXHOCTb MPOCMOTPA Mac-aAPecoB C IMHENHbIX NAaT;

e  Peanv3oBaHa HacTPOMKa YPOBHEN npmusuMaernin nonbsosatenen MA4000;

o [lopseprkka BO3MOXKHOCTM CHATUA yTuam3sauunm PON nopTos B CY;

e [lopaboTaH aBTOKOMMMT Ha HEKOTOPbIX ONepaLmax;

e [loaaepskaH CMMCOK KOPOTKUX NapameTpos (wabnoH) ans RG34;

e [oaaepkaH GyHKLMOHAN NepPeHOCa YCTPOMUCTB MeXAy Knaccamu;

e  VYnyyweHa ctabunbHOCTb paboTbl NpoTokona TL1, ucnpasneH pag ownboK;

e  [1pOCMOTP COCTOAHWUA CUHXPOHM3ALMK GaiNoB MEXKAY Pe3epPBUPYEMbIMU CEPBEPAMMU;
e [IpocmoTp cocToAHMA CMHXPOHM3auuun bl Ha pe3epBupyembix cepBepax;

e  KoHTponb coctoaHua RADIUS n DHCP;
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e [eHepauua oT4€TOB 06 OWMOKaxX AN afMUHUCTPATOPa;

e  PeanunsoBaH 3KCNOPT CBOAHOM MHPOPMaLMKM MO YCTPOUCTBAM;

e [oaaeprkaH TCP B KayecTBe TPAHCMOPTHOrO NPOTOKONA A5 obmeHa no SNMP;
e  PeanusoBaH NpMEMm TPanos OT HEM3BECTHbIX YCTPOWCTB.

Bepcua 2.0.48

e loaaeprkka cywHoctum SSID (B4 'wireless'), pabota ¢ SSID Ha ceTu;

e T[loapep:kKa SOMEHOB ynpaBneHua (pasrpaHuyeHmne npas nonbsosaTeneit CY no gomeHam);

e  NHunuymanmsauma T Ha OCHOBe JOMEHA;

e  PeanusoBaH pyHKUMOHAN IKCNoOpTa KoHOUrypauumn T4 8 xml-dain;

e  OrtKas oT cywHocti REALM B nonb3y cywHoct DOMAIN Bo Bcex o6pabotumkax WiFi;

e PeanusosaH SOAP/XML nHTepdeiic (northbound) ans ynpasneHus cetbio T, (BKtoyas obuwme SSID
ceTtu);

e PeanusoBaHo oTobpaxeHue curHan/wym ansa knnentos WiFi;

e [lo6aBneHa Bannagauma B xml-pegaktop KoHdurypaumm T4;

e PeanusoBaHa KOMaHAa NnepeKkatoYeHUA Ha anbTepHaTusHoe MO ana WEP;

e  Peann3oBaHa BO3MOXKHOCTb 3anpoca ctatuctmku WiFi c yuétom gomeHa nonb3osatens CY;

e  BbIBOA CTaTUCTUKM NO TpaduKy caenaH 6onee yaobHbim (pasgenntenn B 60NbLINX YMCNAX);

e [loppepkaH WOP-12ac-LR;

e O6HoBneHne WEP ¢ ucnonbsosaHvem npotokona HTTP;

e [lo6aBneHa BO3MOXKHOCTb MMMNOPTA M 3KCNopTa KoHburypauum T, yepes GUI.

Bepcua 2.0.47

e  [lopaboTaH nHtepdeiic TL1 ans ssaumopenctens c OLT GPON v3;

e [lobaBneHo oTobpaxkeHne napameTpa Hardware version ONT;

e Jlo6aBneHa BO3MOMKHOCTb OOHYEHUA CTaTUCTUKK;

e [obasneHa ctatucTnka no PON nopTam;

e [lob6baBneHbl Tabanubl co cnuckamm MAC-aapecos ¢ ONT egMHbIM CNIUCKOM;

e  PacwwupeHsbl Tpanbl oT OLT, nHdopmauyma RSSI u npouee;

o  WNHPopmauma o HanMuMKM akTMBHOro nonb3osatens B CLI OLT otobparkaetca B CY;

e  BO3MOXHOCTb 334aBaTb AMaNa30oH afpecoB B pexume multiuser;

e B pexunme multiuser BkatoYeHa npoBepKa Napons;

e HoBbl TN 06beKTa MOHUTOPUHTA: SqlServer;

e [JlobaBneHo npurnaleHue npu sxoae Yepes TL1;

e Ha cepsepe nHtepdelic TL1 BrkatoYaeTca oTaeibHbIM dparom (Mo yMmosiYaHUIO BbIKAL);

e JlopaboTaH mexaHusm MKM B cnpaBKe, Tabavuax u snemeHTax BBOAa;

e  3ameHeHO aBTOMATMYECKM Npeasiaraemoe HoBOe MMA 06beKTa NpU Co34aHNU (MCKAKOYEHDI
npobensl);

e JlopaboTaHa cucTema pe3epBUPOBaAHUA, HE MPOUCXOAMUT aBTOBO3BPAT Ha master nocse ero Bxoaa B
paborty;

e YayyweH GUAbTP Ha BKNaaKe 'AKTUBHbIE aBapun';

e  PeanusoBaH ropmsoHTanbHbIM scroll B Tabaumuax;

e  CKpbITble po/IblO NO/Ib30BATENA YCTPOWCTBA He 0TobparkatoTca B AepeBe;

e B cnuckax aBapuii U noros nepepaboTaH BUAKET 415 NepPenncTbiBaHUA CTPaHWUL, oTobparkaeTca
KO/IM4ecTBO;

e  PeanusoBaH cTapToBbI Habop poneit ana nonb3osateneli PON;

e [lopaboTaH MexaHM3M }KYPHaAMPOBaHUA AeNCTBUI Nonb3oBaTenel CY (Bknagka 'Qoctyn');

e  ®duKcaums py4yHoro 3aKpbITUA aBapuin nonb3osatensmm CY B KypHane aencrsum;

e  VayyweHbl AManorM NpocMoTpa U peaakTMpoBaHuA poneit nonb3osatenei CY;

e  Peann3oBaHa BO3MOMHOCTb Mcnob3oBaHMa TCP npu paboTe no npotokony SNMP;

e JlopaboTaHbl GYHKLMM rPYyNnoBOro nepemeLLeHnn yCTPOMCTB B AEPEBE;

e [lo6aBsieHbl 3aroN0BKM K dainnam Bbirpysku tabamu n3 SQL (3KcnopT AaHHbIX B CSV);

o [oaaeprkka palinosbix onepaunit c yctporicteamm no HTTP.
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Bepcusa 2.0.46

e ypHanupoBaHue AeNCTBUI Nosib3oBaTenel Npw onepaumsax c T4;

e  Cratuctmka ana SSID no TpadumKy M NOAKAOYEHHbBIM KIMEHTAM;

e OTobparkeHue B MOHUTOPUHIe T/, AaHHbIX O TYHHENAX;

e  PeanusoBaHa BbIrpy3Ka Tabnuy, B Tekctosble painbl ¢ 3aronoskamm (csv);

e PeanusoBaHa CTaTUCTMKA YHUKabHbIX Nofb3oBaTenen cetn WiFi;

e CaenaHo oTObparkeHUe aKTUBHbIX NOMb30BaTENEN PASOM C UMeHeM T/l B AepeBe 06BHEKTOB;
e  PeanusoBaHa HacTpoika VLAN us CY;

e [loaneprkaH aCUHXPOHHbIA MeXaHU3M 0OHOBIEHUA TPYMMbl TOYEK AOCTYNA;

e  Peann3oBaHoO }KypHanuposaHue u otobpakeHue IP-agpeca WiFi KnineHTOB cuctembl;

e  Peanun3oBaH rpynnoBoM NpoLecc MHuumanusaumm TA;

e [lob6aBneHa HacTpoiKa TyHenewn yepes WDS;

e [lopaboTaH mexaHW3m 3KcnopTa/vmnopTta knneHTos RADIUS;

e [lopaboTaH guanor cymmupyowmii ananor o paboTe yCcTpoicTBa;

e Peanu3oBaH mexaHM3M MOY3/10BOM BbIrPy3KM K coxpaHeHua 'Summary' T Ha MK nonb3osaTens.

Bepcua 2.0.45

e [loapepKaHo ANA MyNbTUIO3EPA UCNO/Ib30BaHUe ceTu IP-aapecos (Macka);

e [lo6aBneHa MHGOPMALMIO O TEKYLLEM KONMYECTBE YCTPOMCTB KaXKAOro TMNa B AManore npocMoTpa
JNINLEH3NIA;

e lcnpaBneHo HaMMeHoBaHMA YacoBbix nosAcos (fix 2014);

e lcnpasneH anropuTm COPTUPOBKM YCTPOMUCTB B OCHOBHOM ZlepeBe No UMEHMU;

e  PeanusoBaHbl "rpynnbl" B INLEH3UAX YCTPOMNCTB;

e [lopaneprkaHa sBepcna MA4000 3.22.0;

e ypHanupoBaHWe AeNCTBUI NONb30BaTeNA NPU KOHUrypmposaHuu LTP8X/LTPAX;

e XypHannpoBaHue AeNCTBUIM Nonb3oBaTeNs Npu KoHurypuposaHum MA4000;

e ypHanupoBsaHwue gelicteuin ¢ ONT;

e PeanusoBaHa rpynnosas 3aamsKa ¢aiina NO ONT 8 MA4000;

e  Peanun3oBaHO LEHTpan13oBaHHoe (rpynnoBoe) ynpasaeHune obHosneHnem MO ONT no OMCI;

e  Peann3oBaHO BbIKkAOYEeHNE 06HapyKeHma ONT Ha MA4000;

e [lopaeprkaHa BOSMOXHOCTb CMeHbl macTtepcTBa PP4X B cucteme ynpasieHus;

e  CUHXPOHM3aUMA YCTPOMCTBA M aBapMitHbIX COOBLEHNIA nocne AobaBieHns/BOCCTaHOBNEHUA CBA3M C
obbektom MA4000;

e Koppekuua npotokona TL1 no KomaHaam ynpasneHma GPON 3.22.0;

e  OTobpakeHue TMNa NUTaHna MES B MOHUTOPUHTE;

e [lob6aBneHo yctpoiicteo SBC-2000.

Bepcua 2.0.44

e [lpoanéH Java ceptudukat (11.2014-11.2016);

e B ypHane gencteuii nonb3osatenein gobasneH ¢puabTp no nonto 'Aon. nHaekc';
e  ABTOBbIAE/NEHWE POSIU B CMIUCKE (AMANOr peaakTUPOBaHUA ponei);

e [lobaBneHa BKnaaka 'HypHan aencrteunii' Ha Bcex obbeKTax;

e 3HauuTenbHo yseanyeHa npounssoantenbHocts SOAP/XML NBI;

e [lob6aBneH BbI6OpP A3bIKa CUCTEMbI MPU YCTaHOBKe NakeTa EMS;

e [loapeprkKka yctpoictea LTPAX GPON Bepcum 2X;

e Cratuctuka ETH noptos ONT B GPON 2X;

e OTvobparkeHue aaHHbIx SFF ans NTU B GPON 2.X;

e [loapeprkaHa 6ioKknpoBKa nopta CaTV(rfout) B HacTpolikax ONT GPON.

Bepcna 2.0.41

e [lopaeprkka Bepcumn LTP GPON 3.20.2;

e [loapeprkka mynbTuA3bIKa B MHTepdelica Eltex.ACS.GUI;

e [lopaneprkka STB B ACS.GUI;

e PacwupeHHasa nogaepxka STB B ACS.GUI: ynpasneHne NpuaoKeHUAMMU, yNpaBieHNe XKYPHANOM;
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e PeanusoBaHa 'OTmeHa' ona AoArMx onepauuii;

e YcKkopeH ¢yHKUuMoHan otobpaxkeHns GPON nopToB Ha yCTpOMCTBAX;

e Peann30BaHO }XypHAANMpPOBaHME BCeX MOgUPULMPYIOLWMX KOMaHA TL1;

e  PeanvsoBaHa KOppeKTHasA cCopTMpoBKa B Tabnumuax no nosato IP n URL ¢ yyéTom nopTa;
e [lopaboTaH nHtepdeic TL1. Moaaepkka metonos ACS;

e  PeanusoBaHa noacuctema eauHbix npodunein GPON gna scex OLT cetu.

Bepcuma 2.0.40

e O6wwit cnncok nopTtos TAY, NOUCK NO HOMepY;

e T[lopnepxka TAU SIP Bepcun 2.12;

e T[lopaepxka TAU-16.IP, TAU-24.1P;

e [oaneprkka HOBbIX BO3MOXKHOCTe MSAN;

e TAU.Megaco pacCluMpeHHbIN MOHUTOPWUHT;

e [labasneHo yctponctso SMG-4;

e [obasneHo ycTpoiictBo SMG-2016;

e  MOHUTOPUHT NapameTpoB ycTpoiicTs (RRD);

e  3aKkauka 6onbwmnx dhannos (KypHanos) yepes bpaysep;

e  Hacrtpolika BbiCblIKM coobuweHnin Ha Email yepes GUI;

e UHTerpaums aBTopM3aLMOHHbIX AaHHbIX B EMC (nornH naponb ans telnet, ssh), astosxog;
e  MoadvumpoBaH MHCTAaNNATOP, NepMoAMYEecKoe aBTocoxpaHeHue b/;
e  [lopaboTka MOHWUTOpPUHra YII;

e lcnpasneHa copTupoBKa B Tabamuax no sepcum MO u IP-agpecy.

Bepcma 2.0.33

e [oapeprkka MynbTUMA3LIKOBOrO MHTEpdENCa;
e MynbTUA3bIK: CUCTEMHbBIN MOAYb;

e Mynbtuasbik: LTP8X;

e Mynbtmasbik: MA4000;

e  Mynbtuasbik: LTESST/LTESX/LTE2X.

Bepcma 2.0.32

e MoHuTOpbI: peann3oBaH "YEpHbIMA CNUCOK' ANA UCKNOYEHMUA IULHUX YCTPOWMCTB U3 OMPOCOB;
e [lonHocTbio Noaaep KaH dnar 'BoiBeseHOo N3 06CnyKnBaHUA' BO Bcex 06paboTumnKax;

o  MexaHM3M aBTOOUYUCTKU BbITPYHKEHHbIX KOHPUTYPALLUNA;

e [oaaep:kka wabnoHa GPON NTU;

e [pynnoBas onepauma No ABOMHOMY LLENYKY B CMIUCKE YCTPOWCTB;

e [loaseprkaHbl cneunanbHble 3HaYeHnAa molHocTn SFP GPON;

e  B0O3MOXHOCTb OTK/IKOYEHWNA BCMNJIbIBAOLLMX MNOACKA30K Ha AepeBe YCTPONCTB;

e [pynnosas onepauusa CMeHbl pexkuma 'BHyTpeHHuiA/BHewHnin ACS';

e YnaneHbl UHGOPMaLMOHHbIe coobuieHuna 'OK', baokumpytouwme paboty GUI;

e  PeanusoBaHa MHOPMALMOHHAA cTpaHuLa 'control', focTynHan n3 6paysepa;

e [pynnoBaa onepaumaA N0 Ha3HaYeHMIO Tpan-nNnpMémHukos ana OLT;

e B GUI coxpaHeHue KaTanora Ha nonb3oBaTenbckom MK npwu 3arpyske ¢aiinos ACS;

e  GUI coxpaHeHMe nma nonb3oBaTtena B Ananore aBTopu3aLMmn Npu yagauyHoOM BXOAE;

e  Ontumusaumsa SNMP obmeHa, npuocTaHOBKA BO BPEMA NapanfeNibHbIX onepaLmii, KOHTPO/b;
e MES: OTObparkeHMe AaHHbIX CTEKA NPU MOHUTOPUHIE;

e  PeanusosaH cbpoc cuéTumKa nepenoakaoueHunii ansa rpynnsl ONT;

e JlopaboTKa cTaTyca NUKTOrpaMmmbl (MKOHKM) YCTPOMCTBA B 3aBUCMMOCTM OT aBapuii;

e  Peanu3oBaHa HacTpoWMKa normposBaHua Ha LTP Bepcun 3.x;

e  KOHTPOAb HAaCTPOMKM Ha3Ha4YeHuA Tpanos Ha OLT;

e OTobpaxkeHune PON yctpoiicte 1U B BUAe eaMHOro 06beKkTa MOHUTOPUHTa;

e [lopaepxKa WiFi yctpoiicts: WEP-12AC, WOP-12, WB-2;

e [lopgepkka Y3 4.1;

e [oaaeprKKa rpynnoBoro KOHGUIrypupoBaHus ycTponcTe ¢ nomoLbio SNMP-wabnoHoB (cueHapues);
®  DKCMOPT CMMCKa YCTPOMCTB B TEKCTOBbIN alin;
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e  /IMnopT yCTpOWCTB U3 TEKCTOBOTO daina;

e [eHepauMsa Nosb30BaTENbCKUX aBapuit no SNMP-Tpanam unam onpocy napameTpos;
e Hacrtpolika yBegomnenuit Email gns ponu SuperUser;

e [lo6aBneHa 6/10KMPOBKa NOMb30BATENA B HACTPOWKaX.

Bepcua 2.0.27

e [loaaeprkka aKTyanbHbIX U3meHeHn sepcmii GPON: LTP 2.x 1 MA4000 1.1.x;

e [lonHoueHHana noaaep:Ka TL1 B KauectBe NBI npoToKkona B3anmogencTeus c obopynosaHmem GPON;

e  MoHuTOp HabnaeHMA 32 TeMNepaTypPOoIt CTAHLLMOHHbIX YCTPOMCTB, "YEPHDLIA CNUCOK" B MOHUTOPE;

e  MoHuTOp reHepaumm otyéta npobnemubix ONT (RSSI, nepenoakntoueHus);

e  MOHMTOpP NO NEPMOAMYECKOM OUYUCTKE CHETUMKA NepenogkatodeHmnii ONT;

e  Hactpoiika norukum pabotsl ¢ eamHbim Eltex.ACS yepes obwume HacTponku OLT (LTE, LTP, MA4000);

e MA4000 pobaBneHa aBapma 0 BO3MOXKHOM 06pbiBe ONTOBOJIKHA;

e  PacwwupeH rpadpuyecknini pegakTop MOHMTOPOB: HAacCTpoiKa "Pa3 B Hegento";

o [loaaep:KKa YeTblpéx3aHauHbIX Bepcuit ONT;

e MexaHU3m aBToMaTU4eckoro obHosneHua MO LTE;

e OpHoBpemeHHas paboTa c KoHourypaumamm ONT B npeaenax ogHoro OLT HeCKONbKUX
nonb3oBaTeneu;

e Y6paH moganbHbil guanor "ameHeHus B aepese";

e C6bpoc cHETYUMKOB NepenoakaoyeHunit ansa rpynnsl ONT;

e  BO3MOXHOCTb rpynnoBoOi HAacTPOMKM Tpanos gns OLT;

e PeanusoBaHa HacTpowka OLT "BbiBegeHo 13 obcnyKmBaHua", 3anpelwaeT paboTy MOHUTOPOB C
YCTPOMCTBOM;

e [1na GUI nognucaH cepTuduKaT annieta, bpaysep cuMtaeT annaeT 4OBEPEHHbIM;

e [lo6aBneHbl 06paboTumKku Tpanos ana cobbiTuii OLT-unnos;

e  PeanusoBaHbl 4ONONHUTENbHbIE NoAA B Tabavue ONT: npymeyaHnA U AaTta NPUMEYaHUA.
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